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From: . 

To: 

Date: 2/21/03 10:16AM 

Subject: Re: Collection of Cell Site Location Data 


ALL irjlpml::;.' i;:!!:-.!,.::: 

HEREIN IS 

DATE 04-09-2013 Ei m:-'!.:.: : ^ 

b6 

_b7C 

b7E 



I'll find out if there is a specific case which requires appropriate advisement, or whether this was just a 
question raised for interesting conversation between a SA and CDC. That will help to determine the 
priority for this. 


Thanks. 


"b6 

b7C 

b5 


Did the question from the field involve a use where they would not otherwise need to get a (d) order? 




Thanks. 







°6-..QCIPS NEW PR/t&t trjggerFish Interpretation 


1/23/02 12:15PM 

Re: CCIPS NEW PR/T&T TriggerFish Interpretation 


pncj pas advised CCIPSj 

Je are' in the process of putting together an analysis, out in general here are rny thoughts: 






Re: CCIPS NEW Pf^&T f riqperRsh'T^^ 





Lets getl 


X 


with your assessment. Thanksj 

^ 


'1/23/02 11 ;36AM »> 

iomments hefnre we change the ELSUR Guide. I read the opinion and agree 


]01/23 11:31 AM 


»> 


i've reviewed the CCiPS anaivsis and concur 


any additional discussion on this yet? 




as there Peen 


[ 


This will result in additional changes to the ELSUR manual. Unless advised to the contrary, I'll 


ensure these changes are mad,e. 
Ait 


01/17/02 06:27PM »> 

acn ed is the most recent legal anaivsis issued bv CCIPS to all AUSA/CTC s recommending that 


AUSAd 


I have requested that CCIPS delay further dissemination of this opinion until we have had an opportunity 
to review it. They have not yet responded back. 


L^GC 


I ecnnoiogy Law unit 
Office of the General Counsel 
FEDERAL BUREAU OF INVESTIGATIDM. 
935 Pennsylvania Ave., N.W. Rml 
WashinalQaJ:LC_2D535-0001 ^ 


Tel. 

Fad 


Engineering Research Facility 
Bldg. 27958A, Rnl 
Q uantico, VA 221^ 

Te 
Fa 
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b7C 

b7E 



TDY Roch ester RA 
FBI. Roon I I 
1 00 State Street 
Ro chester. NY 14614 
Tel 
Fa) 


Pag| I 

Internet E-mail with advance notice to 


Eleo.qov 


CC: 


b6 

b7C 


CELLSITE-9568 







; .in ;i: 
HEREIM Ir 

DATE O-S-OS-^^O-io ■- ■ : :■ 


U//FOUO 

Operating a Cell Site Simulator, or ”WITT''Gear, to Locate a Cell Phone 

Operation of a Cell Site Simulator (CSS), or "WITT" gear, requires different court orders 
under different circumstances. In order to determine which court order(s) is/are needed in a 
particular case, a "Cell Phone Location Quick Reference Guide" is attached as Appendix C. To 
the extent that a pen register order, or Rule 41 warrant is required, the emergency provisions for 
each are discussed above, as are the consent exceptions. 




aim 


U//FOUO 




'2-ooB> 
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CELLSITE-9569 


AL 

he; 


U//FOUO 

Appendix C 

[Cell Phone Location Quick Ref erence Guide] 


Technique(s) To Be Used Legal Process Needed Legal Standard 



Note: the exceptions for the consent or implied consent of the subscriber, and the exigent circumstance 
exception to the Fourth Amendment are discussed above. These exceptions may be applicable for cell 
phone location, depending on the facts. 


U//FOUO 13 
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Subject: please forward to CTC's 


Attached is an analysis of the appropriate legal process for locating cell phones, in light of the 
changes enacted in the USA PATRIOT Act. 



The attached analysis will also be available soon in USA Book. 


J in the Computer Crime and Intellectual b 6 

in the Office of Enforcement Operations if b 7 C 


•Feel jfree to contact 

Property Section, oi 

you have any questions or comments. 



CELLSITE-9573 



- CCIPS NEW PR/r&t f riqgerFish interpretation""" """ 



I have requested that CCIPS delay further dissemination of this opinion until we have had an opportunity 
to review it. They have not yet responded back. 


|AGC 

Technology Law Unit 
Office of the General Counsel 
FEDERAL BUREAU OF INVESTI 
935 Pennsylvania Ave., N.W. Rn 

W aqhinnfnn n C. 9np c;-nnni 

Tel 

Fa> 


Engineering Rese pch Fac ility 
Bldg. 27958A, Rrr | | 

Ongntinn \/A 99-fac; 

Tel 

Fa> 


b6 

b7C 


TDY Roch ester RA 
FBI, Roon j ^ 

1 00 State Street 
Ro chester. NY 1461 4 
Tell 
Fa> 



internet E-mail with advance notice to 




leo.gov 


CELLSITE-9574 




n. Collection of Cell Phone Location Information Directly by Law Enforcement 


Law enforcement possesses electronic devices that allow agents to determine the location 
of certain cellular phones by the electronic signals that they broadcast. This equipment includes 
an antenna, an electronic device that processes the signals' transmitted on cell phone frequencies, 
and a laptop computer that analyzes the signals and allows the agent to configure the collection of 
information. Working together, these devices allow the agent to identify the direction (on a 360 
degree display) and signal strength of a particular cellular phone while the user is making a call. 
By shifting the location of the device, the operator can determine the phone’s location more 
precisely using triangulation. 

In order to use such a device the investigator generally must know the target phone’s 
telephone number (also known as a Mobile Identification Number or MIN). After the operator 
enters this information into the tracking device, it scans the surrounding airwaves. When the user 
of that phone places or receives a call, the phone transmits its unique identifying information to 
the provider’s local cell tower. The provider’s system then automatically assigns the phone a 
particular frequency and transmits other information that will allow the phone properly to transmit 
the user’s voice to the cell tower. By gathering this information, the tracking device determines 
which call (out of the potentially thousands of nearby users) on which to home in. While the user 
remains on the phone, the tracking device can then register the direction and signal strength (and 
therefore the approximate distance) of the target phone. ■ 

A. Use of Law Enforcement Cell Phone Tracking Devices Prior to the USA 
PATRIOT Act of 2001 

In 1994, the Office of Enforcement Operations opined that investigators did not need to 
obtain any legal process in order to use cell phone tracking devices so long as they did not capture 


CELLSITE-9575 


- USABookchpLTsTrs.wpd 


^b6 I 

Pan I 




b7E 


the numbers dialed or other information "traditionally" collected using a pen/trap device. This 
analysis concluded that the "signaling information" automatically transmitted between a cell phone 
and the provider’s tower does not implicate either the Fourth Amendment or the wiretap statute 
because it does not constitute the "contents" of a communication. Moreover, the analysis 
reasoned - prior to the 2001 amendments - that the pen/trap statute did not apply to the 
collection of such information because of the narrow definitions of "pen register" and- "trap and 
trace device." Therefore, the guidance concluded, since neither the constitution nor any statute 
regulated their use, such devices did not require any legal authorization to operate. 

B, The Pen/Trap Statute, As Amended By The USA PATRIOT Act of 2001 
Although the analysis remains unchanged with respect to the Fourth Amendment and the 
wiretap statute, substantial amendments to the definitions of "pen register" and "trap and trace 
device" in the USA PATRIOT Act alter the applicability of the pen/trap statute. The new 
definitions, on their face, strongly suggest that the statute now governs the use of such devices. 
Where the old definition of "pen register" applied only to "numbers dialed or otherwise 
transmitted," "pen register" now means 

a device or process which records or decodes dialing, routing, addressing, and 
signaling information transmitted by an instrument or facility fi’om which a wire or 
electronic communication is transmitted.... 


18 U.S.C. § 3127(3), "Signaling information" is a broader term that encompasses other kinds of 
non-content information used by a communication system to process communications. This 
definition appears to encompass all of the non-content information passed between a cell phone 
and the provider’s tower. 

Similarly, the USA PATRIOT Act broadened the definition of "trap and trace device.." 
Where before the definition included only "the originating number of an instrument or device," the 
new definition covers "the originating number or other dialing, routing, addressing, and signaling 
information reasonably likely to identify the source of a wire or electronic communication...." 18 
U.S.C. § 3127(4). Like the definition of "pen register," this broader definition appears to include- 


CELLSITE-9576 
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such information as the transmission of a MIN, which identifies the source of a communication. 

Moreover, the scant legislative history that accompanied. passage of the Act suggests 
Congress intended that the new definitions apply to all communications media, instead of focusing 
solely on traditional telephone calls. Although the House Report cannot definitively state the 
intent of both houses of Congress when passing the final bill, it does strongly suggest that 

Congress intended that the statute would apply to all technologies: 

This section updates the language of the statute to clarify that the 
pen/register [sic] authority applies to modern communication technologies. 
Current statutory references to- the target "line," for example, are revised to 
encompass a "line or other facility." Such a facility includes: a cellular telephone 
number, a specific cellular telephone identified by its electronic serial number 
(ESN)', an Internet user account or e-mail address; or an Internet Protocol (IP) 
address, port number, or similar computer network address or range of addresses. 

In addition, because the statute takes into account a wide variety of such facilities, 
section 3123(b)(1)(C) allows applicants for pen register or trap and trace orders to 
submit a description of the communications to be traced using any of these or 
other identifiers. 

Moreover, the section clarifies that orders for the installation of pen 
register and trap and trace devices may obtain any non-content information - 
"dialing, routing, addressing, and signaling information" - utilized in the processing 
and transmitting of wire or electronic communications.... 

This concept, that the information properly obtained by using a pen register 
or trap and trace device is non-content information, applies across the board to all 
communications media ... ([and includes] packets that merely request a telnet 
connection in the Internet context). 


H.-R. Rept 107-236, at 52-53 (emphasis added). Indeed, this last reference to a packet requesting 

a telnet session - a piece of information passing between machines in order to establish a 

communication session for the human user - provides a close analogy to the information passing 

between a cell phone and the nearest tower in the initial stages of a cell phone call. 

Finally, the House Report recognizes that pen registers and trap and trace devices could 

include devices that collect information remotely. The Report states: 

Further, because the pen register or trap and trace ‘device’ is often 
incapable of being physically ‘attached’ to the target facility due to the nature of 
modern communication technology, section 101 makes two other related changes. 


CELLSITE-9577 



First, in recognition of the fact that such functions are commonly performed today 
by software instead of physical mechanisms, the section allows the pen register or 
trap and trace device to be ‘attached or applied’ to the target facility [such as an 
ESN], Likewise, the definitions of ‘pen register’ and ‘trap and trace device’ in 
section 3127 are revised to include an intangible ‘process’ (such as a software 
routine) which collects the same information as a physical device. 

H.R. Kept 107-236, at 53 (emphasis added). Thus, the statutory text and legislative history 
strongly suggest that the pen/trap statute governs the collection of cell phone location information 
directly by law enforcement authorities. 

C. The Inapplicability of CALEA’s Prohibition on Collection Using Pen/Trap 
Anthority ’ 

In passing CALEA in 1994, Congress required providers to isolate and provide to the 
government certain information relating to telephone communications. At the same time that it 
created these obligations, it created an exception: carriers shall not provide law enforcement with 
"any information that may disclose the physical location of the subscriber" in response to a 
pen/trap order. (A fuller quotation of the language appears, above, in Section I.B.). By its very 
terms, this prohibition applies only to information collected by a provider and not to information 
collected directly by law enforcement authorities. Thus, CALEA does not bar the use of pen/trap 
orders to authorize the use of cell phone tracking devices used to locate targeted cell phones. 

D. Conclusion 

The amended text of the pen/trap statute and the limited legislative history accompanying 
the 2001 amendments strongly suggest that the non-content information that passes between a 
cellular phone and the provider’s tower falls into the definition of "dialing, routing, addressing, 
and signaling information" for purposes of the definitions of "pen register" and "trap and trace 
device." A pen/trap authorization is therefore the safest method of allowing law enforcement to 
collect such transmissions directly using its own devices. 
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Please let me know if I understand the FBI's position correctly and if I do not, let me know. 
1 can be reached a1 
Thanks, 


CELLSITE-11317 





Please let me know if you have any questions. Thanks again. 


Federal Bureau of Investigation 
Counsel 


THIS IS A PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK 
PRODUCT COMMUNICATION 




Please let me know if I understand the FBI's position correctly and if I do not, let me know. 
I can be reached a' 


1 


CELLSlTE-11318 







Thank you for your email. My understanding is that vou have co rrectly summarized the FBI's position regarding the 

I am going to circle back internally on this issue. I will 


Please let me know If you have any questions. Thanks again. 



THIS IS A PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK 
PRODUCT COMMUNICATION 
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b6 

b7C 



Just one point of clarification: the memo mentions that the FBI considers the details concernin 




Please let me know if I understand the FBI's position correctly and if I do not, let me know. 



b7E 
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THIS IS A PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK 
PRODUCT COMMUNICATION 



Ok. Thanks. 




rrectly summarized the FBI's position regarding the 
I am going to circle back internally on this issue. I will 
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Please let me know if I understand the FBI's position correctly and if I do not, let me know. 

I can be reached at 

Thanks, 



2 
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THIS IS A PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK 
PRODUCT COMMUNICATION 




Please let me know if I understand the FBI's position correctly and if I do not, iet me know. 
I can be reached at 


Thanks . 


1 


CELLSITE-11323 






You may have missed my recommended edit on page 5 of the memo. It went to this issue. 



THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL b 3 

ATTORNEY-CLIENT AND ATTORNEY WORK PRODUCT MATERIAL. , 





Federal Bureau of Investigation 
Counsel 


THIS IS A PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK 
PRODUCT COMMUNICATION 




1 



i , t 

Just one point of rlarifiratinn- thp mpmn mpntinnc that thp FRI rnncirlorc tho rlotailc rnnrornincr 


Please let me know if I understand the FBI's position correctly and if I do not, let me know. 


I can be reached at 


Thanks. 


b3 

b5 

b6 

b7C 

b7E 
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Ok. Thanks. 



Thank you for your email. My understanding is that you have co rrectly summarized the FBI's position regarding the 

I am going to circle back internally on this issue. I will 

tnen get oacK in toucn with you. 


Please let me know if you have any questions. Thanks again. 



THIS IS A PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK 

PRODUCT COMMUNICATION b3 

b5 

b6 



Just one point of clarification: the memo mentions that the FBI considers the details 



. ‘4 ‘ 


Please let me know if I understand the FBI's position correctly and if I do not, let me know. 


I can be reached afl 


Thanks, 


b6 

b7C 
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Take care, 




Is there any way you coul d chec k on this? Just would like to know what is going out before it hits the shel . I'll be in 
Orlando all next week witl I If you need us please just call on the BB. I think I've handled al DOJ) requests. 




CELLSlTE-2247 




THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 


Assistant General Counsel 
Investigative Law Unit 
Office of the General Counsel 


b6 

b7C 


PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK PRODUCT. DO NOT 
DISSEMINATE WITHOUT OGC APPROVAL 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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Cellular Tracking 
Legal Issues 


CELLSITE-227 


Table of Ooiitent 


Overview 

■ Pen Register Device (18 U.S.C. § 3127(3)) 

- Old Law vs. New Law 

- Non-Target users (Privacy Interest) 

- Potential Interference 


■ Sample app & order 

■ Protecting Technique 

- Use as evidence 

- Qualified Privilege 




CELLSITE-2276i 






• Prior Policy 

-DOJ view; autonomous r egistratio n 
data not “dialed number’l 

and . 


-Not content, so 





Old Definition 

■ "pen register" 
means a device 
which records or 
decodes electronic 
or other impulses 
which identify the 
numbers dialed or 
otherwise 
transmitted on the 
telephone line to 
which such device 
is attached.... 


Pen Register Device: 
18U$C3127|3| 


New Definition 


■ "pen register" means a device 
or process which records or 
decodes dialing, routing, 
addressing, or signaling 
information transmitted by an 
instrument or facility from 
which a wire or electronic 
communication is 
transmitted, provided, 
however, that such 
information shall not include 
the contents of any 
communication.... 


CELLSITE-2280I 



b5 

b7E 


• $ 3127 Pen Register device or process: 

- “records or decodes dialing, routing, addressing, or signaling 
information 

- transmitted by an instrument or facility from which a wire or 
electronic communication is transmitted” 

DOJ: 





• data “utilized in the processing” of a communication see 
3121(c) since 1994 LE obligated to restrict recording to 
“dialing and signaling information utilized in call 
processing” 

• at the time of the call-i.e., occurring in real-time 

■ “from which a wire or electronic communication js 
transmitted” not mav be transmitted see 3127(3) 


9 




■ IF Signaling Information: 


-Implied Consent? - is use. § 3121(b)(3) 

■adequate Notice of monitoring by cellular 
provider to show ACTUAL knowledge 

■Misplaced trust 






Emergency Provision 


Infm^pt and Tracking Tnam 


- DOJ command Center 

- OEO (business hours) 

Emergencies involving: 

■ Immediate danger of death or serious injury 


MIOG, Part 2, 10-10.7.1 








lnfen$pt md Tracking 


- ? Whether it ap plies to 


Minimize 



Purging Data ColiectecI 




preserve 1®^ Amendment rights & 



17 







Se nt: Tuesday, January 25, 2011 2:51 PM 


To 
Cc 

Subject: RE: WITT - OGC 


I I Hello. Hope all is well. 
Here’s my 2 cents: 







UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

NON-RECORD 








THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 



Assistant General Counsel 
Investigative Law Unit 

era! Counsel 
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UNCLASSIFIED 

NON-RECORD 


This I can support. Thanks. 


b3 

b5 

b6 

b7C 

b7E 



THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 


Assistant General Counsel 
Investigative Law Unit 
Office of the General Counsel 


From:j | 

Sent: Thursday, November 04, 2010 9:11 AM 
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To: 

SuojtiLL: Kc: LuiiiiiiyiiL 5iy. 


UNCLASSIFIED 

NON-RECORD 


Okay, and I have to say I'm disturbed by the lack of clarity in the statute] j could you please refer this to] p It 

would be some time before I could do it. 


Thanks 


From: 

Sent: 

To: 

Cc: 


Subject: 


b3 

b5 

b6 

bVC 

j— b7E 

Thursday. November 04. 2010 10:01 AM , 


RE: Comment 519. 


THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 


Assistant General Counsel 
Investigative Law Unit 
Office of the Gen eral Counsel 


From] 

Se nt: Thursday, November 04, 2010 8:58 AM 

To: 

Cc: 


MAZEq 


Subject: RE: Comment 519, 


UNCLASSIFIED 

NON-RECORD 
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From: 

Sent: 

To: 

Cc: 

Subject: 


ThiirrHow Mf'watvihor H/1 ^m n d.-3fl AM 


L 


RE: Comment 519. 


THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 


Assistant General Counsel 
Investigative Law Unit 
Office of the General Counsel 


b3 

b5 

b6 

b7C 

b7E 



UNCLASSIFIED 

NON-RECORD 



Thanks! 
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THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 


Assistant tieneral Counsel 
Investigative Law Unit 
Office of the General Counsel 







— 

From: 

Sent: Thursday. Ortoher ?fi. ?Oin 7:47 PN 

To: 

Subject: \-W. NSW VWI I HOIICy 

Hey short timer! If you get a second can you look this email over? I haven't read it yet but it doesn't look like anything is 
nailed down on the DIOG regarding the use of the gear. 

I'm in all next week if you want to talk. 


Violent Crimes/Major Offenders Unit -FBIHQ 

"Project Pin-Point" & "Cellular Analysis and Survey Team" 


b5 

b6 

b7C 

b7E 


From^ 

Se nt; Tuesday, October 26, 2010 11:04 AM 

To:| 

Subject: Kb: Hew Wi 1 1 Policy 


UNCLASSIFIED 

NON-RECORD 



Take care, 



b5 

b6 

b7C 

b7E 



Is there any way you could chec k on this? Just would like to know what is going out before it hi ts the shel f. I'll be in 
Orlando all next week with If you need us please just call on the BB. I think I've handled all (DOJ) requests. 

Violent Crimes/Major Offenders Unit -FBIHQ 

"Project Pin-Point" & "C ellular Analysis and Survey Team" 


7 


CELLSITE-2359 



FEDERAL 

BUREAU OF INVESTIGATION 

FOI/PA 



DELETED 

PAGE 

INFORMATION SHEET 

FOI/PA# 

1212 

582-1 

Tota] 

De 

leted Page(s) = 218 

Page 

2 ~ 

b3; 

b4 ; b7E ; 

Page 

3 ~ 

b3; 

b4 ; b7E ; 

Page 

4 ~ 

b3; 

b4; b6; b7C; b7E; 

Page 

5 ~ 

b3; 

b4 ; b7E ; 

Page 

6 ~ 

b3; 

b4 ; b7E ; 

Page 

7 ~ 

b3; 

b4 ; b7E ; 

Page 

8 ~ 

b3; 

b4 ; b7E ; 

Page 

9 ^ 

b3; 

b4 ; b7E ; 

Page 

10 

~ b3 

; b4; b6; b7C; b7E; 

Page 

11 

~ b3 

; b4 ; b7E; 

Page 

12 

~ b3 

; b4 ; b7E; 

Page 

13 

~ b3 

; b4; b7E; 

Page 

14 

~ b3 

; b4; b7E; 

Page 

15 

~ b3 

; b4; b7E; 

Page 

16 

~ b3 

; b4; b7E; 

Page 

17 

~ b3 

; b4; b7E; 

Page 

18 

~ b3 

; b4; b7E; 

Page 

19 

~ b3 

; b4; b7E; 

Page 

20 

~ b3 

; b4; b7E; 

Page 

21 

~ b3 

; b4; b7E; 

Page 

22 

~ b3 

; b4; b7E; 

Page 

23 

~ b3 

; b4; b7E; 

Page 

24 

~ b3 

; b4; b7E; 

Page 

25 

~ b3 

; b4; b7E; 

Page 

26 

~ b3 

; b4; b7E; 

Page 

27 

~ b3 

; b4; b7E; 

Page 

28 

~ b3 

; b4; b7E; 

Page 

29 

~ b3 

; b4; b7E; 

Page 

30 

~ b3 

; b4; b7E; 

Page 

31 

~ b3 

; b4 ; b7E; 

Page 

32 

~ b3 

; b4 ; b7E; 

Page 

33 

~ b3 

; b4 ; b7E; 

Page 

34 

~ b3 

; b4 ; b7E; 

Page 

35 

~ b3 

; b4 ; b7E; 

Page 

36 

~ b3 

; b4 ; b7E; 

Page 

37 

~ b3 

; b4 ; b7E; 

Page 

38 

~ b3 

; b4 ; b7E; 

Page 

39 

~ b3 

; b4 ; b7E; 

Page 

40 

~ b3 

; b4 ; b7E; 

Page 

41 

~ b3 

; b4 ; b7E; 

Page 

42 

~ b3 

; b4 ; b7E; 

Page 

43 

~ b3 

; b4 ; b7E; 

Page 

44 

~ b3 

; b4 ; b7E; 

Page 

45 

~ b3 

; b4 ; b7E; 

Page 

46 

~ b3 

; b4 ; b7E; 

Page 

47 

~ b3 

; b4 ; b7E; 

Page 

48 

~ b3 

; b4 ; b7E; 

Page 

49 

~ b3 

; b4 ; b7E; 



Page 

50 

~ 

b3 ; 

b4; 

b7E; 

Page 

51 

~ 

b3 ; 

b4; 

b7E; 

Page 

52 

~ 

b3 ; 

b4; 

b7E; 

Page 

53 

~ 

b3 ; 

b4; 

b7E; 

Page 

54 

~ 

b3 ; 

b4; 

b7E; 

Page 

55 

~ 

b3 ; 

b4; 

b7E; 

Page 

56 

~ 

b3 ; 

b4; 

b7E; 

Page 

57 

~ 

b3 ; 

b4; 

b7E; 

Page 

58 

~ 

b3 ; 

b4; 

b7E; 

Page 

59 

~ 

b3 ; 

b4; 

b7E; 

Page 

60 

~ 

b3 ; 

b4; 

b7E; 

Page 

61 

~ 

b3 ; 

b4; 

b7E; 

Page 

62 

~ 

b3 ; 

b4; 

b7E; 

Page 

63 

~ 

b3 ; 

b4; 

b7E; 

Page 

64 

~ 

b3 ; 

b4; 

b7E; 

Page 

65 

~ 

b3 ; 

b4; 

b7E; 

Page 

66 


b3; 

b4; 

b7E; 

Page 

67 


b3; 

b4; 

b7E; 

Page 

68 


b3; 

b4; 

b7E; 

Page 

69 


b3; 

b4; 

b7E; 

Page 

70 


b3; 

b4; 

b7E; 

Page 

71 

~ 

b3; 

b4; 

b7E; 

Page 

72 

~ 

b3; 

b4; 

b7E; 

Page 

73 

~ 

b3; 

b4; 

b7E; 

Page 

74 

~ 

b3; 

b4; 

b7E; 

Page 

75 

~ 

b3; 

b4; 

b7E; 

Page 

76 

~ 

b3; 

b4; 

b7E; 

Page 

77 

~ 

b3; 

b4; 

b7E; 

Page 

78 

~ 

b3; 

b4; 

b7E; 

Page 

79 

~ 

b3; 

b4; 

b7E; 

Page 

80 

~ 

b3; 

b4; 

b7E; 

Page 

81 

~ 

b3; 

b4; 

b7E; 

Page 

82 

~ 

b3; 

b4; 

b7E; 

Page 

83 

~ 

b3; 

b4; 

b7E; 

Page 

84 

~ 

b3; 

b4; 

b7E; 

Page 

85 

~ 

b3; 

b4; 

b7E; 

Page 

86 

~ 

b3 ; 

b4; 

b7E; 

Page 

87 


b3 ; 

b4; 

b7E; 

Page 

CO 

CO 

~ 

b3 ; 

b4; 

b7E; 

Page 

89 


b3 ; 

b4; 

b7E; 

Page 

90 


b3 ; 

b4; 

b7E; 

Page 

91 


b3 ; 

b4; 

b7E; 

Page 

92 


b3 ; 

b4; 

b7E; 

Page 

93 


b3 ; 

b4; 

b7E; 

Page 

94 


b3 ; 

b4; 

b7E; 

Page 

95 


b3 ; 

b4; 

b7E; 

Page 

96 


b3 ; 

b4; 

b7E; 

Page 

97 


b3 ; 

b4; 

b7E; 

Page 

98 


b3 ; 

b4; 

b7E; 

Page 

99 

~ 

b3 ; 

b4; 

b7E; 

Page 

100 


~ b3 

; b4 

; b7E ; 

Page 

101 


~ b3 

; b4 

; b7E ; 

Page 

102 


~ b3 

; b4 

; b7E ; 

Page 

103 


~ b3 

; b4 

; b7E ; 



Page 

104 

~ 

b3; 

b4; 

b7E 

Page 

105 

~ 

b3; 

b4; 

b7E 

Page 

106 

~ 

b3; 

b4; 

b7E 

Page 

107 

~ 

b3; 

b4; 

b7E 

Page 

108 

~ 

b3; 

b4; 

b7E 

Page 

109 

~ 

b3; 

b4; 

b7E 

Page 

110 

~ 

b3; 

b4; 

b7E 

Page 

111 

~ 

b3; 

b4; 

b7E 

Page 

112 

~ 

b3; 

b4; 

b7E 

Page 

113 

~ 

b3; 

b4; 

b7E 

Page 

114 

~ 

b3; 

b4; 

b7E 

Page 

115 

~ 

b3; 

b4; 

b7E 

Page 

116 

~ 

b3; 

b4; 

b7E 

Page 

117 

~ 

b3; 

b4; 

b7E 

Page 

118 

~ 

b3; 

b4; 

b7E 

Page 

119 

~ 

b3; 

b4; 

b7E 

Page 

120 


b3; 

b4; 

b7E 

Page 

121 


b3; 

b4; 

b7E 

Page 

122 


b3; 

b4; 

b7E 

Page 

123 


b3; 

b4; 

b7E 

Page 

124 

~ 

b3; 

b4; 

b7E 

Page 

125 

~ 

b3; 

b4; 

b7E 

Page 

126 

~ 

b3; 

b4; 

b7E 

Page 

127 

~ 

b3; 

b4; 

b7E 

Page 

128 

~ 

b3; 

b4; 

b7E 

Page 

129 

~ 

b3; 

b4; 

b7E 

Page 

130 

~ 

b3; 

b4; 

b7E 

Page 

131 

~ 

b3; 

b4; 

b7E 

Page 

132 

~ 

b3; 

b4; 

b7E 

Page 

133 

~ 

b3; 

b4; 

b7E 

Page 

134 

~ 

b3; 

b4; 

b7E 

Page 

135 

~ 

b3; 

b4; 

b7E 

Page 

136 

~ 

b3; 

b4; 

b7E 

Page 

137 

~ 

b3; 

b4; 

b7E 

Page 

138 

~ 

b3; 

b4; 

b7E 

Page 

139 

~ 

b3; 

b4; 

b7E 

Page 

140 

~ 

b3; 

b4 ; 

b7E 

Page 

141 

~ 

b3; 

b4; 

b7E 

Page 

142 

~ 

b3; 

b4; 

b7E 

Page 

143 


b3; 

b4; 

b7E 

Page 

144 


b3; 

b4; 

b7E 

Page 

145 


b3; 

b4; 

b7E 

Page 

146 


b3; 

b4; 

b7E 

Page 

147 


b3; 

b4; 

b7E 

Page 

148 


b3; 

b4; 

b7E 

Page 

149 


b3; 

b4; 

b7E 

Page 

150 


b3; 

b4; 

b7E 

Page 

151 


b3; 

b4; 

b7E 

Page 

152 


b3; 

b4; 

b7E 

Page 

153 


b3; 

b4; 

b7E 

Page 

154 

~ 

b3; 

b4; 

b7E 

Page 

155 

~ 

b3; 

b4; 

b7E 

Page 

156 

~ 

b3; 

b4; 

b7E 

Page 

157 

~ 

b3; 

b4; 

b7E 



Page 

158 

~ 

Page 

159 

~ 

Page 

160 

~ 

Page 

161 

~ 

Page 

162 

~ 

Page 

163 

~ 

Page 

164 

~ 

Page 

165 

~ 

Page 

166 

~ 

Page 

167 

~ 

Page 

168 

~ 

Page 

169 

~ 

Page 

170 

~ 

Page 

171 

~ 

Page 

172 

~ 

Page 

173 

~ 

Page 

174 


Page 

175 


Page 

176 


Page 

177 


Page 

178 


Page 

179 

~ 

Page 

180 

~ 

Page 

181 

~ 

Page 

182 

~ 

Page 

183 

~ 

Page 

184 

~ 

Page 

185 

~ 

Page 

186 

~ 

Page 

187 

~ 

Page 

188 

~ 

Page 

189 

~ 

Page 

190 

~ 

Page 

191 

~ 

Page 

192 

~ 

Page 

193 

~ 

Page 

194 

~ 

Page 

195 

~ 

Page 

196 

~ 

Page 

197 


Page 

198 


Page 

199 


Page 

200 


Page 

201 


Page 

202 


Page 

203 


Page 

204 


Page 

205 


Page 

206 


Page 

207 


Page 

208 


Page 

209 

~ 

Page 

210 

~ 

Page 

211 

~ 


b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4 ; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b6; 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 

b3; 

b4; 

b7E 


b7C; 


b7E; 



Page 

212 ~ b3; 

b4; 

b7E ; 

Page 

213 ~ b3; 

b4; 

b7E; 

Page 

214 ~ b3; 

b4; 

b7E; 

Page 

215 ~ b3; 

b4; 

b7E; 

Page 

216 ~ b3; 

b4; 

b7E; 

Page 

217 ~ b3; 

b4; 

b7E; 

Page 

218 ~ b3; 

b4; 

b7E; 

Page 

219 ~ b3; 

b4; 

b7E; 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 

Total Deleted Page(s) = 24 


Page 

2 ~ 

b3; 

b4; 

b7E; 

Page 

3 ~ 

b3; 

b4; 

b7E; 

Page 

4 ~ 

b3; 

b4; 

b7E; 

Page 

5 ~ 

b3; 

b4; 

b7E; 

Page 

6 ~ 

b3; 

b4; 

b7E; 

Page 

7 ~ 

b3; 

b4; 

b7E; 

Page 

8 ~ 

b3; 

b4; 

b7E; 

Page 

9 ^ 

b3; 

b4; 

b7E; 

Page 

10 

~ b3 

; b4 

; b7E; 

Page 

11 

~ b3 

; b4 

; b7E; 

Page 

12 

~ b3 

; b4 

; b7E; 

Page 

13 

~ b3 

; b4 

; b7E; 

Page 

14 

~ b3 

; b4 

; b7E; 

Page 

15 

~ b3 

; b4 

; b7E; 

Page 

16 

~ b3 

; b4 

; b7E; 

Page 

17 

~ b3 

; b4 

; b7E; 

Page 

18 

~ b3 

; b4 

; b7E; 

Page 

19 

~ b3 

; b4 

; b7E; 

Page 

20 

~ b3 

; b4 

; b7E; 

Page 

21 

~ b3 

; b4 

; b7E; 

Page 

22 

~ b3 

; b4 

; b7E; 

Page 

23 

~ b3 

; b4 

; b7E; 

Page 

24 

~ b3 

; b4 

; b7E; 

Page 

25 

~ b3 

; b4 

; b7E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 1212582-1 

Total Deleted Page(s) = 28 
Page 2 ~ b3; b4; b7E; 

Page 3 ~ b3; b4; b7E; 

Page 4 ~ b3; b4; b7E; 

Page 5 ~ b3; b4; b7E; 

Page 6 ~ b3; b4; b7E; 

Page 7 ~ b3; b4; b7E; 

Page 8 ~ b3; b4; b7E; 

Page 9 ~ b3; b4; b7E; 


Page 1 0 ~ b3 

b4 

b7E 

Page 1 1 ~ b3 

b4 

b7E 

Page 1 2 ~ b3 

b4 

b7E 

Page 1 3 ~ b3 

b4 

b7E 

Page 1 4 ~ b3 

b4 

b7E 

Page 1 5 ~ b3 

b4 

b7E 

Page 1 6 ~ b3 

b4 

b7E 

Page 1 7 ~ b3 

b4 

b7E 

Page 1 8 ~ b3 

b4 

b7E 

Page 1 9 ~ b3 

b4 

b7E 

Page 20 ~ b3 

b4 

b7E 

Page 21 ~ b3 

b4 

b7E 

Page 22 ~ b3 

b4 

b7E 

Page 23 ~ b3 

b4 

b7E 

Page 24 ~ b3 

b4 

b7E 

Page 25 ~ b3 

b4 

b7E 

Page 26 ~ b3 

b4 

b7E 

Page 27 ~ b3 

b4 

b7E 

Page 28 ~ b3 

b4 

b7E 

Page 29 ~ b3 

b4 

b7E 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 


Total Deleted Page(s) = 28 


Page 

2 ~ 

b3; 

b4; 

b7E; 

Page 

3 ~ 

b3; 

b4; 

b7E; 

Page 

4 ~ 

b3; 

b4; 

b7E; 

Page 

5 ~ 

b3; 

b4; 

b7E; 

Page 

6 ~ 

b3; 

b4; 

b7E; 

Page 

7 ~ 

b3; 

b4; 

b7E; 

Page 

8 ~ 

b3; 

b4; 

b7E; 

Page 

9 ^ 

b3; 

b4; 

b7E; 

Page 

10 

~ b3 

; b4 

; b7E; 

Page 

11 

~ b3 

; b4 

; b7E; 

Page 

12 

~ b3 

; b4 

; b7E; 

Page 

13 

~ b3 

; b4 

; b7E; 

Page 

14 

~ b3 

; b4 

; b7E; 

Page 

15 

~ b3 

; b4 

; b7E; 

Page 

16 

~ b3 

; b4 

; b7E; 

Page 

17 

~ b3 

; b4 

; b7E; 

Page 

18 

~ b3 

; b4 

; b7E; 

Page 

19 

~ b3 

; b4 

; b7E; 

Page 

20 

~ b3 

; b4 

; b7E; 

Page 

21 

~ b3 

; b4 

; b7E; 

Page 

22 

~ b3 

; b4 

; b7E; 

Page 

23 

~ b3 

; b4 

; b7E; 

Page 

24 

~ b3 

; b4 

; b7E; 

Page 

25 

~ b3 

; b4 

; b7E; 

Page 

26 

~ b3 

; b4 

; b7E; 

Page 

27 

~ b3 

; b4 

; b7E; 

Page 

28 

~ b3 

; b4 

; b7E; 

Page 

29 

~ b3 

; b4 

; b7E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 


Total Deleted Page(s) = 38 


Page 

2 ~ 

b3; 

b4; 

b7E; 

Page 

3 ~ 

b3; 

b4; 

b7E; 

Page 

4 ~ 

b3; 

b4; 

b7E; 

Page 

5 ~ 

b3; 

b4; 

b7E; 

Page 

6 ~ 

b3; 

b4; 

b7E; 

Page 

7 ~ 

b3; 

b4; 

b7E; 

Page 

8 ~ 

b3; 

b4; 

b7E; 

Page 

9 ^ 

b3; 

b4; 

b7E; 

Page 

10 

~ b3 

; b4 

; b7E; 

Page 

11 

~ b3 

; b4 

; b7E; 

Page 

12 

~ b3 

; b4 

; b7E; 

Page 

13 

~ b3 

; b4 

; b7E; 

Page 

14 

~ b3 

; b4 

; b7E; 

Page 

15 

~ b3 

; b4 

; b7E; 

Page 

16 

~ b3 

; b4 

; b7E; 

Page 

17 

~ b3 

; b4 

; b7E; 

Page 

18 

~ b3 

; b4 

; b7E; 

Page 

19 

~ b3 

; b4 

; b7E; 

Page 

20 

~ b3 

; b4 

; b7E; 

Page 

21 

~ b3 

; b4 

; b7E; 

Page 

22 

~ b3 

; b4 

; b7E; 

Page 

23 

~ b3 

; b4 

; b7E; 

Page 

24 

~ b3 

; b4 

; b7E; 

Page 

25 

~ b3 

; b4 

; b7E; 

Page 

26 

~ b3 

; b4 

; b7E; 

Page 

27 

~ b3 

; b4 

; b7E; 

Page 

28 

~ b3 

; b4 

; b7E; 

Page 

29 

~ b3 

; b4 

; b7E; 

Page 

30 

~ b3 

; b4 

; b7E; 

Page 

31 

~ b3 

; b4 

; b7E; 

Page 

32 

~ b3 

; b4 

; b7E; 

Page 

33 

~ b3 

; b4 

; b7E; 

Page 

34 

~ b3 

; b4 

; b7E; 

Page 

35 

~ b3 

; b4 

; b7E; 

Page 

36 

~ b3 

; b4 

; b7E; 

Page 

37 

~ b3 

; b4 

; b7E; 

Page 

38 

~ b3 

; b4 

; b7E; 

Page 

39 

~ b3 

; b4 

; b7E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 


Total Deleted Page(s) = 26 


Page 

2 ~ 

b3; 

b4; 

b7E; 

Page 

3 ~ 

b3; 

b4; 

b7E; 

Page 

4 ~ 

b3; 

b4; 

b7E; 

Page 

5 ~ 

b3; 

b4; 

b7E; 

Page 

6 ~ 

b3; 

b4; 

b7E; 

Page 

7 ~ 

b3; 

b4; 

b7E; 

Page 

8 ~ 

b3; 

b4; 

b7E; 

Page 

9 ^ 

b3; 

b4; 

b7E; 

Page 

10 

~ b3 

; b4 

; b7E; 

Page 

11 

~ b3 

; b4 

; b7E; 

Page 

12 

~ b3 

; b4 

; b7E; 

Page 

13 

~ b3 

; b4 

; b7E; 

Page 

14 

~ b3 

; b4 

; b7E; 

Page 

15 

~ b3 

; b4 

; b7E; 

Page 

16 

~ b3 

; b4 

; b7E; 

Page 

17 

~ b3 

; b4 

; b7E; 

Page 

18 

~ b3 

; b4 

; b7E; 

Page 

19 

~ b3 

; b4 

; b7E; 

Page 

20 

~ b3 

; b4 

; b7E; 

Page 

21 

~ b3 

; b4 

; b7E; 

Page 

22 

~ b3 

; b4 

; b7E; 

Page 

23 

~ b3 

; b4 

; b7E; 

Page 

24 

~ b3 

; b4 

; b7E; 

Page 

25 

~ b3 

; b4 

; b7E; 

Page 

26 

~ b3 

; b4 

; b7E; 

Page 

27 

~ b3 

; b4 

; b7E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 


Total 

De 

leted Page ( s ) 

Page 

2 ~ 

b3; 

b7E ; 

Page 

4 ~ 

b3; 

b7E; 

Page 

5 ~ 

b7E 

r 

Page 

6 ~ 

b3; 

b7E; 

Page 

7 ~ 

b3; 

b7E; 

Page 

8 ~ 

b3; 

b7E; 

Page 

9 ^ 

b3; 

b7E; 

Page 

10 

~ b3 

; b7E; 

Page 

11 

~ b3 

; b7E; 

Page 

12 

~ b3 

; b7E; 

Page 

13 

~ b3 

; b7E; 

Page 

14 

~ b3 

; b7E; 

Page 

15 

~ b3 

; b7E; 

Page 

16 

~ b3 

; b7E; 

Page 

17 

~ b3 

; b7E; 

Page 

18 

~ b3 

; b7E; 

Page 

19 

~ b3 

; b7E; 

Page 

20 

~ b3 

; b7E; 

Page 

21 

~ b3 

; b7E; 

Page 

22 

~ b3 

; b7E; 

Page 

23 

~ b3 

; b7E; 

Page 

24 

~ b3 

; b7E; 

Page 

25 

~ b3 

; b7E; 

Page 

26 

~ b3 

; b7E; 

Page 

28 

~ b3 

; b7E; 

Page 

29 

~ b3 

; b7E; 

Page 

30 

~ b3 

; b7E; 

Page 

31 

~ b3 

; b7E; 

Page 

32 

~ b3 

; b6; b7C 

Page 

33 

~ b3 

; b7E; 

Page 

35 

~ b3 

; b7E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



23- Mar Travel (Arrive) 

Inform Coordinator of arrival / issues 
Equipment Delivery 

24- Mar 830 Arrive / Introductions 

900 Scenario Description 
Goals / Objectives 
Pre-Deployment Functions 
1000 Break 


25-Mar 


26- Mar 

27- Mar 

28- Mar 

29- Mar 

30- Mar 


?? 


?? 


5 

10 

5 


lOia 

nod 


1200 Lunch (1.5 HOURS) 



830 Arrive / Issues 
900 1 
1100 

120 0 Lunch (1.5 HOURSf 

1330 

1630 


830 Arrive Station 



1200 Lunch (1.5 HOURS) 
2100 Event 

NO EVENT 
83 0 Arrive / Issues 
900 
1100 


1200 Lunch (1.5 HOURS) 

1330 In-house Demonstrations / Exercises 
1630 End 

31-Mar Practice Sessions 

1- Apr Practice Sessions 

2- Apr Practice Sesions / Packup (Noon) 

3- Apr Travel (Return) 


b3 

b7E 






CELLSITE-10126 





CELLSITE-10150 




FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 

Total Deleted Page(s) = 16 


Page 

3 ~ 

b3; 

b4; b7E 

r 

Page 

9 ^ 

b3; 

b7E; 



Page 

10 

~ b3 

; b7E; 



Page 

11 

~ b3 

; b7E; 



Page 

12 

~ b3 

; b7E; 



Page 

13 

~ b3 

; b7E; 



Page 

14 

~ b3 

; b4; 

b7 

E; 

Page 

15 

~ b3 

; b4; 

b7 

E; 

Page 

16 

~ b3 

; b7E; 



Page 

17 

~ b3 

; b7E; 



Page 

59 

~ b3 

; b7E; 



Page 

63 

~ b3 

; b7E; 



Page 

69 

~ b3 

; b7E; 



Page 

71 

~ b3 

; b4; 

b7 

E; 

Page 

72 

~ b3 

; b4; 

b7 

E; 

Page 

73 

~ b3 

; b4; 

b7 

E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 










CDMA Glossary A-Z 

Access Attempt 

A sequence of one or more access probe sequences on the Access Channel containing the same 
message. See also access probe and access probe sequence. 


Access Channel 

A Reverse CDMA Channel used by mobile stations for communicating to base stations . The 
Access Channel is used for short signaling message exchanges such as call originations, 
responses to pages, and registrations. 


Access Channel Message 

The information part of an access probe conssiteing of the message body, length field, and CRC. 


Access Channel Preamble 

A sequence of all-zero frames sent at the 4800 bps rate preceeding an Access Channel message. 
It aids the base station receiver in detecting and syncronizing the Access Probe. 


Access Channel Request Message 

An Access Channel message that is autonomously generated by a mobile station. 


Access Channel Response Message 

An Access Channel message that is generated to reply to a message received from a base station. 


Access Channel Slot 

The assigned time interval for an access probe. An access channel slot consists of an integer 
number of frames. The transmission of an access probe is performed within the boundaries of an 
Access Channel slot. 


Access Probe 

One Access Channel transmission consisting of a preamble and a message. The transmission is 
an integer number of frames in length and carries one Access Channel message. 

Access Probe Sequence 

A sequence of one or more access probes. The transmitted power escalates during an access 
probe sequence from a prescribed minimum power until acknowledged by the base station, or until 
a presribed maxixum power is reached. One or more repetitions of an access probe sequence 
constitute an access attempt. 


Acknowledgement 

A link layer response by a mobile station or a base station confirming that a signaling message was 
received correctly. 


Action time 

The time at which an action implied by a signaling message should take place. 


Active set 

The set of pilots associated with the CDMA Channels containing Fon/vard Traffic Channels 
assigned to a particular mobile station. 


Aging 

A mechanism through which the mobile station maintains in its Neighbor Set the pilots that have 
been recently sent to it from the base station and the pilots whose drop timers have recently 
expired. 

A-key 

A concealed 64-bit pattern stored in the mobile station. It is used to generate and update the mobile 
station's shared secret data, which is used for authentication. See also authentication and shared 
secret data. 

Analog Paging Channel 










A forward analog control channel that is used to page mobile stations and send orders. 

Analog Voice Channel 

A channel on which a voice conversation occurs and on which brief digital messages may be sent 
from a base station to a mobile station or from a mobile station to a base station. 

Application Layer 

The appiication iayer of the IS-95 air interface provides control of the cellular telephone system. 
Signaling messages originate and terminate at the application layer. See also Layering, Physical 
layer and Link layer. 

Area Propatation Model 

A propagation model in which median transmission loss calculations are based on generalized 
characteristics of the area surrounding the transmitter and receiver, as well as the intervening area. 
Features such as local environment, terrain roughness, building density are used to modify a 
median transmission loss equation in order to adopt it to the service area. 

Authentication 

A procedure used by base stations to validate a mobile station identity at system access and other 
times, and by mobile stations to validate a base station identity when ordered to update the shared 
secret data. 

Autonomous Registration 

A method of registration in which the mobile station registers without an explicit command from the 
base station. 

Base Station 

A fixed station used for communicating with mobile stations. Depending upon the context, the term 
base station may refer to a cell, a sector within a cell, an MSC, or other part of the cellular system. 
It is sometimes used loosely in the standards to mean any land side functionality. See also Mobile 
Switching Center. 


BCH Code 

See Bose-Chaudhuri-Hocquenghem Code. 

BER 

See bit error rate. 

Bose-Chaudhuri-Hocquenghem Code (BCH Code) 

A large class of error-correcting cyclic codes. For any positive integers m, m > 3, and t < 2"^'\ there 
is a binary BCH code with a block length n equal to 2"’ - 1 and n - k < mt parity check bits, where k 
is the number of information bits. The BCH code has a minimum distance of at least 2t + 1 . 

Bit Error Rate (BER) 

Numerically equal to the number of errored bits divided by the total number of bits. Care should be 
taken when reporting or interpreting "bit error rate" in systems that use encapsulated data or 
otherwise add overhead to the payload bits. It is normally not meaningful in the CDMA context 
because whole frames are erased, or not, according to the result of the frame quality check. See 
Frame Error Rate and Message Error Rate . 

Blank and burst 

The pre-emption of an entire Traffic Channel frame's primary traffic by signaling traffic or secondary 
traffic. 


Blocking 

Failure of a telecommunication system to provide service in response to a call attempt. Blocking in 
a CDMA system can be due to hard causes, such as lack of a necessary resource, or to soft 
causes, such as excessive interference in an air interface. 


bps 

Bits per second. 
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Calling rate 

The number of originations per unit time in a designated service area. See also Erlang load. 


Candidate set 

The set of pilots that have been received by the mobile station with sufficient strength to be 
successfully demodulated, but have not been placed in the Active Set by the Base station. See also 
Active Set, Neighbor Set, and Remaining Set. 


CDMA 

See Code Division Multiple Access. 


CDMA Channel 

The set of channels transmitted between the base station and the mobile stations within a given 
CDMA frequency assignment. See also Fonward CDMA Channel and Reverse CDMA Channel. 


CDMA Channel Number 

An 1 1-bit number identifying the center of the CDMA frequency assignment. 


CDMA Frequency Assignment 

A 1 .23 MHz segment of spectrum centered at a discrete frequency identified by the CDMA channel 
number. The allowable channels are centered on one of the 30 kHz channels of the AMPS system. 


Cell 

Loosely, one or more collocated base stations. They can service different angular sectors, different 
frequencies, or both. 


Cell Site 

The physical location of a cell's radio equipment and supporting systems. This term is also used to 
refer to the equipment located at the cell site. 


CELP 

See Code Excited Linear Prediction 

Chip 

Informal term used to refer to either a binary element of a spreading sequence, or to the time 
interval that it occupies, or 1/1 .2288 MHz = 81 3.8 ns, or, at the speed of light, a distance of c/f = 
(0.3 m/ns)/1.2288 MHz = 244.1 meters. 

Channel Coder 

A device that adds redundancy to digital data before transmission for the purpose of reducing the 
end-to-end error rate. See also Convolutional Coder. 

Channel Decoder 

A device that performs error correction on coded data by exploiting the redundancy introduced by 
the channel coder. See also Viterbi Decoder. 


Clone 

A fraudulent subscriber station created by copying a MIN-ESN pair from a legitimate subscriber's 
over-the-air transactions. 

Code Channel 

One of the orthogonal subchannels of a CDMA Fonward CDMA Channel. Code channel zero is the 
pilot channel. Code channels 1 through 7 may be assigned to either Paging Channels or Traffic 
Channels. Code channel 32 may be assigned to either the Sync Channel or to Traffic Channels. 

Code Division Multiple Access 

A technique for spread-spectrum multiple access digital communication that creates channels 
through the use of noise-like carrier waves. 

Code Excited Linear Prediction (CELP) 
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A technique of voice coding that makes use of linear prediction filters excited by a stimulus looked 
up from a pre-stored table, based on its similarity to the residue from the LPC filter solution. 

Code Symbol 

A symbol from a finite alphabet that is the output of an error-correcting-code encoder. Information 
bits enter the encoder and code symbols leave the encoder. The alphabet may be binary, or may 
have larger dimensionality. 


Codec 

A combination of encoder and decoder, frequently used in the context of speech codec, meaning 
both components of the speech coding and decoding process, operating in full duplex mode. 

Convolutional Code 

An error-correcting code that is generated by finite-field division of the data sequence, regarded as 
a polynomial over a finite field, by a generator polynomial. Such a division resembles a discrete 
convolution. / 

Coverage Area 

A geographical area in which a mobile will receive satisfactory signal-to-noise ratio (Eb/No) in both 
forward and reverse links. Evaluatiorl of coverage for a CDMA system must take into account the 
effects of soft handoff and multipath, as well as signal strength. 


CRC 

See Cyclic Redundancy Code. 

Cyclic Redundancy Code (CRC) 

A class of linear error detecting codes that generate a parity check bits as the remainder of a 
polynomial division of the data, regarded as a polynomial, by a generator polynomial. They are 
often based on a BCH code, used only for its error detection capability. 

Data Burst Randomization 

The pseudo-random process that determines which power control groups are transmitted by a 
mobile station when its transmitted bit rate is less than full rate. 

dBc 

The ratio, in dB, of the sideband power of a signal, measured in a given bandwidth at a given 
frequency offset from the same signal, to the total power of the signal. For a CDMA signal, the 
signal power is measured in a 1 .23 MHz bandwidth. 

dBm 

Power measured in dB relative to one milliwatt. 

dBW 

Power measured in dB relative to one Watt. 


Deinterleaving 

The process of unpermuting the symbols that were permuted by an Interleaver. 


Dim-and-Burst 

The process by which primary rate traffic is forced to a lower-than-maximum rate and transmitted 
together with signaling or secondary traffic in the same frame. 

Distance-Based Registration 

An autonomous registration method in which the mobile station registers whenever it enters a ceil 
whose distance from the cell in which the mobile station last registered exceeds a given threshold. 


Ducting 

Guiding of electromagnetic radiation by refraction due to index gradients in the atmosphere. 


Eb 

The energy of an information bit. Eb is measured in Joules, or equivalently in Watts per Hertz. 
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Effective Antenna Elevation (Base Station) 

The height of the radiation center of the base station antenna above the average elevation of the 
ground midway between the base station and the mobile. Particular ranges of distance are invoked 
by the Federal Communications Commission to define height above average terrain (HAAT) for 
various services. 


Effective Antenna Elevation (Mobile Station) 

The height of the radiation center of the mobile station antenna above the ground. 


Effective Isotropic Radiated Power (EIRP) 

The transmitted power multiplied by the antenna gain referenced to an ideal isotropic radiator. 
EIRP is larger that ERP in the same direction by the gain of an ideal dipole relative to an isotropic 
radiator, which is 2.1 dB. 


Effective Radiated Power (ERP) 

The transmitted power multiplied by the antenna gain referenced to a half-wave dipole. 

EIRP 

See Effective Isotropic Radiated Power. 


Electronic Serial Number (ESN) 

A 32-bit number assigned by the mobile station equipment manufacturer, uniquely identifying the 
mobile station equipment. 


Encoder Tail Bits 

Fixed value bits appended to a block of data In order to flush a convolutional encoder so that it is 
left in a known state. Leaving the encoder in a known state aids the decoding. 


Erlang 

A dimensionless unit of telephone traffic intensity. It is numerically equal to the calling rate times 
the average holding time. It is named for the Norwegian telephone engineer who first popularized 
the concept. 


Erlang B 


Also called Lost Calls Cleared model. A mathematical model of telephone traffic blocking in which 
blocked calls are not queued. The Erlang B blocking probability for N resources, calling intensity y 
Erlangs, is 


F = 


N 


. i ;=0 


Cf. Erlang C Model and Poisson Blocking Model . 


Erlang C 

Also called Lost Calls Delayed model. A mathematical model of telephone traffic blocking in which 
blocked calls are queued. It is similar to the Poisson Blocking Model , with which it is sometimes 
confused. The Erlang C blocking probability for N resources, calling intensity y Erlangs, is 


(Need to figure out Erlang C Formula!) 

ERP 

See Effective Radiated Power. 


ESN 

See Electronic Serial Number. 


Fade Timer 

A timer kept by the mobile station as a measure of Fonward Traffic Channel continuity. If the fade 
timer expires, the mobile station drops the call. 
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FEC 


See Forward Error Correction 


FER 

See Frame Error Rate 

Flash 

An indication sent on a CDMA Traffic Channel indicating that the user directed the mobile station to 
invoke special processing. 

Flat Fading 

Radio signal fading characteristic of a multipath environment where the delay spread is less than 
the reciprocal bandwidth of the signal. Under these circumstances the fading is uniform across the 
bandwidth of the signal, and thus is essentially just an amplitude change. Also known as frequency- 
independent fading. Cf. Frequency Selective Fading . Ravleiah Fading , Ricean Fading . 

Foreign NID Roamer 

A mobile station operating in the same system (SID) but a different network (NID) from the one in 
which service was subscribed. See also Foreign SID roamer. 

Foreign SID Roamer 

A mobile station operating in a system (SID) other than the one in which service was subscribed. 
See also Foreign NID roamer. 

Forward CDMA Channel 

A CDMA Channel from a base station to mobile stations. The Fonward CDMA Channel comprises 
one or more code channels that are transmitted on a CDMA frequency assignment using a 
particular pilot PN offset. The code channels are associated with the Pilot Channel, Sync Channel, 
Paging Channels, and Traffic Channels. The Forward CDMA Channel always includes a Pilot 
Channel and may include a Sync Channel, up to seven Paging Channels, and up to 63 Traffic 
Channels. The total number of code channels, including the Pilot Channel, cannot exceed 64. 

Fonward Error Correction (FEC) 

A technique for improving performance of a digital communication channel that applies an error- 
correcting code in the transmitter and performs correction in the receiver without feedback to the 
transmitter. "Forward" here refers to the lack of feedback, not the transmission direction. 

Fonward Traffic Channel 

A code channel used to transport service option (usually voice) and signaling traffic from the base 
station to the mobile station. 

Frame 

A basic timing interval in a CDMA system. For the Access Channel, Paging Channel, and Traffic 
Channels, a frame is 20 ms in duration. For the Sync Channel a frame is 80/3 = 26.666 ms in 
duration. 

Frame Category 

A classification of a received Traffic Channel frame based upon transmission data rate, the frame 
contents (primary traffic, secondary traffic, or signaling traffic), and whether there are detected 
errors in the frame. 

Frame Erasure Rate 

Ratio of erased frames to total frames. Care should be used to distinguish between frame erasure 
rate and frame error rate. They are similar, but not identical. Erased frames usually are counted as 
errored frames, but not all errored frames are erased, that is, some may be undetected by the 
receiver. 

Frame Error Rate (FER) 

Ratio of errored frames to total frames. For purposes of this calculation, erased frames count as 
errored. 




Frame Offset 

A time skewing of Traffic Channel frames from System Time in integer multiples of 1.25 ms. The 
maximum frame offset is 18.75 ms. 


Frame Quality Indicator 

The CRC check applied to 9600 bps and 4800 bps Traffic Channel frames. 


Frequency Selective Fading 

Radio signal fading characteristic of a multipath environment where the delay spread is greater 
than the reciprocal bandwidth of the signal. Under these circumstances the fading is non-uniform 
across the bandwidth of the signal. The multipath produces deep notches in the spectrum, and thus 
strong distortion of the time-domain signal shape. Cf. Flat Fading . Ravleiah Fading . Ricean Fading . 

Fresnel Radius 

The radius r of the circle formed by the intersection of the first Fresnel zone with a plane 
perpendicular to the line of sight between the transmitting and receiving antennas. In meters it is 
given by 

— — 

— — , 0^, c?2 in km and /in MHz 


Fresnel Zone 

1 . The region in space between successive ellipsoids of revolution whose foci are the transmitting 
and receiving antennas. The ellipsoids are defined as the locus of points such that the sum of 
distances to the transmitting and receiving antennas differs from the line-of-sight distance by an 
interger number of half-wavelengths. 

2. The area formed by the intersection of the regions of definition 1 with a plane perpendicular to 
the line of sight between the transmitting and receiving antennas. 

CDMA Glossary G-M 

Global Challenge Procedure 

An exchange of information between a mobile station and a base station for the purpose of 
authenticating the mobile station identity. The base station broadcasts a challenge and each mobile 
station responds with its unique response when performing a system access. Cf. Unique 
Challence-Response Procedure . 

Global Positioning System (GPS1 

A US government satellite system that provides location and time information to users. See Navstar 
GPS Space Segment / Navigation User Interfaces ICD-GPS-200 for specifications. 

GPS 

See Global Positioning System. 

Handoff 

The act of transferring control of a mobile station from one base station to another. See also Soft 
Handoff, Hard Handoff. 


Handover 

Synonym for Handoff. 


Hard Handoff 

A handoff characterized by a temporary disconnection of the Traffic Channel. Hard handoffs occur 
when the mobile station is transferred between disjoint Active Sets, the CDMA frequency 
assignment changes, the frame offset changes, or the mobile station is directed from a CDMA 
Traffic Channel to an analog voice channel. Cf. Soft Handoff . 

Hash Function 
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A mathematical function used by the mobile station to select one out of N available resources. The 
hash function ensures statistically uniform use of the resources. 

Height Above Average Terrain (height AAT) 

See Effective antenna elevation. 

HLR 

See Home Location Register. 

Home Location Register (HLR) 

The database in a wireless communication network that contains registration and user profile 
information for the system subscribers. 

Home System 

The system which is transmitting a system identification (SID) which is recognized by the mobile 
station as its Home SID, normally the system in which service was subscribed (see System 
Identification L 

Idle Handoff 

The act of transferring reception of the Paging Channel from one base station to another, when the 
mobile station is in the Mobile Station Idle State. 

Implicit Registration 

A registration achieved by a successful transmission of an origination or page response on the 
Access Channel. 


IMSl 

See International Mobile Subscriber Station Identity. 

Interleaving 

The process of reordering code symbols for transmission. Interleaving decorrelates channel fading 
between adjacent symbols as they enter the decoder, thereby improving the effectiveness of the 
code. 


International Mobile Subscriber Station Identity (IMSl) 

A method of identifying stations in the land mobile service as specifed in ITU-T Recommendation 
E.212. 

kHz 

Kilohertz (10® Hertz). 

ksps 

Kilosymbols per second (10® symbols per second). 


Layering 

A conceptual structuring of communication protocols. A layer is defined in terms of its 
communnication protocol to a peer layer in another entity, and the services it provides to the next 
higher layer in its own entity. 


Layer 1 

See Physical layer. 

Layer 2 

See Link layer. 

Layer 3 

See Application layer. 

LFSR 

See Linear Feedback Shift Register 
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Linear FeedbackShift Register (LFSR ) 

A logic circuit that produces pseudo-random binary sequences. They are used to produce the Short 
Code and Long Code that are used for spreading and for other purposes in the CDMA system. See 
the LFSR page for more details. 

Linear Predictive Coding 

A low bit rate coding technique for analog signal sources, usually speech, that models the 
production process by a filter whose parameters change slowly with time. It is a component of 
CELP coders. See Code Excited Linear Prediction. 


Link Layer 

The link layer of the IS-95 air interface provides for the reliable transmission and reception of 
signaling messages, including error detection, partial duplicate detection and loss. See also 
Layering, Physical layer, and Application layer. 


Log Normal Distribution 

The distribution of a random variable whose logarithm follows a normal distribution. A log-normal 
distribution is characterized by two parameter: its median and its standard deviation. The logarithm 
radix is often taken as 10, so that both the median and the standard deviaion are conveniently 
measured in decibel values, m and s. The density function of such a log-normal variable X is then: 


P;;{X) = 


10 

-v*^]n(!D)i7,x 


e:q) - 




In the dB measure this is 


Pj'(y) 


1 



2ij" 


where Y= 10 log X. 


Long Code 

A maximal length sequence with period 2'*^-1 . A unique phase of the long code identifies each 
mobile station. It is used for data scrambling on the Forward CDMA Channel, spreading on the 
Reverse CDMA Channel, and other purposes. See also Maximal length sequence. 


Long Code Mask 

A 42-bit binary number that creates the unique long code phase. See also public long code, private 
long code, public long code mask, and private long code mask. 


LPC 

See Linear Predictive Coding. 

LSB 

Least significant bit. 

Maximal Length Sequence (m-sequence) 

A periodic binary sequence of period 2”-1 , n a positive integer, with no internal periodicities and 
other curious mathematical properties IGolombl . A maximal length sequence can be generated by 
either of two equivalent linear feedback shift register configurations (see LFSR) . 

Mcps 

Megachips per second (10® chips per second). 

MER 

See Message Error Rate 


Message 

In IS-95, a data structure consisting of a length field, message body (or payload), and CRC for 
detection of errors. 

Message Error Rate 


CELL/OTD 002608 


CELLSITE-6392 



Ratio of errored messages to total messages. This is a concept having limited value because an 
errored message may be incorrectly fragmented or coalesced with a neighboring message by the 
receiver, making the message counts incorrect. 


MHz 

Megahertz (10® Hertz). 

MIN 

See Mobile Identification Number. 

Mobile Assisted Handoff (MAHO) 

A means of initiating handoff based on signal quality measurements performed by the mobile 
station and reported to the base station. 

Mobile Identification Number (MIN) 

The 34-bit number that is a digital representation of the 1 0-digit directory number assigned to a 
mobile station. 

Mobile Station 

A subscriber station in the Domestic Public Celiular Radio Telecommunications Service, normally 
intended to be used while in motion or during halts at unspecified points. The category my include 
both true mobile stations, handheld portable stations, fixed stations, and other devices. 

Mobile Station Ciass 

A code that defines mobile station maximum transmitter power, slotted operation capability, and 
duai-mode CDMA/AMPS capability. 

Mobile Station Identification Number (MSIN) 

A part of the E.212 IMSI identifying the mobile station within its home network. See ITU-T 
Recommendation E.212. 

Mobile Switching Center (MSC) 

A configuration of equipment designed to provide interconnection services among wireless 
subscriber stations, and between wireless subscriber stations and the public switched telephone 
network via one or more base stations under its control. 

Mobile Telephone Switching Office (MTSO) 

An out-of-fashion synonym for Mobile Switching Center. 

Modulation Symbol 

A symbol from a discrete alphabet that identifies a unit of modulation. In the Forward CDMA 
Channel, the modulation symbols are binary, each one representing one interleaved binary symboi 
from the rate 1/2 convolutional encoder. In the Reverse CDMA Channel the modulation symbols 
are six-bit entities comprised of interleaved bits from the rate 1/3 encoder; the six bits select one of 
the 64-Walsh functions for transmission. 

MOS Mean Opinion Score 

The result of a subjective voice quality test, often used to compare speech codec algorithms, where 
listeners associate a one to five quality score to speech samples. The arithmetic mean for a large 
number of samples is the resulting MOS number. Care must be used when comparing MOS scores 
taken in different tests, as the results for any particular cohort depend very much on the mix of 
algorithms under test. 

ms 

Millisecond (10'® second). 

MSB 

Most significant bit. 

MSC 

See Mobile Switching Center 
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MSIN 

See Mobile Station Identification Number. 

MTSO 

See Mobile Telephone Switching Office. 


Multiplex Option 

One of the alternative designs of the muitiplex sublayer. Multiplex options permit tailoring such 
characteristics as the data rate set, frame structure, frame partitioning rules, and rate decision rules 
for special applications. 


Multiplex Sublayer 

One of the conceptual layers of the system that multiplexes and demultiplexes primary traffic, 
secondary traffic, and signaling. The multiplex sublayer resides between the physical layer and the 
link layer in the conceptual protocol stack. 


CDMA Glossary N-S 


NAM 

See Number assignment module. 


Neighbor Set 

The set of pilots associated with the CDMA Channels that are probable candidates for handoff. 
Normally the Neighbor Set consists of the pilots associated with CDMA Channels that cover 
geographical areas near the mobile station. See also Active Set, Candidate Set, and Remaining 
Set. 


Network 

A network is a logical subset of the base stations in a cellular system, as identified by a SID. The 
network is identified by a unique (SID, NID) pair. A network can be as small or as large as needed, 
but must be totally contained within a single system. 

Non-Autonomous Registration 

A registration method in which the base station initiates registration. See also Autonomous 
Registration. 

Non-Slotted Mode 

An operation mode of the mobile station in which the mobile station continuously monitors the 
Paging Channel. 


ns 

Nanosecond (10 ® second). 

Null Traffic Channel Data 

One or more frames of 16 '1's followed bu eight 'O's sent at the 1200 bps rate. Null traffic channel 
data is sent when no service option is active and no signaling message is being sent. Null traffic 
channel data serves to maintain the connectivity between the mobile station and the base station. 

Number Assignment Module 

A set of MlN-related parameters stored in the mobile station. The NAM encapsulate the mobile 
station's network identity. Multiple NAMs are sometimes provided in a mobile stations so that, for 
example, the mobile can have local identities in adjoining service areas. Use of the NAM is not 
specified in IS-95, beyond identifying those semi-permanent station numeric indicators that should 
be stored in it [IS-95, Appendix F]. 


OLC 


See Overload class. 





Ordered Registration 

A registration method in which the base station orders the mobile station to send registration 
related parameters. 

Overhead Message 

A message sent by the base station on the Paging Channel to communicate base-station-specific 
and system-wide information to mobile stations. 

Overload Class (OLC) 

The means used to control system access by mobile stations, typically in emergency or other 
overloaded conditions. Mobile stations are assigned one (or more) of sixteen overload classes. 
Access to the CDMA system can then be controlled on a per class basis by persistence values 
transmitted by the base station. 

Overload Control 

A means to restrict reverse analog control channel accesses by mobile stations. Mobile stations are 
assigned one (or more) of sixteen control levels. Access is selectively restricted by a base station 
setting one or more OLC bits in the Overload Control Global Action Message. 


Paging 

The act of seeking a mobile station in order to deliver an incoming call. 

Paging Channel 

A forward communication channel used by a base station to communication to a mobile station 
when it is not assigned to a traffic channel. 

Parameter-Change Registration 

A registration method in which the mobile station registers when certain of its stored parameters 
change. 

Parity Check Bits 

Bits added to a sequence of information bits to provide error detection, correction, or both. 
Persistence 

A probability measure used by the mobile station to determine if it should transmit in a given 
Access Channel Slot. 

Physical Layer 

The part of the communication protocol between the mobile station and thebase station that is 
responsible for the transmission and reception of data. The physical layer in the transmitting station 
is presented a frame by the multiplex sublayer and transforms it into an over-the-air waveform. The 
physical layer in the receiving station transforms the waveform back into a frame and presents it to 
the multiplex sublayer above it. 

Pilot Channel 

An unmodulated, direct-sequence spread spectrum signal transmitted continuously by each CDMA 
base station. The Pilot Channel allows a mobile station to acquire the timing of the Forward CDMA 
Channel, provides a phase reference for coherent demodulation, and provides a means for signal 
strength comparisons between base stations for determining when to handoff. 

Pilot PN Sequence 

A pair of modified maximal length PN sequences with period 2^® used to spread the Forward CDMA 
Channel and the Reverse CDMA Channel. Different base stations are identified by different pilot 
PN sequence offsets. 

Pilot PN Sequence Offset Index 

The PN offset in units of 64 PN chips of a pilot, relative to the zero offset pilot PN sequence. 


Pilot Strength 

The ratio of received pilot energy to overall received energy. See also Ec/lo- 
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PN Sequence. 

Pseudonoise sequence. A periodic binary sequence approximating, in some sense, a Bernoulli 
(coin tossing) process with equiprobable outcomes. 

Point to Point Propagation Model 

A propagation model in which median transmission loss calculations are based on specific 
characteristics and terrain profile of the path along the great circle between the transmitter and 
receiver. 

Poisson Blocking Model 

Also called Lost Calls Held or Molina model. A mathematical model of telephone traffic blocking in 
which blocked calls persist for their normal holding time, even though unserviced. It is similar to the 
.Edang.. Q blocking model, with which it is sometimes confused. The Poisson blocking probability for 
N resources, callinsity y Erlangs, is 

Power Control Bit 

A bit sent in every 1.25 ms interval on the Forward Traffic Channel to signal the mobile station to 
increase or decrease its transmit power. 

Power Control Group 

A 1.25 ms interval on the Forward Traffic Channel and the Reverse Traffic Channel. See also 
Power Control Bit. 

Power-Down Registration 

An autonomous registration method in which the mobile station registers on power-down. 

Power-Up Registration 

An autonomous registration method in which the mobile station registers on power-up. 


Privacy 

Protection of traffic by means of encryption or other means specifically applied for that purpose. 
Propagation Loss 

The total reduction in radiant power density between the transmitting antenna and the receiving 
antenna. Propagation loss includes both spreading (free space diffraction) loss and attenuation 
loss. For non-line of sight situations it also includes diffraction loss around obstacles. It does not 
include antenna gain or feeder loss. Sometimes called isotropic propagation loss. 


Rayleigh Distribution 

The single-parameter probability distribution given by 

F^{r) = 1-exp 


or the equivalent density 


PfiJ/) 






Rayleigh Fading 

The deep fading process characteristic of narrowband radio signals in a severe multipath 
propagation environment. The probability distribution of complex amplitude tends toward a 
bandlimited Gaussian, which has a Rayleigh distribution of amplitude. Cf. Flat Fading . Frequency 
Selective Fadinc . Ricean Fading . 


Receive Objective Loudness Rating (ROLR) 

A perceptually weighted transducer gain of telephone receivers relating electrical excitation from a 
reference generator to sound pressure at the earphone. The receive objective loudness rating is 


CELl/OTD 002612 


CELLSITE-6396 




normally specified in dB relative to one Pascal per millivolt. See IEEE Standard 269-1992. IEEE 
Standard 661-1979 . ITU-T Recommendations P.76 and P.79 . 

Registration 

The process by which a mobile station makes its presence known to a base station to facilitate call 
delivery. 

Registration Zone 

A collection of one or more base stations treated as a unit when determining whether a mobile 
station should perform zone-based registration. 


Release 

A process that the mobile station and base station use to inform each other of call disconnect. 


Reverse CDMA Channel 

The CDMA Channel from the mobile station to the base station. From the base station's 
perspective, the Reverse CDMA Channel is the sum of all mobile station transmissions on a CDMA 
frequency assignment. 

Reverse Traffic Channel 

A Reverse CDMA Channel used to transport user and signaling traffic from a single mobile station 
to one or more base stations. 


Rice (or Rician) Distribution 

The probability distribution of the amplitude of a signal composed of a steady component plus 
independent HD quadrature Gaussian processes. It is applicable when a signal arrives at a receiver 
by both a line of sight path and by multiple indirect paths. This two-parameter distribution can be 
represented as 

{r^ +«^)’ 
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where k is the modified Bessel function of the first kind and order zero and a is the amplitude of the 
steady component. Note that this reduces to a Rayleigh distribution for a = 0. 


Rician Fading 

The fading process characteristic of radio signals when there is a strong line-of-sight signal path 
and multiple non-direct signal paths. The probability distribution of complex amplitude tends toward 
a bandlimited Gaussian with a nonzero mean, which has a Rician distribution of amplitude. Cf. 
Ravleian Fading . Flat Fading . Frequency Selective Fading . 


Roamer 

A mobile station that is operating in a cellular system other than its home system. 


ROLR 

See Receive Objective Loudness Ratine . 

Sector 

Normally one angular segment of the coverage area of a cell, served by one base station. Also 
used to denote any non-traditional partitioning of the service area, such one strand of a cable- 
based delivery system. 

Service Option 

A specific type of user traffic supported by a cellular system. The major service options are speech 
codecs, facsimile, and various types of data. Service options may be negotiated between base and 
mobile stations during call setup. 

Serving MSC 

The MSC which currently has the mobile station obtaining service at one of its cell sites within its 
coverage area. 
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Shared Secret Data (SSD) 

A bit pattern stored in the mobile station and known by the base station. SSD is used to support the 
authentication procedures and voice privacy. Shared Secret Data is maintained during power off. 

Signal-to-Noise Ratio (SNR) 

The dimensionless ratio Eb/(No+lo), or energy per bit divided by the noise-plus-interference power 
spectral density. It is usually stated in dB. 

Signaling 

The information exchanged between the mobile station and the network, or within the network, for 
the purposes of service provision (e.g., connection establishment). 

Slot Cycle 

A periodic interval at which a mobile station operating in the slotted mode monitors the Paging 
Channel. 

Slotted Mode 

An operation mode of the mobile station in which the mobile station monitors only selected time 
slots on the Paging Channel when in the Mobile Station Idle State. The primary purpose of slotted 
mode is power conservation. 

SNR 

See Signal to Noise Ratio . 

Soft Handoff 

A handoff occurring while the mobile station is in the Mobile Station Control on the Traffic Channel 
State. This handoff is characterized by commencing communications with a new base station on 
the same CDMA frequency assignment before terminating communications with the old base 
station. Cf. Hard Handoff . 

Symbol 

See Code Symbol. 

System Identification (SID) 

A number uniquely identifying a cellular system 


CDMA Glossary T-Z 

Timer-Based Registration 

A registration method in which the mobile station registers whenever a counter reaches a 
predetermined value. The counter is incremented an average of once per 80 ms period. 

Time Reference 

A reference established by the mobile station that is synchronous with the earliest arriving multipath 
component used for demodulation. 


TOLR 

See Transmit Objective Loudness Rating. 

Traffic Channel 

A communication path between a mobile station and a base station used for user and signaling 
traffic. The term Traffic Channel implies a Forward Traffic Channel and Reverse Traffic Channel 
pair. See also Forward Traffic Channel and Reverse Traffic Channel. 

Transmit Objective Loudness Rating (TOLR) 

A perceptually weighted transducer gain of telephone transmitters relating sound pressure at the 
microphone to voltage at a reference electrical termination. It is normally specified in dB relative to 
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one millivolt per Pascal. See IEEE Standard 269-1992 . IEEE Standard 661-1979 . ITU-T 
Recommendations P.76 and P.79 . 

Transcoder 

A device that transforms signals from one type of digital representation to another. 


Unique Challenge-Response Procedure 

An exchange of information between a mobile station and a base station for the purpose of 
authenticating the mobile station identity. The procedure is initiated by the base station and is 
characterized by the use of a challenge-specific random number. Cf. Global Challenge Procedure . 


Visited System 

The cellular system that is providing service to a roaming mobile station. 


Visitor Location Register (VLR) 

The database used by a visited system to maintain information about recently-served roaming 
subscribers. 


Voice Privacy 

The process by which user voice transmitted over a traffic channel is afforded a modest degree of 
cryptographic protection against air-interface eavesdropping. 


Walsh Function, or Walsh Code 

One of a set of orthogonal waveforms, based on the Walsh-Hadamard matrices . Walsh functions 
are used for two purposes in CDMA. In the forward link they are used as orthogonal cover to create 
independent transmission channels. In the reverse link they are use as orthogonal modulation. 


Zone-Based Registration 

An autonomous registration method in which the mobile station registers whenever it enters a zone 
that is not in the mobile station's zone list. 
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(Proposed) 


b6 

b7C 


Standard Operating Procedure (SOP) for Case Squads requesting 
Cell Phone Tracking assistance during 
"Exigent Circumstances" 


Definition: Exigent Circumstances - An emergency exists that involves the immediate 
danger of death or serious physical injury to a person. Our threshold for utilizing the below 
procedure is that the situation demands immediate action to prevent death or serious bodily 
injury. 
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*** Recommendations: Any case squad that foresees the use of Cell Tracking should: 

a. Be familiar with the sample Pen Register/2703(d) Orders. 

b. Pro-actively meet with their perspective AUSA’s and discuss the specifics of the 

Order. 

c. Ensure squad members are familiar with the use of the Pen Registers. 
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Revision: 10/26/2005 


GS M Cell P hone Tra cking For Dum mies 
StingRay, 

Prior to tracking, answer the following questions: 



STEP 2 


Turn StingRay system on. 





STEP 4 
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Important Reminders: 


1 . 

2 . 

3 . 

4 . 

5 . 

6 . 

7 . 

8 . 

9 . 
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Wireless Intercept and Tracking Team 


Who uses CDMA? 


From our technology matrix, Sprint and Verizon use CDMA in 
addition to many smaller regional operators 

NATIONWIDE , , 


TECH SERVICE PROVIDERS 


1 CDMA 

'"V SptiiiL 

TDMA/ 

Analog 

X cingular 

fit,s yoi.,!: best 

GSM 

^ ” T ' 'Moliile' 

A cingularj 

iDEN 
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From our technology matrix, Cingular and T Mobile use GSM 
technology. In addition, majority of non- U.S. carriers operate 
• with GSM technologies 



b3 

b7E 


3 


tElL/OlD 002652 








CELL/OTD 002653 







CELL/OTD 002655 





CELL/OTD 002656 




8 


CELL/OTD 002( 






CELl/OTD 002659 









CELL/OTD mm 




CELL/OTD 002663 






SAIGON : DEM FRANCHI2E BOYZ 






iW Ewy ji 'B a; 


»^Vj 8g ^ 




:n'-i 
/ ■'+ '■ ■ 


H 






MURDER? 


•■ u 

i 


CELL/OTD 002665 












2 0.0 6 








I n 2006 carrying a cell phone is as common as carrying your 
ID. When cell phones were first introduced to the consumer 
market in 1983, the only people you would see carrying one 
were professionals like doctors and lawyers and of cotirse your occa 
sional drug dealer- this was hack when cell phones were as big 
bricks. At this time these people were the only ones who could atYord the 
$3,995 to buy the phone and the inevitable $1000 cell bill. 'loday cell 
phones themselv^es are cheap and the bills are even cheaper and with the 
advent of prepaid ceil phones you don’t even need gocxl credit anymore. 


The Feds know where you 
are right now! 


Why have cel! phones become so easily accessible in our society? Is \ 
it really ail about corporate competition bringing down the prices of 
cel! phone plans, that are making cel! phones so convenient and easy ; 
for everyone to got their hands on? It you believe in the idea of j 

Conspiracy Theory then you aie more likely to 

believe that cell phones have been made more ©(S 

readily available to ANYONE because it benefits 

b'0 |je used 

Most Americans carry cell phones, but many 
may not know that government agencies can 
track a persons movements through the signals 
that emanate from the^ir cell phone. 

Beginning in October of 2001 , the Federal Communications 
Commission required cellular carriers to make cell phones Global 
Positioning System* (GPS) enabled. (GPS- A system of satellites, 
computers, and receivers that is able to determine the latitude and 
longitude of a receiver on Earth by calculating the time difference for 
signals from different satellites to reach the receiver. Basically some 
shit that track exactly where you are on earth.) This was done in an 


effort to enhance the servic- 
es of 911, which requires all ^ 
cellular carriers to be able to * 
pinpoint a 911 caller’s location 
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to within 50 to 300 meters of their location. 

C-ellular operators like Verizon Wireless 
and Cingular Wireless know, within about 300 
yards, the location of their subscribers when- 
ever a phone is turned on. Even if the phone is 
not in use it is communicating with cell phone 
tower sites, and the wireless provider keeps track 








GPS Ain’t All Bad! 


-The bastc^conoepl behind GPS IS a qreat Jhmg.^sThc; technology 
‘makes it iDOSstblesfor- you To. remote!v:;tf ack-yoiir children, initho- 
event theyarc abduclcci or ael lost. There are.do^ens of devices 
ipopping up usmg GPS technology thal can beipurchased for as 
-little as $50 that mav-save Ihe lile.cf youiichild.: GRS-also.allow.s; 
;91j1:op6rators to locate you in-an emergency when you call them 
drom your cellTphonerrCompaniesilike On-Star usc GPS to track 
ivohiclesIli^nereab^ls^'ahdTalloWsrmotbristiTtO' summon 
igency-hdpror- to--ask;direc-tions:.;‘So the^Technotoqy used as It' 
iwas-intendediis'boneficial to aH-of us-nts the misuse .and .nvas-on; 
of privacy ’hat wc must concern ourselves with ' 


Of the four such motions made, judges in 
New York. Texas and Maryland denied the 
Department of Justice's requests, stating 
that the government lacked statutorial 
authority to track cell phone location without 
a warrant. 

In the New York and Texas cases, (he 
courts approved FBI requests for other 
information from the wireless earners, 
including logs of numbers a cell phone user 
called and received calls from. Court orders 
for that information require law enforcement 
agencies to show only that the information 
IS relevant to an ongoing investigation. 

But the FBI also sought cell-site locations, 
which the courts said amounted to the abil- 
ity to monitor someone's movements. The 
judges ruled that such information requires 
law enforcement to show “probable cause" 
that a crime has been or is being committed, 
But most recently, on Dec. 20, 2005 a 
fourth judge, in New York, ruled in the gov- 
ernment's favor, finding that the USA Patriot 
Act and federal wiretapping laws allow 
police to track cell phone signals without showing probable cause, 
\Miat does this all mean to you? The bottom line is this. The tech- 
nology In your cell phone makes it possible for the government to 
track your whereabouts in real lime. If they have the technology it 
would be In your best interest to assume that they are using. Whether 
it is legal and constilulional is of no consequence- do you really have 
the money or time to test it. Not only do you need to watch what you 
say on the cell phone you need to be mindful of where you take itl 
You’ve been warned. 


Tracking a Cellphone 

Cellphones ycl like low-power radio transmitters. By using multiple cell 
towers to measure a signal transmitted by the phone, providers can 
determine the ioc-ation ol that phor^e with an accuracy of about 300 yard: 
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signal 
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of the phone's position as It travels. The operators have said 

i location information when presented 
to do so. 

lue that having such information is cru- 
suspects, corroborating their where- 
less accounts, or helping build a case 
n the phone. 

r^enl has routinely used records of cell* 
and caller locations to show where a 
3 at a particular time, with access to 
ds obtainable under a lower legal stan- 
eiess operators keep cellphone loca- 
ds for varying lengths of time, from sev- 
hs to years.) 

8 unclear how often prosecutors have 
3urts for the right to obtain cell-tracking 
a suspeci is moving. And the govern- 
not required to report publicly when it 
such requests. 

3l experts say that such live tracking 
ended to happen in drug-trafficking 
s. In a 2003 Ohio case, for example, 
rai drug agents used cell tracking data 
arrest and convict two men on drug 

In recent months there have been four 
tquesis from the U.S. Department of 
ustice to track people through their 
'ell phones with not showing probable 
cause.* (Probable Cause- 

Reasonable grounds for belief that an 
accused person may be subject to 
/arrest or the issuance of a warrant.) 
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1 INTRODUCTION 


This document serves as the instrument for the Mobile Computing Security Program to identify 
requirements and assess risk, with the objective of providing an approval-to-operate. The 
information required for this assessment includes, W is not limited to, a complete scope of need, 
justification, concept of operations, technical specifications, configuration management and 
residual risk relative to the device being placed into service. Once completed, and if residual risk 
is deemed acceptable, an official EC will be generated granting a Security Management Plan 
(SMP) for those device(s) described within, in the manner set forth in the concept of operations. 
Attachments 1 and 2 are “living” documents. That is they are updated each time there is a 
change in the configuration, or when new devices are fielded under this SMP. Attachment 1 is 
the Configuration Management control document that lists the specific applications in use imder 
this SMP. Attachment 2 is a complete listing of all devices fielded under this SMP. 

2 MISSION BACKGROUND 


The WITT provides] 


The first area of focus for WITTl 
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3 JUSTIFICATION FOR REQUEST 
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5 TECHNICAL DATA 



cell/otd 



4 

FOR OFFICIAL USE ONLY 


CELLSITE-609 





FOR OFFICIAL USE ONLY 


5.4 Technical SpeciGcations 
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POINTS OF CONTACT 


Jand is responsible for the life cycle 


The ISSM has approval authority for the 
system security. Significant changes in configuration or usage will be submitted to the ISSM by 
the ISSO for approval. 


Information Systems Security Manager: 


The ISSO is responsible for day-to-day oversight of the He is responsible for 

engineering, development, configuration management and ensuring that the pr ogram security 
requirements are met. The ISSO also maintains an up-to-date inventory of all 
contained within this OP plan and to report any: 
o Loss 

o Changes in configiuation or usage 

o Incremental/decremental changes to the baseline to the PSO and ISSM. 


WITT 


Information Systems Security Offi certsI : 


Note: In the event that an ISSM is not assigned, ISSM duties are the responsibility of the 
assigned security officer. 


9 CONFIGURATION MANAGEMENT 

Configuration management is a process that controls and manages changes (i.e., new 
applications, peripherals, changes in configuration, etc.) to a device or system. By controlling 
changes made to a system’s hardware, software, firmware, and/or documentation, throughout the 
system/device life cycle, configuration management is a mandatory, integral part of this overall 
risk management solution. The ISSM and ISSO are responsible for managing this process. 

9.1 Incremental Changes 


Incremental changes to the baseline may be vetted and approved by the ISSM. Minor changes 
such as the revision number of an application do not require ISSM approval but are to be tracked 
by the ISSO in the configuration information periodically provided to the ISSM in the 
configuration management document illustrated in Attachment 1 . 

9.2 Security Architecture and Usase Changes 

Any chang es affecting the security architecture including the manner in which the ! I 
I \ are used or the type of data stored on them may require a renegotiated Security 

Management Plan (SMP). 
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10 RULES OF BEHAVIOR 

The PEDs known as covered under this SMP are granted deviations from the 

standard security settings based on operational need. These deviations have corresponding 
expected rules of behavior with respect to how they are used, stored, and maintained. These 
include; 

10.1 \Protection 
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Federal Bureau of Investigation 


Wireless Intercept and Tracking Team (WITT) 



Program Manager 
April 17, 2003 





WITT Program Overview 



rjj 


ic ic ic 


ie * 









* * * * 



The deliverables for Task #1 shall include: 
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3 TASK DESCRIPTION 

(U) After the award of the contract, the FBI will provide task assignments in writing to 
the contractor. The contractor will submit, in writing, a best estimate for the technical approach, 
cost, and amount of time needed to perform the task as well as a description of the task 
milestones and deliverables. Written approval from the FBI Contracting Officer will be required 
before the contractor will be authorized to proceed with the task order. The price quote for each 
task order shall include all items to be procured by the contractor for use in the task assignment. 


4 SCOPE 


* * 






r * * * 
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basis: 


-St 

3UIREMENTS 

(U) Once a contract is established, the following events will occur on a task assignment 


Task Assignment: (U) The FBI will provide a task assignment in writing to the 
contractor. The contractor will submit, in writing, a best estimate for the technical 
approach, cost, and amount of time needed to perform the task as well as a 
description of the task milestones and deliverables. Written approval from the 
FBI Contracting Officer will be required before the contractor will be authorized 
to proceed with the task order. The price quote for each task order shall include 
all items to be procured by the contractor for use in the task assignment. 

Technical Review Meetings: (U) The contractor shall conduct technical review 
meeting(s) to give the FBI a technical description of the proposed effort. 
Meeting(s) will also be conducted to provide the FBI with an on going status of 
the task effort. Meeting schedules and locations 'will be determined at a later date. 

Acceptance Testing: (U) Once a demonstration device is constructed for a task, 
the contractor shall conduct an Acceptance Test to demonstrate compliance with 
technical requirements. An FBI representative shall participate and witness the 
Acceptance Test. Within thirty days of the completion of the Acceptance Test, 
the FBI shall provide -written description of the device's technical deficiencies to 
the contractor. 


* * * * 


CELL/OTD 
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• Product Delivery: (U) Once the contractor has demonstrated that the developed 
product (device, system, or study) complies with the FBI requirements, the 
contractor shall deliver the product to the FBI in the quantity specified in the task 
assignment. 

6 Security 

(U) The work described in this Statement of Work is considered sensitive. Release of any 
information related to this work may compromise the FBI's mission and is prohibited without prior 
written consent from the FBI. 



plus i heard last week that one of their main guys has 

left the company to pursue a career in dentistry - whats up wit b7E 

that? go figure. . . 



dont worry - as soon as the release hits we'll test/confirm it 
and ship/email it out right away! 
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(U) Security Addendum to EC dated 03/1 3/03, captioned 

"Wireless Intercept and Tracking Team (WITT) 

requisition #128815 dated 03/12/03. 




Full and open competition of referenced procurement 



it IS 


recommended that no advertisement Pe made. 


April 24, 2003 


Security Officer 

Investigative Technology Division 


Deri^ 

Declf 


ititic 
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From: 



Sent: 

Monday. July 23. 2007 4:50 

PM 

To: 



Subject: 

FW: WITT 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original Mess; 

From: 

Sent: 

To: 

Subject: 


Monday, July 23, 2007 4:41 PM 


WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I omit to inform you that we are shipping to your office a few items that were distributed in the l [ conference. One of 
which is a thumbdrive that contained the powerpoint presentation materials which should be helpful to those who couldn't 
attend the conference but want to know what was covered. I recalled over the course of time that you had reached out to 
us and asked whv vou were not successful ini ^ I 

^ Material information 

including where to procure the part is shown in the enclosed attachment.] 


b3 

b6 

b7C 

b7E 



bpt 







SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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From: 



Sent: 

Tuesday. Juiv 24. 2007 2:50 PM 

To: 

1 1 

Subject: 

RE: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



— Original 
From: 

Sent: 

To: 

Subject: 


iessaije: 


Tuesday, Juiv 24, 2007 7 :04 AM 
RE: wnr 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYlJ has a VERY limited tech budget. Do I need to try to fight my office for extra money next year, or is there a 
possibility of WITT covering the purchase sometime in the future? 


b3 

b6 

b7C 

b7E 


nrininal Mpccanp 

From: ] 

Sent: Monday. Iiilv 7007 4:Sn PM 

To: 

Subject: hW: Wil I 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Ori ginal Message — 

From: | | 

Sent: Monday, July 23, 2007 4:41 PM 

I I 

Subject: wi 1 1 

SENSITIVE BUT UNCLASSIFIED CELL/OTD OOl7'54 

NON-RECORD 
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I omit to inform you that we are shipping to your office a few items that were distributed in the| |conference. 

One of which is a thumbdrive that contained the powerpoint presentation materials which should be helpful to 
those who couldn't attend the conference but want to know what was c overed. I recalled over the course of time 
that you had reached out to us and asked why you were not successfui 


|[Materiai information including where to procure the part is shown in the 

enclosed attachment.] 



b3 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent: 

To: 

Cc: 

Subject: 



RE: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


8/10-14/07 would be the best. Let us know if you want a hotel room on the beach, we may be able to hook you up. 



— Original Message — 

From: | I 

Sent: Wedne.sdav. .Iiilv 7S. 7.007 4: 

To: I 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Advise us on the available date for Sept. 

— OrlTi'^^i — 

From: | 

Sent: Tuesday, July 24, 2007 3: 18 PM 

To: I I 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Put us on the list requesting | Hopefully 


Again, 

much better. 


and I would like to be present for 


]will be prioritized for funding. I will do an| | 


August is bad until 27th. Early Sept, 


Thanks, 



— Original Mess age — 

From: I I 

Senb Tuesday. July 24, 20 07 2:50 PM 

To: I 1 

Subject: RE: WITT 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



From: 


Sent: 

Tuesday. July 24. 2007 7:04 AM 

To: 


Subject: 

RE: wnr 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYl.l^has a VERY limited tech budget. Do I need to try to fight my office for extra money next year, or 
is there a possibility of WITT covering the purchase sometime in the future? 


b3 

b6 

— Original Mess age — b 7 C 

From: I I b7E 

Sent: Monday. July 23. 2007 4:50 PM 

To: I I 

Subject: TWrWTfT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original Messa ge — 

From: | | 

Sent: Monday, July 23, 2007 4:41 PM 

To: I I 

Subject: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Mark: 

I omit to inform you that vye are shipping to your office a few items that were distributed in th ^ | 
conference. One of which is a thumbdrive that contained the powerpoint presentation materials which 
should be helpful to those who couldn't attend the conference but want to know what was covered. I 

recalled o ver the course of time that vou had reached out to us and asked why you were not 

successful 

10 
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[ Material information including where to procure the part is shown in the enclosei 

attachment.] 



b3 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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Sorry 9/10-14 



NON-RECORD 


8/10-14/07 would be the best. Let us know if you want a hotel room on the beach, we may be able to hook you up. 


Thanks, 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Advise us on the available date for Sept. 


— Original Messa 

From: [ 

Sent; 


y, July 24, 2007 3:18 PM 


RE: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CELL/OTD ^^061759 


CELLSITE-747 





Put US on the list requesting ! [ Hopefully will be prioritized for funding. I will do an ! I 

Again [and I would like to be present for August is bad until 27th. Early Sept, 

much better. 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYl J [ has a VERY limited tech budget. Do I need to try to fight my office for extra money next year, 
or is there a possibility of WITT covering the purchase sometime in the future? 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CELL/0 TD 0^1760 
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Original Mess age 

From: I 

Sent: Monday, Juiy 23, 2007 4:41 PM 

To: I 

Subject: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I omi t to inform you that we are shipping to your office a few items that were distributed in the 
I I conference. One of which is a thumbdrive that contained the powerpoint presentation 
materiais which should be helpful to those who couldn't attend the conference but want to know 
what was covered. I recalled over the course of time that vou had reached out to us and asked 
why you were not successful 


|[Material information including where to 

procure the part is shown in the enclosed attachment.] 


« File: 


ppt » 



b3 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 

CEii/OTD 


0.01 rai 


14 


CELLSITE-749 





SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


C^LU'OTD om 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Friday. August 10. 2007 3:15 PM 


RE: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


H 



I will folllow up with a telephone call to clarify if necessary. 


b7C 

b7E 


-Original Message- 


From: 
Sent: 
To: 

Cc: 

Subject: 


^ Hriflav. Aiiniiqr HI. m)/ n AM 


FW: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Sorry 9/10-14 


Original Message 

From: | 

Sent: Friday, August 10, 2007 9:56 AM 

To: 

Cc: 

Subject: RE: WITT 


CEI^J./OTP 



7.6 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


8/10-14/07 would be the best. Let us know if you want a hotel room on the beach, we may be able to hook you 
up. 

Thanks, 


— Original Mess age — 

From: I I 

Sentj Wednesday. Juiv 2 5. 2007 4:24 PM 

To: I 1 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Advise us on the available date for Sept. 

— Original Messa ge — 

From: | 

Sent: Tuesday, July 24, 2007 3:18 PM 

To: I ~l 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


^Put us on the list requesting ] | Hopefully[[ 



]will be prioritized for funding. I will do an 
August Is bad until 27th. Early 


b3 

b6 

b7C 

b7E 


— Original Mes sage — 

From: I 1 

Sent: Tuesday. July 24. 2007 2:50 PM 

To: I 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


We would like to see if you could work with your field office 


[ 
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Original Mess age 

From: I I 

Sent: Tuesday, July 24, 2007 7:04 AM 

To: I I 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 


FYl.Qhas a VERY limited tech budget. Do I need to try to fight my office for extra money next 
year, or is there a possibility of WITT covering the purchase sometime in the future? 



— Original Mess age 

From: | | 

Sent: Monday, July 23, 2007 4:50 PM 

To: I 

Subject: FW: WITT 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 


— Original Mess age — 

From: I 

Sent: Monday. Inly ?!^.?nn7^ 

To: I 

Subject: WITT 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 


I omit to inform you that we are shipping to your office a few items that were distributed in the 
b onference. One of which is a thumbdrive that contained the powerpoint presentation 
materials which should be helpful to those who couldn't attend the conference but want to 
know what was covered. I recalled over the course of time that you had reached out to us 
and asked whv vou were not successful! I 


I KMaterial information 

including where to procure the part is shown in the enclosed attachment.] 


« File: 


Ippt » 
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SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


b3 

b6 

bVC 

b7E 
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From: 

Sent: 

To: 

Subject: 


Tuesday, August 14. 2007 2:15 PM 
RE: WITT 


AH INFCtOrAiM :.!i ' . i 
HEP.EIN IS rj;;;,: - ^ 

DATE lij-12-;0ij I: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original 

From: 

Sent: 

To: 

Subject: 


Mpgganp 

Wirinv. ’miW PM 

RE: WUT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Sounds good. 
Thankg 


b3 

b6 

b7C 

b7D 


Ori ginal Message- 

From: | 

Sent: 

To: 

Cc: 


Friday. August 10. 2007 3:15 PM 


Subject: RE: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Here are some recent developments that have come out of the meeting 

attended at Harris Corporation this week that I would like to bring to your attention as it relates to my planned! 


J[WITT Program Mana ger^ 


Twn 


was 


anticipating that Harris Corporation 


20 
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I will folllow up with a telephone call to clarify if necessary. 


Original Mess age 

From: I 

Sentj Friday. August 10. 2QQ7 11:02 AM 

To: I 

Cc: 

subjiEEi FW: wmr 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Sorry 9/10-14 


— Original Mes sage — 

From: I I 

Sent: Friday. Anou.st 10. ?n07 AM 

To: 

Cc: 

Subject: 


RE: wmr 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 


8/10-14/07 would be the best. Let us know if you want a hotel room on the beach, we may be able to 
hook you up. 

Thanks , 


— Original Mes sage — 

From: I I 

Sent: Wednesday. July 25. 2007 4:24 P M 

To: I 

Subject: RE: WIH 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CELi/OTD 00'i76& 
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CELL5ITE-756 











Advise us on the available date for Sept. 


— Original Mess^aa 
From: 

Sent: 

To: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Tuesday, Juiy 24, 2007 3: 18 PM 
RE: WITT 


Put US on the list requesting ! [ Hopefully 


do art 


AgainE 


]would like to be present foif 


will be prioritized for funding. I will 
August is bad until 27th. 


Early Sept, much better. 
Thanks, 



Original Mes sage 

From: I 

Sent: 

To: 

Subject: 






RE: WITT 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


We would like to see if you could work with your field office! 


b3 

b6 

b7C 

b7E 


— Original Mess age — 

From: I I 

Sent: Tuesday, July 24, 2007 7:04 AM 

To: I I 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYl l h as a VERY limited tech budget. Do I need to try to fight my office for extra 
money next year, or is there a possibility of WITT covering the purchase sometime in the 
future? 


CELL/OTD 001 
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Subject: FW: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original 

From: 

Sent: 

To: 

Subject: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




I omit to inform you tha t we are shipping to your office a few items that were 
distributed in the | [ conference. One of which is a thumbdrive that contained the 
powerpoint presentation materials which should be helpful to those who couldn't t>3 
attend the conference but want to know what was covered. I recalled over the course b 6 
of time that you had reached out to us and asked why you were not successfulf I b7T 


[Materiai information including 

where to procure the part is shown in the enclosed attachment.] 
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SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


CELL/'OTD 

24 
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— Original 
From: 

Sent: 

To: 

Subject: 


Tuesday, August 14, 2007 5:05 PM 
FYH ^ 


SENSITIVE BUT UNCLASSIFIED 

NON-RECORD CElt/.0TD 0017' 7" 2 
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--—Original Messaas- 

From: 

Sent: 

To: 

Subject: 


^Tuesday. August 14. 2007 4:42 PM 
RE: wnr 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Got it today. Let us know when. 


— Original Message — 

From: | | 

Sent: Tuesday. August 14. 2007 2:15 PM 

To: I I 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



•Original Message- 


From: 

Sent: 

Friday. Ai inner 10. 2007 3:57 PM 

To: 1 n ^ 

Subject: 

RE: WITT 


b3 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Sounds good 

Thankg 


-Original Message- 


CEUU/OTD 


„ 

, 0 -| Jf f 
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Friday. August 10. 2007 3:15 PM 


From: 

Sent: 

To: 

Cc: 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


H 


Here are some recent developments that have come out of the meeting 


][WITT Program 



! will folllow up with a telephone call to clarify if necessary. 

I I 


b6 

b7C 

b7E 


— Original Mess age — 

From: | 

Sent: Friday. August 10. 2007 11:02 AM 

To: 

Cc: 

Subject: ' hW: Will 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Sorry 9/10-14 


— Original Mess 

From: 

Sent: 

To: 

Cc: 

Subject: 


yin 


Friday. August 10. 2007 9:56 AM 



RE: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CEii-^OTD 
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8/10-14/07 would be the best. Let us know if you want a hotel room on the beach, we may be 
able to hook you up. 

Thanks, 


— Original Mess age — 
From: I 

Sent: WpdnpgHav 

To: 

Subject: 


liilv?-; 7nn7 4-94PM 


RE: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Advise us on the available date for Sept. 

Original Mess age 

From: I I 

Sent: Tuesday, July 24 , 2007 3:18 PM 


Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Put us on t he list r equesting Hopefully| 
I will do an I I • 1 


will be prioritized for funding. 


Again I would like to be present forf 

until 27th. Early Sept, much better. 


August is bad 


b3 

b6 

b7C 

b7E 


Thanks 


— Original Message- 

From: I 

Sent: 

To: I 

Subject: RE: WITT 


iiiesnav. iiiiv /‘i. yuu/ 


: ^n PM ^ 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


We would like to see if you could work with your field officef 



28 
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Original Mess age 

From: I I 

Sent: Tuesday. Inlv ?4. ?n07 7:04 AM 

To: I I 

Subject: RE: Wm 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYI, Qhas a VERY limited tech budget. Do I need to try to fight my office for 
extra money next year, or is there a possibility of WITT covering the purchase 
sometime in the future? 


— Original Messaag; 

From: 

Sent: 

To: I 

Subject: FW: WITT 


Monday. July 23. 2007 4:50 PM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 


Original Mess age 

From: I I 

Sent: Monday. July 23. 2007 4:41 PM 

To: I I 

Subject: WITT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



I omit to inform vou tha t we are shipping to your office a few items that were 
distributed in the l [ conference. One of which is a thumbdrive that 
contained the powerpoint presentation materials which should be helpful to 
those who couldn't attend the conference but want to know what was 
covered. I recalled over the course of ti me that vou had reached out to us 
and asked whv vou were not successful! 


[[Material information including 

where to procure the part is shown in the enclosed attachment.] 


« File: 


ppt » 
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SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


CEtk/OTO 00177a' 


CELLSITE-766 
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From: | | 

Sent: Wednesday, October 10, 2007 8:46 AM 

To: I Tail agents 

Subject: Wireless Intercept and Tracking Team 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hello all. 



SENSITIVE BUT UNCLASSIFIED 


CELt/O"^^ 


001 
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From: 

Sent: 

To: 

Subject: 


Monday, October 15, 2007 4:13 PM 
WITT 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Did you receive vouif 
I haue_d 


Thd 


is still pending. 


3et? 

Jfo^r you. It can be shipped out to your office. 


Let me know if you and your team still want an on-site w orking demonstration/training of th d [ system at your location. 
You should now be able to use th^ |to work in collaboration with your StingRay on any and al l 1 

tracking mission. 


Original Me-S-saae 

From: | | 

Sent: Tuesday, July 24, 2007 3:1 8 PM 

To: I I 

Subject: RE: WIH 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Hopefully 

1 |/vill be prioritized for funding. 1 will do an 



Again, [ 
better. 


]would like to be present for 


August is bad until 27th. Early Sept, much 


b3 

b6 

b7C 

b7E 


Thanks. 


— Ori ginal Message — 

From: 1 I 

Sent: Tuesday, July 24, 2007 2:50 PM 

To: I 

Subject: RE: Wfff 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


We would like to see if you could work with your field office and[ 



1 


CELLSITE-768 





From: 


Sent: 

Tuesday, July 24, 2007 7:04 AM 

To! I 

Subject: 

RE: WnT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYI. I |ias a VERY limited tech budget. Do I need to try to fight my office for extra money next year, or is 
there a possibility of WITT covering the purchase sometime in the future? 


— Original Messaoa 

From: \_ 

Sent: 

To: [ 

Subject: hw: wii i 


Monday. July 23. 2007 4:50 PM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


•Original Message- 


From: 

I 


Sent: 

Monday. July 23. 2007 ^ 

:41 PM 

To: 

I I 

Subject: 

WITT 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 


b3 

b6 

b7C 

b7E 


I omit to inform you that we are shipping to your office a few items that were distributed in th j I 
conference. One of which is a thumbdrive that contained the powerpoint presentation materials which 
should be helpful to those who couldn't attend the conference but want to know what was covered. I — 
recalled over the course of time that you had reached out to us and asked why you were not successful 


[Material information including where to procure the part is shown in the enclosed attachment.] 


« File 


bpt» 





In 

addition Harris claims 

I 

I 
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CELLSITE-769 





b3 

b6 

b7C 

b7E 

SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


0-01 
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UNCLASSIFIED 


Cg-LL/O'TD- B-OirSB 
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CELLSITE-771 







unclassified ' 

NON-RECORD 



— Original 

From: 


Sent: 

To: 

Cc: 

Fridav. November 16. 2007 9:58 AM 

b3 

Subject: 

RE: WITT Equipment 

b6 

UNCLASSIFIED 

b7C 

NON-RECORD 

b7E 



OK, I did not know that - 1 only stayed for one night at the tech conference. 


Just so you know, for some reason, I have two[ 
two last week. I thought the other case was an] 


I Not sure why, but I do. I just noticed that I have 
but now that I have inventory, I was going through all of our 



I po you need one? 


foes not need it, then what do you want with it? 


I would imagine that some where, some division needs one. 


If you want me to keep both, then so be it. 
Thanks again for getting back to me. 



Subject: WITT Equipment 


UNCLASSIFIED 

NON-RECORD 

■CEiL/OTep 001 aOS 

CELLSITE-772 


1 









— Original Message — 

From: | | 

Sent: Thursday, November 15, 20 07 12:11 PM 

To: I \ 

Subject: FW: WITT Equipment ? 

UNCLASSIFIED 

NON-RECORD 


Hello there. What shall we do with[ 
hold it for now? 


you probably told me and I forgot-surplus is or send it back to you or 


nri ninal Mpgganp- 

From: 

Sent: 

To: 


Tuesday. November 13. 2007 1:58 PM 


Subject: RE: WITT Equipment ? 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Thanks. 


From: | | 

Sent: Tuesday. November 13. 2007 1:07 PM 


Subject: RE: WITT Equipment ? 

UNCLASSIFIED 

NON-RECORD 


I'll find out wha j | jvants. I would guess we can send them back to the unit. Ill get back to you. 


— Original Mess^ 

From: I 

Sent: 


] 


To 

Su 


£ 


Tuesday, November 13, 2007 12:59 PM 


wii I Equipment 


UNCLASSIFIED 

NON-RECORD 


Guys, 

GELi.VOTE^ OOi 309 
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UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


££LL/Ot& -0G1S10 

63 
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Sent: 

To; 

Subject: 


Thu rsday. April 17, 2008 9:14 AM 
rnALL FBI EMPLOYEES 
Historical cell phone location utilizing subpoena 


UNCLASSIFIED 

NON-RECORD 


Hello all. 


was assistinc 


case when he made a very good point which I thought share. 


If you ar e trying to locate an individual via cellular telephone, a simple subpoena for toll records with cell site/tower 
location! 


delivered in an electronic format. 


[Request the information to be 




UNCLASSIFIED 


C'ELL/OTD 00^329 


82 


CELLSITE-775 



ALL INFCPL: I..'. i:. i 

■■ ■■ ■ 

DALE lO-li-jji; I'i ;:-LT7 =3 



Just in case you hadn't heard this yet 







Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


See below for some good information provided b 


\ I wi 


ITT SiN 


in 





From: I ~T 

Sent: Friday, May 16, 2008 6:50 PM 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


b3 

b4 

b6 

b7C 

b7E 


Couple of items frorr[ 


YesterdaJ but on a one day class in i I for all law enforcement to discuss their commitment to helping law 

enforcement. They are ap parently doing this in all regions of the coun try. Catch the one nearest you! It was pretty good 
they had members oftheit l I present, and their legal compliance team. They 

even feed us breakfast and lunch 



Please pass on as appropriate. 


94 

^ QO'J S^dELLSITE-777 




Cc: 

Subject: 


Tuesday. April 15. 2008 3:05 PM 



UNCLASSIFIED 


UNCLASSIFIED 


mi 84.Z 


95 
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c^ity^oro 
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UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


96 
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Subject: | 

UNCLASSIFIED 

NON-RECORD 


See below for some good information provided by| |WITT 


Friday, May 16, 2008 6:50 PM 


Subject: 

UNCLASSIFIED 

NON-RECORD 


Couple of items from 


Yesterday! jput on a one day class in for all law enforcement to discuss their commitment to helping law 

enforcement. T hey are ap parently doing this in all regions of the coun try. Catch the one nearest you! It was pretty good 
they had members of theii j [present, and their legal compliance team. They 

even feed us breakfast and lunch. No charoe. I 


miL/mb 00184? 
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CELLSITE-783 













To: 

Cc: 

Subject: Important WITT Technical Bulletin 


SENSfflVE BUT UNCLASStHEP 
NON-F 



SB^jgTTTVErByr-ytJgt^^ 


MO 

CELL/OTD 


^X£lX3IE-789 

00 s oo f 


4 










How did you get on the WITT update email list? Are you smart enough to turn the knobs by yourself? 



re always enjoying 


the mild| [winters. I do admit that I miss a bit of snow now and again. 
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K 0TD)(FBI) 

Tuesday. .liJni^. 2011 9:34 AM 
(OTD) (FBI) 

RE: PPT so far — UNCLASSIFIED//FOUO 


Classification: UNCLASS I FIED//FOUO 


For your review (all changes requested made) 



2011 wnr l I 

OVERVIEW BRIEF!.. 



Classification: UNCLASS I FIED//FOUO 
====================================================== 

hi 

Way to long see me 



Classification: UNCLASS I FIED//FOUO 


Just waiting for input (which he is diligently working on). This is what we have so far. 

« File: 2011 WITTI OVERVIEW BRIEFING.ppt » 


Classification: UNCLASS I FIED//FOUO 


Classification: UNCLASS I FIED//FOUO 


Classification: UNCLASS I FIED//FOUO 
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WITT Program Briefing 


Wl 


V'T 

m 



\Vheh$s himspt ffjtif D'lfff 
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T echnology/Capabilities/T ools 


Mapping to Mission Goals 


Technique/T ool 


MISSION GOALS Technique/Tool 






CELLSITE-l 





CELL/OTD 


n 


■ 


Training Provided 


o 

o 


■ Enco mpasses different plat forms and technologies to ensure state-of-the-art 


WITT 

technologies are available to field requests 

Additionally, WITT 

and 


]and 


provided 

WITT equipment 


□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 


include: 


b3 

b7E 


b3 

b7E 
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CELl/OTD 


JSt€l5Cl 



Preparation for Court Testimony 




^OOOO 




Preparation for Court Testimony 


b3 

b7E 





CELL/OTD 0OOO1 





Locating a Subject - WITT Mission 



■ Requires active WiTT | ~| participation 

■ Requires iegal authority, varies by mission 


specifics 



CELLSITE-167- 






CELL/OTD - 00001 


Target Identification 



CELL/OTD 000019 





Criminal Investigative Division 
Cellular Analysis and Survey Teams 


Carrier Tower Data 


(CAST) 



FBI CID formed the Cellular Analysis and Survey Team (CAST) by CID late 
2009. 

The FBI used cell phone tracking to gather evidence which lead to a 
conviction for a rogue New York City cop. According to an article by Peter 
J. Sampson, The Record (Hackensack N.J.), the FBI used a computer 
mapping program and “call detail” logs obtained from Sprint Nextel to 
track the activities of Kelvin L. Jones, suspected of a $1 Million perfume 
heist. The FBI was able to track Jones’ movement on the day of the 
Carlstadt robbery using cell phone records, which proved to be highly 
incriminating along with other evidence. Because of his experience and 
training as a police officer, Jones knew how to cover his tracks, even 
using a prepaid anonymous cell phone. However, because of the cell 
phone tracking evidence, Jones was convicted last month 


http://www.cellplaza.org/blog/2129/fbi-using-cell-phones-to-track-criminals/ 


Use Case 1 : Prove a subject was at the scene of a crime (historical) 

**Generate Evidence 

Use Case 2 : Provide pattern of life vs. historical known subject locations/POl 

**Locate subjects by purely investigative means and service provider data 

utilize Commercial (Non-Sensitive) Measurement Equipment and 
Commercial Mapping Software due to Exposure and used in Criminal 
Prosecutions. 

CELLSITE-1677 
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Investments 


15 April 2011 


Unclassified//Law Enforcement Sensitive 
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Welcome / Logistics 
June 23, 2009 
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Opening Remarks 
Welcome 



Opening Remarks 

- Management Remarks 

- Logistics 



Welcome / Attendee Introduction 
- Participants (2009) 

• FBI Operational Technology Division 

- Tracking Technology Unit / Wireless Intercept and Tracking Team 

- OTD Liaison 

- OGC 


FBI Field Offices 



- FBI Offices (56 Field Offices) 

- Violent Crimes (VCMO) - SSA 
Vendors 




Tracking Technology Unit 




Wireless Intercept and Tracking Team 


Introductions 

Engineers, Electronic Technician, Contractors 




Meeting Objectives 



Provide Information . . . 

- Research and Development of Technology 

- Procurement Status (Equipment) 

- Operational Support Issues 

- Policies and procedures 


Solicit Information 

- FEEDBACK! TTUAVTTT needs to hear from you! 


Sponsor the working relationship 
- Talk amongst yourselves 




;S&ef?Ci 



• Due to varying audience background and experience 


- “Some” material shall be presented again from the FY2008 conference 
with updated information 


• Due to the nature of the presentations, 

- Contact Tracking Technology Unit, Quantico, Va for authorization for 
duplication and release ability 


a 

h- 

0 

\ 

Ul 
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AGENDA 


TUESDAY JUNE 23rd, 2009 


START -END 

TOPIC 

PRESENTER 

9:00- 9:15am 

Welcome/Opening Remarks () (0:05) 
Admin/Buses/Tax Exempt/Rental Cars () (0:10) 

ASAC 

BK 

9:15 - 09:30am 

TTU / WITT Overview ( ) (0: 1 5) 

HB (0:15 Min) 

09:30-09:45 

Break 

09:45-11:00 

Program Status ( 
1(19 

rind ate 0 

R&D(10)(: 

7)(:10) 

)(:20) 

9(:10) 

,(8)(:20) 

15) 

SN(lHr 0:15 Min) 

11:00-11:30 

jUpdate (:30) 

RT (0:30 Min) 

11:30 -Noon 



WC (0:30 Min) 

Noon - 13:00 

Lunch 

13:00-14:00 


Vendor (IHr) 

14:00-14:15 

Break 

14:15-15:15 


1 

Jpdates 

EJ(lHr) 

15:15-15:30 

Wrap Up / Questions (15:30 Depart) 

TTU 


CELLSITE-1701 







































AGENDA 



START -END 


9:00- 11:00am 


11:00- 11:15am 


11:15 -Noon 


WEDNESDAY JUNE 24™, 2009 


TOPIC 



PRESENTER 


Vendor (2:00 Hr) 


KT (0:45 Min) 


b3 

b7E 



CALEA Issues (Roamers) 
Calling System Overview 


Noon - 1 :00pm 


13:00- 14:00 


14:00- 14:15 


14:15-15:15 


15:15-15:30 



Legal / Policy / Guidelines 


Questions 


Legal / Policy / Guidelines 


Wrap Up / Questions (15:30 Depart) 


JK (1:00 Hr) 


JK (1:00 Hr) 





;iTE-170, 


























AGENDA 


• Day 3 


THURSDAY JUNE 25™, 2009 

START -END 

TOPIC 

PRESENTER 

09:00-09:45 


CL (0:45 Min) 

09:45-10:15 

CIDA^CMO Update 

CC (0:30 Min) 

10:15-10:30 

Schools / 10 Steps 

HB (0:15 Min) 

10:30-10:45 

TTU Requirements 

BK (0:1 5 Min) 

10:45-11:00 

Recognition 

BK (0:15 Min) 

11:00-12:00 

Wrap Up / Questions 

(1:00 Hr) 

12:00 

Depart for Hotel 
































Presentations available on TTUAVITT website 
Immediate Needs or Concerns?? 


CONTACT INFORMATION 


CELLSITE-17041 
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NOFORN 


I Tracking Technology Unit Overview 


//M 


The Tracking Technology Unit provides... 


b7E 


Research and Development 


Operational Support 


Liaison 


Program Management 


In support of 


24x7 field support 

• Technical Issues 

• Deployment of Personnel 

• Deployment of Equipment 


Budget Execution/Management 
Operator Training Programs 


b 
b7E 




J^ea^/NOFORN 




UJ073 











;^EGg^/NOFORN 
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b7E 


On-going, forward looking studies to identify advances In 


• Identify t echniques. 
support of 


Vendor A 


within 


in 


^EGR^/NOFORN 





‘^UJON 





ii^ei^T/NOFORN 








SE^^^NOFORN 


ns 


CELLSITE-17' 










|E©REt/NOFORN 








mUOTD oooo. 











S^ORE^^NOFORN 




CELLSIT 







CEli/OTCi 




DEPENDENCIES & COLLABORATION 


Dependencies: N/A 
Collaboration: N/A 


CUSTOMERS & REQUIREMENTS 


Customer/Users : Substantive FBI 
investigations. 


Requirements: 



To commence when funding 
available. 


b3 

b7E 



T/NOFORN 


CELLSITE-1716 
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^ECtljET/NOFORN 


CELLSITE-171 




DEPENDENCIES & COLLABORATION 


Dependencies: N/A 
Collaboration: N/A 


CUSTOMERS & REQUIREMENTS 






Further contractor effort to commence 
as soon as funding released. 


?0 

Q 

b3 

b7E 


MISSION IMPACTS & SUCCESSES 



CELLSITE-1720 


CELL/OTD 











^EgreIInoforn 


CELLSITE-1721 





sB©r|j/noforn 




CELLSITE-1722 




rocuremen 


PROJECT IDENTIFICATION 



CELLSITE-1723 


tEli/OTD 




^aa3. 



JES^T/NOFORN 


bl 

b3 

b7E 


N 

(> 

O 

o 

o 
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JESR^/NOFORN 
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S^SR^t/NOFORN 


bl 

,b3 




^£LL/0TD 000^2 




DEPENDENCIES & COLLABORATION 


Dependencies: N/A 
Collaboration: N/A 


CUSTOMERS & REQUIREMENTS 



SCHEDULE 


All procurements expected to be 
completed by Q2 2011 


b3 

b7E 



CELLSITE-1728 


CELi/OTD 00009 <6 









^^CI^/NOFORN 


bl 

b3 

b7E 

Q 

O 

o 


o 

o 






PROJECT IDENTIFICATION 


•la* 



CELLSITE-1731 




DEPENDENCIES & COLLABORATION 


Dependencies: N/A 
Collaboration: N/A 


CUSTOMERS & REQUIREMENTS 



SCHEDULE 


Estimate delivery completion Q1 2011. 


MISSION IMPACTS & SUCCESSES 



b3 
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o 

o 

o 

o 

o 


o 
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^5ECi?Cl 



I 


CELL/OTD 2 go; 000'”°'’ 




From: 
c , Sent: 
To: 

Subject: 


RE:)^//Nl| 


l(OTD) (FBI) 

ich 31,2010 11:46 AM 
](OTD1 (FBh 


OFORN 


HQ-1068430 


From: 

Sent: 

To: 

Subject: 


^(OTD) (FBI) 

veanesaav. March 31. 2010 9:16 AM 


RE: (Sf/NF)^ 


SECRET^FORN 
RECORD 26'8^Q-1 068430 


(^NF) can you get briefed o 

until after april. Then the conference 



then let me know. I'm pretty jam packed with schedules 


From: 

Sent: 

To: 

Subject; 


I (OTP) (FBI) 
EFsIjZOlO 9:10 AM 
rOTD) (FBI) 


SECRET//NOFORN 
RECORD 2BS-HQ-1 068430 


Thanks 


From: 

Sent: 

To: 

Subject: 


[OTP) (FBI) 

Tuesday, March 30, 2010 1:08 PM 


SEORCT/ZNOFORN 
RECORDl268-HQ-1 068430 


CELL/0 TD 
















To: 

Cc: 

Subject: 


leeting 


b3 


UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

NON-RECORD 







Subject: | p leating 


UNCLASSIFIED 

NON-RECORD 


Can you put on paoer-what vou were expla ining to me about the application fol 


khad 


b6 

b7C 

b7E 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


CELL/OTD 



25 


CELLSITE-1737 











CELL/0 T.D OOCn 3-Z 

SEcrk: 


32 


CELLSITE-1739 







Thank 


I 


From: 

KOTD) (FBI) 

Sent: 

ivionnay. .January il . ?ni f1 Q:4fi AM 

To: 


Subject: 



CdNHDENTl^ 

RECORD 


b6 

b7C 

b7E 


Got this fron£ 
Thanks J 


regarding some resuits from 


Do you have any idea what he's speaking of? 


From: 

Sent: 

To: 

Subject: 


IFBI) 

Wpf1npc;Hav. nprpmhpr Tn 9nn0 5;Q9 PM 


^eOfelFlDENTIAtr 

REeORtT34«4) 


b6 

b7C 

b7E 



From: 

Sent: 

To: 

Subject: 


k OTD) (FBI) 
Thursday. December 31. 2009 3 :21 AM 


eOMFIDENTIAL 


you were 


Great seeing you, and sorry for the deiay in answering this, i'ii confess.. .i'm not sure i remember whai 
speaking of. There were quite a few issues brought up and i'm not recaiiing this specificaiiy. Can you' give me a name? 


Thanks.. 


□ 


From: 

Sent: 

To: 

Subject: 


cel.l^Q 


0C30141 


b6 

b7C 

b7E 


FBI) 


hriday, uecember ll,'2nb9 1:04 A M 


41 


CELLSITE-1742 














SENSITIVE BUT UNCLASSIFIED 


CEti/OT0 


'0-GG "I 


61 


CELLSITE-1744 




■CEli/OTD 



62 


CELLSITE-1745 


























DRIVED FROM: Multiple SoUrces 
DEClASSIFY ON: 203409io7 
SECRET//NOFORN 7 


DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20340910 
SECRET//MOFORN / 


DERIVED FROM:/l 

declassifyoMF 

SECRETZ/NOFCiRl 


i/lultiple Sources 
20340910 


DERIVED F/ROM: Multiple Sources 
DECLASSIFY ON: 20340910 
SECRET/ZNOFO^ \ 


DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20340910 \ 
SECRETZZNOFO^ \ 




OOOi S3 


68 


CELLSITE-1749 


ALL T;i.:T:r:LL:::r 
BERLIN Li 

DATE. 09-17- A'O. i r ■ ■ 


OTP) (FBI) 














JOTD) (FBI) 

January 19, 2009 1:38 PM 


Equipment Deployment 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I recalled havinc 
did shipped toT" 
form. ^ 


a convers 


(our supply tech, a while ba ck and he did indicated at that time he 
I will consult withl land request him to look up the shipping 


From: | |[I=BI) 

Sent: Friday. January 09. 2009 2:4 9 PM 

To: 

Cc: FFBI) 

Subject: Kb: New wii i tquipmsnt t5eployment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hi|_ I Hope ' 

received any of the! 

received the repl^ 
a replacement foiT 


ilso, we sent back] Hast .qummfir that vni 

lent TTt J did send us some 

Any chance you could send us one? Thanks. 


ars. Regarding your equipment email, I don't think we ever b 6 
p please don't wait for us to return them before sending out the 
Hast summer that vnii were nninn tn renlaee, and we never , 


but we never received 


b7E 



|[OTD) (FBI) 


Subject: 



b6 

b7C 

b7E 


New Wm Equipment Deployment 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CELUVrO 


OOOZ3Z 


133 


CELLSITE-1754 








To: 

Cc: 

Subject: 


D / U 


b7E 


UNCLASSIFIED 

NON-RECORD 





UNCLASSIFIED 

NON-RECORD 



b6 

b7C 

b7E 



137 


CELLSITE-1756 



Sent: 

To: 

Subject: 


Wednesday. December 24. 2008 11:24 AM 


UNCLASSIFIED 

NON-RECORD 


For your info. 


From: 

Sent: 

To: 

Subject: 


I t FEn ~ 

Monday. December 15. 2008 9:31 AM 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 


I agree 


From: 

Sent: 

To: 

Subject: 


l(FBI) 

MnnHaw noromhor 1 1; Onng 7-/in AM 


UNCLASSIFIED 

NON-RECORD 


We should not give up oun 
operational. ^ 


frhis is not i 


l/Ve need to remain 


b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


I l (FBI)~ 

_ Friday. December 12. 2008 4:29 PM 


UNCLASSIFIED 

NON-RECORD 


FYI? 


From: 

Sent: 

To: 

Subject: 


I (FBI) 

Frirlav. Hprpmhpr 17 7nnR-4-99 PM 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 


To support this traininaf 


3 


cell/otd 


01TJZ3T 


CELLSITE-1757 





An EC should be coming out at some point but i wanted you guys to have a heads up. 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 





139 


CELLSITE-1758 


(OTD) (FBI) 

Tuesday. December 16. 2008 3:28 PM 


Training Schedule 


UNCLASSIFIED 

NON-RECORD 


is proposing the following dates fo« 



We will work on sending out invites and making necessary arrangements before year-end to ensure availability and 
commitments. 


UNCLASSIFIED 


CELL/OTD 


000Z41 







SENSITIVE BUT UNCLASSIFIED 


'^OOZ63 


164 


CELLSITE-1763 




(OTP) (FBI) 


HEREIN 13 ■J':.i-.:L:-.3 3!,: ,ii.- 
DME 09-14-2012 e r ■■ • 


From: 

Sent: 

To: 


Cc: 

Subject: 


(OTD) (CON) 


Thursday. March 9.C) POOfi 9:94 PM 


_b6 

b7C 

b7E 


Invitation to attend an advanced WITT training class at ERF 


UNCLASSIFIED 

NON-RECORD 


Hi Folks, 

Our group is putting together a training class next month, travel davs Sunday. April 6 and Friday. April 11. Topics will 
inniiidpi 


Good Stuffll I know everybody is busy and that snmp arp just nnminn nff the road and that coming 
to Quantico isn't tops for a training venue, but we would love to show yoi| please RSVP to me as soon 

as you can. It would be best to let me know by my cell number after this Friday, as i will be out of the office most of next 
week. Thanks.^ 


Retired FBI SSA. 

Tracking Technology Unit 
Federal Bureau o f Investigation 
■Office 
-Ceil 


b6 

b7C 

b3 

b7E 


UNCLASSIFIED 


CELL/OTD 06Q27Z 


173 


CELLSITE-1764 







CELLSITE-1765 





b6 

b7C 

b7E 


Cc: 

Subject: 


OTD) (FBI) 


Delegation of Authority and guidelines for use of WITT Equipment 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Greetings, 

In addition to the EC I forwarded to you yesterday, attached is a EC (with guidelines) delgating authority for use of WITT 
to UC level. 



r T 


CEU/OTD 


CELLSITE-1767 


Previously a SC had to approve. 

The guidelines establish the authority levels for various scenarios. This is as important if not more so that the delegation 
to the UC level instead of SC level. 



wittdeligationofauth 

ority.wpd 

Please forward to users and management as you deem appropriate. 


SENSITIVE BUT UNCLASSIFIED 


C£U/€7D 


Qoozrs 


179 


CELLSITE-1768 


Standard Operating Procedure (SOP) for Case Squads requesting 
Cell Phone Tracking assistance, including tracking under 
“Exigent Circumstances'' 



CELLSITE-1812 





Introduction to Tracking 

Equipment 



June 25, 2003 


CELLSITE-1819 


CELL/OTD 00036 



Overview 




CELLSITE-1821 


M 




CELL/OTD 



Equipment Terminology 


b3 

b7E 


000368 


Scenario and Function Flow 


I 


Equipment Functions are designed to address Mission Needs 








I uj 

CELL/OTD ” 000371 





CEU/OTD 000372 





CELL/OTD 000374 






CELLSITE-182^ 


CELL/OTD 000375 




CELLSITE-1830 


tEU/0T5 





StingRay 




CELL/OTD 



CEU/OTD 










Equipment 



CELL/OTD 000393 




other WITT Developments 










b3 

b6 

b7C 

b7E 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


CELiyOTD 


2 


iiAjj., 9 * 


CELLSITE-1893 


■! 





Enclosure 
amount of 


2 Statement of Work, FD-369 ?????? in the 
copy of Non- IT Waiver EC, Acquisition 







To: Finance From: Investigative Technology 

Re: 268-HQ-1068430, 05/28/2004 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


AT WASHINGTON. DC 


The Engineering Contra rt.s Unit is requested to approve 


funding in the amount of 


for the purchase of engineering 


services from Harris Corporation to support Task Q-002 
developments . 

Funding for this procureroent Ls—asiailable from Budget Item 

Subobject Classification 


CCi 


b3 

b6 

b7C 

b7E 


♦♦ 


CE,i 


0,00 4 - 51 


2 


Harris_FY04_Procurement . wpd 


CELLSITE-1895 




3. Estimated Cost; 

5. Distribution of Dollars: FY- 03 

FY- FY- 

FY- FY- 


4. Term of Contract: 



6. Subobiect Class/Buduet Item: 



. •m /a 


7. Market Research (state how performed & attach): Market survey conducted via internet research 
and contact/communication with multiple vendors 


Commercial Item: Ixl Yes D No Competitive: D Yes 1^ No 

If no to one or more above, explain: Reference Attached EC for Sole Source Justification 


8. Sources Considered: □ FBI Personnel 

□ 100% Small Bus. 

D Hubzone 

□ A-76 

9. If Information Technology: DlRM Review 

10. Type of Procurement: E Brand Name Only 

D Brand Name or Equal 

11. Contract Type: D BOA 

n Cost-Reimbursement 
1x1 Firm-Fixed Price 


n Other Government Personnel 
n 8a Set aside 
n Women-owned 


nH AIS Approval 

nH Commercial Item 
D Compatibility 


D Required Sources (FAR Part 8) 
n Disadvantaged (FAR Part 8) 

H Other Federal Contracts 


n IDIQ Contract 

□ (IFB) 

□ Incentive 


n Functional Specifications 
n Performance-Based Service Contract 

D Reimbursable Agreement 

□ rfp 

□ rfq 


IZl Firm-Fixed Price w/Economic Adj. D Letter Contract (DOJ Approval) Cl Time and Material 


12. Lease vs Purchase (if lease, analysis attached): No 


14. Inherently Government Fimction (justified): D Yes 0 No 


13. Environmentally Preferable Item: D Yes SNo 


15. Lead Time Required: 


To be filled in by Contracting Officer. 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCOZ(date) 

0004 






(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To : Finance 


Date: 04/12/2004 


Attn: 


Criminal Investigative 




T-ERF 



Approved By: 


Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 



Enclosure (s) 


SWii'l li || 


FD-369, 0155172 in the amount of 

quisition Plan and vendor price quotes 




Harris_FY04_Procurement . wpd 


lA- S9 





To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 04/12/2004 



CEIL/OTD 



To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 04/12/2004 


Sole Source Justification 



3 


Harris_FY04_Procurement . wpd 


CELL/OTD 


O O O 1899 



To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 04/12/2004 


Contract] 

from Budget Itemj^ 


is re quested. These items are available on GSA 
Funding for this procur ement is ava ilable 


Subobject Classifications 



Harris_FY04_Procurement . wpd 


CELi-/0TD 


CEU/OlO 


.000460 


CELLSlTE-1900 






To: Finance From: investigative Technology 

Re: 268-HQ-1068430, 04/12/2004 


Contract 


li.H rfim jp-RtR(i~ These items are available on GSA 

Funding for this procur ement is av ailable 


from Budget Iteir Subobject Classifications 



b3 

b7E 


b3 

b7E 


SOLE SOURCE JUSTIFICATION 



b3 

b7E 


Harris_FY04_Procurement . wpd 


(Ell/OID 


0.00461 




To:' Finance From: Investigative Technology 

Re: 268-HQ-1068430, 04/12/2004 


CONTINUATION OF EXISTING MAINTENANCE /SERVICE AGREEMENTS (MSA) 

The WITT has a continuing requirement for 

manufacturer-provided maintenance/service support £or| 


b3 

b7E 


b3 

b7E 


SOLE SOURCE JUSTIFICATION 



b3 

b7E 


eai/OTD 


.0004.62 


CELLSITE-1902 




To: Finance From: Investigative Technology 

Re: 268-HQ-1068430, 04/12/2004 


Funding for this procure ment is- ava ilable from Budget Item 
Subobject Classif icationf 


7 


Harris_FY04_Procurement . wpd 




b7E 


CELL/OTD 


CELLSITE- 19-03 



To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 04/12/2004 

LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


AT WASHINGTON. DC 

The Fnai-ne.cri na Contracts Unit -is rf^auP-Ktcd to procure 


b3 

b7E 


Set Lead 2 ; (Action) 


AT WASHINGTON. DC 

b3 

b7E 


Set Lead 3: (Info) 


CRIMINAL INVESTIGATIVE 


AT WASHINGTON. DC 


CC: 


For information only. 


QT-ERF 
QT-ERF (Enc) 
)T-ERF (Enc) 
QT-ERF (Enc) 
•QT-ERF (Enc) 


b6 

b7C 


♦♦ 


8 


Harris_FY04_Procurement . wpd 


CELl/OTD 


000464 


CELLSlTE-1904 




JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION 
IN ACCORDANCE WITH TITLE 41. U.S.C. 253 


(1) AGENCY AND THE CONTRACTING ACTIVITY & IDENTIFICATION OF DOCUMENT: 


Tn a rpcnrtngp tr> 


a requirement from the Wireless Intercept and Tracking Team (WITT), 

Investigative Technology Division (ITD), Federal Bureau of Investigation (FBI), the b3 

Engineering Contracts Unit (ECU) has prepared this Justification for other than full and onen comnetition for |3 7 g 

the renewal of a Maintenance and Service Agreement eMSAJ withl 


(2) NATURE AND/OR DESCRIPTION OF ACTION BEING APPROVED: 



(3) DESCRIPTION OF SUPPLIES AND SERVICES (INCLUDING THE ESTIMATED VALUE): 


The WITT has a continuing requirement for manufacturer provided maintenance and service, to 







(4) STATUTORY AUTHORITY PERMITTING OTHER THAN FULL AN OPEN COMPETITION: 

This contract action is authorized by 41 U.S.C. 253(c)(6), as set forth in the Federal Acquisition Regulation 
(FAR) 6.3 02-6. - don’t think this one is right! !! I! 1! !! !! 

????? not sure if this is right should it be 6.302-1(2), (ii),(i),(2) Only One Responsible Source and No Other 

Supplies or Services Will Satisfy Agency Requirements??? 

This acquisition is in acco rdance with the authority FAR 6.302 as only one responsible so urce, i.e. Harris 
Corporation, can support th( 


(2) When the supplies or services required by the agency are available from only one responsible source, or, 
for DoD, NASA and the Coast Guard, from only one or a limited number of responsible sources, and no other 
fypes of supplies or services will satisfy agency requirements, full and open competition need not be provided 
for; 

(ii) Supplies may be deemed to be available only from the original source in the case of a follow-on contract 
for the continued development or production of a major system or highly specialized equipment, including 
major components thereof, when it is likely that the award to any other source would result in - (A) substantial 
duplication of cost to the Government that is not expected to be recovered through competition. 

(i) unique supplies or services available from only one source or only one supplier with unique 
capabilities; 


b3 

b7E 


(2) The existence of limited rights in data, patent rights, copyrights, or secret processes; 


(5) DEMONSTRATION THAT THE NATURE OF THE ACQUISITION JUSTIFIES THE USE OF 
THE AUTHORITY CITED. 

??? this section dealt with non-advertising. . . .not sure what you want here :o( 


(6) EFFORTS MADE TO ENSURE OFFERS ARE SOLICITED FROM AS MANY POTENTIAL 

SOURCES AS PRACTICABLE, INCLUDING COMPLIANCE WITH SUBPART 5.2 AND, IF 
NOT WHICH EXCEPTION UNDER 5.202 APPLIES: 

This procurement was advertised in the FEDBIZOPS Not sure what you want in here? 


(7) DETERMINATION THAT THE ANTICIPATED COST TO THE GOVERNMENT WILL BE 
FAIR AND REASONABLE: 



CELLSITE-1908 



A cost analysis will be performed as part of the evaluation process which will ensure that the 
government will pay a fair and reasonable price for the maintenance, services and upgrades. 

(8) MARKET SURVEY 


WITT has dete: 
limit competition to thi 




ined that based on the existing need of the FBI it is in the best interest of the FBI to 

icknowledges t hat other 
pimilar to 


vendors may possess comparable levels of general 
that required to perform the necessary maintenance, services and upgrades required as part of this 
procurement. However. 



b3 

b7E 


WITT conducts ongoing, extensive market research by speaking with employees in 
telecommunication roles from other law enforcement and intelligence agencies, and by attending technical 
rheetings and conferences in an attempt to gather facts regarding mainte nance, .service and upgrade the 


systems and equipment. Based on the above it has been determined thal 
viable source capable of meeting the minimum requirements of this acquisition. 


IS the only 


(9) ANY OTHER FACTORS SUPPORTING THE USE OF OTHER THAN FULL AND 

OPEN COMPETITION: 


Th« 

Requiring support under t 

1ft cnntinii 

ation 

components in the FBI’s 


b7E 

of the requested Maintenance and Service Agreement (MSA) are vital 





( 10 ) 


LISTING OF SOURCES, IF ANY, THAT EXPRESSED, IN WRITING, AN INTEREST IN 
THE ACQUISITION: 


CELLy'-OTD 


CELLSITE-1909 





This requirement was advertised in the FedBizOps as required by Part 5 of the Federal Acquisition 
Regulation (FAR) and received no sources expressed interest 


(11) A STATEMENT OF ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED: 


Thf 


will continue to monitor the market, the 


telecommunications community and industry, both public and private, as well as other government agencies, 
both intelligence and law enforcement, in an effort to d etermine if any other vendors possess the technic al 
capabilities required to provide maintenance and service 


As the Contracting Officer's Technical Representative, (COTR) of record, I hereby certify to 
the best of my knowledge that all information contained herein is accurate and complete. 


b7E 


COTR 

Investigative Technology Division 


Date 


As the Contract Officer of record, I hereby certify that to the best of my knowledge and belief, all information 
contained in this justification is accurate and complete. 


I Date 

Contract Specialist 
Engineering Contracts Unit 

b6 

b7C 

Reviewed By: 


Date. 

Unit Chief 

Engineering Contracts Unit 
Reviewed By: 


Office of the Chief Contracting Officer 
Reviewed By: 

Office of General Counsel b 6 

b7C 


Approved By: 


Date 


Date 


I Date 

Competition Advocate 


CELL/OTD 


CELLSITE-1910 



JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION 
IN ACCORDANCE WITH TITLE 41. U.S.C. 253 fc¥6I 


(1) AGENCY AND THE CONTRACTING ACTIVITY & IDENTIFICATION OF DOCUMENT: 


Tn a resnnnsft tn 


a requirement from the Wireless Intercept and Tracking Team (WITT), 


[ 


Investigative Technology Division (ITD), Federal Bureau of Investigation (FBI), the 

Engineering Contracts Unit (ECU) has prepared this Justification for other than full and open competition for^the 
renewal of a Maintenance and Service Agreement (MSA)| 


7 


b3 

b7E 


(2) NATURE AND/OR DESCRIPTION OF ACTION BEING APPROVED: 


The WITT has a requirement for the renewal of a Maintenance and Service Agreement (MSA) for the 
acquisition of| | 


b3 

b7D 


(3) DESCRIPTION OF SUPPLIES AND SERVICES (INCLUDING THE ESTIMATED VALUE): 


The WITT has a continuing requirement for manufacturer provided maintenance and service, to include 



b3 

b7E 


(4) STATUTORY AUTHORITY PERMITTING OTHER THAN FULL AN OPEN COMPETI-gglg^j ^ ^ 


CELL/OID 


O n n -rr -t 



This contract action is authorized by 41 U.S.C. 253(c)(6), as set forth in the Federal Acquisition Regulation (FAR) 
6.302-6. - don’t think this one is right! !!!!!!!!!! 


????? not sure if this is right should it be 6.302-1(2), (ii),(i),(2) Only One Responsible Source and No Other 

Supplies or Services Will Satisfy Agency Requirements??? 


This acquisition is in acco rdance with the authority FAR 6.302 as only one responsible souf ce. i.e. Harris 
Corporation, can support th« 


(2) When the supplies or services required by the agency are available from only one responsible source, or, for 
DoD, NASA and the Coast Guard, from only one or a limited number of responsible sources, and no other types 
of supplies or services will satisfy agency requirements, full and open competition need not be provided for; 


b3 

b7E 


(ii) Supplies may be deemed to be available only from the original source in the case of a follow-on contract for 
the continued development or production of a major system or highly specialized equipment, including major 
components thereof, when it is likely that the award to any other source would result in - (A) substantial 
duplication of cost to the Government that is not expected to be recovered through competition. 


(i) unique supplies or services available from only one source or only one supplier with unique 
capabilities; 


(2) The existence of limited rights in data, patent rights, copyrights, or secret processes; 


(5) DEMONSTRATION THAT THE NATURE OF THE ACQUISITION JUSTIFIES THE USE OF 
THE AUTHORITY CITED. 


??? this section dealt with non-advertising. . ..not sure what you want here :o( 


(6) EFFORTS MADE TO ENSURE OFFERS ARE SOLICITED FROM AS MANY POTENTIAL 
SOURCES AS PRACTICABLE, INCLUDING COMPLIANCE WITH SUBPART 5.2 AND, IF 
NOT WHICH EXCEPTION UNDER 5.202 APPLIES: 

This procurement was advertised in the FEDBIZOPS Not sure what you want in here? 


(7) DETERMINATION THAT THE ANTICIPATED COST TO THE GOVERNMENT WILL BE 
FAIR AND REASONABLE: 

A cost analysis will be performed as part of the evaluation process which will ensure that the government 
will pay a fair and reasonable price for the maintenance, services and upgrades. CELLSITE 1912 

CEIL/OTO 0004 ?2 



(8) MARKET SURVEY 


competition to the 

acknowledges that other vendors 

may possess comparable levels of general 

pimilar to that 

required to nerform the necessarv maintenance, services and unerades reauired as nart of th: 

IS nrocurement 

However, 1 

1 1 
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WITT conducts ongoing, extensive market research by speaking with employees in telecommunication 
roles from other law enforcement and intelligence agencies, and by attending technical meetings and conferences 
in an attempt to gather facts rfigarrling maintpnanr.p cp.rvirp. and upgrarlp the systems and equipment. Based on 
the above it has been determined that is the only viable source capable of meeting the 


minimum requirements of this acquisition. 


(9) ANY OTHER FACTORS SUPPORTING THE USE OF OTHER THAN FULL AND 

OPEN COMPETITION: 


Th -equiring support undei^the continuation o 

the reouestea iviaintenance ana service Agreement i ivina i are viral cnmnnnents in |he FBI’s 
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t 

> 


(10) LISTING OF SOURCES, IF ANY, THAT EXPRESSED, IN WRITING, AN INTEREST IN ^ 

THE ACQUISITION: Q 


This requirement was advertised in the FedBizOps as required by Part 5 of the Federal Acquisition 
Regulation (FAR) and received no sources expressed interest 




(11) A STATEMENT OF ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR^ 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 



ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED: 


will continue to monitor the market, the 
telecorhmumcanons community ana inaustry, oom puonc arid private, as well as other government agencies, both 
intelligence and law enforcement, in an effor t to determine if anv other vendors possess th^ technical capabilities 
required to provide maintenance and service 


As the Contracting Officer's Technical Representative, (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is accurate and complete. 
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COTR 


Date 


Investigative Technology Division 

As the Contract Officer of record, I hereby certify that to the best of my knowledge and belief, all information 
contained in this justification is accurate and complete. 


Contract Specialist 
Engineering Contracts Unit 

Reviewed By: 


Unit Chief 

Engineering Contracts Unit 
Reviewed By: 


Office of the Chief Contracting Officer 
Reviewed By: 

Office of General Counsel 
Approved By: 


COmpStltldn Advocate 


Date 


Date. 


Date 


Date 


Date 
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3. Estimated Cost: 


t. Term of Contract: 


5. Distribution of Dollars: FY- Q^ [ 

FY- FY- 

FY- FY- 


]6. Subobject Class/Budget Item:^ 

Product or Service Code: 


7. Market Research (state how performed & attach): Market survey conducted via internet research 
and contact/communication with multiple vendors 


Commercial Item: 0 Yes D No Competitive: D Yes S No 

Ifno to one or more above, explain: Reference Attached EC for Sole Source Justifications 


8. Soiurces Considered: □ FBI Personnel 

□ 100% Small Bus. 
D Hubzone 

□ A-76 


D Other Government Personnel 
D 8a Set aside 
D Women-owned 


□ Required Soinces (FAR Part 8) 
D Disadvantaged (FAR Part 8) 

Ixl Other Federal Contracts 


9. If Information Technology: DlRM Review 

10. Type of Procurement: Brand Name Only 

n Brand Name or Equal 

11. Contract Type: D BOA 

n Cost-Reimbursement 
[3 Firm-Fbced Price 


CH AIS Approval 

n Commercial Item 
n Compatibility 

IZI IDIQ Contract 

□ (IFB) 

□ Incentive 


nH Fractional Specifications 
n Performance-Based Service Contract 

O Reimbursable Agreement 

□ rfp 

□ rfq 


n Firm-Fixed Price w/Economic Adj. D Letter Contract (DOJ Approval) D Time and Material 


12. Lease vs Purchase (if lease, analysis attached): No 

14. Inherently Government Fraction (justified): D Yes S No 


13. Environmentally Preferable Item: D Yes 1^ No 


15. Lead Time Required: 


To be filled in by Contracting Officer. 


Technical StaffMember/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


CEIL/OTd 


00.0475 
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•C£Ll/^tD 


QQD496 


Page 1 OF 2 _ 


JULIAN DATE 
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Contract Specialist: 

Date Received: 

PPMS Approval: 

Purchase Order# 




SUBOBJECT 


UNIT 


QTY. 

CLASS 

Bl# 

PRICE 

TOTAL 
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ACQUISITION PLAN 


FEDERAL BUREAU OF INVESTIGATION 


1. Unit/Section/Divisioq 


2. 

nftsorintinn of Rfimiirpmf>nf To reouest orocurement of 








3. 

5. 


Estimated Cost: (Reg?????? )[ 


Distributi 


FY- 04 

PY-05 


)fY- 06 

FY-^ 


) FY- 0 8 


4. 

6. 


Term of Contract: 


Subobject Class/Budget Item 
Product or Service Code: 


7. Market Research (state how performed & attach): Reference Attached EC for Sole Source 
Justification 


Commercial Item: S Yes D No Competitive: D Yes S No 

If no to one or more above, explain: Reference Attached EC for Sole Source Justification 


8. Sources Considered: □ FBI Personnel 

n Other Government Personnel 


n Required Sources (FAR Part 8) 

□ 100% Small Bus. 

D 8a Set aside 


D Disadvantaged (FAR Part 8) 

□ Hubzone 

□ Women-owned 


[3 Other Federal Contracts 

□ A-76 




9. If Information Technology: DlRM Review 

D AIS Approval 



10. Type of Procurement: 0 Brand Name Only 

n Commercial Item 

□ 

Functional Specifications 

n Brand Name or Equal 

13 Compatibility 

□ 

Performance-Based Service Contract 

11. Contract Type: D BOA 

n IDIQ Contract 


D Reimbursable Agreement 

n Cost-Reimbursement 

□ (IFB) 


□ rfp 

13 Firm-Fixed Price 

CH Incentive 


□ rfq 

n Firm-Fixed Price w/Economic Adj . D Letter Contract (DOJ Approval) 

n Time and Material 


12. Lease vs Purchase (if lease, analysis attached): No 13. Environmentally Preferable Item: D Yes SNo 

14. Inherently Government Function (justified): D Yes 0 No 

15. Lead Time Required: To be filled in by Contracting Officer. 


Approval: ^ 

Technical Staff Member/(date) Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 
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ALL 

HEREIN 13 "TT 
DATE 09-20-;-3L3 IV 


STATEMENT OF WORK 


1 INTRODUCTION 


2 OBJECTIVE 

TMs Statement of Work defines the Engineering Services required to support the 
customer’s mission. The goal of this Engineering Services Contract (ESC) is to have an 
established contract vehicl e for the development o J ~kvstems. 

Develonments will involvd 

If riecessarvi 


3 TASK DESCRIPTION 

After the award of the contract, the customer will provide task assignments in writing to 
the contractor. The contractor will submit, in writing, a best estimate for the technical approach, 
cost, and amount of time needed to perform the task as well as a description of the task 
milestones and deliverables. Written approval from the customer’s Contracting Officer (CO) 
■will be required before the contractor will be authorized to proceed ■with the task order. The 
price quote for each task order shall include all items to be procured by the contractor for use in 
the task assignment. 


b7E 


4 SCOPE 

The contractor shall, on a task assignment basis, provide the following: 


b7E 




0G04- 
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5 REQUIREMENTS 

Once a contract is established, the following events will occur on a task assignment basis: 

• Task Assignment: The customer (i.e. Contracting Officer/CO) will provide a task 
assignment in writing to the contractor. The contractor will submit, in writing, a 
best estimate for the technical approach, cost, and amount of time needed to 
perform the task as well as a description of the task milestones and deliverables. 
Written approval from the CO will be required before the contractor will be 
authorized to proceed with the task order. The price quote for each task order 
shall include all items to be procured by the contractor for use in the task 
assignment. 

• Technical Review Meetings: The contractor shall conduct technical review 
meeting(s) (conference call/briefings) to give the customer a technical description 
of the proposed effort. Meeting(s) will also be conducted to provide the customer 
with an on going status of the task effort. Meeting schedules and locations will be 
determined at a later date. 

• Acceptance Testing: Once a demonstration device is constructed for a task, the 
contractor shall conduct an Acceptance Test to demonstrate compliance with 
technical requirements. The customer, or customer representative, shall 
participate and witness the Acceptance Test. Within thirty days of the completion 
of the Acceptance Test, the customer shall provide written description of the 
device's technical deficiencies to the contractor. 

• Product Delivery: Once the contractor has demonstrated that the developed 
product (device, system, or study) complies with the customer’s requirements, the 
contractor shall deliver the product to the customer in the quantity specified in the 
task assignment. 

6 Security 

The work described in this Statement of Work is considered sensitive. Release of any 
information related to this work is prohibited without prior written consent from the customer. 


. .'..■/•■Hi 


(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 


Subject: 


}0GC) (FBI) 

Wpfinpsfiau Dntnhpr 9fin7 AM 



RE: Cellular Telephone Tracking in Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 


See answers embedded below. 
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PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC 
APPROVAL 

I I 

Offi ce oflnt esritv and Compliance 

JE fi I 

Tel\ 

Fax 

MobilA I 


— Original Message — 

From: |(WF) (FBI) 

Sent: Friday. October 26. 2007 12:44 AM 

To: 

Cc: 

Subject: RE: Cellular Telephone Tracking in Exigent Circumstances 


b6 
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UNCLASSIFIED 

NON-RECORD 







2702 emergency 
disclosure EC 2... 


And sample exigent letter. 



2702ltr revised 

20070829wpd.wp. . . b 5 

b7E 


Thanks for all the help and guidance, 


— Original Message — 

From: | |(OGC) (FBI) 

Sent: I uesdav. UcfoEer 23. 2007 2:36 PM 

To: 

Cc: 

Subject: Kt: ceiiuiar i eiepnone i racKing in txigent circumstances 

Importance: High 

UNCLASSIFIED 

NON-RECORD 
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« File: September 2007 Tech Tool (Exigent Circumstanced k0071023.wpd » 






Set^ 

ToiF 

Cc: 


Thursday, nrtnhsr 1 1 . 7007 PM 


Subject: 


Cellular Telephone Tracking in Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 


Hellc | I 

If you have a moment would you please review the attached one page document? Our office anJ 
always seem to have trouble in dealing with Exigent Circumstance matters. Any suggestions or clariTications 
would be appreciated. 


b6 

b7C 

b7E 


Thanks, 


« File: September 2007 Tech Tool (Exigent Circumstances).wpd » 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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DRAFT August 29, 2007 




CELLSITE-1932 


FEDERAL BUREAU OF INVESTIGATION 


(Rev. 01-31-2003) 


Precedence : ROUTINE 


Date: 09/14/2007 


To: All Divisions 


Attn: ADIC/SAC 

CDC 


From: Office of the General Counsel 

Science a nd Technology Law Unit 

Contact : 

Approved By: Pistole John S 

Caproni Valerie E 

Drafted By: 

Case ID #: 333-HQ-A1562641 

Title: EMERGENCY DISCLOSURE OF RECORDS OR STORED CONTENTS OF 

COMMUNICATIONS; 18 U.S.C. 2702 

Synopsis: Provides updated guidance and additional clarification 

regarding emergency disclosures pursuant to 18 U.S.C. § 2702. 
Provides a revised sample letter for use to request disclosure 
from providers of records or stored contents in exigent 
circumstances . 

Reference: 319X-HQ-A1487720-OGC Serial 332 

Administrative: This is a privileged FBI attorney communication; 

do not circulate outside of the FBI without the permission of the 
Office of the General Counsel (OGC) . This document contains 
footnotes, please download into WordPerfect to read. 


Enclosure (s) 
Disclosure . 

Details ^ 


Updated Sample Request Letter for Emergency 




To: All Divisions From: Office of the General Counsel 

Re: 333-HQ-A1562641, 09/14/2007 


LEAD(s) : 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 
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UNCLASSIFIED 

NON-RECORD 
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IVPD 


See att ached EC 
primary responsibility foi[ 


referred to at th e I [ Conference. The EC cleai jh/ <stat ps that ! I have 


accountability). As you see, the EC went to CDCsT 


Should remain in the custody of the (inventory 


It was not addressed to the 


SACs, ASACs or even the Criminal SSAs. Questions/concerns should be directed to UC| 


Thanks for the info re the WITT EC,[ 


copy 1 erroneously assumed that it had not gone out. 


b3 
b6 
b7C 

had requested a copy when it was approved and when we did not receive a 7 g 
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•’"X'" -A- 


4 


CELLSITE-15350 



k 


KOTD) (FBI) 


ALL INFCEM--, ;,i;. 

HEREIN II' -i-r I 

2PT.I Cr-:.-:::; ;:l' 7 ::v 


From: 

Sent: 

To: 

Cc: 

Subject: 


llTB) 


(FBI) 


Monday, November 05, 2007 9:41 AM 
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RE 


in Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 


Thanks again for the assistance and guidance. 
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— Original 

From: 

Sent: 

To: 

Cc: 

' Subject: 


jft.ssflnp.T- 


_(OGC) (FBI) • 

Wednesday. October 31. 2007 9:48 AM 




in Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 
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See answers embedded below. 

I I As evident from the below questions, there is still a need to get policy guidance out to the field on 

requesting disclosure of information from providers in exigent circumstances under 1 8 USC 2702. That was the 
objective of the draft EC on voluntary disclosure under exigent circumstances. What is the status of that EC-attached 
below. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC 
APPROVAL 


Ojfice of Integrity and Compliance 
JEH 7646 
Tel: 

Fax 

Mobil e I .,.,j 
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Thanks for all the help and guidance, 



UNCLASSIFIED 

NON-RECORD 
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« File: September 200 



[(Exigent Circumstances I | 20071023.wpd 


Gi TO 


1^.0 13 -S 3^4- 
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— Original Mess age — 

From: I 

Sent: TTiursdav. October 11. 2007 3:07 PM 

To: 

Cc: 

Subject: 


in Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 


Hello | I 

If vQ u have a moment would you please review the attached one page document? Our office and 
b lways seem to have trouble in dealing with Exigent Circumstance matters. Any suggestions or 
clarifications wouid be appreciated. 


b3 

b6 

b7C 

b7E 


Thanks, 


« Fiie: September 2007 


(Exigent Circumstances).wpd » 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 
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ALi iiiFi:.-.-.:: 

HEREIN IS 

DATE 09-2J-20J;;’ - - • 








1 
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Please see important email below from WITT. 


— Original Me ssage — 

From: I f OTD'l (FBI) 

Sent: Monday, November 05, 2007 3:22 PM 

To: 

Cc: 


Subject: Yet Another WITT Technical Operations Alert 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Wireless Intercept and Tracking Team Alert: 

(1) Harris Corporation! I 

KtinoRavl I 

jWITT is currently 


b3 

b6 

b7C 

b7E 


— Original Message — 

From: j |OTD) (CON) 

Sent: l hursdav. October 2572007 2:21 PM 

To: 

Cc: 

Subject: FW: WITT Technical Operations Alert 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 


Hi 

would you 


please pass the following information on to each field officq 


is that is all we can do): 



Thanks 


Consultant 


.5 
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Retired FBI SSA, 1984-2006 
Tracking Technoiogy Unit 
Federal Bureau 9 f Investigation 
Office 
Celi 
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b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


C' e: 


‘•■'It'" rfMiv 
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•it 


(OTP) (FBI) 


M.L INFCKia.Virt; : 

HEREIN IS 

DATE 09-24-2012 IV -ril'E IM:. S:': 


From: I I 

Sent: T uesdav. November 06. 2007 1 1 ;09 AM 

To: I I 

Subject: FW: Yet Another WITT Technical Operations Alert 


SENSITIVE BUT UNCLASSIFIED 

NON-RECORD b3 

b6 

b7C 

b7E 

Original — 

From: I b JD^ (CON) 

Sent: Tuesday, November 06, 2007 7:22 AM 

To: 

Cc: 


Subject: FW: Yet Another WITT Technical Operations Alert 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


All, 

Please see important email below from WITT. 


— Original Message- 

From: 

Sent: 

To: 

Cc: 


Subject: 


PTD) (FBI) 
i''ionaay, iNOvember 05, 2007 3:22 PM 


Yet Another WITT Technical Operations Alert 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 
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Wireless Intercept and Tracking Team Alert: 


( 1 ) Harris Corooratiorl 

I 

I 


I 


i Ka/itti I 


— Original Message — 

From: |(OTD) (CON) 

Sent: Thursday, October 25, 2007 2:21 PM 

To: 

Cc: 

Subject: FW: WITT Technical Operations Alert 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 





y 


1 


CELLSITE- 15367 




Hi n I 

Would you please pass the following information on to each 


is that is all we can 


do): 


Wireless Intercept and Tracking Team Alerts: 



b7E 


Thanks 


Consultant 

.Retired FBI SSA, 1984-2006 
Tracking Technoiogy Unit 
Federal Bureau of Investigation 
I- Office 
-Celi 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


i 


•--‘■•.o Trs 


3-,00542 


2 


CELLSITE- 15368 






ALL iNFCKLLi : : i" : I 1 1 

HERLIN 13 LPL'lLiil: liJ 

DATE 10-01-2012 BY ; 







Previously a SC had to approve. 

The guidelines establish the authority levels for various scenarios. This is as important if not more so that the delegation 
to the UC level instead of SC level. 



wittdeligationofauth 

ority.wpd 

Please forward to users and management as you deem appropriate. 


SENSITIVE BUT UNCLASSIFIED 


ii:r' 


L- 


I 


if...?' 


4 


CELLSITE- 15372 




(Rev. 01-31-2003) 


Mi IN 
HEREIN 
:. A T E 3 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


To: Operational Technology 


Date: 06/18/2007 

Attn: SC Anthonv P. DiClemente 

ucl 1 


From: Op erational Technology Division, 

Tracking Technology Unit ( TTU) 
Contact : UC 

Approved By: AD Thomas Marcus C 

SC DiClemente Anthony P 
UC I 1 


Drafted By: | | 

Case ID #: 268-HQ-1068430 (Pending) 

Title: WIRELESS INTERCEPT TRACKING TEAM (WITT) ; 

DELEGATION OF AUTHORITY 

Synopsis: To document the de legation of authority to approve the 

- Wireless Intercept Tracking Team 

(WITT) " from the Operational Technology Division fOTD) , 

Section Chief 

(SC) t o the Unit Chief (UC) , Tracking Technology Unit (TTU) , 



In an effort to streamline both routine and after hours 
approval of exigent WITT operations, lend further clarity to 
authority leve ls . and enhance documentation for WITT endeavors in 

the required FBIHQ approval has been delegated 

from SC, I f to the UC, | | with responsibility for the WIT T 

Program. The UC for WITT Proaram will insure tha ' ' 



I status prior to 

approval. The requesting division will be responsible for 


C E i. L-. / q T 0 OQO-B .4- T 









To: Operational Technology From: Operational Technology 

Re: 268-HQ-1068430, 06/18/2007 


documenting the request to OTD in an EC. The OTD will document 
its decision as well as any resulting action in an' EC. In 
accordance with the above, the TTU Chief will be responsible for 
adhering to and applying the below MIOG provisions as well as the 
legal authorities as identified below in reviewing and approving 



2 


L... i,.„ O T 


:3i C3 


■I® 
















To: Operational Technology From: Operational Technology 

Re: 268-HQ-1068430, 06/18/2007 


The MIOG policy for | | doesn't specify the form by 

which the HQ approval must be obtained; it requires that it be 
obtained and states only that the enumerated information "is to 
be provided by appropriate communication. . . " So, verbally, 
telephonically, by email, etc.. ..would arguably satisfy the 
policy, the concern should be with documenting approval so as 
to be able to demonstrate compliance. 


Below is a summary outline of the legal authorities: 


WITT 


AUTHORITIES 


A. FEDERAL CASE 


1. Federal Court Order: 

i . Pen Reqister/Trap & Trace (18 USC 3121 et 
sea. ) 

1 . WITT equipment functions as a Pen Register 
device as that is defined in 18 U.S.C. 3127 
because | | 


7 


.*i*ntM* U, 


b3 

b7E 


CELLSITE-15379 



Operational Technology From: Operational Technology 

268-HQ-1068430, 06/18/2007 


Accordingly, authorization pursuant t o the 
PR/TT statute is required to use WITT | 

2 . The same Pen Reaister/Trap and Trace Order 


I I WITT I |. DO J has 

recommended that for WITT authorization, the 
below items be addressed. 

3 . Operative PR/TT Lanauaae : 


Search Warrant to 


1. Rule 41 & 28 U. S.C. 1651 ( a) -All Writs Act 
When WITtI lis used to I I 


CiS 'T E> .C3 £3 O 






To: Operational Technology From: Operational Technology 

Re: 268-HQ-1068430, 06/18/2007 


LEAD(s) : 

Set Lead 1: (Action) 

OPERATIONAL TECHNOLOGY 

AT OUANTICO. VIRGINIA 

Rev iew an d if appropriate approve delegation of authority 
from OTP . I I Section Chief level to Unit Chief, Program 
Manager, WITT operations. 


♦♦ 



■o "T' c;> 


o o o "S Si 




13 


b3 

b7E 


CELLSITE- 15385 



From: 

Sent: 

To: 

Subject: 



Thursday, November 29, 2007 10:08 AM 
I I ^QTDI (FBI) 


FW: W|TT Stuff 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



b3 

b6 

b7C 

b7E 




SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 





1 


CELLSIT'E-15386 







CELLSITE- 15387 

























From: 

Sent: 

To: 


Cc: 

Subject: 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


My comments and concerns are noted in red. 
Thanks, 


□ 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 



Please review content re Wl 



isks and provide constructive feedback. 



b3 

b6 

b7C 

b7E 


b6 

b7C 

b7E 


1 


CELLSITE-15392 



Subject; | jssues summary 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks for taking the time to get together on Monda y and review potential area of compliance risk relative to the 


I've put together a summary of my notes and a little extra stuff in an attempt to describe these issues. I have included 
a couple of brackets requesting additional input and would appreciate if you would rank these issues in terms of 
priority or significance of risk. I welcome all comments. 

« Fil^ I risk issues 20071 203. wpd » b3 

b6 

I need to produce a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you could provide prior to Y)ir 
that date would be much appreciated. 

b7E 


Office of Integrity and Compliance 

JEH7646 

Tel:\ 

Fax I 

MobilJl I 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 





2 


CELLSITE-15393 




From: | [OGC) (FBI) 


Sent: 

Tuesday 

December 11, 2007 2:30 PM 

To: 

1 

fOTDI fFBh 

Subject: 

RE: 

issues summary 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC 


APPROVAL 



SENSITIVE BUT UNCLASSIFIED b7E 

NON-RECORD 


My comments and concerns are noted in red. 
Thanks, 

□ 


— Original 

From: 

Sent: 

To: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

mmn 



CELLSITE-15399 





Please review content re WITT 


risks and provide constructive feedback. 


Piease review | | discussion and provide any additional input/clarification as needed. 

^ b3 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Cc: 

Subject: 


|(OGC) (FBI) 

Wednesday, December 05, 2007 3:28 PM 


lissues summary 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks for taking the time to get together on Mon 




y and review potential area of compliance 


risk reiative to the 


I've put together a summary of my notes and a little extra stuff in an attempt to describe these issues, i have included 
a couple of brackets requesting additional input and wouid appreciate if you wouid rank these issues in terms of 
priority or significance of risk. I welcome all comments. 

« File:| [risk issues 20071203.wpd » 


b3 

b6 

b7C 

b7E 


I need to produce a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you couid provide prior to 
that date would be much appreciated. 


I I 

Office of Integrity and Compliance 
JEHJM6- 
Tel: 

Fax 
Mobile\ 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


CEL|_/5Qj0 


2 


CELLSITE- 15400 




SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


ooosr? 


3 


CELLSITE-15401 





SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks r I 


b3 

b5 

b6 

b7C 

b7E 


BTW; I wa s probably the source of that "nebulous verbal policy" but in defense it was provided in the best interest of 
the aaentsF 





1 


CELLSITE-15402 








SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

My comments and concerns are noted in red. 
Thanks, 


b3 

b6 

b7C 

b7E 


« FiH 

— Ori ginal Message — 

From; | | 

Sent: Thursday. December 06. 2007 ^40 PM 

To: I 

Subject: hw:| lissues summary 


Comments on | [ risk issues 20071 203. wpd 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Please review content re Wl 



risks and provide constructive feedback. 


b3 

b6 

b7C 

b7E 


□□ 

Please review I I discussion and provide any additional input/clarificatipn as needed. P | 





CELLSITE-15403 





From: 

Sent: 

To: 

Cc: 


]0GC) (FBI) 





issues summary 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks for taking the time to get together on Monday a nd review potential area of compliance risk relative to the 


I've put together a summary of my notes and a little extra stuff in an attempt to describe these issues. I have 
included a couple of brackets requesting additional input and would appreciate if you would rank these issues in 
termsof priority or significance of risk. I welcome all comments. 

« File: | [ risk issues 20071 203jwpd » 

I need to produce a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you could provide prior 
to that date would be much appreciated. 


Office of Integrity and Compliance ■ 

JE H7646 

Tel:\ 

Fax 

Mobil d I 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 



b3 

b6 

b7C 

b7E 


3 


CELLSITE- 15404 



(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


j: 


OTD) (CON) 

Friday, January 18, 2005 6:24 PM 


-REl 


J 


]0TD) (FBI) 


]OTD) (FBI) 



UNCLASSIFIED 

NON-RECORD 


1 1 


b3 


This isl 

lis the second phase of the lit carT“ 

1 b^ 


hLthfi-StingRay. If you need one right away,^ 

|is back in the office next Tuesday and O / 

he can request a 

ptingRay box. 

b7E 


Consultant 


Retired FBI SSA, 1984-2006 
Tracking Technology Unit 
Federal Bureau p f Investigation 
Office 
Cell 


From: I I 

Sent: Wednesday, January 16, 2008 10:41 AM 

To: I KOTDUCON) 

Cc: ^ I 

Subject: I 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


HeyQ 


1 knovJ is out of town so 1 thought 1 might ask vou Doesl |(Flarris'| 

currently work on thd 



wanted to determine where we stanc 

with this mission. Do we have any other etc. that works well 

fo 



Thanks, 


UNCLASSIFIED 


UNCLASSIFIED 



. 06055 ^ 

1 


CELLSITE-15405 






lOTD) (FBI) 

Tuesday, January 29. 2008 11:31 AM 


UNCLASSIFIED 

NON-RECORD 


See answer below. I copied eyeryone shown s o that the information is shared. I also reau estedi [o send us an 
adyanced copy of th e Powe rPoint slides for the | | in Marcn 24-28. 1 will also take 

your request to haye | [ prepared a cheat sheet (quick user guide) for the system operations. 


From: 

Sent: 

To: 

Cc: 

Subject: 


1 

Wednesday. January 16. ?.00S PM 


UNCLASSIFIED 

NON-RECORD 


r 


1 


Helloj 

There is a very remote possibility of needing to do some 
questions for you: 


in the near future so 1 have a few 





5. If you have any time next week, I would like to get together and play with the or 

what ever we did purchase? 

Per our conversation, your b usy sc hedule would not pe rmit much t ime for you to play with the system. We will prepare 
and ship the entire system to | [ for preparation of the | | 

Thanks, 


UNCLASSIFIED 


UNCLASSIFIED 




2 


CELLSITE-15407 




UNCLASSIFIED 

NON-RECORD 




We've had some success with in the very recent past. I'd like to throw some notes for you to share if 

needed with your folks. 


b3 

b6 

b7C 

b7E 






From: 

Sent: 

To: 



'TOII-LSITE- 15409 


2 







Subject: 


FW: 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

hi 

hi 


See below for some good information provided by VC WITT 



Couple of items from 



Yesterday l [ put on a one day class in| for all law enforcement to discuss their commitment to helping law 

enforcement. They are ap parently doing this in all regions of the coun try. Catch the one nearest youl It was pretty good 
they had members of thei n [present, and their leaal compliance team. They 

even feed us breakfast and lunch. No charae. W 





Please pass on as appropriate. 



From: 

Sent: 

To: 

Cc: 

Subject: 


b3 
b6 
b7C 
b7E 

I don't believe by 

□ 


UNCLASSIFIED 

NON-RECORD 


□ 

My understanding is that these - that although operates the same way - 

our current standards - we can track them with the Stingray. I am pretty sure of that. 




UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 


b7E 


Gentlemen, I was approached by th e Child Porn squad regarding the ability tc 
anybody used a Pen/TRAP or WITtI Itol I'n 


I I'm assuming thatl 


before it there a pony out there? 


J. If anybody has done this 



4 


CELLSITE-15411 





UNCLASSIFIED 


b6 

b7C 

b7E 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


CEUU/OTt> 00066^ 


5 


CELLSITE-15412 




(OTD) (FBI) 




Subject: 



UNCLASSIFIED 

NON-RECORD 


I forced I | to go up on a Pen Register on a 

also helped m ake this possible, and they were up and running. Evervtir ne thatl 
Ion the Pen Register. This happ ened about 2.5 weeks agoj 

He had to switch and use| [although he ultimately got the guy! 



Talktc 


was noi 


as they are 


about the 



he was ok to| 

You still have the issues oil 


I Reme mber not to do this on 

if the guy is a heavy user.. 


case and we should be able to force | ~[:o replicate. 


P.S. If you don't make any way with this, I'll call up| [and get everyone together again to see how it was done. 



but only manually and with significant time delay. If you remember we then asked| land he 

confirmed that this was correct. We even tried to force the phone company's hand by submitting a court or der, but ther e 
was no suc cess. Is this still the case? Is this true of all the p hone companies or do some of them have th d I 

to provide l I 


From: 

Sent: 

To: 

Subject: 



00066S 


1 


CELL5ITE-15413 











UNCLASSIFIED 

NON-RECORD 


Good info below; 



□ 

We've had some success with | in the very recent past. I'd like to throw some notes for you to share if 

needed with yOur folks. 



2 


CELLSlTE-15414 





UNCLASSIFIED 

NON-RECORD 


ss/ l 

Unit Chief 

Tracking Technoiogy Unit 
Operational Tenhnningy Division 


b6 

b7C 


From: 

Sent: 

To: 


1 l :CID) (FBI) 

Monday. Mav 19. 2008 10:14 AM 


b6 

b7C 

b7E 


3 

CEi.l./O’TD 000670 


CELLSITE- 15415 







Subject: 

UNCLASSIFIED 

NON-RECORD 


See below for some good information provided by VC Wl 


Violent Crimes Unit 


UNCLASSIFIED 

NON-RECORD 


Couple of items from 

Yesterday put on a one day class in | | for all law enforcement to discuss their commitment to helping law ^ 

enforcement. They are ap parently doing this in all regions of the count ry. Catch the one nearest you! It was pretty good b 
they had members of theii] present, and their le gal compliance team. They b 

even feed us breakfast and lunch. No charge. What I did learn wag Idoes have a 


but this is. a start. 



4 


CELLSITE- 15416 











If anybody has done this 


Derore it tnere a pony out tnerev 


b3 
b6 
b7C 
b7E 



UNCLASSIFIED 


UNCLASSIFIED 


CELL 


5 


CELLSITE-15417 






From: 

Sent: 

To: 

Subject: 


l(OTD) (FBI) 


I uesdav. Mav 27. 2008 4:04 FM 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYI 


From: | 

Sent: Friday, Mav 23, 2008 11:01 AM 

To: 

Cc: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 


No - but if we meet we can raise the issue. What were the facts re thd 


issue 


From: I I 

Sent: Friday, Mav 23, 2008 10:58 AM 

To: 

Cc: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 


Since we're on the topi c, has policy .ever been issu ed regardin g the 


way regarding this issue. 


] The issue came up after the|_ 


I 


Iwe receive from the 

■ I If . _ fi.1 


incident last year, but I have not seen a formal policy either 


From: I I 

Sent: Friday. Mav 23. 2008 10:54 AM 

To: 

Cc: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




1 


CELLSITE- 15418 



This was an old issue that we were going to give a second look w OGC. Based on your assessment and of others with a 
technical or operational expertise - 


Is this tool something we should sefik to nsr as af 


etc OR is this a tool that we should not seek? 


We o nly want to meet re this issue if someone thinks that the tool has operational value? What do you think? What does 
^do?? 


From: 

Sent: 

To: 

Cc: 

Subject: 


Friday, May 23. 2008 10:25 AM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I went in circles with this issue a few years ago when ERF had purchased i I but refused to distribute . ^ 

them due to legal concerns and a lack of policy for their deployment. I assisted bv writing a policy and they ended up 

b7C 

. -b7E 


One of the problems in a tactical situation is that vou will 




1 Contact Engineer] 

of the Wi 1 1 unit at ERF for 

more details on this issue. 





but are probably doing more harm than good. I have di scussed this issue with SSA I I and he 

can be contacted for more details on th q [ issues. 


[ 


From: I 

Sent: Thursday. Mav 22. 2008 12:48 PM 

To: 

Cc: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 


Any comments or suggestions? This topic was a previous concern - is it stilt of interest? Do you have any HQ guidance 
re this topic - is it adequate?? 


From: | | 

Sent: Thursday, Mav 22, 2008 12:44 PM 

To: 

Cc: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


2 


CELLSITE- 15419 





Our scenario is straight forward - 


\ with SAC approval - we want the ability to 


Our overarching concern is for the safety of| 


b3 

b6 

b7C 

b7E 


1 will not be able to confirm until tomorrow when 1 get back in the office - but let's use next Weds afternoon at 200p as 
the target date. Do you have a room number?? 


From: 

Sent: 

To: 

Cc: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


SABOL, SHERRY E. (OGC) (FBI) 
Wednesday. Mav 21. 2008 2:46 PM 



regarding the establishment of a process by which to handle requests. 


b3 

b6 

b7C 

b7E 


Are you available to meet at HQ next week - does Wednesday afternoon at 2pm work for you? 


Sherry E. Sabol 

Section Chief 

Science and Technology Law Office 
Offi ce of the General (^ ounsel 

HOl I 

Chantilly; 

bb l I 

PRIVILEGED DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


From: 

Sent: 

To: 

Cc: 

Subject: 


Wednesday, May 11, 200« PM 
SABOL. .SHERRY F. rOGH rPRII 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Sherry 




^ ■ CELLSITE- 15420 








One of Motta's unresolve d projects was to provide 
tool to improve the safetyF 


kith guidance re the use of a 


b7E 


Would you assign someone to review this issue. 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 




4 


CELLSITE- 15421 






From: 

Sent: 

To: 


(OTP) (FBI) 

I fOTD^ (FBI) 

Thursday. Mav29. 2008 5:01 PM 


Mi INFi;'---:- : : :.i- 
HEREIN l:: •rTT-rri--— 
DATE C?-27-2:iI 21 iZ-l 


b6 

b7C 

b7E 


1 


tELL/OTD D0067S 


CELLSITE- 15422 




Subject: FW: Important WITT News Bulletin 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


(OTD) (FBI) 


Sent: Thursday. Mav 22. 2008 4 :18 PM 

To: I l OTD^ (FBI) 

Subject: Important WITT News Bulletin 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




Could you disseminate this news bulletin to the field for the WITT program as some may not visit our website on a regular 
basis? 


has identified a problem with thq_^ 

investigation of the problem reveals that the l 

Further analysis work is continuing and until a permanent solution is reached, a 


successf ul workaround solution has been identified 









(OTP) (FBI) 


ALL INFCf'Li;; i • ■ 

HEREIN IS UN:t T-T-- 

DAT.E 09-23-2011 3V 101- ^ 0 r'-; 


From: 

Sent: 

To: 


Subject: 


Thursday, July 10. 2008 10:35 AM 


Pony for Pen Register Coyerage with[ 


b3 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


ALCON: 

Attached is an FCj to be completed by the case squad to initiate Pen Re gister coverage. I have taken the request for 
coverage for i l and added a few lines to helnus. I talked with I land we came up with the addition al verbiage to 
ensure we get the line setup correctly in thd Also, we added the part about i 


Please let me know if you all have any questions. 


□ 


Si 


Pony for Pen 
Register.ee 


UNCLASSIFIED 


OO0<5S4 


CELLSITE- 15427 


A 



(Rev. 05-01-2008) 


aix iMF;:i7-.T:r::ii 

HEREIN 15 
DATE 09-25-20X2 


UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 07/10/2008 


To: 


Attn: 


From: 


Approved By: 

Drafted By: 

Case ID #: - SUB PEN (Pending) 

Title: 


Synopsis: ■ Request squad | assistance to initiate pen register 
coverage . 

Details: | | assistance is requested to initiate pen register 

coverage in captioned matter. The target of the pen register is 
as follows: 


NUMBER: 
NAME: 
ADDRESS : 


Addi t i ona 1 1 V , 


is reguested to 

J 1 anri 

' an t-nl 1 




When initiating the pen register. 


(LIST CASE AGENT ANP \ \ WORKING THE 

CASE) 


b3 

b6 

b7C 

b7E 


b3 

b7E 


♦♦ 


UNCLASSIFIED 
CELL/OTD 0006S5 


CELLSITE- 15428 










To: 

Cc: 

Subject: 



FW: WITT News Bulletin 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


NOTE the issue ofl 


b3 

b6 

b7C 

b7E 


Please forward as appropriate.... 


From: 

Sent: 

To: 

Subject: 


b lD^ (FBD 

Thursday. Iiilv 1 0. ?nn» 1 PM 
I l (OTD) (FBI) 

WJL 1 1 News Bulletin 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Pis help disseminate the following critical information to all 


folks involved with WITT 


The[ 


b3 

b6 

is no longer available due to pending patent infringement. b 7 C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 




OTD 


4 


CELLSITE- 15432 



Iiotdxfbi) 


ALL INFCRH-.-. i. :':' 
HEREIJ-3 I:" ■■n-T 
DATE oj-:?-;::; ;v 


From: 

Sent: 

To: 

Subject: 


h TB) (FBI) 

ThtirsHaw .liiK/17 9nn» 7-fi-l AM 

FW: Draft PR/TT policy w/ WITT 


SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 

b3 


b6 

Please take a look at this. 1 have not gotten a chance yet but will later today] j 

b7C 

b7E 


ssA 

I b AD Ati^ 

Information and Technology Branch 


From; I I fOGO (PBli 

Sent: Wednesday. July 16, 2008 1:12 PM 

To; I |dO) (FBI) 

Subject: urart hk/ 1 1 policy W/ | | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 



prttdraft071508.do 

c 

Your comments please.... 


Attorney 

Office of Integrity and Compliance 

JEH 7646 

Tel\ 

Fax 

Mobil A I 

httvJ/oic. ibinet fbi/ 

This information may be privileged and/or deliberative- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OIC APPROVAL 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 





1 


CELLSITE- 15434 




Classification: UNCLASSIFIED 




Subject: WITT Technical Bulletin 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


If haven't done so there is a newl 










Classification: UNCLASSIFIED 



4 


CELL/OTD Oi 




From: 

Sent: 

To: 

Subject: 


FOIA: WITT 


l(OTD) (FBI) 

,2012 8:58 AM 
|(OTD) (FBI) 


Classification: UNCLASSIFIED 



b7E 



CELL/OtD 000719 


1 


CELLSITE- 15450 





From: 

Sent: 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


Hi 


(OTP) (FBI) 


lOGC) (FBI) 

luesdav. UctoberU2. 2QQ7 11:31 AM 


The AG. order is avaiiable a' 


All ;.;r :: 
HERE 111 II I.'!:..-.!! . 
DATE 09 - 25-20:12 


(6 one down on the iist) 


b3 
b6 
b7C 
■ b7E 


-Original Message- 


From: 

Sent: 

To: 

Cc: 

Subject: 


Tuesday. October 02. 2007 6:13 AM 


UNCLASSIFIED 

NON-RECORD 


Helic 


Hope aii i s weii. Wouid vou oiease e-mail me a copy of f 


regarding the|_ 


■“a "•'T _| 1 |- 

deleoated authority to pe rmit| |on a case-by-case basis, to assist inL 


3f 


anq tne 


has changed since 1995 
number. If not, you can mail it to to my attention all 


I'd like to read "the bible" and see where the MIOG requirements are derived from. A lot 
If you don't have it elect ronically let nie j cnow. If it's short enough. I'll give you a fax 


b3 

b6 

'b7C 

'b7E 


Thanks for the help. 


UNCLASSIFIED 


UNCLASSIFIED 


000745 


1 


CELLSITE- 15469 







UNCLASSIFIED 


CELLyOTD 000T46 


1 


CELLSITE-15470 




— Original Message — 

From; | 

Sent: Tuesday, October 02, 2007 1:03 PM 

To; 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 




Attache d is my attempt to separate th 


from merely! 


the amendments, until I readi 


Imatters. I was feeling strong about 


|b3 

b5 
^b6 

,ls“b7C 

this paragraph the show ^topper? ^ Any suggestions, short of an amended AG Department Order? I am trying to b 7 E 


make it easier to support 


bn WITT matters. 


Thanks, 


IZZI 


« File: Use of FBI 


wpd » 



UNCLASSIFIED 

NON-RECORD 



b3 

b6 

b7C 

b7E 


The AG order is availabie ad 
list) '■ 


(6 one down on the 


— Original Messac 

From: \ 

Sent; 


To: 

Cc: I 

Subject: 


Tuesday. October 02. 2007 6:1.^ AM 


UNCLASSIFIED 

NON-RECORD 


Hello l I 


Hope all is well. W ould you please e-mail me a copy off 
J regarding th^ 


I ■ — ^ I ^ 

and the delegated authority to permit p n a case-by-case basis, to assist ini 


I'd like to read "the bible" and see where the MIOG requirements are 


2 


CELL/OTD OOOMlSITE- 15473 








derived from. A lot has changed since 1 995. If you don't have it electronical ly let me know. If it's short 
enough, I'll give you a fax number. If not, you can mail it to to my attention at | | 

Thanks for the help^ 


b6 

b7C 

b7E 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


CELl/OTD 000750 


3 


CELLSITE- 15474 



UNCLASSIFIED 

NON-RECORD 



62-3.3 Policy 

(1) Upon receipt of requests for investigation from local or state law enforcement 
agencies involving matters in which there is no FBI jurisdictional interest, the FBI's 
cooperative role will be limited to the acquisition of records or information from the 
criminal files of local or state law enforcement agencies or records of 
nongovernmental organizations and concerns and other governmental agencies. 


(a) Records or information are defined as material normally available to law 
enforcement agencies which can be obtained without a court order. 

(b) When obtaining material outlined above, dissemination authority must be obtained 
from that agency providing the records/information, when appropriate. 

(2) In addition to record gathering and dissemination noted above, the FBI can act in 
a liaison capacity between local and state law enforcement agencies to facilitate one 
agency handling the investigative requests of another. 

(3) The FBI, on behalf of a local or state law enforcement agency, may verify the 
location of an individual. No interviews with subjects, suspects, or witnesses should 
be conducted by Bureau personnel. No extensive efforts are to be expended to locate 
individuals for interviews. FBI personnel are to merely verify their whereabouts, 
such as at a residence address or employment, etc. 

(4) Domestic Police Cooperation matters received in the field should be opened on an 
individual case basis, the subject of the record indexed to the general indices, 
resulting disclosures recorded in accordance with Privacy Act requirements and 
maintained in accordance with existing instructions pertaining to the destruction of 
field office files and records, MAOP, Part II, 2-4.5. 

(5) SACs may approve use of FBI resources on behalf of local and state agencies 
providing such action falls within the above guidelines. No communication need be 
forwarded to FBIHQ advising of the initiation of a Domestic Police Cooperation 
investigation . 


(6) Name check requests for a review of pertinent information contained in our central 
records system received by FBIHQ from authorized state and local criminal justice 
agencies will be | processed by the | Executive Agencies Dissemination | Unit, 

Inf ormation I Management Division, in accordance with MAOP, Part 11,9-3. Completed 
responses will be returned to the respective field office which covers the territory 
of the submitting agency for appropriate dissemination. 

(7) Domestic Police Cooperation cases are not to be opened in the field for the 
purpose of conducting foreign inquiries through Interpol. All state and local law 


enforcement agencies in the United States have direct access to the United States 

CEIL/OTD 000765 


1 


CELLSITE- 15475 







National Central Bureau (USNCB) , Interpol, by mail or via the National Law Enforcement 
Telecommunications System (NLETS) . The USNCB mailing address is:Interpol, U.S. 
Department of Justice, Washington, D.C. 20530. The NLETS ORI is "DCINTERO/0/ . " 

This authority appears to also be codified by Regulation at 28 CFR 0.85 (j) 


See also Part I, Section 184-1 Investigative Authority 



b5 


b3 

b5 

b6 

b7C 

jb7E 


Thanks, 


UNCLASSIFIED 

NON-RECORD 

Thanks for the added info. 

Further clarification however is needed onl 


— Ori ginal Message — 

From: | | (0GC) (FBI) 

Sent: Tuesday. October 02. 2007 3:11 PM 

To: 

Cc: 

Subject! 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Gentlemen: 




2 


CELLSITE- 15476 





« File:| W » 

OTD is making efforts to ciarify and revise the policy and the AG order \which if successfui shouid make such 
assistance less administratively burdensome to provide--so stay tuned 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 

Quantinn \/a 221 35 

Tel: 

Fax 

Cel 


b6 

b7C 

b7E 


SCIENCES TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 




3 


CBLUOm OG0767 


CELLSITE- 15477 






Thanks, 


« File: Use of FBI 


,wpd » 


— Original Mess age — 

From: I b GG (FBI) 

Sent: Tuesday, October 02, 2007 11:31 AM 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


hiIZD 


The AG order is available 
down on the list) 



(6 one 


— Original Messa ge — 

From: I 

Sent: Tuesday, October 02, 2007 6:13 AM 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


Hell d I 

Hope all is well . Would you please e-mail me a copy of I I 

I regardin g the | ~ 

I the delegated authority to permit I Ion a case-by-case basis, to assist 

I I'd like to read "the bible" and 

see where the MIOG requirements are derived from. A lot has changed since 1 995, If you don't 
have it electronically l et me know. If it 's short enough, I'ii give you a fax number. If not, you can mail 
it to to my attention at | | 


b3 

b6 

b7C 

b7E 


Thanks for the help, 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


CEU/OTD 00076B 


4 


CELLSITE- 15478 





UNCLASSIFIED 

NON-RECORD 



b7C 

b7E 


Thank you for the added information. I have a much better understanding of the Domestic Police Cooperation 
constraints now. b3 



b7E 

Yes / No 


Sorry for being difficult, 

and thanks again 



62-3.3 Policy 


CEU/OTD 000770 


1 


GELLSITE- 15479 







(1) Upon receipt of requests for investigation from local or state law 
enforcement agencies involving matters in which there is no FBI jurisdictional 
interest, the FBI's cooperative role will be limited to the acquisition of 
records or information from the criminal files of local or state law 
enforcement agencies or records of nongovernmental organizations and concerns 
and other governmental agencies. 

(a) Records or information are defined as material normally available to law 
enforcement agencies which can be obtained without a court order. 

(b) When obtaining material outlined above, dissemination authority must be 
obtained from that agency providing the records/information, when appropriate. 

(2) In addition to record gathering and dissemination noted above, the FBI can 
act in a liaison capacity between local and state law enforcement agencies to 
facilitate one agency handling the investigative requests of another. 

(3) The FBI, on behalf of a local or state law enforcement agency, may verify 
the location of an individual. No interviews with subjects, suspects, or 
witnesses should be conducted by Bureau personnel. No extensive efforts are to 
be expended to locate individuals for interviews. FBI personnel are to merely 
verify their whereabouts, such as at a residence address or employment, etc. 

(4) Domestic Police Cooperation matters received in the field should be opened 
on an individual case basis, the subject of the record indexed to the general 
indices, resulting disclosures recorded in accordance with Privacy Act 
requirements and maintained in accordance with existing instructions pertaining 
to the destruction of field office files and records, MAOP, Part II, 2-4.5. 

(5) SACs may approve use of FBI resources on behalf of local and state agencies 
providing such action falls within the above guidelines. No communication need 
be forwarded to FBIHQ advising of the initiation of a Domestic Police 
Cooperation investigation. 

(6) Name check requests for a review of pertinent information contained in our 
central records system received by FBIHQ from authorized state and local 
criminal justice agencies will be | processed by the | Executive Agencies 
Dissemination] Unit, Inf ormation j Management Division, in accordance with MAOP, 
Part 11,9-3. Completed responses will be returned to the respective field office 
which covers the territory of the sxibmitting agency for appropriate 
dissemination . 

(7) Domestic Police Cooperation cases are not to be opened in the field for the 
purpose of conducting foreign inquiries through Interpol. All state and local 
law enforcement agencies in the United States have direct access to the United 
States National Central Bureau (USNCB) , Interpol, by mail or via the National 
Law Enforcement Telecommunications System (NLETS) . The USNCB mailing address 
is:Interpol, U.S. Department of Justice, Washington, D.C. 20530. The NLETS ORI 
is "DCINTERO/0/. " 

This authority appears to also be codified by Regulation at 28 CFR 0.85 (j) 


See also Part I, Section 184-1 Investigative Authority 

2) Under DOJ guidelines, the FBI's role in Domestic Police Cooperation, see this manual. Part 1, 
Section 62. entitled "Domestic Police Cooperation," is 


b5 


■Original Message- 


tElUOtD 000? 71 


2 


CELLSITE-15480 




Thanks for the added info. 

Further clarification however is needed onC 


Thanks, 


b3 

b5 

b6 

b7C 

b7E 



■CELL/OTD 000772 CELLSITE- 15481 









OTD is making efforts to clarify and revise the policy and the AG order which if successful should make 
such assistance less administratively burdensome to provide--so stay tuned 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg, 27958A Room A-207B 
Quantico, Va. 22135 
Tel: 

Fax 
Cell 



b6 

b7C 

b7E 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 

UNCLASSIFIED ^5 




« File; Use of FBI 




UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


4 


000 ??^ 


CELLSITE- 15482 









The AG order is available at[ 
one down on the list) 


(6 


— Original Mess age — 

From: | 

Sent: Tuesday. October 02. 2007 6:13 AM 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD b3 

■ b6 
b7C 

Hello ! I b7E 

Hope all is well. Wou ld you pleas e e-mail me a copy o^ 

I Irfinarding the ! 

[and the delegated authority to permiti Ion a case-bv- 

case basis, to assist in i I 

I'd like to read "the bible" and see where the MIOG requirements are derived from. A lot has 
changed since 1 995. If you don't have it electronically let me kno w. If it's short en ough. I'll 
give you a fax number. If not, you can mail it to to my attention at ! I 


Thanks for the help, 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


C£ll/QTti .0067T4 


5 


CELLSITE-15483 




From: I . , , , 1 


Sent: 

Mondav. October 15. 2007 4:56 PM 

To: 

I : 


I 

Subject: 

4a 


in Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 


Looks good. The only thing is ; Does FBIHQ 


— Original Message 

From: I 

Sent; 

To: 

Cc: 

Subject: 


□ 


need to be cut in like they do for Tills. 





in Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 


Hey| I 



Before' we send this out to the office, would you min d reviewing this? 


on the Exigent Circumstance requirements pertaining to|_ 
corrections or sugestions would be appreciated. 


We are just trying to educate our customers 

Any 


Thanks, 


« File: September 2007 


](Exigent Circumstances).wpd 


» 


UNCLASSIFIED 


UNCLASSIFIED 


CELL/OTD 0007 S2 


1 


CELLSITE- 15484 



HEREIN IS VIASz,!:'i,i.- 




DATE 09-2€-2012 fii • ' 





From: 



b3 

Sent: 


b6 

b7C 

b7E 

To: 


Z 1 

Subject: 

Iil3 

fn Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 


Since the Director isn't involved 


— Original Message — 

From: | 

Sent: mursdav. October 11. 20U7 3:15 PM 

To: 

Cc: 

Subject: 


j probably does not have to be notified. 

] 


]irrD<igent Circumstances 


UNCLASSIFIED 

NON-RECORD 


Hey| I 


b3 

b6 


Before we send this out to the office, would you mind reviewing this? 
on the Exigent Circumstance requirements pertaining to I 
corrections or sugestions would be appreciated. 


We are iust trying to educate our customers b7C 

Any b7E 


Thanks, 


« File: September 2007T 


[[Exigent Circumstances).wpd 


» 


UNCLASSIFIED 


UNCLASSIFIED 




1 


CELLSITE- 15485 







SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




b3 
b6 
b7C 
b7E 

I l and I spent the d av talking about thd lease and we have determined a course of action. The plan is to go 
up o n a wire on either ~| This wire will be used to then s pin 

up to I \Ne will be concentrating our efforts on getting a "dirty call" on either j | it 

does not matter which one. We are expecting to be up on the first wire in approximately 30 days after the first 
dirty call (OEO is requiring 21 days for PC reasons). 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

□ 


Current Efforts 



immediate Pen Registers. 


1 


000 ? 


CELLSITE-15486 






J 




• We req uested activation of a pen reg ister on 
requires 


W e are going to request tol 
puti 


home number. We have the order, but the installation 

We are waiting for him to 


on 


What we need at this time. 

• We need someone, preferable! 

This was our largest roadblock in the last TIM. 


actively working the pen register subscriber information. 


□□ 


b3 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 




2 


CELLSITE- 15487 



From: 

Sent: 

To: 

Subject: 


OTP) (FBI) 



M.L INFCK«ri::-i 

HEREIN IS mi .'I. T^T-- 

□ATE 09-26-2011 lV iii'^ i;-.:: 


UNCLASSIFIED 

NON-RECORD 


Thanks. 


b3 

b6 

b7C 

b7E 


— Original Mpssanp- 

From: I 

Sent: 

To: 


Cc: 

Subject: 


Thursday, October 18, 2007 3:45 AM 


November 7-8j 

UNCLASSIFIED 
NON-RECORD 


Jof StingRay 


Gents, 


b3 

b6 

b7C 

b7E 


from the Harris nn[-n ha.«^ r^nnfirmpH that thpy will be able to join us in various 


oh November 7th and 8th at| 


It should be done on time. If 


he thinks we'll need 


Tfor further testing and use. 


We are still waiting for the StingRay 


~IStinqRa v 


goes well, Harris will leave us with thel 
I his project is being undertaken by direction off^ 


J"Maybe 


] 


Please e-mail me with th d ^ 
to Harris. This will allow them td 


I we may be using, so I can send the info 
to feed our needs. 


We 


know you will be short handed. If anyone of your team is available please join us. If not, we'll conduct thej] 
and provide you with the results. 


Thanks, 


UNCLASSIFIED 


UNCLASSIFIED 




1 


CELLSITE- 15488 






t 


(OTP) (FBI) 


ALL INFCLM?. L r. 
HEREIN l:l 'TTI - 
DATE C9-i<;-2'L: IV 


From: 

Sent: 

To: 

Cc: 

Subject: 


I l(OGC) (FBI) 

Tuesday, October 23, 2007 2:36 PM 


RE: 


in Exigent Circumstances 


Importance: High 


UNCLASSIFIED 

NON-RECORD 



September 



2007 

^Exig... 


b3 

b6 

b7C 

b7E 


Sorry for the delay-1 was unexpectedly out of the office for a couple.of weeks. I have made some sug gested edits to 
your summary attached -viewable in document/reviewer mode. Most significantly is the distinction that 


b3 

b5 

b7E 



— Original Message — 

From: | I 

Sent: Thursday, October 11, 2007 3:07 PM 

To: 

Cc: 

Subject: | | in Exigent Circumstances 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Hello| I 


If you have a moment would you please review the attached one page document? 
seem to have trouble in dealing with Exigent Circumstance matters. Any suggestions 
appreciated. 


Our office and | l always 
or clarifications would be 


Thanks, 


« 


File: September 2007|j 


^(Exigent Clrcumstances).wpd 


» 



1 


CELL5ITE-15489 



(OTP) (FBI) 


ALL I .1 rn:: 
HEREIN HTT 


From: 

Sent: 

To: 

Subject: 


I l(ITB) (FBI) 

Wednesday, October 24., 2007 8:39 AM 
I iO TD) (FBI) 


FW: 


in Exigent Circumstances 


Importance: High 


UNCLASSIFIED 

NON-RECORD 

b3 


b6 

Please review her changes and let me know if this is good to go. | | 

b7C 

b7E 

1 


— Original Mes sage- 

From: I 

Sent: 

To: 

Cc: 

Subject: 
Importance: 


](06C) (FBI) 


Tuesday, October 23, 2007 2:36 PM 


RE 

Higfr 


in Exigent Circumstances 


UNCLASSIFIED 

NON-RECORD 


b3 

b5 

b6 

b7C 

b7E 


Septembe r 2007 
I l (Exig.„ 


Sorry for the delay-1 was unexpectedly out of the office for a couple of weeks, I have made some sugg ested edits i 
your summary attached -viewable in document/reviewer mode. Most significantly is the distinction that 



1 


00QJ?&TE-15492 




■Original Message- 


Thursday, October 11, 2007 3:07 PM 


Jin Exigent Circumstances 

UNCLASSIFIED 

NON-RECORD 


From: 

Sent: 

To: 

Cc: 

Subject: 


Hello l I 


If you have a moment would you please review the attached pne page document? Our office anc j j always 
seem to have trouble in dealing with Exigent Circumstance matters. Any suggestions or ciarifications would be 
appreciated. 


Thanks, 

« Fiie: September 2007I 


(Exigent Circumstances).wpd » 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 




b3 

b6 

b7C 

b7E 


2 


CELLSITE- 15493 









From: 

Sent: 

To: 


(OTP) (FBI) 

I (OTP) (FBI) 

Thursday, October 25, 2007 2:54 PM 


b6 

b7C 

b7E 


1 


m 1_/016 OOOT99 

CELLSITE-15498 


Subject: FW: WITT Technical Operations Alert 

Follow Up Flag: Follow up 

Flag Status: Flagged 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


t£LL/OTC>- 


3 


CELLSITE-15500 


, k 

— Original Message- 

From: 

Sent: 

To: 

Cc: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I [OTD) (CON) 

_ Thursday. October 25. 2007 2:21 PM 


FW: wnr Technical Operations Alert 


H 


buld you please pass the following information on to each field officej 
Wireless Intercept and Tracking Team Alerts: 


is that is all we can do): 



Retired FBI SSA, 1984-2006 
Tracking Technology Unit 


Federal Rureaii 


pf Investigation 
Office 
Cell 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 




4 


CELLSITE- 15501 




](OTD) (FBi) 


ALL INFC.tev>ii:.M : 
HEP.EIM IS Uir::'.-'- 
DATE 09-26-2011 Dl 


From: 

Sent: 

To: 

Subject: 


Friday, October 26, 2007 2:19 PM 


FW: WITT Technical Operations Alert 


b3 

b6 

b7C 

b7E 


Follow Up Flag: Follow up 

Flag Status: Flagged 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original Mess age — 

From: I fOTD') (CON) 

Sent: Thursday. October 25. 2007 2:54 PM 

To: I 


b6 

b7C 

b7E 


1 


CEll/OTD 000807 


CELLSITE- 15502 





2 


CELl/Q!^ Q006G8 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original Mess age — 

From: | | (OTD) (CON) 

Sent: Thursday, October 25, 2007 2:21 PM 

To: 

Cc: 

Subject: FW: WITT Technical Operations Alert 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


H ir~ I 

Would you please pass the following information on to each field office 


Is that is all we can 


do): 


Wireless Intercept and Tracking Team Alerts: 



Thanks 


-b 


I Consultant 
Retired FBI SSA, 1984-2006 
Tracking Technology Unit 
Federal Bureau of Investigation 
- Office 
-Cell 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


CEll/OtO OGOS0$ 

CELL5ITE-15504 




(OTP) (FBI) 


ALL INFOEiaTI"ii - Mir ■ 
HEREIN IS UHCI..'..';?.: 

DAX.E, 0 9 “ 2 € “ ii£ 0 X Z 3 1 ii u i *■ ,i 


From: 

Sent: 

To: 

Subject: 


Friday, October 26, 2007 2:43 PM 
KE: November 7-sJ 


Sting Ray 


UNCLASSIFIED 

NON-RECORD 


Be sure to have the appropriatel Ipaoerwork comnieted Many considerations such asf 



b3 

b6 

b7C 

b7E 


— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 


lessaoe — 

'I hursdav, October la, 2007 3:45 AM 

November 7-8J [StingRay 


UNCLASSIFIED 

NON-RECORD 


Gents, 


I I from the Harris Co rp has confirmed that t|i ey will be able to join us in various 
on November 7th and 8th at! 


t 


It should be done on time. If[ 


We are still waiting for the StingR^ 


Igoes well, Harris will leave us with the[ 


he thinks we'll needl 


]for further testing and use. Th is project is being undertaken by direction of 


□□ 


StingRay 


"Maybe 


Please e-mail me with -the [ 


to Harris. This will allow them to[ 


b3 

b6 

b7C 

b7E 


| we may be using, so I can send the info 
Jto feed our needs. 


We k now you will be short handed. If anyone of your team is available please join us. If not, we'll conduct the I I 
[ and provide you with the results. 

Thanks, 


UNCLASSIFIED 


UNCLASSIFIED 


1 


CELLSITE- 15505 















s 


This is being bandied byl 


is being submitted 



Do we have anything that meets the need 


SS/A| I 

Unit Chief 

Tracking Technoiogy Unit 
Operational Tec hnoioav Division 


b3 

b6 

b7C 

b7E 




■ f 


Cc: 

Subject: 


b3 

b6 

b7C 

b7E 


FW: Field Request 


Request 


UNCl:AaSlFIED 

^NOfi-REC0RB3 


From: 

n r 

Sent: 

Friday. January 07, 2011 3:02 PM 

To: 

1 tOTD) (FBI) 

Subject: 

Field Request 

hC3, 



I was wondering if you could please forward to the 


Thanks, 


b3 

■b6 

b7C 

b7E 



is looking to borrow a 
turnaround is short 


As always, 


Thanks in advance. 


liHCSASStFfED 




CELLSITE- 15509 









5 


CELLSITE-15510 



1(OTD) (FBI) 


ALL INFCK-a ::::n 
HEREIN IS 'LL:L;-' ''T-r- 
DATE 09-26-2Q12 EV El 


From: 

Sent: 

To: 

Subject: 


(OTD) (CON) 
Thursday. August 25 201 1 8;49. AM 
I l (QTD) (FBI) 

FW: 


F^^URnCASSIFIED. 


Classification: UNCLASSIFIED 


From; 
Sent: 
To: 
Cc: 


(OTD) (FBI) 


Wednesday, August 24, 2011 4:48 PM 


Subject: FW:|_ 


J- UNCLASSIFIED 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED 


n 

Can someone buy| 


and have it sent/shipped to[ 


From: 

Sent: Yuesday, August 23, 2011 10:11 AM 

To: 

Cc: 


Subject: RE: 


[- UNCLASSIRED 


Classification: UNCLASSIFIED 


It's all 


Looks like 


use a credit card. Let me know. Thanks. 


may have it for| | if you want to 


b3 

b6 

b7C 

b7E 


(OTD) (CON) 


From: 

Se nt: Tuesday, August 23, 2011 6:41 AM 


To: 

Cc: 

Subject: RE: 


- UNCLASSIFIED 


Classification: UNCLASSIFIED 


CELL/Otb 000845 


1 


CELLSITE-15511 









Can you give us the make/model and how many 
[ would help us determine a replacement. 


As much information that is on the lab el j j 


said we are still identifying funds to get the 


From: 


Sen 

It; Friday. August 19. 2011 6:37 PM 

To: 

Cc: 




Subject; RE: 


- UNCLASSIFIED 


Classification: UNCLASSIFIED 


b3 

b6 

b7C 

b7E 


Hey What does it look like for a new[| 


the 


coming up, we want to get the 


me. Thanks! 


]We are basically dead in the water right now for WITT, and with 
[ready to go. Please let me know if you need anything else from 


From:[ [ 

Se nt: Wednesday, August 17, 2011 1:12 PM 

Toj 

Cc: 


Subject: RE: 


- UNCLASSIFIED 


Classification: UNCLASSIFIED 


b3 

b6 

b7C 

b7E 


1 believe thef 

Icould be a contributing issue or the main issue- we had onivl Ifor about [ 



When 1 noticed the 


late yesterday, 1 noted in m\[ request that we probably need a new 


first. Thanks. | 


and hold off on ordering a new 


we can give that a shot 


From: 


(OTD) (CON) 


Se nt: Wednesday, August 17, 2011 8:37 AM 


To 

Cc: 


Subject: [ UNCLASSIFIED 


Classification: UNCLASSIFIED 


b3 

b6 

b7C 

b7E 


Hey 


1 

Uanted me to check a couple of things with you before we order and ship another 

, He wanted me to ask 

you i 

'your[ 

[ He said in order to see thel 

1 

[ [if your keeos f 


then we'll know for sure that you need a 


CELL/OT0 000846 CELLSITE-15512 


2 



Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 


CELL/OTD 000^7 


3 





Good luck... 


b3 

b7E 

b6 

b7C 


DERIVED HkUIVI: G-3 TDI Guide G- 3. datgd- d/07, Foroimi CuunLferlntelliqence Investigations 

DECLASSIFY_O14;-2047efrht ^ 

SECRE=^ 




2 


CELLSITE-15515 



Subject: 




— Original 

From: 

Sent: 

To: 

Cc: 

Subject: RE: Equipment 

UNCLASSIFIED 

NON-RECORD 


1 haven't picked one up. Let me see if | [ ransferred one to us. 

□ 



b3 

b6 

b7C 

b7E 



Original Message 

From: 

Sent: Thursday. Ssntpi 

To: I, . 

Subject: FW: Equipment 


UNCLASSIFIED 

NON-RECORD 



b3 

b6 

b7C 

b7E 



1 


CELLSITE-15516 







Sent; Thursday. September 06. 2007 10 :32 AM 

To: I I 

Subject: Equipment 

UNCLASSIFIED 

NON-RECORD 


Hev I I 

Dn vnii havsthis item? 


Thanks, 

I 

X4177 


b3 

b6 

b7C 

b7E 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 



2 


CELLSITE-15517 



(OTP) (FBI) 


From: 

Sent: 

To: 

Subject: 


P TD) (FBI) 

Friday, September 28, 2007 4:25 PM 
Yourl I 


ALL INFOPmri ;.f. : 

HEREIN IS 

DAIE Q9-2t!-2G i<i: li '■ 


UNCLASSIFIED 

NON-RECORD 


Youn 


However the onej 
Thu s if you need 
If then 


verified, and are ready. 
Ithat we have is not av ailable. 

J you have to use vourl 


Let us know. 


we can configure thel 


b3 

b6 

b7C 

b7E 


UNCLASSIFIED 



1 


CELLSITE-15518 




From: 

Sent: 

To: 

Subject: 


I (OTD) (FBI) 

Monday. October 01. 2007 10:0 0 AM 

IrOTD^ (FBI) 

RE: Youi^ 


UNCLASSIFIED 

NON-RECORD 


Nd i was needed on the 

Iwere perfo rmed on tl ^ b s required to c 
Whicheverj you will be using, you will need tof 


In addition to this 



Your| 

However the one 


If the 



we can confiqure the| 

1 

1 






Let us know. 







UNCLASSIFIED 


1 


CELLSITE-15519 





UNCLASSIFIED 


UNCLASSIFIED 




2 


CELLSITE- 15520 


OTP) (FBI) 


ALL iMFCEiiL: I 'I i: : : i ! TL : : 
HEREIN 13 rjL'EL-.iil: liJ 
DATE Q9-27-2012 H i -L- ; • 


From: 

Sent: 

To: 

Cc: 

Subject: 


Monday, September 24, 2007 2:58 PM 


(OTD) (FBI) 
RE: Stingray 


problems 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I had one other issue with theT 


1 After thfiT 


Apparently the 


doesn't always |_ 


b3 

b6 

-b7C 

lb7E 


"Harrisr 


-Original Message- 


From: 

Sent: 

To: 

Cc: 

Subject: 


[ 




Thursday, September 20, 2007 4:28 PM 


Iproblems 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 


I ended up not sending our Stingray back to Harris to troubleshoot thef 
have it working. The problem appears to be that our{ 


Stingray software now seems t o be working. 
might like to know as well. Ourf 


inforniecT 


1 problem we were, having. I now 
land the new 


JnJ 


j l of this solution and I thought you guys 


assume other Divisions should as well. 


□ 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 














1 


CELLSITE-15521 




From: 

Sent; 

To: 

Subject: 


b3 

b6 

b7C 

b7E 

stated that we had to havel 1 1 bought 


UNCLASSIFIED 





1 
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PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


b6 

b7C 


1 


C£iL/0TD 00091 S 
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Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B . 
Qu antico.Va. 2213 5 
Tel:| 

Fax 

Cel 


SCIENCES, TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


Ori ginal Message- 


From:| 


Sent: 1 

=ridav, March 16, 2007 6:50 AM 

To: 

Cc: 



Subject: FW: 


UNCLASSIFIED 

NON-RECORD 

Hey | I 


b3 

b6 

b7C 

b7E 


](WITT) 


I hope all is well. I p reviously proviHsHl Iwith vmir nnnv Pfin/97nsn Ordpr for iitili7ing 

I I to determine ill I The AUSA apparently 

goes not reel comfortable wit h this order and has suggested a search warrant. Would you mind speaking to the 
AUSA directly, so that we can i I 

■ would think we could use a "search" or "seizure" warrant as long as we were careful on 


our verbage. ill get the AUSA's contact info if you like. 


Thanks, 


— Or iginal Messaoe- 

From: 


Sent: Thursday, March 15, 2007 4:26 PM 


To:[ 

Subject: RE:|_ 


J 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Mv AUSA felt that we should get a search warrant since we didn't have anv info that[ 


Can we use the same technology as part of a search warrant? 


— Or iginal Message — 

From: r I 

Sent: Thursday, March 15, 2007 10:13 AM 




2 


CELLSITE-15524 






To: 

Cc: 

Subject: RE[ 


UNCLASSIFIED 

NON-RECORD 


Hey just checking in. 


Are we still planning on 



b3 

b6 

b7C 

b7E 


Thanks, 

Orininal ^ 

From:| 

Se nt: weanesdav, heoruarv ii, <^uu/ br^bTF T 

Tor i ' ' I 

Subject: FW; 


UNCLASSIFIED 

NON-RECORD 


□ 

I am on I l and my boss has tal ked with you about stingray (see below). We used your 

J They have been looking at it and I was told tt\at 


affidavit and sent it to pur AUSA in 

be missing some statutory references. Have you guys ever gotten one of thes e through 
If yes, do you recall the AUSA's name? If they haven't, I am going to give them[ 
name and number so we can figure this thing out. 


may 


b3 

b6 

b7C 

b7E 


Thanks 


— ur iginai Nessage-*^ 

From: ! 

Se nt: Tuesday, January 30, 2007 3:13 PM 

To: l 

Subject: FW j I 


UNCLASSIFIED 

NON-RECORD 


Per our discussion, the "pen" order for using 


— 

-Orioinal Messaoe 


From:| 


Sent: Tuesday, January 30, 2007 3:02 P 

M 

To: 

Cc: 




Subject: FW:[ 


etal. to 




b3 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


3 
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SSA 


As per our phone conversation yesterday, the seco nd attachment "stingray" would be the 
appropriate pony. This document has been provided b^ bf oq c. Once the "pen 

order" has been signed by the judge, please ro ute it an oTFie 


lag hppn ! 

for 

~lso sSi4 


fo r approv al and then provide r 


can|_ 


prior to 


i ro ute it an 
■itt d 


to your S AC and 


Please place my name on the 


Knows to assign it to^me. 


If you provide me with the[ 


CDC 


I ar n assuming that vour case agent ha s already subpoenad each of the 


if your[ 


Just checking! 


b3 

b6 

‘°see]37c 

b7E 


Thanks, 


— Or iginal Message — - 
From: | K OGC) (FBI) 

Se nt: Monday. November 14. 2005 1:15 PM 

To:l I 


Cc: | 

Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Attached is a copy of a DRAFT application and order to authorize WITT 
a DR AFT aop/o rder for a c ombined Pen & 2703(d) order that incorporates autnority tor li 


WITT 


I 


as well as to[[ 


Also Is 
se of 


— Or iginal Message-— 

From: ! I TOGC^ (FBI) 

Sent: Monday, November 14, 2005 11:57 AM 


Cc: 


b3 

b6 

b7C 

b7E 


Subject: RE: | 

UNCLASSIFIED 

NON-RECORD 

The attached includes some edits (use document/reviewer to see changes). 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE 
FBI WITHOUT PRIOR OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Qu antico. Va. 22135 
Tel: I 
Fax 
paoer l 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


4 


CBLL/M 000921 


CELLSITE-15526 






Original Message 

From :| 

Se nt; Monday, November 07, 2005 8:49 PM 

Toj 


Cc; | 

Subject: FW: 


UNCLASSIFIED 

NON-RECORD 


We would like to make this document 


policy ASAP. This is our latest draft 


after l I provided some input earlier. Please provide legal gui dance to ensure 
we have drafted an appropriate SOP for exigent circumstances. □ 


b3 

b6 

b7C 

b7E 


— Or iginal Message — 

From; ] 

Se nt; Tuesday, October 25, 2005 4:05 PM 

To:l 


Cc:| 

Subject: 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Please review and provide fee dback. 
time to an "Exigent Circumstance" 
would be a big help. 


We truly nee d to improve our response 
Isituation. I think an SOP 


Thank you, 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 




5 


CELLSITE-15527 






UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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CELLSITE- 15528 




Thanks again, 


Please provide P [ with the AUSA's name and phone number so they can work this matter out. 

Thanks, ^ 

1 000933 


CELLSITE-15538 








Attached is a sample for a PR/TT to use Wl 
with the AUSA. 



I'm happy to speak 


b3 

b5 


WITT 


b7E 


vmmt 





PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 


Assistant General Counsel 
Science & Technoiogy Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Qu antico. Va. 22135 
Tel] 

Fa> 

Cel] 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

Or iginal Message 

From: 

Se nt: Friday. March 16. 2007 6:50 AM 

To:| 

Cc 




The AUSA apparently does not feel comfortable with this 
search warrant. Would vou mind sneaking to the AUSA directI 


or "seizure" warrant as long as we were 
careful on our verbage. I'll get the AUSA's contact info if you like. 


Thanks, 



Can we use the same technology as part of a search warrant? 


CELLSITE- 15540 


3 







— Or iginal Messaae- 

From :| 

Sent: 


'Ihursdav. March 15, ^ 10:13 AM 


[ 


To: 

Cc: 


Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


Hey just checking in. 


Are we still planning on the| 


? 


Thanks, 


— O riginal Message — 

From j 

Se nt: Wednesday, February 21, 2007 5:46 PM 

To: l ' I 

Subject: FW:| 

UNCLASSIFIED 

NON-RECORD 



b3 

b6 

b7C 

b7E 


I am on 


end my boss has talked with v qu about stingray (see below). We 


I I j - -- - y -yj - ~ ^ \ — - ' - - / 

used your amoavit and sent it to our AUSA ini I They have been looking at 


b3 

it and I was told that I may be mi ssing som e statutory references. Have you guys t> 6 
ever gotten one of these through ! H f ves . do vou recall the AUSA's b 7 C 

name? if they haven't, I am going to give them ^name and number ]q 7 j? 

so we can figure this thing out. 


Thanks 


— Original Message — 

From i ~l 

Se nt: Tuesday, January 30, 2007 3:13 PM 

To i I 

Subject: FW:| I 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Per ou r discussion, the "pen" order for using 


et al. to 


4 


CELLSITE-15541 







— Or iginal Messaae- 

From: 


Jrifl 

nf 

t:Ti 


Se nt; Tuesday, January 30, 2007 3:02 PM 


To 
Cci 

Subject: FW: | 

UNCLASSIFIED 

NON-RECORD 

ssaI 


As per our phone conversation yesterday, the second attachmen t "sting ray' 
would be the appropriate pony. This document has been provided by| ] 
lof OGC Once the "pe n order" has been si gned by the judg e, please 
it and thel Hto your SAC and CDC| lf( 


route I 
and then provide it to 


for ao; 


. Please place my name on the[ 
know s to assign it to me. If you provide me with th^ 


prior tq 



am as suming that your case agent has already subpo enad each of th^ 
|to see if your| | Just checking! 


Thanks, 


Or 

From: 

[oinal Message 

ioGC) (FBI) 

Sent: 

Monday, November 14, 2005 1:15 PM 

To| 


r~ 

\ ■ 

Cci 


subject: Kb: 


b3 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Attached is a copy of a DRAFT application and order to authorize WITT 

] Also is a DRAFT app/order for a com bined Pen & _27Q3fd^ order that 


incorporates authority for use of WITTI 


as well as to 


Or iginal Message 

From; ! f OGa (FBI) 

Se nt; Monday. Noyember 14. 2005 11:57 AM 

rf -b = 


Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


The attached includes some edits (use document/reviewer to see 
changes). 


000 w 

CELLSITE- 15542 




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE 
OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 


Qu antico. Va. 

Tel^ 

Fa>l 
pager| 


22135 


b6 

b7C 

b7E 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL 
COUNSEL 


Original Message 

From:| 

Se nt: Monday, November 07, 2005 8:49 PM 

Toj _ 


Cc:l 


Subject: FW 


UNCLASSIFIED 

NON-RECORD 


We would like to m ake thi s documenl f [ policy ASAP. This is ]q 3 
our latesfdraft aftei l I provided some input earlier. Please ^ ^ 
provide legal guidance to ensur e we h ave drafted an appropriate ^ ” 
SOP for exigent circumstances. | | b 7 C 

b7E 


Ori ginal Message 

From: 

Sent: Tuesday, October 25, 2005 4:05 PM 

To:i ~ 


Cc: 1 

Subject: 

UNCLASSIFIED 
NON-RECORD 

Please review 

improve our res ponse time to an "Exigent Circumstance" ! 1 
Isituation. I think an SOP would be a big help. 


CELLSITE- 15543 


b3 

b6 

b7C 

b7E 

and provide feedback. We truly need to 







Thank you, 


b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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(OTP) (FBI) 


ALL i::]:: 

HEEE.1H 13 3:j:L.-.3 31: 1: 
n*-- r-3-r"-?'" . - 


From: 

Sent: 

To: 

Cc: 

Subject: 


Monday, March 19. 2007 10:47 AM 



UNCLASSIFIED 

NON-RECORD 


Yes I have heard of th e SOpf 
case of this nature that! 


lis referencing. In previous legal presentation this was presented and suggested in a 


However, it was always suggested and presented to WITT to way on the side of caution. I think 1 can provide you with 
some of these presentations if you would like. Please give me a call, thanks 


b3 

b5 

b6 

b7C 

b7E 


Wireless Intercept Tracking Team (WITT), 


T 


Or iginal Message- — 

From:r 

Se nt! Friday. March Ifi. 7007 PM 


ccL 


Subject: RE 


UNCLASSIFIED 

NON-RECORD 



b3 

b5 

b6 

b7C 

b7E 


I fully understand, however.r 


\N\JT\ 


J 


pisass ao not misconstrue my aiaiog wiin 

you. I appreciate the legal concerns and want our office to fully comply. However, as you well know 1 have 
never felt comfortable with the Bureau's lack of guidance in this matter. This unofficial, non written SOP is 
extremely problematic. 


I have never heard of this SOP. Can you shed light on this? 
Thanks, 


1 


CELLSITE- 15545 















PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE 
FBI WITHOUT PRIOR OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico, Va. 22135 
Tel: I 
Fax 
Cell 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


b3 

b5 

b6 

b7C 

b7E 


Or iginal Message 

From: | 

Se nt: Friday. March 16. 2007 6:50 AM 

To\ 

Cc: 


[ 


Subject: FW: 


UNCLASSIFIED 

NON-RECORD 


Hei[ 


I hope al l is well. I prey lousl y provided 
for utilizing I hA/ITn [_ 


Iwith your pony Pen/2703D Order 


J The AUSA apparently does not feel 


b3 

b6 

■b7C 

'b7E 


comfortable with this order and has suggested a search warrant. Would you 
mind speaking to the AUSA directlyj 

would think we could use a "search" or "seizure" warrant as long as we were 
careful on our verbage. I'll get the AUSA's contact info if you like. 


F 


Thanks, 


I 1 


CEU/010 000^52 


O riginal Message . 

From l I 

Se nt: Thursday. March 15. 2007 4:26 PM 

To j 

Subject: RE: | | 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


My AUSA felt that we should get a search warrant since we didn't have any inf o 
that! I 


CELLSITE-15548 





Can we use the same technology as part of a search warrant? 


Or iginal Message 

From; | I 

Se nt; Thursday, March 15, 2007 10:13 AM 

To: I 

Cc: 


suDiect; Rb j r 

UNCLASSIFIED 

NON-RECORD 


Hey just checking in. 


Are we stiil planning on the 


Thanks, 


O riginal Message 

Fromi 

Se nt: Wednesday. February 21. 2007 5:46 PM 

ToJ 

Subject: FW:| 


UNCLASSIFIED 

NON-RECORD 


□ 

I am on | l and my boss has talked with you about stingray 
(see bel owV We used your affidayit and sent it to our AUSA in 
I They haye been looking at it and i was toid that i may b 
missing some statut ory refere nces. Haye you guys eyer gotten 
one of these throuah l I if yes, do you re cail the AUSA's 

name? If they hayen't, I am going to giye them] 
name and number so we can figure this thing oul 

Thanks 


O riginai Message 

From | 

Se nt: Tuesday, January 30, 2007 3:13 PM 

To i ~ 

Subject: FW: 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


CELL/01D 000953 


5 


CELLSITE- 15549 



UNCLASSIFIED 

NON-RECORD 


P er our discussion , the "pen" order for using 

to l I - 

— O riginal Message — 

Fromi i ~ 

Sent: Tuesday, January 30, 2007 3:02 PM 

Tod 

Cc:| __l 

Subject: FW: 


et al. 


UNCLASSIFIED 

NON-RECORD 




b3 
b6 
b7C 

th e "pen order" ha s been signed by the j udge, please ro ute it and]Q 7 ];? 
the to your SA C andC DC I | for 


As per our phone conversation yesterday, the second 
attachment "stingray" would be t he appropriat e pony. This 
document has been provided by 


]of OGC. Once 


T ■ ^ r 

ap proval and then provide it tbi 


so S SAF 


th q ^ 

yo u provide me with th J 
to 


Please place my name on 

Iknows t o ass ign it to me. If 


I can 


prior 


am as suming that vour c ase agent h as already subpoenad 


eachofthd 


Just checking! 


to see if your 


Thanks, 


OrioloaLMessaaez 


From: 

Sent: 

To:r 


Tri 


PGC) (FBI) 


Monday, November 14, 2005 1:15 PM 


Subject: RE:f 


b3 

-b6 

-b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Attached is a c opy of a DRAFT ap plication and order to 
authorize WITT I Also is a DRAFT app/order for 

a combined Pen & 27 03(d^ order that incorporates authority for 
use of WITT as well as to| 


Or iginal Messaoe- 


From: 

Sent: 


OGC) (FBI) 


Monday, November 14, 2005 11:57 AM 


0009S4 


6 


CELLSITE-15550 






To:l 

Subject: RE: | ~\ 


UNCLASSIFIED 

NON-RECORD 


The attached includes some edits (use 
document/reviewer to see changes). 

b3 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR 
DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR J" ^ 
OGC APPROVAL t)7C 

, b7E 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Qu antico. Va. 22135 
Tel:| 

Fax 

pag| 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF 
THE GENERAL COUNSEL 


Ori ginal Messaqe- 

From: 


Se nt; Monday, Novemoer u/, 2UUb 


PM 


To: 


Cc;L 


Subject: FW: 


UNCLASSIFIED 

NON-RECORD 


We would like to make this document i 
policy ASAP. This is our latest draft after| 
provided some input earlier. Please provide 
legal guidance to ensure we have drafted an 
appropriate SOP for exigent circumstances[| 


b3 

b6 

b7C 

b7E 


CEll/OTD 0009SS 


Ori ginal Messaae- 

From: 


7 


CELLSITE-15551 



Sent: Tuesdav, October 25, 2005 4:05 PM 


To: 

□ 








Subject: 


UNCLASSIFIED 

NON-RECORD 

Please review and provide feedback. We 
truly need to improve o ur response time to a n 
"Exigent Circumstance l 
situation. I think an SOP would be a big help. 


b3 

b6 

b7C 

b7E 


Thank you, 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


^00956 




8 


CELLSIT'E-15552 




UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


CELL/Of^> 00095? 


mi iNFCP>i.Ti;i; :: 
miREIN IS TjKSL.-i.s: 
©ME 09 - 2 7 - 2 0 1 2 B i 


](OTD) (FBI) 


©ME 09-27’-2Cil2 3i itl". 


From: 

Sent: 

To: 

Cc: 

Subject: 



UNCLASSIFIED 

NON-RECORD 


No you are right from that prospective we have never ref agents tof 


in a SOP. NEXT 


b3 

b6 

b7C 

b7E 


Wireless Intercept Tracking Tea m (WITT), 


— Or iginal Message- 

From;l 


Ser 

To: 

SCI 

t: Monday. March 19. 2007 11:57 AM 




Subject: RE | I 


UNCLASSIFIED 

NON-RECORD 


He 


Hope you are doing well. So we don't confuse the issues, let’s take them one at a time: 


The SOP stating that] 

can this SOP be found? Please provide. 



Where 


b3 

b5 

b6 

b7C 

b7E 


Thanks, 


Or iginal Message 

From :| 

Se nt: Monday, March 19. 2007 9:47 AM 

To: I 

Cc: 


Subject: RE: 


b3 

b5 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Yes I have heard of the SOP[ 
suggested in a case of this nature that[ 




is r eferencing. In previous legal presentation this was presented a nd 




However, it was always suggested and presented to 


CELL/OTD 000^58 


1 


CELLSITE- 15554 



WITT to way on the side of caution. I think I can provide you with some of these presentations if you 
would like. Please give me a call, thanks 


b3 

b6 

b7C 

b7E 


Or iginal Message 

From: 

Se nt; Friday, March 16, 2007 12:24 PM 

Tol 

Cc 


Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


b3 

b5 


1 fi tll\/ 1 inrlprctanrl hr>\/i/p\/pr 1 

1 

b6 1 


b7C 

WII l| 

b7E 

r 




1 Please do not misconstrue my 



dialog with you. 1 appreciate the legal concerns and want our office to fully comply. However, 
as you well know 1 have never felt comfortable with the Bureau's lack of guidance in this matter. 




This unofficial, non written SOP is extremely problematic. 



I have never heard of this SOP. Can you shed light on this? 


Or 

From: 

Sent: 

Thanks, 

□ 

[ginal Message-— 

(OGC) (FBI) 

Friday, March 16, 2007 11:46 AM 


To: 

Cc: 




Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


2 




CELLSITE- 15555 






O riginal Message 

From j 

Se nt; Friday, March 16, 2007 11:20 AM 

To) 

ZSI 


Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


I appr eciate all vour efforts in this matter. I truly see both arguments. 

■ However, I 

b3 
b5 
b6 
b7C 
b7E 


Thanks again, 


□ 

Please provide l [ with the AUSA's name and phone number so they 
can work this matter out. 


Thanks, 


— Or iginal Message — 

From: ( t OGC) (FBI) 

Se nt: Friday. March 16. 2007 8:04 AM 


Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


3 




CELLSITE- 15556 







PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE 
OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL 


Assistant General Counsel 

Science & Technology Law Unit 

Engineering Research Facility 

Bldg. 27958A Room A-207B 

Qu antico.Va. 22135 

Telj 

Fa> 

Cel 


b3 

b5 

b6 

bVC 

b7E 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL 
COUNSEL 


O riginal Message' 

From j 


Sent: Friday, March 16, 2007 6:50 AM 


To: 

Cc; 




Subject: FW: 




UNCLASSIFIED 

NON-RECORD 



I hope all is well. I previou sly provided 
Pen/2703D Order for utilizing 


Iwrnr: 


it h^ourpor^ 


I 

he AUSA apparently does not reel comtortabie witn tnis b 3 
order and has suggested a se arch warrant. Would you mind b 6 
speaking to the AUSA directlv.f ~ b 7 C 

b7E 


J I would think we could use a "search" 


j 


or "seizure" warrant as long as we were careful on our 
verbage. I'll get the AUSA's contact info if you like. 


Thanks, 


Original Mp.qqanp 

From: 

Se nt: Thursday, March 15, 2007 4:26 PM 


SubjertTR^ 


UNCLASSIFIED 

NON-RECORD 


5 


CELL/0’T'5> 


0009«>^ 

CELLSITE- 15558 





My AUSA felt that we sh ould get a search warrant since we 
didn't have any info that I 


Can we use the same technology as part of a search warrant? 


— Ori ginal Message — 

From: [ 

Se nt! Thursday, March 15, 2007 10:13 AM 

To:| 

Cc: 


Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

] b7C 
b7E 


Hey just checking in. 

Are we still planning on thel 


Thanks, 


IZZI 

Orj 

From 
Sent: 
To:P 


ginal Messaoe- 


Wednesday, February 21, 2007 5:46 PM 


Subject: FW: 


UNCLASSIFIED 
NON-RECORD 

□ 

I am on l l and my boss has talked with you ] j']q 
about stingray (see below). We uspii vni ir 


b3 

b6 


affidavit and sent it to our AUSA in| | They 

have been looking at it and I was told that I may 
be missing some statutory references. Have 
you guvs ever gotten one of these through 

I lf ves. do you recall the AUSA' s nam e? 
If thpv ha vsn't, | am going to give themj | 

name and number so we can figure this 


b7E 


thing ou 


Thanks 


6 


CELL/OTl) QQgil4#ITE-15559 







— Ori ginal Message — 

From: I 

Se nt; Tuesday, January 30, 2007 3:13 PM 

Toj I I _ 

Subject: FW 


UNCLASSIFIED 

NON-RECORD 



b3 

b6 

b7C 

b7E 


Per our discu ssion, t he "pen" order fq r using 
let al. to^ 


Or iginalMessage 

From:[_ 


Se nt; Tuesday, January 30, 2007 3:02 PM 

To: 

Cc: 


Subject: FW: 


UNCLASSIFIED 

NON-RECORD 


SSA 


As per our phone conversation yesterday, 
the second attachment "stingray" would be the 
appropriate Donv. This d ocument has been 
provided by 


"pen order" has been 
please route it and the 
SAC and CDC[ 


JofOGC. Once the 
sinnfid hv thfi itidge, 

your 




then p rovide itW 
on the l 


assign it to me. 


I for approval and 

{ Plea se place my name 
0 SSA I I knows to 


1 II can 


1 



If yo u provide me with the 
prior to 


b3 

b6 

b7C 

b7E 


I am assuming that your cas e agent has 
already subo oenad each of thel 
to see if vou H ~ 

Just checking! 


Thanks, 


Or oinal Message 

From; | 

Se nt: Monday, November 14, 2005 1:15 PM 

Tol I 


Cc: 


CELL/OTD 000964 


7 


CELLSITE- 15560 



Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


Attached is a copy of a draft annlinatinn and 

order to authorize WITt| Also 

is a DRAFT app/order for a combined Pen 
& 2703(d) or der that in corporates authority fo r 
use of WITT I las well as td I 


Or iginal Message- 

From:r 


(OGC) (FBI) 


Sent: Monday, November 14, 2005 


To:^ 


3 


Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


The attached includes some edits (use 
document/reviewer to see changes). 


PRIVILEGED DELIBERATIVE 
DOCUMENT - NOT FOR DISCLOSURE 
OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research- Facility 
Bldg. 27958A Room A-207B 
Qu antico, Va. 22135 
Tel:| 

Fax 

pag| 


SCIENCE & TECHNOLOGY LAW 
UNIT - OFFICE OF THE GENERAL 
COUNSEL 


Or iginal Messaoe- 

From: 



ay, November 07, 
'M 

1 

Sent: Mono 
2005 8:49 P 

To:l 



Cc: 


CELL/0 TD 000965 


8 


CELLSIT'E-15561 



Subject: FW: 


UNCLASSIFIED 

NON-RECORD 

We woul d like to make this 

documen f I doIIcv AS AP, 

This is our latest draft afte rf I 
provided some input earlier. 

Please provide legal guidance 
to ensure we have drafted an , ^ 
appropriate S OP for ex igent 
circumstances.! j b 6 

' ' b7C 

b7E 


— Ori ginal Message — 

From;r I 


Sent: Tuesday, October 25, 
20 05 4:05 PM 

To:l 




b3 

Subject: 

DO 


b7C 

UNCLASSIFIED 

b7E 

NON-RECORD 



Please review and provide 
feedback. We truly need to 
improve our response ti me to a n 
"Exigent Circurn stance" ! I 
jsituation. I 
tninK an t>up would be a big 
help. 


Thank you, 


CELL/OTD 


00096 ^ 


9 


CELLSITE- 15562 



UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED CELL/Ot'E> 000967 

10 

CELLSITE- 15563 





Mi INFOKM&TION CC;-iJ - ■■ 
BElilN IS UIICLASSI7JT' 



(OTD) (FBI) 

lai 

E C?-27-2:i2 E 

V .;v- ::'i 

From: | 


1 



Sent: 

■ill 1 1 1 ll■llll h 1 ■ 111 iiini II 1 ■ iiii^^ 




To: 




I 

Subject: 

RE: 





UNCLASSIFIED 

NON-RECORD 


The emails below began when my AUSA thought] [stingray | |_ b3 

1b6 

b7C 

^ lb7E 

I foresee using this technolog y now that I know it exists. In the next coup le weeks. I will probably use the PR/TT or a 
search warrant to use WITT to| [-I'll have my AUSA call you then to ensure that 

our order (or affidavit) is correct in reterring to the technique. 

Thanks for all of the info, 


Or iginal Message 

From:r 

Se nt: Friday. March 16. 2007 1:24 PM 


To: 

Cc: 






Subject: RE: 




UNCLASSIFIED 



NON-RECORD 


b3 




b5 

□□ 



b6 

I fuliv understand, however.l I 

b7C 

I 


I WITT training. 

b7E 




J Please do not misconstrue my dialog with 


you. I appreciate the legal concerns and want our office to fully comply. However, as you well know I have 
never felt comfortable with the Bureau's lack of guidance in this matter. This unofficial, non written SOP Is 
extremely problematic. 


I have never heard of this SOP. Can you shed light on this? 
Thanks, 


1 


000969 


CELLSITE-15564 






Please provid^ 
matter out. ^ 


with the AUSA's name and phone number so they can work this 


Thanks, 


2 


CELl/OTD 000970 


CELLSITE- 15565 







b3 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 




CELL/OTD 000971 






PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE 
FBI WITHOUT PRIOR OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Qu antico.Va. 22135 
Tel: I 
Fax 
Cell 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


b3 

b5 

b6 

b7C 

b7E 


O riginal Message- 

From j 


Se nt: Friday, March 16, 2007 6:50 AM 


To: 

Cc: 



Subject: FW: 




UNCLASSIFIED 

NON-RECORD 


HeyCD 

I hope all is well. I previously provided I I with vour oonv Pen/2703D Order 
forutilizind rWITT^ 

I I ne AUSA apparently goes not reel 

comfortable with this order and has suggested a search warrant. Would vou 
mind speaking to the AUSA directlv.1 


would think we could use a. "search" or "seizure" warrant as long as we were 
careful on our verbage. I'll get the AUSA's contact info if you like. 


b3 

b6 

b7C 

b7E 


Thanks, 


Ori ginal Message 

From: I 

Se nt: Thursday, March 15. 2007 4:26 PM 

To: | 

Subject: RE j | 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Mv AUSA felt that we should get a search warrant since we didn't have anv info 
that! 


4 


GELL/OTD 000972 


CELLSITE- 15567 




Can we use the same technology as part of a search warrant? 


Or iginal Message 

From: r 

Se nt: Thursday, March 15, 2007 10:13 AM 

To: I 

Cc: 


Subject: RE; 


UNCLASSIFIED 

NON-RECORD 


Hey just checking in. 

Are we still planning on thel 


— Or iginal Message — 

From : r 

Sent: Wednesday, February 21, 2007 5:46 PM 

To:| I 

Subject: FW;| I 


Thanks, 




UNCLASSIFIED 

NON-RECORD 


□ 

I am on I l and my boss has talked with you about stingray 

(see be low). We used your affidavit and sent it to our AUSA in 
I I They have been looking at it and i was told that I may b 
missing some statut ory refere nces. Have you guys ever gotten 
one of these through ^ I If yes, do you re call the AUSA's 
name? If they haven't, I am going to give them | 
name and number so we can figure this thing out. 


b3 

b6 

bVC 

b7E 


b3 

b6 

b7C 

b7E 


Thanks 






UNCLASSIFIED 

NON-RECORD 



l^r our discussio 


the "pen" order for using 


etal. 


Ori ginal Message 


From: 


Sent: Tuesday, January 30, 2007 3:02 PN 


To: 

Cc: 



Subject: fw: 



UNCLASSIFIED 

NON-RECORD 


SSAf 


As per our phone conversation yesterday, the second 
attachment "stingray" would be t he aPDropriat e pony. This 


document has been provided by 


of OGC. Once 


b3 

b6 

b7C 


th e "pen order" has been signed by the l uage, piease ro ute it and] 37 E 


M . . j ■ 

ap proval and then p rovide it td Please place my name on 


Jto your SA C and C PC 


thd 


ipn 

Jo 


SSA 


you provide me with the 

t° i I 


]for 


iWows to as sign it to me. if 
^1 cani I prior 


I am assuming that your case agent h as already subooenad 
each of the| | to see if yout 


Just checking! 


Thanks, 


Ori ginal Message — - 

From: | (OGC) (FBI) 

Se pt: Monday. November 14. 2005 1:15 PM 

To 


I 


Cc: } 

Subject: RE: 

1 

I 

t 


b7C 

UNCLASSIFIED b7E 

NON-RECORD 


Attached is a c opy of a DRAFT ap plication and order to 
authorize WITT I Also is a DRAFT app/order for 

a combined EeoA2Z03(d) order that incorporates authority for 
useofWnrl aswellastol 


Or iginal Messaoe- 

From:^ 


(OGC) (FBI) 


Sent: Monday, November 14, 2005 11:57 AM 


6 

CELL/OTD 00097“^ CELLSITE- 15569 








UNCLASSIFIED 

NON-RECORD 


The attached includes some edits (use 
document/reviewer to see changes). 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR 
DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 


b3 

b6 

b7C 

b7E 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Qua ntico. Va. 22135 



SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF 
THE GENERAL COUNSEL 


O riginal Messaoe- 

From J 



UNCLASSIFIED 

NON-RECORD 


We would like to make this document i I 
policy ASAP. This is our latest draft after I 
provided some input earlier. Please provide" 
legal guidance to ensure we have drafted an 
appropriate SOP for exigent circumstances.j^ 


b3 

b6 

b7C 

b7E 


— Original Message- 

FromJ 


CELL/OTD 000975 


CELLSITE- 15570^ 



Se nt: Tuesday, October 25, 2005 4:05 PM 


To: 


1 





suDjecc: 


UNCLASSIFIED 

NON-RECORD 

Please review and provide feedback. We 
truly need to improve o ur response time to an 
"Exigent Circumstance' l I 

situation. I think an SOP would be a big help, 


Thank you, 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


b3 

b6 

b7C 

b7E 


8 


CELL/OTD 000976 CELLSITE- 15571 




(OTP) (FBI) 


ALL ihTCPLiAr::;: 
arp.tiK 13 

SATE 09-27-2012 BY fiMT'r ' .f 


From: 

Sent: 

To: 

Subject: 


[ 


Wednesday. March 21. 2007 9:49 AM 

□(OTD) (FBI) 


RE: Pen Registeil 


UNCLASSIFIED 

NON-RECORD 


Just returned to town and read your helpful mess ages. 
the AUSA and get that done as soon as possible. I 


og: 


the faxed warrant information. Thank you so much. I will call 


— Original Message — 

From: | 

Sent: Monday, March 19, 2007 2:02 PM 

To: I 

Subject: RE: Pen Reaister l I 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


A few more notes: 

1. The order i s purely fori I nothing in the order 

should mention th j I That's not necessary. That's purely Bureau admin and a separate matter. 

2. Costs for you. The first ] | costs | | each subsequent | | is | | It used to be 

3. Research confirms tha j | 

Thanks, 




Original Message 

From: | | 

Sent: _ Friday. March 16. 2007 3:3.3 PM ^ 

To: I I 

Subject: RE: Pen Register 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Just to keep you up-to-date, I haye completed the EC and forward ed it t J 


pursue a court order someti me next week with AUSAT 

I in the court order. M ^ 


It will haye the 


io^joyeryou. Wewil 
provision and th 


fa 


•Original Message; 


From: 

1 1 

Sent: 

Friday, March 16, 2007 12:57 PM 

To: 

Cc: 



Sub. 

ect: 

FW: Pen Register | | 


CELL/OTO 


CELLSITE- 15572 








UNCLASSIFIED 

NON-RECORD 


HeyL 


To keep the ball rolling I have provisioned a 



I however, do need you to complete a short EC to | K as she mentions below) asking her to 
I 1 She has done so already on good faith, but needs 

the paper trail. 


Thanks, 


P.S. I would rec ommend that you complete a| 

I This wav in the event that you need tol 


Veauestina possible 


(Just complete the 


note on it that I am already supportin g you on this matter; 


attach a copy of the Pen/2703 D order, and route through your SSA, ASAC/SAC, 
SSA 


land 


Just a humble sugestion. 


— Original Messapa 

From: \ 

Sent 


Friday. March 16. 2007 AM 


To: ) 

Subject: 


RE: Pen Register (CR-2) 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Hi 


there is no Case ID for 


Just so 


that I have a clear understanding , they are requesting pen register, trap and tra ce and I I 


SAF 


The line expires 5/12/07. 
lor SA 


If this is correct, please let me know and I will 


will need a shor t EC requesting this line be placed in the 


Please e-mail or call on ext. 4221 , the phone at my desk is not working. 
Thanks, 


-Original Message- 


CELL/OTD 000979 






UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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CELLSITE-15574 
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AN, this is the most recent Legal presentation from 


[•egarding WITT. Please distribute... Thanks] | 
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Cellular Tracking 
Legal Issues 

March 23, 2006 
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■ DOJ’s Policy on Cellsite Simulators: Pen Register Device 
(18 U.S.C. §3127(3)) 

- Old Law vs. New Law 

- Non-Target users (Privacy Interest) 

- Potential Interference 

- Liability 

■ Recent Court Decisions on cellsite location data 

- distinguish 

■ Emergency Pen Register Authority 

- Federal v. State Orders 

- Voluntary Disclosures 

■ Loan of ELSUR Policy 

- liability 

■ Protecting Sensitive Techniques 

- Use as evidence 

- Qualified Privilege 
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New DOJ Opinion: 


b3 
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pOJ/CCIPS: Pen/Trap order | 

|to use its own equipment to obtain 

any “signaling information” transmitted from a 
cellular telephone to: 

1 ) Identify a target phone or 

2) Locate a phone 


DOJ: “signaling information” is any non- 
content information “transmitted by” a 
telephone instrument 
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CALEA: technical standard for 
location parameters (J-STD-025) 


- Origination (of an outgoing call from target 
phone) 

- Answer (at answer of a call terminating to the 
target phone) 

- Release (at the end of the call for both incoming 
and outgoing calls) 

■ (http://www.tiaonline.org/standards/search_results2.cfm?document_no= 
J-STD-025-A www.tiaonline.org) 


CELL^OTD 007^75 


Intmepf and Tmktng Feow 


■ Recent Court Decisions 

- CALEA prohibits collecting location information 
“solely pursuant” to a PR/TT 

-SCA 18 use 27Q3rd^l 


001 117 
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Incidental Collection 
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■ Written request from State for assistance in a purely state is 
matter; 


■ BOTH Trigger compliance with Loan of ELSUR policy 
- MIQG, Part 2, 16-4.13.4 




From: 

Sent: 

To: 

Subject: 

Attachments: 
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I am 
AUSA in 


0 ^ 


apd my boss has talked with you about stingray (see below). We used your affidavit and sent it to our 


them 


ipc 

, J They have been lob kina at it a nd I was told that I may be missing some statutory references. Have you 

guvs ever gotten on e of these through ] | If yes, do you recall the AUSA's name? If they haven't, !• am going to give 
] name and number so we can figure this thing out. 


Thanks 
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Thanks, 


O riginal Messaae- 

FromJ^ 


Se nt: Monday, November 14, 2005 1:15 PM 

Toil 




Cc^ 

Subject: Re][ 
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• Attached is a copy of a DRAFT application and order to authorize WITT \ I Also is a DRAFT app/order for 


— Original Message — 

From J^ 

Sent: Monday, November 14, 2005 11:57 AM 

To:| 

Cc:| 

Subject: RE 
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The attached includes some edits (use document/reviewer to see changes). 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR ^ ^ 
OGC APPROVAL b7C 

, , b7E 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico. Va. 22135 , 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

— O riginal Message — 

From j I 

Se nt; Monday, November 07, 2005 8:49 PM 

To:! 

Cc: 

Subject: FW j ] 
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We would like to make this documen t! I This is our latest draft after ] [p rovided 

some input earlier. Please prov ide legal guidance to ensure we have drafted an appropriate SOP for 
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- — O nainal Message ^ 

From 

Sent; Tuesday, October 25, 2005 4:05 PM 


Cc; | 

Subject: 

UNCLASSIFIED 
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Please review and provide feedback. We truly need to improve our response time to an 

I I think an SOP would be a big help. 


Thank you, 
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DERIVED FROM: G-3 FB 


ftSSlFrCATION EXEMPTION 1 
ET 




ounterlntelliaence Investiaations 


ated 1/97, Foreian Counterintelliaence Investiaations 



Classification Guide G-3. dated 1/97 


ence Investiaations 
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- PERIVED-ERnM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Investigations 


DECLASSIEUi^ATION-EXeitftPTlORT 
SECRET 



DERIVEDTROMr&^3TBn;ias5lftcatit>n-Gwde- G -^ riat^ri Co antSiTnteingencelnw 

DECLASSIFICATION 



ions 


DERIVEDTROTVIi G=3~fBf Cla ssification Guide G-3. dated 1 /Q7. Fnrfi U jn-GetmterlTTtgnTqericHnv^^^ 
DECLASSIFICATION EXEMPTIQhU— — — =^- 

SECRET " 


DERIVED FROM: G4 FBI Cla sb i ficdl i or rfatoH - 1 / 97 . rore i uii Couiile rinteliiqence Investigations 

DECLASSlHCATieN-EXEmPTIONT ° _ 

SECRET 


.C£ii/-0TI^ 0.011.^0 







Sent: 

To: 


Tuesday 


Z 


Cc: I ^ 

Subject: RE:| 
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Thanks 
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The attached includes some edits (use document/reviewer to see changes). 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 



Assistant General Counsel CEL L /O TD 001 ‘175 

Science & Technology Law Unit 
Engineering Research Facility 
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Bldg. 27958A Room A-207B 
Quantico, Va. 22135 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

Original Message 

Fromij 

Se nt: Monday. November 07. 2005 8:49 PM 


Subject: FW 
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We would like to make this document f I policy ASAP. This is our latest draft afte | [ provided 

some input earlier. Please provide lega l guidance to ensure we have drafted an appropriate SOP for 
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Or iginal Message 

From:| 

Sent: Tuesday. October 25. 2005 4:05 PM 

To:l 


Cc:| 

Subject: 
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Please review and provide feedback. VV e truly need to improve our response time to an 

I I think an SOP would be a big help. 


Thank you, 


UNCLASSIFIED 


UNCLASSIFIED 


Q%Ll/QTt> 001176 
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This email does not require a response from anyone - but 1 welcome ideas that we 
and cause to CID. 


I I can present 


to further our case 



Have a safe holiday season 






t 


Subject: 
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Happy Holidays to each and everyone. 


See attached "proposed" guidelines. Work with vmir nnn/Ai iSA tn pnsMrpt that ths nmnsriiips they deem 


appropriate for your division are followed, 
model to follow. 


lA/ITT matters and are a 


Thankd 


Original Ma<;<;aoe 

From: | | 

Sent: Tuesday. Deremher 70. POfT; PM 

To: 

Cc: 

Subject: Kt: wi 1 1 1 I 
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« File; Revised SOP fo| 

This frorr i | may be of some assistance 

nrininal Mpgganp 

From: | 

Sent: Tuesday. December 20. 2005 12:40 PM 

To: 

Cc: |_^ 

Subject: WITT l I 
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I spoke with ! [ after her presentation and advised that I'd like a copy of her powerpoint pr esentation. She 


said she thought you'd be getting that out to the Field? We're trying to come up with guidelines! 
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HEREIN IS UNCL£-S:3.r.- I . 

MiE 10-13-2Q12 BY z:c.r:-~: 

From: 

Sent: 

1 hursdav. December 22. 2005 10:05 Aiv 


To: 

Subject: 





UNCLASSIFIED 

NON-RECORD 



b3 

b6 

b7C 

b7E 


Saw your SOP re: WITT. You are great - you need to be at HQ writing policy. I attached a copy ol 
be of some value - if not trash it. 



that may 


Have a Great Christmas!!!! 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 09/02/2005 



Approved By: 


Drafted, By: 



Synopsis: This EC explains the legal authority required to 
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FYI: the attached Wpd doc is the latest in the series of decisions on compelling[ 
— Or iginal Message — 

From: | 

Se nt: Monday. October 31. 2005 3:06 PM 


Subject; FW 
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Original Mesqanp- 

From: 


Sent: Wednesday, October 26, 2005 2:46 PM 
To; FBI_ALL CDCs 
Cc: HQ_DIV09_STLU 
Subject: RE:| 
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Here's thd 


Fromj 


•O riginal Message- 




Sent: Wednesday, October 26, 2005 1:30 PM 
To: FBI_ALL CDCs 
Cc: H O DTvnq .qTiii 


Subject: 
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To Update you on the status of current litigation on the authority tol 
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Please keep us apprised of developments in your district. 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantion Va. 
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— O riginal Message — 

From f^ 

Sent: Thursday, September 01, 2005 9:36 AM 
To: FBI ALL CDCs 

Subiect: f 1 
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Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico.Va. 22135 
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Slip Copy 

Slip Copy, 2005 WL 3471754 (S.D.N.Y.) 

(Cite as: 2005 WL 3471754 (S.D.N.Y.)) 

Only the Westlaw citation is currently available. 

United States District Court, 

S.D. New York. 

In re APPLICATION OF THE UNITED STATES OF 
AMERICA FOR AN ORDER FOR DISCLOSURE 
OF TELECOMMUNICATIONS RECORDS AND 
AUTHORIZING THE USE OF A PEN REGISTER 
AND 

TRAP AND TRACE 
No. 05 MAG.I763. 

Dec. 20, 2005. 

OPINION AND ORDER 

GORENSTEIN, Magistrate J. 

*1 On October 19, 2005, the Court granted an ex parte 
application from the Government seeking an order 
requiring a provider of cellular telephone service to produce, 
inter alia, information pertaining to the location of cell site 
towers receiving a signal from a particular cellular telephone 
for a period of 60 days. The Court's Order expired on 
December 18, 2005. Because at least three other district 
courts have concluded that the Government lacks statutory 
authority for applications relating to certain types of cell 
site data, the Court is setting forth the reasons it granted the 
application in this case. Subsequent to the issuance of the 
Order, the Court sought additional information and 
briefing from the Government regarding the application. In 
addition, the Court asked the Federal Defenders of New 
York, Inc. to appear.as amicus curiae. The Court has gready 
benefitted from the briefing provided by both sides. 


The relevant portions of the application seek, for a period 
of 60 days, "cell site activations" for the telephone. The 
application also seeks a directive that the provider of the 
service furnish a map showing cellular tower 
"locations/addresses, sectors and orientations" as well as 
"the physical address/location of all cellular towers in the 
specified market." In a portion of the application not 
relevant to the instant opinion, the application seeks 
numbers dialed, incoming numbers, call durations, and 
other information relating to the subscriber of the target 
cellular telephone. The application contains additional 
provisions requiring that the provider furnish certain 
assistance to the federal law enforcement agents necessary to 
comply with the requested court order. 

While the application uses the term "cell-site activations," 
the Government has specified that it seeks "cell-site 
information concerning the physical location of the antenna 
towers associated with the beginning and termination of 
calls to and from a particular cellphone." See Letter to the 
Court from Thomas A.G. Brown, dated November 22, 
2005 ("Gov't Letter"), at 10. This phrasing corresponds 
roughly to the information that in fact has been obtained by 
the Government in this District in the past with respect to 
cell site information. Under prior orders issued in this 
District, the Government has been able to obtain a list of 
each call made by the subject cell phone, along with a date, 
start time and end time. With respect to the beginning or 
end of the call (and possibly sometimes in between), there is 
a listing of a three-digit number assigned to a cellphone 
tower or base station. At least one cellular provider will give, 
in addition to the number of the tower, a digit ("I," "2" or 
"3") indicating a 120 degree "face" of the tower towards 
which the cell phone is signaling. 


I. BACKGROUND 

Cellular telephones communicate by means of signals to 
cellular telephone towers, which are operated by the various 
commercial carriers that provide cellular telephone service. 
As a cell phone user moves from place to place, the cell 
phone automatically switches to the tower that provides the 
best reception. In this case, the Government's application 
sought information on a prospective basis regarding cell 
towers being signaled by a specifically identified cellular 
telephone. The application, which remains under seal, 
furnishes detailed information indicating that the user of 
the target cellular telephone is engaged in ongoing criminal 
activity involving the illegal sale of contraband and that a 
warrant for the arrest of this person is outstanding. An 
order was previously granted by another Magistrate Judge in 
this District for cell site information with respect to the 
same target telephone. 


*2 In suburban or rural areas, towers can be many miles 
apart. The Court has examined a map of cellular towers of a 
provider in lower Manhattan, which is one of the areas 
more densely populated by towers. In this area, the towers 
may be anywhere from several hundred feet to as many as 
2000 feet or more apart. 

The Court is aware of three cases that have considered the 
availability of cell site data: In re Application for Pen 
Register and Trap/Trace Device with Cell Site Location 
Authority, 396 F.Supp.2d 747 (S.D.Tex.2005) ("Texas 
Decision"): In the Matter of an Application of the United 
States for an Order (I) Authorizing the Use of a Pen 
Register and a Trap and Trace Device and (2) Authorizing 
Release of Subscriber Information and/or Cell Site 
Information, 396 F.Supp.2d 294 (E.D.N.Y.2005) 

("EDNY Decision); and In re Application of the United 
States for an Order Authorizing the Installation and Use of 
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a Pen Register and a Caller Idendfication System on 
Telephone Numbers (Sealed) and Production of Real Time 
Cell Site Information, 2005 WL 3160860 (D.Md. Nov. 
29, 2005) ("Maryland Decision"). These cases appear to 
involve requests for cell sice information that go beyond 
both what has been sought in this case and what has actually 
been received by the Government pursuant to any cell site 
application in this District. First, the cell site information 
provided in this District is tied only to telephone calls 
actually made or received by the telephone user. Thus, no 
data is provided as to the location of the cell phone when 
no call is in progress. Second, at any given moment, data is 
provided only as to a single cell tower with which the cell 
phone is communicating. Thus, no data is provided that 
could be "triangulated" to permit the precise location of the 
cell phone user. Third, the data is not obtained by the 
Government directly but is instead transmitted from the 
provider digitally to a computer maintained by the 
Government. That is, the provider transmits to the 
Government the cell site data that is stored in the provider's 
system. The Government then uses a software program to 
translate that data into a usable spreadsheet. 

n. DISCUSSION 

The Government's application cites to two enactments: the 
statutes governing the installation of pen registers and trap 
and trace devices, 18'U.S.C. §§ 3121-27 ("the Pen Register 
Statute"), and a provision of the Stored Wire and 
Electronic Communications and Transactional Records 
Access Act codified at 18 U.S.C. § 2703. We begin our 
discussion with the text of these statutes inasmuch as 
"[ejvery exercise in statutory construction must begin with 
the words of the text." Saks v. Franklin Covey Co., 316 
F.3d 337, 345 (2d Cir.2003). "The plainness or ambiguity 
of statutory language is determined by reference to the 
language itself, the specific context in which that language is 
used, and the broader context of the statute as a whole." 
Robinson V. Shell Oil Co., 519 US. 337, 341 (1997) 
(citations omitted). In general, if the statutory language is 
not ambiguous, the statute is construed according to the 
plain meaning of the words. See, e.g.. Greenery Rehab. 
Group, Inc. V. Mammon, 150 F.3d 226, 231 (2d Cir.I998) 
(citing Rubin v. United States, 449 U.S. 424, 430 (1981)). 
We look to the legislative history and other tools of 
statutory construction only if the statutory terms are 
ambiguous. Id. (citing Aslanidis v. United States Lines, Inc., 
7 F.3d 1067, 1073 (2d Cir.I993)). 

A. Pen Register Statute 

*3 The Pen Register Statute is the statute used to obtain 
information on an ongoing or prospective basis regarding 
outgoing calls from a particular telephone (captured by a 
"pen register") and incoming calls (captured by a "trap and 
trace" device). These devices are more fully defined in 18 
U.S.C. § 3127(3), (4). [FNI] A "pen register" is defined as 
a device that provides not merely the telephone number of a 
telephone call dialed from the subject telephone— the most 


common use of the term "pen register"— but also "signaling 
information" transmitted by the subject telephone itself or 
the "facility from which a wire or electronic communication 
is transmitted," 18 U.S.C. § 3127(3). The term "signaling 
information" was added by the USA PATRIOT Act in 
2001. ieePub.L. No. 107-56, § 216(c)(2), II5 Stat. 272, 
290 (2001). Prior to the enactment of the USA PATRIOT 
act, the District of Columbia Circuit had held in connection 
with its interpretation of a related statute, 47 U.S.C. § 
1001(2), that because a cell phone sends "signals" to 
cellphone towers in order to operate, the term "signaling 
information" includes information on the location of cell 
site towers used by a cellular telephone. See United States 
Telecom. Ass'n v. FCC, 227 F.3d 450, 458, 463-64 
(D.C.Cir.2000). [FN2] While one cell site decision notes 
an absence of legislative history indicating that Congress 
intended cell site data to be included in this term when it 
enacted the USA PATRIOT Act, see Texas Decision, 396 
F.Supp.2d at 761, the language enacted is not so limited. 
Indeed, the legislative history reflects that the language 
regarding "signaling information" would apply "across the 
board to all communications media." H.R.Rep. No. 107- 
236(1), I07th Cong., 1st Sess., available at 2001 WL 
I20586I, at *53 (Oct. II, 2001). Accordingly, we will 
interpret this provision in accordance with its most obvious 
meaning and the one that naturally would have been 
available to Congress, through the United States Telecom 
case, when the statutory language was enacted in 2001. See 
LoriUard v. Pons, 434 US. 575, 581 (1978) ("Where ... 
Congress adopts a new law incorporating sections of a prior 
law. Congress normally can be presumed to have had 
knowledge of the interpretation given to the incorporated 
law, at least insofar as it affects the new statute."). 

FNI. At one time, a "pen register" referred 
perforce to a physical device that recorded 
information regarding outgoing telephone calls. 
In this District at least, law enforcement agencies 
do not in all instances need to install a physical 
device on a telephone line to obtain information 
regarding these calls. Instead, information that 
was heretofore captured by a pen register can now 
be transmitted digitally by the telephone service 
provider. The Government has properly assumed 
that, despite this change in technology, it is bound 
to follow the Pen Register Statute to obtain 
information otherwise covered by the statute. 

FN2. Because the location information is 
"transmitted" by the cell phone, a pen register 
(not a trap and trace device) identifies location 
information for both incoming and outgoing 
calls. See 18 U.S.C. § 3127(3). 

On a separate point, amicus contends that the 
"signaling information" available under the Pen 
Register Statute is only the "signaling 
information" that is transmitted during a 
particular telephone call. See Letter to the Court 
from Yuanchung Lee, dated October 27, 2005 
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(^"Amicus Letter") at 16. The statute is 
ambiguous on this point, however. It says only 
that a pen register records the "signaling 
information transmitted by an instrument or 
facility from which a wire or electronic 
communication is transmitted." 18 U.S.C. § 
3127(3). The term "is transmitted" is susceptible 
of two meanings: it could refer either to a 
particular communication or to an ongoing 
transmission. It is not necessary to reach this 
issue, however, because here the Government has 
sought only cell-site information tied to telephone 
calls. 

In addition, construing the pen register definition as 
covering the capture of cell site data is the only way to make 
sense of a separate statute: 47 U.S.C. § 1002. As described 
in- the next section, that statute specifically assumes that cell 
site data is available under the Pen Register Statute. 

Notably, the showing required to install a pen register is a 
low one: the Government need only identify the law 
enforcement agency conducting the investigation and certify 
that the information likely to be obtained is "relevant to an 
ongoing criminal investigation" being conducted by the 
agency. 18 U.S.C. § 3122(b)(1), (2). Orders requiring the 
installation of a pen register may not exceed 60 days, 
though they may be extended for additional 60- day periods 
if the required showing is made. 18 U.S.C. § 3123(c). In 
certain emergency situations, a pen register may be installed 
even in the absence of a court order. 18 U.S.C. § 3125. The 
Pen Register Statute explicitly excludes from its definition 
"the contents of any communication"~an exclusion not 
relevant to the instant application as there is no effort to 
obtain the contents of any telephone calls. See 18 U.S.C. § 
3127(3). 

*4 The Government has certified that the cell site 
information it seeks here is "relevant and material to an 
ongoing investigation." Thus, the Pen Register Statute 
would by itself provide authority for the order being sought 
by the Government were it not for a provision codified 
elsewhere in the United States Code. That provision occurs 
in an "exception" clause within 47 U.S.C. § 1002, which is 
entitled "Assistance capability requirements." 

B. 47 use §1002 

Section 1002 was enacted as part of the Communications 
Assistance for Law Enforcement Act of 1994. It requires 
telecommunications carriers to ensure that their equipment 
is capable of providing a law enforcement agency with 
information to which it may be entitled under statutes 
relating to electronic surveillance. Section 1002 provides, in 
pertinent part, as follows: 

a telecommunications carrier shall ensure that its 
equipment, facilities, or services that provide a customer 
or subscriber with the ability to originate, terminate, or 
direct communications are capable of— 


(2) expeditiously isolating and enabling the government, 
pursuant to a court order or other lawful authorization, 
to access call-identifying information that is reasonably 
available to the carrier— 

(A) before, during, or immediately after the transmission 
of a wire or electronic communication (or at such later 
time as may be acceptable to the government); and 

(B) in a manner that allows it to- be associated with the 
communication to which it pertains, 

except that, with regard to information acquired solely 
pursuant to the authority for pen registers and trap and 
trace devices (as defined in section 3127 of Title 18), such 
call-identifying information shall not include any 
information that may disclose the physical location of the 
subscriber ( except to the extent that the location may be 
determined from the telephone number); 

47 U.S.C. § 1002(a)(2) (emphasis added). 

The phrase "information that may disclose the physical 
location of the subscriber" in the exception clause can 
reasonably be interpreted to encompass the prospective cell 
site information being sought by the Government here, 
although, as already discussed, the information the 
Government obtains in this District "disclose[s] the 
physical location" of the subscriber in only the roughest 
manner. [FN3] 

FN3. A literal reading of this exception clause 
might lead one to question whether it is of any 
relevance at all to the Government's application 
inasmuch as the clause is framed only as an 
exception to the sort of "capab[ilities]" a carrier is 
obligated to "ensure" that it possesses. Under this 
reading, the exception clause merely states that a 
carrier is not obligated to ensure that it possesses 
the capabUity to disclose physical location 
information. The clause says nothing about 
whether the carrier should or should not disclose 
such information. Nor does it say anything about 
whether the Government may obtain an order for 
such information. As is described below, however, 
the legislative history relevant to this provision 
reflects that a literal reading of this kind would be 
at odds with the intention of Congress. 

The effect of the exception clause is not obvious at first 
glance. But the clause plainly reflects an underlying 
assumption that physical location data would have been 
obtainable under the Pen Register Statute in the absence of 
the exception clause. Otherwise, it would have been 
unnecessary to add the exception clause at all. Indeed, the 
legislative history of section 1002 states as much. See H. 
Rep. 103-827(1), reprinted in 1994 U.S.C.C.A.N. 3489, 
3497, 1994 WL 557197, at *17 (Oct. 4, 1994) 
("Currently, in some cellular systems, transactional data that 
could be obtained by a pen register may include location 
information."); S. Rep. 103-402, available at 1994 WL 
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562252, ac *18 (Oct. 6, 1994) (same). [FN4] 

FN4. In fact, the definition of a "pen register" in 
effect at the time of the exception clause's passage 
did not seem to include cell site or location 
information, inasmuch as the term "pen register," 
prior to the USA PATRIOT Act amendment in 
2001, had been defined as a device that identified 
"the number dialed or otherwise transmitted." See 
Pub.L. No. 99-508, § 301, 100 Stat 1848 (Oct. 
21, 1986). Nonetheless, Congress obviously 
thought such information was available under the 
Pen Register Statute when the exception clause 
was enacted in 1994. 

*5 But if the exception clause of 47 U.S.C. § 1002(a)(2) is 
read to mean that a pen register may not be used at all to 
deliver cell site information to the Government, then the 
Government may not acquire cell site information by any 
mechanism. This is because the Pen Register Statute is clear 
.that the device that captures cell site information—that is, a 
"pen register"— may be installed only pursuant to the Pen 
Register Statute itself As noted, the Pen Register Statute 
defines a pen register as a device that provides "signaling 
information" (e.g., cell site information). See 18 U.S.C. § 
3127(3). At the same time, the Pen Register Statute states 
unequivocally (with exceptions not relevant here) that "no 
person may install or use a pen register ... without first 
obtaining a court order under section 3123"— that is, 
pursuant to a court order issued under the Pen Register 
Statute itself. See 18 U.S.C. § 3121(a). Taken together, the 
two sections require that prospective cell site information 
may be obtained pursuant to the Pen Register Statute. 
If the exception clause in 47 U.S.C. § 1002(a)(2) is read to 
mean chat the Pen Register Statute may not be used in any 
form to obtain cell site information, as is urged by amicus 
and the ocher cell site cases, the exception clause in 
combination with section 3121(a) would constitute a 
directive that cell site information was not obtainable by 
any mechanism at all. 

Amicus and the other cell site cases do not address this 
question and simply assume that 47 U.S.C. § 1002(a)(2) 
means that some mechanism other than the Pen Register 
Statute may be used to obtain cell site information as long 
as this mechanism stands on its own— that is, as an 
independent ground authorizing the collection of cell site 
data. The cell site cases believe a search warrant under 
Fed.R.Crim.P. 41 is the appropriate mechanism, see, e ,g., 
Texas Decision, 396 F.Supp.2d at 757, and amicus asserts 
that it is the Title III wiretap statute, see Letter to the Court 
dated December 6, 2005 from Yuanchung Lee, at 5-6. But, 
again, this reading fails to give effect to the explicit 
directives contained in the Pen Register Statute that a pen 
register— which is defined to include a device providing cell 
site information— can be installed only pursuant to "a court 
order under section 3123 of [Title 18]." 18 U.S.C. § 
3121(a). In other words, Fed.R.Crim.P. 41 or Title III 
cannot by themselves provide authority for the 


Government's application because any warrant or order 
issued pursuant to those mechanisms must necessarily 
authorize the installation of a "pen register." 

If the cell site cases and amicus were correct in their 
interpretation of the exception clause— that is, that it 
constitutes a simple direction that no cell site information 
may be obtained pursuant to the Pen Register Statute— this 
Court might conclude that Congress intended that the 
Government could not obtain cell site information by any 
means. However, the exception clause in fact does not 
contain a direction that no cell site information may be 
obtained "pursuant" to the Pen Register Statute. Instead, it 
states that cell site information may not be obtained "solely 
pursuant" to the Pen Register Statute. 47 U.S.C. § 
1002(a)(2). The phrase "solely pursuant" is an unusual 
one— so unusual that the only time it appears in the United 
States Code is in 47 U.S.C. § 1002(a)(2). [FN5] 

FN5. The phrase "only pursuant" appears several 
dozen times in the United States Code. But in 
each instance the phrase is used to direct 
affirmatively how an act is to be done— for 
example, to direct that judicial review of an order 
may be obtained "only pursuant" to a particular 
statutory provision. 49 U.S.C. § 
4630I(d)(7)(D)(iii). Here, however, the 
exception clause authorizes something to be done 
as long as it is not done "solely pursuant" to a 
particular statutory provision. Thus, the statutes 
using "only pursuant" provide no assistance in 
our interpretation. 

*6 The use of the word "solely" is significant. "Solely" 
means "without another" or "to the exclusion of all else." 
See Merriam-Webstec's Collegiate Dictionary (lOth 
ed.2000), at 1 1 14. If we are told that an act is not done 
"solely" pursuant to some authority, it can only mean that 
the act is done pursuant to that authority "with [ ] another" 
authority. Id. As a result, the use of the word "solely" in 
section 1002 necessarily implies that "another" mechanism 
may be combined— albeit in some unspecified way— with the 
Pen Register Statute to authorize disclosure of cell site 
information. 

As just noted, amicus and the other cell-site cases read the 
exception clause as a direction to the Government to rely 
exclusively on some other mechanism to obtain the cell-site 
information and to rely on that other mechanism alone. We 
have already pointed out one problem with this reading— 
that it results in a contradiction in the terms of the Pen 
Register Statute and 47 U .S.C. § 1002. But there is a 
second problem, which is reflected in section 1002 itself If 
section 1002 means that the Pen Register Statute cannot be 
relied on whatsoever to obtain cell site information, it 
would have been sufficient for the statute's drafters to use 
the word "pursuant" rather than the phrase "solely 
pursuant." In other words, the use of the word "pursuant" 
would have been enough by itself to give a clear direction 
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that cell-site information cannot be obtained under the Pen 
Register Statute. Given the doctrine that "we must, if 
possible, construe a statute to give every word some 
operative effect," Cooper Industries, Inc. v. Aviall Services, 
Inc,, 125 S.Ct. 577, 584 (2004), the word "solely" must be 
given semantic content if it is possible to do so. The most 
reasonable reading of the word "solely" is that if cell-site 
information is not being obtained "solely" pursuant to the 
statute, it is being obtained pursuant to the opposite of 
"solely": that is, not "alone" but in combination with some 
other mechanism. 

While we have extracted some semantic content out of the 
word "solely," it has hardly been a satisfying exercise 
inasmuch as we are left with the conclusion that Congress 
has given a direction that cell site information may be 
obtained through some unexplained combination of the Pen 
Register Statute with some other unspecified mechanism. As 
unsatisfying as this result is, the only alternative is either (I) 
to ignore the plain dictate of 18 U.S.C. § 3121(a) by 
assuming that 47 U.S.C. § 1002 means that some other 
mechanism may be used to intercept "physical location" 
information if it can do so on an independent basis, or (2) 
to ignore Congress's inclusion of the otherwise unnecessary 
word "solely" and conclude that ongoing cell site data is 
not obtainable at all. 

We reject the first choice as it requires us to ignore a clear 
statutory command. Nor can we accept the second choice 
because it requires us to conclude that Congress intended 
that ongoing cell site location information could not be 
obtained by any means at all. Congress, however, plainly 
manifested its intention to the contrary. First, as noted, any 
such interpretation necessarily reads the word "solely" out 
of the exception clause. If Congress had intended that no 
prospective cell site data be obtainable, it would have simply 
said in the exception clause that physical location 
information could not be obtained "pursuant" to the Pen 
Register Statute. 

*7 Second, the only legislative history that directly bears on 
the meaning of the exception clause— consisting of a 
prepared statement of former Federal Bureau of 
Investigation ("FBI") director Louis Freeh— reflects that the 
§ 1002 exception was put in at the suggestion of the FBI 
itself, as a way of assuring Congress that the FBI would rely 
on mechanisms— referred to as "court orders and 
subpoenas"— other than the Pen Register Statute to obtain 
physical location information, including cell site data. See 
Police Access to Advanced Communication Systems: Before 
the Subcommittee on Technology and the Law of the 
Committee on the Judiciary United States Senate and the 
Subcommittee on Civil and Constitutional Rights of the 
Committee on the Judiciary House of Representatives 
(1994) (statement of FBI Director Louis J. Freeh) ("Freeh 
Statement"), available at 1994 WL 223962 ("Even when 
such generalized location information, or any other type of 
'transactional' information, is obtained from 
communications service providers, court orders or 


subpoenas are required and are obtained."). Thus, it would 
not make sense for Congress to have taken Director Freeh 
up on his proposal by barring law enforcement agencies 
from obtaining cell site information entirely. 

Third, the District of Columbia Circuit, in considering the 
"solely pursuant" exception in the context of a Federal 
Communications Commission's rule-making proceeding, 
approved of the FCC's decision that section 1002 "simply 
imposes upon law enforcement an authorization 
requirement different from that minimally necessary for use 
of pen registers and trap and trace devices." United States 
Telecom Ass'n, 227 F.3d at 463 (citing In the Matter of 
Communications Assistance for Law Enforcement Act, 14 
F.C.C.R. 16794, I68I5, (f 44 (1999)). The plain import 
of this statement is that law enforcement agencies would be 
able to get authorizations to obtain cell site information 
from some mechanism, although the Government would 
have to meet an authorization requirement different from 
the minimal standard provided in the Pen Register Statute. 

Having rejected the two alternatives— that is, that cell site 
data can be obtained without reliance on the Pen Register 
Statute or that it is not obtainable at all— we are back at the 
originally discussed reading- of the word "solely." We thus 
conclude • that Congress expected physical location 
information— including cell site information— would be 
obtainable by the Government by using some mechanism in 
combination with the Pen Register Statute. The idea of 
combining some mechanism with as yet undetermined 
features of the Pen Register Statue is certainly an 
unattractive choice. After all, no guidance is provided as to 
how this "combination" is to be achieved. But, again, in 
light of the language used in section 1002, the Court 
believes that it is the only choice possible. 

The next question is (I) whether the other mechanism 
relied on by the Government— 18 U.S.C. § 2703— is an 
appropriate mechanism to "combine" with the Pen Register 
Statute, and (2) if so, how section 2703 should be 
"combined" with the Pen Register Statute. To answer these 
questions, we turn to an examination of section 2703. 

C. Section 2703 

*8 Section 2703 contains three main sections that 
authorize the Government to obtain records. Two are not 
relevant here: section 2703(a) authorizes disclosure of the 
contents of wire or electronic communications held by a 
"provider of electronic communication service" and section 
2703(b) authorizes disclosure of the contents of wire or 
electronic communications in a "remote computing service 

II 

Section 2703(c)(1) —the section relied upon by the 
Government— provides that a "governmental entity may 
require a provider of electronic communication service or 
remote computing service to disclose a record or other 
information pertaining to a subscriber to or customer of 
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U.S.C. § 3117(b). 

Because a cellular telephone arguably has the capability of 
being a "device which permits ... tracking"— in addition to 
its normal voice and data transmission uses— we must 
determine if the tracking device exception to the definition 
of "electronic communication" means that a cellular 
telephone service subscriber is not in fact a "customer of an 
electronic communication service" under section 2703(c). 

To understand the import of this exception, it is necessary 
to examine what "service" is being provided to the 
customer of a cellular telephone. This is because the term 
"electronic communication" is used in section 2703 to 
describe the sort of "service" that an individual subscribes 
to or is a customer of, and the Government may only obtain 
"records or other information" pertaining to such a person. 
Section 2510(15) says that the relevant service is a service 
that provides to users thereof the ability to "send or receive 
... electronic communications." The exception in section 
25I0(I2)(C) tells us only that "tracking" information is 
not considered to be an electronic communication. But this 
exception does not alter the fact that the cellular telephone 
service that the customer uses and to which the subscriber 
subscribes is nonetheless an "electronic communication 
service" under section 2510(15). 


such service (not including the contents of 
communications)," provided the Government "offers 
specific and articulable facts showing ... reasonable grounds 
to believe that ... the records or other information sought, 
are relevant and material to an ongoing criminal 
investigation" under 18 U.S.C. § 2703(d). A separate 
portion of section 2703 provides that basic subscriber 
information— such as name, address and duration of calls— 
need not even meet this threshold showing but is obtainable 
merely by subpoena. See 18 U.S.C. § 2703(c)(2). The 
Government may obtain additional information about a 
subscriber under 18 U.S.C. § 2703(c)(1)(B) as long as the 
"specific and articulable facts" standard is met. 

The first question that arises is whether prospective cell site 
data is encompassed in the phrase "record or other 
information pertaining to a subscriber to or customer of [an 
electronic communication] service." 

Certainly, prospective cell site data is "information," and it 
may also be said— in this District at least— to be. in the form 
of a "record" inasmuch as cell site information is 
transmitted to the Government only after it has been in the 
possession of the cell phone company. Cell site data also 
"pertain[s]" to a subscriber to or customer of cellular 
telephone service. The remaining question is whether 
cellular telephone service constitutes an "electronic 
communication service." According to 18 U.S.C. § 
2711(1), we must turn to 18 U.S.C. § 2510 for the 
definition of this term. Section 2510 defines an "electronic 
communication service" to mean "any service which 
provides to users thereof the ability to send or receive wire 
or electronic communications." 18 U.S.C. § 2510(15). 

The phrase "electronic communication" is itself defmed. 
Section 2510(12) provides that "electronic 
communication" means "any transfer of signs, signals, 
writing, images, sounds, data, or intelligence of any nature 
transmitted in whole or in part by a wire, radio, 
electromagnetic, photoelectronic or photooptical system 
that affects interstate or foreign commerce." With the 
definition taken thus far, it would be plain that a user of a 
cellular telephone is a "customer of an electronic 
communication service" under section 2703(d) since the 
cellular telephone makes transmissions to a tower through 
an electromagnetic system. See generally http:// 
www.fda.gov/ceUphones/ qa.html# I (wireless phones rely 
on radio-frequency energy, which is a form of 
electromagnetic energy). 

’•'9 Amicus argues, however, that an exception contained in 
the definition of "electronic communication" in section 
2510(12) is of importance here. Amicus Letter at 8. The 
exception states that an "electronic communication ... does 
not include ... any communication from a tracking device 
(as defined in section 3117 of this title)." 18 U.S.C. § 
25I0(I2)(C). Section 3117 in turn defines a tracking 
device as "an electronic or mechanical device which permits 
the tracking of the movement of a person or thing." 18 


We next turn back to section 2703, which governs 
"information" pertaining to "customers and users" of 
electronic communications service. It is certainly the case 
that ceU site or tracking information constitutes 
"information" pertaining to customers or users of electronic 
communications services. Thus, such ceU site or tracking 
information comes within section 2703(c) and 
consequently is . the sort of "information" that the 
Government may seek pursuant to an order under section 
2703(d). 


The objection to this reading, see Amicus Letter at 8-9, 
appears to be as foUows: section 2703(c) governs 
information pertaining to electronic communication 
services. The definition of "electronic communication" in 
section 25I0(I2)(C) excludes tracking information. 

Therefore, the Government cannot get under section 2703 
the tracking information a ceU phone provides. 

The problem with this syUogism is that it assumes that the 
term "information" in section 2703(c) is limited by the 
definition contained in section 2510. In fact,, section 2510 
does not speak to the scope of the term "information" in 
section 2703. Rather, section 2510 speaks only to the 
meaning of the term "electronic communication service," 
which it defines broadly as a service that "provides to users 
thereof the ability to send or receive ... electronic 
communications." Thus, the term "electronic 
communications service" in section 2703(c) refers broadly 
to the "service" of providing users with the "ability to send 
or receive ... electronic communications." It does not refer 
to any one particular piece of information, such as cell site 
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information, that might be obtainable from the device 
carried by the user of the service. While tracking 
information is not to be considered part of "electronic 
communications" pursuant to the exception contained in 
25I0(I2)(C), this does not alter the fact that the cellular 
telephone service to which a cellphone customer subscribes 
necessarily comes within the definition of section 
2510(15). After all, the service a cellular telephone 
company "provides to users" is the ability to make cellular 
telephone calls, not exclusively tracking information. 
Inasmuch as a service that provides, cellular telephone 
capabilities is within section 2510(15), information 
pertaining to a subscriber to or customer of that "service" is 
obtainable under section 2703(c). 

*10 In other words, information on the location of cell 
towers is not the "service" to which a cellular customer 
subscribes. Instead, the user subscribes to the voice— and 
perhaps data— transmission capabilities provided by the 
cellular carrier. Although tower location information may 
be a necessary ingredient for the operation of that service, 
the "service" to which the user subscribes is stiU the 
"electronic communication" capabilities of the cellular 
telephone. Section 2703(c) tells us broadly that the 
Government may obtain "information" pertaining to users 
of this sort of service. Cell site information is just one of 
many possible categories of "information" that pertains to 
users of this service. The exception in section 25I0(I2)(C) 
does not purport to limit the meaning of the term 
"information." [FN6] 

FN6. There is potentially an independent reason 
why the exception clause in section 25I0(I2)(C) 
does not limit the Government's ability to obtain 
cell site information under section 2703. The 
exception clause points to section 3117 for the 
definition of a tracking device. Section 3117, 
however, is a statute that refers to a tracking 
device that has been "instaU[ed]" at the behest of 
the Government. 18 U.S.C. § 3117(a). Here, 
however, no tracking device has been "installed." 

It may seem anomalous that the Government may obtain 
under section 2703 a particular category of information 
pertaining to a twer of electronic communications that is 
excepted from the term electronic communications itself. 
But this is not surprising given the multiple purposes that 
the section 25I0(I2)(C) exception serves. The definitions 
in section 2510 apply across the board to (I) wiretaps; (2) 
section 2703 applications; and (3) Pen Register Statute 
applications. See 18 U.S.C. §§ 2510 (introductory clause); 
2711(1); and 3127(1). There is no suggestion in the 
structure of the statues that the section 25I0(I2)(C) 
exception was meant to limit in any way the "information" 
that the Government was entitled to get under section 
2703(c). 

In light of the analysis so far, section 2703(c)'s use of the 
term "information" would cover the prospective cell site 


data being sought here. At least some of the cell site cases 
recognize that the term "information" includes historical 
cell sice information. 5ee Texas Decision, 396 F.Supp.2d at 
759 n. 16; EDNY Decision, 396 F.Supp.2d at 313; 
Maryland Decision, 2005 WL 3160860, at *4; see also 
Amicus Letter at 12. They question, however, whether cell 
site information not yet in existence at the time of the 
order— that is, prospective or what is colloquially referred to 
as "real time" data— may be included in the term 
"information." 

The text of the statute itself contains no limitation of this 
kind. Some courts have pointed to the title of the chapter in 
which the statute appears— the "Stored Wire and Electronic 
Communications and Transactional Records Access"— as 
harboring some importance iri this regard. See Texas 
Decision, 396 F.Supp.2d at 760. But this title is of limited 
significance for two reasons. First, it refers to types of data— 
"communications" and "records"— that are narrower than 
one of the actual terms in section 2703(c): "information." 
Second, and more significantly, even the data being 
obtained regarding the location of the cell phone is in fact 
"stored" by the carrier— at least in this District. Cell site 
information is not obtained directly by the Government. 
Instead, it is transmitted to the Government only after it has 
come into the possession of the cellular telephone provider 
in the form of a record. 

*II The question of "historical" versus "real time" data is 
StiU of some significance, however. While the data the 
Government seeks can appropriately be characterized as 
"stored" or "historical" records by the time the 
Government gets possession of them, the Government 
wants that information on an ongoing basis. That is, it 
wants a continuing order for the ceU phone company to 
provide the stored records in the future. 

Amicus and the ceU site cases have properly pointed to 
aspects of 2703 that make it unsuited to requiring the 
carrier to provide ceU site data on an ongoing basis. Amicus 
Letter at 12. The two related statutes that plainly permit 
transmission of information to the Government on an 
ongoing basis— the Pen Register Statute and Title III— both 
contain limitations, 60 days and 30 days respectively, that 
cap the duration of any prospective orders. See 18 U.S.C. § 
3123(c)(1); 18 UJS.C. § 2518(5). Section 2703, by 
contrast, contains no such time limitation. In a similar vein, 
the Pen Register Statute and Title III contain automatic 
sealing provisions, see 18 U.S.C. § 25I8(8)(b) and 
3123(d)(1)— provisions that are obviously important to the 
Government when obtaining ongoing information— whereas 
section 2703 does not. 

These omissions, however, are understandable when 
considered in the context of the discussion presented thus 
far. Amicus and the ceU site cases have conducted their 
analysis of section 2703 as an effort to determine whether 
Congress "intended" section 2703 to cover prospective ceU 
sice data. See, e.g., Texas Decision, 396 F.Supp.2d at 760; 
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authorization requirement than that required for a pen 
register. While the Pen Register Statute permits disclosure 
of information upon the mere showing that the information 
likely to be obtained is "relevant to an ongoing criminal 
investigation" being conducted by the agency, 18 U.S.C. § 
3122(b)(2), section 2703 requires the Government to offer 
"specific and articulable facts showing ... reasonable grounds 
to believe that ... the records or other information sought, 
are relevant and material to an ongoing criminal 
investigation." See 18 U.S.C. § 2703(d). Using section 
2703 thus fulfills the apparent purpose of the section 1002 
exception: to require something different from than the 
"minimal[ ]" authorization requirement imposed by the Pen 
Register Statute. 

Of course, amicus and the cell site cases suggest that 
Fed.R.Crim.P. 41 or Title III are better mechanisms than 
section 2703 to obtain the cell site information. They rely 
on them, however, based in part on their belief that the non- 
pen-register mechanism for obtaining cell-site data must 
operate independently of the Pen Register Statute. [FN7] 
But once this proposition is rejected, section 2703 is a far 
more obvious source of authority since it covers the very 
sort of information that is being sought under the warrant. 
Its only failing is that it does not explicitly allow for the 
continuous release of such information. Certainly, Title III 
does not represent an appropriate fit for cell site 
information inasmuch as its purpose is to govern the 
interception of the "contents" of communications. See, e.g., 
18 U.S.C. §§ 2510(4), 2511(1), • United States v. New 
York Tel. Co., 434 US. 159, 167 (1977) (pen registers 
not within Title III because they do not acquire the 
"contents" of communications). 

FN7. Their reliance is also based on the belief 
that a cell phone is transformed into a "tracking 
device" when prospective cell site data is sought. 
For reasons discussed further in the next section, 
the requirements that attach to tracking devices 
are not relevant here. 

*13 In sum, section 2703 is the most obvious candidate to 
be used in combination with the Pen Register Statute to 
authorize the ongoing collection of cell site information 
because it covers cell site information generally. Section 
2703's absence of procedural provisions that typically 
attach to the transmission of ongoing information is 
explained by the fact that the pen register is the proper 
"device" to obtain cell-site information. Thus the Pen 
Register Statute's procedural provisions that are tied to such 
a device are appropriately ■ combined with an application 
under section 2703 to obtain such information. 

D. Effect of the Fourth Amendment 


Amicus Letter at II-I2. But there is no reason to believe 
that section 2703 was specifically enacted as the mechanism 
to cover such cell site data inasmuch as the Pen Register 
Statute professes to be the only statute that authorizes the 
installation of the device used to capture this sort of data, 
i.e. "signaling information." See 18 U.S.C. § 3121(a). 

Section 2703, however, remains an appropriate candidate 
as a legal mechanism that could properly be "combined," as 
contemplated by 47 U.S.C. § 1002(a)(2), with the Pen 
Register Statute to obtain cell site locations. This is because 
the text of section 2703(c) covers the data the Government 
seeks here. The heart of the statute— granting authority to 
obtain "information" about cell phone customers— does not 
on its face contain any limitation regarding when such 
information may come into being. It is thus susceptible to 
an interpretation that the "information" sought might come 
into being in the future. Moreover, because cell sice data in 
this District exists as a record before it is transmitted to the 
Government, the text of the statute does not prevent the 
Government from presenting daily or hourly (or even more 
frequent) applications to the Court to obtain historical cell 
site data. Thus, as a theoretical matter, the statute permits 
the Government to obtain cell sice data on a continuing or 
ongoing basis even under a narrow reading of section 2703. 

*12 The principal reason why the statute does not serve 
easily as a fuUy independent source of authority for 
providing such data is a structural one: the statute does not 
contain certain procedural features, such as a time 
limitation, chat Congress has typically included in statutes 
that permit the gathering of ongoing information. But this 
is an understandable omission given that Congress 
envisioned a pen register as the mechanism that would be 
used to capture cell site data, and the Pen Register Statute 
contains the procedural features missing from section 2703. 
In ocher words, the Pen Register Statute contains the time 
limitation (and sealing) provisions that are tied to the very 
"device"— that is, the pen register— that Congress deemed 
necessary to obtain prospective cell site information. It is 
thus logical to conclude that these two statutes in 
combination contain the necessary authority contemplated 
by Congress in 47 U.S.C. § 1002. 

Section 2703 is an appropriate mechanism to "combine" 
with the Pen Register Statute for yet another reason. As the 
District of Columbia Circuit recognized, and as is implicit 
from the statement presented by Director Freeh, the 
objection to using the Pen Register Statute alone for the 
purpose of obtaining cell site data was that it contained a 
"minimal[ ]" authorization requirement. United States 
Telecom Ass'n, 227 F.3d at 463 (citing In the Matter of 
Communications Assistance for Law Enforcement Act, 14 
F.C.C.R. 16794, I68I5, C 44 (1999)). Thus, the District 
of Columbia Circuit concluded that the section 1002 
exception "simply imposes upon law enforcement an 
authorization requirement different from that minimally 
necessary for use of pen registers and trap and trace 
devices." Id. Section 2703, by contrast, contains a higher' 


The only remaining question is whether the issuance of a 
court order for cell site information under section 2703 and 
the Pen Register Statute is unconstitutional because it 
violates the Fourth Amendment's prohibition against 
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unreasonable searches and seizures. Amicus (and some of 
the cell site cases) discusses the issue in terms of whether the 
cell phone is a "tracking device" and whether a warrant 
grounded in probable cause is necessary for the installation 
of such a device. But the data being sought by the 
Government in this District is not what amicus believes it to 
be. The information does not provide a "virtual map" of 
the user's location. Amicus Letter at 24. The information 
does not pinpoint a user's location within a building. 
Instead, it only identifies a nearby cell tower and, for some 
carriers, a 120-degree face of that tower. These towers can 
be up to 10 or more miles apart in rural areas and may be 
up to a half-mile or more apart even in urban areas. 
Moreover, the data is provided only in the event the user 
happens to make or receive a telephone call. Thus, amicus's 
reference to tracking devices and the cases considering this 
technology is not on point. [FN8] 

FN8. The tracking device statute, 18 U.S.C. § 
3117, is of no relevance at all because it provides 
no guidance on what showing must be made to 
install a tracking device. It states only that "If a 
court is empowered to issue a warrant or other 
order for the installation of a mobile tracking 
device, such order may authorize the use of that 
device within the jurisdiction of the court, and 
outside that jurisdiction if the device is installed 
in that jurisdiction." 18 U.S.C. § 3117(a) 
(emphasis added); see also United States v. 
Gbemisok, 225 F.3d 753, 758 (D.C.Cir.2000) 
("section 3117 does not prohibit the use of a 
■ tracking device in the absence of conformity with 
the section"). Not only is the statute prefaced by 
a conditional clause, the statute itself 
contemplates that a tracking device may be 
installed merely pursuant to an "order"— that is, 
without a warrant and thus without a probable 
cause showing. And, of course, it contemplates 
the "installation" of a tracking device, which has 
not been sought here. 

In any event, the case most strongly relied on by amicus, 
United States v. Karo, 468 U.S. 705 (1984), held only that 
the installation of a true tracking device without the 
knowledge of the person it was tracking must be the subject 
of a warrant if the device discloses its location inside 
someone's home and that information could not have been 
obtained by observation. 468 U.S. at 714; c£ United States 
V. Knotts, 460 U.S. 276, 282 (1983) (no warrant required 
where the installed tracking device reveals information 
observable from a public highway). Here, however, the 
Government does not seek to install the "tracking device": 
the individual has chosen to carry a device and to permit 
transmission of its information to a third party, the carrier. 
As the Supreme Court has held in the context of telephone 
numbers captured by a pen register, the provision of 
information to a third party does not implicate the Fourth 
Amendment. See Smith v. Maryland, 442 U .S. 735, 744 
(1979); see also United States Telecom. Ass'n r. FCC, TTl 


F.3d at 459 (^"Smith' s reason for finding no legitimate 
expectation of privacy in dialed telephone numbers— that 
callers voluntarily convey this information to the phone 
company in order to complete calls— applies as well to much 
of the information provided by the challenged 
capabilities.") (referring to information that included 
"antenna tower location"). Amicus argues that the 
information is not voluntarily conveyed because, unlike 
telephone numbers, location information is being 
transmitted even in the absence of a telephone call. Amicus 
Letter at 23 (citing Texas Decision, 396 F.Supp.2d at 756- 
57). The Court need not reach this question because the 
only information being sought by the Government here is 
information tied to an actual telephone call. [FN9] 

FN9. United States v. Forest, 355 F.3d 942, 951 
(6th Cir.2004), suggests in dictum that there 
might be a Fourth Amendment concern where a 
law enforcement agent purposely dialed the target 
cellphone in order to obtain location data. The 
court viewed such an act as demonstrating that 
the user was not voluntarily providing the cell site 
data. Here, we have no request to authorize such 
an act. 

Conclusion 

*14 The above analysis applies with respect to the instant 
Order, and is based upon the technology that is available to 
the Government in this District. Because the Court cannot 
know how that technology may change, it intends to 
identify specifically, in any future orders authorizing the 
provision of cell site information, the character of the 
information that may be provided by a carrier. Specifically, 
any such Order will make clear that it contemplates the 
production only of: (I) information regarding cell site 
location that consists of the tower receiving transmissions 
from the target phone (and any information on what 
portion of that tower is receiving a transmission, if 
available); (2) tower information that is tied to a particular 
telephone call made or received by the user; and (3) 
information that is transmitted from the provider to the 
Government. If the Government seeks to obtain other 
information, it should provide additional briefing on why 
such information is permissible under the relevant 
authorities. 

Slip Copy, 2005 WL 3471754 (S.D.N.Y.) 
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the legal matters! 


Thanks agai 


- — Ori ginal Message 

From:| 

Sent: Wednesday, October 12, 2005 1:00 PM 

Tod 

Cc: 

Sublect: RE: S tandard Operating Procedure (SOP) for Case Agents Requesting 


UNCLASSIFIED 

NON-RECORD 


iiim 


By way of background, last yea 


CELU/OTD 0 









b3 

b5 

b6 

b7 

b7 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico, Va. 22135 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


3 


CELL/OTD 001CEI&ITE-352 




— Ori ginal Message — 

From: 

Senfr: TiipqHav. Ortrihpr 1 1 . 700^ 7:07 PM 

id 


Subject: Stand ard Operating Procedure (SOP) for Case Agents Requestingf 


UNCLASSIFIED 

NON-RECORD 

The attache d file is the first draft of a propose d SOP to assist ] ~| case agents 
who request 


Boss (SSA , as we spoke yesterday this is the first draft. 


Squad members, please review and provide imput. Thanks. 


I as this largeiy pertains to your squad, wouid you please review and provide any 
suggestions or input? Thanks. 


] when you have a moment, would you see if I missed anything? Thanks 


b3 

b5 

b6 

b7C 

b7E 


when you too have a moment, would you be so kind as to review the attachm ent for legal 

considerations? If you could provide more details regarding a useable procedure for i I 

I I that would be great. We really need to determine the quickest procedure 

for ] ■ ^ ^ 


Thank you all. 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

CELL/OTD O01J39 
CELLSITE-353 


4 





ftLL INFCT-Ka.i: ;! ■ 

HEREIN IS rii,:,-..:, r- 
DATE 10-13-20.12 lii i-i IT :• i;.::. 


From: 

Sent: 

To: 


Cc: 

Subject: 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks for the guides. I will have the guys review the cheat sheets and look forward to reviewing the 
SOP. Please let ERF review the SOP so we can run them by the Criminal Division for approval. 
Before any policy can be distributed, it needs to be run by the substantive desks at FB IHQ and OGC . 
This SOP will actually help our (ERF) efforts in establishing an SOP with FBIHQ for | 

Keep up the good 

work. 


SS/C 


Unit Chief 


b3 

b5 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Enclosed is a "cheat sheet" for dummies guide on the Stingrav 





m 





C£lL/0TD 00^1240 

CELLSITE-354 





From: 


Sent: 

To: 

Cc: 

Subject: 

Attachments: 


Monday. November 14. 2005 1 1 :57 AM 

, I 


SOP for 


1 142005 @1 130. wpd 


UNCLASSIFIED 

NON-RECORD 


The attached includes some edits (use document/reviewer to see changes). 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quahtico. Va. 22135 


SCIENCES TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


— OrlainaLMessaaez 

From: 


Se nt: Monday, November 07, 2005 8:49 PM 

Tol 

Cc 


Subject: FW: 


b3 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


We would like to make this document 


This is our latest draft after 


larovided some input 


earlier. Please provide legal guidance to ensure we have drafted an appropriate SOP for|_ 
mpk 



— Or iginal Message — 

From:| 

Se nt: Tuesday, October 25, 2005 4:05 PM 

To: I 


■CELUOTD OB1250 

CELLSITE-356 





UNCLASSIFIED 


2 


CELL^aW 001251 

CELLSITE-357 




ALL INFORKATIOIl C:- 2 .;: ■ n;r ■ 
HEREIN IS UNCLASSI^'ir- 
DATE 10-13-2012 3V t'SlT? 


From: [ 



Sent: 


To: 


Cc: 


Subject: 

RE: 


Attachments: I D ct052005.doc 


UNCLASSIFIED 


NON-RECORD 


Attached is a copy of a DRAFTI 

1 Also is a DRAFTi 



— O riginal Message — 

From ! 

Se nt: Monday. November 14. 2005 11:57 AM 

To: 

Cc: 

Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


The attached includes some edits (use document/reviewer to see changes). b 3 

b6 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 

OGC APPROVAL , 

b7E 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 

Otiantifin Va 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


0 Maccana- 

Fromi 


Se nt: Monday, November 07, 2005 8:49 PM 


To:| 

Cc 

Subject: FW: 


UNCLASSIFIED 

NON-RECORD 


We would like to make this document f I policv ASAP. This is our latest draft after ) p rovided 
some input earlier. Please provide legal guidance to ensure we have drafted an appropriate SOP for 


1 




CELLSITE-362, 





Thank you, 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


2 


00^257 


CELLSITE-363 






1 


99 





PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Faciiity 
Bldg. 27958A Room A-207B 
Quantico.Va. 22135 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


Or iginal Message- 



Subject: Standard Operating Procedure (SOP) for Case Agents Requesting 


UNCLASSIFIED 


NON-RECORD 


m/010 ■ 

•C-ELL/0T0 


001Z94 

CELL/OTD 




The attached file is the first draft o f a proposed SOP to assisq case agents who request 


Boss (SS/£ I as we spoke yesterday this is the first draft. 


Squad members, piease review and provide imput. Thanks. 


J as this largely pertains to your squad, would you please review and provide any suggestions or input? 

Thanks. 


when you have a moment, wouid you see if I missed anything? Thanks 


b3 

b5 

b6 

b7C 

b7E 


when you too have a moment, would you be so kind as to re view the attachment for legal cons iderations? 


If you could provide more details rc 
be great. We really need to deterrri 

5qarding a useable procedure fori that would 

ine the quickest procedure for 




Thank you all. 


UNCLASSIFIED 


UNCLASSIFIED 


CELL/QTD 



3 


CELLSITE-401 




*** 





Security Addendum to requisition 


(U) The above-referenced procurement request was ^reviewed in 
order to make a determination as to whether it should be relieved 
of the "full and open competition" requirements o:0 the FAR, for 
security reasons . 



May 6, 2004 




001 359 


CEU/OTD 


CELLSITE-465 






Security Officer 

Investigative Technology Division 



* * * * * 


«IL/0TD 


001361 


CELLSITE-466 




REQ.# 


5/10/2004 

DATE 

Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 



ORDERING OFFIGE/COST CODE APPROVED BY 



Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 


Page 1 OF 2 _ 


JULIAN DATE 



NATIONAL STOCK 
ITEM# NUMBER S 


SUBOBJECT UNIT 

QTY. CLASS Bi# PRICE 




Shipping / Insurance! 


SPECIAL INSTRUCTION: , 
Ship to Code: | 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


Recommend by: Unit Chie1| \ 

Requested by/Deiiver to: Federal Bureau of Investigation 

ERF Building 27958A. Quantico. V/\221 35 

Attn:^ 


M-F. 8am-4:3 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


See attached EC 


OO'I 


CIU/OTD 


CELLSITE-467 


u w 












(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: IMMEDIATE 


Date: 05/04/2004 


To : Finance 



Attn: 


Attn: 

Attn; 


Criminal Investigative Attn; 



Mi IHFOEMMIOH OONIMHED 
HEREIH IS OHCUiSSIFIED EXCE.FI 
WHERE SHOWN OTHERWISE 
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Sole Smi.rr’.p* .TnHhi f i fiat- i on 



The following reasons assist in explaining why: 


vS-t- 



m 


bl 

b3 

b7E 


(U) other companies would probably require a substantial 
monetary investment and possibly years of development time, 
to make systems that could provide the same capabilities and 
compete on the same level as the requested system. 


(U) All of these reasons support the claim that it is in the 
FBI ' s best interest to acquire the requested syste ms . Fundin g 
for this procurement is :^vai1ah1p f-rnm Budae^t Ttati 
Subobject Classification 




NON-ADVERTISEMENT STATEMENT 
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Sole Source Justification fo 
07/07/04 

1. Identification of the agency and the contracting activity, and specific identification of the 
document as a "Justification for other than full and open competition". ? - not sure what you want 
here?? 




3. A description of the supplies or services required to meet the agency's needs 
MINIMUM SALIENT REQUIREMENTS 





001 369 
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4. Identification of the statutory authority (Contracting Officer will complete this questions) 
(OMIT) 


5. A demonstration that the proposed contractor's unique qualifications or the nature of the 
acquisition requires use of the authority cited. 



6. A description of efforts made to ensure that offers are solicited from as many potential sources 
as is practicable, including whether a notice was or will be publicized as required by Subpart 5.2 
and, if not, which exception under 5.202 applies. 


bl 

b3 

7. A determination by the Contracting Officer that amount is fair and reasonable (OMIT) 


8. A description of the market research conducted and the results or a statement of the reason 
market was not conducted. 



<>| I'UI 


00^ 
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9. Any other facts supporting the use if other than full and open competition such as: 
example follow on work ; etc. 



10. A listing of the sources, if any, that expressed, in writing, an interest in the acquisition. 
None. 


1 1. A statement of the actions, if any, the agency may take to remove or overcome any barriers 
to competition before any subsequent acquisition for the supplies or services required. 

The FBI could initiate a developmental effort with another vendor to design, develop and 
manufacture equipment capable of meeting the minimum salient requirements. However, due to 
the urgent and compelling need and exorbitant costs associated with ‘reinventing-the-wheel’ it is 
in the FBI’s best interest to use the most expedient, cost-effective solution. This solution would 
be to procure existing, commercially available equipment. 


jtT I ^ I II 1 1 
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ACQUISITION PLAN 


FEDERAL BUREAU OF INVESTIGATION 


1. Unit/Section/Division: 


I/ITD 


2. Description of Requirement: 


.b3 

b7E 


3. Estimated Cost: 


5. Distribution of Dollars: FY- 0*^ 

FY- FY- 

FY- FY- 


4. Term of Contract: 


6. Subobject Class/Budget Item: 


Product or Service Code: 


7. Market Research (state how performed & attach): Market survey conducted via internet research 
and contact/communication with multiple vendors 


Commercial Item: S Yes Cl No Competitive: D Yes S No 

Ifno to one or more above,, explain: Reference Attached EC for Sole Source Justifications 


8. Sources Considered: D FBI Personnel 

D 100% Small Bus. 
D Hubzone 
□ A-76 

n Other Government Personnel 
Cl 8a Set aside 
Cl Women-owned 

n Required Sources (FAR Part 8) 
D Disadvantaged (FAR Part 8) 

B Other Federal Contracts 

9. If Information Technology: DlRM Review 

n AIS Approval 


10. Type of Procurement: S Brand Name Only 

Cl Brand Name or Equal 

Cl Commercial Item 
Cl Compatibility 

D Functional Specifications 
D Performance-Based Service Contract 

11. Contract Type: D BOA 

D Cost-Reimbursement 
Firm-Fixed Price 

D IDIQ Contract 
□ (IFB) 

D Incentive 

Cl Reimbursable Agreement 

□ rfp 

□ rfq 


□ Firm-Fbced Price w/Economic Adj. □ Letter Contract (DOJ Approval) □ Time and Material 
12. Lease vs Purchase (if lease, analysis attached): No 13. Environmentally Preferable Item: D Yes 0No 

14. Inherently Government Function (justified): D Yes E No 

15. Lead Time Required: To be filled in by Contracting Officer. 


Approval: 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


CtLUQlb 


mi372 
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May 04, 2004 

EEr"^ 


finished requ isition packet 


- requisition! 

- classified EC (Secret) 

- Acquisition Plan 

- non-Advertisement (Security) Addendum 

- nonrIT Waiver EC (dated 04/2004) 


May 1 2, 2004 


Jecretary finalized EC 


May 24, 2004 

packet (EC & Requisition) received approval from AD 

May 26, 2004 

EC uploaded 


June 02, 2004 

packet shipped via courier to 


June 23, 2004 
SS^ 
andf 


and EE 


visited 


^packet could not be located) 


}n 


June 24, 2004 
met with 

June 25, 2004 
notified 


b3 

b6 

b7C 

b7E 


- met witU 


^d he confirmed packet left building on 06/02/2004 


anq 


by COB that I will need to notify ITD’s Security Officer 


khat unless packet is located 


approximately 10 minutes after sneaking withT 
first email (from OSSCU Chief 


received 


Numerous email communications follow. 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


To : Finance 


Criminal Investigative 


From ; In- 


Contact ; EE 


Approved By: 


Drafted By: 


Date: 06/19/2003 


Attn: 





Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 


Svnoosis 




Loggerhea 


arris Corporation 



Enclosure (s) : FD-369, | |in the amount of 

Non- IT Waiver and Acquisition Plan. 

Details: The WITT has 



I To support their efforts, WITT has 

successfully leveraged the engineering capabilities of Harris 
Corporation on numerous occasions I 

















To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 06/19/2003 



C£Uyon> 
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I WITT has procured more than | 

trom the Harris Corporation to support the FBI ' s criminal and 
counterterrorism missions. 


Harris_Procurement_06132003 .wpd 
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To: Finance From: Investigative Technology 

Re: 268-HQ-1068430, 06/19/2003 



The WITT has an immediate requirement for 


some or me FBI ' s 



I Harris Corporation, the original vendor of the 


Harris_Procurement_06132003 .wpd 
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To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 06/19/2003 


LEAD(s): 

Set Lead 1 : (Action) 

FINANCE 


AT WASHINGTON. DC 

The Engineering Contracts Unit is requested to procure 





Funding is available on FD-369 




Set Lead 2 ; (Action) 


AT WASHINGTON. DC 


I is requested to 

approve f unding for Stingravl 

Loqqerheac j [Harris 

Corporation | [ Funding 

is available on FD-369 I I 


Set Lead 3: (Info) 

CRIMINAL INVESTIGATIVE 


AT WASHINGTON. DC 

b3 

For information only. 

b6 

b7C 

I 

b7E 


♦♦ 


6 


Harris_Procurement_0 6132 003 .wpd 
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TO: 


Information Resources Manager (IRM) 



Date: 06/19/2003 


SUBJECT: INFORMATION TECHNOLOGY (IT) MATTER 

NON-IT WAIVER REQUEST 


The attached requisition, numbei is from the Investigative Technoloev Division, 





Supervisory Special Agent (SSA) 

is in charge of the 

Wireless Intercent and Trad 

king Team 1 1 Electronics 1 

engineer 





The purpose of the requested equipment is to fill requirements tof 



purchase. 


b3 
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3. Estimated Cost: 4. Term of Contract: 

5. Distribution of Dollars: FY- 6. Subobject Class/Budget Item: 

FY- FY- Product or Service Code: ^ 

FY- FY- 

7. Market Research (state how performed & attach): Market survey conducted via internet research 
and contact/communication with multiple vendors 


Commercial Item: S Yes D No Competitive: D Yes 1^ No 

If no to one or more above, explain: Reference Attached EC for Sole Source Justification 


8. Sources Considered: D FBI Personnel 

□ 100% Small Bus. 
n Hubzohe 

□ A-76 

9. If Information Technology: DlRM Review 

10. Type of Procurement: Brand Name Only 

n Brand Name or Equal 

11. Contract Type: D BOA 

D Cost-Reimbiusement 
0 Firm-Fixed Price 


lU Other Government Personnel 
n 8a Set aside 
n Women-owned 


n AIS Approval 

n Commercial Item 
CH Compatibility 


D Required Somces (FAR Part 8) 
D Disadvantaged (FAR Part 8) 

13 Other Federal Contracts 


n IDIQ Contract 
□ (IFB) 

CH Incentive 


n Functional Specifications 
n Performance-Based Service Contract 

, D Reimbursable Agreement 

□ rfp 

□ rfq 


n Firm-Fixed Price w/Economic Adj. D Letter Contract (DOJ Approval) D Time and Material 


12. Lease vs Purchase (if lease, analysis attached): No 


14. Inherently Government Function (justified): D Yes 13 No 


13. Environmentally Preferable Item: D Yes 13 No 


15. Lead Time Required: 


To be filled in by Contracting Officer. 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 
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2kZL: 10-17-2:12 
lL?.EfiriEL 3; t=17? lia/fri'' 
ffiMOis 1,4 fC, G) 
DECLaSSIFY 1C-1"-2 j17 

* * * * 


ALL INFC«H5>i:CK i • i i 
HEREIN IS UITC.La.SS:: FT;-- riT-T 

WHERE SHOWN oihekvm::: 



recommended that no advertisement be made. 


bl 
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April 24, 2003 


Security Otticer 

Investigative Technology Division 



* * * * * 
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To: Finance From: Investigative Technology 

Re: 268-HQ-1068430, 06/13/2003 














To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 06/13/2003 


LEAD: 

Set Lead 1: (Action) 

FINANCE 



b7C 

Set Lead 3: (Info) b7E 


CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 


For information only. 







ALL iNFC e ■; i ; : : i : 

HEREIN IS 

miE 10-13-2012 3: < 


TO: 


Date: 06/19/2003 


Information Resources Manager (IRM) 


SUBJECT: INFORMATION TECHNOLOGY (IT) MATTER 

NON-IT WAIVER REQUEST 


The attached requisition, number 


is from Investigative Technoloery Division. 


] Superviso ry Snecial Agenl[ 


• ^ ^ ■■ > - -O T 

Wireless Intercept and Tracking Team Electronics Engineer 


~ls,.iii, c harge,, o f t he, 


is the individual requesting purchase of this equipment. 







Therefore, a non-IT waiver is being requested to expedite this 


purchase. 
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FEDERAL BUREAU OF INVESTIGATION 


(Rev. 01-31-2003) 


Precedence; ROUTINE Date: 07/21/2004 



Case ID #; 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 


Synopsis; To request the Enaineerina Contracts Unit (ECU) to 
approve funding for 


Enclosure 
amount of | 
Plan. 


I Statement of Work, FD-369 

copy of Non- IT Waiver EC, 


I I in the 

Acquisition 


b3 

b6 

b7C 

bVE 


Details; The WITT has driven f 



The WITT 

would like to utilize their existing ESC with the^Harris 
corporation 


Harris_TaskQ003 .wpd 
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To: Finance From: Investigative Technology 

Re: 268-HQ-1068430, 01 / 21 ! 200 A 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 


The Enaineerincr Contracts L 

Fnit is requested to approve 
for the- purchase of 

funding in the amount of 1 1 

Harris Corporation 

1 Funding for this procurement 

-S available from 

Budget Item "Subobject Classification 


CC; 



♦♦ 


b3 

b6 

b7C 

b7E 
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Harris_TaskQ003 .wpd 
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3. Estimated Cost: 


i. Term of Contract: 1 Base(FY03) W/4 Options 


5. Distribution of Dollars: FY- 

FY- FY- 

FY- FY- 

7. Market Research (state how performed & attach): ^/A 


6. Subobject Class/Budget Item: L 
Product or Service Code: ^ 


Commercial Item: 1x1 Yes □ No Competitive: L_1 Ye; 

If no to one or more above, explain: Reference Attached EC 


Competitive: III Yes S No 


8. Sources Considered: □ FBI Personnel 

n 100% Small Bus. 
D Hubzone 
□ A-76 


D Other Government Personnel 
n 8a Set aside 
n Women-owned 


D Required Sources (FAR Part 8) 
D Disadvantaged (FAR Part 8) 

0 Other Federal Contracts 


9. If Information Technology: DiRM Review 

10. Type of Procurement: D Brand Name Only 

D Brand Name or Equal 

11. Contract Type: D BOA 

. H Cost-Reimbursement 
n Firm-Fixed Price 


n AIS Approval 

CH Commercial Item 
D Compatibility 

□ iDIQ Contract 

□ (IFB) 

n Incentive 


1x1 Functional Specifications 
n Performance-Based Service Contract 

D Reimbursable Agreement 

□ rfp 

□ rfq 


D Firm-Fixed Price w/Economic Adj. D Letter Contract (DOJ Approval) D Time and Material 


12. Lease vs Purchase (iflease, analysis attached): No 

14. Inherently Government Function (justified): D Yes 1^ No 


13. Environmentally Preferable Item: CH Yes S No 


15. Lead Time Required: 


To be filled in by Contracting Officer. 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


CELUOTD 


Contracting Officer or CCO/(date) 
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REQ. # 

7/21/2004 

DATE ORDERING OFFICE/COST CODE APPROVED BY 


AL-L i ::ii ; • ••: ' 

HEREI11 15 nj,-? -T- 

DATE 10-17-20.12 Si' o.ii: ^ i;;:: ;:;v 


Page 1 OF 1 


JULIAN DATE 


Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 


Contract Speciaiist: 
Date Received: 
PPMS Approvai: 
Purchase Order# 


iTEM# 

NATiONAL STOCK 
NUMBER 

SER# 

FULL DESCRiPTION 

■llglhi 

1^113 

on 

SUBOBJECT 
CLASS 

Rl# 

UNiT 
PRICE 


wmtm 









Recommend by: Unit ChieJ | 

Requested by/Deliver to: Federai Bureau of investigation 















Total 


ES9 


SPECiAL iNSTRUCTION: ^ ^ JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


Ship to Code: I I 

Delivery Restrictions: M-F, 8am-4:30pm, except hoiida ys See attached EC 

Government's Estimate: 

Previous PO # 

Previous Contract # 
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STATEME NT OF W ORK 

Task! 


Description 

In Task! the contractor shall research and evaluate methods that shall f 



b3 

b7E 


Page 1 of 3 
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Impact on Commercially Available Services 


b3 

b7E 


• The contractor shall not provide these features to any other customer unless there exists 
written approval from both the Contracting Officer (CO) and the Contracting Officer Technical 
Representative (COTR), or their designees. 

Deliverables and Reports 

The contractor shall provide the following deliverables and reports: 

• DRAFT RESEARCH REPORT : The Contractor shall deliver to the customer a draft 
research report describing its research and evaluation performed in accordance with sub section 
titled, Description. If the research indicates that methods described above are not reflective of a 
realizable solution, the report shall contain the contractor’s recommendations and/or proposed 
modifications for improvement. The report shall cite reference or describe all data, data sources, 
methodologies, findings, and determinations used or discovered during the research and 
evaluation. 

• FINAL RESEARCH REPORT : The Contractor shall deliver a final research report that 
embodies the draft research report and also addresses or incorporates, as appropriate, all 
comments or questions from the customer that were submitted to the Contractor in response to 
the draft research report. 


Tmnar.t nn Cnrrftnt Canahilitipg 


iDemonstration and Product Release 


The contractor shall provide I 


]which shall reflect the results of 


these methodologies, which shall be incorporated into a final release to the customer. 


Page 2 of 3 
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The Contractor shall deliver a 


shall encompass the methods and solutions detailed in the Final Research Report. 


kvhich 


The draft and final research reports shall be submitted in both hard copy and electronic copy, 


with electronic versions in MS Word format (or MS Excel if applicable). The 

shall be delivered 




Reporting Requirements 



At minimum, the contractor shall provide a status briefing and report to the Contracting Officer 
(CO) and Contracting Officer Technical Representative (COTR) every 2 months from the start 
date of the activity. This briefing should contain at a minimum the following: 


Reporting Period Information 

1. A narrative review of work accomplished during the reporting period and significant 
events/major milestones. 

2. Problem areas 

3. Anticipated activity for the next reporting period 

4. Other relative information as necessary or requested 


In addition the contractor shall provide the following: 

• The contractor shall inform the CO in writing of the actual task starting date on or before 
the starting date. 

• The contractor shall bring technical issues or potential problems affecting performance to 
the attention of the COTR as soon as possible. Verbal reports must be followed up with 
written reports when directed by the COTR. 

• The contractor shall notify the CO when 75 % of the amount of the task has been 
expended. 

• Additional written reports may be required as deemed necessary by the CO or COTR. 
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?????? 

REQ.# 

5/28/2004 


DATE 

Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 


ORDERING OFFICE/COST CODE APPROVED BY 


Page 1 OF 2 _ 


JULIAN DATE 


ITEM# 


NATIONAL STOCK 
NUMBER 



Contract Specialist: _ 
Date Received: _ 
PPMS Approval: _ 
Purchase Order# 


FULL DESCRIPTION 


UNIT 

OF 

ISSUE 


QTY. 


SUBOBJECT 

CLASS 


Bl# 


UNIT 

PRICE 


TOTAL 


HARRIS Corporation 


b3 

b4 

b6 

b7C 

b7E 





Recommend by: Unit ChiefI I 

Requested by/Deliver to: Federal Bureau of Investigation 
















Total 

irai 

SPECIAL INSTRUCTION- 

1 JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE It[ 


Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


M-F. 8am-4:3Qpm. except holidi 


See attached EC 
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HEREIN IS iJ.r. 

DATE io-13-ioi: I: 2 

FOR OFFICIAL USE ONLY 



FBI 


Portable Electronic Device 
Security Mana2e ment Plan 
(SMP) for Legacy 

From 

Investigative Technolosv Division 

Wireless Intercept and Tracking Team (WITT) 


11/12/2004 

Federal Bureau of Investigation 
935 Pennsylvania Avenue, NJV 
Room 9364 

Washington, DC 20530 
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FOR OFFICIAL USE ONLY 

1 INTRODUCTION 

This document serves as the instrument for the Mobile Computing Security Program to identify 
requirements and assess risk, with the objective of providing an approval-to-operate (ATO). The 
information required for this assessment includes, but is not limited to, a complete scope of need, 
justification, concept of operations, technical specifications, configuration management and 
residual risk relative to the device being placed into service. Once completed, and if residual risk 
is deemed acceptable, an official EC will be generated granting an ATO for those device(s) 
described within, in the manner set forth in the concept of operations. Attachments 1 and 2 are 
“living” documents. That is they are updated each time there is a change in the configuration, or 
when new devices are fielded under this SMP. Attachment 1 is the Configuration Management 
control document that lists the specific applications in use under this SMP. Attachment 2 is a 
complete listing of all devices fielded under this SMP.I I 
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FOR OFFICIAL USE ONLY 



An important component of W ITT’s 

I WITT to manai 
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4 CONCEPT OF OPERATIONS 
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7 POINTS OF CONTACT 


The ISSM has approval authority for the 


and is responsible for the life cycle 


system security. Significant changes in cohtiguration or usage will be submitted to the ISSM by 
the ISSO for approval. 


He is responsible for 


The ISSO is responsible for day-to-day oversight of the 
engineering, development, configuration management and ensuring that the p rogram security 
requirements are met. The ISSO also maintains an up-to-date inventory of all 
contained within this OP plan and to report any: 
o Loss 

o Changes in configuration or usage 

o Incremental/decremental changes to the baseline to the ISSO and ISSM. 


b3 

b6 
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Note: In the event that an ISSM is not assigned, ISSM duties are the responsibility of the 
assigned security officer. 


CElt/OTD 
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8 CONFIGURATION MANAGEMENT 

Configuration management is a process that controls and manages changes (i.e., new 
applications, peripherals, changes in configuration, etc.) to a device or system. By controlling 
changes made to a system’s hardware, software, firmware, and/or documentation, throughout the 
system/device life cycle, configuration management is a mandatory, integral part of this overall 
risk management solution. The ISSM and ISSO are responsible for managing this process. 

8.1 Incremental Chanses 


Incremental changes to the baseline may be vetted and approved by the ISSM. Minor changes 
such as the revision number of an application do not require ISSM approval but are to be tracked 
by the ISSO in the configuration information periodically provided to the ISSM in the 
configuration management document illustrated in Attachment 1. 

8.2 Security Architecture and Usase Chames 


Any chang es affecting the security architecture including the manner in which the 
fare used or the type of data stored on them may require a renegotiated ATO. 


RULES OF BEHAVIOR 

4 


The PEDs known as| [covered under this SMP are granted deviations from the 

standard security settings based on operational need. These deviations have corresponding 
expected rules of behavior with respect to how they are used, stored, and maintained. These 
include: 
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9.2 Data Protection 






O O 1 ^ 2 o 
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FBI 

Portable Electronic Device 
Security and Management Plan (SMP) 

From 

Jnvpstipativp. Tp.rhnnlnpv nivixion 

Wireless Intercept and Trackine Team (WITT) 


09/14/2004 

Federal Bureau of Investigation 
935 Pennsylvania Avenue, NW 
Room 9364 

Washington, DC 20530 

Ensnared By: 

WlTT Program Manager 


Engineering Research Facility, Building 

Q uantico, Virginia 22135 
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FOR OFFICIAL USE ONLY 


1 INTRODUCTION 

This document serves as the instrument for the Mobile Computing Security Program to identify 
requirements and assess risk, with the objective of providing an appro val-to-operate. The 
information required for this assessment includes, but is not limited to, a complete scope of need, 
justification, concept of operations, technical specifications, configuration management and 
residual risk relative to the device being placed into service. Once completed, and if residual risk 
is deemed acceptable, an official EC will be generated granting an approval to operate (ATO) for 
those device(s) described within, in the manner set forth in the concept of operations. 
Attachments 1 and 2 are “living” documents. That is they are updated each time there is a 
change in the configuration, or when new devices are fielded under this ATO. Attachment 1 is 
the Configuration Management control document that lists the specific applications in use under 
this ATO. Attachment 2 is a complete listing of all devices fielded under this ATO. 

2 MISSION BACKGROUND 
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10 RULES O F BEHAVIOR 

The PEDs known as| | covered under this ATO are granted deviations from the 

standard security settings based on operational need. These deviations have corresponding 
expected rules of behavior with respect to how they are used, stored, and maintained. These 
include: 


10.1 Wrotection 
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FBI 

Portable Electronic Device 
Security and Management 
Plan (SMP) 

From 

t 

Investigative Technolosv Division 

Wireless Intercept and Tracking Team (WITT) 

09 / 14/2004 

Federal Bureau of Investigation 
935 Pennsylvania Avenue, NW 
Room 9364 

Washington, DC 20530 

Prepa red By: 

WITT Program Manager 

TB- 1 U0T -4" •4' 
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b7E 


CELUOTD 00744^ 

2 

FOR OFFICIAL USE ONLY 

CELLSITE-550 



FOR OFFICIAL USE ONLY 

10 RULES OF BEHAVIOR 

The PEDs known as covered under this ATO are granted deviations from the 

standard security settings based on operational need. These deviations have corresponding 
expected rules of behavior with respect to how they are used, stored, and maintained. These 
include: 
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Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 05/13/2004 

To: Finance Attn: 


From: Inyestiaative Technology 

Contact : | 

Approved By: 


Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 

Synopsis: To request procurement of I ~l 


Enclosures: FD-369, #xxxxxx in the amount of 

Non- IT Waiver EC, and Acquisition Plan. 


copy of 


Details: One of the WITT's responsibilities 


b3 

b6 

b7C 

b7E 


oo'i^er 


CEltyOTO 


CELLSITE-556 



To: Finance From: Investigative Technology 

Re: 268-HQ-1068430, 06/13/2003 



LEAD: 

Set Lead 1: (Action) 

FINANCE 


AT WASHINGTON. DC 

The Engineering Contracts Unit is recruested to issu e a 


procurement 


1 


Budget Items 

CC: 


1 Funding fo r this procurement is ava ilable fro m 
Subobject Classification 


♦♦ 


b3 

b6 

b7C 

b7E 


3 


C£tL/0TD 


001 469 


CELLSITE-558 









ACQUISITION PLAN 


FEDERAL BUREAU OF INVESTIGATION 


1. 

Unit/Section/Division: 


'ITD 

2. 







b3 

b7E 


3. 

5. 


Estimated Cost: 


Distribution of Dollars: FY- 04 

FY- FY- 

FY- FY- 


4. Term of Contract: 

6. Subobject Class/Budget Item:] 

Product or Service Code: 


7. Market Research (state how performed* attach): Market survey conducted via internet research 
and contact/communication with multiple vendors 


Commercial Item: S Yes D No Competitive: D Yes H No 

If no to one or more above, explain: Reference Attached EC for Sole Source Justifications 


8. Sources Considered: □ FBI Personnel 

□ 100% Small Bus. 
D Hubzone 

□ A-76 


n Other Government Personnel 
□ 8a Set aside 
D Women-owned 


D Required Sources (FAR Part 8) 
n Disadvantaged (FAR Part 8) 

[Xl Other Federal Contracts 


9. If Information Technology: DlRM Review 

10. Type of Procurement: S Brand Name Only 

D Brand Name or Equal 

11. Contract Type: DbOA 

n Cost-Reimbursement 
S Firm-Fixed Price 
n Firm-Fbced Price w/Economic Adj. 


n AIS Approval 

Q Commercial Item □ 

n Compatibility D 

D IDIQ Contract 

□ (IFB) 

□ Incentive 

D Letter Contract (DOJ Approval) 


Functional Specifications 
Performance-Based Service Contract 

n Reimbursable Agreement 

□ rfp 

□ rfq 

n Time and Material 


12. Lease vs Purchase (iflease, analysis attached): No 


13. Environmentally Preferable Item: D Yes 0No 


14. Inherently Government Function (justified): D Yes S No 

15. Lead Time Required: To be filled in by Contracting Officer. 


Approval: 

Technical staff Member/(date) . Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


CELL/OTO 


Contracting Officer or CCO/(date) 

001470 


CELLSITE-559 





Mi INFCRM.JJ J: m im! 

HEP.EIN 13 n'l:::. 

DATE lij-lo-20ij RILT: 


REQ.# 

5/13/2004 

DATE 


ORDERING OFFICE/COST CODE APPROVED BY 


Page 1 OF 1 


JULIAN DATE 


Suppiy Technician; 




Program Manger; 


Contract Specialist; 


Funding Approved; 


Date Received; 


COTR; 


PPMS Approval; 


Room# & Ext; 


Purchase Order# 







UNIT 






WM 

NATIONAL STOCK 

mi 


OF 


SUBOBJECT 


UNIT 


IliiidAflJ 



^ FI III nFgrpiPTinM 

lEcnra 

QX^ 




DPir^E 

XOXAJ 


b3 

b4 

b6 

bVC 

b7E 


SPECIAL INSTRUCTION; 
Ship to Code; 

Delivery Restrictions; 
Government's Estimate; 
Previous PO # 

Previous Contract# 


Kecommena oy; unit onie^ 


Requested by/Deliver to; Federal Bureau of Investigation 











Total 


ERF Biiildinn 27a5RA. Quanticn. VA7213R 
Attn; 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEI5T 


M-F. 8am-4;3QDm. except holidays 


See attached EC 


CELLy'OTD 


OO'14-T'I 


CELLSITE-560^ 









REQ.# 


9/14/2004 

DATE 

Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 


ORDERING OFFICE/COST CODE 



APPROVED BY 





ITEM# 

NATIONAL STOCK 
NUMBER 

SER# 

FUll DFRCRIPTinN 


SPECIAL INSTRUCTION: 
Ship to Code: 

Deiivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract# 


Recommend by: Unit Chief^ 


Requested by/Deliver to: Federal Bureau of Investigation 


ERF 

Attn: 


RiiilHinn 97QfiSA Oiianfim \/A97l:^R 





OQ'i^rs 


Page 1 OF 1 


JULIAN DATE 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 











e * 

(Rev. 01-31-2003) 


HEREIN li. 

DATE i0-l:S-201i: - 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To : Finance 

Criminal Investigative 


Date: 06/03/2004 


Attn: 


From: In vestigative Technology 

Contact: | 

Approved By: 


Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 


Synop sis: T o request the Engineering Contracts Unit (ECU) to 

establis h an I 


Enclosures: FD-369,| | 

of Work and Acquisition Plan. 


in the amount of 


Statement 


b3 

b6 

b7C 

b7E 






CELLSITE-565 











To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 06/03/2004 


LEAD(s): 

Set Lead 1; (Action) 
FINANCE 


AT WASHINGTON. DC 

Thfi ECTT -i r t-o pc;hah1 -j sh an 


J Funding in the amount of |_ 


IfOT" 


the first y ear i s available from Subobject Classification 
Budget Item | | 


Set Lead 2; (Info) 

CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 
For information only. 

CC: ' 


b3 

b6 

b7C 

b7E 


♦♦ 


3 






CEit/OTD 


CELLSITE-567 



U.S. Department of Justice 


Federal Bureau of Investieation 

ALL IHrOEMAlIOH CwNTAIHED 
HEREIN IS UNCLASSIFIED ,EI£ 

KHERE SHOWN OlHEMISE 

JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION 
IN ACCORDANCE WITH 41 U.S.C. 253(c)(6) 

All information contained herein is classified 'iSBSSjgT^unless so otherwise noted (U). 


(1) AGENCY AND CONTRACTING ACTIVITY AND IDENTIFICATION OF 

DOCUMENT. 



(2) NATURE AND/OR DESCRIPTION OF THE ACTION BEING APPROVED. 



(3) DESCRIPTION OF THE SUPPLIES OR SERVICES. 



.CELUOm 


dved Froi 




^ 4^3 r 

-1 


CELLSITE-571 






(S) 


(4) STATUTORY AUTHORITY. 


(U) This contract action is authorized by 41 U.S.C. 253(c)(6), as implemented in 
FAR 6.302-6, National Security. 


(5) A DEMONSTRATION THAT THE NATURE OF THE ACQUISITION 

REQUIRES USE OF THE AUTHORITY CITED. 


(U) As described in FAR 6.302-6(a)(2), use of other than full and open competition is 
deemed applicable to satisfy the FBI's minimum needs when the disclosure of 
agency needs would compromise national security. 


(S) 



bl 

b3 


C£tL/OT0' 


CELLSITE-572 




EFFORTS MADE TO ENSURE OFFERS ARE SOLICITED FROM AS MANY 
POTENTIAL SOURCES AS PRACTICABLE. 



(7) DEMONSTRATION THAT THE ANTICIPATED COST TO THE 
GOVERNMENT WILL BE FAIR AND REASONABLE. 

(U) The contractor's proposal will be subjected to cost/price analysis, audit, and 
technical evaluation. The Contracting Officer will make a determination, in 
accordance with FAR 1 5 .404- 1 , that costs are fair and reasonable. 

(8) A DESCRIPTION OF THE MARKET RESEARCH. 


DeHvedJ|^tfrG3 
-Declassify Ohr-X^l^ 




(U) A market survey will be conducted to determine that the anticipated cost to the 
government will be fair and reasonable. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND 
OPEN COMPETITION. 


(S) 


LISTING OF SOURCES, IF ANY, THAT EXPRESSED A WRITTEN INTEREST 
IN THE ACQUISITION. 

(U) Since the requirement is classified, and therefore not publicized, no other source 
was given the opportunity to express an interest in writing or orally. 

A STATEMENT OF ACTIONS, IF ANY, THE AGENCY MAY TAKE TO 
REMOVE OR OVERCOME ANY BARRIERS TO COMPETITION. 


(S) 




/OtO 



(12) CERTIFICATIONS. 


TECHNICAL SPECIALIST CERTIFICATION: 

(U) As Technical Representative of this requirement, I hereby certify that all 
information contained herein is complete and accurate to the best of my 
knowledge. 


I I Date 

Contracting Officer's Technical Representative (COTR) 

CONTRACTING OFFICER CERTIFICATION: 

(U) As the Contract Specialist handling this acquisition, I hereby certify that all 
information contained herein is complete and accurate to the best of my 
knowledge. 


I . Date 

Contracting Officer 

(U) Reviewed by: 

b6 

b7C 

Date 

Unit Chief 

Telecommunications Contracts and Audit Unit 
Reviewed by: 

^ 

Date 

Chief Contracting Officer ^ 

Reviewed by: 


Office of General Counsel 
Approved by: 


Joseph L. Ford 
Deputy Assistant Director 



Date 


Date 






n 
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CELLSITE-575 





:: lj ;:l; 

CLASS] 5jc..' ■ - - 

REASON; :i . ^ 

DE0LA33IJY 01.:.; jl' 


U.S. Department of Justice 

Federal Bureau of Investigation 

Mi INFOEMMION COHIAIKED 
'BEREIN IS OTCIASSiriED,. EXCEK' 
WHERE^ SeOM 'OIHEHIISE 

JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION 
IN ACCORDANCE WITH 41 U.S.C. 253(c)(6) 

All information contained herein is classified ' unless so otherwise noted (U). 



(1) AGENCY AND CONTRACTING ACTIVITY AND IDENTIFICATION OF 
DOCUMENT. 


(S) 


(2) NATURE AND/OR DESCRIPTION OF THE ACTION BEING APPROVED. 


(S) 


(S) 


(3) DESCRIPTION OF THE SUPPLIES OR SERVICES. 



0 

0 


bl 

b3 


o 

o 

\ 


•vhJI 

Lu 


CELLSITE-576 





(S) 


(4) STATUTORY AUTHORITY. 

(U) This contract action is authorized by 41 U.S.C. 253(c)(6), as implemented in 

FAR 6.302-6, National Security. 

(5) A DEMONSTRATION THAT THE NATURE OF THE ACQUISITION 
REQUIRES USE OF THE AUTHORITY CITED. 

(U) As described in FAR 6.302-6(a)(2), use of other than full and open competition is 

deemed applicable to satisfy the FBI's minimum needs when the disclosure of 
agency needs would compromise national security. 


Q 

h* 

o 

\ 

lu 

o 




lasiify^ftr' 


CELLSITE-577 





(6) EFFORTS MADE TO ENSURE OFFERS ARE SOLICITED FROM AS MANY 

POTENTIAL SOURCES AS PRACTICABLE. 


(S) 


(S). 


(S) 


(7) DEMONSTRATION THAT THE ANTICIPATED COST TO THE 

GOVERNMENT WILL BE FAIR AND REASONABLE. 


bl 

b3 


(U) The contractor's proposal will be subjected to cost/price analysis, audit, and 
technical evaluation. The Contracting Officer will make a determination, in 
accordance with FAR 15.404-1, that costs are fair and reasonable. 


(8) A DESCRIPTION OF THE MARKET RESEARCH. 



OOT494 



:s©e^scr 


(U) A market survey will be conducted to determine that the anticipated cost to the 
government will be fair and reasonable. 

(9) ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND 
OPEN COMPETITION. 


(S) 


(10) LISTING OF SOURCES, IF ANY, THAT EXPRESSED A WRITTEN INTEREST 
IN THE ACQUISITION. 

(U) Since the requirement is classified, and therefore not publicized, no other source b 1 

was given the opportunity to express an interest in writing or orally. b 3 

(11) A STATEMENT OF ACTIONS, IF ANY, THE AGENCY MAY TAKE TO 
REMOVE OR OVERCOME ANY BARRIERS TO COMPETITION. 


(S) 





O Lt '1 9 5 



4 

. CELLSITE-579 





(12) CERTIFICATIONS. 

TECHNICAL SPECIALIST CERTIFICATION: 

(U) As Technical Representative of this requirement, I hereby certify that all 

information contained herein is complete and accurate to the best of my 
knowledge. 


Date 

Contracting Officer's Technical Representative (COTR) 

CONTRACTING OFFICER CERTIFICATION: 

(U) As the Contract Specialist handling this acquisition, I hereby certify that all 
information contained herein is complete and accurate to the best of my 
knowledge. 


I Date 

Contracting Officer 

(U) Reviewed by: 

b6 

^ ^ b7C 

Date 

Unit Chief 


Reviewed by: 


Date 

Chief Contracting Officer 

Reviewed by: 


Date 

Office of General Coxmsel 
Approved by: 


Joseph L. Ford 
Deputy Assistant Director 



Mssify On: 


Date 


5 
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££lLyO T-D 0Q ^ ^ 




(Rev. 08-28-2000) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : Criminal Investigative 

Finance 

Information Resources 


Date: 07/05/2001 


Attn: 



Contact : 


Approved By: 


Drafted By: 


Case ID #: 269-HQ-1194267 

Title: I 



Synopsis: The Finance Division, Engineering Contract 

requested to modify the Basic Orderin g Agreement , | 


in the amount of 
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From: 

Sent: 

To: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


Friday. March 30. 2007 10:5? 




Authority for 


rnone 


b6 

bVC 

b7E 

b3 


ar.T, INFORMATION COMIMHED 

HEREIN IS UHCIjASSIFIED 

DATE OS- 19-2012 BY 65179 DMHfgtp 


Always appreciate of you suggestionsf [Thanks for your help. I have d ecided to talk with ^nd AUSA[ 

about a Title III. I don't like all the worlk but it seems the only way to get him. □ ' ' 


— Original 1 

From: 

|/|pt;.;anp 


3 

n 

□ 

Sent: 

Friday, March 30, 2007 9:15 AM 


To: 




u. 

— 


Cc: 







Subject: 

_ 

Authority foi 

phone 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 



Hey 


I'd get the authority. Just another tool. 


UNCLASSIFIED 


b6 

b7C 

b7E 

b3 

b4 


UNCLASSIFIED 


CELI-/OTD 000984 


1 


CELLSIT'E-14118 









From: 

Sent: 

To: 

Subject: 





Tijfisriav. March 97 ; 




plory Report 


UNCLASSIFIED 

NON-RECORD 


Here is the write up. 


IWITT 


b6 

b7C 

b7E 


Use Corel WordPerfect to open. Later. I will look for another letter. 


UNCLASSIFIED 




■0--OOPS'§ 


1 


CELLSITE-14119 



From: 
Sent: 
To: 

Cc: 

Subject: 


--Original Message- 


Friday. March 30. 2007 8:54 AM 


T 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 

b3 


Hey 


1 hope all is well. SA oil 

~~bresentlv has a Pen Register up and runnina for a bank robbery 

suspect.- We are both familiar with usinq theT 


1 However. 1 am less 




This would be 

extremely useful in her case to see 

If this is possible how do you 


do this? 


IfthiQ 

can be don| 

> 

also be loaded into the 



ana aone tne same wayv 



Thanks, 


UNCLASSIFIED 


UNCLASSIFIED 


CEll/OTO 000987 


2 


CELLSITE-14121 




From: 

Sent: 

To: 


Monday. April 09! 2007 9:52 AM 


b6 

b7C 


Cc: 

Subject: 


b7E 


System Access 


UNCLASSIFIED 

NON-RECORD 


WITT has thus far received the following request from the field offices for individual access to the| 

Please verify the information. 

— I ■ b7E 

b6 

b7C 



0009B5 


b6 

b7C 


1 


CELLSITE-14122 





UNCLASSIFIED 

NON-RECORD 


UNCLASSIFIED 

UNCLASSIFIED 


b6 

b7C 

b7E 


cell/OTD 


3 

CELLSITE- 14124 







5^1 i.r:::.-.:: 

HEREIH Iz I. 



DATE 09-19-201; i - 

From: 

Sent: l nursoav. Anril ■ 


To: 

Subject: Info ' 

b7C 



b6 


UNCLASSIFIED 

b7C 


NON-RECORD 

b7E 


1 1 

b3 


1 

lof WITT will make arrangement for the replacement of vour 

lAt the moment 

1 lis occuppied with inventory inspection. He will take care of the request after inspection is completed. When vou 

received the unit, 

1 would be interested to see if there is improvement to your 

Reception. 


product before it can be deployed with 


I [ There is litigation matter that needs to be resolve with regard to 
the full-blo wn version that is currently offered. A slim down version is in the work.' For the moment, WITT recommends 
that l [ shall be take the lead in providing technical support should you have an immediate need for this type of 
surveillance activities. 


UNCLASSIFIED 


CELL/OTD 000991 


1 


CELLSITE-14125 





Sent: 

To: 

Cc: 

Subject: 


b7C 

b7E 

b3 


Monday. April 16. 2007 10: 



SENSITIVE BUT UNCLASSIFIED 





Subject: 





CELL/.OT0 000992 


CELLSITE-14126 








« File ] ~[ EC.wpd » 

b6 
b7C 
b7E 
b3 


SENSITIVE BUT UNCLASSIFIED 



000993 


2 


CELLSIT'E-14127 











=. -i. 

DATE 09-19-20.L' D_ =:.:.LT:= i:.:: 






From: 


1 

Sent: 

hridav. Aoril 27. 2007 10:14 AM 


To: 


Cc: 

Subject: 


b6 

b7C 

b7E 

b3 


Nev\j_ 


for StingRay 


UNCLASSIFIED 

NON-RECORD 


Please note that the installation guide to upgrade vour Harris equipment is include(T 
difficulty whereby th^ I 


us the serial number or vour eauiDmeTrrf 


| . If you are experiencing 
Tolease contact and email * 


1st 


inarav 


!]Stingray[ 


iHarrisI 


C 


to those limited few that experience this problem. 


jWe will provide a workaround solution 


UNCLASSIFIED 


b6 

b7C 

b7E 


CEU/OTD 00 0994 


1 


CELLSITE-14128 









From: 

Sent: 

To: 


Subject: 


ALL INFOEHAIICH COKL.-.mm 
HEREIN IS LlNCLASSIFirr 


r — i 


1 miE 09-13-2012 B'f €5173 iiILf-;; 







UNCLASSIFIED 

NON-RECORD 


Plsass attemnt tn nsrfnrm thp install nf thef 


thenL 


fthe 


IstinaRavf 


Lnit first before updating the 
ptep as described below, 


land report to us the problem and provide us the serial number of your equipment. Do not attempt to 


is not successful. 


c 


1 


I 


I 


1 — r 


Please report to WITT when the l I is com pleted so that we can docu ment the 

procedure. Offices that do not report in will be assume to have not completed 


Thanks, 


b6 

b7C 

b7E 


From: 

Sent: 

To: 


-Original Message' 


!laasaQe-.:| 


b6 

b7C 




14 AM 


CELL/OT-D 000995 CELLSITE-14129 









Cc: 



Subject: 

Nevuj 

for StingRay 


UNCLASSIFIED 

NON-RECORD 


Please note that the installation gu ide to upgrade your Harris equipment is included 
experiencing difficulty whereby the l I 

contact and email us the serial number of vour eguiomentl 


If you are 


blease 


I 


T 


I 


JWe will provide a workaround solution to those limited tew that experience this problem. 

b6 
b7C 
b7E 

UNCLASSIFIED b3 


UNCLASSIFIED 


CEU/OTD 0“^’^ 


2 


CELLSITE- 14130 










SENSITIVE BUT UNCLASSIFIED 


b6 

b7C 

b7E 


celu/otd 00099 ^ 


2 


CELLSITE-14132 





UNCLASSIFIED 



UNCLASSIFIED 

UNCLASSIFIED 



1 


CELLSITE-14133 






UNCLASSIFIED 


2 


CELL/OTD OQ10I 


M,L INFCEyiAri : 
BEREIN 13 



Subject: 2007 WITT Conference (Cell Phone Tracking) 


b7C 

UNCLASSIFIED t)4 

NON-RECORD , 


Comrades, 

Last week I attended the 2007 WITT Conference. Many cell tracking matters were discussed. S ince we all hate 
e-mail. I am going to pick the top 15 bullets and try to keep it short. Please feel free to forward this info to 
~|And if you don't want to read it, you don't hurt my feelings. 





Let me know if you need additional information. 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


b6 

b7C 


2 


CELL/Oro *^^^^^celLSITE-14140 




D / L, 


Cc: 

Subject: b7E 

UNCLASSIFIED 

NON-RECORD 

All, 



UNCLASSIFIED 

ClLl/OTD OOlOOr 


1 


CELLSITE- 14141 








Sent: 

To: 

Cc: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




b6 

b7C 

b7E 

b3 


SENSITIVE BUT UNCLASSIFIED 


CElL/OTD oOl.OOg 


1 


CELLSITE-14142 













UNCLASSIFIED 

UNCLASSIFIED 


CELL/OT-0 001012 


2 


CELLSITE-14146 





From: 

Sent: 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


UNCLASSIFIED 



Attached is a WordPerfect document dated March 2004, that is another documented exampie of the same probiem. 



it is impossibie for us to provide quality WITT support to the field without the basic toois. 
for us. 




1 


Cai/OTO WW13 


CELLSITE-14147 





UNCLASSIFIED 

NON-RECORD 


The subject who'sl 
following a pursuit: 


was shot and killed by St. Johns Florida deputies last night 


Thanks for you help! 


b7E 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 




2 


CELLSITE-14148 




FD-448 (Rev. 6-2-97) 



PRECEDENCE 


CLASSIFICATION 


[X] Immediate 
r~l Priority 
CH Routine 


n Top Secret 
r~1 Secret 
n Confidential 
□ Sensitive 
[X] Unclassified 


Time Transmitted: 

Sender's Initials: J__ 

Number of Pages: 1 

(including cover sheet) 


b6 

b7C 


To: 



b4 

IT 

ime of Office 


Date: 03/15/2004 


Facsimile Number: 
Attn: 


Name 


b6 

-b7C 


Room 


Telephone 


From: 

Subject: 


Special Handling Instructions: 


b6 

b7C 


Originator's Name: 

Originator's Facsimile Number: 
Approved: 


Telephone: 


b6 

b7C 


ceu/otd 001. ors 


Brief Description of Communication Faxed: 


WARNING 

Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this 
information, diselosure, reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Plea^p|D|i^jti|tf^_ 
originator or the loeal FBI Offiee immediately to arrange for proper disposition. 














Mi INF0Pit5;r.J.:.M ^ ■ 






HEREIN 13 uir:,- --t 







From: 


I 

1 

Sent: 

Tuesday. October 31 

2UUg)’l:U8 

m 

To: 




Subject: 



class 


UNCLASSIFIED b6 

NON-RECORD b7C 

b7E 


This | [ s going to be held next Tuesday - November 7th - if you are intereste d in sendi ng two 

people each - please feel free. The focus is goi ng to be on thel l and agents that wor M h riatters - but 

I know you guys both have had occasions when| ' 


Iwould have been beneficial to your case. 


Read from below up so you know the details. If it goes well - we will do this again and then include more people - but for 
right now just send two people if you would like. Just remember that it is switched to Tuesday, Nov. 7th. 


— Original Mess 

From: 

Sent: 


nP 

luesaav-ugoElTT 




To: 


b6 

b7C 

b7E 

Cc: 


Subject: 




pass" 


UNCLASSIFIED 

NON-RECORD 


To all: 


b6 

b7C 

b7E 


The| ^ 

reasons - a conflict with|_ 


class is going to be switched to one day earlier - for many 
J-etirement lunch - others couldn't make it - and I will probably have to testify on that day ■ 


so it will be held the same time (8;30am) in the LARGE SAC conference room on Tuesday, November 7th. 


It is probably more geared toward the agents and TFOs that will be doing the investigativ e work so that they are better 
equiped to properly hand things off to - but it would be good for the ISSs who do a lot witl | j o come. We will 

cover evfirvthinn from tha momfint vnu nat ffrom an informant or other sourcel I 

[ There will be a lot of good info and handouts given 
out so that everyone is up to date on the latest things you need to complete your mission. 


just recently did this twice in the last two weeks for other groups - so it will definitely go about 
bit later of a lunch. I promise y ou won't be bored. We will have a short legal portion in the midoie dm 

Wireless Intercept Tracking TearrJ 


So plan on a little 
land als o aj 


Just remember - date switch to Tuesday, November 7th - 8:30am - SAC Large Conference Room. 


j^LL/OTD 001016 


1 


CELLSITE-14150 







b6 

b7C 


— Original Message- 

From: | 

Sent: Monday. October 307^Ub 'd'A/ Al'^l 

To: 


Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 



Crime fig hters. On Wednesday 1 1/8/2006, f I will be teaching a class on how to prepare a case 

i The class will be soup to nuts pre sentation and afterward you will be fully up to speed on what to do . I his 
is a mandatory class for all Make eve ry effort to be there. The class will take about! 

beginning at 8:30am in the SAC conference room. Txsl I 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


CEIL/OTD 001 01 T 


2 


CELLSITE- 14151 


From: 

Sent: 

To: 


Friday, November 03, 2' 



1 




CELLSITE- 14152 










Users Manual 



Version 2.5 
November 2"'^, 2006 


Wireless Intercept and Tracking Team 
Tracking Technology Unit 









From: [ 


Sent: Tuesday, November 07, 2006 2:10 PM 


To: 

b6 



Cc: 

b7C 



Subject: 

b7E 

RE: 


Nov 15-17, 2006 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



-Original Message- 


From: 
Sent: 
To; 

Cc: 

Subject: 


I 


] 


Tuesday, November 07, 2006 11:13 AM 


Nov iS-l/', it)(56 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b7E 


b6 

b7C 

b7E 

b3 


WITT I 

1 

WITT 





< 

LQD 




although I leave the final attenance 


the list for receiving capability when it is finally rifiii Yfirsri tn FRF aft^rthp Hsmnnp tratinns i recommenq 
support this trip as he has had experience with the 
to your recommendation. 

b7C 

I will forward the final EC, with ail travel informaton to you once I am provided the names of individuals attending. tt- 
T ravel will be paid for out of the WITT TR#. ^ ^ ^ 


1 


CELL/OTD 001035 


CELLSITE- 14169 






b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



2 


CELLSITE- 14170 




ALL INFC:-L'LJi:::i ' 
EEREii'i IS TiH:' 

DATE 09-15-20iI' 3: 


From: 

Sent: 

To: 

Subject: 


Monday. November 13. 2006 10:45 AM 


RE: Subject killed 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


□ 


Nnt sure if-mu.ever heard back on this issue or not. 


1 

b6 

_b7C 

b4 

b7E 


Hope that clears it up. 


b6 

b7C 


•Original Message- 


From: I 


Sent: Fridav, October 06. 20 

!)S 1:07 PM 

To: 1 1 


Subject: FW: Subject killed 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 

b4 


Can we address this issue witH 


and provide 



ith some feedback if we have not already done so? 


SSAl 

Wireless Intercept Tracking Team (WI TT). 


— Original Message — i 

From: I I 

Sent; Tuesday. October 03. 2QQ6 10:18 AM 

To: 

Cc: 

Subject: FW: Subject killed 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


UNCLASSIFIED 

NON-RECORD 

b6 

b7C 001037 


1 


CELLSITE- 14171 






— Original 

From: 

Sent: 

To: 

Subject: 

UNCLASSIFIED 

NON-RECORD 


we were looking at yesterday, was shot and killed by St. Johns Florida deputies last 

b7E 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


The subject who's I 
night following a pursuit. 


Thanks for you helpl 



UNCLASSIFIED 


CELL/OTt) 00^03S 


2 


CELLSITE- 14172 




UNCLASSIFIED 


3 








<: 0 ^ 


From: 

Sent: 

To: 

Cc: 

Subject: 




I will do a repeat of this class when required. 



UNCLASSIFIED 




1 


CELLSITE-14174 





tRev. 08-28-2000) 


ALL iNF::.WLi.T:r::i! ;:i: 

HEREIN :i i 


FEDERAL BUREAU OF INVESTIGATION 


ROUTINE 



Date: 11/14/2006 


From: 


b7E 

contact : SA 



Approved By: 

Drafted By: 

Case ID #: 

Title: IN-HOUSE 

Synopsis: WITT training conducted at 


66F-WF-C197809-TR (Pending) 
TRAINING b7E 


Details: A technical training class on the 


cla^s ran fromf 


an d "WITT Equipme nt" was conducted on 11/1 3/06. Th e 


and was conducted at the 



The following | | squad members attended this class ; 



♦♦ 



00 # 


b6 

b7C 

b7E 


b7E 


CELLSITE-14175 








ALL I KT'CF;3i.A 7 1 1 i" 1 1 L i T7-: I,,.' 7 1 
BERLIN IS 'JN- LASS 
DATE 09-19-2012 BY 


From: 

[ 


Sent: 


Tuesday, November 21, 2006 4:49 PM 

To: 



Cc: 

b6 

b7C 


Subject: 

PR assistance to another DOJ agency 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 



1 


CEll/OTD 001042 










Subject: FW: SAC Authority re "Loan of WITT Equipment" 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hey | I 

Hope all is well. This should be an easy question, compared to what you have been dealing with. 






Please see below. 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



per UC 


please forward to the field. Thanks 



b6 

b7C 


] 


— Original Message 

From: | 

Sent: Thursday, November 09, 2QQ6 9:10 AM 

To: 


Cc: 

Subject: 


RE: Authority questions 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b5 

b7E 

b3 



CELLSITE-14179 


CEIL/OTD 001045 




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 

b6 
b7C 
b7E 
b5 
b3 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 



Subject: RE; Authority questions g 


UNCLASSIFIED t>7C 

NON-RECORD 




7 


t£lL/OTD 001048 


CELLSITE-14182 






**************************************************************************** 



**************************************************************************** 

b6 

This looks familiar and I assume came from you| | It seems that this stuff is really being decided at the 
HQ / Quantico level and not so much in the field ana so I' wanted to clarify this with you all. 



8 


CELL/OTD 001049 CELLSITE-14183 






Thank you in advance for your response to this. 



thanks 


UNCLASSIFIED 

UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


9 


cell/otd 001050 


CELLSITE-14184 





/i: 

C 


From: 

1 


Sent: 


To: 



Subject: 

RE: 

3 



b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Awesome job I Iv ou guys make this job worthwhile Thanks Again. Try WITT 2oo4 and WITT 2oo4 this will change in 

the near future. 


SSA I I 

Wireless Intercept Tracking Team fWITTl 


b6 

b7C 

b7E 


— Original Message' 

From: [ 

Sent: 

To: [ 

Subject: 


Mongav, uecempe r U4. 


UNCLASSIFIED 

NON-RECORD 


Hey 


b6 

b7C 

b7E 


Below is a summarv of the WITT case we worked last week. 






ana i win oe tne ones suomining claims. 


Thanks, 


P.S. Is there a new User Name and Password for the WITT site? If so, what is it? 


-Original Message- 


From: 
Sent: 
To: 

Cc: 

Subject: 


I 


] 


^ Thursday, November 30. 2006 1:38 PM 


FW: 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 


Gentlemen - Many thanks fronrf 


for your dedication and efforts. ..we truly appreciate it. I hope you had a 


safe trip back, and please let us know if there is ever an opportunity for us to return the favor! 


•Original Message- 


CELL/OTD QO1051 


1 


CELLSITE- 14185 








Thursday, November 30, 2006 8:06 AM 

Wm 



Cc: 



Subject; 


b6 

UNCLASSIFIED 

b7C 

NON-RECORD 

b7E 

Thanks to all for an awesome job 

in 


b6 

b7C 

^b7E 

As a side note, I I 


Again, thanks to everyone for a job well done! 


SA\ 


b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 


CELL/OTD 001052 


2 


CELLSITE-14186 








Cc: 


Subject: 


UNCLASSIFIED 

NON-RECORD 


WITT Personnel 

b6 
b7C 
' b7E 


Good Evening to all, 


1 advised vou earlier about her deoarture from WITT 

This communication is to 

advise vou that III 1 1 


WITT 

However, this should not effect our 

ability to provide you with 24 hour support. 1 can be reached at 

24/7 to answer any questions. To all. 

Happy Holiday and thanks from all of us at WITT for another outstanding. year. 

Be Safe!! 

ss/l 

Wireless Interceot Trackina Team (WITT). 

b6 

b7C 



b7E 


UNCLASSIFIED 


2 


CELL/OTD 001054 


CELLSITE- 14188 







SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


This is what I sent ] | for his report. Let me know if you see anything that needs to be added. 

] 


— Original Message- 

From: I 

Sent: 

To: 

Subject: 


I 









AM 


b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks 








^ As per our conversation on the ph one, pl ease don't send this out to the field without changing the writer to your name. 
I don't need the e-mails from other j ] that usually follow success stories to ERF. Thanks. 

Hope this is what you wanted, 

I b6 

b7C 

SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


CEU/OT0 001057 


2 


CELLSITE-14191 





UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 


Hev I I 

This worked last time, but no longer seems to work, Any suggestions? 


Thanks, 




UNCLASSIFIED 

NON-RECORD 


b7C 

b7E 


Awesome job | | you guys make this job worthwhile Thanks Again. Try WITT 2oo4 and WITT 2oo4 this will 




CELL^'OTD 





Subject: FW 

UNCLASSIFIED 

NON-RECORD 


HeyQ 




P.S. Is there a new User Name and Password for the WITT site? If so, what is it? 












Again, thanks to everyone for a job well done! 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


b6 

b7C 

b7E 


3 


CELL/OTD 001060 CELLSITE- 14194 




ALL I K FC r 2 -A 7 1 1 1" 1 1 ; i T7-: I,,.' 7 1 
HEREIN TE 'Jl! .'L:-.EE 1 :'i ^7 











To: 


Subject: kE 


UNCLASSIFIED 

NON-RECORD 


Username: witt2004 
Passwd: witt2oo4 


b6 

b7C 

b7E 


— Original Messaan — 

From; | L 

Sent: Tuesday, January 09, 2007 1Q:28 A M 

S; I I ' ^ 

Subject: RE: I I 


UNCLASSIFIED 

NON-RECORD 


Hey 


b6 

b7C 

b7E 


This worked last time, but no longer seems to work. Any suggestions? 


Thanks, 


From: 

Sent: 

To: 

Subject: RE: 


iai ivisq<;anp 

1 

Monday. December 0 

h. ,!(lllh (JM' 

1 1 


UNCLASSIFIED b6 

NON-RECORD b7C 

b7E 


Awesome job | ^ ou guys make this job worthwhile Thanks Again. T ry WITT 2oo4 and WITT 2oo4 this will 
change in the near future. 


SSA l 

Wireless Intercept Tracking Team (WITT), 


— Original Message- 

From: P” 

Sent: 

To:[ 


Subject: 


Monday. December 04.^Z0Qi 


FW: 




15 AM 


1 


b6 

b7C 

b7E 


CELL/OTD 


001061 

CELLSITE-14195 








UNCLASSIFIED 

NON-RECORD 


Hey | I 

Below is a summary of the WITT case we worked last week. \ 


will be the ones submitting 

uicums. ' 

Thanks, . . 

b7C 

b7E 

P.S. Is there a new User Name and Password for the WITT site? If so, what is It? 


— Original Message — 

From: I 

Sen t; Thursday, November 30, 2006 1:38 PM 

To:| 

Cc:| 

Subject; FW: 

UNCLASSIFIED b6 

NON-RECORD b7C 

b7E 

Gentlemen - Many thanks from i I for your dedication and efforts... we truly appreciate it. I hope you 

had a safe trip back, and please let us know if there is ever an opportunity for us to return the favorl 


— Original Messa ge — 

From: | I ~\ 

Sent; mursaav, Novemper 30, 2006 8:06 AM 

To:| 


Cc: 

Subject: I f 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 


Thanks to all for an awesome iob inP I 


As a side notef 


2 


CELl/OTD 14196 






Again, thanks to everyone for a job well done! 


a 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


b6 

b7C 


QliiyOW 001063 


3 


CELLSITE-14197 




From: 

Sent: 

To: 

Cc: 

Subject: 


SENSITIVE BUT UNCLASSIFIED b6 

NON-RECORD b7C 

b7E 

I b3 








SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


2 


CELL/OTD QffilLfelTE-14200 



M.L INrCK-iA'::-.i 

HEREIN IS -.ir 

DATE 09-19-2012 EV Ell 


From: 

Sent: 

To: 

Subject: 


Tuesday, February 20, 2007 1:QQ PM 




call activity reports from 


SENSITIVE BUT UNCLASSIFIED ^6 

NON-RECORD b7C 

b7E 


Try ourj^ 


for detailed answers to your questions. 



— Original Message — 

From: I [ 

Sent: Tuesday. February 20. 2007 'lU:ll AM 

To: 

Cc: 

Subject: 


m 


Jcall actiyity reports fromT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



b6 

b7C 

b7E 


Thanks for the info. 


b7E 


Two Questions: 


Thanks again, 


— OrigpaLMfissaflfis 

From: 




Sent: Tuesday. February 13. 2007 12:03 PM 

To: 

Cc: 

Subject: RE:| 


call actiyity reports from|^ 


SENSITIVE BUT UNCLASSIFIED 

NON-RECORD ]^5 

b7C 

b7E 

b3 
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CEIL/QTD 001067 


CELLSITE- 14201 






SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 

2 CELL/OTD 001068 

CELLSITE- 14202 





WITT 


WITT - Wireless Intercept & Tracking Team 
WITT doesn't intercept; and 
WITT doesn't track 



> Triggerfish 


> StingRay 

> 

> LoggerHead 

> 

> WITT Equipment 


UNCLASSIF1ED//FOUO/LAW ENFORCEMENT SENSITIVE 
DO NOT DISTRIBUTE WITHOUT OGC APPROVAL 






ANN BIRMINGHAM SCHEEL 
United States Attorney 
District of Arizona 

FREDERICK A. BATTISTA 
Maryland State Bar Member 
PETERS. SEXTON 
Arizona State Bar No. 011089 
JAMES R. KNAPP 
Arizona State Bar No. 021166 
Assistant U.S. Attorneys 
Two Renaissance Square 
40 North First Avenue, Suite 1200 
Phoenix, Arizona 85004 
Telephone: (602) 514-7500 
Frea.Battista@usdoj .gov 
Peter.Sexton@usdoi.gov 
James.Knapp2@usdoj .gov 



UNITED STATES DISTRICT COURT 
DISTRICT OF ARIZONA 


United States of America, 


Plaintiff, 


Daniel David Rigmaiden, et al., 
Defendant. 


No. CR-08-0814-PHX-DGC 

GOVERNMENT’S MEMORANDUM 
RE MOTION FOR DISCOVERY 


The United States, through undersigned counsel, submits this Memorandum in an attempt 
to clarify and narrow some issues for the upcoming October 28, 2011, hearing regarding 
Defendant’s Motion for Discoveiy. 

F irst, the United States proposes that the Court assume, arguendo, for Defendant’ s Motion 
for Discovery and any forthcoming motion to suppress, that the aircard tracking operation was 
a Fourth Amendment search and seizure. 


23 

24 

25 

26 

27 

28 


The United States’ position continues to be that, as a factual matter, the operation did 
not involve a search or seizure under the Fourth Amendment. The United States explained in 
its March 1 1, 201 1, Memorandum Regarding Law Enforcement Privilege that Defendant does 
not have a reasonable expectation of privacv m his general location or in the cell site records he 
transmitted wirelessly to Verizon. (CR 465 at 13-17.) Therefore, the use of the cell site 
simulator is not a search under the Fourth Amendment. See, e.g.. Smith v. Maryland. 442 U.S. 
735, 740 (1979) (“application of the Fourth Amendment depends on whether the person 
invoking its protection can claim a ‘justifiable,’ a ‘reasonable,’ or a ‘legitimate expectation of 
privacy’ that has been invaded by government action”). Nevertheless, in an attempt to simplify 
the analysis and to avoid unnecessary disclosure of privileged information, the United States will 

(continued...) 


CELL/OTD 0048^54 


CELLSITE-L 
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11 

12 

13 

14 

15 

16 

17 

18 

19 
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23 

24 

25 
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Second, the United States agrees to rely solely on the Rule 41 tracking warrant, 
application, and affidavit. No. CR08-90330-MISC, to authorize the use of equipment to 
communicate directly with Defendant’s aircard and determine its location. 

Third, the United States will agree to allow the Court to factually assume, that, at the 
conclusion of the July 16, 2008, aircard tracking operation, the FBI located the aircard within 
Unit 1 122 of the Domocilio Apartments. 

Fourth, with respect to whether the equipment used to locate the aircard was operated in 
a “man in the middle” maimer or caused a brief “disruption of service,” the United States will 
agree that the Court can assume, arguendo, that it did. 

Fifth, for the purpose of defendant’s pending motion(s) to compel discoveiy and his 
prospective motion to suppress, the United States does not expect to present facts in any in 
camera proceeding that it would then request the Court to consider for the purpose of rebutting 
any of defendant’s claims without disclosing those facts to the defendant. 


(...continued) 

no longer argue in this case only that the aircard tracking operation was not a search or seizure 
under the Fourth Amendment, and will instead rely on its authority under the hybrid order and 
tracking warrant. Defendant’s lack of standing, and, if necessary, the agents’ good faith reliance 
on these court orders. 

Again, the United States’ position is that the hybrid order confers sufficient authority 
to use a cell site simulator and that a tracking warrant is unnecessary. Nevertheless, the United 
States will rely solely on the Rule 41 warrant application, affidavit and order in this case to 
authorize its use of a cell site simulator. The hybrid order. No. CR08-9033 1-MISC, will be used 
to justify obtaining cell site and other non-content information fi-om Verizon Wireless. 


This is not, in fact, accurate. As explained previously, the FBI was only able to 
narrow the aboard down to three or four apartments. But to avoid disclosure of privileged 
information and simplify the Fourth Amendment analysis, the United States will concede, for 
puTOOses of any forthcoming motion to suppress, that the FBI located the aircard within Unit 
1122 of the Domocilio Apartments. 


The United States indicated at the September 22, 2011, hearing that it believed “the 
simulator in this case was taking the message it received fiom the aircard and sending it on to 
a Verizon tower.” (RT 9/22/2011 (CR 637) at 61:5-8.) As FBI Agent Bradley Morrison 
clarifies in the attached affidavit, however, the equipment did not capture any content and it did 
not act as a “man in the middle,” collecting data and passing it along to Verizon Wireless. 
(Morrison Aff. 2-3 Tf 4.) 


28 
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Finally, the United States is submitting a sworn affidavit from Bradley Morrison, the Unit 
Chief of the FBI Tracking Technology Unit, to describe facts regarding the aircard tracking 
operation and clarify some remaining factual issues. The United States will make Agent 
Morrison available ex parte and in camera to answer questions the Court may have about the 
tracking operation and the equipment used. In addition, the United States will make this 
individual available for testimony at any future suppression hearing, so long as the United States 
has an opportunity to file a motion in Ihnine in order to seek to limit cross-examination regarding 
privileged law enforcement sensitive material. In order to proceed in this fashion, the United 
States requests an opportunity to explain, in camera, the basis for its claims of privilege. 

Respectfully submitted this 27*** day of October, 2011. 

ANN BIRMINGHAM SCHEEL 
Acting United States Attorney 
District of Arizona 


S/Frederick A. Battista 

FREDERICK A. BATTISTA 
PETERS. SEXTON 
JAMES R. KNAPP 
Assistant U.S. Attorneys 


C E L, I Cif T' D O 


CELLSITE- 14270 



FW: 


Memo 


Edits 


Sent: Friday, October 28, 2011 3: 12 PM 

To: 

Cc: 

Attachments: Pleading Paper.pdf (13 KB) 


b6 

b7C 


MI. liiFORiiaTicK LjiiTAi.::; 
HEREIN IS UNCU:-.SSIJ1E;:: 

DATE 09-19-2012 BT c517S DMH. 



AyyiyiaiiL ueiierai oouriytl 
Science & Technology Law Unit 
Federal Bureau of Investigation 


b6 

b7C 

b3 

b7E 


THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK 
PRODUCT MATERIAL. DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC. 


From: | 

Se nt; Friday. October 28. 2011 2:57 PM 

To: 


Subject: RE: 


Memo - 


] Edits 


b6 

b7C 


I [ thanks again for your help. Here's what the final version of the memo looks like. We'll keep you posted on 
the progress. 


From: 

Se nt: Thursday, October 27, 2011 2:52 PM 

To 
Cc: 


Subject: RE: 


Memo 


jdi 


dits 


b6 

b7C 


As discussed over th phone, here are the documents with edits in track changes format. I have the agent 


CELL/OTD 


CELLSITE- 14284 




standing by to sign and send out, so if you could look at them as quickly as possible, that would be great. 


Assistant General Counsel 
Science & Technology Law Unit 
Federal Bureau of Investigation 


b6 

b7C 


THIS COMIVIUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK 
PRODUCT MATERIAL. DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC. 


From: I 

Sent; Thursday, October 27 , 2011 1:23 PM 


To: 



Cc: 




Subject: RE: 


Memo 


Edits 



b6 

b7C 


I t asked me to pass along.the attached, which incorporates some suggestions from on the draft 

affidavit. Please let us know where we are on the affidavit and whether you have any comments on the memo 
I [ sent. We plan to file it in advance of the hearing, which is tomorrow. 


Thanks again for your help. 



From:| 

Se nt: Wednesday, Oaoper /b, 2011 6:49 PM 

To:| 

Cc: 

Subject: Memo lEdits 


b6 

b7C 


« File: Memo re Motion for Discovery JRK20111020 - FAB Edits 10-26-ll.wpd » 


CEL. I. -"-O T7/:> 


O O 4 S 3 '1 


CELLSITE- 14285 






Re: WITT mission in 


Sent: Thursday, August 25, 20n 12:55 AM 



b6 

b7C 

b7E 


Mi INFORMATION CONTMHEl 

HEREIN IS DHCLAS3IFIED 

DATE 09-19-2012 BY 65179 0HH/atp 


I'd like to just add mv l l and appreciation tc for taking the time to help with the mission. Not only was 
his expertise invaluable, but his instruction on operational techniques was excellent. 

Thank s aga in for your support in allowingl |to come out to help. I look forward to employing the WITT mission 
here in | 1 1 know the case agents are afi excited in us having this capability. 

L b6 

b7C 

b7E 


Fro m:l I 

To: I 

Cc: 

Sent: Thu Aug 25 00:35: 34 2011 
Subject: WITT mission ini 


b6 

b7C 

b7E 


Thank you for your support in putting this mission together. We had a number of difficulties, and 
without your quick responses ^d approvals, I don’t think we would have pulled it off. Thank you. 

I also wanted to let you know that was a BIG help. I know he was in Denver during the mission, 

but he was still responsive and provided information, even until after mid-night his time. 

Below is a summary of the mission, and a list of issues we should work on before the next mission: 


Summa” 







CELL/OTD 


O O 4 8 8 3 CELLSITE- 14287 









I l and I discussed the possibility of him coming [o assist with a week’s worth of WITT 

missions, p ossibly after January. We also discussed the possibility of me coming out to assist lAvith 
training for Obviously, this will be your call. In the mean time, I will be available to assist via 

phone. 


b6 

b7C 

b7E 



Please let me know your thoughts and what you would like me to do to proceed. 


Thank you again for the opportunity. I believe this was a very productive trip. 




CELL/O TD 





Page 1 of 1 


Date: Fri. 27 3ul 2007 15:15:25 -07 00 
From : | 

Su bject: Fwd: Fw: I linfo 

To l 1 

,><b7C 

Note: forwarded message attached. b7D 

b7E 

ALL INrOEMnOH COHIAIMED 
HEREIN 13 OTCLftSSIFIED 
DATE 09-19-2012 BY €5179 M 


Looking for a deal? Find great prices on flights and hotels with Yahoo! FareChase. 
http ; //f arechase . yahoo . com/ 


-Forwarded Message Attachment- 
Date: Thu, 26 Jul 2007 14:30:44 -0300 
FromJ 

To: r I 

Subject: Fw: info 

here you go 


b6 

b7C 

b7D 

b7E 


F orwarded Message-— 

Fromj 

Se nt: Jul 25, 2007 12:21 PM 
Subject: ] | info 

Good Morning, 


Attached is the 


b6 

b7C 

b7D 

b7E 



b7E 

b3 


Let me know if you have any further questions. 
Thanks, 


Manager, Customer Sii^ort 


b6 

b7C 

b7E 


CEL TD> 


Cli C'li “‘‘i- '9' 03 


b7E 


5/17/2012 
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16 August 2010 


Federal Bureau of Investigations 
935 Pennsylvania Ave. N.W. 
Room 6869 JEH FBI Building 
Washington DC 20535 



Attention: 

Subject: 

Reference: 




Contracting Officer 
Proposal Dated 16 August 2010 
IPen uest for Proposal (RFP) dated 25 January 2010 


b3 

b6 

b7C 

b7E 


Enclosure: 1) Proposal (Volume 1- Technical and Volume 2 - Cost) 

Dea d ~l 

| is happy to provid e its re sponse to the Sponsors referenced (a) RFP for effort to be added 
under the referenced (b] | [c ontract. Our specific assumptions used in preparing this proposal 
are included in both the fechnical and Cost volumes. 


The Consolidated Materials List (CML) for this effort currently is not finalized (non-auditable). 
Our staff is working to generate an fully auditable CML which we will provide during 
negotiations. 


As requested this proposal shall remain valid for a period of sixty (60) days eserves the 

right to revise, update, or extend the validity of this proposal should the proposea rates change 
prior to negotiations. 


Should you require fiirther infor mation please do not hesitate to contact the undersigned 



Very truly yours. 




Manager, Contracts 

Cc: 



b3 

b6 

b7C 

b7E 


CELL/OID. 005613 


CELLSlTE-9724 




b7E 


Decision Based on Technical, 



Cost & Time Criteria 



CELL/QID 00565Z 



Decision Criteria: 


Technical, Cost, Time 



CEU/QID 005653 





Decision Criteria: Technical, Cost, Time 

Technical 



CEll/OID 005654 




Decision Criteria: Technical, Cost, Time 
Cost 


Time 



CELL/OTD Q05655 



Decision Based on Technicai, 

Cost & Time Criteria 

w hfmSft end Tfatking Ttam 

CELLSITE-9767 


CELL/OTD 005657 




IMPROVEMENTS/INNOVATIONS 
TO PROCESS: 



CELL/OTD 005655 





[ wT - — - 

Decision Criteria: Technical, Cost, Time 



b3 

b5 

b7E 



ttll/(!lDi5659 



16 August 2010 


Federal Bureau of Investigations 
935 Pennsylvania Ave. N.W. 
Room 6869 JEH FBI Building 
Washington DC 20535 


Attention: 

Subject: 

Reference: 


Contracting Officer 

§ )osaI Dated 1 6 August 2010 

eguest for Proposal (RFP) dated 25 January 2010 


Enclosure: 1) Proposal (Volume 1- Technical and Volume 2 - Cost) 


DeaJ 


s happy to propdeJts-cesponse to the Sponsors referenced (a) RFP for effort to be added 


UridSf the referenced! 
are included in both 


ontract. Our specific assumptions used in preparing this proposal 
Ine lecimibal and Cost volumes. 


The Consolidated Materials List (CML) for this effort currently is not finalized (non-auditable). 
Our staff is working to generate an fully auditable CML which we will provide during 
negotiations. 


As requested this proposal shall remain valid for a period of sixty (60) days. Harris reserves the 
right to revise, update, or extend the validity of this proposal should the proposed rates change 
prior to negotiations. 


Should vmi rpimnVft fiirtlipr mfr>rmf^ti':^n 


Very truly yours. 


please do not hesitate to contact the undersigned 



b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


Manager, Contracts 
C( 


CEIL/OTD 005662 


CELLSITE-9772 





09 September 2010 



935 Pennsylvania Ave. N.W. 
JEH Bldg Room 6853 
Washington, D.C. 20535 


AL L INFOHMMIOH CuFl AIMED 

HIKE IN IS UNCLASSIFIED 

DATE 03-19-2012 BY 65173 DMH/stp 


Attention: 


Contracting Officer 


Subject: 


Reference: 


Proposal Information: 

(a) Updated Proposal -| 

(b) Fact-finding Responses - 



Government Questions and Requests for Clarification, 
(d) Proposal discussions and fact-finding meeting held 3 1 
September 2010. 


dated 24 August 2010 
August 2010-2 


Dea 


through its 

is submitting the attached responses to the Government’s referenced c, fact- 
tinding questions \ vhich includ es information on software dependencies. Attached also is an 
updated proposal foi which incorporates the changes and re-phasing of tasks requested 

by the Customer per reierences (c) and (d). 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


Should you require further information o r wish to negotiate please contact the undersigned at 


Very truly yours. 


manager, L^oniracis 


Cc: 


Enclosures: 


b3 

b6 

b7C 

b7E 


b7E 


tELl/OTD 005791 


LLSITE-9901 





r • 


Page 1 of 2 


\ 


Subject: FW: questions? 



I [does this help? 



b6 

b7C 




The agent who was here yesterday had some questions. I think I know some of th e answer s to 
below but I want to be sure so I thought I'd get your input to be sure. Thanks 




https://www.324maiLcom/owa/?ae=Item&a=Preview&t=IPM.N... 5/17/2012 

CELLSITE- 10005 

CELL/OTD 005895 








Page 2 of 2 


b6 

b7C 


https://www.324mailcom/owa/?ae=Item&a=Preview&t=IPM.N.., 5/17/2012 

CEU,5JTE-10006 
CEIL/OTD OOsoyd 



Page 1 of 2 




I’ve been askin j kr his expertise with vou r questions. I hone th is heips. It looks like to me that you guys could use t) 7 E 

a good training class for c ^1 coul d talk t(T~ ^bout a quote if that would help. Don’t hesitate to 

cali or e-mail with questions, we re here to help, f hank^ 



It does generally, however let's follow-up a bit shall we. ]33 
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Here's the applicable policy: the MIOG (OTD section pertaining to GPS) provides the foilowing guidance: 

16-4.8.13 Tracking and Location Information - Evidentiary Considerations (TTU) (See MIOG, 
Part 2, 16-2.12(3).) ^ 

(1) Tracking and location information may in fact 

constitute evidence in a number of investigative scenarios. See MIOG, Part 2, 10-10.8. Hence, such tracking 
and location information when evidential in nature should be maintained in an appropriate evidence 
envelope within the lA or IB section of a case file or within the Bulky Evidence Room. (TTU) ^ 

(2) Since tracking and location information may constitute evi dence in a number of investigative scenarios, 

it is important that careful consideration be given to field office | WITT personnel becoming involved 
in the operation of tracking/locating devices, and in the downloading and chain of custody of 
tracking/loca ting information, with respect to the potential for being called to testify as a witness at trial (see 
FBI policy o j ~ . Accordingly, consultation with the field office Chief Division Counsel 

(CDC) is warranted. Also see MIOG, Part 2, 10-9.8.1(2)(c) and 10-10.16. (TTU) 

87 




(4) Expert witnesses are available from the Operational Technology Division. Engineerin g Research Facility, Quantico, 
Virginia, for media analysis and court testimony regarding authenticity and other associated matters. 

These normally become points of question at pretrial hearings. It is a well-established fact that media recordings and other 
technically collected evidence are admissible in court. On the basis of current case law, the government can introduce 
recording media solely on the testimony of the Agent(s) who m onitors and records the intercept fassumiho the Agent cari 
identify the, voice(s) and testify to the authenticity of the media^l I 


Normally, the Agent who signs the 

appiicatidrt 

for a court-ordered intercept will be called as a witness at a suppression hearing] ^ 

B ee MIOG, Part 2, 16-7.2.2, 16- 3.1.6 (7).) 

{5) If, in an unusual circumstance, the government's case mandates a disclosure of FBI technical operations, equipment 
or technique, the problem should be first brought to the attention of the Chief Division Counsel who will determine the 
disclosure and the reasons. Alternatives to disclosure will be sought and if no resolution is possible which would protect 
FBI technical concerns, then notification should be made to FBIHQ, Operational Technology Division, Electronic 
Surveillance Technology Section, so a final decision can be made in conjunction with the appropriate FBIHQ investigative 
divisions. ^ ^ ^ ^ 


Hope this is helpful, 

PRIVILEGED deliberative DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 



Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
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The United States Court of Appeals for the Eleventh Circuit in United States v. Van Horn, 789 
F.2d 1492(1 1th Cir.), cert , denied. 479 U.S. 854 (1986), recognized a qualified government 
privilege not to disclose sensitive investigative techniques. The court opined: 

We recognize a qualifed government privilege not to disclose sensitive 
investigative techniques in Roviaro v. United States. 353 U.S. 53, 77 S.Ct. 623, 1 L.Ed.2d 
639 (1957), the Supreme Court ackno-wledged the existence of an “informer’s privilege.” 
The Court stated that the government has a privielge to withhold the identity of persons 
who furnish information of violations of law to the police, reasoning that the privilege 
furthered effective law enforcement by encouraging citizens to come forward with 
relevant information, 353 U.S. at 59, 77 S. Ct. at 627. . . 

We hold that the privilege applies equally to the nature and location of electronic 
surveillance equipment. Disclosing the precise locations where surveillance devices are 
hidden or their precise specifications will educate criminals regarding how to protect 
themselves against police surveillance. Electronic surveillance is an important tool of 
law enforcement, and its effectiveness should not be unnecessarily compromised. 
Disclosure of such information will also educate persons on how to employ such 
techniques themselves, in violation of Title III. (789 F.2d at 1507 to 1508). 

The privilege will only give way if the Defendant can show a need for the information. 789 F.2d 
at 1508. To meet this burden, a defendant must establish that the information sought “is relevant 
and helpful to the defense of the accused, or is essential to a fair determination of a cause.” 
Roviaro v. United States. 353 U.S. 53, 77 S.Ct. 623, 1 L.Ed.2d 639 (1957). The court must then 
weigh the defendant’s need for the information against the government’s interest in non- 
disclosure and the policies underlying the privilege. This case-by-case balancing process is 
necessarily ad hoc. However, in general, the courts applying the investigative techniques 
privilege have held that where the defendant has access to evidence from which a jury can 
determine the accuracy and validity of the surveillance equipment and techniques, the defendant 
has no need for the information. See, e.g .. United States v. Van Horn. 789 F.2d at 1507-08 
(concealed microphone in office, location and means of concealment not disclosed because 
defendant had alternative way to challenge voice identification through the tapes 
themselvesh United States v. Harlev. 682 F.2d 1018 (D.C. Cir. 1982); United States v. Garev. 
2004 WL 2663023 (M.D.Ga. 2004)(defendant sought nature and technical details of device used 
to determine geographical location of cellular phone, because phone allegedly used in making 
threatening calls had been seized from defendant’s residence it confirmed the accuracy of the 
geographic surveillance and defendant had the means to challenge the accuracy of the analysis 
used to link that phone to the criminal conduct). In contrast, if the defendant has no alternative 
means to examine the validity and accuracy of the surveillance, the balance will tend to shift in 
favor of disclosing the information to enable the defense to make his case. See, e.g .. United 
States V. Foster. 986 F.2d 541, 543 (D.C. Cir. 1993) (defendant sought location of observation 
post: officer’s observation of drug transaction was key evidence implicating defendant; 
surveillance not taped or photographed, so no alternative evidence for jury to examine to 
determine whether surveillance post provided clear view from which officer could make accurate 


CELL/OTD 0g^{|(^ijE.2O285 


identification of defendant). 

In this case, the Government has a qualified privilege to ma intain the confidentiality of 
the technology and techniques used in the investigation of this case. 


b5 


I See. e.g.. United States v. Harley. 682 

F.2d 1018 (D.C. Cir. 1982); United States v. Angiuilo. 847 F.2d 956, 982-84 (Is Cir. 1988); 
United States v. Fernandez. 797 F.2d 943, 952-53 (1 IthCir. 1986). 


November 21, 2005 
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Subject: FW: US Supreme Court Approved Changes to the Federal Rules of Criminal Procedure 5, 6, 

32.1,40, 41, and 58 
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Further follow-up: the attached. contains the actual amendment for Rule 41 --on warrants for "tracking devices" 

— Original Mes 

From: 

Sent: 

To: 
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Subject: RE: US Supreme Court Approved Changes to the Federal Rules of Criminal Procedure 5, 6, 32.1, 40, 41, and 58 
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I 

UNCLASSIFIED 

NON-RECORD 

Folks, 

Attached are the Amendments to Criminal Rules 5, 6, 32.1, 40, 41, and 58 as approved by the 
US Supreme Court in April 2006, which took effect on December 1, 2006, along with an excerpt 
of the "Report of the Advisory Committee on Criminal Rules," RE these Rules. 



Criminal_Rules_App- Combined_CR_Rep 

roved_US_Sup... ort_Rules.pdf 
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UNCLASSIFIED 

NON-RECORD 


Ladies and Gentlemen, 

Attached are the amendments to the Federal Rules of Criminal Procedure as approved by the 
Judicial Conference (see www.uscourts.qov website) along with an excerpt of the "Report of the 
Advisory Committee on Criminal Rules," and, for your edification, a document and chart that 
describes the rulemaking process. 

As always, please forward to appropriate personnel. 

« File: Changes_to_Federal_Rules_CriminaLProcedure.pdf » « File: Excerpt_CR.pdf 

» « File: Federal Rulemaking.doc » 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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AMENDMENTS TO THE FEDERAL 
RULES OF CRIMINAL PROCEDURE 

Rule 5. Initial Appearance 

***** 

(c) Place of Initial Appearance; Transfer to 
Another District. 

***** 

(3) Procedures in a District Other Than Where 
the Offense Was Allegedly Committed. If the 
initial appearance occurs in a district other than 
where the offense was allegedly committed, the 

following procedures apply: 

***** 

(C) the magistrate judge must conduct a 
prehminary hearing if required by Rule 5.1; 
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(D) the magistrate judge must transfer the 

defendant to the district where the offense 

was allegedly committed if: 

(i) the government produces the warrant, 

a certified copy of the warrant, or a 

rehable electronic form of either; and 

* * tXr * * 

Rule 6. The Grand Jury 

i( ie it is it 

(e) Recording and Disclosing the Proceedings. 

* ★ * * ★ 

(3) Exceptions. 

it it it it it 

(D) An attorney for the government may 
disclose any grand-jury matter involving 
foreign intelhgence, counterintelligence (as 
defined in 50 U.S.C. § 401a), or foreign 




FEDERAL RULES OF CRIMINAL PROCEDURE 


3 


intelligence information (as defined in Rule 
6(e)(3)(D)(iii)) to any federal law 
enforcement, intelligence, protective, 
immigration, national defense, or national 
security official to assist the official 
receiving the information in the 
performance of that official’s duties. An 
attorney for the government may also 
disclose any grand-jury matter involving, 
within the United States or elsewhere, a 
threat of attack or other grave hostile acts of 
a foreign power or its agent, a threat of 
domestic or international sabotage or 
terrorism, or clandestine intelligence 
gathering activities by an intelligence 
service or network of a foreign power or by 
its agent, to any appropriate federal, state. 
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state subdivision, Indian tribal, or foreign 

government official, for the purpose of 

preventing or responding to Such threat or 

activities. 

(i) Any official who receives information 
under Rule 6(e)(3)(D)- may use the 
information only as necessary in the 
conduct of that person’s official duties 
subject to any limitations on the 
unauthorized disclosme of such 
information. Any state, state 
subdivision, Indian tribal, or foreign 
government official who receives 
information under Rule 6(e)(3)(D) may 
use the information only in a manner 
consistent with any guidelines issued 
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by the Attorney General and the 

Director of National Intelligence. 

* * * * 

(7) Contempt. A knowing violation of Rule 6, or of 
any guidelines jointly issued by the Attorney 
General and the Director of National Intelhgence 
under Rule 6, may be punished as a contempt of 
court. 

is ii it ic it 

Rule 32.1. Revoking or Modifying Probation or 

Supervised Release 

(a) Initial Appearance. 

it it it it it 

(5) Appearance in a District Lacking 
Jurisdiction. If the person is arrested or 
appears in a district that does not have 
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jurisdiction to conduct a revocation hearing, the 

magistrate judge must: 

* * 

(B) if the alleged violation did not occur in the 
district of arrest, transfer the person to the 
district that has jurisdiction if: 

(i) the government produces certified 
copies of the judgment, warrant, and 
warrant apphcation, or produces copies 
of those certified documents by rehable 
electronic means; and 

(ii) the judge finds that the person is the 

same person named in the warrant. 
***** 


ilium 
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Rule 40. Arrest for Failing to Appear in Another 
District or for Violating Conditions of Release Set 
in Another District 

(a) In General. A person must be taken without 
unnecessary delay before a magistrate judge in the 
district of arrest if the person has been arrested 
under a warrant issued in another district for: 

(1) faihng to appear as required by the terms of that 
person’s release under 18 U.S.C. §§ 3141-3156 or 
by a subpoena; or 

(u) violating conditions of release set in another 
district. 

"k "k 

Rule 41. Search and Seizure 
(a) Scope and Definitions. 

k k k k k 

(2) Definitions. The following definitions apply 
under this rule: 


tEii/oiD mm 
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(D) “Domestic terrorism” and “international 
terrorism” have the meanings set out in 18 
U.S.C. § 2331. 

(E) “Tracking device” has the meaning set out in 
18 U.S.C. § 3117(b). 

(b) Authority to Issue a Warrant. At the request of a 
federal law enforcement officer or an attorney for the 
government: 

(1) a magistrate judge with authority in the district 
— or if none is reasonably available, a judge of a 
state court of record in the district — has 
authority to issue a warrant to search for and 
seize a person or property located within the 
district; 

(2) a magistrate judge with authority in the district 
has authority to issue a warrant for a person or 
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property outside the district if the person or 
property is located within the district when the 
warrant is issued but might move or be moved 
outside the' district before the warrant is 
executed; 

(3) a magistrate judge — in an investigation of 
domestic terrorism or international terrorism — 
with authority in any district in which activities 
related to the terrorism may have occurred has 
authority to issue a warrant for a person or 
property within or outside that district; and 

(4) a magistrate judge with authority in the district 
has authority to issue a warrant to install within 
the district a tracking device; the warrant may 
authorize use of the device to track the 
movement of a person or property located within 
the district, outside the district, or both. 


tElL/OTD 006133 
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ic ie ic "k 

(d) Obtaining a Warrant. 

(1) In General. After receiving an affidavit or 
other information, a magistrate • judge — or if 
authorized by Rule 41(b), a judge of a state court 
of record — must issue the warrant if there is 
probable cause to search for and seize a person 
or property or to install and use a tracking 
device. 

"k "k k k k 

(3) Requesting a Warrant by Telephonic or 
Other Means. 

(A) In General. A magistrate judge may issue a 
warrant based on information 
communicated by telephone or other rehable 
electronic means. 


mm ootm 
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(B) Recording Testimony. Upon learning that 

an applicant is requesting a warrant under 

Rule 41(d)(3)(A), a magistrate judge must: 

(i) place under oath the applicant and any 
person on . whose testimony the 
application is based; and 

(ii) make a verbatim record of the 
conversation with a suitable recording 
device, if available, or by a court 
reporter, or in writing. 

"k -k ii is -k 

(e) Issuing the Warrant. 

(1) In General. The magistrate judge or a judge of 
a state court of record must issue the warrant to 
an officer authorized to execute it. 

(2) Contents of the Warrant. 
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(A) Warrant to Search for and Seize a Person or 

Property. Except for a tracking-device 
warrant, the warrant must identify the 
person or property to be searched, identify 
any person or property to be seized, and 
designate the magistrate judge to whom it 
must be returned. The warrant must 
command the officer to: 

(i) execute the warrant within a specified 
time no longer than 10 days; 

(ii) execute the warrant during the 
daytime, unless the judge for good 
cause expressly authorizes execution at 
another time; and 

(iii) return the warrant to the magistrate 
judge designated in the warraiit. 

(B) Warrant for a Tracking Device. A tracking- 
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device warrant must identify the person or 

property to be tracked, designate the 

magistrate judge to whom it mUst be 

returned, and specify a reasonable length of 

time that the device may be used. The time 

must not exceed 45 days from the date the 

warrant was issued. The court may, for 

good cause, grant one or more extensions for 

a reasonable period not to exceed 45 days 

each. The warrant must command the 

officer to: 

(i) complete any installation authorized by 
the warrant within a specified time no 
longer than 10 calendar days; 

(ii) perform any installation authorized by 
the warrant during the daytime, unless 
the judge for good, cause expressly 
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authorizes installation at another time; 

and 

(iii) return, the warrant to the judge 
designated in the warrant. 

(3) Warrant by Telephonic or Other Means. If a 
magistrate judge decides to proceed under Rule 
41(d)(3)(A), the following additional procedures 
apply: 

(A) Preparing a Proposed Duplicate Original 
Warrant. The apphcant must prepare a 
“proposed duplicate original warrant” and 
must read or otherwise transmit the 
contents of that document verbatim to the 
magistrate judge. 

(B) Preparing an Original Warrant. If the 
applicant reads the contents of the proposed 
duplicate original warrant, the magistrate 
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judge must enter those contents into an 
original warrant. If the apphcant transmits 
■the contents by reliable electronic means, 
that transmission may serve as the original 
warrant. 

(C) Modification. The magistrate judge may 
modify the original warrant. The judge 
must transmit any modified warrant to the 
applicant by rehable electronic means under 
Rule 41(e)(3)(D) or direct the applicant to 
modify the proposed duplicate original 
warrant accordingly. 

(D) Signing the Warrant. Upon determining to 
issue the warrant, the magistrate judge 
must immediately sign the original warrant, 
enter on its face the exact date and time it is 
issued, and transmit it by reliable electronic 
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means to the applicant or direct the 

applicant to sign the judge’s name on the 

duplicate original warrant. 

Executing and Returning the Warrant. 

(1) Warrant to Search for and Seize a Person or 

Property. 

(A) Noting the Time. The officer executing the 
warrant must enter on it the exact date and 
time it was executed. 

(B) Inventory. An officer present during the 
execution of the warrant must prepare and 
verify an inventory of any property seized. 
The officer must do so in the presence of 
another officer and the person from whom, 
or from whose premises, the property was 
taken. If either one is not present, the 
officer must prepare and verify the 
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inventory in the presence of at least one 

other credible person. 

(C) Receipt. The officer executing the warrant 
must give a copy of the warrant and a 
receipt for the property taken to the person 
from whom, or from whose premises, the 
property was taken or leave a copy of the 
warrant and receipt at the place where the 
officer took the property. 

(D) Return. The officer executing the warrant 
must promptly return it — together with a. 
copy of the inventory — to the magistrate 
judge designated on the warrant. The judge 
must, on request, give a copy of the 
inventory to the person from whom, or from 
whose premises, the property was taken and 


to the applicant for the warrant. 


18 FEDERAL RULES OF CRIMINAL PROCEDURE 
(2) Warrant for a Tracking Device. 

(A) Noting the Time. The officer executing a 
tracking- device warrant must enter on it the 
exact date and time the device was installed 
and the period during which it was used. 

(B) Return. Within 10 calendar days after the 
use of the tracking device has ended, the 
officer executing the warrant must return it 
to the judge designated in the warrant. 

(C) Service. Within 10 calendar days after the 
use of the tracking device has ended, the 
officer executing a tracking-device warrant 
must serve a copy of the warrant on the 
person who was tracked or whose property 
was tracked. Service may be accomplished 
by delivering a. copy to the person who, or 
whose property, was tracked; or by leaving a 
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copy at the person’s residence or usual place 
of abode with an individual of suitable age 
and discretion who resides at that location 
and by mailing a copy to the person’s last 
known address. Upon request of the 
government, the judge may delay notice as 
provided in Rule 41(J^(3). 

(3) Delayed Notice. Upon the government’s 
request, a magistrate judge — or if authorized by 
Rule 41(b), a judge of a state court of record — 
may delay any notice required by this rule if the 
delay is authorized by statute. 

• it it it "k "k 

Rule 58. Petty Offenses and Other Misdemeanors 

it k it it it 

(b) Pretrial Procedure. 

it k it it it 


CEll/OlD 006143 

CELLSITE-20308 


FEDERAL RULES OF CRIMINAL PROCEDURE 
(2) Initial Appearance. At the defendant’s initial 

appearance on a petty offense or other 

misdemeanor charge, the magistrate judge must 

inform the defendant of the following: 

•k ic -k ii 

(G) any right to a preliminary hearing under 
Rule 5.1, and the general circumstances, if 
any, under which the defendant may secure 
pretrial release. 

k k k k k 
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To: Hon. David F. Levi, Chair evidence rules 

Standing Committee on Rules of Practice and Procedure 

From: Hon. Susan C. Bucklew, Chair 

Advisory Committee on Federal Rules of Criminal Procedure 

Subject: Report of the Advisory Committee on Criminal Rules 

Date: May 17, 2005 


I. Introduction 

The Advisory Committee on Federal Rules of Criminal Procedure met on 
April 4-5, 2005 in Charleston, South Carolina and took action on a number of 
proposed amendments to the Rules of Criminal Procedure. 

:|c :(c :(e 

II. Action Items - Overview 

First, the Committee considered two public comments to the following 

rules: 

• Rule 5, Initial Appearance, Proposed Amendmeiit Regarding Use of 
Electronic Means to Transmit Warrant. 

• Rule 32.1, Revoking or Modifying Probation or Supervised Release; 
Proposed Amendment Regarding Use of Electronic Means to Transmit 
Warrant. 

• Rule 40, Arrest for Failing to Appear in Another District; Proposed 
Amendment to Provide for Authority to Set Conditions for Release. 
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• Rule 41, Search and Seizure; Proposed Amendment Concerning Use of 
Electronic Means to Transmit Warrant. 

• Rule 58, Petty Offenses and Misdemeanors; Proposed Amendment to 
Resolve Conflict with Rule 5 Concerning Right to Preliminary Hearing. 

• Rule 41. Search and Seizure; Previously Approved Amendment 
Concerning Tracking Device Warrants. 

As noted in the following discussion, the Advisory Committee proposes that 
amendments to Rule 6 be approved by the Committee and forwarded to the Judicial 
Conference without being published for comment. 

Second, the Committee considered technical and conforming amendments to 
the following rule: 

• Rule 6, The Grand Jury. 

As noted in the following discussion, the Advisory Committee proposes that this 
amendment be forwarded to the Judicial Conference. 

III. Action Items-Recommendations to Forward Amendments to the 
Judicial Conference 

At its June 2004 meeting, the Standing Committee approved the publication 
of proposed amendments to Rules 5, 32.1, 40, 41, and 58. The comment period for 
the proposed amendments was closed on February 15, 2005. The Advisory 
Committee received two comments on the proposed amendments, and several 
suggestions from the Style Committee. The Committee made only minor changes 
as proposed by the Style Committee, and it recommends that all of the proposed 
amendments be forwarded to the Judicial Conference for approval and transmitted 
to the Supreme Court. The following discussion briefly summarizes the proposed 
amendments. 
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1. ACTION. ITEM-Rule 5, Initial Appearance, Proposed 

Amendment Regarding Use of Electronic Means to 
Transmit Warrant. 

The amendment to Rule 5 is intended to permit the magistrate judge to accept 
a warrant by reliable electronic means. At present, the rule requires the government 
to produce the original warrant, a certified copy of the warrant, or a facsimile copy 
of either of those documents. The amendment reflects the availability of improved 
technology, which makes the use of electronic media as reliable and efficient as 
using a facsimile. The term “electronic” is used to provide some flexibility, allowing 
for further technological advances in transmitting data. If electronic means are used, 
the rule requires that the means be “reliable,” and leaves the definition of that term 
to a court or magistrate judge at the local level. The Advisory Committee received 
two comments on the published amendment. Federal Public Defender Frank 
Dunham wrote that the rule should make clear that “non-certified electronic copies” 
are not reliable electronic means. The Federal Magistrate Judges Association 
expressed its support for the rule as drafted. 

Following consideration of the comments, the Committee unanimously 
approved the amendment, as published. 

Recommendation-The Advisory Committee recommends that the amendment 
to Rule 5 be approved and forwarded to the Judicial Conference. 


2. ACTION ITEM-Rule 32.1, Revoking or Modifying 

Probation or Supervised Release; Proposed Amendment 
Regarding Use of Electronic Means to Transmit Warrant. 

This amendment to Rule 32.1 permits the magistrate judge to accept a 
judgment, warrant, and warrant application by reliable electronic means. It parallels 
similar changes to Rule 5, reflecting the same enhancements in technology. As in 
Rule 5, what constitutes “reliable” electronic means is left to a court or magistrate 
judge to deterhiine as a local matter. The Committee received only one comment on 
the published amendment, in which the Federal Magistrate Judges Association 
expressed its support for the change. 
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Following consideration of the comment, the Committee unanimously 
approved the amendment, as published (with a minor change recommended by the 
Style Committee). 

Recommendation-The Advisory Committee recommends that the amendment 
to Rule 32.1 be approved and forwarded to the Judicial Conference. 


3. ACTION ITEM-Rule 40, Arrest for Failing to Appear in 

Another District; Proposed Amendment to Provide for 
Authority to Set Conditions for Release. 

This amendment to Rule 40 is intended to fill a perceived gap in the rule 
related to persons who are arrested for violating the conditions of release in another 
district. It authorizes the magistrate judge in the district where the arrest takes place 
to set conditions of release. The amendment makes it clear that the judge has this 
authority not only in cases where the arrest takes place because of failure to appear 
in another district, but also for violation of any other condition of release. The 
Committee received only one comment on the published amendment, in which the 
Federal Magistrate Judges Association expressed its support for the change. 

Following consideration of the comment, the Committee unanimously 
approved the amendment, as published (with a minor change recommended by the 
Style Committee).. 

Recommendation-The Advisory Committee recommends that the amendment 
to Rule 40 be approved and forwarded to the Judicial Conference. 


4. ACTION ITEM-Rule 41, Search and Seizure; Proposed 

Amendment Concerning Use of Electronic Means to 
Transmit Warrant. 
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This amendment to Rule 41 authorizes magistrate judges to use reliable 
electronic means to issue warrants. This parallels similar changes to Rules 5 and 
32.1(a)(5)(B)(i), allowing the use of improved technology, and leaving what 
constitutes “reliable” electronic means to a court or magistrate judge to determine as 
a local matter. The Committee received only one comment on the published 
amendment, in which the Federal Magistrate Judges Association expressed its 
support for the change. 

Following consideration of the comment, the Committee unanimously 
approved the amendment, as published. 

Recommendation-The Advisory Committee recommends that the amendment 
to Rule 41 be approved and forwarded to the Judicial Conference. 


5. ACTION ITEM-Rule 58, Petty Offenses and 

Misdemeanors; Proposed Amendment to Resolve Conflict 
with Rule 5 Concerning Right to Preliminary Hearing. 

Rule 58(b)(2) governs the advice to be given to defendants at an initial 
appearance on a misdemeanor charge. The amendment eliminates a conflict with 
Rule 5.1(a) concerning a defendant’s entitlement to a preliminary hearing. Instead 
of attempting to define in this rule when a misdemeanor defendant may be entitled 
to a Rule 5.1 preliminary hearing, the rule is amended to direct the reader to Rule 
5.1. The Committee received only one comment on the published amendment, in 
which the Federal Magistrate Judges Association expressed its support for the 
change. 

Following consideration of the comment, the Committee unanimously 
approved the amendment, as published. 


Recommendation-The Advisory Committee recommends that the amendment 
to Rule 58 be approved and forwarded to the Judicial Conference. 
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6. ACTION ITEM-Rule 41. Search and Seizure; Previously 

Approved Amendment Concerning Tracking Device 
Warrants. 

An amendment to Rule 41 which would provide procedures for tracking 
device warrants was recommended, published for public comment, reviewed by the 
Advisory Committee, and approved by the Standing Committee at its June 2003 
meeting for submission to the Judicial Conference. However, subsequent to that 
meeting the Department of Justice requested additional time to review the proposal. 
At the April 2005 meeting of the Advisory Committee, Ms. Rhodes stated that the 
Department had completed its review of the amendment ajid had no further 
recommendations for changes to it. In light of the. clarification of the Department’s 
position, there is no longer any need to defer submission to the Judicial Conference. 

The rule and committee note as approved by the Standing Committee at its 
June 2003 meeting, including changes proposed by the Style Committee, are 
submitted again for consideration. 

Recommendation-The Advisory Committee recommends that the amendment 
to Rule 41 be approved and forwarded to the Judicial Conference. 


7. ACTION ITEM-Rule 6. The Grand Jury; Technical and 

Conforming Amendments. 

This amendment makes technical changes to. the language added to Rule 6 
by the Intelligence Reform and Terrorism Prevention Act of 2004, Pub.L. 108-458, 
Title VI, § 6501(a), 118 Stat. 3760, in order to bring the new language into 
conformity with the conventions introduced in the general restyling of the Criminal 
Rules. No substantive change is intended. 

The Advisory Committee unanimously approved the proposal as a technical 
and conforming amendment, for which no publication and comment period would 
be necessary. 
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Recommendation-The Advisory Committee recommends that the technical 
and conforming amendment to Rule 6 be approved and forwarded to the Judicial 
Conference. 


mm 006151 


CELLSITE-20316 


HEREIN 13 iniTT. 
DATE 10-04-201 


1 

2 

3 

4 

5 

6 

7 

8 
9 

10 

11 

12 

13 


PROPOSED AMENDMENTS TO THE 
FEDERAL RULES OF CRIMINAL PROCEDURE* 

Rule 5. Initial Appearance 

(c) Place of Initial Appearance; Transfer to Another 
District. 

(3) Procedures in a District Other Than Where the 
Offense Was Allegedly Committed. If the initial 
appearance occurs in a district other than where 
the offense was allegedly committed, the 
following procedures apply: 

(C) the magistrate judge must conduct a 
preliminary hearing if required by Rule 5.1 
6 rf^l e- 58(b)(2)(G) ; 


*New material is underlined; matter to be omitted is lined through. 
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15 

16 

17 

18 

19 

20 
21 
22 


(D) the magistrate judge must transfer the 
defendant to the district where the offense 
was allegedly committed if: 

(i) the government produces the warrant, 
a certified copy of the warrant, a 

facsimile of — e ith e r ^ or oth e r 

appropriat e a reliable electronic form 
of either; and 


COMMITTEE NOTE 

Subdivisions (c)(3)(C) and (D). The amendment to Rule 
5(c)(3)(C) parallels an amendment to Rule 58(b)(2)(G), which in 
turn has been amended to remove a conflict between that rule and 
Rule 5.1(a), concerning the right to a preliminary hearing. 

Rule 5(c)(3)(D) has been amended to permit the magistrate 
Judge to accept a warrant by reliable electronic means. Currently, 
the rule requires the government to produce the original warrant, a 
certified copy of the warrant, or a facsimile copy of either of those 
documents. This amendment parallels similar changes to Rules 
32.1(a)(5)(B)(i) and 41. The reference to a facsimile version of the 
warrant was removed because the Committee believed that the 
broader term “electronic form” includes facsimiles. 
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The amendment reflects a number of significant 
improvements in technology. Firs^ more courts are now equipped 
to receive filings by electronic means, and indeed, some courts 
encourage or require that certain documents be filed by electronic 
means. Second, the technology has advanced to the state where 
such filings could be sent from, and received at, locations outside 
the courthouse. Third, electronic media can now provide improved 
quality of transmission and security measures. In short, in a 
particular case, using electronic media to transmit a document 
might be just as reliable and efficient as using a facsimile. 

The term “electronic” is used to provide some flexibility to 
the rule and make allowance for further technological advances in 
transmitting data. 

The rule requires that if electronic means are to be used to 
transmit a warrant to the magistrate judge, that the means used be 
“reliable.” While the rule does not further define that term, the 
Committee envisions that a court or magistrate judge would make 
that determination as a local matter. In deciding whether a 
particular electronic means, or media, would be reliable, the court 
might consider first, the expected quality and clarity of the 
transmission. For example, is it possible to read the contents of the 
warrant in its entirety, as though it were the original or a clean 
photocopy? Second, the court may consider whether security 
measures are available to insure that the transmission is not 
compromised. In this regard, most courts are now equipped to 
require that certain documents contain a digital signature, or some 
other similar system for restricting access. Third, the court may 
consider whether there are reliable means of preserving the 
document for later use. 
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Changes Made After Publication and Comment 

The Committee made no changes in the Rule and 
Committee Note as published. It considered and rejected the 
suggestion that the rule should refer specifically to non-certified 
photocopies, believing it preferable to allow the definition of 
reliability to be resolved at the local level. The. Committee Note 
provides examples of the factors that would bear on reliability. 


1 

2 

3 

4 

5 

6 

7 

8 
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Rule 6. The Grand Jury 

^ ^ ^ ^ ^ 

(e) Recording and Disclosing the Proceedings. 

(3) Exceptions. 

(D) An attorney for the government may 
disclose any grand-jury matter involving 
foreign intelligence, counterintelligence (as 
defined in 50 U.S.C. § 401a), or foreign 
intelligence information (as defined in Rule 
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6(e)(3)(D)(iii)) to any federal law 
enforcement, intelligence, protective, 
immigration, national defense, or national 
security official to assist the official 
receiving the information in the 
performance of that official’s duties. An 
attorney for the government may also 
disclose any grandjury matter involving, 
within the United States dr elsewhere, a 
threat of attack or other grave hostile acts of 
a foreign power or its agent, a threat of 
domestic or international sabotage or 
terrorism, or clandestine intelligence 
gathering activities by an intelligence 
service or network of a foreign power or by 
its agent, to any appropriate federal F e d e ral . 
stateS tate. stateState subdivision, Indian 



6 


FEDERAL RULES OF CRIMINAL PROCEDURE 



28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 


tribal, or foreign government official, for 
the purpose of preventing or responding to 
such threat or activities. 

(i) Any official who receives information 
under Rule 6(e)(3)(D) may use the 
information only as necessary in the 
conduct of that person’s official duties 
subject to any limitations on the 
unauthorized disclosure of such 
information. Any stateState, stateS tate 
subdivision, Indian tribal, or foreign 
government official who receives 
information under Rule 6(e)(3)(D) 
may use the information only 
consist e nt with - suoh guid e lin e s as th e 
Attorn e y G e n e ral - and th e Dir e ctor of 
National — Int e llig e nce — shall — jointly 
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45 

46 

47 

48 

49 


iss«6 only in a manner consistent with 
any guidelines issued by the Attorney 
General and the Director of National 
Intelligence . 


50 (7) Contempt. A knowing yiolation of Rule 6, or of 

51 guidelines jointly issued by the Attorney 

52 General and the Director of National Intelligence 

53 pursuant to under Rule 6, may be punished as a 

54 contempt of court. 

55 jH * H= * 

COMMITTEE NOTE 

Subdivision (e)(3) and (7). This amendment makes 
technical changes to the language added to Rule 6 by the 
Intelligence Reform and Terrorism Prevention Act of 2004, Pub.L. 
108-458, Title VI, § 6501(a), 118 Stat. 3760, in order to bring the 
new language into conformity with the conventions introduced in 
the general restyling of the Criminal Rules. No substantive change 
is intended. 
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Rule 32.1. Revoking or Modifying Probation or 
Supervised Release 

(a) Initial Appearance. 

(5) Appearance in a District Lacking Jurisdiction. 
If the person is arrested or appears in a district 
that does not have jurisdiction to conduct a 
revocation hearing, the magistrate judge must: 

(B) if the alleged violation did not occur in the 
district of arrest, transfer the person to the 
district that has jurisdiction if: 

(i) the government produces certified 
copies of the judgment, warrant, and 
warrant application , or produces 
copies of those certified documents by 
reliable electronic means: and 
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16 (ii) the jud^e finds that the person is the 

1 7 same person named in the warrant. 

Ig ***** 

COMMITTEE NOTE 

Subdivision (a)(5)(B)(i). Rule 32.1(a)(5)(B)(i) has been 
amended to permit the magistrate judge to accept a judgment, 
warrant, and warrant application by reliable electronic means. 
Currently, the rule requires the government to produce certified 
copies of those documents. This amendment parallels similar 
changes to Rules 5 and 41. 

The amendment reflects a number of significant 
improvements in technology. First, receiving documents by 
facsimile has become very commonplace and many courts are now 
equipped to receive filings by electronic means, and indeed, some 
courts encourage or require that certain documents be filed by 
electronic means. Second, the technology has advanced to the state 
where such filings could be sent from, and received at, locations 
outside the courthouse. Third, electronic media can now provide 
improved quality of transmission and security measures. In short, 
in a particular case, using electronic media to transmit a document 
might be just as reliable and efficient as using a facsimile. 

The term “electronic” is used to provide some flexibility to 
the rule and make allowance for further technological advances in 
transmitting data. • The Committee envisions that the term 
“electronic” would include use of facsimile transmissions. 

The rule requires that if electronic means are to be used to 
transmit a warrant to the magistrate judge, the means used be 
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“reliable.” While the rule does not further define that term, the 
Committee envisions that a court or magistrate judge would make 
that determination as a local matter. In deciding whether a 
particular electronic means, or media, would be reliable, the court 
might consider first, the expected quality and clarity of the 
transmission. For example, is it possible to read the contents of the 
warrant in its entirety, as though it were the original or a clean 
photocopy? Second, the court may wish to consider whether 
security measures are available to insure that the transmission is 
not compromised. In this regard, most courts are now equipped to 
require that certain documents contain a digital signature, or some 
other similar system for restricting access. Third, the court may 
consider whether there are reliable means of preserving the 
document for later use. 


Changes Made After Publication and Comment 

The Committee made minor .clarifying changes in the 
published rule at the suggestion of the Style Committee. 

Rule 40. Arrest for Failing to Appear in Another 
District or for Violating Conditions of Release Set in 
Another District 


1 — In - Gcncral. If a p e rson is orre s ted - under a warrant 

2 issu e d in anoth e r district for failing to app e ar as 

3 req uir e d by th e terms - of that person a s r e l e as e und e r 18 
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4 

5 

6 

7 

8 
9 

10 

11 

12 

13 

14 

15 

16 


U.S.C. §§ 31 ‘ 11 - 3156 - er - by ' a subpo e na t h e ^ e rsen 

must be tak e n without tinn e cessaQ^ - d e lay - b e for e a 
magistrat e judg e in the district of th e apr e st. 

(al In General. A person must be taken without 
unnecessary delay before a magistrate judge in the 
district of arrest if the person has been arrested under 
a warrant issued in another district for: 

(i) failing to appear as required by the terms of that 
person’s release under 18 U.S.C. §§ 3141-3156 
or by a subpoena: or 

Un yiolating conditions of release set in another 
district. 


COMMITTEE NOTE 

Subdiyision (a). Rule 40 currently refers only to a person 
arrested for failing to appear in another district. The amendment is 
intended to fill a perceiyed gap in the rule that a magistrate judge 
in the district of arrest lacks authority to set release conditions for a 
person arrested only for yiolation of conditions of release. See, 
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e.g.. United States v. Zhu, 215 F.R.D. 21, 26 (D. Mass. 2003). The 
Committee believes that it would be inconsistent for the magistrate 
judge to be empowered to release an arrestee who had failed to 
appear altogether, but not to release one who only violated 
conditions of release in a minor way. Rule 40(a) is amended to 
expressly cover not only failure to appear, but also violation of any 
other condition of release. 


Changes Made After Publication and Comment 

The Committee made minor clarifying changes in the 
published rule at the suggestion of the Style Committee. 


1 

2 

3 

4 

5 

6 

7 

8 


Rule 41. Search and Seizure 
(a) Scope and Definitions. 

(2) Definitions. The following definitions apply 
under this rule: 

CD) “Domestic terrorism” and “international 
terrorism” have the meanings set out in 1 8 
U.S.C: §2331. 
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9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 
21 
22 

23 

24 


lEI “Tracking device” has the meaning set out 
in 18 U.S.C.S 3117161. 

(b) Authority to Issue a Warrant. At the request of a 
federal law enforcement officer or an attorney for the 
government: 

(1) a magistrate judge with authority in the district 
— or if none is reasonably available, a judge of a 
state court of record in the district — has 
authority to issue a warrant to search for and 
seize a person or property located within the 
district; 

(2) a magistrate judge, with authority in the district 
has authority to issue a warrant for a person or 
property outside the district if the person or 
property is located within the district when the 
warrant is issued but might move or be moved 
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25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 


outside the district before the warrant is 
executed; and 

(3) a magistrate judge — in an investigation of 
domestic terrorism or international terrorisrh (as 
d& fin e d - in - 18 U.S.C. § 2331) — h av m g — with 
authority in any district in which activities 
related to the terrorism may have occurred^ 
has authority to issue a warrant for a person or 
property within or outside that district ?: and 
(44 a magistrate judge with authority in the district 
has authority to issue a warrant to install within 
the district a tracking device: the warrant may 
authorize use of the device to track the 
movement of a person or property located within 
the district outside the district, or both. 

(d) Obtaining a Warrant. 
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42 

(1) 

Prabable- Cause In General. After receiving an 

43 


affidavit or other information, a magistrate judge 

44 


— or if authorized bv Rule 41('bL er a iudge of a 

45 


state court of record — must issue the warrant if 

46 


there is probable cause to search for and seize a 

47 


person or nrooertv or to install and use a tracking 

48 


device under Rule ^ICoL 

49 



50 

(3) 

Requesting a Warrant by Telephonic or Other 

51 


Means. 

52 


(A) In General. A magistrate judge may issue a 

53 


warrant based on information 

54 


communicated by telephone or other 

55 


reliable electronic means, appropriate 

56 


means; including facsimile transmission. 
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57 

58 

59 

60 
61 
62 

63 

64 

65 

66 

67 

68 

69 

70 

71 

72 


(B) Recording Testimony. Upon learning that 
an applicant is requesting a warrant under 
Rule 4Ud¥3irAL a magistrate judge must: 

(i) place under oath the applicant and any 
person on whose testimony the 
application is based; and 

(ii) make a verbatim record of the 
conversation with a suitable recording 
device, if available, or by a court 
reporter, or in writing. 

(e) Issuing the Warrant. 

(1) In General. The magistrate judge or a judge of a 
state court of record must issue the warrant to an 
officer authorized to execute it. 

(2) Contents of the Warrant. 
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73 - 

74 ’ 

75 

76 

77 

78 

79 

80 
81 
82 

83 

84 

85 

86 

87 

88 
89 


lAl Warrant to Search for and Seize a Person 
or Property. Except for a tracking-device 
warrant. ¥ -the warrant must identify the 
person or property to be searched, identify 
any person or property to be seized, and 
designate the magistrate judge to whom it 
must be returned. The warrant rnust 
command the officer to: 

{A^£i} execute the warrant within a specified 
time no longer than 10 days; 
fSinn execute the warrant during the daytime, 
unless the judge for good cause expressly 
authorizes execution at another time; and 
fQfiiii return the warrant to the magistrate judge 
designated in the warrant. 

(B~) Warrant for a Trackine Device. A tracking- 
device warrant must identify the person or 
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property to be tracked, designate the 
magistrate judge to .whom it must be 
returned, and specify a reasonable length of 
time that the device may be used. The time 
must not exceed 45 days from the date the 
warrant was issued. The court may, for 
good cause, grant one or more extensions 
for a reasonable period not to exceed 45 
days each. The warrant must command the 
officer to: 

complete any installation authorized 
by the warrant within a specified time 
no longer than 10 calendar days: 
tifi perform any installation authorized by 
the warrant during the daytime, unless 
the judge for good cause expressly 
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106 


authorizes .installation at another time; 

107 


and 

108 


riiil return the warrant to the judge 

109 


designated in the warrant. 

110 

(3) Warrant by Telephonic or Other Means. If a 

111 

magistrate judge decides to proceed under Rule 

112 

41(d)(3)(A), the following additional procedures 

113 

apply: 

114 

(A) 

Preparing a Proposed Duplicate Original 

115 


Warrant. .The applicant must prepare a 

116 


“proposed duplicate original warrant” and 

117 


must read or otherwise transmit the 

118 


contents of that document verbatim to the 

119 


magistrate judge. 

120 

(B) 

Prevarins an Orisinal Warrant. If the 

121 


annlicant reads the contents of the nronosed 

122 


duolicate original warrant, the The 
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123 

124 

125 

126 

127 

128 
129 
130. 

131 

132 

133 

134 

135 

136 

137 

138 

139 


magistrate judge must enter tfe© those 
contents ef - th e propos e d - duplicat e original 
■ warrant into an original warrant. If the 
applicant transmits the contents by reliable 
electronic means, that transmission may 
serve as the original warrant. 

(C) Modifications. The magistrate judge may 
modify the original warrant. The judge 
must transmit any modified warrant to the 
applicant by reliable electronic means under 
Rule 41('ey3')('D') or direct the applicant to 
modify the proposed duplicate original 
warrant accordingly . In that cas e , th e judg e 
must also modify th e original - warrant; 

(D) Signing the Original Warrant and the 

Buplieate — Original Warrant. Upon 

determining to issue the warrant, the 
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140 

141 

142 

143 

144 

145 

146 

147 

148 

149 

150 

151 

152 

153 

154 

155 

156 


magistrate judge must immediately sign the 
original warrant, enter on its face the exact' 
date and time it is issued, and transmit it by 
reliable electronic means to the applicant or 
direct the applicant to sign the judge’s name 
on the duplicate original warrant, 

(f) Executing and Returning the Warrant. 

(1) Warrant to Search for and Seize a Person or 
Property, 

{4)£A) Noting the Time. The officer executing the 
warrant must enter on it its fac e the exact date 
and time it is was executed. 

{3)(B) Inventory. An officer present during the 
execution of the warrant must prepare and 
verify an inventory of any property seized. 
The officer must do so in the presence of 
another officer and the person from whom, or 
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157 

158 

159 

160 
161 
162 

163 

164 

165 

166 

167 

168 

169 

170 

171 

172 

173 


from whose premises, the property was taken. 
If either one is not present, the officer must 
prepare and verify the inventory in the 
presence of at least one other credible person. 

{3)(C) Receipt. The officer executing the warrant 
mus t ^- (A^ give a copy of the warrant and a 
receipt for the property taken to the person 
from whom, or from whose premises, the 
property was takent or (B) leave a copy of the 
warrant and receipt at the place where the 
officer took the property. 

{4)(D) Return. The officer executing the warrant 
must promptly return it — together with a 
copy of the inventory — to the magistrate 
judge designated on the warrant. The judge 
must, on request, give a copy of the inventory 
to the person from whom, or from whose 
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premises, the property was taken and to the 
applicant for the warrant. 

(2) Warrant for a Trackins Device. 

CAl Noting the Time. The officer executing a 
tracking-device warrant must enter on it the 
exact date and time the device was installed 
and the period during which it was used. 

(BI Return. Within 10 calendar days after the 
use of the tracking device has ended, the 
officer executing the warrant must return it 
to the judge designated in the warrant. 

('C') Service. Within 10 calendar days after the 
use of the tracking device has ended, the 
officer executing a tracking-device warrant 
must serve a copy of the warrant on the 
person who was tracked or whose property 
was tracked. Service mav be accomplished 
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bv delivering a conv to the nerson who. or 

192 

whose oronertv. was tracked; or bv leaving 

193 

a conv at the person’s residence or usual 

194 

nlace of abode with an individual of 

195 

suitable age and discretion who resides at 

196 

that location and bv mailing a conv to the 

197 

person’s last known address. Upon request 

198 

of the government, the iudge mav delav 

199 

notice as provided in Rule 41ff)r3'). 

200 

f31 Delayed Notice. Upon the government’s 

201 

request, a magistrate iudge — or if authorized bv 

202 

Rule 41('bL a iudge of a state court of record — 

203 

mav delav anv notice required bv this rule if the 

204 

delav is authorized bv statute. 

205 

^ ^ ^ ^ ^ 


COMMITTEE NOTE 

The amendments to Rule 41 address three issues: first, 
procedures for issuing tracking device warrants; second, a 
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provision for delaying any notice required by the rule; and third, a 
provision permitting a magistrate judge to use reliable electronic 
means to issue warrants. 

Subdivision (a). Amended Rule 41(a)(2) includes two new 
definitional provisions. The first, in Rule 41(a)(2)(D), addresses 
the definitions of “domestic terrorism” and “international 
terrorism,” terms used in Rule 41(b)(2). The second, in Rule 
41(a)(2)(E), addresses the definition of “tracking device.” 

Subdivision, (b). Amended Rule 41(b)(4) is a new 
provision, designed to address the use of tracking devices. Such 
searches are recognized both by statute, see 18 U.S.C. § 3117(a) 
and by caselaw, see, e.g.. United States v. Karo, 468 U.S. 705 
(1984); United States v. Knotts, 460 U.S. 276 (1983). Warrants 
may be required to monitor tracking devices when they are used to 
monitor persons or property in areas where there is a reasonable 
expectation of privacy. See, e.g.. United States v. Karo, supra 
(although no probable cause was required to install beeper, 
officers’ monitoring of its location in defendant’s home raised 
Fourth Amendment concerns). Nonetheless, there is no procedural 
guidance in current Rule 41 for those judicial officers who are 
asked to issue tracking device warrants. As with traditional search 
waTOnts for persons or property, tracking device warrants may 
implicate law enforcement interests in multiple districts. 

The amendment provides that a magistrate judge may issue 
a warrant, if he or she has the authority to do so in the district, to 
install and use a tracking device, as that term is defined in 18 
U.S.C. § 3117(b). The magistrate judge’s authority under this rule 
includes the authority to permit entry into an area where there is a 
reasonable expectation of privacy, installation of the tracking 
device, and maintenance and removal of the device. The 
Committee did not intend by this amendment to expand or contract 
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the definition of what might constitute a tracking device. The 
amendment is based on the understanding that the device will 
assist officers only in tracking the movements of a person or 
property. The warrant may authorize officers to track the person or 
property within the district of issuance, or outside the district. 

Because the authorized tracking may involve more than one 
district or state, the Committee believes that only federal judicial 
officers should be authorized to issue this type of warrant. Even 
where officers have no reason to believe initially that a person or 
property will move outside the district of issuance, issuing a 
warrant to authorize tracking both inside and outside the district 
avoids the necessity of obtaining multiple warrants if the property 
or person later crosses district or state lines. 

The amendment reflects the view that if the officers intend 
to install or use the device in a constitutionally protected area, they 
must obtain judicial approval to do so. If, on the other hand, the 
officers intend to install and use the device without implicating any 
Fourth Amendment rights, there is no need to obtain the warrant. 
See, e.g., United States v. .Knotts, supra, where the officers’ actions 
in installing and following tracking device did not amount to a 
search under the Fourth Amendment. 

Subdivision . (d). Amended Rule 41(d) includes new 
language on tracking devices. The tracking device statute, 18 
U.S.C. § 3117, does not specify the standard an applicant must 
meet to install a tracking device. The Supreme Court has 
acknowledged that the standard for installation of a tracking device 
is unresolved, and has reserved ruling on the issue until it is 
squarely presented by the facts of a case. See United States v. 
Karo, 468 U.S. 705, 718 n. 5 (1984). The amendment to Rule 41 
does not resolve this issue or hold that such warrants may issue 
only on a showing of probable cause. Instead, it simply provides 
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that if probable cause is shown, the magistrate judge must issue the 
warrant; And the warrant is only needed if the device is installed 
(for example, in the trunk of the defendant’s car) or monitored (for 
example, while the car is in the defendant’s garage) in an area in 
which the person being monitored has a reasonable expectation of 
privacy. 

Subdivision (e). Rule 41(e) has been amended to permit 
magistrate judges to use reliable electronic means to issue 
warrants. Currently, the rule makes no provision for using such 
media. The amendment parallels similar changes to Rules 5 and 
32.1(a)(5)(B)(i). 

The amendment recognizes the significant improvements in 
technology. First, more counsel, courts, and magistrate judges now 
routinely use facsimile transmissions of documents. And many 
courts and magistrate judges are now equipped to receive filings by 
electronic means. Indeed, some courts encourage or require that 
certain documents be filed by electronic means. Second, the 
technology has advanced to the state where such filings may be 
sent from, and received at, locations outside the courthouse. Third, 
electronic media can now provide improved quality of 
transmission and security measures. In short, in a particular case, 
using facsimiles and electronic media to transmit a warrant can be 
both reliable and efficient use of judicial resources. 

The term “electronic” is used to provide some flexibility to 
the rule and make allowance for further technological advances in 
transmitting data. Although facsimile transmissions are not 
specifically identified, the Committee envisions that facsimile 
transmissions would fall within the meaning of “electronic means.” 

While the rule does not impose any special requirements on 
use of facsimile transmissions, neither does it presume that those 
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transmissions are reliable. The rule treats all electronic 
transmissions in a similar fashion. Whatever the mode, the means 
used must be “reliable.” While the rule does not further define that 
term, the Committee envisions that a court or magistrate judge 
would make that determination as a local matter. In deciding 
whether a particular electronic means, or media, would be reliable, 
the court might consider first, the expected quality and clarity of 
the transmission. For example, is it possible to read the contents of 
the warrant in its entirety, as though it were the original or a clean 
photocopy? Second, the court may consider whether security 
measures are available to insure that the transmission is not 
compromised. In this regard, most courts are now equipped to 
require that certain documents contain a digital signature, or some 
other similar system for restricting access. Third, the court may 
consider whether there are reliable means of preserving the 
document for later use. 

. Amended Rule 41(e)(2)(B) is a new provision intended to 
address the contents of tracking device warrants. To avoid open- 
ended monitoring of tracking devices, the revised rule requires the 
magistrate judge to specify in the warrant the length of time for 
using the device. Although the initial time stated in the warrant 
may not exceed 45 days, extensions of time may be granted for 
good cause. The rule further specifies that any installation of a 
tracking device authorized by the warrant must be made within ten 
calendar days and, unless otherwise provided, that any installation 
occur during daylight hours. 

Subdivision (f). Current Rule 41(Q has been completely 
revised to accommodate new provisions dealing with tracking 
device warrants. First, current Rule 41(f)(1) has been revised to 
address execution and delivery of warrants to search for and seize 
a person or property; no substantive change has been made to that 
provision, New Rule 41(f)(2) addresses execution and delivery of 
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tracking device warrants. That provision generally tracks the 
structure of revised Rule 41(f)(1), with appropriate adjustments for 
the particular requirements of tracking device warrants. Under 
Rule 41(f)(2)(A) the officer must note on the warrant the time the 
device was installed and the period during which the device was 
used. And under new Rule 41(Q(2)(B), the officer must return the 
tracking device warrant to the magistrate judge designated in the 
warrant, within 10 calendar days after use of the device has ended. 

Amended Rule 41(f)(2)(C) addresses the particular 
problems of serving a copy of a tracking device warrant on the 
person who has been tracked, or whose property has been tracked. 
In the case of other warrants, current Rule 41 envisions that the 
subjects of the search typically know that they have been searched, 
usually within a short period of time after the search has taken 
place. Tracking device warrants, on the other hand, are by their 
nature covert intrusions and can be successfully used only when 
the person being investigated is unaware that a tracking device is 
being used. The amendment requires that the officer must serve a 
copy of the tracking device warrant on the person within 10 
calendar days after the tracking has ended. That service may be 
accomplished by either personally serving the person, or both by 
leaving a copy at the person’s residence or usual abode and by 
sending a copy by mail. The Rule also provides, however, that the 
officer may (for good cause) obtain the court’s permission to delay 
further service of the warrant. That might be appropriate, for 
example, where the owner of the tracked property is undetermined, 
or where the officer establishes that the investigation is ongoing 
and that disclosure of the warrant will compromise that 
' investigation. 

Use of a tracking device is to be distinguished from other 
continuous monitoring or observations that are governed by 
statutory provisions or caselaw. See Title III, Omnibus Crime 
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Control and Safe Streets Act of 1968, as amended by Title I of the 
1986 Electronic Communications Privacy Act, 18 U.S.C. §§ 2510- 
2520; United States v. Biasucci, 786 F.2d 504 (2d Cir. 1986) 
(video camera); United States v. Torres, 751 F.2d 875 (7th Cir. 
1984) (television surveillance). 

Finally, amended Rule 41(Q(3) is a new provision that 
permits the government to request, and the magistrate judge to 
grant, a delay in any notice required in Rule 41. The amendment is 
co-extensive with 18 U.S.C. § 3103a(b). That new provision, 
added as part of the Uniting and Strengthening America by 
Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism (USA PATRIOT) Act of 2001,. authorizes a court to 
delay any notice required in conjunction with the issuance of any 
search warrants. 


Changes Made After Publication and Comment 

The Committee agreed with the NADCL proposal that the 
words “has authority” should be inserted in Rule 41(c)(3), and (4) 
to parallel similar language in Rule 41(c)(1) and (2). The 
Committee also considered, but rejected, a proposal from NADCL 
to completely redraft Rule 41(d), regarding the finding of probable 
cause. The Committee also made minor clarifying changes in the 
Committee Note. 
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Rule 58. Petty Offenses and Other Misdemeanors 

^ 

(b) Pretrial Procedure. 

(2) Initial Appearance. At the defendant’s initial 
appearance on a petty offense or other 
misdemeanor charge, the magistrate judge must 
inform the defendant of the following: 

(G) if th e d e f e ndant is h e ld in custody and 
c harg e d - with ■ a misd e m e anor oth e r - than a 
p e tty off e ns e , th e any right to a preliminary 
hearing under Rule 5.1, and the general 
circumstances, if any, under which the 

defendant may secure pretrial release. 

^ ^ ^ ^ 
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COMMITTEE NOTE 

Subdivision (b)(2)(G). Rule 58(b)(2)(G) sets out the 
advice to be given to defendants at an initial appearance on a 
misdemeanor charge, other than a petty offense. As currently 
written, the rule is restricted to those cases where the defendant is 
held in custody, thus creating a conflict and some confusion when 
compared to Rule 5.1(a) concerning the right to a preliminary 
hearing. Paragraph (G) is incomplete in its description of the 
circumstances requiring a preliminary hearing. In contrast. Rule 
5.1(a) is a correct statement of the law concerning the defendant’s 
entitlement to a preliminary hearing and is consistent with 18 
U.S.C. § 3060 in this regard. Rather than attempting to define, or 
restate, in Rule 58 when a defendant may be entitled to a Rule 5.1 
preliminary hearing, the rule is amended to direct the reader to 
Rule 5.1. 


Changes Made After Publication and Comment 

The Committee no changes to the Rule or Committee note 
after publication. 
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FYl-as a follow-up to the question raised on warrant requirements for "tracking devices" 
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* " unclassified 

NON-RECORD 


Ladies and Gentlemen, 

Attached are the amendments to the Federal Rules of Criminal Procedure as approved by the 
Judicial Conference (see www.uscourts.aov website) along with an excerpt of the "Report of the 
Advisory Committee on Criminal Rules," and, for your edification, a document and chart that 
describes the rulemaking prpcess. 

As always, please forward to appropriate personnel. 



Changes_to_Feder Excerpt_CR.pdf Federal 

al_Rules_Crimi... Rulemaking.doc 


UNCLASSIFIED 


UNCLASSIFIED 


2 


CELl/OIO 006185 


CELLSITE-20350 


AMENDMENTS TO THE FEDERAL 
RULES OF CRIMINAL PROCEDURE 

Rule 11. Pleas 

ic "k it "k -k 

(b) Considering and Accepting a Guilty or Nolo 
Contendere Plea. 

(1) Advising and Questioning the Defendant. 
Before the court accepts a plea of guilty or nolo 
contendere, the defendant may be placed under 
oath, and the court must address the defendant 
personally in open court. During this address, 
the court must inform . the defendant of, and 
determine that the defendant understands, the 
following: 

***** 

(M) in determining a sentence, the court’s 
obligation to calculate the applicable 
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sentencing-guideline range and to consider 
that range, possible departures under the 
Sentencing Guidehnes, and other sentencing 

factors under 18 U.S.C. § 3553(a); and 
***** 

Rule 32. Sentence and Judgment 

***** 

(d) Presentence Report. 

(1) Applying the Advisory Sentencing 
Guidelines. The presentence report must: 

(A) identify all applicable guidelines and policy 
statements of the Sentencing Commission; 

(B) calculate the defendant’s offense level and 
criminal history category; 

(C) state the resulting sentencing range and 
kinds of sentences available; 

(D) identify any factor relevant to: 
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(i) the appropriate kind of sentence, or 

(ii) the appropriate sentence within the 
applicable sentencing range; and 

(E) identify any basis for departing from the 
applicable sentencing range. 

(2) Additional information. The presentence 
report must also contain the following 
information: 

(A) the defendant’s history and characteristics, 
including: 

(i) any prior criminal record; 

(ii) the defendant’s financial condition; and 


any circumstances 

affecting 

the 

defendant’s 

behavior 

that may 

be 

helpful in 

imposing 

sentence or 

in 


correctional treatment; 
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(B) verified information, stated in a 

nonargumentative style, that assesses the 
financial, social, psychological, and medical 
impact on any individual against whom the 
offense has been committed; 

(C) when appropriate, the nature and extent of 
nonprison programs and resources available 
to the defendant; 

(D) when the law provides for restitution, 
information sufficient for a restitution order; 

(E) if the court orders a study under 18 U.S.C. 

§ 3552(b), any resulting report and 

recommendation; and 

(F) any other information that the court 
requires, including information relevant to 
the factors under 18 U.S.C. § 3553(a). 

^ ic it 
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Rule 35. Correcting or Reducing a Sentence 

***** 

(b) Reducing a Sentence for Substantial 
Assistance. 

(1) In General. Upon the government’s motion 
made within one year of sentencing, the court 
may reduce a sentence if the defendant, after 
sentencing, provided substantial assistance in 

investigating or prosecuting another person. 
***** 

Rule 45. Computing and Extending Time 

***** 

(c) Additional Time After Certain Kinds of Service. 

Whenever a party must or may act within a specified 
period after service and service is made in the 
manner provided under Federal Rule of Civil 
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Procedure 5(b)(2)(B), (C), or (D), 3 days are added 
after the period would otherwise expire under 
subdivision (a). 

Rule 49.1. Privacy Protection For Filings Made 
with the Court 

(a) Redacted Filings. Unless the court orders 
otherwise, in an electronic or paper fihng with the 
court that contains an individual’s social-security 
number, taxpayer-identification number, or birth 
date, the name of an individual known to be a minor, 
a financial-account ntunber, or the home address of 
an individual, a party or nonparty making the fihng 
may include only: 

(1) the last four digits of the social-security number 
and taxpayer-identification number;, 

(2) the year of the individual’s birth; 

(3) the minor’s initials; 
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(4) the last four digits of the financial-account 

number; and 

(5) the city and state of the home address. 

(b). Exemptions from the Redaction Requirement. 
The redaction requirement does not apply to the 
following: 

(1) a financial-account number or real property 
address that identifies the property allegedly 
subject to forfeiture in a forfeiture proceeding; 

(2) the record of an administrative or agency 
proceeding; 

(3) ■ the official record of a state-court proceeding; 

(4) the record of a court or tribunal, if that record 
was not subject to the redaction requirement 
when originally filed; 

(5) a filing covered by Rule 49. 1(d); 
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(6) a pro se filing in an action brought under 28 

U.S.C. §§ 2241, 2254, or 2255; 

(7) a court filing that is related to a criminal matter 
or investigation and that is prepared before the 
filing of a criminal charge or is not filed as part 
of any docketed criminal case; 

(8) an arrest or search warrant; and 

(9) a charging document and an affidavit filed in 
support of any charging document. 

Immigration Cases. A fihng in an action brought 
under 28 U.S.C. § 2241 that relates to the petitioner’s 
immigration rights is governed by Federal Rule of 
Civil Procedure 5.2. 

Filings Made Under Seal. The court may order 
that a filing be made under seal without redaction. 
The court may later unseal the filing or order the 
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person who made the fihng to file a redacted version 

for the public record. 

(e) Protective Orders. For good cause, the court may 
by order in a case: 

(1) require redaction of additional information; or 

(2) limit or prohibit a nonparty’s remote electronic 
access to a document filed with the court. 

(f) Option for Additional Unredacted Filing Under 
Seal. A person making a redacted filing may also file 
an unredacted copy under seal. The court must retain 
the unredacted copy as part of the record. 

(g) Option for Filing a Reference List. A filing that 
contains redacted information may be filed together 
with a reference hst that identifies each item of 
redacted information and specifies an appropriate 
identifier that uniquely corresponds to each item 
hsted. The list must be filed under seal and may be 
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amended as of right. Any reference in the case to a 

listed identifier will be construed to refer to the 

corresponding item of information. 

(h) Waiver of Protection of Identifiers. A person 

waives the protection of Rule 49.1(a) as to the 

person’s own information by fding it without 

redaction and not under seal. 

[Model Form for Use in 28 U.S.C. § 2254 Cases 
Involvirjg a Rule 9 Issue under Section 2254 of Title 
28, United States Code] 

(Abrogated.) 
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I. Introduction 


The Advisory Committee on Federal Rules of Criminal Procedure (“the Committee”) met 
on April 3-4, 2006 in Washington, D.C. and took action on a number of proposed amendments to 
the Rules of Criminal Procedure. The Draft Minutes of that meeting are attached. 


This report addresses a number of action items: approval of published Rules 1 1 , 32, 35, 45, 
and 49. 1 . for transmission to the Judicial Conference; approval of proposed amendments to Rules 
29 and 41 for publication and comment; and approval of the time computation template for eventual 
publication. In addition, the Committee has several information items to bring to the attention of 
the Standing Committee, most notably continued discussion of a draft amendment to Rule 16. 


II. Action Items-Recommendations to Forward Amendments to the Judicial Conference 

1. ACTION ITEM-Rule 11. Pleas; Proposed Amendment Regarding 

Advice to Defendant Under Advisory Sentencing Guidelines. 

This amendment is part of a package of proposals required to bring the rules into conformity 
with the Supreme Court’s decision in United States v. Booker, 543 U.S. 220 (2005). Booker held 
that the provisions of the federal sentencing statute that make the Guidelines mandatory violate the 
Sixth Amendment right to jury trial. With these provisions excised, the Sentencing Reform Act 
“makes the Guidelines effectively advisory,” and “requires a sentencing court to consider Guidelines 
ranges, see 18 U.S.C.A. § 3553(a)(4) (Supp.2004), but it permits the court to tailor the sentence in 
light of other statutory Concerns as well, see § 3553(a) (Supp.2004).” 543 U.S. at 222. Rule 
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1 l(b)(M) incotporates this analysis into the infonnation provided to the defendant at the time of a 
plea of guilty or nolo contendere. 

There were many public comments received on this and the other Booker amendments. The 
Sentencing Commission stated that the amendment tracked the approach the Commission believes 
to be implicit in Booker, but it suggested that the word “calculate” be replaced with “determine and 
calculate.” Other comments suggested that the amendment gave the Guidelines greatw prominence 
than warranted under Roofer, insufficiently emphasizing the remaining sentencing factors set forth 
in 1 8 U.S.C. § 3553(a), There was extensive discussion of the public comments and an additional 
concern, raised at the meeting, that the amendment might be read as requiring a complete guideline 
calculation in every case. That would be inconsistent with cases such as United States v. Crosby, 
397 F.3d 103 (2nd Cir. 2005). Crosby recognized that the district courts would “normally” have to 
determine the applicable guideline range. Id. at 111. However, in some cases the court may 
conclude that it is unnecessary to resolve a particular guideline issue because statutory factors under 
3553(a) require a variance that moots the guideline issue. Id. at 1 12. Consideration.was given to 
adding a reference to Crosby in the note, but this effort was ultimately abandoned because of the 
difficulty crafting a statement that would be consistent with the varying approaches in the circuits. 

The Committee agreed that the function of the rule is to advise a defendant who is pleading 
guilty of the manner in which the court will determine the defendant’s sentence. The published 
language captures the approach taken by most courts after Booker. Here, and in the other Booker 
amendments, the Committee agreed to delete from the Committee Note a reference to the Fifth 
Amendment requirement of proof beyond a reasonable doubt from the description of Booker. 

Recommendation-The Advisory Committee recommends that the proposed amendment 
to Rule 11 be approved as published and forwarded to the Judicial Conference. 


2. ACTION ITEM-Rule 32, Sentencing and Judgment; Proposed 

Amendment Regarding Notice to Defendant Under Advisory Sentencing 
Guidelines. 

These amendments adapt two subdivisions of the Rule 32 to United States v. Booker, 543 
U.S. 220 (2005), which directs courts to consider not only information relevant to the Sentencing 
Guidelines, but also information relevant to the statutory factors listed in 1 8 U.S.C. § 3553(a). The 
Committee is proposing amendments only to subdivisions (d) and (h), which govern presentence 
reports and notice of possible departures. As noted below, the Committee has withdrawn the 
proposed amendment to subdivision (k) because of legislative activity that occurred after the 
approval of the amendments for publication and comment. 

Subdivision (d) Subdivision (d) of the rule establishes the requirements for presentence 
reports. It already requires that the report include the applicable Guidelines and information relevant 
to the guideline calculations. The amendment adds the requirement that the report include 
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infonnation relevant to the statutoty criteria under § 3553(a). However, in light of the difficulty that 
the probation office may have in determining the scope of the infonnation that would be relevant to 
the broad statutory criteria under § 3553(a), the proposed amendment requires that infonnation 
relevant to the statutoty criteria be included only when required by the court. 

The Committee received critical comments from the Federal Public Defenders and the 
National Association of Criminal Defense Lawyers who saw the published amendment as 
improperly giving primacy to the Guidelines in the sentencing process. They also urged that the rule 
adless individually each of the sentencing factors under 3553(a) and that the rule be revised to 
require the probation office, to collect all infonnation relevant to each of the statutory factors. 
Additionally, they suggested that the title ofthe heading should be amended to refer to the “advisory” 
character of the Guidelines. 

The Committee agreed that the heading should be revised to refer to the Guidelines as 
“advisory,” and with that change it approved the amendment as published. The Committee felt the 
published language accurately reflects the approach most courts are taking after Booker, and it avoids 
placing an open-ended and uiunanageable obligation on the probation office. 

In the Committee Note accompanying the amendment to this subdivision and subdivision (h), 
the Committee also deleted the Fifth Amendment from the description of the Booker decision. 

Subdivision (h). The Standing Committee approved publication of an amendment to Rule 
32(h) to conform to the Supreme Court’s decision in United States v, Booker, 543 U.S. 220 (2005). 
The purpose of Rule 32(h) is to avoici unfair surprise to the parties in the sentencing process. 
Currently, it requires notice that the coirrt is considering departing from the Guidelines on die basis 
of fectors not identified in the presentence report or pleadings. The proposed amendment stated that 
the court must provide this notice when it is considering either a departure or a non-guideline 
sentence based upon the factors in 1 8 U.S.C. § 3553(a) on the basis of a groimd not identified in the 
presentence report or prehearing submissions. 

The public comments to the published draft revealed several ambiguities in the language. 
The language was interpreted by some as overly broad (requiring notice whenever the court intends 
to rely on a non-guideline factor) and by others as too narrow (requiring no notice when a factor has 
been identified for one purpose, but the parties are unaware that the court is considering it for a 
wholly different purpose). Given the potential for misinterpretation, the Committee agreed that a 
modification of the published language was needed, and it unanimously accepted the alternative 
language proposed by the Sentencing Commission. 

After discussion at the Standing Committee of recent decisions taking various approaches . 
to the question Whether notice must be given, the proposed amendrnent to subdivision (h) was 
withdrawn to permit further study. 
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Subdivision (k). The Standing Committee also approved the publication of a proposed 
amendment to subdivision (k) intended to standardize the collection of data regarding post-5oofer 
sentencing by requiring all courts to enter their judgments, including the statement of reasons, on 
forms prescribed by the Judicial Conference. This provision, which provoked considerable 
controversy, was withdrawn by the Committee in light of the enactment of § 735 of the USA Patriot 
improvement and Reauthorization Act, which amended 28 U.S.C. § 994(w). The amended statute 
requires the chief judge of each district to provide the Sentencing Conunission with an explanation 
of each sentence including “the written statement of reasons form issued by the Judicial Conference 
and approv^ by the United States Sentencing Commission.” The Criminal Law Committee 
withdrew its request for an amendment to Criminal Rules, and the Advisory Committee concluded 
that an amendment to subdivision (k) was no longer necessary. 

Recommendation-The Advisory Committee recommends that the proposed amendment 
to Rule 32(d) be approved as published and forwarded to the Judicial Conference. 


3. ACTION ITEM-Rule 35, Correcting or Reducing Sentence; Proposed 

Amendment Regarding Elimination of Reference to Mandatory 
Sentencing Guidelines. 

This amendment conforms Rule35(b)(l )(B) to the Supreme Comt’s decision in United States 
V. Booker^ 543 U.S. 220 (2005), holding that the Guidelines are advisory, rather than mandatory. 
The rule currently states that the court may reduce a sentence if “reducing the sentence accords with 
the Sentencing Commission’s guidelines and policy statements.” Although the Guidelines do not 
currently include provisions governing the correction of sentences under Rule 35, the amendment 
removes the rule’s language Aat seems, on its face, to be inconsistent with the decision in Booker. 

Both the Sentencing Commission and the National Association of Criminal Defense Lawyers 
(NACDL) suggested changes in either the amendment or the note. After discussion, the Committee 
decided not to alter the amendment. In essence, the proposed changes introduced additional issues 
that were not part of the amendment as published. NACDL suggested that given the advisory 
character of the Guidelines, it is no longer appropriate for the rale to require that the motion be made 
by the government, since powerful evidence of cooperation should be considered under 18 U.S.C. 
§ 3553(a) even in the absence of such a motion. The language of the rule, however, was enacted by 
Congress. Even if the Committee had the authority to delete this requirement under the Rules 
Enabling Act, it could not do so without publishing such an amendment for public comment^ The 
Sentencing Commission raised the question whether (be Booker remedial opinion is applicable to 
the post-sentencing context. It suggested that the Committee Note be amended to address this issue. 
The Committee imanimously declined to introduce the new language to the Note, or otherwise to 
alter the rale as published for public comment. (The only exception was the agreement to eliminate 
the reference to the Fifth Amendment in the desaiption of the Booker decision in this Note, as well 
as the notes accompanying the other Boofer amendments.) 
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Recommendation-The Advisory Committee recommends that the proposed amendment 
to Rule 35 be approved as published and forwarded to the Judicial Conference. 


4. ACTION ITEM-Rule 45, Computing and Extending Time; Proposed 

Amendment Regarding Computation of Additional Time for Service. 

This amendment has its origins in an amendment to Civil Rule 6 that clarifies the 
computation of the additional time provided when service is made by mail, leaving with the clerk 
of court, or electronic means under Civil Rule 5(b)(2)(B), (C), or (D). The amendment of the Civil 
Rule became effective on December 1, 2005. The proposed amendment to Rule 45 tracks the 
language of the civil rule. 

The Conunittee received only one comment on the proposed amendment, which consisted 
of a statement of strong approval for the change. Without objection the Committee approved the 
amendment of Rule 45. 

Recommendation-The Advisory Committee recommends that the proposed amendment 
to Rule 45 be approved as published and forwarded to the Judicial Conference. 


5. ACTION ITEM-Rule 49.1, Privacy Protections for Fitings Made with 

the Court; Proposed Rule to Implement £-Govemment Act. 

This new rule, which is based upon the conunon template developed by Professor Daniel 
Capra, implements the E-Govemment Act. It differs fiom the common provisions in several 
respects, including the partial redaction of an individual’s home addresses (which reflects the special 
concerns of witnesses and victims in criminal cases) and an exemption fiom redaction for certain 
information needed for forfeitures. Rule 49. 1 also deletes the template provisions relating to social 
security and immigration cases, which are exclusively civil. The proposed rule includes provisions 
regarding actions under 28 U.S.C. §§ 2254, 2255, and 2241. Although these actions are also 
technically civil, the Advisory Committee concluded it was appropriate to refer to them in Rule 49. 1 
because they are governed by procedural rules recently restyled by the Criminal Rules Conunittee. . 

The e-govemment rules, including Rule 49.1, generated extensive public comment. A 
subcommittee reviewed the public comments and considered the advice of Professor Capra and the 
reporters for the other committees prior to the Coimnittee’s April meeting. 

Many of the public comments dealt with considerations common to all of the e-govemment 
rules, and the Committee sought to incorporate the common changes recommended by Professor 
Capra after consultation with all of the reporters. These included (1) using of the term “individual” 
rather than “person” throu^out the rule, (2) clarifying that the responsibility for redaction lies with 
the person making the filing, (3) rewording the exemption from redaction for information necessary 
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to identify property subject to forfeiture, so that it is clearly applicable in ancillary proceedings 
related to forfeiture, and (4) rewording the exemption from redaction for judicial decisions that were 
not subject to redaction when originally filed. 

The Committee also discussed the provisions for filing under seal and protective orders. The 
provisions, which were common to all of the e-govemment rules, were the topic of considerable 
commentary from the public and members of the Committee. The Committee ultimately endorsed 
a change in the provision on protective orders, and we understand fliat language maybe adopted by 
the other advisory committees. The discussion focused on the difference between the standards for 
sealing and those for protective orders, which were not parallel in the amendment as published for 
comment. Protective orders were authorized only “[i]f necessary to protect private or sensitive 
information,” while no similar restriction is placed on sealing. The Committee was satisfied with 
the explanation that the standard for sealing is well established, and there should be no effort to 
restate that standard in Rule 49.1. The Committee concluded, however, that the provision for 
protective orders should be modified to incorporate the more flexible standard for the issuance of 
protective orders set forth in Civil Rule 26(c), which employs the phrase “[Qor good cause showri.” 
The Committee amended subdivision (d) to incorporate' this language, and Professor Capra said that 
he would bring this change to the attention of the other advisory committees. After the Committee 
meeting all of the reporters agreed to recommend language based on this change to Rule 49,1, but 
to shorten the phrase to “cairse shown.” This phrasing is used elsewhere in the Criminal Rules, so 
we have conformed Rule 49.1 as. well to “cause shown.” (Note that this provision is now formd in 
(e) due to the renumbering following the addition of a new subdivision (c) reg^ding immigration 
cases; the new subdivision is discussed below.) 

Other issues addressed in the public comments and Committee discussion were specific to 
Rule 49.1 or bear most heavily on that rule. 

Several issues related to information identil^g individuals, particularly date of birth and 
social security number. After consultation with CACM staff and Professor Capra, the Committee 
was persuaded fliat the current rule reflects a careful balancing of interests, and it declined to make 
any changes. It thus rejected the request of background screeners, who urged that the public record 
in criminal cases should include full identifying information, such as date of birth, in order to aid 
private criminal records searches. It also rejected a suggestion from within the Conunittee that even 
the disclosure of the last four digits of an individual’s social security number might create a danger 
of breaches of privacy or identify theft. The Committee was informed that CACM had considered 
the privacy and security issues relating to social security numbers, and had based the rule perrriitting 
disclosme of the last four digits on the practice of the Social Security Administration. 

Several issues concerned actions under 18 U.S.C. §§ 2254, 2255, and 2241, which as noted 
above are covered by both Civil Rule 5.2 and Criminal Rule 49. 1 . 

CACM and the National Association of Criminal Defense Lawyers (NACDL) expressed 
concern that a categorical exemption from redaction for filings in proceedings under 18 U.S.C. 
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§§ 2254, 2255, and 2241, was unnecessarily broad. The Committee’s rationale for exempting these 
actions was its conclusion that, as a practical matter^ the pro se plaintiffs who file such actions will 
not generally be aware of the redaction requirements. To meet the overbreadth objection, the 
Committee decided to restrict the exemption to filings by pro se plaintiffs in these actions. The 
Committee declined, however, to eliminate the exemption entirely. It rejected the suggestion that 
it would be sufficient merely to relax the application of the redaction requirements in the case of pro 
se filings. If the rule as a technical matter requires redaction in the case of pro se filings, there could 
be adverse legal consequences for pro se plaintiffs who failed to redact sensitive information. If a 
pro se filing under §§ 2254, 2255, and 2241 contains unredacted information that raises security 
concerns, the court can issue a protective order. 

Subsequent to the Advisory Committee meeting. Professor Cooper raised an additional issue 
regarding actions under 18 U.S.C. § 2241 raising immigration claims. Without going into great 
detail, the issue that emerged conc^ed efforts under Rule 5.2 to mesh the speciad considerations 
attendant to immigratipn cases (including limited remote access) with the considerations applicable 
to actions xmder §§ 2254, 2255, and 2241. All of the reporters agreed that it was important to apply 
the same standards to all 2241 cases involving immigration ri^ts. Rather than import additional 
provisions into Rule 49. 1 to deal with such cases, the reporters agreed that it would be preferable to 
deal with 2241 cases involving immigration ri^ts exclusively under Rule 5.2. Accordingly, 
subdivision (c) was added to provide that such cases are governed exclusively by Rule 5.2. Since 
this change was needed to prevent a potential conflict with some or all of the provisions in Rule 5.2 
governing inuni^ation claims, it seemed to fall well within the authority that the Committee agreed 
to give to Judge Bucldew and the reporter. 

CACM objected to the categorical exemption from redaction in Rule 49.1(b)(8), (9), and 
(1 0), for charging documents, affidavits ip support of charging documents, arrest or search warrants, 
and filings prepared before the filing of a criminal charge that is not part of a docketed case. In 
CACM’s view, redaction of specific private or sensitive information should be sufficient. The 
Committee reviewed the reasons for its original decision to exempt these filings, particularly the 
importance of particularity and identification in documents such as arrest or search warrants. Also, 
the public has a li^t to know with some specificity who has been charged with a criminal offense 
or where a search was executed. After discussion, the Committee agreed without objection to retain 
the exemptions as published. 

CACM also expressed strong concern that Rule 49.1 as published did not protect the 
confidentiality of a grand juiy foreperson’s name, because it exempts charging documents fi-om the 
redaction requirement. Disclosure of a grand juror’s name, CACM noted, was inconsistent with its 
policy of protecting the privacy of jurors. Althou^ the published draft includes the CACM policy 
in the Committee Note, the policy would require sealing on a case by case basis, which CACM 
deemed insufficient. In discussing this issue, the Committee noted that the petit jury verdict forms 
present a similar issue, since they are also signed by the foreperson. . 
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The Committee considered an amendment to the published mle that would have redacted the 
foreperson’s name and substituted that person’s initials. Alter extended discussion of the problems 
posed by requiring redaction, the Conunittee concluded that the mle should be recommended to the 
Judicial Conference as published, thou^ the concerns raised by CACM may warrant further study. 
Several considerations weired against requiring redaction at this time. Some of the concerns were 
practical in nature, given the importance of having an original signed version of the documents 
initiating a criminal prosecution and recording the verdict in the public record. Althou^ it might 
be possible to have two versions of these docunaents, one signed and filed imder seal and die other 
merely initialed and filed in the public record, it was unclear exactly how that would work. 
Moreover, that procedure had not been the subject of notice and public comment. Committee 
members also expressed concern about an anonymous system of justice. Under Rule 10(a)(1) the 
court must ensure that the defendant has a copy of the signed grand jury indictment at the time of 
arraignment Rule 6(f) provides for the return of a grand jury indictment in open court, and there 
was support for the view that absent specific findings the public should be entitled to see any 
document filed in open court. Given the complexity of the issue, the Committee thou^t that it 
would be desirable to have a study to determine whether public disclosure of foreperson signatures 
has caused significant problems before proposing a new rule requiring redaction of every grand jury 
indictment and every petit jury verdict form. 

Finally, the Conmittee clarified the relationship between the CACM polity statement, which 
was included in the Committee Note as published, and the rule itself. At Professor Capra’s 
suggestion, the Conunittee Note was revised to state more clearly that when the rule itself does not 
exempt the materials listed in the CACM poli<y statement from disclosure, privacy and law 
enforcement concerns ate to be accommodated throu^ the sealing and protective order provisions 
of the rule. 

Professor Capra also asked the Committee to give the chair and reporter the authority to work 
with their cotuitetparts on the other advisoiy committees to work out any last-minute wording issues 
and to bring all of the e-govemment rules into agreement as far as possible. 

Recommendation-The Advisory Committee recommends that proposed Rule 49.1 be 
approved, as modified after public comment, and forwarded to the Judicial Conference. 

a, iti n, ^ , 
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PROPOSED AMENDMENTS TO THE FEDERAL 
RULES OF CRIMINAL PROCEDURE* 

Rule 11. Pleas 

]|C i|e :|c ||C 

(b) Considering and Accepting a Guilty or Nolo 
Contendere Plea. 

(1) Advising and Questioning the Defendant Before 
thecourt accepts a plea of guilty or nolo contendere, 
the defendant may be placed under oath, and the 
court must address the defendant personally in open 
court. Ehuing this address, the court must inform 
the defendant of, and determine that the defendant 
understands, the following: 

i|c I|E 4E >1: Ifi 

(M) in detennining a sentence, the court’s obligation 
to calculate the applicable sentencing-guideline 
range ap p ly t lie S e n t m c in g Guideline s , and t he 


*New material is underlined; matter to be omitted is lined through. 
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16 c o urt^s — discre t i o n — to — d ep art — firom — dtosc 

17 gtridel i ne s unde r some circums t ances and to 

18 consider that ranee, possible departures under 

19 the Sentencing Guidelines, and other sentencing 

20 factors under 18 U.S.C. S SSSBtal: and 

22 ***** 

COMMITTEE NOTE 

Subdivision (b)(l)(M). The amendment conforms Rule 1 1 
to the Supreme Court’s decision m United States v. Booker, 543 U.S. 
220 (2005). Booker held that the provision of the federal sentencing 
statute that makes the Guidelines mandatory, 18 U.S.C. § 3553(b)(1), 
violates the Sixth Amendment right to jury rtal. With this provision 
severed and excised, the Court held, the Sentencing Reform Act 
“makes the Guidelines effectively advisory,” and “requires a 
sentencing court to consider Guidelines ranges, see 18 U.S.C. A. 
§ 3553(a)(4) (Supp.2004), but it ijermits the court to tailor the 
sentence in li^t of other statutory concerns as well, see § 3553(a) 
(Supp. 2004).” Id. at 245-46. Rule ll(b)(M) incorporates this 
analysis into die information provided to the defendant at the time of 
a plea of guilty or nolo contendere. 
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CHANGES MADE TO PROPOSED AMENDMENT 
RELEASED FOR PUBLIC COMMENT 

No changes were made to the text of the proposed amendment 
as released for public comment. One change was made to the 
Committee note. The reference to flie Fifth Amendment was deleted 
fiom the description of the Supreme Court’s decision in Booker. 
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Rule 32. Sentence and Judgment 

* i|c ](c i(c 

(d) Presentence Report. 

(1) Applying the Advisory Sentencing Guidelines. The 

presentence report must: 

(A) identify all applicable guidelines and policy 
statements of the Sentencing Conunission; 

(B) calculate the defendant’s offense level and 
criminal history category; 

(C) state the resulting sentencing range and kinds of 
sentences available; 

(D) identify any factor relevant to: 
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(i) the appropriate kind of sentence, or 

(ii) the appropriate sentence within the 
applicable sentencing range; and 

(E) identify any basis for departing fix>m the 
applicable sentencing range. 

(2) Additional Information, The presentence report 
must also contain flie following information: 

(A) the defendant’s history and characteristics, 
including: 

(i) any prior criminal record; 

(ii) the defendant’s financial condition; and 
(hi) any circumstances affecting the defendant’s 
behavior that may be helpful in imposing 
sentence or in correctional treatment; 

(B) verified information, stated in a 
nonargumentative style, that assesses the 
financial, social, psycholopcal, and medical 
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33 


34 

35 

36 

37 

38 

39 
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42 


impact on any individual against whom the 
offense has been committed; 

(C) when appropriate, the nature and extent of 
nonprison programs arid resources available to 
the defendant; 

(D) when the law provides for restitution, 
information sufficient for a restitution order; 

(E) if the court orders a study under 1 8 U.S.C. 
§ 3552(b), any resulting report and 
recommendation;, and 

(F) any other information that the court requires, 
including information relevant to the factors 
under 18 U.S.C. S 3553fal . 

* * ♦ ♦ * 


COMMITTEE NOTE 

Subdivision (d). The amendment conforms Rule 3 2(d) to the 
Supreme Court’s decision in United States v. Booker, 543 U.S. 220 
(2005). Booker held that the provision of the federal sentencing 
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statute that makes the Guidelines mandatoiy, 18 U.S.C. § 3553(b)(1), 
violates the Sixth Amendment right to jiuy trial. With this provision 
severed and excised, the Court held, the Sentencing Reform Act 
“makes the Guidelines effectively advisoiy,” and “requires a 
sentencing court to consider Guidelines ranges, see 18 U.S.C. A. 
§ 3553(a)(4) (Supp.2004), but it permits the court to tailor the 
sentence in light of other statutory concerns as well, see § 3553(a) 
(Supp.2004).” /rf. at 245-46. Amended subdivision (d)(2XF) makes 
clear that the court can instruct the probation office to gather and 
include in die presentence report any information relevant to the 
factors articulated in § 3553(a). The rule contemplates that a request 
can be made either by the comt as a whole requiring information 
affiecting all cases or a class of cases, or by an individual judge in a 
particular case. 


CHANGES MADE TO PROPOSED AMENDMENT 
RELEASED FOR PUBUC COMMENT 

The Committee revised the text of subdi vision (d) in response 
to public comments. In subdivision (d), the Committee revised the 
title to include the word “Advisory” in order better to reflect the 
guidelines’ role under the Booker decision. It withdrew proposed 
subdivisions (k) and (h). 

Proposed subdivision (h) would have expanded the sentencing 
court’s obligation to give notice to the parties when it intends to rely 
on groimds not identified in either the presentence report or the 
parties’ submissions. The amendment was intended to respond to the 
courts’ expanded discretion under Booker. In li^t of a number of 
recent decisions in the lower courts considering the proper scope of 
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this obligation in light of Booker^ the proposed amendment was 
withdrawn for further study. 

Subdivision (k), which would have required that courts use a 
specified judgment and statement of reasons form, was vvdthdrawn 
because of the passage of § 735 of the USA Patriot Improvement and 
Reauthorization Act. This legislation amended 28 U.S.C. § 994(w) 
to impose a statutory requirement that sentencing information for 
each case be provided on “the written statement of reasons form 
issued by the Judicial Conference and proved by the United States 
Sentencing Commission.” The Criming Law Committee, which had 
previously requested that the uniform collection of sentencing 
information be addressed by an amendment to the rules, withdrew 
that request in li^t of the enactment of the statutory requirement. 

Finally, here — ^as in the other Booker rules — ^the Committee 
deleted the reference in the Committee Note to the Fifth Amendment 
fi-Om the description of the Supreme Court’s decision in Booker. 

♦ * ♦ ♦ ♦ 


Rule 35. Correcting or Reducing a Sentence 

J * 4c i|c itc 

2 (b) Reducing a Sentence for Substantial Assistance. 

3 (1) In General Upon the government’s motion made 

4 within one year of sentencing, the court may reduce 

5 a sentence ift the defendant after sentencing. 
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6 provided substantial assistance in investigating or 

7 prosecuting another person. 

8 (A) tii c ■ defendant, after sentencing, pr o vided 

9 subs t an t ial assis t ance in inv e stiga t ing or 

10 p ro secu t in g an ot h erp erson; a nd 

11 (D) re ducing t he sen t ence acco r ds — with — die 

12 Sen te ncing C o mmissi o n's guid e lines and poliq r 

13 sta t emen t s. 

14 ♦ ♦ ♦ ♦ ♦ 

COMMITTEE NOTE 

Subdivision (b)(1). The amendment conforms Rule 35(b)(1) 
to the Supreme Court’s decision in United States v. Booker, 543 U.S. 
220 (2005). la. Booker the Court held that the provision of the federal 
sentencing statute that makes the Guidelines mandatory, 18 U.S.C. 
§ 3553(b)( 1 ), violates the Sixth Amendment right to jury trial. With 
this provision severed and excised, the Court held, the Sentencing 
Reform Act ‘‘makes the Guidelines effectively advisory,” and 
“requires a sentencing court to consider Guidelines ranges, see 18 
U.S.C. A. § 3553(a)(4) (Supp.2004), but it permits the court to tailor 
the sentence in light of other statutory concerns as well, see § 3553(a) 
(Supp.2004).” Id. at 245-46. Subdivision (b)(1)(B) has been deleted 
because it treats the guidelines as mandatory. 
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CHANGES MADE TO PROPOSED AMENDMENT 
RELEASED FOR PUBLIC COMMENT 

No changes were made to the text of the proposed amendment 
as released for public comment, but one change was made in the 
Committee Note. Here — ^as in the other Booker rules — the 

Committee deleted the reference to the Fifth Amendment from the 
description of the Supreme Court’s decision in Booker. 

* 4c * 

Rule 45. Computing and Extending Time 

J 4c He 4c * 4c 

2 (c) Additional Time After Certain Kinds of Service. 

3 Wh e n t h esc Tules permi t-or r equi r e Whenever a party 

4 must or mav to act within a spedfied period after aiiotice 

5 o r a paper has been se r ved o n t hat par t y service and 

6 service is made in the manner provided under Federal 

7 Rule of Civil Procedure 5fblf2¥B>. (O. or (DL 3 days 

8 are added after to the period would otherwise expire 

9 under subdivision (a) if se r vi e e- occ u rs- in t he mann e r 

10 p ro vided under Fed er al Rule o f Civ i l P ro cedure 

11 5(b)(2)(D), (C), or (D) . 
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COMMITTEE NOTE 

Subdivision (c). Rule 45(c) is amended to remove any doubt 
as to the method for extending the time to respond after service by 
mail, leaving with the clerk of court, electronic means, or other means 
consented to by the party served. This amendment parallels the 
change in Federal Rule of Civil Procedure 6(e). Three days are added 
after the prescribed period otherwise expires under Rule 45(a). 
Intermediate Saturdays, Sundays, and legal holidays are included in 
counting these added three days. If the third day is a Saturday, 
Sunday, or legal holiday, the last day to act is the next day that is not 
a Saturday, Simday, or legal holiday. The effect of invoking the day 
that the rule would otherwise expire under Rule 45(a) can be 
illustrated by assuming that the thirtieth day of a thirty-day period is 
a Saturday. Under Rule 45(a) the period expires on the next day that 
is not a Sunday or legal holiday. If the following Monday is a legal 
holiday, under Rule 45(a) the period expires on Tuesday. Three days 
are then added — Wednesday, Thursday, and Friday as the third and 
final day to act unless that is a legal holiday. If the prescribed period 
ends on a Friday, the three added days are Saturday, Sxmday, and 
Monday, which is the third and final day to act rniless it is a legal 
holiday. If Monday is a legal holiday, the next day that is not a legal 
holiday is the third and final day to act. 

Application of Rule 45(c) to a period that is less than eleven 
days can be illustrated by a paper that is served by mailing on a 
Friday. If ten days are allowed to respond, intermedate Saturdays, 
Sundays, ^d legal holidays are excluded in determining when the 
period expires under Rule 45(a). If there is no legal holiday, the 
period expires on the Friday two weeks after the paper was mailed. 
The three added Rule 45(c) days are Saturday, Sunday, and Monday, 
which is the third and final day to act unless it is a legal holiday. If 
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Monday is a legal holiday, the next day that is not a legal holiday is 
the final day to act 


CHANGES MADE TO PROPOSED AMENDMENT 
RELEASED FOR PUBLIC COMMENT 

No change was made in the rule as published for public 
comment 


* * * ** 


1 

2 

3 

4 

5 

6 

7 

8 
9 


Rule 49.1. Privacy Protection For Filings Made with the 
Court 

M Redacted Filinys. Unless the court orders otherwise, in 
an electronic or paper filing with the court that contains 
an individual’s sodal-securitv number, taxpayer- 
identification number, or birth date, the name of an 
individual known to be a minor, a financial-accoimt 
number, or the home address of an individual, a party or 
nonpartv making the filing mav include only. 

01 the last four digits of the social-security number and 
taxpayer-identification number: 
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17 

18 

19 

20 
21 
22 

23 

24 

25 

26 


(D the year of the individual *s birth: 
the minor’s imtials: 

t4I the last four digits of the financial-account mimben 
and 

(5) the city and state of the home address, 
fb^ Exemptions from the Redaction Requirement The 
redaction requirement does not apply to the following: 
tll a financial-account number or real property address 
that identifies the property allegedly subject to 
forfeiture in a forfeiture proceeding: 

(2) the record of an administrative or agency 
proceeding: 

(31 the official record of a state-court proceeding: 

(41 the record of a court or tribunal, if that record was 
not subject to the redaction requirement when 
originally filed: 

(51 a filing covered by Rule 49. 1 (dl: 


mm 006215 


CELLSITE-20380 


27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 


FEDERAL RULES OF CRIMINAL PROCEDURE 1 3 
(6^ a pro se filing in an action brought under 28 U.S.C. 

$$2241. 2254. or 2255: 

m a court filing that is related to a criminal matter or 
investigation and that is prepared before the filing of 
a criminal charge or is not filed as part of anv 
docketed criminal case: 
an arrest or search warrant: and 
a charging document and an affidavit filed in 
support of anv charging document. 

(c) Immigration Cases. A filing in an action brought undo- 
28 U.S.C. S 2241 that relates to the petitioner’s 
immigration rights is governed bv Federal Rule of Civil 
Procedure 5.2. 

fdl Filings Made Under Seal. The court may order that a 
filing be made under seal without redaction. Tire court 
may later unseal Hie filing or order the person who made 
the filing to file a redacted version for the public record. 
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44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 


(el Protective Orders. For good cause, the court may by 
order in a case: 

(1) require redaction of additional information: or 

(2) limit or prohibit a nonpartv’s remote electronic 
access to a document filed with the court. 

(ft Option for Additional Unredacted Filing Under Seal» 
A person making a redacted filing mav also file an 
unredacted copy under seal. The court must retain the 
unredacted copy as part of the record. 

(e) Option for Filing a Reference List. A filing that 
contains redacted information mav be filed together with 
a reference list that identifies each item of redacted 
information and specifies an appropriate identifier that 
uniquely corresponds to each item listed. The list must be 
filed under seal and mav be amended as of right. Any 
reference in the case to a listed identifier will be 
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60 construed to refer to the corresponding item of 

61 information. 

62 fh) Waiver of Protection of Identifiers. A person waives 

63 the protection of Rule 49.1 Cal as to the person’s own 

64 information by filing it without redaction and not under 

65 seal. 


COMMITTEE NOTE 

The rule is adopted in compliance with section 205(c)(3) of 
the E-Govemment Act of 2002, Public Law No. 107-347. Section 
205(c)(3) requires the Supreme Court to prescribe rules “tp protect 
privacy and security concerns relating to electronic filing of 
documents and the public availability ... of documents filed 
electronically.” The rule goes fiirther than the E-Govemment Act in 
regulating paper filings even when they are not converted to 
electronic form. But the number of filings that remain in paper form 
is certain to diminish over time. Most districts scant paper filings into 
the electronic case file, where they become available to the public in 
the same way as documents initially filed in electronic form. It is 
electronic availability, not the form of the initial filing, that raises the 
privacy and security concerns addressed in the E-Govenunent Act. 

The rule is derived fi"om and implements the policy adopted 
by the Judicial Conference in September 2001 to address the privacy 
concerns resulting fi'om public access to electronic case files. See 
http://www.privacv.uscourts.gov/Policv.htm . The Judicial Conference 
policy is that documents in case files generally should be made 


CEIL/OID 006218 


16 


FEDERAL RULES OF CRIMINAL PROCEDURE 


available electronically to the same extent they are available at the 
courthouse, provided that certain “personal data identifiers” are not 
included in &e public file. 

While providing for the ptiblic filing of some information, 
such as the last four digits of an account number, the rule does not 
intend to establish a presumption that this information never could or 
should be protected. For example, it may well be necessary in 
individual cases to prevent remote access by nonparties to any part of 
an accoxmt number or social security number. It may also be 
necessary to protect information not covered by the redaction 
requirement — such as driver’s license numbers and alien re^stration 
numbers — in a particular case. In such cases, protection may be 
sought under subdivision (d) or (e). Moreover, the Rule does not 
affect the protection available under other rules, such as Criminal 
Rule 16(d) and Civil Rules 16 and 26(c), or under other sources of 
protective authority. 

Parties must remember that any personal information not 
otherwise protected by sealing or redaction will be made available 
over the internet. Counsel should notify clients of this fact so that an 
informed decision maybe made on what information is to be included 
in a document filed with the court. 

The clerk is not required to review documents filed with the 
court for compliance with this rule. The responsibility to redact 
filings rests with counsel and the parfy or nonparty making the filing. 

Subdivision (e) provides that the court can order in a 
particular case more extensive redaction than otherwise required by 
the Rule, where necessary to protect against disclosure to nonparties 
of sensitive or private information. Nothing in this subdivision is 
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intended to affect the limitations on sealing that are otherwise 
applicable to the court. 

Subdivision (f) allows a person who makes a redacted filing 
to file an unredacted document under seal. This provision is derived 
fi-om section 205(c)(3)(iv) of the E-Govemment Act. Subdivision (g) 
allows the option to file a register of redacted information. This 
provision is derived fi-om section 205(c)(3)(v) of the E-Govemment 
Act, as amended in 2004. 

In accordance with the E-Govemment Act, subdivision (f) of 
the rule refers to “redact^” information. The term “redacted” is 
intended to govern a filing that is pr^ared with abbreviated 
identifiers in the first instance, as well as a filing in which a personal 
identifier is edited after its preparation. 

Subdivision (h) allows a person tp waive the protections of the 
rule as to that person’s own personal information by filing it unsealed 
and in unredacted form. One may wish to waive the protection if it is 
determined that the costs of redaction outweigh the benefits to 
privacy. If a person files an unredacted identifier by mistake, that 
person may seek relief fi-om the court. 

Trial exhibits are subject to the redaction requirements of Rule 
49.1 to the extent they are filed with the court. Tri^ exhibits that are 
not initially filed with the court must be redacted in accordance with 
the rule if and when they are filed as part of an appeal or for other 
reasons. 

The Judicial Conference Committee on Court Administration 
and Case Management has issued “Guidance for Implementation of 
the Judicial Conference Policy on Privacy and Public Access to 
Electronic Criminal Case Files” (March 2004). This document sets 
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out limitations on remote electronic access to certain sensitive 
materials in criminal c^es. It provides in part as follows: 

The following documents shall not be included 
in the public case file and should not be made 
available to the public at the courthouse or via remote 
electronic access: 

• unexecuted summonses or warrants of 
any kind (eg., search warrants, arrest 
warrants); 

• pretrial bail or presentence 
investigation reports; 

• statements of reasons in the judgment 
of conviction; 

• juvenile records; 

• documents containing identifying 
information about jurors or potential 
jinors; 

• financial affidavits filed in seeking 
representation pursuant to the 
Criminal Justice Act; 

• ex parte requests for authorization of 
investigative, expert or otiier service 
pursuant to the Criminal Justice Act; 
and 

• sealed documents (c.g., motions for 
downward departure for substantial 
assistance, plea agreements indicating 
cooperation). 

To the extent that the Rule does not exempt these materials from 
disclosure, the privacy and law enforcement concerns implicated by 
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the above documents in criminal cases can 1^ accommodated under 
the rule through the sealing provision of subdivision (d) or a 
protective order provision of subdivision (e). 


CHANGES MADE TO PROPOSED AMENDMENT 
RELEASED FOR PUBLIC COMMENT 

Numerous changes were made in the rule after publication in 
response to the public comments as well as continued consultation 
among the reporters and chairs of the advisory committees as each 
committee reviewed its own rule. 

A number of revisions were made in all of the e-govemment 
rules. These include: (1) using of the term “individual” rather than 
“person” where possible, (2) clarifying that the responsibility for 
redaction lies with the person making the filing, (3) rewording the 
exemption fiom redaction for information necessary to identify 
property subject to forfeiture, so that it is clearly applicable in 
ancillary proceedings related to forfeiture, and (4) rewording the 
exemption fi^om redaction for judicial d^sions that were not subject 
to redaction when originally filed. Additionally, some changes of a 
technical or stylistic nature (involving matters such as hyphenation 
and the use of “a” or “the”) were made to achieve clarity , as well as 
consistency among the various e-govemment rules. 

Two changes were made to the provisions concerning actions 
under §§ 2241, 2254, and 2255, which the published rule exempted 
from the redaction requirement First, in response to criticism that the 
original exemption w^ unduly broad, the Committee limited the 
exemption to pro se filings in these actions. Second, a new 
subdivision (c) was added to provide that all actions under § 2241 in 
which immigration claims were made would be governed exclusively . 
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by Civil Rule 5.2. This change (which was made after the Advisory 
Committee meeting) was deemed necessary to ensure consistency in 
the treatment of redaction ^d public access to records in immigration 
cases. The addition of the new subdivision required renumboing of 
the subdivisions designated as (c) to (g) at the time of publication. 

The provision governing protective orders was revised to 
employ the flexible “cause shown” standard that governs protective 
orders imder the Federal Rules of Civil Procedure. 

Finally, language was added to the Note clarifying the impact 
of the CACM policy that is reprinted in the Note: if the materials 
enumerated in the CACM policy are not exempt fiom disclosure 
under the rule, the sealing and protective order provisions of the rule 
are applicable. 



Federal Rulemaking 


The Rulemaking Process 
A Summary for the Bench and Bar 
April 2006 


THE FEDERAL RULES OF PRACTICE AND PROCEDURE 
ADMINISTRATIVE OFFICE OF THE U.S. COURTS 

JAMES C. DUFF, DIRECTOR 

The federal rules govern procedure, practice, and evidence in the federal courts. 
They set forth the procedures for the conduct of court proceedings and serve as a 
pattern for the procedural rules adopted by many state court systems. 


Authority 

The Congress has authorized the federal judiciary to prescribe the rules of practice, 
procedure, and evidence for the federal courts, subject to the ultimate legislative 
right of the Congress to reject, modify, or defer any of the rules. The authority and 
procedures for promuigating rules are set forth in the Rules Enabling Act. 28 U.S.C. 
§§ 2071-2077. 


The Judicial Conference of the United States is also required by statute to "carry on a 
continuous study of the operation and effect of the general rules of practice and 
procedure." 28 U.S.C. § 331. As part of this continuing obligation, the Conference is 
authorized to recommend amendments and additions to the rules to promote: 

• simplicity in procedure, 

• fairness in administration, 

• the just determination of litigation, and 

• the elimination of unjustifiable expense and delay. 

The Rules Committees 

The Judicial Conference's responsibilities as to rules are coordinated by its 
Committee on Rules of Practice and Procedure, commoniy referred to as the 
"Standing Committee." 28 U.S.C. § 2073(b). The Judicial Conference has authorized 
the appointment of five advisory committees to assist the Stahding Committee, 
dealing respectively with the appellate, bankruptcy, civil, criminal, and evidence 
rules. 28 U.S.C. § 2073(a)(2). The Standing Committee reviews and coordinates the 
recommendations of the five advisory committees, and it recommends to the Judicial 
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Conference proposed rules changes "as may be necessary to maintain consistency 
and otherwise promote the interests of justice." 28 U.S.C. § 2073(b). 

The Standing Committee and the advisory committees are composed of federai 
judges, practicing lawyers, law professors, state chief justices, and representatives 
of the Department of Justice. Each committee has a reporter, a prominent iaw ■ 
professor, who is responsible for coordinating the committee's agenda and drafting 
appropriate amendments to the ruies and explanatory committee notes. 


The Assistant Director for Judges Programs of the Administrative Office of the United 
States Courts currently serves as secretary to the Standing Committee, coordinates 
the operational aspects of the rules process, and maintains the records of the 
committees. The Ruies Committee Support Office of the Administrative Office 
provides the day to day administrative and legal support for the secretary and the 
committees. 


Open Meetings and Records 

Meetings of the rules committees are open to the pubiic and are widely announced. 
All records of the committees, inciuding minutes of committee meetings, reports of 
the committees, suggestions and comments submitted by the public, statements of 
witnesses, transcripts of public hearings, and memoranda prepared by the reporters, 
are pubiic and are maintained by the secretary. Copies of the rules and proposed 
amendments are available from the Rules Committee Support Office. The proposed 
amendments are also published on the Judiciary's website 
< httD:\\www.uscourts.aov >. 


HOW THE RULES ARE AMENDED 

The pervasive and substantial impact of the rules on the practice of law in the federal 
courts demands exacting and meticulous care in drafting rule changes. The 
rulemaking process is time consuming and involves a minimum of seven stages of 
formal comment and review. From beginning to end, it usually takes two to three 
years for a suggestion to be enacted as a rule. 


The process, however, may be expedited when there is an urgent need to amend the 
rules. 


All interested individuals and organizations are provided an opportunity to comment 
on proposed rules amendments and to recommend alternative proposals. The 
comments received from this extensive and thorough pubiic examination are studied 
very carefully by the committees and generally improve the amendments. The 
committees actively encourage the submission of comments, both positive and 
negative, to ensure that proposed amendments have been considered by a broad 
segment of the bench and bar. 
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STEP 1. INITIAL CONSIDERATION BY THE ADVISORY COMMITTEE 


Making suggestions for changes 

Proposed changes in the rules are suggested by judges, clerks of court, lawyers, 
professors, government agencies, or other individuals and organizations. They are 
considered in the first instance by appropriate advisory committees (appellate, 
bankruptcy, civil, criminal, or evidence). Suggestions for changes, additions, or 
deletions must be submitted in writing to the secretary, who acknowledges each 
letter and distributes it to the chair of the Standing Committee and the chair and 
reporter of the advisory committee. 


The reporter normally analyzes the suggestions and makes appropriate 
recommendations to the advisory committee. The suggestions from the public and 
the recommendations of the reporter are placed on the advisory committee's agenda 
and are normally discussed at its next meeting. The advisory committees usually 
meet twice a year in the spring and fall, and they also conduct business by telephone 
and correspondence. 


Consideration of suggestions 

In considering a suggestion for a change in the rules, the advisory committee may 
take several courses of action, including: 


1. Accepting the suggestion, either completely or with modifications or limitations; 

2. Deferring action on the suggestion or seeking additional information regarding its 
operation and impact; 

I 

3. Rejecting a suggestion because it does not have merit or would be inconsistent 
with other rules or a statute; or 

4. Rejecting a suggestion because, although it may be meritorious, it simply is not 
necessary or important enough to warrant the significant step of an amendment to 
the federal rules. 


The secretary is required, to the extent feasible, to advise the person making a 
suggestion of the action taken on it by the advisory committee. 


Drafting Rules Changes 
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Wh.en an advisory committee decides initiaily that a particular change in the rules 
would be appropriate, it normally asks its reporter to prepare a draft amendment to 
the rules and an explanatory committee note. The draft amendment and committee 
note are discussed and voted upon at a committee meeting. 


The Standing Committee has a style subcommittee that works with the respective 
advisory committees in reviewing proposed amendments to ensure that the rules are 
written in clear and consistent language. In addition, the reporter of the Standing 
Committee and the reporters of the five advisory committees are encouraged to 
work together to promote clarity and consistency among the various sets of federal 
rules. 


STEP 2. PUBLICATION AND PUBLIC COMMENT 


Once an advisory committee votes initially to recommend an amendment to the 
rules, it must obtain the approval of the Standing Committee, or its chair, to publish 
the proposed amendment for public comment. In seeking publication, the advisory 
committee must explain to the Standing Committee the reasons for its proposal, 
including any minority or separate views. 


After publication is approved, the secretary arranges for printing and distribution of 
the proposed amendment to the bench and bar, to publishers, and to the general 
public. More than 10,000 persons and organizations are on the mailing list, including 

• federal judges and other federal court officers, 

• United States attorneys, 

• other federal government agencies and officials, 

• state chief justices, 

• state attorneys general, 

• legal publications, 

• law schools, 

• bar associations, and 

• interested lawyers, individuals, and organizations requesting distribution. 

In order to promote public comment, the proposed amendments are sent to points of 
contact that have been established with 53 state bar associations. 


The public is normally given 6 months to comment in writing to the secretary 
regarding the proposed amendment. In an emergency, a shorter time period may be 
authorized by the Standing Committee. 


During the 6-month comment period, the advisory committee schedules one or more 
public hearings on the proposed amendments. Persons who wish to appear and 
testify at the hearings are required to contact the secretary at least 30 days before 
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the hearings. 


STEP 3. CONSIDERATION OF THE PUBLIC COMMENTS AND FINAL APPROVAL 
BY THE ADVISORY COMMITTEE 


At the conclusion of the public comment period, the reporter is required to prepare a 
summary of the written comments received from the public and the testimony 
presented at the hearings. The advisory committee then takes a fresh look at the 
proposed rule changes in light of the written comments and testimony. 


If the advisory committee decides to make a substantial change in its proposal, it 
may provide a period for additional public notice and comment. 


Once the advisory committee decides to proceed in final form, it submits the 
proposed amendment to the Standing Comtinittee for approval. Each, proposed 
amendment must be accompanied by a separate report summarizing the comments 
received from the public and explaining any changes made by the advisory 
committee following the original publication. The advisory committee's report must 
also include minority views of any members who wish to have their separate views 
recorded. 


STEP 4. APPROVAL BY THE STANDING COMMITTEE 


The Standing Committee considers the final recommendations of the advisory 
committee and may accept, reject, or modify them. If the Standing Committee 
approves a proposed rule change, it will transmit it to the Judicial Conference with a 
recommendation for approval, accompanied by the advisory committee's reports and 
the Standing Committee's own report explaining any modifications it made. If the 
Standing Committee makes a modification that constitutes a substantial change from 
the recommendation of the advisory committee, the proposal will normally be 
returned to the advisory committee with appropriate instructions. 


STEP 5. JUDICIAL CONFERENCE APPROVAL 


The Judicial Conference normally considers proposed amendments to the rules at its 
September session each year. If approved by the Conference, the amendments are 
transmitted promptly to the Supreme Court. 


STEP 6. SUPREME COURT APPROVAL 
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The Supreme Court has the authority to prescribe the federal rules, subject to a 
statutory waiting period. 28 U.S.C. §§ 2072, 2075. The Court must transmit 
proposed amendments to Congress by May 1 of the year in which the amendment is 
to take effect. 28 U.S.C. §§ 2074, 2075. 


STEP 7. CONGRESSIONAL REVIEW 


The Congress has a statutory period of at least 7 months to act on any rules 
prescribed by the Supreme Court. If the Congress does not enact legislation to 
reject, modity, or defer the rules, they take effect as a matter of law on December 1. 
28 U.S.C. §§ 2074, 2075. 


SUMMARY OF PROCEDURES 


[ Action 

STEP 1 

• Suggestion for a change in the rules. 
(Submitted in writing to the secretary.) 

• Referred by the secretary to the appropriate 
advisory committee. 

• Considered by the advisory committee. 

• If approved, the advisory committee seeks 
authority from the Standing Committee to 
circulate to bench and bar for comment. 


Date 


At any time. 


Promptly after receipt. 


Normally at the next 
committee meeting. 

Normally at the same meeting 
or the next committee 
meeting. 


STEP 2 

• Public comment period. 6 months. 


• Public hearings. During the public comment 

period. 

STEP 3 

• Advisory committee considers the amendment About one or two months aftei 
afresh in light of public comments and testimony the close of the comment 

at the hearings. period. 


• Advisory committee approves amendment in About one or two months aftei 
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final form and transmits it to the Standing 
Committee. 

SSTEP 4 

• Standing Committee approves amendment, with 
or without revisions, and recommends approval 
by the Judicial Conference. 

SSTEP 5 

• Judicial Conference approves amendment and 
transmits it to the Supreme Court. 

SSTEP 6 

• The Supreme Court prescribes the amendment. 

SSTEP 7 

• Congress has statutory time period in which to 
enact legislation to reject, modify, or defer the 
amendment. 

• Absent Congressional action, the amendment 
becomes law. 


the close of the comment 
period. 


Normally at its June meeting. 


Normally at its September 
session. 


By May 1. 


By December 1. 


December 1. 
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To: All Field Offices Attn: SAC 

CDC 
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Drafted By: 


Case ID #: 66F-HQ-1085159 (Pending) 

Title: PROPOSED AMENDMENT TO RULE 41 

FEDERAL RULES OF CRIMINAL PROCEDURE 
EFFECTIVE DECEMBER 1, 2006 

Synopsis: To advise field offices of a proposed amendment to 

Rule 41 of the Federal Rules of Criminal Procedure, which 
addresses procedures for issuing tracking device warrants, and is 
effective December 1, 2006, absent Congressional action to the 
contrary . 

Details: Effective December 1, 2006, and absent Congressional 

action to the contrary^. Rule 41 of the Federal Rules of Criminal 
Procedure will be amended to reflect the following procedures for 
issuing tracking device warrants : 

Rule 41(a) Scope and Definitions will include the following 
definition: 


' Contact with the Office of Congressional Affairs has revealed that there is not any 
Congressional Action pending as of the date of this communication that would affect this 
provision and therefore it appears likely that this amendment will take effect on December 1, 
2006. ■ 


b6 

b7C 


CELL/OTD 006271 


CELLSITE-20436 



To: All Field Offices From: Office of the General Counsel 

Re: 66F-HQ-1085159, 11/03/2006 


(E) "Tracking device" has the meaning set out in 18 U.S.C. 

§3117 (b) .2 

Rule 41(b) Authority to Issue a Warrant , will be amended to 
include the following: 

(4) a magistrate ■ judge with authority in the district has 
authority to issue a warrant to install within the district a 
tracking device; the warrant may authorize use of the device to 
track the movement of a person or property located' within the 
district, outside the district, or both. 

Rule 41(d) Obtaining a Warrant , will be amended to read as 
follows (amended language has been italicized and underlined) : 

(1) In General. After receiving an affidavit or other 
information, a magistrate judge-or if authorized by Rule 41(b) a 
judge of a state court of record-must issue the warrant if there 
is- probable cause to search for and seize a person or property or 
to install and use a trackincr device . 

Rule 41(e) (2) Contents of the. Warrant , will be amended to read as 
follows (amended language has been italicized and underlined) : 

(A) Warrant to Search for and Seize a Person or Property. Except 
for a tracking -device -warrant . the warrant must identify the 
person or property to be searched, identify any person or 
property to be seized, and designate the magistrate judge to whom 
it- must be returned. The warrant must command the officer to: 

(i) execute the warrant within a specified time no 
longer than 10 days; 

(ii) execute the warrant during the daytime, unless 
the judge for good cause expressly authorizes 
execution at another time; and 

(iii) return the warrant to the magistrate judge 
designated in the warrant. 

(B) Warrant for a Trackincr Device. A trackincr- device warrant 
must identify the verson or. property to be tracked, desicrnate the 
macristrate iudcre- to whom it must be returned, and specify a 
reasonable length of time that ' the device may be used. The time 
must not exceed 45 days from the date the warrant was issued. 

The court may, for crood cause, errant one or more extensions for a 
reasonable period not to exceed 45 days each. The warrant must 
command the officer to: 


"tracking device" is defined to me^ "an electronic or mechanical device which 
permits the tracking of the movement of a person or object." 18 U.S.C. § 31 17(b). 
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To: 

Re: 


All Field Offices From-: Office of the General Counsel 

66F-HQ-1085159, 11/03/2006 


(i) complete any installation authorized by the 
warrant within a specified time no loncrer than 10 
calendar days; 

(ii) verform any installation authorized by the 
warrant durincr the daytime, unless the iudcre for 
good cause expressly authorizes installation at 
another time; and 

(iii) return the warrant to the iudae designated in 
the warrant. 


Rule 41(f) Executing and Returnincr the Warrant , will be amended 
as follows (amended language has been italicized and underlined) : 

(1) Warrant to Search for and Seize a Person or Property. 

(A) Noting the Time. The officer executing the warrant must enter 
it on the exact date and time it was executed. 

(B) Inventory. An officer present during the execution of the 
warrant must prepare and verify an inventory of any property 
seized. The officer must do so in the presence of another 
officer and the person from whom, or from whose premises, the 
property was taken. If either one is not present, the officer 
must prepare and verify the inventory in the presence of at least 
one other credible person. 

(C) Receipt. The officer executing the warrant must give a copy 
of the warrant and a receipt for the property taken to the person 
from whom, or from whose premises, the property was taken or 
leave a copy of the warrant and receipt at the place where the 
officer took the property. 

(D) Return. The officer executing the warrant must promptly return 
it-together with a copy of the inventory-to the magistrate judge 
designated on the warrant. The judge must, on request, give a 
copy of the inventory to the person, from whom, or from whose 
premises, the property was taken and to the applicant fOr the 
warrant . 


(2) Warrant for a Tracking Device. 

(A) Noting the Time. The officer executing a tracking- device 
warrant must enter on it the exact date and time the device was 
installed and the period during which it .was used. 

(B) Return. Within 10 calendar days after the use of the 
tracking device has ended, the officer executing the warrant must 
return it to the judge designated in the warrant. 

(C) Service. Within 10 calendar days after the use of the 
tracking device has ended, the officer executing a tracking 
device warrant must serve a cow of the warrant on the verson who 
was tracked or whose vrovertv was tracked. Service may be 
accomplished. by delivering a copy to the verson who, or whose 
property, was tracked; or by leaving a copy at the person's 
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To: All Field Offices From: Office of the General Counsel 

Re: 66F-HQ-1085159, 11/03/2006 


residence or usual place of abode with an individual of suitable 
acre and discretion who resides at that location and by mailincr a 
cow to the person's last known address. Uvon recfuest of the 
crovernment , the iudcre may delay notice as vrovided in Rule 
41 (f) (3) . 

(3) Delayed Notice. Upon the crovernment ' s request, a macristrate 
iudcre-or if authorized by Rule 41(b), a iudcre of a state court of 
record-may delay any notice recruired hv this rule if the delay is 
authorized by statute. 


Proposed amendments to the Advisory Committee Notes 
state that the Committee "did not intend by this amendment to 
expand or contract the definition of what might constitute a 
tracking device." See F.R.Crim.P 41(b) advisory committee's note. 
The Advisory Committee indicated that the changes to Rule 41(b) 
were intended to provide procedural guidance for judicial 
officers who were asked to issue tracking device warrants. The 
Committee Notes indicate that the amendment "reflects the view 
that if the officers intend to install or use the device in a 
constitutionally protected area, they must obtain judicial 
approval to do so. If, on the other hand, the officers intend to 
install and use the device without implicating any Fourth 
Amendment rights, there is no need to obtain a warrant." Id. The 
Committee Notes also recognize that 18 U.S.C. § 3117, "does not 
specify the standard an applicant must meet to install a tracking 
device" and state that the "amendment to Rule '41 does not resolve 
this issue or hold that such warrants may issue only on a showing 
of probable cause. Instead, it simply provides that if probable 
cause is shown, the magistrate judge must issue the warrant." 

See F.R.Crim.P 41(d) advisory committee's note.. 

INVESTIGATIVE LAW UNIT ANALYSIS: 
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To: All Field Offices From: Office of the General Counsel 

Re: 66F-HQ-1085159, 11/03/2006 
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To: All Field Offices From: Office of the General Counsel 

Re: 66F-HQ-1085159, 11/03/2006 


Any questions r-pga-rd-i ria th-i.e; should be directed to 

the Investigative nnHh I , | or the Science and 

Technology Law Unit 


LEAD(s): 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 


Please distribute to appropriate personnel . 


♦♦ 
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Case ID #: 66F-HQ-1085159 (Pending) 


Title: PROPOSED AMENDMENT TO RULE 41 

FEDERAL RULES OF CRIMINAL PROCEDURE 
EFFECTIVE DECEMBER 1, 2006 

Synopsis: To advise field offices of a proposed amendment to 

Rule 41 of the Federal Rules of Criminal Procedure, which 
addresses procedures for issuing tracking device warrants, and is 
effective December 1, 2006, absent Congressional action to the 
contrary . 

Details: Effective December 1, 2006, and absent Congressional 

action to the contrary^. Rule 41 of the Federal Rules of Criminal 
Procedure will be amended to reflect the following procedures for 
issuing tracking device warrants: 

Rule 41(a) Scope and Definitions will include the following 
definition: 

(E) "Tracking device" has the meaning set out in 18 U.S.C. 

§3117 (b) .2 


b6 

b7C 


' Contact with the Office of Congressional Affairs has revealed that there is not any 
Congressional Action pending as of the date of this communication that would affect this 
provision and therefore it appears likely that this amendment will take effect on December 1, 
2006. 

^A "tracking device" is defined to mean "an electronic or mechanical device which 
permits the tracking of the movement of a person or object." 18 U.S.C. § 3117(b). 
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To: All Field Offices From: Office of the- General Counsel 

Re: 66F-HQ-1085159, 11/03/2006 


Rule 41(b) Authority to Issue a Warrant , will be amended to 
include the following: 

(4) a magistrate judge with authority in the district has 
authority to issue a warrant to install within the district, a 
tracking device; the warrant may authorize use of the device to 
track the movement of a person or property located within the 
district, outside the district, or both. 

Rule 41(d) Obtaining a Warrant , will be amended to read as 
follows (amended language has been italicized and underlined) : 

(1) In General. After receiving an affidavit or other 
information, a magistrate judge-or if authorized by Rule 41(b) a 
judge of a state court of record-must issue the warrant if there 
is probable cause to search for and seize a person or property or 
to install and use a trackincr device . 

Rule 41(e) (2) Contents of the Warrant , will be amended to read as 
follows (amended language has been italicized and underlined) : 

(A) Warrant to Search for and Seize a Person or Property. Except 
for a trackina -device -warrant . the warrant must identify the 
person or property to be searched, identify any person or 
property to be seized, and designate the magistrate judge to whom 
it must be returned. The warrant must command the officer to: 

(i) execute the warrant within a specified time no 
longer than 10. days; 

(ii) execute the warrant during the daytime, unless 
the judge for good cause expressly authorizes 
execution at another time; and 

(iii) return the warrant to the magistrate judge 
designated in the warrant. 

(B) Warrant for a Trackincr Device. A. trackinc- device warrant 
must identify the person or property to he tracked, desicrnate the 
magistrate iudcre to whom it must be returned, and specify a 
reasonable length of time that the device may be used. The time 
must not exceed 45 days from the date the warrant was issued. 

The court may, for good cause, grant one or more extensions for a 
reasonable period not to exceed 45 days each. The warrant must 
command the officer to: 

(i) complete any installation authorized by the 
warrant within a specified time no longer than 10 
calendar days; 

(ii) perform any installation authorized by the 
warrant during the daytime, unless the judge for 
good cause expressly authorizes installation at 
another time; and 

(iii) return the warrant to the judge designated in 
the warrant. 
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To: All Field Offices From: Office of the General Counsel 

Re: 66F-HQ-1085159, 11/03/2006 


Rule 41(f) Executing and Returning the Warrant , will be amended 
as follows (amended language has been italicized and underlined) : 

(1) Warrant to Search for and Seize a Person or Property. 

(A) Noting the Time. The officer executing the warrant must enter 
it on the exact date and time it was executed. 

(B) Inventory. An officer present during the execution of the 
warrant must prepare and verify an inventory of any property 
seized. The officer must do so in the presence of another 
officer and the person from whom, or from whose premises, the 
property was taken. If either one is not present, the officer 
must prepare and verify the inventory in the presence of at least 
one other credible person. 

(C) Receipt. The officer executing the warrant must give a copy 
of the warrant and a receipt for the property taken to the person 
from whom, or from whose premises, the property was taken or 
leave a copy of the warrant and receipt at the place where the 
officer took the property. 

(D) Return. The officer executing the warrant must promptly return 
it-together with a copy of the inventory-to the magistrate judge 
designated on the warrant. The judge must, on request, give a 
copy of the inventory to the person from whom, or from whose 
premises, the property was taken and to the applicant for the 
warrant . 

(2) Warrant for a Tracking Device. 

(A) Noting the Time. The officer executing a tracking -device 
warrant must enter on it the exact date and time the device was 
installed and the veriod during which it was used. 

(B) Return. Within 10 calendar days after the use of the 
trackincr device has ended, the officer executing- the warrant must 
return it to the judge designated in the warrant. 

(C) Service. Within 10 calendar days after the use of the 
trackincr device has ended, the officer executing a trackincr 
device warrant must serve a cow of the warrant on the verson who 
was tracked or whose property was tracked. Service may be 
accomplished by deliver incr a copy to the person who, or whose 
property, was tracked; or bv leavincr a copy at the person's 
residence or usual place of abode with an individual of suitable 
acre and discretion who resides at that location and bv mailing a 
copy to the person's last known address. Upon request of the 
crovernment , the iudcre may delay notice as provided in Rule 

41(f) (3). 

(3) Delayed Notice. Upon the crovernment ' s request, a magistrate 
iudcre-or if authorized bv Rule 41 (b) , a iudcre of a state court of 
record-may delay any notice required bv this rule if the delay is 
authorized bv statute. 
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To: All Field Offices From: Office of the General Counsel 

Re: 66F-HQ-1085159, 11/03/2006 


Proposed amendments to the Advisory Committee Notes 
state that the Committee "did not intend by this amendment to 
expand or contract the definition of what might constitute a 
tracking device." See F.R.Crim.P 41(b) advisory committee's note. 
The Advisory Committee indicated that the changes to Rule ’41 (b) 
were intended to provide procedural guidance for judicial 
officers who were asked to issue tracking device warrants. The 
Committee Notes indicate that the amendment "reflects the view 
that if the officers intend to install or use the device in a 
constitutionally protected area, they must obtain judicial 
approval to do so. If, on the other hand, the officers intend to 
install and use the device without implicating any Fourth 
Amendment rights, there is no need to obtain a warrant." Id. The 
Committee Notes also recognize that 18 U.S.C. § 3117, "does not 
specify the standard an applicant must meet to install a tracking 
device" and state that the "amendment to Rule 41 does not resolve 
this issue or hold that such warrants may issue only on a showing 
of probable cause. Instead, it simply provides that if probable 
cause is shown, the magistrate judge must issue the warrant." 

See F.R.Crim.P 41(d) advisory committee's note. 
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conduct the search without prior investigation in the 
expectation that if the search is fruitful a 
rationalization for it will not be difficult to construct, 
working backwards. U.S.C.A. Const.Amend. 4 . 


• 

— F.3d — 

— F.3d , 2007 WL 286534 (C.A.7 (Wis.)) 
(Cite as: — F.3d — ) 


H 
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U.S. V. GarciaC.A.7 (Wis.),2007.0nly the Westlaw 

citation is cmrently available. 

United States Court of Appeals, Seventh Circuit. 
UNITED STATES of America, Plaintiff- Appellee, 

V. 

Bernardo GARCIA, Defendant- Appellant. 

No. 06-2741. 

Argued Jan. 10, 2007. 

Decided Feb. 2, 2007. 

Background: Following denial of his motion to 
suppress, 2006 WL 1601716. defendant was 
convicted in the United States District Court for the 
Western District of Wisconsin, Barbara B. Crabb. J., 
of crimes relating to the manufacture of 
methamphetamine. Defendant appealed. 


Holding: The Court of Appeals, Posner. Circuit 
Judge, held that there was no search or seizure under 
Fourth Amendment when police placed GPS tracking 
unit underneath defendant's vehicle. 


Affirmed. 

ri1 Searches and Seizures 349 0^124 

349 Searches and Seizures 
349II Warrants 

349kl23 Form and Contents of Warrant; 
Signature 

349kl24 k. Particularity or Generality and 
Overbreadth in General. Most Cited Cases 
Under the Fourth Amendment, a warrant must 
describe with particularity the object of the search or 
seizure and must be supported both by an oath or 
affirmation and by probable cause. U.S.C.A. 
Const.Amend. 4 . 

121 Searches and Seizures 349 

349 Searches and Seizures 
349II Warrants 

349kl01 k. In General. Most Cited Cases 
The warrant requirement forces the police to make a 
record before the search, rather than allowing them to 


f31 Searches and Seizures 349 C^21 

349 Searches and Seizures 
3491 In General 

349kl3 What Constitutes Search or Seizure 
349k21 k. Use of Electronic Devices; 
Tracking Devices or “Beepers.”. Most Cited Cases 
There was no search or seizure within meaning of 
Fourth Amendment when police placed a global 
positioning system (GPS) tracking unit underneath 
bumper of vehicle driven by defendant; device did 
, not affect vehicle's driving qualities, did not draw 
power from vehicle's engine or battery, did not take 
up room that might otherwise have been occupied by 
passengers or packages, did not alter vehicle's 
appearance, and police could follow a car around or 
observe its route by means of cameras or satellite 
imaging without it being a search. U.S.C.A. 
Const. Amend. 4. 


Appeal from the United States District Court for the 
Western District of Wisconsin. No. 05-CR-155-C- 
Barbara B. Crabb, Chief Judge. 

David Reinhard, Office of the United States 
Attorney, Madison, WI, for Plaintiff-Appellee. 

Patrick J. Stangl. Stangl Law Offices, Madison, WI, 

■ for Defendant-Appellant. 

Before POSNER. MANION. and SYKES. Circuit 
Judges. 

POSNER. Circuit Judge. 

*1 The defendant appeals from his conviction for 
crimes relating to the manufacture of 

methamphetamine. The only issue is whether 
evidence obtained as a result of a tracking device 
attached to his car should have been suppressed as 
the fruit of an unconstitutional search. 

The defendant had served time for methamphetamine 
offenses. Shortly after his release from prison, a 
person who was a known user of meth reported to 
police that the defendant had brought meth to her and 
her husband, consmned it with them, and told them 
he wanted to start manufacturing meth again. 
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Another person told the police that the defendant had 
bragged that he could manufacture meth in front of a 
police station without being caught. A store's security 
video system recorded the defendant buying 
ingredients used in making the drug. 

From someone else the police learned that the 
defendant was driving a borrowed Ford Tempo. They 
went looking for it and found it parked on a public 
street near where the defendant was staying. The 
police placed a GPS (global positioning system) 
“memory tracking tmit” underneath the rear bumper 
of the Ford. Such a device, pocket-sized, battery- 
operated, commercially available for a couple of 
hundred dollars (see, e.g., Vehicle-Tracking, 
Incorporated, “GPS Vehicle Tracking with the 
Tracking Key,” www.vehicle- 

tracking.com/products/Tracking-Key.html, visited 
Jan. 21, 2007), receives and stores satellite signals 
that indicate the device's location. So when the police 
later retrieved the device (presumably when the car 
was parked on a public street, as the defendant does 
not argue that the retrieval involved a trespass), they 
were able to learn the car's travel history since the 
installation of the device. One thing they learned was 
that the car had been traveling to a large tract of land. 
The officers obtained the consent of the tract's owner 
to search it and they did so and discovered equipment 
and materials used in the manufacture of meth. While 
the police were on the property, the defendant arrived 
in a car that the police searched, finding additional 
evidence. 

The police had not obtained a warrant authorizing 
them to place the GPS tracker on the defendant's car. 
The district judge, however, found that they had had 
a reasonable suspicion that the defendant was 
engaged in criminal activity, and she ruled that 
reasonable suspicion was all they needed for a lawful 
search, although she added that they had had 
probable cause as well. The defendant argues that 
they needed not only probable cause to believe that 
the search would turn up contraband or evidence of 
crime, but also a warrant. The government argues 
that they needed nothing because there was no search 
or seizure within the meaning of the Fourth 
Amendment. 

nir21 The Fourth Amendment forbids unreasonable 
searches and seizures. There is nothing in the 
amendment's text to suggest that a warrant is required 
in order to make a search or seizure reasonable. All 
that the amendment says about warrants is that they 
must describe with particularity the object of the 
search or seizure and must be supported both by an 

© 2007 Thomson/West. No 


oath or affirmation and by probable cause, which is 
understood, in the case of searches incident to 
criminal investigations, to mean probable cause that 
the search will turn up contraband or evidence of 
crime. Zurcher v. Stanford Daily. 436 U.S. 547. 554- 
55. 98 S.Ct. 1970. 56 L.Ed.2d 525 119781 . The 
Supreme Court, however, has created a presumption 
that a warrant is required, unless infeasible, for a 
search to be reasonable. E.g., United States v. Leon. 
468 U.S. 897. 913-14 n984V Mincev v. Arizona. 

U.S. 385. 390. 98 S.Ct. 2408. 57 L.Ed.2d 290 119781: 
Henry v. United States. 361 U.S. 98. 100. 80 S.Ct. 
168. 4 L.Ed.2d 134 119591: see Nicholas v. Goord, 
430 F.3d 652. 678 t2d Cir.20051 . “Although the 
framers of the Fourth Amendment were more fearful 
that the warrant would protect the police from the 
citizen's tort suit through operation of the doctrine of 
official immimity than hopeful that the warrant would 
protect the citizen against the police, see [Telford] 
Taylor, TWo Studies in Constitutional Interpretation 
23-43 (1969), and although the effective neutrality 
and independence of magistrates in ex parte 
proceedings for the issuance of search warrants may 
be doubted, there is a practical reason for requiring 
warrants where feasible: it fprces the police to make a 
record before the search, rather than allowing them to 
conduct the search without prior investigation in the 
expectation that if the search is fruitful a 
rationalization for it will not be difficult to construct, 
working backwards.” United.States v. Mazzone, 782 
F.2d 757. 759 (7th Cir.1986') . But of course the 
presumption in favor of requiring a warrant, or for 
that matter the overarching requirement of 
reasonableness, does not come into play unless there 
is a search or seizure within the meaning of the 
Fourth Amendment. 

*2 [3J The defendant's contention that by attaching 
the memory tracking device the police seized his car 
is untenable. The device did not affect the car's 
driving qualities, did not draw power from the car's 
engine or battery, did not take up room that might 
otherwise have been occupied by passengers or 
packages, did not even alter the car's appearance, and 
in short did not “seize” the car in any intelligible 
sense of the word. But was there a search? The 
Supreme Court has held that the mere tracking of a 
vehicle on public streets by means of a similar though 
less sophisticated device (a beeper) is not a search. 
United States v. Knotts. 460 U.S. 276. 284-85. 103 
S.Ct. 1081. 75 L.Ed.2d 55 11983') . But the Court left 
open the question whether installing the device in the 
vehicle converted the subsequent tracking into a 
search. Id. at 279 n. 2: see also United States v. Karo. 
468 U.S. 705. 713-14. 104 S.Ct. 3296. 82 L.Ed.2d 
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530 (1984') . The courts of appeals have divided over 
the question. Compare United States v. Mclver. 186 
F.3d 1119. 1127 r9th Cir.1999V and United States v. 
Pretzimer. 542 F.2d 517. 520 f9th Cir.1976') (per 
curiam), holding (and United States v. Michael. 645 
F.2d 252. 256 and n. 11 f5th Cir.1981') (en banc), and 
United States v. Bernard. 625 F.2d 854. 860-61 (9th 
Cir.l980~). intimating) that there is no search, with 
United States v. Bailev. 628 F.2d 938. 944-45 r6th 
Cir. 19801 : United States v. Shovea. 580 F.2d 1382. 
1387-88 noth Cir.19781. and United States v. Moore. 
562 F.2d 106. 110-12 fist Cir.19771. holding the 
contrary. Several of the cases actually take 
intermediate positions, such as requiring reasonable 
suspicion rather than probable cause (a possible 
interpretation of Michael), or probable cause but no 
warrant-iS/zovea and Moore.- This court has not 
spoken to the issue. 

If a listening device is attached to a person's phone, 
or to the phone line outside the premises on which 
the phone is located, and phone conversations are 
recorded, there is a search (and it is irrelevant that 
there is a trespass in the first case but not the second), 
and a warrant is required. But if police follow a car 
aroimd, or observe its route by means of cameras 
mounted on lampposts or of satellite imaging as in 
Google Earth, there is no search. Well, but the 
tracking .in this case was by satellite. Instead of 
transmitting images, the satellite transmitted 
geophysical coordinates. The only difference is that 
in the imaging case nothing touches the vehicle, 
while in the case at hand the tracking device does. 
But it is a distinction without any practical difference. 

There is a practical difference lurking here, however. 
It is the difference between, on the one hand, police 
trying to follow a car in their own car, and, on the 
other hand, using cameras (whether mounted on 
lampposts or in satellites) or GPS devices. In other 
words, it is the difference between the old 
technology-the technology of the internal combustion 
engine-and newer technologies (cameras are not new, 
of course, but coordinating the images recorded by 
thousands of such cameras is). But GPS tracking is 
on the same side of the divide with the surveillance 
cameras and the satellite imaging, and if what they do 
is not searching in Fourth Amendment terms, neither 
is GPS tracking. ' 

*3 This cannot be the end of the analysis, however, 
because the Supreme Court has insisted, ever since 
Katz V. United States. 389 U.S. 347. 88 S.Ct. 507. 19 
L.Ed.2d 576 (19671. that the meaning of a Fourth 
Amendment search must change to Jceep pace with 


the march of science. So the use of a thermal imager 
to reveal details of the interior of a home that could 
not otherwise be discovered without a physical entry 
was held in Kvllo v. United States. 533 U.S. 27. 34. 
121 S.Ct. 2038. 150 L.Ed.2d 94 120011. to be a 
search within the meaning of the Fourth Amendment. 
But Kyllo does not help our defendant, because his 
case unlike Kyllo is not one in which technology 
provides a substitute for a form of search 
unequivocally governed by the Fourth Amendment. 
The substitute here is for an activity, namely 
following a car on a public street, that is 
unequivocally not a search within the meaning of the 
amendment. 

But while the defendant's efforts to distinguish the 
GPS case fi-om the satellite-imaging and lamppost- 
camera cases are futile, we repeat our earlier point 
that there is a difference (though it is not the 
difference involved in Kyllo) between all three of 
those situations on the one hand and following 
suspects around in a car on the other. The new 
technologies enable, as the old (because of expense) 
do not, wholesale surveillance. One can imagine the 
police affixing GPS tracking devices to thousands of 
cars at random, recovering the devices, and using 
digital search techniques to identify suspicious 
driving patterns. One can even imagine a law 
requiring all new cars to come equipped with the 
device so that the government can keep track of all 
vehicular movement in the United States. It would be 
premature to rule that such a program of mass 
surveillance could not possibly raise a question under 
the Fomth Amendment-that it could not be a search 
because it would merely be an efficient alternative to 
hiring another 10 million police officers to tail every 
vehicle on the nation's roads. 

Of course the amendment cannot sensibly be read to 
mean that police shall be no more efficient in the 
twenty-first centary than they were in the eighteenth. 
United States v. Knotts, supra. 460 U.S. at 283-84 . 
There is a tradeoff between security and privacy, and 
often it favors security. Even at the height of the 
“Warren Court,” the Court held over a strong dissent 
by Justice Brennan that the planting of an undercover 
agent in a criminal gang does not become a search 
just because the agent has a transmitter concealed on 
his person, even though the invasion of privacy is 
greater when the suspect's words'are recorded and not 
merely recollected. Lopez v. United States. 373 U.S. 
427.439. 83 S.Ct. 1381. 10 L.Ed.2d462 ri9631 . 

Yet Chief Justice Warren, while concurring in the 
judgment in Lopez, remarked “that the fantastic 
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advances in the field of electronic communication 
constitute a great danger to the privacy of the 
individual; that indiscriminate use of such devices in 
law enforcement raises grave constitutional questions 
under the Fourth and Fifth Amendments; and that 
these considerations impose a heavier responsibility 
on this Court in its supervision of the fairness of 
procedures in the federal court system.” Id. at 441. 
These “fantastic advances” continue, and are giving 
the police access to surveillance techniques that are 
ever cheaper and ever more effective. Remember the 
beeper in Knotts? “Officers installed a beeper inside 
a five-gallon container of chloroform ... [and] 
followed the car in which the chloroform had been 
placed, maintaining contact by using both visual 
surveillance and a monitor which received the signals 
sent Jfrom the beeper.” United States v. Knotts, supra. 
460 U.S. at 278 . That was only a modest 
improvement over following a car by means of 
unaided human vision. 

*4 Technological progress poses a threat to privacy 
by enabling an extent of surveillance that in earlier 
times would have been prohibitively expensive. 
Whether and what kind of restrictions should, in the 
name of the Constitution, be placed on such 
surveillance when used in routine criminal 

enforcement are momentous issues that fortunately 
we need not try to resolve in this case. So far as 
appears, the police of Polk Coimty (a rural county in 
northwestern Wisconsin), where the events of this 
case unfolded, are not engaged in mass surveillance. 
They do GPS tracking only when they have a suspect 
in their sights. They had, of course, abundant grounds 
for suspecting the defendant. Should government 
someday decide to institute programs of mass 
surveillance of vehicular movements, it will be time 
enough to decide whether the Foiuth Amendment 
should be interpreted to treat such surveillance as a 
search. Cf Zurcher v. Stanford Daily, suora. 436 
U.S. at 566. 


Affirmed. 

C.A.7 (Wis.),2007. 

U.S. V. Garcia 

— F.3d — , 2007 WL 286534 (C.A.7 (Wis.)) 
Briefs and Other Related Documents (Back to topI 
• 06-2741 (Docket) (Jun. 23, 2006) 

END OF DOCUMENT 
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(2) THE USE OF FBI ELECTRONIC SURVEILLANCE EQUIPMENT IN JOINT CASES WHERE STATE AND 
LOCAL LAW. ENFORCEMENT AGENCIES OBTAINED AUTHORITY FOR ITS USE (SEE MIOG, PART 2, 10- 
10.3 (8).) (RCU) 

I (a) A JOINT CASE, for purposes of this section, is an investigation in which there 
exists significant FBI interest in the subject or subjects of a local investigation 
and substantial FBI investigative resources have been utilized and/or will be utilized 
in the planned investigation with the local agency. (RCU) 

I (b) FBIHQ authority MUST be obtained, prior to any use of FBI electronic surveillance 
equipment or personnel in furtherance of any order or authority obtained by state or 
local law enforcement agencies. Should approval be granted for such use, the pertinent 
local or state order or authority MUST contain specific language authorizing FBI 
participation and specifying whether the assistance is for installation, monitoring, 
or whatever is required. (RCU) 

I (c) In requesting FBIHQ authority, the field office is to set forth the following 
information: (RCU) 

I 1. A synopsis of the investigation conducted to date by FBI and the local agency 
involved, to include the date the FBI 

I case was opened, as well as when the joint investigation was initiated. (RCU) 

I 2. the specific SAC comments as to the value of the assistance to the FBI 
investigation and extent of federal control 
I over local electronic surveillance. (RCU) 


I 3 . the exact nature of equipment to be utilized and technical assistance required, 
and whether the equipment is on 
I hand in the requesting division. (RCU) 


I 4. the specific comments of the as to the complexity of the 

equipment and the ability of the 

I local agency to properly utilize technical equipment requested. (RCU) 


b7E 


I 5 . that the local agency has valid legal authority under state or local law to 
conduct the electronic 

I surveillance for which equipment will be utilized, to include citation of the 
specific statute; (RCU) 


I 6. that the Chief Division Counsel or the Assistant U.S. Attorney has reviewed the 
affidavits and orders to be 

I filed and concurs in their sufficiency; and, (RCU) 

I 7. that FBI policy in limiting disclosure as set forth in Part 2, Sections 10-10.13 
and 10-10.16, of this manual, will 

I be honored in any subsequent local proceedings. (RCU) 
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I The above information is to be provided by appropriate communication to the 
attention of the Operational Technology Division, as well a s to either the Criminal 
Investigative Division or the as appropriate. (RCU) b7D 

(d) Any reque st for FBI assistance in the execution of a loca lly obtained court order 

which requires will be handled 

separately and will require significant justification. Emergency requests for such 
I assistance are to be discouraged and likely will NOT be approved. (RCU) 
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UNCLASSIFIED 

UNCLASSIFIED 


3 


cmMlMWi-imm 





UNCLASSIFIED 


4 


m/m 

-20519 



Loan of ELSUR 


SENSITIVE BUT UNCLASSIFIED 
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62-3.3 Policy 

(1) Upon receipt of requests for investigation from local or state law enforcement 
agencies involving matters in which there is- no FBI jurisdictional interest, the FBI's 
cooperative role will be limited to the acquisition of records or information from the 
criminal files of local or state law enforcement agencies or records of 
nongovernmental organizations and concerns and other governmental agencies . 

(a) Records or information are defined as material normally available to law 
enforcement agencies which can be obtained without a court order. 

(b) When obtaining material outlined above, dissemination authority must be obtained 
from that agency providing the records/information, when appropriate . 

(2) In addition to record aatherincr and dissemination not 


Domestic Police Cooperation matters received in the field should be opened on an 
individual case basis, the subject of the record indexed to the general indices, 
resulting disclosures recorded in accordance with Privacy Act requirements and 
maintained in accordance with existing instructions pertaining to the destruction of 
field office files and records, MAOP, Part II, 2-4.5. 

(5) SACs may approve use of FBI resources on behalf of local and state agencies 
providing such action falls within the above guidelines . No communication need be 
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forwarded to FBIHQ advising of the initiation of a Domestic Police Cooperation 
investigation. 

(6) Name check requests for a review of pertinent information contained in our central 
records system received by FBIHQ from authorized state and local criminal justice 
agencies will be | processed by the | Executive Agencies Dissemination | Unit, 

Information I Management Division, in accordance with MAOP, Part 11,9-3. Completed 
responses will be returned to the respective field office which covers the territory 
of the submitting agency for appropriate dissemination. 

(7) Domestic Police Cooperation cases are not to be opened in the field for the 
purpose of conducting foreign inquiries through Interpol. All state and local law 
enforcement agencies in the United States have direct access to the United States 
National Central Bureau (USNCB) , Interpol, by mail or via the National Law Enforcement 
Telecommunications System (NLETS) . The USNCB mailing address is:Interpol, U.S. 
Department of Justice, Washington, D.C. 20530. The NLETS ORI is "DCINTERO/0/ . " 

This authority appears to also be codified by Regulation at 28 CFR 0.85 (j) 


See also Part I, Section 184-1 Investigative Authority 

2) Under DOJ guidelines, the FBI's role in Domestic Police Cooperation, see this manual. Part 1, Section 
62, entitled "Domestic Police Cooperation," is limited to: (1) FBI record checks; (2) record checks of other 
governmental agencies, nongovernmental organizations and concerns; (3) record checks of criminal files of 
local or state law enforcement agencies; (4) verifying the location of an individual whose interview is 
desired by local authorities; and (5) acting in a liaison capacity bet ween local law enforcement agencies to 
facilitate one agency handling the investigative requests o f another 


b5 
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(g) No Federal Bureau of Investigation personnel may be used to install the equipment or participate in 
the surveillance, unless deemed necessary and authorized by the Director or his designee. This restriction 
does not prohibit maintenance and of the equipment when not installed. 

the AG Order also expressly states that: 

i The Director may delegate his authority to a designated representative (not lower than an appropriate 
Headquarters-level Section Chief} to approve loans of electronic surveillance equipment to state and local 
law enforcement agencies 
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(2) THE ‘USE OF FBI ELECTRONIC SURVEILLANCE EQUIPMENT IN JOINT CASES WHERE 
STATE AND LOCAL LAW ENFORCEMENT AGENCIES OBTAINED AUTHORITY FOR ITS USE 
(SEE MIOG, PART 2, 10-10.3 (8).) (RCU) 

I (a) A JOINT CASE, for purposes of this section, is an investigation in 
which there exists significant FBI interest in the subject or subjects of 
a local investigation and substantial FBI investigative resources have 
been utilized and/or will be utilized in the planned investigation with 
the local agency. (RCU) 

I (b) FBIHQ authority MUST be obtained prior to any use of FBI electronic 
surveillance equipment or personnel in furtherance of any order or 
authority obtained by state or local law enforcement agencies. Should 
approval be granted for such use, the pertinent local or state order or 
authority MUST contain specific language authorizing FBI participation and 
specifying whether the assistance is for installation, monitoring, or 
whatever is required. (RCU) 

j (c) In requesting FBIHQ authority, the field office is to set forth the 
following information: (RCU) 
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I 1. A synopsis of the investigation conducted to date by FBI and the 
local agency involved, to include the date the FBI 

I case was opened, as well as when the joint investigation was initiated. 
(RCU) 


I 2. the specific SAC comments as to the value of the assistance to the 
FBI investigation and extent of federal control 
I over local electronic surveillance. (RCU) 

I 3 . the exact nature of equipment to be utilized and technical assistance 
required, and whether the equipment is on 
I hand in the requesting division. (RCU) 


4. the specific comments of the 


as to the 


complexity of the equipment and the ability of the 

local agency to properly utilize technical equipment requested. (RCU) 


I 5 . that the local agency has valid legal authority under state or local 
law to conduct the electronic 

I surveillance for which equipment will be utilized, to include citation 
of the specific statute;’ (RCU) 


I 6. that the Chief Division Counsel or the Assistant U.S. Attorney has 
reviewed the affidavits and orders to be 
I filed and concurs in their sufficiency; and, (RCU) 


b7E 


I 7. that FBI policy in limiting disclosure as set forth in Part 2, 
Sections 10-10.13 and 10-10.16, of this manual, will 
I be honored in any subsequent local proceedings. (RCU) 


I The above information is to be provided by appropriate communication to 
the attention of the Operational Technolog y Division, as well as to eithe r 
the Criminal Investigative Division or the 
as appropriate. (RCU) 


(dj Any request for FBI as sistance in the execution of a locally obtained 
court order which , requires 

will be handled separately ana wij .1 require significant ^ustxtication. t)5 
Emergency requests for such b6 

I assistance are to be discouraged and likely will NOT be approved. (RCU) ]37C 
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UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: All Field Offices 


Date: 03/06/2007 


Attn: SAC 

CDC 


From: Office of the General Counsel 


Investigative 

Law Unit 


Contact: SSA 


Approved By: 




Drafted By: 


dem 


Case ID #: 333 -HQ-1551350 (Pending) 


Title: AMENDMENT TO RULE 41 

FEDERAL RULES OF CRIMINAL PROCEDURE 
EFFECTIVE DECEMBER 1, 2006 


Synopsis: To advise field offices of an amendment to Rule 41 of 

the Federal Rules of Criminal Procedure, which addresses 
procedures for issuing tracking device warrants, and became 
effective December 1, 2006. 

Details: Effective December 1, 2006, Rule 41 of the Federal 

Rules of Criminal Procedure was amended to reflect procedures for 
issuing tracking device warrants (copy is attached) . Amendments 
to the Advisory Committee Notes state that the Committee "did not 
intend by this amendment to expand or contract the definition of 
what might constitute a tracking device." See F.R.Crim.P 41(b) 
advisory committee ' s note . The Advisory Committee indicated that 
the changes to Rule 41(b) were intended to provide procedural 
guidance for judicial officers who were asked to issue tracking 
device warrants . The Committee Notes indicate that the amendment 
"reflects the view that if the officers intend to install or use 
the device in a constitutionally protected area, they must obtain 
judicial approval to do so. If, on the other hand, the officers 
intend to install and use the device without implicating any 
Fourth Amendment rights, there is no need to obtain a warrant." 
Id. The Committee Notes also recognize that 18 U.S.C. § 3117, 
"does not specify the standard an applicant must meet to install 
a tracking device" and state that the "amendment to Rule 41 does 
not resolve this issue or hold that such warrants may issue only 
on a showing of probable cause. Instead, it simply provides that 
if probable cause is shown, the magistrate judge must issue the 
warrant." See F.R.Crim.P 41(d) advisory committee's' note. 
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To: All Field Offices From: Office of the General Counsel 

Re: 333-HQ-1551350, 03/06/2007 




To: All Field Offices From: Office of the General Counsel 

Re: 333-HQ-1551350, 03/06/2007 


(WITT) personnel before employing an electronic tracking device 
in a particular case. 

b7E 


Any questions regardinn thiR mstter may be directed to the 

Investigative Law U nit I pr the Science and 

Technology Law Unitl I 
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To: All Field Offices From: Office of the General Counsel 

Re: 333-HQ-1551350, 03/06/2007 


Federal Rules of Criminal Procedure, Rule 41 

(a) Scope and Definitions . 

(1) Scope. This rule does not modify any statute regulating 
search or seizure, or the issuance and execution of a search 
warrant in special circumstances. 

(2) Definitions. The following definitions apply under this 
rule : 

(A) "Property" includes documents, books, papers, any other 
tangible objects, and information. 

(B) "Daytime" means the hours between 6:00 a.m. and 10:00 p.m. 
according to local time. 

(C) "Federal law enforcement officer" means a government agent 
(other than an attorney for the government) who is engaged in 
enforcing the criminal laws and is. within any category of 
officers authorized by the Attorney General to request a search 
warrant . 

(D) "Domestic terrorism" and "international terrorism"- have the 
meanings set out in 18 U.S.C. § 2331. 

(E) "Tracking device" has the meaning set out in 18 U.S.C. 

§3117 (b) 

(b) Authority to Issue a Warrant . At the request of a federal 
law enforcement officer or. an attorney for the government: 

(1) a magistrate judge with authority in the district - or if 
none is reasonably available, a -judge of a state court of record 
in the district - has authority to issue a warrant to search for 
and seize a person or property located within the district; 

(2) a magistrate judge with authority in the district has 
authority to issue a warrant for a person or property outside the 
district if the person or property is located within the district 
when the warrant is issued but might move or be moved outside the 
district before the warrant is executed; and 


4 . . . 

A "tracking device" is defined to mean "an electronic or mechanical 
device which permits the tracking of the movement of a person or object." 18 
U.S.C. § 3117 (b) . 
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(3) a magistrate judge - in an investigation of domestic 
terrorism or international terrorism - with authority in any 
district in which activities related to the terrorism may have 
occurred has authority to issue a warrant for a person or 
property within or outside that district; and 

(4) a magistrate judge with authority in the district has 
authority to issue a warrant to install within the district a 
tracking device; the warrant may authorize use of the device to 
track the movement of a person or property located within the 
district, outside the district, or both. 

(c) Persons or Property Stibiect to Search or Seizure. A warrant 
may be issued for any of the - following: 

(1) evidence of a crime; 

(2) contraband, fruits of crime, or other items . illegally 
possessed; 

(3) property designed for use, intended for use, or used in 
committing a crime; or 

(4) a person to be arrested or a person who is unlawfully 
restrained. 

(d) Obtaining a Warrant . 

• (1) In General. After receiving an affidavit or other 
information, a magistrate judge - or if authorized by Rule 41(b) 
a judge of a state court of record-must issue the warrant if 
there is probable cause to search for and seize a person or 
property or to install and use a tracking device. 

(2) Requesting a Warrant in the Presence' of a Judge. 

(A) Warrant on an Affidavit. When a federal law enforcement 
officer or an attorney for the government presents an affidavit 
in support of a warrant, the judge may require the affiant to 
appear personally and may examine under oath the affiant and any 
witness the affiant produces. 

(B) Warrant on Sworn Testimony. The judge may wholly or 
partially dispense with a written affidavit and base a warrant on 
sworn testimony if. doing so is reasonable under the 
circumstances . 

(C) Recording Testimony. Testimony taken in support of a warrant 
must be recorded by a court reporter or by a suitable recording 
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333-HQ-1551350, 03/06/2007 


device, and the judge must file the transcript or recording with 
the clerk, along with any affidavit. 

(3) Requesting a Warrant by Telephonic or Other Means. 

(A) In General. A magistrate judge may issue a warrant based on 
information communicated by telephone or other reliable 
electronic means . 

(B) Recording Testimony. Upon learning that an applicant is 
requesting a warrant under Rule 41(d) (3) (A), a magistrate judge 
must : 


(i) place under oath the applicant and any person on whose 
testimony the application is based; and 

(ii) make a verbatim record of the conversation with a 
suitable recording device, if available, or by a court reporter, 
or in writing. 

(C) Certifying Testimony. The magistrate judge must have any 
recording or court reporter's notes transcribed, certify the 
transcription's accuracy, and file a copy of the record and the 
transcription with the clerk. Any written verbatim record must 
be signed by the magistrate judge and filed with the clerk. 

(D) Suppression Limited. Absent a finding of bad faith, evidence 
obtained from a warrant issued under Rule 41(d) (3) (A) is not 
subject to suppression on the ground that issuing the warrant in 
that manner was unreasonable under the circumstances . 

(e) Issuing the Warrant. 

(1) In General. The magistrate judge Or a judge of a state court 
of record must issue the warrant to an officer authorized to 
execute it . 

(2) Contents of the Warrant. 

(A) Warrant to Search for and Seize a Person or Property. Except 
for a tracking- device warrant, the warrant must identify the 
person or property to be searched, identify any person or 
property to be seized, and designate the magistrate judge to whom 
it must be returned. The warrant- must command the officer to: 

(i) execute the warrant within a specified time no 
longer than 10 days; 
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(ii) execute the. warrant during the daytime, unless the 
judge for good cause expressly authorizes execution at another ’ 
time; and 

(iii) return the warrant to the magistrate judge designated 
in the warrant. 


(B) Warrant for a Tracking Device. A tracking- device warrant 
must identify the person or property to be tracked, designate the 
magistrate judge to whom it must be returned, and specify a 
reasonable length of time that the device may be used. The time 
must not exceed 45 days from the date the warrant was issued. 

The court may, for good cause, grant one or more extensions for a 
reasonable period not to exceed 45 days each. The warrant must 
command the officer to: 

(i) complete any installation authorized by the warrant 
within a specified time no longer than 10 calendar days; 

(ii) perform any installation authorized by the warrant 
during the daytime, unless the judge for good cause expressly 
authorizes' installation at another time; and 

(iii) .return the warrant to the judge designated in the 
warrant . 

(3) Warrant by Telephonic or Other Means. If a magistrate judge 
decides to proceed under Rule 41(d) (3) (A), the following 
additional procedures apply: 

(A) Preparing a Proposed Duplicate Original Warrant. The 
applicant must prepare a "proposed duplicate original warrant" 
and must read or otherwise transmit the contents of that document 
verbatim to the magistrate judge. 

(B) Preparing an Original Warrant. If the applicant reads the 
.contents of the proposed duplicate original warrant, the 
magistrate judge must enter those contents into an original 
warrant. If the applicant transmits the contents by reliable 
electronic means, that transmission may serve as the original 
warrant . 

(C) Modification. The magistrate judge may modify the original 
warrant. The judge must transmit any modified warrant to the 
applicant by reliable electronic means under Rule 41(e) (3) (D) or 
direct the applicant to modify. the proposed duplicate original 
warrant accordingly. 
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(D) Signing the Warrant. Upon determining to issue the warrant, 
the magistrate judge must immediately sign the original warrant, 
enter on its face the exact date and time it is issued, and 
transmit it by reliable electronic means to the applicant or 
direct the applicant to sign the judge's name on the duplicate 
original warrant. 


(f) Executing and Returning the Warrant . 

(1) Warrant to Search for and Seize a Person or Property. 

(A) Noting the Time. The officer executing the warrant must enter 
it on the exact date and time it was executed. 

(B) Inventory. An officer present during the execution of the 
warrant must prepare and verify an inventory of any property 
seized. The officer must do so in the presence of another 
officer and the person from whom, or from whose premises,, the 
property was taken. If either one is not present, the officer 
must prepare and verify the inventory in the presence of at least 
one other credible person. 

(C) Receipt. The officer executing the warrant must give a copy 
of the warrant and a receipt for the property taken to the person 
from whom, or from whose premises, the property was taken or 
leave a copy of the warrant and receipt at the place where the 
officer took the property. 

(D) Return. The officer executing the warrant must promptly 
return it -together with a copy of the inventory- to the magistrate 
judge designated on the warrant. The judge must, on request, 
give a copy of the inventory to the person from whom, or from 
whose premises, the property was taken and to the applicant for 
the warrant . 

(2) Warrant for a Tracking Device. 

(A) Noting the Time. The officer executing a tracking-device 
warrant must enter on it the exact date and time the device was 
installed and the period during which it was used. 

(B) Return. Within 10 calendar days after the use of the 
tracking device has ended, the officer executing the warrant must 
return it to the judge designated in the warrant. 

(C) Service. Within 10 calendar days after the use of the 
tracking device has ended, the officer executing a tracking 
device warrant must serve a copy of the warrant on the person who 
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was tracked or whose property was tracked. Service may be 
accomplished by delivering a copy to the person who, or whose 
property, was tracked; or by leaving a copy at the person's 
residence or usual place of abode with an individual of suitable 
age and discretion who resides at that location and by mailing a 
copy to the person's last known address. Upon request of the 
government, the judge may delay notice as provided in Rule 
41(f) (3) . 

(3) Delayed Notice. Upon the government's request, a magistrate 
judge-or if authorized by Rule 41(b), a judge of a state court of 
record-may delay any notice required by this rule if the delay is 
authorized by statute. 

(q) Motion to Return Property. A person aggrieved by an unlawful 
search and seizure of property or by the deprivation of property 
may move for the property's return. The motion must be filed in 
the district where the property was seized. The court must 
receive evidence on any factual issue necessary to decide the 
motion. If it grants the motion, the court must return the 
property to the movant, but may impose reasonable conditions to 
protect access to the property and its use in later proceedings . 

(h) Motion to Suppress. A defendant may move to suppress 
evidence in the court where the trial will occur, as Rule 12 
provides . 

(i) Forwarding Papers to the Clerk. The magistrate judge to whom 
the warrant is returned must attach to the warrant a copy of the 
return, of the inventory, and of all other related papers and 
must deliver them to the clerk in the district where the property 
was seized. 


LEAD(s): 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 
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Please distribute to appropriate personnel . 


♦♦ 
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From: 

Sent: 

To: 

Subject: 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

Per your request.... 


The policy verbage reads: 

Title 47 United States Code- TELEGRAPHS, TELEPHONES. AND RADIOTELEGRAPHS 

CHAPTER 5~WI RE OR RADIO COMMUNICATIONS 

SUBCHAPTER Ill-SPECIAL PROVISIONS RELATING TO RADIO 

Part l~General Provisions 

Sec. 333. Willful or malicious interference 

No person shall willfully or maliciousiy interfere with or cause interference to any radio communications of any station 
licensed or authorized by or under this chapter or operated by the United States Government. 
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ALL INFCBii'r.r:: ii ' 
HEREIN 13 Uir - 
DATE 10-Q-i-jO.i; j: 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 06/18/2007 



Case ID #: 268-HQ-1068430 (Pending) 

Title: WIRELESS INTERCEPT TRACKING TEAM (WITT) ; 

DELEGATION OF AUTHORITY 


Synopsis: 


To document the dele gation of authority to approve the 

I Wireless Intercept Tracking Team 



Details: By way of background, on January 18, 1995, Attorney 

General Orde r 1945-95 delegated to the Director of the FBI 
authority to I 


t 


J The 


b3 

b7E 


relevant policy is restated herein. 

In an effort to streamline both routine and after hours 
approval of exigent WITT operations,, lend further clarity to 
authority level s , and enhance documentation for WITT endeavors in 

the requ ired FB IHQ approval has ■ been delegated 
"to the UC, I I with responsibility fo r the WITT 


from SC, 

Program. The UC for WIT T Program will insure that all| 
authorized court orders 


only FBI trained WITT personnel operate WITT 

a federa l nexus as well as an official FBI case i s opened in 


either a 


status prior to 


approval . Tne requesting division will be responsible for 


CELL/OTD mhm 


CELL5ITE-11941 







To: Operational Technology From: Operational Technology 

Re: 268-HQ-1068430, 06/18/2007 


documenting the request to OTD in an EC. The OTD will document 
its decision as well as any r esulti ng action in an EC. In 
accordance with the above, the C hief will be responsible for 

adhering to and applying the below MIOG provisions as well as the 
legal authorities as identified below in reviewing and appro ving 

I AhV ffequest 









To: Operational Technology From: Operational Technology 

Re: 268-HQ-1068430, 06/18/2007 


LEAD(s) : 

Set Lead 1: (Action) 


OPERATIONAL TECHNOLOGY 


AT OUANTICO. VIRGINIA 


Revi 

from OTD, 
Manager, 


p.w ari d if appropriate approve delegation of authority 


3 


Section Chief level to Unit Chief, Program 


i^lTT operations . 


b3 

b7E 


♦♦ 


13 


ceiL/OTD 006433 


CELLSITE-11953 



Subject: FW: WITT info 


UNCLASSIFIED 

NON-RECORD 


FYI. I d idn't see your name in the email below that was forwarded by 

are you familiar with this? I'm happy to talk with the AUSA who is handling this matter if it would be helpful. 
The same email was forwarded by another! jand here’s how I replied 



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 



Assistant General Counsel 
Science & Technology Law Unit 


Engineering Researpb-Eacilibi 
Bldg. 27958A Roorrj 



SCIENCE & TECHNOLOGY LAW UNIT 


OFFICE OF THE GENERAL COUNSEL 


b3 

b5 

b6 

b7C 

b7E 


— Original 

From: 

Sent: 

To: 

Subject: 




•Original Message- 



1 


CELL/OTD 006435 


CELLSITE- 11955 









'> 


From: 

Sent: 

To: 

Cc: 

Subject: 



)8AM 

' 1 nursaav. beotemoer z/. 2 uu/ b:' 



FW: Wnr info 


UNCLASSIFIED 

NON-RECORD 


,b3 

b5 

b6 

b7C 

b7E 


Hi guys, 

After reading the below e-mail I have the following question: 


I recently read an article where a guy was charged criminally for tracking his ex-girlfriend with a cell phone he slapped on 
her vehicle. Honestly, I'm not sure what violation was used to charge this guy. 


— Original M 

From: 

Sent: 

To: 

Subject: 


gssaae- 


weanesday, September Zb, /U07 3:33 PM 


FW: Wll I into 


UNCLASSIFIED 

NON-RECORD 


fyi 



UNCLASSIFIED 

NON-RECORD 


a great many thanks. 


— Original Message — . 

From: I I 

Sent: Friday. .Senfemher ?1 . ?n07 in:S.S AM 

To: I 1 

Subject: WITT info 


b3 

b6 

b7C 

b7E 


2 


CELL/0 1 1956 




04/02/20.ftS 33:1.4 FAX 


iMfoi/otia 


JUi FBI INFORMf.TIOU 

HEREIN IS OTfCLASSIFir- 

DATE 10-04-2012 BY tOLT:. i; ;:: • ; Y'l 



Department oi Justice 


Executive Secxetaiiat 


FAX Transmittal Cover Sheet 



PRq 

Depai-i?ment of Justice 
Execuuve Secretariat 
Room 4400, Main Justice 
FAX 14 umber’ (202) 514-4507 







moo 010/1130 


Mi iNFOi'-i T I ::i ! j I ; ; I : 
HEREIN IS Ul-lCIAirlr.LJ 
DATE 10-04-2012 3Y to .17 9 




Cellular Tracking 
Legal Issues 


October 18, 2006 


CELLSITE-1196a 




From: 

Sent: 

To: 

Cc: 

Subject: 


Sunday. October 22. 2006 1:55 PM 





Rb!; 




UNCLASSIFIED 

NON-RECORD 


1 1 bave been working closely with OTD and the l | A/ITT members on this anj 

Improvemen ts have been made in the approvai process to suppor t thd \ 

I i'm not sure of OTD's statisticai accompiishments, but | I WiTT's accompiishments are inciuded 
beiow. Most notable (outside of arrest stats) are the number of victims recovered. As you are weil aware, these cases 
move fast. 


I L vITT Tracking | IwiTTSTAT 

Cases.xls CHART.wpd 


I've closely coordinated with OTdI ud 

Ion this issue numerous times. SAC approval has been the 

standard recently as long asl 


IWITT 

personnel and the 

Additionally. I've previously been advised bv ASC 


fOTD^ that 

can be approved by SACs as long a^ 




b3 

b6 

,b7C 

,b7E 


i advised ^ Df the same last week. Our MIOG is outdated with respect to this policy and process. 
Ail OTD/WiT T and | ^ /VITT members are trained in iegal process and foiiow the iaws when 


Some info from previous emails provided beiow. 


Out on inspection but wiil be back by end week (hopefuiiy). 
Thanks, 


BEGINNING OF CUT AND PASTE 


UNCLASSIFIED 

NON-RECORD 


Could we get a copy of all the paperwork that went in to this to use as a pony. When crunch time happens here I don't 


want to have to reinvent the wheel. I knc 




□ 

in the 


r 


\a| 


can do all of this in his head, but I'm not that smart. 


— Original Message — 

From: I I 

Sent: Monday, October 02, 2006 4:24 PM 

1 


CELL/OJD 006531 


CELLSITE-12044 



To: 

Cc: 


Subject: RE: Approval foil | 

b3 

UNCLASSIFIED 

b6 

NON-RECORD 

b7C 


b7E 


I've cc'd all r> ITT SSAs and SA s. Names should show in the header. Thanks| 


From: 1 


Sent: 

Mnnriav. flr+nhpr m. 7nnfi ’^•R7 PW 


To: 



Subject: Kb: Approval toi^ | 


UNCLASSIFIED 

NON-RECORD 


Also. I am going to send all WITT personnel an email asking them to FORMALLY brief their SAC's and SSA's on 
WITT capabilities. This way your EC and a personal brief should address any future requi rements and it will be 
fresh in the minds of the managers.. Please send me all the names and offices of the l I WITT personnel for 
inclusion. I will ask that in the offices where we have both capabilities that they do the brief together. 


Unit Chief 

Tracking Technology Unit 
Operational Tech nology Division 


— Original Messafl£= 

From: | 

Sent 




,iUUb H|V| 


To:^ 

Subject: 


Rb: Appfdvai td 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Thanks 


— Original Messaoes 

From: | 

Sent: 

To: 

Cc: 

Subject: 


bIb 







UNCLASSIFIED 

NON-RECORD 


No problem on annrnval of the WITT TEAM from 

^dditionallV■ We can 



r 

1 [\I\I\ 1 1 personnel and the| |. IT mis goes 


2 

CEii/OID 006532 ' 


CELLSITE- 12045 




end we will send in reinforcements 


into a 


olease r 

forouH IWITT 


ssaI 




Unit Chief 

Tracking Technoiogy Unit 
Operational Tec hnoioav Division 


- — Original Messf*** 

From: 

Sent: Monday, October 02, 2006 3:37 PM 

To: 

Cc: 

Subject: FW: Approval fdi | 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Please see below regarding the|_ 


I just spoke witi 


they indicated that you have authority to grant the approval. Thanks for your h^ 



and 


and 


saF 


— Original Messaoa, 

From: I 

Sent: 

To: 

Cc: 

Subject: 





AppiUVdl lUI 




UNCLASSIFIED 

NON-RECORD 



b3 

b6 

b7C 

b7E 


I've been asked to confirm the verbal authority which you provided last Friday for] 

I — 1 We are assisting them under a 6 2D 

case regarding pnd have been runninp-aC 


I We have seen a lot 9 f activity 
aays ana we are pulling in a WITT team from 


use them. 


lover the last fevv 


We want to be sure we have approval to 


Please let me know as soon as possible if there is any problem with us using the WITT teanri. We are 
working on the follow-up paperwork now. Thanks. 




UNCLASSIFIED 


CEUyOTD 006533 CELLSITE-12046 







UNCLASSIFIED 

NON-RECORD 


1 1 have tp een working closely with OTD and the l I wiTT members on this and[ 

llmorovements have b een made'in the approval process to support the ■ — , 

1 I'm not sure of OTD’s statistical accomplishments, but | ^ ITT's 

accomplishments are included below. Most notable (outside of arrest stats) are the number of victims recovered. 
As you are well aware, these cases move fast. 


« File:l I WITT Tracking Case s.xls > > << Fii<=‘f 

I've closely coordinated with O TO| |UC 
the standard recently as long a ^ __ 

~[ WITT personnel and the 

Additionally, I've previously been advised by AScf 


TT STAT CHART.wpd » 

Ion this issue numerous times. SAC approval has been b3 

I b6 

b7C 

lrnTn\ thaJ b7E 


I advised | of the same last week. Our MIOG is outdated with respect to this policy and process. 

All OTD/WIT T and l I wiTT members are trained in legal process and follow the laws when 


Some info from previous emails provided below. 

Out on inspection but will be back by end week (hopefully). 


BEGINNING OF CUT AND PASTE 


4 


CELUOTD 006542 


CELLSIT'E-12052 




UNCLASSIFIED 

NON-RECORD 


Could we get a copy of all the paperwork that w ent into this to use as a pony. When crunch time happens here I 
don't want to have to reinvent the wheel. I know^ ban do all of this in his head, but I'm not that smart. 




n 

in the 


r 


— Original Mess; 

From: 

Sent: 

Tod 

Monday. Or+nhar 07. 7C 

06 4:24 PM 

Ccj 


b3 

b6 

b7C 

b7E 


Subject: Kt: Approval roj 

UNCLASSIFIED 

NON-RECORD 


I've cc'd al 


Qvi 


ITT SSAs and SA s. Names should show in the header. Thanks 


— Original Mesaoa 

From: I 

Sent: MnnHav 

To: 

Subject: 


nrtnhprn? 7nnfi PM 


Kt: Approval roi 


UNCLASSIFIED 

NON-RECORD 


Also. I am going to send all WITT personnel an email asking them to FORMALLY brief their SAC's and 
SSA's on WITT capabilities. This way your EC and a personai brief shouid address any future 
requi reme nts and it wiil be fresh in the minds of the managers.. Please send me all the names and offices 
of the IwiTT personnei for inclusion. I wiii ask that in the offices where we have both capabiiities that 
they do the brief together. 


ssa| 

Unit Chief 

Tracking Technology Unit 
Oneirafinnal Tfirhnningy Division 


b3 

b6 

b7C 

b7E 


— Original Messr 

From: I 


Sent: 

To: 

Subject: 


Monday. October 02. 2006 3:46 PM 
Kt: Approval roil 


UNCLASSIFIED 

NON-RECORD 


5 

CELLSITE-12053 


CEll/OW 006543 





Thanks 


— Original Messfaa= 

From: 


Sent: 

To: 

Cc: 

Subject: 


nr+nhor m OnnK PM 





Kt: Approval fo 




UNCLASSIFIED 

NON-RECORD 


No problem on approval o f the WITT TEAM fromi l Additionally. We cani 


1 

1 




1 


send in reinforcements for oui WiTT 



b3 

b6 

b7C 

b7E 


SSA| I 

Unit Chief 

Tracking Technoiogy Unit 
Oneratinnal Tenhnningy DMsion 


— Original Mess^oa 

From: 

Sent: 

To: 

Cc: 


Monday. October 02. 2006 37^ PM 


Subject: 


-hw: Approval rorl 


UNCLASSIFIED 

NON-RECORD 


Please see below regarding thef 


1 


I just spoke with[ 


and 


nd they indicated that yo u nave auuiuiiiy lu g i aiii me a pproval. Thanks for your help 


b3 

b6 

b7C 

b7E 


saF 


— Original Messs 

From: I 

Sent: 

To: r 

Cc: L 

Subject: 


Monday, October 02. 20Ub 1[):^9 AM 


Approval fon 


UNCLASSIFIED 

NON-RECORD 
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CELL/OTD 006544 











Please let me know as soon as possible if there is any problem with us using the WITT team. 
We are working on the follow-up paperwork now. Thanks. 



b3 

b6 

b7C 


UNCLASSIFIED 


b7E 


END OF CUT AND PASTE 
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CELLSITE- 12055 






BECLASSIFIED BY S51',- 
OH 10-09-2012 


From: 

Sent: 

To: 

Cc: 

Subject: 


TiiSRflav Marnh ?nn« PM 


RE: WITT Q's 




RECORg 


b3 

b6 

b7C 

b7E 


I've included my section chief and Unit chief for informational purposes on this email. 


In short, the 


I I w 


ITT program can addres s the three catagories of needs mentioned below, primarily d ealing with 


Although, we have also maintainecj 



This varie s on the | ~^ nd at times the goal 

I I Let's schfidulfi a tims wr can mfist to no nvfir vniir rsnuirfimfint It's actually pretty difficult tO answer 


demonstration. 


would be up for providing you a 


Unfortunately, most of the team is out next week on travel, although I would like to go ahead and schedule a time to meet 
and provide this demonstration. Please call my cell phone, as my office (desk) phone is pretty full on voice mails. 


From; | 

Sent: Tuesday, March 18, 2008 5:31 PM 

To: I I 

Subject: FW: WITT Q's 

Importance: High 


RECORd 


Are you there? 


From: | 

Sent: Monday. March 17. 2008 5:01 PM 

To: I I 

Subject; WITT Q's 


RECO^ 


b3 

b6 

b7C 

b7E 


1 


12222 





I'm looking forward to speaking with you on this and possibly receiving a repiy to this emaii so I know I haven't missed 
something in my notes. Of course, if there is an| |on WITT, that would save both of us a lot of time. 



b3 

b6 

b7C 

b7E 


DERIVED F 


DECLASSIFICAT 

SECRET 




tion Guide G-3. dat 


jllESillllLL 


erintelliaence Investiaations 


DERIVED FROM: 


DECLASSIFICAT 

SECRET 




elliqence Investiaations 


DERIVED FROM: G-3 FB 


DECLASSIFICA 
SECRET 




^ounterlntelliaence Investiaations 
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mmHmi 


CELLSITE-12223 








1 


C[U/0m^mf^-t2224 







Cc: 

Subject: 


•escription? 



RECORD xxxxxxxxxxx 


Sorry for the delay. I was out this week on travel duty this week, and unfortunatly do not have anything ready for you. I'l 
try to get you something. Monday or early Tuesday. 


,b3 

b5 

b6 

b7C 


Also, 

Here's our WITT Web site Address: 



Here's a link to ouil 





In the mean time. I would like to nrnvide vnu with thfi fnllnwinn information I havs onnifid SAI 


on Mr email 


From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 


TifPcHav Marrh ?nn» PM 


"WIT' 

High 


Description? 



RECORD xxxxxxxxxxx 


Did you get a chance to write something up on this? Or is there som ething already done that vou cp n 
point me to? I'm hoping to meet with DQJ this we ek, but I need some 


Thanks. 


Assistant General Counsel 


b3 

b5 

b6 

b7C 

b7E 


DERIVED FROM: Multiple Sources 
DECLASStFtCAIlON EXE~MF 



PERtvge^ffionfl^iuiumB^^ 

2 

CELL/OfD SITE- 12225 






Could you have one of your WITT folks review this to see if it is technicaiiy accurate? Thanks, 



RECORD xxxx 


See below. Please forward to the appropriate OTD personnel as well. Thanks. . 

b3 

b6 
b7C 
b7E 



1 


££ll/i)IfiW5 



CELLSITE-12229 




more than halt the battle. 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


■ b3 
b5 

b6 

b7C 

b7E 


Have we made any progress on this issue from your side of the house? We may have a case or two 
that we can consider. I propose we get together and hammer out the remaining legal issues. Let me 
know what you guys think. 


Assistant General Counsel 


SENSITIVE BUT UNCLASSIFIED 


DERIVED FI^M: MultiplaSoorces 
DECLAS^FIgiemOPLEI^M^ION 1 
SECRET 


DERIVElrFROM:JWti1tf^^ 


iple Sources 


DECLASSlFtCATtOfLEXEMPTION 1 

secret 


DERIVEBTRQM: Multhne^urces 
DECLASSlHCj^ltJN^EMPTION 1 
SECRET ' ~ 


2 


m/oTD mm 
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RECOg 


I I Sorry I'm getting to this so late; I hope you are enjoying 

your long weekend by now! 

Per conversation today, I would recommend you provide EAD Grever a 
.memo that basically: 



I provided the following short pa-ra^-ranh nn in a memo I 

did to the GC. In additio n to havincr ani I also 

mentioned this would likely 


Legal Implications: Title 18 United States Code Section 2512 

specifically prohibits the manufacture, distribution, possession, and 
advertisi ng of wire, oral or electronic communication intercepting 
devices . 


-ts-j 


'0‘i 
















.1 


Justiflcation for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


JILL iMFCiy&.TiLi;! 

HEREIN! IS UKCL&SSIilLJ 
WERE SROrai OTHERWISE 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

nn The agency is the U.^S . Department of Justice, Federal Bureau of Investigation (FBI) 

Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 
(U) The proposed acquisition 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 
is resDonsible for nrovidina the FBI with 


'b3 

b7E 




racKing team 




avs a critical role 


bl 

b3 

b7E 




3TE-12370 









$XXXXXX.OO. Requisition #E00XXXX, in the amount of $XXXXXX.OO has been submitted to fund the 
requirement. 

4. roENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security". 


(e.g., would result in disclosure of classified information). This procurement is not being publi 
Federal Business OoDortunities ('FedBizOnnsV or any other periodicals because to do so would 





7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8 . 


A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 



CElL/OmmWE-12371 





9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 

(ij See paragraph (5) above for facts 

supporting the use of other then lull and open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is ' 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 



CaL/Otill§iTE- 12372 



SE' 


!T 


(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


(Date) 


b6 

(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all b 7 c 

information contained herein is complete and accurate to the best of my knowledge. 


(Date) 


(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 

Approved Bv: 


, Competition Advocate 

(Date) 



C£Li/0f{> 007028 
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Thursday. September 17, 2009 1 


UNCLASSIFIED 

NON-RECORD 


T he or der I previously sent to you guys was redone by our AUSA for the currenl| 

in| I The latest and greatest Application and Order is attached for vour use in \ 

some guidance on what to write. I'm having reallv good success witn 


iistricts it 


am conducting here 
/our AUSAs would like 


xc . fbx 




UNCLASSIFIED 

• 
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CELL/OTD OO/Oor 








Mi INFOBMkTIOU COWM: 
HEHEIN IS U1HC1A3SIFIED 
WERE SHOWN OTHERWISE 



Sent: 

To: 

Cc: 

Subject: 

SeeREf 
RECORD HQ 




VM, 


I 







Hope this answers your questions.. 


No formal auidance has been orovided other that 

We are awaiting assistance from 

1 


I_l 

hopefully address the below concerns.. Just need to pir 

down to get this finished.. 


SS/A 

Unit Chief 


From: 

Sent: 

To: 

Subject: 

Importance: 


■inAO's-^gPM 


High 


^ SeefteC T 

RECORD HQ 


From: | 

Sent: Thursday, October 22, 2009 3:38 PM 

To: 

Cc: 

Subject: 


RECORD HQ 


Actually speaking - what is 


b3 

b5 

b6 

b7C 

b7E 


Sir, 

Can you read belo w and assist on letting us know whether the Bureau isl 


Thanks, 


From: I I 

Sent: 

To: 

Cc: 

Subject: 

Importance: High 

RECORD HQ 


Thursday, nrtnhsr ??. ?nnQ PM 


Can you look into this for| |and.let| [and me know what's going on before we respond to 
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DERIV^ FROM: G-3 FBI Ctassification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASlSIFICATION EXEMPT ION 1 
SECRET 


DERIVED FROiyi: G-ypBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
declassificatio n EXEMPTION 1 
SECRET 


DERIVED FROM: G-^ FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 ^ 


SECRET 


DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
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SECRET \ / 


DERIVED FROM^G-3 FBI Classification Guide G-3. dated 1/97, Foreiqn Counterintelliqence Investiqations 
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SECRET 7 \ 


DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreiqn Counterintelliqence Investiqations 


ON 1 








Here's the document we reviewed earlier, with the two small edits we discussed incorporated. I've 

sent it on to| but if you see anything that gives you heartburn, let me know and we can discuss 

and tweak as needed. 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 


This message may be protected by the deliberative process and/or attorney-client privileges. Please do not disseminate 
outside the FBI without the express permission of OGC and/or the sender. 


SENSITIVE BUT UNCLASSIFIED 
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r»j 






From: 




To: 

Subject: 


SECRET 

RECORE 


below is a draft intelligence bulletin on 


Let me know if it's accurate. 


I didn't think it relavant to the primary point of the bulletin, 

and it might slow down the approval of the bulletin. If you want it in 


I made a couple of sentence structure changes. 



]bl 
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b6 
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DEiSVeO FROJVlfMultiple Sources 
DECLASSfi^ON: 20331223 
SECRET 


naXEs- 10-03-2012 
CLASSIFIED BY €5179 DMH/SBS 
REaSON}: 1.4 fcS 
DECLASSIFY OHt 10-03-2037 


Mi. INFOBaiHION COHmiNED 
JESEIN IS tniCIASSlFIED EMCEPl 
®li£E. SBOwM OlHERWISE. 
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Sutyect: 


I IMPORTANT NEW AUTHORIES AVAILABLE 


Importance: 


RECORD 00 


|£) Current status o 



Thursday, February 19, 2009 3:59 PM 


Subject: 

Importance: 










started sharing tales of woe in trying to get this 'done themselves. When we finished laughing we advised that we already 
had the authorities in place so they should be riding our coattails pretty soon. Can't thank you guys enough for steeting 
us through the woods on this one. Will keep you posted; -O 
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Here is the relevent section from the complete email below; 
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Subject: 


Classification: UNCLASSIFIED//LES/FOUO 
ATTORNEY- CLIENT PRIVILEGED INFORMATION 








From: 

Sent: 
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Subject: 
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t OTD) (FBI) 

FW: WITT Information 
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Subject: WITTInformation 
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NON-RECORD 
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hsked me to forward these to you. 



wnr policy .wpd 
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D Od 
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Sent: 

To: 

Subject: 


Fririav .Cjpntpmhpr 9R ?nn» f;-4frPM 

URAnl 
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Good luck III pick the ball up when I return on Oct 6 
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CID DRAFT EC 
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I I has provide d a draft of his EC to All Offices re WITT e tc. The attached is a marked up copy of suggested 

edits. We should meet with i l as you deem appropriate to ensure that OTD provides 

CID with one response. Please review this closely and add your thoughts. Following your review, would you please 
schedule a time to meet and discuss with executives so we can establish OTDs singular policy position. 


wnr 

_6-ll-09 
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Subject: RE: NEW LEGISLATION 


UNCLASSIFIED 

NON-RECORD 



Here's the most recent version of the legislative proposal (as of last Fall). We are continuing to try to 
push this in connection with the that have been floating around in Congress and 

generally, but things have been a little quiet on that front as of late. I will let you know if there are any 
developments. 




Sent: 

To: 

Subject: 


' 29, 2010 8:29 AM 


NEW LEGISLATION 


UNCLASSIFIED 

NON-RECORD 


I I Can you ema il me on the new proposed leciislation language that you 
wrote addressing l it was 

to clarify existing authority, or establish new authority to provide clear 
and unambiguous standing authority for federal law enforcement 
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Everyone: 



CELL/OTD 



CELLSITE- 17996 





To: 

Cc: 


Subject: RE: Issues witi 


UNCLASSIFIED 

NON-RECORD 


We follow the guidance given by DOJ/OEO regarding the use of WITT equipment which states that: 



b7C 

Please let me know whether this answers your questions. I am more than willing to call you, if you would like to talk. b 7 E 
V/r, 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 



PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK PRODUCT. DO NOT DISSEMINATE 
WITHOUT OGC APPROVAL. 



Subject: 

Everyone: 
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Thank you for your attention regarding this matter. 
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Subject: 


SEeRg^ 

RECORD 333-WF-235579 


L iNrcKttiir}!-; i.i 

REIN IS UNCLAS;:a:Fi:' ri.FT-T 
ERE SHOSCl 3IHERftI5E 


Hey 


Not sure if vou saw this, but this is follow up to the material I sent vou a 1 .5 weeks ago regarding 


|The following isl 


concerns are very valid. 










ALL iKr:p:iL:: :r z':in^.::zz 

BEREIH IS Lu:L.-.SS,i:'!S.- 

DATE 10-OS-20J.2 S V ■ • ' - , ' , -J 



For your information. 


interesting comments from a 




UNCLASSIFIED 

NON-RECORD 

b3 

b5 

Please forward this to all appropriate personnel. b6 

b7C 

b7E 
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SLOVITER, Circuit Judge. 

The United States (“Government”) applied for a court 
order pursuant to a provision of the Stored Communications Act, 
18 U.S.C. § 2703(d), to compel an unnamed cell phone provider 
to produce a customer’s “historical cellular tower data,” also 
known as cell site location information or “CSLI.” App. at 64. 
The Magistrate Judge (“Ml”) denied the application. See In re 
Application of the United States for an Order Directing a 
Provider of Elec. Commc’n Serv. to Disclose Records to the 
Gov’t, 534 F. Supp. 2d 585, 616 (W.D. Pa. 2008) (hereafter 
“MJOp.”). In doing so, the MJ wrote an extensive opinion that 
rejected, the Government’s analysis of the statutory language, the 
legislative history, and the Government’s rationale for its 
request. On the Government’s appeal to the District Court, the 
Court recognized “the important and complex matters presented 
in this case,” but affirmed in a two page order without analysis. 
In re Application of the United States for an Order Directing a 
Provider of Elec.- Commc ’n Serv. to Disclose Records to the 
Gov’t, No. 07-524M, 2008 WL 4191511, at* 1 (W.D. Pa. Sept. 
10, 2008). The Government appeals. 

We have de novo review. See DIRECTV Inc. v. Seijas, 
508 F.3d 123, 125 (3d Cir. 2007). This appeal gives us our first 
opportunity to review whether a court can deny a Government 
application under 18 U.S.C. § 2703(d) after the Government has 
satisfied its burden of proof under that provision, a task that to 
our knowledge has not been performed by any other court of 
appeals.’ 


' Because the Government’s application was ex parte, there 
was no adverse party to review or oppose it. However, we received 
amici briefs in support of affirmance of the District Court from a 
group led by the Electronic Frontier Foundation and joined by the 
American Civil Liberties Union, the ACLU-Foundation of 
Pennsylvania, Inc., and the Center for Democracy and Technology 
(hereafter jointly referred to as “EFF”) and from Susan A. 
Freiwald, a law professor who teaches and writes in the area of 
cyberspace law and privacy law. Representatives on behalf of EFF 
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I. 

The growth of electronic communications has stimulated 
Congress to enact statutes that provide both access to 
information heretofore unavailable for law enforcement 
purposes and, at the same time, protect users of such 
communication services from intrusion that Congress deems 
unwarranted. The Stored Communications Act (“SCA”), was 
enacted in 1986 as Title II of the Electronic Communications 
Privacy Act of 1986 (“ECPA”), Pub. L. No. 99-508, 100 Stat. 
1848 (1986) (codified as amended at 18 tJ.S.C. §§ 2701-2711 
(2010)), which amended the Omnibus Crime Control and Safe 
Streets Act of 1968 (the “Wiretap Act”), Pub. L. No. 90-351, 82 
Stat. 197 (1968).^ In 1.994, Congress enacted the 
Communications Assistance for Law Enforcement Act 
(“CALEA”), Pub. L. No. 103-414, 108 Stat. 4279, 4292 (1994) 
(codified in relevant part at 18 U.S.C. § 2703 (2010)), in part to 
amend the SCA. 

The SCA is directed to disclosure of communication . 
information by providers of electronic communications 
(“providers”). Section 2703(a) covers the circumstances in 
which a governmental entity may require providers to disclose 
the contents of wire or electronic communications in electronic 
storage; section 2703(b) covers the circumstances in which a 
governmental entity may require providers to disclose the 
contents of wire or electronic communications held by a remote 
computing service. See 18 U.S.C. § 2703(a)-(b). Neither of 
those sections is at issue here. The Government does not here 
seek disclosure of the contents of wire or electronic 
communications. Instead, the Government seeks what is 


and Professor Freiwald participated in the proceedings below and 
at the oral argument before us. We are grateful to the amici for 
their interest in the issue and their participation in this matter. 

^ Title II of the ECPA was formally entitled “Stored Wire 
and Electronic Communications and Transactional Records 
Access.” Pub. L. No. 99-508, 100 Stat. 184-8 (1986). 
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referred to in the statute as “a record or other information 
pertaining to a subscriber to or customer of such service,” a term 
that expressly excludes the contents of communications. Id. § 
2703(c)(1). 

Section 2703 (c)(1) of the SC A provides: 

(c) Records concerning electronic 
communication service or remote computing 
service.— (1) A governmental entity may require a 
provider of electronic communication service or 
remote computing service to disclose a record or 
other information pertaining to a subscriber to or 
customer of such service (not including the 
contents of communications) only when the 
governmental entity- 

(A) obtains a warrant issued using the procedures 
described in the Federal Rules of Criminal 
Procedure (or, in the case of a State court, issued 
using State warrant procedures) by a court of 
competent jurisdiction; 

(B) obtains a court order for such disclosure under 
subsection (d) of this section; 

(C) has the consent of the subscriber or customer 
to such disclosure; 

(D) submits a formal written request relevant to a 
law enforcenaent investigation concerning 
telemarketing fraud for the name, address, and 
place of business of a subscriber or customer of 
such provider, which subscriber or customer is 
engaged in telemarketing (as such term is defined 
in section 2325 of this title); or 

(E) seeks information under paragraph (2). 

Id. The formal separation of these options in § 2703(c)(1) 
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evinces Congressional intent to separate the requirements for 
their application. Each option in § 2703(c)(1) is an 
independently authorized procedure. The only options relevant 
to the matter before us are § 2703(c)(1)(A) for obtaining a 
warrant and § 2703(c)(1)(B) for obtaining a court order under § 
2703(d). 

A third option covered by the statute provides for the 
governmental entity to use “an administrative subpoena 
authorized by a Federal or State statute or a Federal or State 
grand jury or trial subpoena . . . .” Id. § 2703(c)(2). The 
subpoena option covers more limited information - such as a 
customer’s name, address, and certain technical information^ - 


^ Subsection (2) of § 2703(c) provides: 

(2) A provider of electronic communication service 
or remote computing service shall disclose to a 
governmental entity the- 

(A) name; 

(B) address; 

(C) local and long distance telephone connection 
records, or records of session times and durations; 

(D) length of service (including start date) and types 
of service utilized; 

(E) telephone or instrument number or other 
subscriber number or identity, including any 
temporarily assigned network address; and 

(F) means and source of payment for such service 
(including any credit card or bank account number), 

of a subscriber to or customer of such service .... 
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as distinguished from that referred to in § 2703(c)(1) which 
' broadly covers “a record or other information pertaining to a 
subscriber or customer.” The Government may seek such 
information under any of these three options ex, parte, and no 
notice is required to a subscriber or customer. See id. § 
2703(c)(3). 

In submitting its request to the M J in this case, the 
Government did not obtain either a warrant under § 
2703(c)(1)(A), or a subpoena under § 2703(c)(2), nor did it 
secure the consent of the subscriber under § 2703(c)(1)(C). 
Instead it sought a court order as authorized by § 2703(c)(1)(B). 
The requirements for a court order are set forth in § 2703(d) as 
follows: 

(d) Requirements for court order.— A court order 
for disclosure under subsection (b) or (c) may be 
issued by any court that is a court of competent 
jurisdiction and shall issue only if the 
governmental entity offers specific and articulable 
facts showing that there are reasonable grounds to 
believe that the contents of a wire or electronic 
communication, or the records or other 
information, sought, are relevant and material to 
an ongoing criminal investigation. In the case of a 
State governmental authority, such a court order 
shall not issue if prohibited by the law of such 
State. A court issuing an order pursuant to this 
section, on a motion made promptly by the service 
provider, may quash or modify such order, if the 
information or records requested are unusually 
voluminous in nature or compliance with such 
order otherwise would cause an undue burden on 
such provider. 

Id. § 2703(d) (emphasis added). 


18 U.S.C. §'2703(c)(2). 
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As the Government notes in its reply brief, there is no 
dispute that historical CSLI is a “record or other information 
pertaining to a subscriber ... or customer,” and therefore falls 
within the scope of § 2703(c)(1). Instead, the dispute in this 
case concerns the standard for a § 2703(d) order. The 
Government states that the records at issue, which are kept by 
providers in the regular course of their business, include CSLI, 
i.e., the location of the antenna tower and, where applicable, 
which of the tower’s “faces” carried a given call at its beginning 
and end and, inter alia, the time and date of a call. 

The Government’s application, which is heavily redacted 
in the Appendix, seeks 

historical cellular tower data i.e. transactional 
records (including, without limitation, call 
■ initiation and termination to include sectors when 
available, call handoffs, call durations, 
registrations and connection records), to include 
cellular tower site information, maintained with 
respect to the cellular telephone number [of a 
subscriber or subscribers whose names are 
redacted]. 

App. at 64. The Government does not foreclose the possibility 
that in a future case it will argue that the SC A may be read to 
authorize disclosure of additional material. 

II. 


The MJ concluded, “as a matter of statutory 
interpretation, that nothing in the provisions of the electronic 
communications legislation authorizes it [i.e., the MJ] to order a 
[provider’s] covert disclosure of CSLI absent a showing of 
probable cause under Rule 41.” MJOp., 534 F. Supp. 2d at 610. 
Rule 41(d) of the Federal Rules of Criminal Procedure, referred 
to by the MJ, provides: 

(d) Obtaining a Warrant. 
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(1) In General. After receiving an affidavit or 
other information, a magistrate judge— or if 
authorized by Rule 41(b), a judge of a state court 
of record— must issue the warrant if there is 
probable cause to search for and seize a person or 
property or to install and use a tracking device. 

Fed. R. Crim. P. 41(d) (emphasis added). 

The Government argues that 18 U.S.C. § 2703(d) on its 
face requires only that it make a showing of “specific and 
articulable facts establishing reasonable grounds” that the 
information sought is “relevant and material to an ongoing 
criminal investigation.” It argues that it made such a showing in 
this case by the statement in its application that the requested cell 
phone records are relevant and material to an ongoing 
investigation into large-scale narcotics trafficking and various 
related violent crimes, that nothing more is required, and that the 
M J erred in holding that something more, in particular probable 
cause, is required before issuing the requested order. Thus, the 
counterpoised standards are “probable cause,” the standard for a 
Rule 41 warrant, and the “relevant and material” language in 18 
U.S.C. § 2703(d). 

We begin with the MJ’s opinion. We note, preliminarily, 
that the MJ’s opinion was joined by the other magistrate judges 
in that district. This is unique in the author’s experience of more 
than three decades on this court and demonstrates the impressive 
level of support Magistrate Judge Lenihan’s opinion has among 
her colleagues who, after all, routinely issue warrants 
authorizing searches and production of documents. 

One of the principal bases for the MJ’s conclusion that 
the Government must show probable cause for a § 2703(d) order 
was her explanation that probable cause is the standard which 
the Government has long been required to meet in order to 
, obtain court approval for the installation and use by law 
enforcement agents of a device enabling the Government to 
record, or “track,” movement of a person or thing. See MJOp., 
534 F. Supp. 2d at 613-14. The MJ also held that a cell phone is 
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a “tracking device” under 18 U.S.C. § 31 17, and that the 
Government cannot obtain information from a “tracking device” 
under § 2703(d). See id. at 601-02. A statute, incorporated by 
reference in § 2711(1) of the.SCA, defines a “tracking device” 
as “an electronic or mechanical device which permits the 
tracking of the movement of a person or object.” 1.8 U.S.C. § 
3117(b).' 

Section 2703(c) applies only to “provider[s] of electronic 
communication service[s].” 18 U.S.C. § 2703(c)(1). An 
“electronic communication service” is defined as “any service 
which provides to users thereof the ability to send or receive 
wire or electronic communications.” Id. § 2510(15).^ The 


' We note that the Senate Report on the ECPA, which 
encompasses the SCA, defines “electronic tracking devices” as 
follows: 

These are one-way radio communication devices that emit 
a signal on a specific radio frequency. This signal can be 
received by special tracking equipment, and allows the user 
to trace the geographical location of the transponder. Such 
“homing” devices are used by law enforcement personnel to 
keep track of the physical whereabouts of the sending unit, 
which might be placed in an automobile, on a person, or in 
some other item. 

S. Rep. No. 99-541, at 10 (1986), reprinted in 1986 U.S.C.G.A.N. 
3555,3564. 

^ “‘[W]ire communication’ means any aural transfer made 
in whole or in part through the use of facilities for the transmission 
of communications by the aid of wire, cable, or other like 
connection between the point of origin and the point of reception 
(including the use of such connection in a switching station) 
furnished or operated by any person engaged in providing or 
operating such facilities-forthe transmission of interstate or foreign 
communications or communications affecting interstate or foreign 
commerce . . . .” 18 U.S.C. § 2510(1). 
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definition of “electronic communication” found in § 2510(12) 
excludes the communications from a “tracking device.” See id. 

§ 2510(12) (“‘[EJlectronic communication’ . . . does not include 
. . . any communication from a tracking device . . . .”). The MJ 
held that CSLI that allows the Government to follow where a 
subscriber was over a period of time is information from a 
tracking device deriving from an electronic communications 
service, and that therefore the Government cannot obtain that 
information through a § 2703(d) order. See MJOp., 534 F. Supp. 
2d at 589, 601 . If CSLI could be characterized as information 
from a tracking device, and a tracking device is not covered by 
the SCA, this would be a relatively straightforward case because 
the Government, when seeking judicial permission to install or 
use a tracking device, must ordinarily obtain a warrant. See Fed. 
R. Crim. P. 41. 

The Government vigorously objects to treating CSLI from 
cell phone calls as information from a tracking device. It 


“‘[EJlectronic communication’ means any transfer of signs, 
signals, writing, images, sounds, data, or intelligence of any nature 
transmitted in whole or in part by a wire, radio, electromagnetic, 
photoelectronic or photooptical system that affects interstate or 
foreign commerce, but does not include — 

(A) any wire or oral communication; 

(B) any communication made through a tone-only 
paging device; 

(C) any communication from a tracking device (as 
defined in section 31 17 of this title); or 

(D) electronic funds transfer information stored by a 
financial institution in a communications system 
used for the electronic storage and transfer of funds 


Id. § 2510(12). 
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explains that cellular calls are wire communications, that 
tracking devices are excluded from the definition of electronic 
communications but not from the definition of wire 
communications, and that, in any event, it hasn’t sought records 
from a tracking device in this case. 

Section 2510(1) defines “wire communication” as “any 
aural transfer made in whole or in part through the use of 
facilities for the transmission of communications by the aid of 
wire, cable, or other like connection between the point of origin 
and the point of reception (including the use of such connection 
in a switching station) . . . 18 U.S.C. § 2510(1). The CSLI 

requested by the Government consists of records of information 
collected by cell towers when a subscriber makes a cellular 
phone call. That historical record is derived from a “wire 
communication” and does not itself comprise a separate 
“electronic communication.” Thus, even if the record of a cell 
phone call does indicate generally where a cell phone was used 
when a call was made, so that the resulting CSLI was 
information from a tracking device, that is irrelevant here 
because the CSLI derives from a “wire communication” and not 
an “electronic communication.” See id. § 2703(c) (providing 
that the Government may require “a provider of electronic 
communication service” to disclose records); id. § 2510(15) 
(defining “electronic communication service” to include 
providers of “wire or electronic communications”) (emphasis 
added).® 


® We acknowledge that numerous magistrate judges and 
district courts in other jurisdictions have addressed various issues 
regarding whether the Government can obtain prospective CSLI 
through the authorization found in § 2703(d) alone or in 
combination with the pen register and trap and trace statutes (the 
“hybrid” theory), and/or whether the Government can obtain 
historical CSLI through a § 2703(d) order. See, e.g., MJOp., 534 
F. Supp. 2d at 599-600 (discussing “hybrid” theory and citing 
cases). Some of those cases hold that the government cannot 
obtain prospective, i.e., realtime, CSLI through the “hybrid” theory. 
See, e.g., In re Application of the United States for an Order: (1) 
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As with other issues under the SCA, the issue of the 


Authorizing the Installation & Use of a Pen Register & Trap & 
Trace Device; (2) Authorizing the Release of Subscriber & Other 
Info.; & (3) Authorizing the Disclosure of Location-Based Servs., 
Nos. l:06-MC-6,-7, 2006 WL 1876847, at *1 (N.D. Ind. July 5, 
2006); In re Application for Pen Register & Trap/Trace Device 
with Cell Site Location Auth., 396 T . Supp. 2d 747,765 (S.D. Tex. 
2005); In re Application of the United States for an Order (1) 
Authorizing the Use of a Pen Register & a Trap & Trace Device & 
(2) Authorizing Release of Subscriber Info. &/or Cell Site Info., 
396 F, Supp. 2d 294, 327 (E.D.N.Y. 2005). Others cases hold that 
the Government may obtain prospective cell site location 
information through the “hybrid” theory. See, e.g.. In re 
Application of the United States for an Order for Prospective Cell 
Site Location Info, on a Certain Cellular Tel., 460 F. Supp. 2d 448, 
461 (S.D.N.Y. 2006); In re Application of the United States for an 
Order for Disclosure of Telecomm. Records & Authorizing the Use 
of a Pen Register & Trap & Trace, 405 F. Supp. 2d 435, 449 
(S.D.N.Y. 2005). Most relevant here, at least two cases expressly 
hold that historical CSLI can be obtained through a § 2703(d) 
order. See In re Application of the United States for an Order: (1 ) 
Authorizing the Installation & Use of a Pen Register & Trap & 
Trace Device, & (2) Authorizing Release of Subscriber & Other 
Info., 622 F. Supp. 2d 411, 418 (S.D. Tex. 2007); In re 
Applications of the United States for Orders Pursuant to Title 18, 
U.S.C. § 2703(d), 509 F. Supp. 2d 76, 82 (D. Mass. 2007). 
Additionally, judges in at least two cases. In re Applications, 509 
F. Supp. 2d at 8i n.l 1, and In re Application of the United States 
for an Order for Disclosure of Telecommunications Records & 
Authorizing the Use of a Pen Register & Trap & Trace, 405 F. 
Supp. 2d 435, 449 (S.D.N.Y. 2005), have specifically held that cell 
phones are not tracking devices under 18 U.S.C. § 3117. In 
contrast. Judge McMahon of the Southern District of New York 
held that CSLI is information from a tracking device under § 3 1 17 
and is therefore excluded from § 2703(c). See In re Application of 
the United States for an Order Authorizing the Use of a Pen 
Register with Caller Identification Device Cell Site Location Auth. 
on a Cellular Tel, 2009 WL 159187, at *6-7 (S.D.N.Y. Jan. 13, 
2009). 
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standard by which the Government may obtain CSLI is not 
easily avoided. The MJ held that even if the CSLI here is 
included within the scope of § 2703(c)(1), the Government must 
show probable cause because a cell phone acts like a tracking 
device. The MJ’s holding that probable cause was the correct 
standard appeared to be influenced by her belief that CSLI, and 
cell phone location information generally, make a cell phone act 
like a tracking device in that the CSLI discloses 
movement/location information. See MJOp., 534 E. Supp. 2d at 
609 (“In the case of movement/location information derived 
from an electronic device, the traditionally-applied legal 
standard has been a showing of probable cause; and nothing in 
the text, structure, purpose or legislative history of the SCA 
dictates a departure from that background standard as to either 
historic. or prospective CSLI.”). 

In response, the Government notes that the historical 
CSLI that it sought in this case does not provide information 
about the location of the caller closer than several hundred feet. 
However, much more precise location information is available 
when global positioning system (“GPS”) technology is installed 
in a cell phone. A GPS is a widely used device installed in 
automobiles to provide drivers with information about their 
whereabouts. The Government argues that it did not seek GPS 
information in this case. 

Nonetheless, the Government does not argue that it 
cannot or will not request information from a GPS device 
through a § 2703(d) order. In fact, a publication of the 
Computer Crime and Intellectual Property Section of the U.S. 
Department of Justice contains a “Sample 18 U.S.C. § 2703(d) 
Application and Order” seeking “[a]ll records and other 
information relating to the account(s) and [the relevant] time 
period” including “telephone records, . . . caller identification 
records, cellular site and sector information, GPS data” and 
other information. U.S. Department of Justice, Computer Crime 
and Intellectual Property Section, Criminal Division, Searching 
and Seizing Computers and Obtaining Electronic Evidence in 
Criminal Investigations, 222 (3d ed. 2009) (emphasis added), 
available at 
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http://www.cybercrime.gov/ssmanual/ssmanual2009.pdf (last 
visited Aug. 3, 2010). 

We take no position whether a request for GPS data is 
appropriate under a § 2703(d) order. However, a § 2703(d) 
order requiring production of CSLI or GPS data could elicit 
location information. For example, historical CSLI could 
provide information tending to show that the cell phone user is 
generally at home from 7 p.m. until 7 a.m. the next morning 
(because the user regularly made telephone calls from that 
number during that time period). With that information, the 
Government may argue in a future case that a jury can infer that 
the cell phone user was at home at the time and date in question. 

Amicus EFF points to the testimony of FBI Agent 
William B. Shute during a trial in the Eastern District of 
Pennsylvania in which he analyzed cell location records - 
seemingly the records of the towers used during calls - and 
concluded that it was “highly possible that [a cell phone user] 
was at her home,” EFF App. at 20, and at another time that the 
user was “in the vicinity of her home,” id. at 21 . Later, Agent 
Shute testified that the cell phone records revealed a genuine 
probability that the individual was in another person’s home. Id. 
at 25. Agent Shute also testified that at one point the phone was 
in an “overlap area” of less than eight blocks. Id. at 27-28. 
Moreover, Agent Shute said that he could track the direction that 
the individual was traveling based on when the individual 
switched from one tower to another. Id. at 21-22. According to 
Agent Shute, he has given similar testimony in the past. In other 
words, the Government has asserted in other cases thafa jury 
should rely on the accuracy of the cell tower records to infer that 
an individual, or at least her cell phone, was at home. 

The Government counters that Agent Shute 
acknowledged that historical cell site information provides only 
a rough indication of a user’s location at the time a call was 
made or received. The Government correctly notes that Agent 
Shute did not state that the cell-site information “is reliable 
evidence” that the suspect was at home, as EFF asserts. EFF Br. 
at 15. Agent Shute only stated that it is “highly possible” that 
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the user was at home or in the vicinity. 

This dispute may seem to be a digression, but it is not 
irrelevant. The MJ proceeded from the premise that CSLI can 
track a cell phone user to his or her location, leading the MJ to 
conclude that CSLI could encroach upon what the MJ believed 
were citizens’ reasonable expectations of privacy regarding their 
physical movements and locations. The MJ regarded location 
information as “extraordinarily personal and potentially 
sensitive.” MJOp., 534 F. Supp. 2d at 586. We seC no need to 
decide that issue in this case without a factual record on which to 
ground the analysis. Instead, we merely consider whether there 
was any basis for the MJ’s underlying premises. 

For that purpose, we refer to two opinions of the Supreme 
Court, both involving criminal cases not directly applicable here, 
but which shed some light on the parameters of privacy 
expectations. In United States v. Knotts, 460 U.S. 276 (1983), 
the Supreme Court held that the warrantless installation of an 
electronic tracking beeper/radio transmitter inside a drum of 
chemicals sold to illegal drug manufacturers, and used to follow 
their movements on public highways, implicated no Fourth 
Amendment concerns, as the drug manufacturers had no 
reasonable expectation of privacy while they and their vehicles 
were in plain view on public highways. The following year, in 
United States v. Karo, 468 U.S. 705 (1984), the Court held that 
where a beeper placed inside a chemical drum was then used to 
ascertain the drum’s presence within a residence, the search was 
unreasonable absent a warrant supported by probable cause. 

More specifically, the Court stated that the “case . . . present[ed] 
the question whether the monitoring of a beeper in a private 
residence, a location not open to visual surveillance, violates the 
Fourth Amendment rights of those who have a justifiable interest 
in the privacy of the residence.” Karo, 468 U.S. at 714. The 
Karo Court distinguished-ifwoto: 

[MJonitoring of an electronic device such as a 
beeper is, of course, less intrusive than a full-scale 
search, but it does reveal a critical fact about the 
interior of the premises that the Government is 
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extremely interested in knowing and that it could 
not have otherwise obtained without a warrant. 

The case is thus not like Knotts, for there the 
beeper told the authorities nothing about the 
interior of Knotts’ cabin .... here, as we have 
said, the monitoring indicated that the beeper was 
inside the house, a fact that could not have been 
visually verified. 

Mat 715. 

We cannot reject the hypothesis that CSLI may, under 
certain circumstances, be used to approximate the past location 
of a person. If it can be used to allow the inference of present, 
or even future, location, in this respect CSLI may resemble a 
tracking device which provides information as to the actual 
whereabouts of the subject. The Knotts/Karo opinions make 
clear that the privacy interests at issue are confined to the 
interior of the home. There is no evidence in this record that 
historical CSLI, even when focused on cell phones that are 
equipped with GPS, extends to that realm. We therefore cannot 
accept the Mi’s conclusion that CSLI by definition should be 
considered information from a tracking device that, for that 
reason, requires probable cause for its production. 

In sum, we hold that CSLI from cell phone calls is 
obtainable under a § 2703(d) order and that such an order does 
not require the traditional probable cause determination. Instead, 
the standard is governed by the text of § 2703(d), i.e., “specific 
and articulable facts showing that there are reasonable grounds 
to believe that the contents of a wire or electronic 
communication, or the records or other information sought, are 
relevant and material to an ongoing criminal investigation.” 1 8 
U.S.C. § 2703(d). The MJ erred in allowing her impressions of 
the general expectation of privacy of citizens to transform that 
standard into anything else. We also conclude that this standard 
is a lesser one than probable cause, a conclusion that, as 
discussed below, is supported by the legislative history. 
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III. 

On different occasions in the MJ’s opinion, the MJ 
referred to her understanding that the “relevant legislative 
history indicates that Congress did not intend its electronic 
communications legislation to be read to require, on its authority, 
disclosure of an individual’s location information . . . MJOp., 
534 F. Supp. 2d at 610. We also have reviewed the legislative 
history of the SCA and find no support for this conclusion. 

The legislative history of the ECPA begins in 1985 with 
the introduction by Representative Kastenmeier of H.R. 3378. 
See 131 Cong. Rec. 24,397 (1985) (statement of Rep. Robert W. 
Kastenmeier). At the hearings on H.R. 3378, Senator Leahy 
explained that “the bill provides that law enforcement agencies 
must obtain a court order based on a reasonable suspicion 
standard before . . . being permitted access to records of an 
electronic communication system which concern specific 
communications.” Electronic Communications Privacy Act: 
Hearings on H.R. 3378 Before the Subcomm. on Courts, Civil 
Liberties, and the Admin, of Justice of the H. Comm, on the 
Judiciary, 99th Cong. 7 (1985) (statement of Sen. Patrick 
Leahy). H.R. 3378 was not enacted. 

The statute that was enacted the following year, the 
ECPA, was designed “to protect against the unauthorized 
interception of electronic communications. The bill amends the 
1968 law [the Wiretap Act,] to update and clarify Federal 
privacy protections and standards in light of dramatic changes in 
new computer and telecommunications technologies.” S. Rep. 
No. 99-541, at 1 (1986). The Senate Report states that Title II of 
the ECPA, the SCA, “addresses access to stored wire and 
electronic communications and transactional records. It is 
modeled after [legislation that] protects privacy interests in 
personal and proprietary information, while protecting the 
Government’s legitimate law enforcement needs.” Id. at 3; see 
also 132 Cong. Rec. 27,633 (1986) (statement of Sen. Leahy that 
the ECPA “provides standards by which law enforcement 
agencies may obtain access to . . . the records of an electronic 
communications system.”). During House consideration and 
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passage of the ECPA, Representative Moorhead explained that 
“the legislation establishes clear rules for Government access to 
new forms of electronic communications as well as the 
transactional records regarding such communications [and] . . . 
removes cumbersome procedures from current law that will 
facilitate the interests of Federal law enforcement officials.” 132 
Cong. Rec. 14,887 (1986) (statement of Rep. Carlos J. 
Moorhead). 

Eight years later, in 1994, Congress amended the statute 
to keep pace with technological changes through CALEA, which 
altered the standard in 18 U.S.C. § 2703 to its current state. Pub. 
L. No. 103-414, 108 Stat. 4922 (1994). In Senate Report No. 
103-402, which accompanied the CALEA legislation, it noted 
that the bill “also expands privacy and security protection for 
telephone and computer communications. The protections of the 
[ECPA] are extended to cordless phones and certain data 
communications transmitted by radio.” S. Rep. No. 103-402, at 
10 (1994). 

The legislative history strongly supports the conclusion 
that the present standard in § 2703(d) is an “intermediate” one. 
For example. Senate Report No. 103-402 states that 
§ 2703(d) 

imposes an intermediate standard to protect on-line 
transactional records. It is a standard higher than a 
subpoena, but not a probable-cause warrant. The 
intent of raising the standard for access to 
transactional data is to guard against “fishing 
expeditions” by law enforcement. Under the 
intermediate standard, the court must find, based 
on law enforcement’s showing of facts, that there 
are specific and articulable grounds to believe that 
the records are relevant and material to an ongoing 
criminal investigation. 

Id. at 31; .see also H'.R. Rep. No. 103-827, pt. 1, at 31 (1994) 
(noting same), reprinted in 1994 U.S.C.C.A.N. 3489, 3511. We 
are aware of no conflicting legislative history on the matter, and 
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we will accept the intermediate standard as applicable to all 
attempts to obtain transaction records under § 2703(d). 

, In its- interpretation of the standard to be applied to § 
2703(d) orders, the MJ referred to the testimony of then-FBI 
Director Louis Freeh supporting the passage of CALEA. See 
MJOp., 534 F. Supp. 2d at 596-97 (citing Digital Telephony and 
Law Enforcement Access to Advanced Telecommunications 
Technologies and Services: Joint Hearings on H.R. 4922 and S. 
2375 Before the Subcomm. on Technology and the Law of the S. 
Comm, on the Judiciary and the Subcomm. on Civil and 
Constitutional Rights of the-H. Comm, on the Judiciary, 103d 
Cong. 2, 22-23, 27-29 (1994) (statement of Louis J. Freeh, 
Director, Federal Bureau of Investigation) (“Freeh Testimony”)). 
The MJ described Director Freeh’s testimony as follows: 

Freeh addressed Congress’ concern that with 
advances in cell phone technology, law 
enforcement could Obtain-by CSLI-information of 
an individual’s physical movement previously 
obtainable only through visual surveillance or the 
covert installation of a radio-wave transmitter. 

During the course of his testimony. Director Freeh 
reassured Congress that law enforcement was not 
attempting to obtain via the 1994 enactments, or to 
otherwise alter the standards applicable to, 
movement/location information. 

Id. at 596. 

Director Freeh’s testimony, referred to by the MJ, does 
not provide support for the MJ’s conclusion that a warrant is 
required to obtain CSLI. Director Freeh’s testimony regarding 
allegations of “tracking” persons focused on the Government’s 
ability to obtain information through a pen register or trap and 
trace device, which is governed by a different, and lower, 
standard than that applicable to a § 2703(d) order. See Freeh 
Testimony at 33. To obtain information from pen register and 
trap and trace devices, the Government need only certify “that 
the information likely to be obtained by such installation and use 
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is relevant to an ongoing criminal investigation.” 18 U.S.C. § 
3123(a)(1). In contrast, .§ 2703(d) requires “specific and 
articulable facts,” “reasonable grounds to believe,” and 
“materiality]” to an ongoing criminal investigation, a higher 
standard. Id. § 2703(d). Thus, the protections that Congress 
adopted for CSLI in 47 U.S.C. § 1002(a)(2)’ have no apparent 
relevance to § 2703(d), and the legislative history does not show 
that Congress intended to exclude CSLI or other location 
information from § 2703(d). Although the language of § 

2703(d) creates a higher standard than that required by the pen 
register and trap and trace statutes, the legislative history 
provides ample support for the proposition that the standard is an 
intermediate one that is less stringent than probable cause. 

IV. 


Because we conclude that the SCA does not contain any 
language that requires the Government to show probable cause 
as a predicate for a court order under § 2703(d) and because we 
are satisfied that the legislative history does not compel such a 
result, we are unable to affirm the Mi’s order on the basis set 
forth in the MJ’s decision. The Government argues that if it 
presents a magistrate court with “specific and articulable facts 
showing that there are reasonable grounds to believe that the 
contents of a wire or electronic communication, or the records or 
other information sought, are relevant and material to an ongoing 
criminal investigation,” 18 U.S.C. § 2703(d), the magistrate 
judge must provide the order and cannot demand an additional 
showing. The EFF disagrees, and argues that the requirements 
of § 2703(d) merely provide a floor - the minimum .showing 
required of the Government to obtain the information - and that 


’ See 47 U.S.C. § 1002(a)(2)(B) (“with regard to 
information acquired solely pursuant to the authority for pen 
registers and trap and trace devices” a telecommunications carrier 
need not allow the government access to “call-identifying 
information . . . that may disclose the physical location of the 
subscriber (except to the extent that the location maybe determined 
from the telephone number) . . . .”). 
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magistrate judges do have discretion to require warrants. 

We begin with the text. Section § 2703(d) states that a 
“court order for disclosure under subsection (b) or (c) may be 
issued by any court that is a court of competent jurisdiction and 
shall issue only if the intermediate standard is met. 18 U.S.C. § 
2703(d) (emphasis added). We focus first on the language that 
an order “may be issued” if the appropriate standard is met. This 
is the language of permission, rather than mandate. If Congress 
wished that courts “shall,” rather than “may,” issue § 2703(d) 
orders whenever the intermediate standard is met. Congress 
could easily have said so. At the very least, the use of “may 
issue” strongly implies court discretion, an implication bolstered 
by the subsequent use of the phrase “only if’ in the same 
sentence. 

The EFF argues that the statutory language that an order 
can be issued “only if’ the showing of articulable facts is made 
indicates that such a showing is necessary, but not automatically 
sufficient. EFF Br. at 4. If issuance of the order were not 
discretionary, the EFF asserts, the word “only” would be 
superfluous. Id. at 5. The EFF compares the use of the words 
“only if’ with the clearly mandatory language of the pen. register 
statute, 18 U.S.C. § 3123(a)(1), which states that a court “shall” 
enter an ex parte order “if’ the court finds that information 
relevant to an ongoing criminal investigation would be found. In 
other words, the difference between “shall ... if ’ (for a pen 
register) and “shall . . . only if’ (for an order under § 2703(d)) is 
dispositive. 

We addressed the effect of the statutory language “only . . 

. if’ in the Anti-Head Tax Act, which provides that a “State or 
political subdivision of a State may levy or collect a tax on or 
related to a flight of a commercial aircraft or an activity or 
service on the aircraft only if the aircraft takes off or lands in the 
State or political subdivision as part of the flight.” 49 U.S.C. § 
401 16(c) (emphasis added), la. Township of Tinicum v. United 
States Department of Transportation, 582 F.3d 482 (3d Cir. 
2009), we stated that the “phrase ‘only if describe[d] a 
necessary condition, not a sufficient condition,” id. at 488 (citing 
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California v. HodariD., 499 U.S. 621, 627-28 (1991) 

(explaining that “only if’ describes “a necessary, but not a 
sufficient, condition”)), and that while a “necessary condition 
describes a prerequisite [,]” id.,, a “sufficient condition is a 
guarantee[,]” id. at 489. Adopting the example of the baseball 
playoffs and World Series, we noted that while “a team may win 
the World Series only if it makes the playoffs ... a team’s 
meeting the necessary condition of making the playoffs does not 
guarantee that the team will win the World Series.” Id. at 488. 

In contrast, “winning the division is a sufficient condition for 
making the playoffs because a team that wins the division is 
ensured a spot in the playoffs . . . [and thus] a team makes the 
playoffs if it wins its division.” Id. at 489. The EFF’s argument, 
essentially, is that our analysis of the words “only if’ in § 

2703(d) should mirror that in Tinicum. 

This is a powerful argument to which the Government 
does not persuasively respond. Under the EFF’s reading of the 
statutory language, § 2703(c) creates a “sliding scale” by which 
a magistrate judge can, at his or her discretion, require the 
Government to obtain a warrant or an order. EFF Br. at 6. As 
the EFF argues, if magistrate judges were required to provide 
orders under § 2703(d), then the Government would never be 
required to make the higher showing required to obtain a warrant 
under § 2703(c)(1)(A). See id. 

The Government’s, only retort to the argument that it 
would never need to get a warrant under § 2703(c)(1)(A) if it 
could always get CSLI pursuant to an order under § 2703(d) is 
that the warrant reference in § 2703(c)(1)(A) is “alive and well” 
because a prosecutor can “at his or her option . . . employ a 
single form of compulsory process (a warrant), rather than 
issuing a warrant for content and a separate subpoena or court 
order for the associated non-content records.” Appellant’s Reply 
Br. at 14. In other words, the Government asserts that obtaining 
a warrant to get CSLI is a purely discretionary decision to be 
made by it, and one that it would make only if a warrant were, in 
the Government’s view, constitutionally required. We believe it 
trivializes the statutory options to read the § 2703(c)(1)(A) 
option as included so that the Government may proceed on one 
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paper rather than two. 

In response to the EFF’s statutory argument, the 
Government argues that the “shall issue” language is the 
language of mandate. It also asserts that without the word 
“only”, the sentence would read that an order “may be issued by 
[a] court . . . and shall issue if the government” makes the correct 
showing. Appellant’s Reply Br. at 12. The difficulty with the 
Government’s argument is that the statute does contain the word 
“only” and neither we nor the Government is free to rewrite it. 

The Government argues that when the statutory scheme is 
read as a whole, it supports a finding that a magistrate judge 
does not have “arbitrary” discretion to require a warrant. We 
agree that a magistrate judge does not have arbitrary discretion. 
Indeed, no judge in the federal courts has arbitrary discretion to 
issue an order. Orders of a magistrate judge must be supported 
by reasons that are consistent with the standard applicable under 
the statute at issue. Nonetheless, we are concerned with the 
breadth of the Government’s interpretation of the statute that 
could give the Government the virtually unreviewable authority 
to demand a § 2703(d) order on nothing more than its 
assertion. Nothing in the legislative history suggests that this 
was a result Congress contemplated.* 

Because the MJ declined to issue a § 2703(d) order on 
legal grounds without developing a factual record, she never 
performed the analysis whether the Government’s affidavit even 
met the standard, set forth in § 2703(d). The Government’s 
position would preclude magistrate judges from inquiring into 
the typps of information that would actually be disclosed by a 


* We are puzzled by the Government’s position. If, as it 
suggests, the Government needs the CSLI as part of its 
investigation into a large scale narcotics operation, it is unlikely 
that it would be unable to secure a warrant by disclosing additional 
supporting facts. In our experience, magistrate judges have not 
been overly demanding in providing warrants as long as the 
Government is not intruding beyond constitutional boundaries. 
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cell phone provider in response to the Government’s request, or 
from making a judgment about the possibility that such 
disclosure would implicate the Fourth Amendment, as it could if 
it would disclose location information about the interior of a 
home. 


The Government argues that no CSLI can implicate 
constitutional protections because the subscriber has shared its 
information with a third party, i.e., the communications provider. 
For support, the Government cites United States v. Miller, 425 
U.S. 435 (1976), in which the Supreme Court found that an 
individual’s bank records were not protected by the Constitution 
because “all of the records [which are required to be kept 
pursuant to the Bank Secrecy Act,.] pertain to transactions to 
which the bank was itself a party,” id. at 441 (internal quotation 
and citation omitted), and “[a]ll of the documents obtained, 
including financial statements and deposit slips, contain only 
information voluntarily conveyed to the banks and exposed to 
their employees in the ordinary course of business,” id. at 442. 

The Government also cites Smith v. Maryland, 442 U.S. 
735 (1979), in which the Supreme Court held that citizens have 
no reasonable expectation of privacy in dialed phone numbers 
because “a person has no legitimate expectation of privacy in 
information he voluntarily turns over to third parties,” id., at 744, 
and a phone call “voluntarily convey[s] numerical information to 
the telephone company and ‘expose[s]’ that information to its 
equipment in the ordinary course of business,” id. at 744. The 
Court reasoned that individuals “assume[] the risk that the 
company w[ill] reveal to police the numbers . . . dialed . . . [and 
the] switching equipment that processed those numbers is merely 
the modem counterpart of the operator who, in an earlier day, 
personally completed calls for the subscriber.” Id. 

A cell phone customer has not “voluntarily” shared his 
location information with a cellular provider in any meaningful 
way. As the EFF notes, it is unlikely that cell phone customers 
are aware that their cell phone providers collect and store 
historical location information. Therefore, “[w]hen a cell phone 
user makes a call, the only information that is voluntarily and 
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knowingly conveyed to the phone company is the number that is 
dialed and there is no indication to the user that making that call 
will also locate the caller; when a cell phone user receives a call, 
he hasn’t voluntarily exposed anything at all.” EFF Br. at 21. 

The EFF has called to our attention an FCC order 
requiring cell phone carriers to have, by 2012, the ability to 
locate phones within 100 meters of 67% of calls and 300 meters 
for 95% of calls for “network based” calls, and to be able to 
locate phones within 50 meters of 67% of calls and 150 meters 
of 95% of calls for “hand-set” based calls. EFF Br. at 12 n.5 
(citing 47 C.F.R. § 20.18(h)(l)(2008)). The record does not 
demonstrate whether this can be accomplished with present 
technology, and we cannot predict the capabilities of future 
technology. See Kyllo v. United States, 533 U.S. 27, 36 (2001) 
(“While the technology used in the present case was relatively 
crude, the rule we adopt must take account of more sophisticated 
systems that are already in use or in development.”); see also id. 
(“the novel proposition that inference insulates a search is 
blatantly contrary to [Karo}, where the police ‘inferred’ from the 
activation of a beeper that a certain can of ether was in the 
home.”). 

Although CSLI differs from information received from a 
beeper, which the Supreme Court held in Karo required a 
warrant before disclosure of information from a private home, 
the remarks of the Supreme Court in Karo are useful to 
contemplate, particularly in connection with the Government’s 
extreme position. The Supreme Court stated: 

We cannot accept the Government’s contention 
that it should be completely free from the 
constraints of the Fourth Amendment to determine 
by means of an electronic device, without a 
warrant and without probable cause or reasonable 
suspicion, whether a particular article-or a person, 
for that matter-is in an individual’s home at a 
particular time. Indiscriminate monitoring of 
property that has been withdrawn from public view 
would present far too serious a threat to privacy 

■ 26 


CEL 


i /OTD 


Oi 3Z4Z 


CELLSITE- 18085 


Case: 08-4227 Document: 003110274461 Page: 27 Date Filed: 09/07/2010 


interests in the home to escape entirely some sort 
of Fourth Amendment oversight. 

468 U.S. at 716. 

The Government is also not free from the warrant 
requirement merely because it is investigating criminal activity. 
A similar argument was rejected in Karo where the Court stated: 

We also reject the Government’s contention that it 
should be able to monitor beepers in private 
residences without a warrant if there is the 
requisite justification in the facts for believing that 
a crime is being or will be committed and that 
monitoring the beeper wherever it goes is likely to 
produce evidence of criminal activity. Warrantless 
searches are presumptively unreasonable, though 
the Court has recognized a few limited exceptions 
to this general rule. See, e.g.. United States v. 

Ross, 456 U.S. 798, 102 S. Ct. 2157, 72 L. Ed. 2d 
572 (1982) (automobiles); Schneckloth v. 

Bustamonte, 412 U.S. 218, 93 S. Ct. 2041, 36 L. 

■ Ed. 2d 854 (1973) (consent); Warden v. Hayden, 

387 U.S. 294, 87 S. Ct. 1642, 18 L. Ed. 2d 782 
.(1967) (exigent circumstances). The 
Government’s contention that warrantless beeper 
searches should be deemed reasonable is based 
upon its deprecation of the benefits and 
exaggeration of the difficulties associated with 
procurement of a warrant. The Government argues 
that the traditional justifications for the warrant 
requirement are inapplicable in beeper cases, but to 
a large extent that argument is based upon the 
contention, rejected above, that the beeper 
constitutes only a minuscule intrusion on protected 
privacy interests. The primary reason for the 
warrant requirement 'is to interpose a “neutral and 
detached magistrate” between the citizen and “the 
officer engaged in the often competitive enterprise 
of ferreting out crime.” Johnson v. United States, 
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333 U.S. 10, 14, 68 S. Ct. 367, 369, 92 L. Ed. 436 
(1948). Those suspected of drug offenses are no 
less entitled to that protection than those suspected 
of nondrug offenses. Requiring a warrant will 
have the salutary effect of ensuring that use of 
beepers is not abused, by imposing upon agents the 
requirement that they demonstrate in advance their 
justification for the desired search. 

Id. at 717. 

Similar reasoning lay behind the MJ’s refusal to grant a § 
2703(d) order. In the issue before us, which is whether the MJ 
may require a warrant with its underlying probable cause 
standard before issuing a § 2703(d) order, we are stymied by the 
failure of Congress to make its intention clear. A review of the 
statutory language suggests that the Government can proceed to 
obtain records pertaining to a subscriber by several routes, one 
being a warrant with its underlying requirement of probable 
cause, and the second being an order under § 2703(d). There is 
an inherent contradiction in the statute or at least an underlying 
omission. A warrant requires probable cause, but there is no 
such explicit requirement for securing a § 2703(d) order. We 
respectfully suggest that if Congress intended to circumscribe 
the, discretion it gave to magistrates under § 2703(d) then 
Congress, as the representative of the people, would have so 
provided. Congress would, of course, be aware that such a 
statute mandating the issuance of a § 2703(d) order without 
requiring probable cause and based only on the Government’s 
word may evoke protests by cell phone users concerned about 
their privacy. The considerations for and against such a 
requirement would be for Congress to balance. A court is not 
the appropriate forum for such balancing, and we decline to take 
a step as to which Congress is silent. 

Because the statute as presently written gives the MJ the 
option to require a warrant showing probable cause, we are 
unwilling to remove that option although it is an option to be 
used sparingly because Congress also included the option of a § 
2703(d) order. However, should the MJ conclude that a warrant 
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is required rather than a § 2703(d) order, on remand it is 
imperative that the MJ make fact findings and give a full 
explanation that balances the Government’s need (not merely 
desire) for the information with the privacy interests of cell 
phone users. 

We again note that although the Government argues that 
it need not offer more than “specific and articulable facts 
showing that there are reasonable grounds to believe that the . . . 
information sought . . . [is] relevant and material to an ongoing 
criminal investigation,” 18 U.S.C. § 2703(d), the MJ never 
analyzed whether the Government made such a showing. We 
leave that issue for the M J on remand. 


V. 

For the reasons set forth, we will vacate the MJ’s order 
denying the Government’s application, and remand for further 
proceedings consistent with this opinion. 


TASHIMA, Circuit Judge, concurring: 

I concur in the result and in most of the reasoning of the 
majority opinion. I write separately, however, because I find the 
majority’s interpretation of the discretion granted to a magistrate 
judge by 18 U.S.C. § 2703(d) troubling. 

The majority begins its analysis of § 2703(d) correctly: 

In sum, we hold that CSLI from cell phone 
calls is obtainable under a § 2703(d) order and that 
such an order does not require the traditional 
probable cause determination. Instead, the 
standard is governed by the text of § 2703(d), i.e., 
“specific and articulable facts showing that there 
are reasonable grounds to believe that the contents 
of a wire or electronic communication, or the 
record or other information sought, are relevant.” 
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Maj. Op. at 16-17 (quoting § 2703(d)). But the majority then 
appears to contradict its own holding later in its opinion, when it 
states “[bjecause the statute as presently written gives the MJ the 
option to require a warrant showing probable cause, we are 
unwilling to remove that option although it is an option to be 
used sparingly because Congress also included the option of a § 
2703(d) order.” Id. at 28. Thus, the majority suggests that 
Congress did not intend to circumscribe a magistrate’s discretion 
in determining whether or not to issue a court order, while at the 
same time acknowledging that “[ojrders of a magistrate judge 
must -be supported by reasons that are consistent with the 
standard applicable under the statute at issue.” Id. at 24. I do 
not believe that these contradictory signals give either magistrate 
judges or prosecutors any standards by which to judge whether 
an application for a § 2703(d) order is or is not legally sufficient. 

Granting a court unlimited discretion to, deny an 
application for a court order, even after the government has met 
statutory requirements, is contrary to the spirit of the statute. Cf. 
Huddleston v. United States, 485 U.S. 681, 688 (1988) (noting, 
in interpreting Federal Rule of Evidence 404(b), that the word 
“may” does not vest with the trial judge arbitrary discretion over 
the admissibility of evidence); The Federalist No. 78, p. 529 (J. 
Cooke ed. 1961) (“‘To avoid an arbitrary discretion in the courts, 
it is indispensable that they should be bound down by strict rules 
and precedents, which serve to define and point out their duty in 
every particular case that comes before them.’”). 

As the majority notes, “a magistrate judge does not have 
arbitrary discretion. Indeed, no judge in the federal courts has 
arbitrary discretion to issue an order.” Maj. Op. at 24. I 
respectfully suggest, however, that the majority’s interpretation 
of the statute, because it provides no standards for the approval 
or disapproval of an application for an order under § 2703(d), 
does just that - vests magistrate judges with arbitrary and 
uncabined discretion to grant or deny issuance of § 2703(d) 
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orders at the whim of the magistrate/ even when the conditions 
of the statute are met. 

I would cabin the magistrate’s discretion by holding that 
the magistrate may refuse to issue the § 2703(d) order here only 
if she finds that the government failed to present specific and 
articulable facts sufficient to meet the standard under § 2703(d) 
or, alternatively, finds that the order would violate the Fourth 
Amendment absent a showing of probable cause because it 
allows police access to information which reveals a cell phone 
user’s location within the interior or curtilage of his home.’® See 
Kyllo V. United States, 533 U.S. 27, 35-36 (2001); United States 
V. Pineda-Moreno, 2010 WL 3169573 (9th Cir. 2010) (Kozinski, 
C.J., dissenting from denial of rehearing en banc). 

With this caveat as to the magistrate’s duty and the scope 
of her discretion on remand, I concur in the majority opinion and 
in the judgment." 


® Unless the admonition that the magistrate’s. naked 
power should “be used sparingly,” Maj. Op. at 28, is accepted as a 
meaningful and objectively enforceable guideline. 

' ® Alternatively, the magistrate may condition her order 

by requiring,minimization to exclude those portions which disclose 
location information protected by the Fourth Amendment, i.e., 
within the home and its curtilage. 

" I am also troubled by the majority’s assumption, 
without any support in the record, that “[a] cell phone customer has 
not ‘voluntarily’ shared his location information with a cellular 
provider in any meaningful way.” Maj. Op. at 25. In Smith v. 
Maryland, 442 U.S. 735 (1979), the Supreme Court held that “a 
person has no legitimate expectation of privacy in information he 
voluntarily turns over to third parties.” Id. at 743-44. Subsequent 
cases in this fast-changing technological era have found that this is 
a fact-intensive inquiry. Compare United States v. Maynard, 2010 
WL 3063788.(D.C. Cir. 2010) (holding that there is an expectation 
of privacy in long-term GPS surveillance records), with U.S. 
Telecom Ass ’n v. FCC, 227 F.3d 450, 459 (D.C. Cir. 2000) (finding 
no legitimate expectation of privacy in information, including cell 
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site location information, conveyed to the phone company in order 
to complete calls); United States v. Forrester, 512 F.3d 500, 510 
(9th Cir. 2008) (“[E]-mail and Internet users have no expectation 
of privacy in the to/from addresses of their messages or the IP 
addresses of the websites they visit because they should know that 
this information is provided to and used by Internet service 
providers for the specific purpose of directing the routing of 

information.”)- 

Like the magistrate ’s failure to find whether the government 
made a sufficient showing under § 2703(d), see Maj. Op. at 28 
(“the MJ never analyzed whether the Government made such a 
showing”), I would also “leave [the expectation of privacy] issue 
for the MJ on remand,” id. at 29, in the first instance, if 
determination of that issue becomes relevant. 
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GPS tracking 

U.S. V. Maynard, 2010 WL 3063788 (D.C. Cir.). In this tracking device appeal, the government 
(acting without a warrant) installed a GPS tracking device on the defendant’s jeep and thereby 
tracked his public movements for a period of four weeks. On appeal, the D.C. Circuit reversed 
the defendant’s conviction, holding that this “long-term” GPS tracking violated the defendant’s 
reasonable expectation of privacy and therefore required a warrant. In reaching this conclusion, 
the D.C. Circuit attempted to distinguish Seventh, Eighth, and Ninth Circuit precedent by 
claiming that these circuits relied on an overly broad interpretation of the Supreme Court’s 
decision in Knotts. In the D.C. Circuit’s view, Knotts addressed a limited issue - the use of a 
tracking device during a “discrete journey” - and “specifically reserved the question whether a 
warrant would be required in a case involving ‘twenty-four hour surveillance.’” The D.C. Circuit 
then concluded that the extended use of a tracking device in this case was unconstitutional 
because the defendant had a reasonable expectation of privacy in “the totality of [his] 
movements,” even if all of those movements occurred in public. The court offered two principal 
rationales for this conclusion. First, the defendant’s movements over the course of a month were 
not “actually exposed to the public” because there was effectively no chance that anyone would 
observe all of his movements, even though they occurred in public. In reaching this conclusion, 
the court said that the relevant issue is riot what the government could have done (e.g., a month 
of physical/visual surveillance), but rather “what a reasonable person expects another might 
actually do.” Second, the court found that even if all of the defendant’s individual iriovements 
were exposed to the public, the “whole of his movements” were not exposed, based on a 
“mosaic” theory that the “whole reveals more . . . than does the sum of its parts.” According to 
the court, “prolonged surveillance of a person’s movements may reveal an intimate picture of his 
life,” including his routines and habits, and a reasonable person expects these movements to 
remain “discoimected and anonymous” - i.e., private. (Ellickson) 

U.S. V. Pineda-Moreno, 2010 WL 3169573 (9‘*' Cir.). In this tracking device appeal, the Ninth 
Circuit denied the defendant’s petition for rehearing en banc, less than a week after the D.C. 
Circuit issued its controversial opinion in Maynard, which had criticized the panel decisiop in 
Pineda-Moreno. Five judges dissented from the denial of the en banc petition, including Judges 
Kozinski and Reinhardt, who wrote dissenting opinions (with Kozinski citing Maynard in 
passing). The panel decision in the case, issued in January 2010, found that the government did 
not violate the defendant’s Fourth Aniendment rights by attaching a warrantless tracking device 
to his car on seven occasions, including two occasions when the car was parked in the 
defendant’s driveway. The panel also foimd that the government did not violate the defendant’s 
Fourth Amendment rights when it used the tracking devices to “continuously monitor” the , 
location of the defendant’s car. (Ellickson) 
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The WITT briefing for 9/12-13 are attached for your review and comment. 
Thanks, 
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In Overview 


■ The WITT Team 

■ The WITT’S Mission 

■ WITT’S Mission Capabilities 

■ WITT I 

■ WITT Case Resolutions 
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Questions or Comments 
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To: 

Cc: 


Subject: FW| 

UNCLASSIFIED 

NON-RECORD 


The below interpretation from our Administrative Law Unit is consistent with what we s poke about this morning- T | 


As noted, we could draft a delegation request to DOJ seeking approval fori 


the arguments that you 

and CID have offered. Since we have a pending request to DOJ to consider rescinding the AG order, we could wait or go 
back to them with this as an alternative request. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
_ Quantico. Va 22135 
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, November 13, 2006 6:24 AM 
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I [ please way in on this legai matter.. And advise. 
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To: 

Cc: 


Subject: 



Mi INFOEmilON CSHIMMES 
HEREIN IS UHCliiSSlFlED ''EXCEBl' 
WHERE SHCW OIHSRflSE 


Thankd I That tracks the instructions the Director nrovidad to me also. We are still interested in asking if 



From: 

Sent: 

To: 

Cc: 

Subject: 


Tuesday. February 24. 2009 1:52 PM 


RECORd 


First, no problem keeping everyone in the loop. From my meeting is morning, a few more bits of information for all 
interested. 
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I just completed my 1:30 meeting with the foiks on this end. There was quite a bit of additional information available that 
may have the effect of limiting some of our options. 



is 
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Subject: 


The[ 


has indicated that he will have no problem contacting and speaking withE 


additional details. We have been asked by the management here to hold off on any action or questions until[ 
briefed on Tuesday at 0900. I will attend that briefing as well-. 

If there are additional questions, don't hesitate to bring them up. 


or 
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Sent: 
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Wednesday. February 18. 2009 12:13 PM 
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To: 

Cc: 

Subject: 



Roger that. 1 am coordinating this with so all are in the loop.. 




bl 

b3 
b6 

b7C 

Thanks I I At this point, I (for the boss) simply need rough estimates of cost and probable schedules for three ' 7 E 

scenarios. Don't kill yourself on precision, just estimates: 
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DERIVED FROM: Multiple Sources 
DECLASglf=^CATIOW^XEMPTION 1 
SECRET! 



DERlVECLFROM: Multiple Sources 
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Sent: 

• Monday. February 26. 2007 10:07 AM 

To: 




Subject: RE: Significant Guidance Document Data Caii - Deadline March 16th 


UNCLASSIFIED 

NON-RECORD 


We disseminated a WITT policy EC to the field a few years ago, outlining do's and don'ts for use of WITT equipment. 
Attached is a copy of the EC (I forgot I had a copy) 
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SSA 

Special Assistant to the Assistant Director 
Operational Technology D ivision 
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Sent: Monday, February 26, 2007 9:18 AM 

To: I n 

Subject: RE: Significant Guidance Document Data Call - Deadline March 16th 
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Which policy are your referring to. 


SSA 


Unit Chief 
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Do you think the Wl 1 1 policy document we produced a few years ago falls under these guidelines? Note the 
bullet fo r "purely internal agency policies." Just a thought. 
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UC oi l l and in my current capacity as SAAD, I have no input. 


SSA| I 

Special Assistant to the Assistant Director 
Operational Technology D ivision 
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From: 
Sent: 
To: 


Fririav. FPhriian/ ??. ?nn7 4-?n PM 


Subject: Significant Guidance Document Data Cail - Deadline March 16th 

UNCLASSIFIED 

NON-RECORD 


Good Afternoon, 

The revised Executive Order 12866 - Regulatory Planning and Review, signed January 18, 2007, 
requires Executive Branch agencies to provide copies of all "significant guidance documents" currently 
being circulated. Further, to provide a list of guidance documents whose determination of "significant" 
is uncertain and provide a recommendation as to whether the document should be so designated. 


There are two hurdles a document must meet in order to be a "significant guidance document." 

The first hurdle states that the "guidance document" is an agency statement of general 
applicability and fiiture effect, other than a regulatory action, that sets forth a policy on a statutory, 
regulatory, or technical issue or an interpretation of a statutory or regulatory issue. 


The second hurdle establishes the definition of a "significant guidance document" to be a 
guidance document disseminated to regulated entities or the general public that may reasonably be 
anticipated to: 

(i) lead to an annual effect on the economy of $100 million or more or adversely affect in a 
material way the economy, a sector of the economy, productivity, competition, jobs, the environment, 
public health or safety, or State, local, or tribal governments or communities; 

■ (ii) create a serious inconsistency or otherwise interfere with an action taken or planned by 
.another agency; 

(iii) materially alter the budgetary impact of entitlements, grants, user fees, or loan programs, or 
the rights and obligations of recipients thereof; or 

(iv) raise novel legal or policy issues arising out of legal mandates, the President's priorities, or 
the principles set forth in Executive Order 12866. as further amended. 
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Items which are specifically excluded as "significant guidance documents" are: 


• legal advisory opinions for internal Executive Branch use and not for release (such as DOJ Legal 
Counsel opinions); 

• briefs and other positions taken by agencies in investigations, pre-litigation, litigation, or other 
enforcement proceedings; 

• speeches; 

• editorials; 

• media interviews; 

• press materials; 

• Congressional correspondence; 

• guidance documents that pertain to military or foreign affairs fimction of the United States; (other 
than guidance on procurement or the import or export of non-defense articles and services); • 

• grant solicitations; 

• warning letters; 

• case or investigatory letters responding to complaints involving fact-specific determination; 

• purely internal agency policies; 

• guidance documents that pertain to the use, operation or control of a government facility; 

• internal guidance documents directed solely to other Federal agencies; and 

• any other category of significant guidance documents exempted by an agency head in consultation 
with the OIRA Administrator. 

It is the belief of the Office of General Counsel (OGC) and the Corporate Policy Office (CPO) 
that "significant guidance documents" are more than likely never issued by the FBI or possibly in a rare 
occasion done by a specific program within the FBI. Therefore, in order to insure that we had fully 
complied with the request it was determined that FBI would request all FBIHQ divisions to make the . 
determination as to whether "significant guidance documents" had been released. For example a 
guidance document was produced, for the telephone industry, with regards to complying with the 
specifications of CALEA. 


By 3/16/2007, please provide to baek to me a list and copy of all guidance documents. 
Negative responses are also required. The list should contain a description of each document, date, 
title, brief synopsis of the document and why the it was determined the document meets the threshold of 
"significant guidance document" or why the document is exempt from inclusion. 


Thank you | | 


Chief.l 
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Policy ec 
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WITT policy 
04-05-07.wpd 

This is a second draft I'm awaiting input from| ~| anc|^ 
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I revised the summary of the WITT Authorities outline 



Wm Authority 
Summary 2007041.. 
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Sent: 

Mnnriav. Anrii fl7. 7007 1 1 ;0Q AM 

To: 



Cc: 



Subject: 

RE: authorities outiine 


UNCLASSIFIED 

NON-RECORD 


Thanks] 

In your WITT authority write up could you please expound on thef 
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« File: WITT POLicy 04-05-07. wpd » 


Wireless Intercept Tracking Team (WITT), 
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From: 

Sent: Monday, April 02, 2007 9:04 AM 

To: I 7 ~l 

Subject: RE: authorities outline 
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NON-RECORD 


« Message; RE: WITT approvals » « Message: WITT authorities outline » 

— Original Mess age — 

From: \ I 

Sent; Pridav. March 30. 2 007 5:28 PM 

T°= l. ] 

Subject: 

UNCLASSIFIED 
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Hey | | j 
thanKs 


0 you have a soft copy of the WITT authorities you have posted on the web page not in PDF. 


Wireless Intercept Tracking Team (WITT), 
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Sent: 

To: 

Cc: 

Subject: 


Tuesday. Ju 



RE: ODNI 100 Day Plan Survey 


RECORD ODNI 


Attached is my response to the ODNI survey . It's the best I could do at such short notice, and I hope I answered the 
questions appropriatly. Perhap j~ | can take a shot at it afterwards if this is not what they are looking for. Two of 

the questions I could not answer, and I marked them with an N/A. 




Please call my cell phone and leave a message as I'll be locked in a SCIF all day for most of the wee| 

I I has the lead on all admin matters (writing duties). | |can handle operational issues if they come up. 


ODNI Survey 
wm.doc 
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Sent: Tuesday. June 12. 2007 4:34 PM 
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If we hear anything back from the | | l will get you guys a copy. 

Thanl^-c 


From: 

Sent: 

To: 

Subject: 


Monday. December 15. 2008 5:50 PM 
Letter 


gEeRgr/ZNOFORN 
RECORD 268-HQ-1 068430 


« File: DRAFT Letter from FBI to 


Administrative Assistant 

Executive Assistant Director - Science & Technology 
FBIHQ - Room 7125 


bl 

b3 

b6 

b7C 

b7E 


DERIVED FROM: Multiple Sources 
DECLAS^1 P¥:OnT 20331212 
SECRET/ZNOFOI^W^ 


DERIVED FROM: MultipleSources 
DE^CLASSlF?^ffJb2Q3312i2 
SECRETZZNOFORN ^ 


DERIVED FROM: Multiple Sources 

DECLASStFZ^OMsrZesg^lT ^ 

SEGRETZ7NOFORN 


DERIVEDFRQM:MultipleSources 

DECI^SSIF?^Of^hia3312T2 

SECRETZZNOFORN 


t-'d t 


2 


CELLSITE-18202 





FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 


Total 

Deleted 

Page 

(s) 

Page 

456 

~ 

Duplicate ; 

Page 

619 

~ 

b3; 

b4; 

b7E 

Page 

620 

~ 

b3; 

b4; 

b7E 

Page 

621 

~ 

b3; 

b4; 

b7E 

Page 

622 

~ 

b3; 

b4; 

b7E 

Page 

623 

~ 

b3; 

b4; 

b7E 

Page 

624 

~ 

b3; 

b4; 

b7E 

Page 

625 

~ 

b3; 

b4; 

b7E 

Page 

626 

~ 

b3; 

b4; 

b7E 

Page 

627 


b3; 

b4; 

b7E 

Page 

628 


b3; 

b4; 

b7E 

Page 

629 


b3; 

b4; 

b7E 

Page 

630 


b3; 

b4; 

b7E 

Page 

631 


b3; 

b4; 

b7E 

Page 

632 


b3; 

b4; 

b7E 

Page 

633 

~ 

b3; 

b4; 

b7E 

Page 

634 

~ 

b3; 

b4; 

b7E 

Page 

635 

~ 

b3; 

b4; 

b7E 

Page 

636 

~ 

b3; 

b4; 

b7E 

Page 

637 

~ 

b3; 

b4; 

b7E 

Page 

638 

~ 

b3; 

b4; 

b7E 

Page 

639 

~ 

b3; 

b4; 

b7E 

Page 

640 

~ 

b3; 

b4; 

b7E 

Page 

641 

~ 

b3; 

b4; 

b7E 

Page 

642 

~ 

b3; 

b4; 

b7E 

Page 

643 

~ 

b3; 

b4; 

b7E 

Page 

644 

~ 

b3; 

b4; 

b7E 

Page 

645 

~ 

b3; 

b4; 

b7E 

Page 

646 

~ 

b3; 

b4; 

b7E 

Page 

647 

~ 

b3; 

b4; 

b7E 

Page 

648 

~ 

b3; 

b4 ; 

b7E 

Page 

649 

~ 

b3; 

b4; 

b7E 

Page 

650 

~ 

b3; 

b4; 

b7E 

Page 

651 


b3; 

b4; 

b7E 

Page 

652 


b3; 

b4; 

b7E 

Page 

653 


b3; 

b4; 

b7E 

Page 

654 


b3; 

b4; 

b7E 

Page 

655 


b3; 

b4; 

b7E 

Page 

656 


b3; 

b4; 

b7E 

Page 

657 


b3; 

b4; 

b7E 

Page 

658 


b3; 

b4; 

b7E 

Page 

659 


b3; 

b4; 

b7E 

Page 

660 


b3; 

b4; 

b7E 

Page 

661 


b3; 

b4; 

b7E 

Page 

662 

~ 

b3; 

b4; 

b7E 

Page 

663 

~ 

b3; 

b4; 

b7E 

Page 

664 

~ 

b3; 

b4; 

b7E 

Page 

665 

~ 

b3; 

b4; 

b7E 



Page 

666 

~ 

b3; 

b4; 

b7E ; 

Page 

667 

~ 

b3; 

b4; 

b7E; 

Page 

668 

~ 

b3; 

b4; 

b7E; 

Page 

669 

~ 

b3; 

b4; 

b7E; 

Page 

670 

~ 

b3; 

b4; 

b7E; 

Page 

671 

~ 

b3; 

b4; 

b7E; 

Page 

672 

~ 

b3; 

b4; 

b7E; 

Page 

673 

~ 

b3; 

b4; 

b7E; 

Page 

674 

~ 

b3; 

b4; 

b7E; 

Page 

675 

~ 

b3; 

b4; 

b7E; 

Page 

676 

~ 

b3; 

b4; 

b7E; 

Page 

677 

~ 

b3; 

b4; 

b7E; 

Page 

703 

~ 

bl; 

b3; 


Page 

704 

~ 

bl; 

b3; 


Page 

705 

~ 

bl; 

b3; 


Page 

706 

~ 

bl; 

b3; 


Page 

707 


bl; 

b3; 


Page 

708 


bl; 

b3; 


Page 

709 


bl; 

b3; 


Page 

710 


bl; 

b3; 


Page 

711 

~ 

bl; 

b3; 


Page 

712 

~ 

bl; 

b3; 


Page 

713 

~ 

bl; 

b3; 


Page 

714 

~ 

bl; 

b3; 


Page 

715 

~ 

bl; 

b3; 


Page 

716 

~ 

bl; 

b3; 


Page 

719 

~ 

bl; 

b3; 


Page 

720 

~ 

bl; 

b3; 


Page 

721 

~ 

bl; 

b3; 


Page 

722 

~ 

bl; 

b3; 


Page 

723 

~ 

bl; 

b3; 


Page 

724 

~ 

bl; 

b3; 


Page 

725 

~ 

bl; 

b3; 


Page 

726 

~ 

bl; 

b3; 


Page 

727 

~ 

bl; 

b3; 


Page 

728 

~ 

bl; 

b3; 


Page 

729 

~ 

bl; 

b3 ; 


Page 

730 

~ 

bl ; 

b3; 


Page 

731 

~ 

bl; 

b3; 


Page 

732 


bl; 

b3; 


Page 

733 


bl; 

b3; 


Page 

734 


bl; 

b3; 


Page 

735 


bl; 

b3; 


Page 

736 


bl; 

b3; 


Page 

737 


bl; 

b3; 


Page 

738 


bl; 

b3; 


Page 

739 


bl; 

b3; 


Page 

740 


bl; 

b3; 


Page 

741 


bl; 

b3; 


Page 

742 


bl; 

b3; 


Page 

743 

~ 

bl; 

b3; 


Page 

744 

~ 

bl; 

b3; 


Page 

745 

~ 

bl; 

b3; 


Page 

746 

~ 

bl; 

b3; 




Page 747 ~ bl 
Page 748 ~ bl 
Page 749 ~ bl 
Page 750 ~ bl 
Page 751 ~ bl 
Page 752 ~ bl 
Page 753 ~ bl 
Page 754 ~ bl 
Page 755 ~ bl 
Page 756 ~ bl 
Page 757 ~ bl 
Page 758 ~ bl 
Page 759 ~ bl 
Page 760 ~ bl 
Page 761 ~ bl 
Page 762 ~ bl 
Page 763 ~ bl 
Page 764 ~ bl 
Page 765 ~ bl 
Page 766 ~ bl 
Page 767 ~ bl 
Page 768 ~ bl 
Page 769 ~ bl 
Page 770 ~ bl 
Page 771 ~ bl 
Page 772 ~ bl 
Page 773 ~ bl 
Page 774 ~ bl 
Page 775 ~ bl 
Page 776 ~ bl 
Page 777 ~ bl 
Page 778 ~ bl 
Page 779 ~ bl 
Page 780 ~ bl 
Page 781 ~ bl 
Page 782 ~ bl 
Page 787 ~ bl 
Page 788 ~ bl 
Page 789 ~ bl 
Page 790 ~ bl 
Page 791 ~ bl 
Page 792 ~ bl 
Page 793 ~ bl 
Page 794 ~ bl 
Page 795 ~ bl 
Page 796 ~ bl 
Page 797 ~ bl 
Page 798 ~ bl 
Page 799 ~ bl 
Page 800 ~ bl 
Page 815 ~ bl 
Page 816 ~ bl 
Page 817 ~ bl 
Page 818 ~ bl 


b6; 

b7C; 

b7E 

b6; 

b7C; 


b6; 

b7C; 

b7E 

b6; 

b7C; 



; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3; 
; b3 ; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 
; b3 ; 



Page 

820 

~ 

bl; 

b3; b6; b7C; 

Page 

821 

~ 

bl; 

b3; b6; b7C; 

Page 

880 

~ 

Duplicate ; 

Page 

881 

~ 

Duplicate ; 

Page 

882 

~ 

bl; 

b3 ; b7E ; 

Page 

883 

~ 

b3; 

b7E; 

Page 

884 

~ 

bl; 

b3 ; b7E ; 

Page 

885 

~ 

b3; 

b7E; 

Page 

886 

~ 

b3; 

b7E; 

Page 

887 

~ 

bl; 

b3 ; b7E ; 

Page 

CO 

CO 

CO 

~ 

b3; 

b7E; 

Page 

889 

~ 

bl; 

b3 ; b7E ; 

Page 

890 

~ 

bl; 

b3 ; b7E ; 

Page 

891 

~ 

b3; 

b7E; 

Page 

892 

~ 

b3; 

b7E; 

Page 

893 

~ 

b3; 

b7E; 

Page 

894 


bl; 

b3 ; b7E ; 

Page 

895 


bl; 

b3 ; b7E ; 

Page 

896 


bl; 

b3; b7E; 

Page 

897 


b3; 

b7E; 

Page 

898 


b3; 

b7E; 

Page 

899 

~ 

b3; 

b7E; 

Page 

900 

~ 

b3; 

b7E; 

Page 

913 

~ 

Duplicate ; 

Page 

914 

~ 

b3; 

b6; b7C; b7E 

Page 

915 

~ 

b3; 

b7E; 

Page 

916 

~ 

b3; 

b6; b7C; b7E 

Page 

920 

~ 

b3; 

b7E; 

Page 

921 

~ 

b3; 

b7E; 

Page 

922 

~ 

b3; 

b7E; 

Page 

923 

~ 

b3; 

b6; b7C; b7E 

Page 

926 

~ 

b3; 

b7E; 

Page 

927 

~ 

b3; 

b7E; 

Page 

928 

~ 

b3; 

b7E; 

Page 

929 

~ 

b3; 

b6; b7C; b7E 

Page 

931 

~ 

b3; 

b7E; 

Page 

936 

~ 

b3; 

b7E ; 

Page 

937 

~ 

b3; 

b7E ; 

Page 

938 

~ 

b3; 

b7E ; 

Page 

939 


b3; 

b6; b7C; b7E 

Page 

941 


b3; 

b7E ; 

Page 

945 


Duplicate ; 

Page 

946 


Duplicate ; 

Page 

947 


Duplicate ; 

Page 

948 


Duplicate ; 

Page 

949 


Duplicate ; 

Page 

950 


Duplicate ; 

Page 

952 


b3; 

b4 ; b7E; 

Page 

953 


b3; 

b7E ; 

Page 

956 


b3; 

b6; b7C; b7E 

Page 

957 


b3; 

b4; b6; b7C; 

Page 

958 

~ 

b3; 

b4 ; b7E; 

Page 

959 

~ 

b3; 

b4 ; b7E; 

Page 

960 

~ 

b3; 

b4 ; b7E; 


b7E; 


b7E; 



Page 

961 ~ 

b3; 

b4 ; b7E; 



Page 

962 ~ 

b3; 

b4 ; b7E; 



Page 

963 ~ 

b3; 

b4 ; b7E; 



Page 

964 ~ 

b3; 

b4; b6; 

b7C; 

b7E; 

Page 

965 ~ 

b3; 

b4 ; b7E; 



Page 

966 ~ 

b3; 

b4 ; b7E; 



Page 

967 ~ 

b3; 

b4 ; b7E; 



Page 

968 ~ 

b3; 

b4 ; b7E; 



Page 

969 ~ 

b3; 

b4 ; b7E; 



Page 

970 ~ 

b3; 

b4 ; b7E; 



Page 

971 ~ 

b3; 

b4 ; b7E; 



Page 

980 ~ 

b3; 

b7E; 



Page 

982 ~ 

bl; 

b3; b6; 

b7C; 


Page 

986 ~ 

Duplicate ; 



Page 

987 ~ 

b3; 

b7E; 



Page 

988 ~ 

b3; 

b7E; 



Page 

989 ~ 

b3; 

b7E; 



Page 

990 ~ 

b3; 

b 6 ; b 7 C ; 

b7E; 


Page 

994 ~ 

b3; 

b 6 ; b 7 C ; 

b7E; 


Page 

997 ~ 

b3; 

b 6 ; b 7 C ; 

b7E; 


Page 

998 ~ 

bl; 

b3; b6; 

b7C; 

b7E; 

Page 

1015 

~ bl 

; b3; b7E 

r 


Page 

1016 

~ bl 

; b3; 



Page 

1017 

~ bl 

; b3; b6; 

b7C; 


Page 

1026 

~ bl 

; b3; b6; 

b7C; 

b7E; 

Page 

1031 

~ bl 

; b3; b6; 

b7C; 

b7E; 

Page 

1032 

~ bl 

; b3; b7E 

r 


Page 

1035 

~ b3 

; b6; b7C 

; b7E 

f 

Page 

1036 

~ bl 

; b3; 



Page 

1037 

~ bl 

; b3; 



Page 

1038 

~ bl 

; b3; 



Page 

1041 

~ bl 

; b3; b6; 

b7C; 

b7E; 

Page 

1043 

~ bl 

; b3; b6; 

b7C; 

b7E; 

Page 

1044 

~ bl 

; b3; 



Page 

1047 

~ b3 

; b6; b7C 

; b7E 

r 

Page 

1049 

~ bl 

; b3; b7E 

r 


Page 

1053 

~ bl 

; b3 ; 



Page 

1060 

~ b3 

; b4; b6; 

hlC; 

b7E; 

Page 

1061 

~ b3 

; b4 ; b6; 

b7C; 

b7E; 

Page 

1067 

~ b3 

; b4; b6; 

b7C; 

b7E; 

Page 

1068 

~ b3 

; b 4 ; b 6 ; 

b7C; 

b7E; 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 




I am sending this message in response to your request foi| 


Jfrom the iast Board (October 29 i assume). 


;e a number of files in the below message. Can I help you narrow your search? 



b7C 


leeting for FY09 is scheduied for Wednesday, October 29 at 1:00 in the E 
mber s inciude the Assistant Section Chiefs or designated representatives 


I I Proposais revie wed at tf 

[ and come from oniy two units, | 

I am sending you the draft agenda showing the 
6 proposais and the entire oropop i text for 5. < 
in FY08 from the and was requi 

second-increment tundinq. 


leetina w ill be competing for the funding provided by th 


he I pror 

. One proposal 


lonference Room. b 7 

: — ITT b5 

Dythe , ^ 

T b6 
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,g summaries of the ^ 7 e 
^ as partially funded 


and was required to provide only a quad-chart summary with its request for FY09 


I wiii also be providing the summaries to subject matter experts listed on the agenda. Feel free to have me add names to 
the list if there are others whom you wish to have participate in the October 29 meeting. 
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Subject: Draft for your review 






Attached is a draft of the upcomind 


JPlease review the entire document for accuracy and let us have 


your comments by COB next Wednesday, November 12. 


Note: the discussion regarding th^ 
of the attached document. 


Appears toward the end 


-- Because of problems with on our end, please send me an e-mail confirming that you received the attached 

draft. 

Thankg 
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FW: Draft for your review 


RECORD Dra 
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rart ror your review 
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Guys please look at the second e-mall fron inattached. not yes terday's, because there have been modifications! I will re 
re ad it mvself to night. They want to get this ^ I aSAP. They we by COB tomorrow either sign off on this 

to I H or provide our objections. I think they did a nice good for us. 


are on for the 


/ou discussed iast week. You will have ten minutes. 


Thanks 
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jrart ror your review 











Attached is a draft of the, upcoming 


Piease review the entire document for accuracy and iet us have 


your comments by COB next Wedriesoay, November 12. 


Note: the discussion regarding the expanded 
the end of the -attached document. 


appears toward 


-- Because of probiems witf on our end, please send me an e-maii confirming that you received the attached 

draft. 


Thanks, 


b3 

b6 

b7C 

b7E 



DERIVED FROM: Multiple Sources 


DECLASSIFY ON: 20331106 

SECRETX 

7 

DERIVED F^ 

Mvl: Multiole Sources 


ON: 20331106 

inml 


DERIVEDFROM: MultiDle Sources 


DECLASSIFY ON: ^331106 

secret \ 


C-Ei 




O 


ii S” A 


• CELLSITE-3863 












:si6«cL 


From: 

Sent: 

To: 

Cc: 

■HJ-)-S-ubject: 

Attachments: 


=CCORCTOi nFrn?Kr 
RECORD 319 


Pis review the attached revised language for technical accuracy. Deadline 11am on Monday 11/17. 
Thanks, 


Friday, November 14, 2008 4:41 PM 
FW: Draft for your review 
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Sorry attachment fell off earlier e-mail 
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RECORD 319 

Reviewed changes and rejected on number of them. See attached. 




Attached is a draft of the upcoming 


your comments by COB next Wednesday, November 12. 


Piease review the entire document for accuracy and iet us have 
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Note: the discussion regarding the expanded 
of the attached document. 


appears toward the end 


-- Because of problems witri bn our end, please send me an e-mail confirming that you received the attached 

draft. ' ' 
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Intended solely for the use of the Individual or entity to whom they 
are addressed. If you have received this email in error please notify 
the system manager. 

This footnote also confirms that this email message has been swept by 
MIMEsweeper for the presence of computer viruses. 
www.mimesweeper.com 


CLASSIFICATIONiS^^Ref 


DERIVED 



Multiple Sources 


DECLASS IFY ON: 20331114 
SECRET//! 


DERIVED 


SECRET//! 



Multiple Sources 


DECLASSIFY ON: 20331114 


ORN 


CELL^'^OTD 01 


3 




4 .cai/oTD 01 -smt 


CELLSITE-3931 


IT Acquisition Form 

Section 7 Attachment 


M2. INFOKM&TIOK wlilAii:;';. 

HEREIN IS DHCUiSSlFIED 

DATE 10-10-2012 BY taSl’’? I'MIi/l'a 


Requirements Analysis 



The Wireless Intercept and Tracking Team (WITT), in support 



_ 

[efforts undertaken by WITT have determined 


T 

TWT] 


has identified an essential and critical need for upgrades as specified in requisition 


Analysis of Alternatives 


Section 508 Statement 

Iwireless Intercept and Tracking Team conducted an 

evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


b3 

b7E 


Subpart B -- Technical Standards 


CELI/OID 0U718 


CELLSITE-3973 








Subpart C - Functional Performance Criteria 


CELL/OID 0UT19 


CELLSITE-3974 



Subpart D - Information, Documentation, and Support 


(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 


System Security Plan 

A System Security Plan has been completed and in place for use of the 


attached to requisition packagd 


dated 06/ 30/2004 from Security Division nas been 


mm 


CELLSITE-3975 







5/15/2007 

DATE URUbKINUOI-l-ICb/COyi CODE APPROVED BY 


Page 1 OF 1 


JULIAN DATE 


Supply Technician: 
Program Manger: 
Funding Approved: 
Requester: 

Room# & Ext: 


Fiscal Year 2007 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 






UNIT 







NATIONAL STOCK 



OF 


SUBOBJECT 


UNIT 


ITEM# 

NUMBER 

SER# 

FULL DESCRIPTION 

ISSUE 

QTY. 

CLASS 

Bl# 

PRICE 

TOTAL 















Recommend bv: Unit ChiefI 1 

Requested by/Deliver to: Federal Bureau of Investigation 

■ 









liga 






Total 



b3 

b4 

b6 

b7C 

b7E 


Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


M-F, 8am-4:30pm. except holid ays 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM 


See attached Statement of Need 


CELLSlTE-3980 


mxim mm 















HEREIK i,E 

DATE - 


ACQ UISITION PLANNING FO RM 
FEDERAL BUREAU OF INVESTIGATION 


1. Unit/Section/Division: 


2. Description of Requirement: 


PTD 


^ireless Intercept and Tracking Team (WITT) 


3. Estimated Cost: 


4. Term of Contract: 


5. Distribution of Dollars: FY - 6. Subobject Class/Budget Item: 

FY- FY- Product or Service Code: 

FY- FY- 


7. Market Research (state how performed* attach): Existing Contract 


Commercial Item: D Yes D No Competitive: D Yes D No 

If no to one or more above, explain: 


8. Sources Considered: □ FBI Personnel 

D Other Government Personnel 

D Required Sources 

n 100% Small Bus. 

D 8a Setaside 

n Disadvantaged (FAR Part 8) 

n Hubzone 

D Women-owned 

□ Other Federal Contracts 

□ A-76 




9. If Information Technology: DlRM Review DaIS Approval 

10. Type of Procurement: □ Brand Name or Equal D Performance-Based Service Contract 

Q Brand Name Only D Functional Specifications D Commercial Item D Compatibility 

11. Contract Type: D Firm-Fixed Price D (IFB) D RFP D RFQ D IDIQ Contract 

D Firm-Fixed Price w/Economic Adj. D Reimbursable Agreement D Time & Material 

n Cost-Reimbursement D Incentive □ BOA □ Letter Contract (DOJ Approval) 

12. Lease vs Purchase (if lease, analysis attached): 13. Environmentally Preferable Item: □ Yes DNo 

14. Inherently Government Function (justified): D Yes 0 No 

15. Lead Time Required: To be filled in by Contracting Officer 


Approval: 

Technical Staff Member/(date) Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


FBI/DOJ 
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CELL/OTD 014732 
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KbU.# 

12/1/2006 L— 

DATE ORDERING OFFICE/COST CODE APPROVED BY 


Page 1 OF 1, 


JULIAN DATE 


Supply Technician: 
Program Manger: 
Funding Approved: 
Requester: 

. Room# & Ext: 





Contract Specialist: 
Date Received: 
PPMS Approval: 

Fiscal Year 2007 Purchase Order# 




NATIONAL STOCK 
NUMBER 

m 

FI III nFSCTRIPTinM 

UNIT 

OF 

ISSUE. 

OTY 

SUBOBJECT 
CLASS 


UNIT 

2R1CE 

TQTAJ 




































■ 
















■ 



Recommend by: Unit Chief 

Requested by/Deliver to: Federal Bureau of Investigation 










m 


35 





Total 


SPECIAL INSTRUC 
Ship to Code: 


1 


1 IWIN. r 



JUS 1 IblUA 1 lUN t-UK 1 lit KUKUMASt Uh NUNhAKtlMUABLt 1 1 hWi: 


Delivery Restrictions: M-F, 8am-4:30pm, except holid ays See attached EC 


Government's Estimate: 
Previous PO # 

Previous Contract # 


b3 

b4 

b6 

bVC 

b7E 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 12/01/2006 

To: Finance Attn: | 

From: 

Approved By: 

Drafted By: 

Case ID #: 268-HQ-1068430 



Title: WIRELESS INTERCEPT AND TRACKING TEAM 



mm 0U738 


CELLSITE-3991 








To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 12/01/2006 


LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON, DC 

The Encrine erina Contracts Unit (ECU) is requested to ap prove 
funding for continuedi I 








1 . 

2 . 


Unit/Section/Division: 


Description of Requirement: 


ACQ UISITION PLANNING FORM 


FEDERAL BUREAU OF INVESTIGATION 

|OTD 

/Vireless Intercept and Tracking Team (WITT) 


b3 

b7E 


3. Estimated Cost; 


5. Distribution of Dollars: FY- (100%) 

FY- FY - 

FY- FY- 


4. Term of Contract: 


1 Year 


6. Subobject Class/Budget Item:| 
Product or Service Code: 


7. Market Research (state how performed & attach): Existing Contract 


Commercial Item: D Yes D No Competitive: D Yes D No 

If no to one or more above, explain: 


8. Sources Considered: D FBI Personnel 

□ 100% Small Bus. 
D Hubzone 

□ A-76 • 


□ Other Government Personnel 
D 8a Setaside 
D Women-owned 


□ Required Sources 
D Disadvantaged (FAR Part 8) 
D Other Federal Contracts 


9. If Information Technology: D IRM Review D AIS Approval 

10. Type of Procurement: D Brand Name or Equal D Performance-Based Service Contract 

□ Brand Name Only □ Functional Specifications □ Commercial Item D Compatibility 

11. Contract Type: D Firm-Fixed Price tH (IFB) DrFP D RFQ D IDIQ Contract 

D Firm-Fixed Price w/Economic Adj. D Reimbursabie Agreement D Time & Material 

D Cost-Reimbursement □ Incentive □ BOA □ Letter Contract (DOJ Approval) 

12. Lease vs Purchase (if lease, analysis attached): 13. Environmentally Preferable Item: □ Yes DNo 

14. Inherently Government Function (justified): D Yes 0 No 

15. Lead Time Required: To be filled in by Contracting Officer 


Approvai: 

Technical Staff Member/(date) Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


FBI/DOJ 




CELLSITE-3994 






ftLL IWiO^PIOM COMTJUHED 

HEHEIH IB OTOftSSiriEO 

imE 10-10-2012 BY €5179 7;>':i.'r3 


REQ.# 

2/1/2007 


Pace 1 OF 1 

DATE 


ORDERING OFFICE/COST CODE APPROVED BY 


JULIAN DATE 

Supply Technician: 






Program Manger: 




Contract Specialist: 


Funding Approved: 




Date Received: 


Requester: 




PPMS Approval: 


Room# & Ext: 



Fiscal Year 2007 

Purchase Order# _ 



ITEM# 

NATIONAL STOCK 
NUMBER 

SER# 

FULL DESCRIPTION 

UNIT 

OF 

ISSUE 

QTY. 

SUBOBJECT 

CLASS 

Bl# 

UNIT 

PRICE 

TOTAL 




■ 



















































Recommend by: Unit Chief 

Requested by/Deliver to: Federal Bureau of Investigation 










ERF Building 27958A, Quantico, VA22135 

L_ ^ 





Total 



SPECIAL INSTRUCTION: JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract# 



See attached EC 
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Commercial Item: □ Yes n N 

If no to one or more above, explain: I 


8. Sources Considered: 13 FBI Personnel 

D 100% Small Bus. 

D Hubzone 
□ A-76 

9. If Information Technology: DlRM Review 

10. Type of Procurement: D Brand Name Only 

n Brand Name or Equal 

1 1 . Contract Type: D BOA 

13 Cost-Reimbursement • 

D Firm-Fixed Price 


n Other Government Personnel 
□ 8a Set aside 
D Women-owned 


n AIS Approval 

D Commercial Item 
D Compatibility 


n IDIQ Contract 

□ (IFB) 

□ Incentive 


n Required Sources (FAR Part 8) 
D Disadvantaged (FAR Part 8) 

13 Other Federal Contracts 


n Functional Specifications 
n Performance-Based Service Contract 

D Reimbursable Agreement 

□ rfp 

□ rfq 


D Firm-Fixed Price w/Economic Adj. D Letter Contract (DOJ Approval) D Time and Material 


12. Lease vs Purchase (iflease, analysis attached): No 


14. Inherently Government Function (justified): D Yes 13 No 


13. Environmentally Preferable Item: D Yes 13 No 


15.* Lead Time Required: 


To be filled in by Contracting Officer. 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 




CELLSITE-3996 





FEDERAL BUREAU OF INVESTIGATION 


(Rev. 01-31-2003) 


Precedence: ROUTINE Date: 2/01/2007 

To: Finance Attn: 

From: Operational Technology 

Contact: 

Approved By: 

Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM ■ 

Synopsis: To requ est that the Engineering Contracts Unit (ECU) 

approve funding to | 



b3 

b6 

b7C 

b7E 


mm mu 
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To: Finance. From: Operational Technology 

Re: 268-HQ-1068430, 2/01/2007 

LEAD(s) : 

Set Lead 1 : (Action) 

FINANCE 

AT WASHINGTON. DC 

The Engineering Contracts Unit (ECU) is requested to approve 







Statement of Work 


Wireless 

Intercept and Tracking Team Program 


1.0 Introduction 

1.1 Organization 

This Statement of Work is for the provision of services to the U.S. Department of Justice, 
Federal Bureau of Investigation (FBI), Operational Technology Division (OTD) 

1.1.1 Identification and Address 

United State Department of Justice 
Federal Bureau of Investigation 
Engineering Research Facility, Building 27958A 
Quantico, VA 22135 

1.2 Scope 


The scope of this requirement includes 


b3 

b7E 


1.3 Background 


2.0 Task 

2.1 This is an Indefinite Delivery/Infmite Quantity (IDIQ) Contract, anticipated to be 

awarded as an FBI Contract consisting of one base ye ar, and two option years. The value 
of this contract willl I 


2.2 Procurement of Equipment and Services 


Contractor will providel 

i The customer will initiate procurement requests 
via delivery tasking, and contractor invoicing will be accomplished through FBI 
Contracting Office personnel. 


CELL/OTD 014751 


CELLSITE-4004 




3.0 Administrative Considerations 

3.1 Contact Persons 

The FBI’s Contracting Officer (CO), Contract Specialist (CS), and the Contracting 
Officer’s Technical Representative (COTR) will perform the administration and 
monitoring of this Work. The COTR will provide all the technical assistance and 
clarification required, through completion of this Work. FBI contact persons for this 
Work are as follows: 

3.1.1 FBI Contracting Officer (CO) 

To be determined 

3.1.2 FBI Contract Specialist (CS) 

To be determined 

3.1.3 Contracting Officer’s Technical Representative (COTR) 

(To be determined) 

Contracting Officer’s Technical Representative 
Federal Bureau of Investigation (FBI) 

Engineering Research Facility 
Building # 27958A 
Quantico, VA 22 1 3 5 

3.2 Period of Performance 

The period of performance will commence from the date of task award to 12 months with 
one (2) 12-month options. 


CELL/OID 014752 


CELLSITE-4005 



ALL INFORMATION CCKi;;r:-U; ■ 

^ HEREIN IS DNCLASSIFIE::- 

miE 10-11-2012 El cS179 


RE^Q.# 

7/13/2006 


DATE 

Supply Technician: 
Program Manger; 
Funding Approved: 
COTR: 

Room# & Ext: 


ORDERING OFFICE/COST CODE APPROVED BY 


Page 1 OF 1_ 


JULIAN DATE 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order^ 






UNIT 







NATIONAL STOCK 



OF 


SUBOBJECT 


UNIT 


ITEM# 

NUMBER 

SER# 

FULL DESCRIPTION 

ISSUE 

QTY. 

CLASS 

Bl# 

PRICE 

TOTAL 


b3 

b4 

b6 

b7C 

b7E 





Kecommena oy: unit unieij | 







Requested by/Deliver to: Federal Bureau of Investigation 




ERF Buildinq 27958A. Quantico. V>A22135 
Attn:| 1 





Total 



Ship to Code: 

Delivery Restrictions: M-F, 8am-4:30pm, except holida ys 

Government's Estimate: 

Previous PO # 

Previous Contract # 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


See Attached EC 


CELLSITE-4012 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


To : Finance 


From: 


Contact : 


Date: 11/28/2006 



Attn: 


Attn: 





Approved By: 


Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis: To request’ that the Engineering Contracts Unit (ECU) 

initiate payment for the enclosed requisition. 


: Price Estimates, FD-369 


in the amount of 


Details 






To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 11/28/2006 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


AT WASHINGTON. DC 

[requests 

H-I<= Frn -i ,c!.qn(= na^mip^nh action 

the attacnea fd- 369 to 

Funding 

amount of I lij 

3 avaiiapj 

.e using 

Budget Item Subobject Class 



Set Lead 2 : (Action) 


AT WASHINGTON. DC 

I I requests that ~| 

approve the e xpenditure of funds for this effort. Fund ing f or 
the amount of I is available using Budget Item | | 

Subobject Class I 


CC: 


♦♦ 


b3 

b6 

b7C 

b7E 
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tELL/OTD 014789 


CELLSITE-4033 






> 


Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(TJ') The agency is the U.S . Department of Justice, Federal Bureau of Investigation (FBI) 

I Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 

(U) The proposed acquisition strategy is to award a non-competitive contract effort for 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a~) (2~). Full and Open competition nee d not be provided for when the disclosure 
of the agency's needs would j unless the agency is permitted to limit the 

number of sources from which it solicits bids or proposals. 


DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


.SSSESIf 


mmm 


CELLSlTE-4035 




6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security". 


(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 



DJ 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO b 7 E 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 



.BssRs:^ 


CELL/OID 0U792 


CELLSlTE-4036 




~ UMii3iajaafer» 


supporting the use of other then full and open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
• appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the numiber of sources from which it solicits bids or proposals. 




CELi/oii) mm 


CELLSITE-4037 


V 


REQ.# 

11/8/2006 

DATE 

Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: . 

Room# & Ext: 



ORDERING OFFICE/COST CODE APPROVED BY 



Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order* 


Page 1 OF 1. 


JULIAN DATE 



ITEM # 





UNIT 





NATIONAL STOCK 



OF 


SUBOBJECT 


UNIT 

NUMBER 

SER# 

FULL DESCRIPTION 

ISSUE 

QTY. 

CLASS 

Bl# 

PRICE 



SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 



JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 
See Attached EC 


CELLSlTE-404: 









(Rev. 01-31-2003) 


ALi iiiF; 7: 
KEPEIli :£ 
liTE 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; PRIORITY 
To : Finance 

Operational Technology 

From : O pp.-rat.-i nna1 Tpnhnol nrrv 


Date: 11/08/2006 



Contact : 
Approved By: 


Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 


Synopsis: [ 


Wireless Intercept and 


Tracking Team requests finance division initiate procurement 
action foj I 


Enclosure (s) : FD-369 


in the amount of 


Details: The Wireless Intercept and Tracking Team (WITT) 



b3 

b6 

b7C 

b7E 


CELl/OID flUi) 
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To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 11/08/2006 


LEAD(s): 

Set Lead 1 : (Action) 

FINANCE 

AT WASHINGTON. DC 

I Wireless Intercept and 

ng Team requests finance division initiate procurement 


Tracki] 

action 






ACQUISITION SECURITY REQUEST 


Request Date: 

Anticipated Procurement Date: 

VENDOR INFORMATION 

□ Reseller With Access to FBI Facilities 

0 Reseller With No Access to FBI Facilities 


□ Manufacturer 


Vendor Name: 


Vendor Address: 


Vendor Name: 


Vendor Address: 



□ Contractor Providing Ciassified Services 


Vendor Name: 


□ DD Form 254 Required 


Vendor Address: 


PRODUCT/SERVICES INFORMATiON 


□ FiSMA System □ Criticai Asset System □ Telecommunications □ Audiovisuai 


1 . Products being procured (list the 
specific hardware / software / 
services in detail) 


2. What entity will be purchasing 
and using the product (Location, 
Division, Section, Unit, and 





4. Highest Classification / Security 
Requirements (i.e. Top Secret, Top 
Secret SCI, Secret, SBU, LES, etc.) 

Unclassified 

5. Who is installing and maintaining 
the equipment/software (FBI 
personnel, vendor, other)? 

N/A - Vendor Provided Service 

6. Will the vendor require access to 
classified information/systems? 

No access required 

PROCUREMENT INFORMATION 



Contracting Officer Name/ Phone: 


FBI COTR Name/Phone: 


Program Manager/Technical POC: 


Requisition Number: 


Purchase Order Number: 


Contract Number: 


DOCUMENTATION ATTACHED 


□ Answers to the Acquisition Risk Questions (the replacement for the SF-328) 

□ Key Management Personnel Listing (KMPL) 

□ FD-369 Requisition for Supplies and/or Equipment 

□ Statement of Work (SOW) - Required if a classified contract 


PRIORITY 


All requests will be handled by date received by ASU unless specific issues affecting the priority, 
i.e. Director’s Priority, are specifically provided in writing by the Contracting Officer. 


Comments: 


CELL/OTD 014804 


Revised 07/01/08 


Return to Acquisition Securi ty Unit, PA-555 
Unciassified FaxL 


iLLSITE-4047 






























T-rn-T f 'TTi-inrinT ^ i m k i ^ nr 


Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U. S. Department of Justice, Federal Bureau of Investigation (FBI)J 

Operational Technology Division (OTD). The contracting activity is the Finance 
Division, Engineering Contracts Unit (ECU). 


2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(Ul The nroDOsed acauisition strateev is to award a non-comnetitive contract effort for 



r 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



bl 

b3 

b7E 


(U] 

is reniiestinp; this sole sniircR procurement withl 

Ifnr the nrocnrement of 

annual 

The proposed procurement is 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


fi5UiSB‘4050 


'ki k I / 'TinmiiTT. ' -ni ^ u I 'j jk 






5 . 


DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



bl 

b3 

b7E 


6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), 
provides Contracting Officer authority to not publish a procurement action when "the synopsis cannot be 
worded to preclude disclosure of an agency's needs and such disclosure would compromise the national 
security", (e.g., would result in disclosure of classified information). This procurement is not being 
publi cized in the Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so 
would 


rtiunTT-nirri/ /TTrr"^nTT/" n-u^ i y r r 


CELL/OTD 014808 


CELLSITE-4051 


jJUL'uLlT/ /ijui I 


7. 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST 
TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8 . 


A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


b3 

b7E 


9. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(U) 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 
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12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to 
the best of my knowledge that all information contained herein is complete and accurate to the 
best of my knowledge. 


Contracting Officer's Technical Representative (Date) 
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(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of my 
knowledge. 



, Supervisory Contracting Officer 

(Date) 


, FBI Chief Contracting Officer 

(Date) 
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STATEMENT OF NEED 

REQUISITION for Goods or Service 
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UNCLASSIFIED//FOUO/LES 


s this a classified acquisition?] IXI Yes or Q No * Classification: FOUO//LES 


Was market research conducted? Yes or Q No 
js this requirement a bona fide need? ^ Yes or \Z\ No 
Is this requirement on your spend plan? ^Yes or Q No 


UNCLASSIFIED//FOUO/LES 


CEIL/OIO 0U830 
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se)<^et//noforn/fouo 


STATEMENT OF NEED 


REQUISITION for Goods or Service 


Date: Aor 
Drafted bv: 

1 12, 2012 


Reauisition Title 


Reauisition Amount 




Justification of Need; (Pro\//cfe i?r/efoi/emew); (SE^f(iT//NOFORN/FOUof 


PMcriptidh of Reduirementsr (Pmw'dgfer/e/cfescr/ptro^^ 
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b7C 
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|s this requisition for the current fiscal year?j IXI Yes or Q No 
Is this requisition for: 


)>lease identify the type of goods/services being acquired| ^ 


Is this a new or existing requirement? Q New or Existing 


)s the current contract/order expiring-j I I Yes or No *ContracUf: 

Are additional divisions coordinating on this requirement? O Yes or K|No 


SE^T//NOFORN/FOUO 


CELL/OTD 01 4831 



SE^ET//NOFORN/FOUO 


Do you have a task order number? Q Yes or !E!no 

js this a classified acquisition?] IXI Yes or Q No * Classification UFII'J/I UUU 

Was market research conducted? ^ Yes or Q No 
|s this requirement a bona fide need^ Kl Yes or Q No 
Is this requirement on your spend plan? ^Yes or \Z\ No 
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UNCLASSIFIED//FOUO//LES 


ALL :r 

BEREIIJ IS Ul'j'.’LkSSlSii. 
DATE 10-11-2012 t: 


STATEMENT OF NEED 


REQUISITION for Goods or Service 



Justification of Need: (Provide brief overview): 


Description of Requirements; (Provide brief description): 
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js this requisition for the current fiscal year?] Yes or Q No 
Is this requisition for 


Please identify the type of goods/services being acquired. 


operation 

Is this a new or existing requirement? O New or Existing 
)s the current contract/order expiring?] I I Yes or No *Contract 


Are additional divisions coordinating on this requirement? Q Yes or ^ No 

UNCLASSIFIED//FOUO//LES 


CELI/OID Q14S33 
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UNCLASSIFIED//FOUO//LES 


a sole source or limited competition requested?) ^Yes or Q No 
Do you have a task order number? Q Yes or ^ No 

Is this a classified acquisition?] 1^ Yes or Q No * Classification: FOUO//LES 
Was market research conducted? ^ Yes or Q No 
is this requirement a bona fide need?j Yes or Q No 
Is this requirement on your spend plan? l^Yes or I I No 


UNCLASSIFIED//FOUO//LES 
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Justiflcation for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U') The agency is the U. S . Department of Justice, Federal Bureau of Investigation (FBI)| 

Operational Technology Division (OTD). The contracting activity is the FBI 

Finance Division (FD) and Engineering Contracts Unit (ECU). 


2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 


AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 



Zlll/m 0H836 
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authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 





6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publi cized in the 
Federal Business Opportunities (FedBizOpps). or any other periodicals because to do so wouldl 


bl 
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7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


Sinwrjm 
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9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


See paragraph (5) above for facts 

supporting the use of other then lull and open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 
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(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


Contracting Officer 


(Date) 
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JSECRi¥//WeEaEW 


b a sole source or limited competition requested?! ^Yes or \Z1 No 
Do you have a task order number? Q Yes or Mfio 

|s this a classified acquisition^ IXI Yes or Q No ' ( In i/ii iilinii M'l iiil^^l'iK II I ||||T7 
Was market research conducted? Q Yes or l^No 
is this requirement a bona fide need?] ^ Yes or Q No 
Is this requirement on your spend plan? I^Yes or Q No 


3CC H ET//NO I 
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ACQUISITION SECURITY REQUEST 


Request Date: 

Anticipated Procurement Date: 

VENDOR INFORMATION 

□ Reseller With Access to FBI Facilities 

□ Reseller With No Access to FBI Facilities 


□ Manufacturer 


Vendor Name: 


Vendor Address; 


Vendor Name: 


Vendor Address; 


□ Contractor Providing Classified Services 


Vendor Name: 



□ DD Form 254 Reauired 


Vendor Address: 


PRODUCT/SERVICES INFORMATION 


□ FiSMA System □ Critical Asset System □ Telecommunications □ Audiovisual 


1. Products being, procured (list the 
specific hardware / software / 
services in detail) 


2. What entity will be purchasing 
and using the product (Location, 
Division, Section, Unit, and 
Proaram)? 



5. Who is installing and maintaining 
the equipment/software (FBI 
personnel, vendor, other)? 

FBI Personnel 

6. Will the vendor require access to 
classified information/systems? 

no 


PROCUREMENT INFORMATION 


Contracting Officer Name/ Phone: 


FBI COTR Name/Phone: 


Program Manager/Technical POC: 


Requisition Number: 


Purchase Order Number: 


Contract Number: 



DOCUMENTATION ATTACHED 


□ Answers to the Acquisition Risk Questions (the replacement for the SF-328) 

□ Key Management Personnel Listing (KMPL) 

□ FD-369 Requisition for Supplies and/or Equipment 

□ Statement of Work (SOW) - Required if a classified contract 


PRIORITY 


All requests will be handled by date received by ASU unless specific issues affecting the priority, 
i.e. Director’s Priority, are specificaily provided in writing by the Contracting Officer. 


Comments: 

ilivm mhi 


Revised 07/01/08 


Return to Acquisition Securi 
Unciassified Fax 
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(U) Questions 

(U) Any other questions or specific technical detail questions should 

be directed towards point of contact listed above . 


Ti I I ii"l ; III iin mm; iii i in I ii~ 
Derived From NSISCG-20090615 

Declassiyfy\^: 20370105 
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Is this a new or existing requirement? Q New or ^ Existing 
Is the current contract/order expiring ?j I I Yes or|^No *Contract#: 


Are additional divisions coordinating on this requirement? Q Yes or K|No 
js a sole source or limited competition requested?] ^Yes or Q No 
Do you have a task order number? Q Yes or ^No 

Is this a classified acquisition?! I I Yes or ^ No *Classification: ' iii li ly/Hl II I lllliT 
Was market research conducted? Q Yes or lEI No 
U this requirement a bona fide need?] ^ Yes or Q No 
Is this requirement on your spend plan? |^Yes or Q No 


jiCRoy/NotoBH: 
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To 

Re 



(U) Contracting Officer Technical Representative (COTR) for this 
effort is Electronics Engineer (EE) and can be 

contacted at the Engineering Research Facility, located in 
Quantico, Virginia, for any questions. 
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To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 01/17/2012 


LEAD(s): 

Set Lead 1; (Info) 

FINANCE 

AT WASHINGTON. DC . 

(U) for information only. 

CC: 

♦♦ 


b6 

b7C 



4 




CELLSITE-4082 



ACQUISITION SECURITY REQUEST 


Request Date; 

Anticipated Procurement Date; 



VENDOR INFORMATION 

□ Reseller With Access to FBI Facilities □ Reseller With No Access to FBI Facilities 

Vendor Name; 


Vendor Address; 



□ Manufacturer 

□ Hardware □ Software 

□ Maintenance 


Vendor Name; 


Vendor Address; 



■Contractor Providing Classified Services □ DD Form 254 

Required 

Vendor Name; 




Vendor Address; 







PF 


!)N 

□ FISMA System □ Critical Asset System □ Telecommunications □ Audiovisual 

1 . Products being procured (list the 
specific hardware / software / 
services in detail) 



2. What entity will be purchasing 
and using the product (Location, 
Division. Section, Unit, and 
Prooraml? 

OTD 




4. Highest Classification / Security 
Requirements (i.e. Top Secret, Top 
Secret SCI, Secret, SBU, LES, etc.) 

secret 

5. Who is installing and maintaining 
the equipment/software (FBI 
personnel, vendor, other)? 

FBI Personnel 

'6. Will the vendor require access to 
classified information/systems? 

No 


PROCUREMENT INFORMATION 
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Contracting Officer Name/ Phone 


FBI COTR Name/Phone: 


Program Manager/Technical POC: 
Requisition Number: 


Purchase Order Number; 


Contract Number; 


DOCUMENTATION ATTACHED 


□ Answers to the Acquisition Risk Questions (the replacement for the SF-328) 

□ Key Management Personnel Listing (KMPL) 

□ FD-369 Requisition for Supplies and/or Equipment 

□ Statement of Work (SOW) - Required if a classified contract 


PRIORITY 


All requests will be handled by date received by ASU unless specific issues affecting the priority, 
i.e. Director’s Priority, are specificaily provided in writing by the Contracting Officer. 


Comments; 


CELL/OTD 01485? 


Revised 07/01/08 


Return to Acquisition Securi ty Unit. PA-555 
Unclassified Fax J 
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(II) M/nf) federal bureau of investigation 

ADDENDUM TO STAT EMENT OF WORK 
FOR contract! 


1. (U) SYSTEM 



FOR OPTION YEAR 


^//NF) The following headings shall provide detailed description of the 

requirements to the S YSTEM in the option year that FBI shall exercise based on the contract 


1.1 (U) BACKGROUND FROM STATEMENT OF WORK 

S//NF) 



2. (U) DESCRIPTION AND REQUIREMENTS 

(U//FOUO/LES) The following headings shall provide a description of thd 

I as well ai j to be 

developed and delivered to the FBI that shall satisfy requirements as set forth in this addendum. 

2.1 (U) SUPPORT SERVICES 

2.1.1 (TJ//FOUO/LESI The ve ndor shall provide FBI with the 

document, which shall include the cost of following: 

o 2.1.1.1 OJ//FOUO/LES' 


I [The vendor shall seek documented 

approval from the FBI on all items prior to purchase. Documented approval shall include 
an itemized list of all costs associated with the procurement. The FBI shall retain 
ownership of all items purchased under the contract, 
o 2.1.1.2(S//NF) | 

'lIK III! IlllllllllllIlF 
Page 2 
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2.2.1 (U//FOUO/LES) IDENTIFICATION, DEVELOPMENT, AND INTEGRATION OF 
METHODS, AND TECHNIQUES 

2.2. 1.1 rSZ/NF 



: sE£iic-T/;'?i n FnTm: 
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3 (U) DELIVERABLES 


(U) The following section provides for a delivery schedule as listed in Table 1 below, as well as 
details concerning each delivery requirement. 

3.1 (U) DELIVERY SCHEDULE 


(U//FOUO/LES) Ad ditional 



(U//FOUO/LES) SYSTEM 
Training 


(IDITEM 

(TJ) Time Frame 

(U//FOUO/EES) Monthly 
Project Status Rennrts 

(U//FOUO/EES) NET Five (5) Business Days of each new month 
upon award of OPTION YEAR 

(TJ/ZPOUQ/EES-I 1 

OJ//FOUO/EESi 

n 


(U//FOUO/EES) Testing, 
Verification, and 
Demonstration 

(ETZ/FOIIO/EES') Reoccurrine 


(S//NI 

(UZZFOUOZEES) NET 180 days upon award of OPTION YEAR. 

(U)//FOUO/EES) Annual 
Operation and Maintenance 
Service Document 

(UZZFOUOZEES) NET 180 days upon award of OPTION YEAR. 


(U//FOUO/LES) NET 240 days upon award of OPTION YEAR 


(U//FOUO/LES) NET 330 days upon award of OPTION YEAR 


nJ//FOUO/LES) Ongoing 4 


Pinal -I 


NET 330 days after award of OPTION YEAR 
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(S//NF) Table 1: Delivery Schedule 


3.2 (U) DELIVERY ITEM DESCRIPTIONS 

(U) The following provides further descriptions of items described above in Table 1. 
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• 3.2.1 (U//FOUO/LES) MONTHLY STATUS REPORTING - The vendor shall provide 
monthly status reporting in electronic and documented format to the FBI, which consists of 
at minimum information related to labor hours, other direct costs; details of work 
performed or project status, as well as the identification of any issues that need to be 
communicated to the FBI. The vendor shaill provide a reporting format to the FBI at project 
inception, and receive concurrence on appropriate format of monthly status reports. 
Monthly status reports shall describe and reflect that status of developments and 
deliverables, to include scheduling issues, to enable the FBI to intervene and provide any 
direction as necessary. 


• 3.2.2 (U//FOUO/LES 


• 3.2.3 (U//FOUO/LES) TESTING, VERIFICATION, AND DEMONSTRATION 


3. 2.3.1 (U//FOUO/LES) The vendor shall provide “access”, for the FBI, t(£ 


[ 


]for testing and verification of requirements and 


characteristics, throughout the development life cycle, at the VENDOR facilities. 

3. 2.3. 2 (U//FOUO/LES) The vendor shall provide the FBI a TEST plan, which may 


be executed duririg testing of| 

3. 2.3. 3 (U//FOUO/LES) UponFINAUL 


jDelivery, as 


specified below, the vendor shall provide a demonstration of the final SYSTEM at 


a site designated by the FBI, which demonstrates an 

I Demon strati on should also include system setup 


and use, and overview of manuals or documentation that may be provided. 


• 3.2.4 rS//Nfl 


• 3.2.5 (U//FOUO/LES| 

document - As described in section 2.1 of this document, the vendor shall deliver a 
documented plan to the FBI that details ongoing issues and costs associated with providing 

tf the 

S Y S 1 liM as IS aeveloped and delivered to ttie at me end ot me option year. 
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3.2.6 (U//FOUO/LES)| 

document, the vendor shall enable the[ 
award of the option year. 


- As described in section 2.2.1 of this 
| no later than eight (8) months upon the 




3.2.7 (U//FOUO/LES) 
provide delivery of the! 


[DELIVERY - The vendor shall 
which includes the following: 


o 

o 

o 

o 

o 


• 3.2.7 (U//FOUO/LES) SYSTEM TRAINING - The vendor shall provide training foj 


at vendor facility 
dfiterminftd hy the FBI forl 


I 


Jlraining shall be on-site at a location 
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4. (U//FOUO/LES) OTHER REQUIREMENTS 


(U) The following sections shall describe other requirements related to the development and 
delivery of the SYSTEM, to the FBI from the vendor, described in this STATEMENT OF WORK. 


4.1 (U) PLACE OF PERFORMANCE 

4.1.1 (U//FOUO/LES) Vendor development efforts will be conducted primarily within vendor 
business spaces. The Vendor shall be afforded access to FBI spaces for meetings, product 


rrnrrimT^/fffrTTm^ 
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demonstrations and general interaction with FBI persoimel, pending proper passing of clearances 
and visit requests. 


4.2 (U) GOVERNMENT FURNISHED EQUIPMENT 


4.2.1 (U//FOUO/LES) Vendor shall provide the FBI with listing of required Government 
Furnished Equipment (GFE) in response to this SOW. GFE only is used to either levy costs 
associated with ODC, or provide access to FBI owned equipment that the vendor may not 
otherwise have access to. The FBI shall retain all ownership titles to GFE equipment, and the 
vendor shall provide accounting information during FBI inventory inspections. The FBI shall be 
afforded opportunities to provide an on-site inspection of GFE items, should the inspection process 
require visual inspection procedures. 


4.3 (U) OTHER DIRECT COSTS (EQUIPMENT) 


4.3.1 (U//FOUO/LES') The vendor shall be approved to purchas ef 


to be delivered to th e FBI. The 

vendor shall seek documented approval, from the FBI, on all | [ items prior to 

purchase. Doc umented approval shall in clude an itemized list of all costs associated with 
procurement o j [ The FBI shall retain ownership of all equipment purchases 

under ODC funds. 
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(Rev. 05-01-2008) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 02/06/2012 


To': Finance Attn: 


From : Operational Technology Division 

Contact : | 


Approved By: 


Drafted By: | 

(II) Case ID # : ^ /NF) 268 - HQ -1068430 
V Title; )^/NF) 

TEAM ^ 

V Synopsis: (^//NF) To request finance division exercising option 
year on the current contract and applvl 


F24M89K85 

FBI NSISCG-20090615 
20370206 


Classified 
Derived Fro: 
Declassif 
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Enclosure (s) : Statement of Work Addendum 
Details; (S//NF) 
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To: 

Re: 


Finance From: Operational Technology Division 

(^/NF) 268-HQ-1068430, 02/06/2012 


vSf 


(U//FOUO) It is requested that the Science and Technology 
Contract Unit exercise option year on the current contract. 


(U//FOUO) The Contracting Officer Technical R epresentative for 
this procurement is Electronics Engineer (EE)I 

ra ^ /~t — > *?i4- 4- *1 *v^ ^ ^ *i/* n ■y-\ /-< TD s 


uiixa xa iixecjLxaiixcy iiiiy xiietix 

and can be contacted at the Engineering Research Facility 
located in Quantico, Virginia, for any questions. 


(U//FOUO) Contracting Officers 
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LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

PSFO: For information only. 

♦♦ 
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UNCLASSIFIED/ /FOR OFFICIAL USE ONLY/ /LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 




Attention: 



M.1 INFORMaTIOI COMIIlffil 

HEREIN IS TO€»SSIf:IlS 

DATE lOi-11-2012 El 65179 ,»ffil/rs 


Re : Contr act | 

Request Approval - 


Dear 


The Federal Bureau of Investigation (FBI) h as an approved 
non-disclosure aqreement (NDA) in place with the I I 
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If there are any questions, please contact me. 


Sincerely, 


Operation al Technology Di vision 
Telephone | | 


cc : 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 




Attention: 



ALL INTOE^ykTIOtJ c: jiiTAi:;:; 
:EfflRElN IS U>3CLA.S3 IFIl:' 

DALE 10-11-2012 BY 65179 3'ii/:' 


Rft ; Conh-rant. 


Request Approval 


Dear 


The Federal Bureau of Investigation (FBI) h as an approved 
non-disclosure agreement (NDA) in place with thel I 


I I and our execution of the NDA, 

meets the FBI's advance coordination recruirement . Therefore, [ 


If there are any questions, please contact me. 
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Sincerely, 


Operation al Technology Di vision 
Telephone 


cc : 
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Message 


(FBI) 


Page 1 of 2 


From: 

Sent: 

To: 

Cc: 


(FBI) 


Monday, September 20, 2004 10:37 AM 
(ITD) (FBI)_^ 

(FBI); 


Subject: RE: Information 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


(FBI) 


b6 

b7C 


Thanks for the info. Keep us posted. Something strange is happening. 


Or iginal Messaae- 

From: 


b6 

b7C 


KUD) (FBI) 


Se nt: Monday, September 20, 2 004 9:42 AM 


(ITD) (FBI) 


(FBI) 


To: 

Cc: 

Subject: Information 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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Training Course #1 

Washington DC 
January 26-30, 2004 
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Quick Start Guides 
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Welcoming Remarks 


b7E 







Welcoming Remarks 
Introduction to WITT 


b7E 


Introduction to 


Introduction to 



Website Demo 

Introduction to CONOPS and Surveillance 
Techniques 

Break 

Introduction to Legal Issues 
Introduction to Wireless Industry 
Introduction to M obile Phone System 


Lunch 

LoggerHead, and T 

LoggerHead 

Break 

Lab Exercises 

Wrap-up and Feedback Forms 


and Triggerfish Overview 


8:30-8:45 am 
8:45 -9:00 am 
9:00-9:10 am 
9:10-9:20 am 
9:20-9:35 am 
9:35 - 10:00 am 

10:00 -10:15 am 
10:15 -10:25 am 
10:25 - 10:45 am 
10:45 -11:20 am 

11:20 -12:50 pm 
12:50- 1:15 pm 
1:15-2:45 pm 
2:45 -3:00 pm 
3:00- 5:00 prn 
5:00-5:15 pm 











i 


. ■ ' • ■ -,v i ' "v ''Eime/.. 


Day 1 Review (Question and comments) 

8:30 - 8:40 am 

b7E 

8:40 -9:00 am 



9:00-9:30 am 


9:30 -12:00 pm 

Lunch 

12:00 -1:30 pm 


1:30-6:00 pm 


Wrap-up and Feedback Forms 6:00 - 6: 15 pm 











































For Official 











Day 3 Review (Questions and comments) 


Lunch 


StingRay 


Wrap-^up and Feedback Forms 


8:30 -8:40 am 


8:40- 11:30 am 


11:30 -1:00 pm 


1:00-4:45 pm 


4:45 -5:00 pm 




10 min 


2 hrs 50 min 


1 hr 30 min 


3 hrs 45 min WITT 


15 min 




















w 










Day 4 Review (Questions and comments) 


S 


Feedback Forms 


Lunch 


Wraprup, Closing Remarks, and Dismissal 
(Collebt Badges, Ship Equipment) 




8:00-8:10 am 

10 min 

8:10- 10:15 am 

2 hrs 5 min 

10:15 -10:30 am 

15 min 


1:00-4:00 pm 

3 hrs 






















WITT Program Overview 
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PURPOSE: To provide information, interactive 
mediaj KVITT 


ACCESS 



URL: 



NETWORK CLASSIFICATION: Secret 
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• Legal considerations await the OGC’s review, 
analysis, and approval 

• Additional Legal and Policy issues being 
identified 

• Updates and reference material will be posted on 
the WITT web site 

• Any specific legal question, guidance, or advice 
should be referred to your CDC and/or to the OGC 


CELL.-''' 


i D* 


O043T 
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• Pen Registers 

• Title III 

• Search Warrants 

• Disclosure a nd Evidentiary Considerat ions 

• Safety Issues 












1970's 

• Mobile 
Telephony 
concept 
specified by 
ATT’sBell 
Labs 

V ' y 


1980's 



• 1®‘ generation 
technology 
(analog) 
deployed 


V : : ^ 


1990^5 

• Mass adoption 

• 2"'^ generation 
technpiogy 
(digital) 

• 2.5 generation 
(faster “diai- 

^ up’* speeds) 


2000's 


• Business 
enterprise 
integration 

• 3'''* generation 
(high speed, 
data, apps) 

^Future??? 




• 151.8 million 
subscribers (1 1/03) 

• 147,719 Base- 
stations (6/03) 

• More mobile than 
landline usage 
( 10 / 02 ) 

• Digital systems 
replacing Analog 
systems 


j— — — — I 

i DIGITAL & ANALOG SUBS 



Mi IM>JI Pa'H Ph*: twAj tkvi* })><•«) bf<4: 


Source: CTIA 
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U.S. Carrier Market Share (2003Q3) 



'Includes affiliates and resale 


Market dominated 
by 6 nationwide 
providers 

Few regional 
independents 

Others franchised 
or aligned with 
‘Big 6’ 

Expect further 
consolidation 


Source: The Yankee Groupi 





2000 
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2005E 



Image 


Data 


Voice/ 

’Audio 


* Game playjp^ 
•Video X 
conferencing 


Locatlo^l/ased 
r M-coiTtAierce 
(retail, bpnhhldJ* 
eto!).**' 
>Xlffemetry 
U^^reless VPN’s 


• 1Vo-way 
C(%yersatlon 


•Video playback 


' internet browsing 
’Fax 

Mnteroat apps (I.e. 
WAP) ’•••.. 

’ News, sporty*, 
entertainment 
’ E'-mall/short 
messaging ] 


’ Data Broadcast 
’ Interactive Voice 
Response 


•Videcf transfer 
• Video up'Ki}k 
(e.g. security, 
cameras) 


• Sche*di^ing, 
calendars,^ etc 
’ Sales forc?.^ 
automation \ 
» File tra nsfer 
’B2B 


’ Music downlead •’ 
’Audio file / .•’ 
transfer •*,•* 


Two-way 

Real-Time 

Communication 


Information 

Access 


•Data 

Exchange 


Source: Merrill Lynchi 
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ForpfficiaI,Use^.Gn!)FvfS 


/vJ -I ^'^^-.lEir'^,v''‘-vkii/' Vi:i ^ ;iV .■' :. ,'J-i'i.'. 


NORMAL VOICE DUTY CYCLES 

Forward Channel X CONTINUOUS TRANSMIT 

Reverse Channel CONTINUOUS TRANSMIT 


Forward Channel 
Reverse Channel 


PUSH TO TALK DUTY CYCLES 
□ □ 
□ 
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Introduction to the Mobile 

Phone Systems 








1 



• Cellular System allows the reuse of spectrum 
within a region by employing centrally 
connected base stations 

• Each base station wirelessly connects to 
multiple mobiles within a designated 
geographic area (cell) 

• Base stations connect to a Mobile Switching 
Center (MSC) and then to the Public 
Switched Telephone Network (PSTN) 

• The system allows 

- Reuse of spectrum in regions, increasing the 
capacity of the system over a trunked radio 
system 

- Mobility of users in the system without loss of 
connectivity. 
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Cellular and PCS frequency bands are subdivided into Radio Frequency 

(RF) channels for communication between base stations and mobiles b 7 E 
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Background 

- Technology first introduced in Europe and migrated to the U.S. 

- Provides increased system capacity, advanced digital services and ability to offer 
seamless international mobile operation 

Technology 

- Multiplex users by assigning unique operating time slots in shared frequency 


GSM is the most widely adopted cellular technology in the world 






• CDMA and GSM phones will dominate near term U.S. market 

- 83 percent of the market (with conversion of IS-136 systems to GSM) 

• 3G Systems will be CDMA based 

• Carriers will continue to develop enhanced features 

1G/2G 2.5G 3G 

Analog 































Overview 
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• 

Set up 






• 

1 nnatinn 
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StingRay Lab/ 
Field Exercises 










CELLSITE- 10988 






CELLSITE- 10989 







CELLSITE- 10990 








CELLSITE- 10991 





CELLSITE- 10992 






n 


Appendices 




Glossary/ 

Acronyms 
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Useful Acronyms 
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AMPS - Advanced Mobile Phone Service 

BSC - Base Station Controller 

BSID - Base Station ID 

BTS - Base Transceiver Station 

CDMA - Code Division Multiple Access 

DSSS - Direct Sequence Spread Spectrum 

DF - Direction Finding 

ESN - Electronic Serial Number 

FDMA - Frequency Division Multiple Access 

GSM - Global Standard for Mobile Communication 

HLR- Home Location Register 

iDEN - Integrated Dispatch Enhanced Network 

IMEI - International Mobile Equipment Identity 

IMSI - International Mobile Subscriber Identity 

MIN - Mobile Identification Number 

MSC/MTSO - Mobile Switching Center/ Mobile Telephone Switching Office 
NID - Network IDentification 



c 


rr % 


L. 




QQ4‘3-99 
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PA - Power Amplifier 

PCS - Personal Communications Service 

PN — Psuedo Noise 

PSTN - Public Switched Telephone Network 

PTT - Push-to-Talk 

RF - Radio Frequency 

SID - System IDentification 

TDMA - Time Division Multiple Access 


TMSI - Temporary Mobile Subscriber Identity 

VLR - Visitor Location Register 

WITT - Wireless Intercept & Tracking Team 


b7E 
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Access Channel - Reverse CDMA channel used by mobile stations for 
communicating to the base station 

Advanced Mobile Phone Service (AMPS) — First U. S. cellular standard; based 
on analog FDMA technology 

Base [Transceiver] Station (BTS) - Fixed radio site communicating with 
mobiles within a geographical area 

Base Station.Controller (BSC) - Interface between base stations and the switch 
which conveys switch commands to the appropriate base station and base station 
requests to the switch 

Camped - When a mobile is not on a call but actively monitoring the paging or 
control channel 

Cellular Phone- Portable radio used to communicate wirelessly in a network 

Code Division Multiple Access (CDMA) - Spread spectrum technology which 
uses codes to differentiate signals sharing the same frequencies 

Collection - Assimilating and storing of intercepted identity information and call 
content 

Control Channel - Radio channel on the forward or reverse link used to send 
command and requests 

Direct Sequence Spread Spectrum - Technique employed in US cellular 
CDMA systems which uses codes shared between sender and receiver to spread 
transmitted data and send over the air 

Direction Finding (DF) - A technique used to identify the location of a radio 
signal 


c 


ELI. 


J-QTD 
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PN Code Offset - One of 51 2 time offset versions of the Short PN Code used to 
identify CDMA base station sectors in a network 

Power Amplifier (PA) - Provides gain in a transmitter 

Publie Switch Telephone Network (PSTN) -Collection of interconnected 
voice-oriented public telephone networks 

Radio Frequency (RF) - Radio signals between 9 kHz-300 GHz 

Registration - Process by which a mobile station identifies its location and 
parameters to a base station 

Reverse Link - From the mobile to the base station 

Short PN Code - 1 5-bit pseudo-random code used to uniquely identify CDMA 
base station sectors in a network 

Short PN Code Offset - See PN Code Offset 

Sync Channel - Walsh code channel 32 in the CDMA forward channel which 
transports the synchronization message to the mobile 

System Identification (SID) - Number uniquely identifying a cellular system 

Temporal^ Mobile Station Identity (TMSI) - Temporary mobile station 
identification assigned by the base station 

Time Division Multiple Access (TDMA) - Multiplexing technique which uses 
frequency and time to distinguish users 

Traffic Channel - Communicating path between a mobile station and base 
station used to transport call content and commands 

5 




Uplink— 5ee Reverse Link 


Visitor Location Register (VLR) - Database containing mobile subscriber 
information for mobifes active in the local system but registered in another 
cellular system 

Walsh Codes - 64 orthogonal codes used to define CDMA communication 
subchannels on the forward link 
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16-7.3.4 Loan of Electronic Surveillance Equipment (See MIOG, Part 2, 10-9.14 & lO-lO.lO.) 

(1) LOAN OF ELECTRONIC SLfRVEILLANCE EQUIPMENT TO STATE AND 
LOCAL LAW ENFORCEMENT AGENCIES. 

By Department Order 1945-95, dated January 18, 1995 (replacing Department Order 
890-80, dated April 29, 1980), the Attorney General delegated to the Federal Bureau of 
Investigation the authority to approve loans of electronic surveillance eqmpment to state and local 
law enforcement agencies for use in their investigations (i.e., NOT joint FBI investigations). 

Under this delegation, the loan of such equipment is to be made only in exceptional circumstances 
. and to be consistent with federal and state laws, as well as with state and local law enforcement 
regulations. 

Electronic surveillance equipment is diefined as any equipment which would be used in 
Tide 18, USC, Section 2510, et seq. (Tide III) - or consensual electronic coverages. 

(a) It is the policy of the Department of Jusdce that loans of electronic surveillance 
equipment to state and local law enforcement agencies are generally to be discouraged and are to 
be permitted only: 

1. in furtherance of the federal government's interests in the investigation and prosecution . 
of violations of state criminal law that are of federal concern: 

2. in compliance with all applicable provisions of federal, state and local law; 

3. without interfering with state and local control of state and local law enforcement; and 

4. without duplication of other federal programs of assistance to state and local law 
enforcement. 

(b) No request may be granted until the head of the state or local law enforcement 
agency certifies in writing that the agency: 

1 . has authority under state and local law to borrow the equipment on the terms required 

by this Order; , 

2. has valid legal authority under state and local law to conduct the particular electronic 
surveillance for which the equipment is requested: and 

3. cannot obtain the requested equipment from other law enforcement agencies within the 

state. 

(c) The Director of the FBI or his designee may, at his discretion, grant a request 
tor the loan of electronic surveillance equipment upon receipt of a wxitten request from a state or 
:ocaI law enforcement agency. The formal request must contain a copy of a wrinen opinion of the 
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chief legal officer of the state or local government relative to compliance with (b) 1. and (b) 2.‘ ' 
above. 


(d) The Director of the FBI or his designee shall not grant a request for the loan of 
electronic surveillance equipment unless the Director or his designee determines that: 


1. there is no current need for the equipment within the Bureau; 

it is in the interest of the United States to facilitate the criminal investigation for which 
the equipment is needed; and, 

3. the agency has previously not violated the terms of any loan of electronic surveillance 
equipment by the FBI. 

(e) Ally loan of electronic surveillance equipment shall be made by written agreement 
between the Director of the Federal Bureau of Investigation or his designee and the state or local 
law enforcement agency. The agreement shall identify the equipment and state the subject, 
duration, location, and purpose of the surveillance to be conducted. It shall also include the 
following provisions: 

1. the loan of the equipment is subject to the needs of the Department of Justice, and the 
equipment must be returned upon request; 


2. the loan of the equipment is limited to the duration of the validly authorized surveillance 
for which it is requested, and in any event not to exceed 90 days; 


3. the equipment may be used only for the validly authorized surveillance for which it was 
requested; 


4. the agency will not permit any other person or governmental entity to use the 
equipment; 

5. the agency may disclose electronic surveillance equipment, information concerning it, or 
its installation or use only with the consent of the Director of the FBI or his designee and subject 
to the nondisclosure provisions set forth in 28 C.F.R. 1622, 1624, and 1626; 

6. the agency will not use the electronic surveillance equipment outside the United States 
or under circumstances where there is reason to believe that the equiprnent may be taken outside 
of the United States, without the approval of the Director of the FBI or his designee; and. 


7. the agency will reimburse the United States for all loss or damage to the equipment. 
Any dispute over the amount of loss or damage will be resolved by the Director of the FBI or his 
designee, and this resolution will be final. The Director of the FBI or his designee may agree to 
any other terms consistent with the above stipulations. 
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(f) When the head of the state or local law enforcement agency represents to the 
Director or his designee that an emergency situation and need for electronic surveillance 
equiprnent exist and that the requesting agency is authorized under state law to conduct 
emergency electronic surveillance in such circumstances, and specifies the provision of state law 
upon which he is proceeding, the Director or his designee may grant the emergency request. The 
information required to be submitted by the head of the law -enforcement agency in (b) and (c) 
must be submitted to the Director or his designee within three days of the day on which the loan is 
made. 


(g) The Director of the FBI, pursuant to Attorney General Department Order 

1945-95 . dared January 1 8, 1995, has delegated his authority to permit 

|on a case-by-c4se basis, to assist in the installation and operation of elecuonic 

surveillance equipment. Such delegated authority requires the concurrent approval fi'om the 
Section Chief of the appropriate Criminal Investigative Division section haying oversight over the 
investigative program involved; the Electronic Surveillance Technology Section Chief,] 
Laboratory Division; and the Office of the General Counsel. If such technical assistance is 
approved, the state or local court orders (where required) should specifically include the court's 
authorization for FBI assistance in the state and local electronic surveillance endeavor. Without 
such approval, no FBI persoimel may install the equipment or participate in the surveillance. This 
restriction does not prohibit maintenance and repair of the equipment when not installed. 


(h) The Director of the FBI ■will retain all requests for electronic surveillance 
equipment by state and local law enforcement agencies. The Director will report to the 
-Assistant Attorney General, Criminal Division, on October 1 and April 1 of each year on the 
duration and results of all loans made pursuant to the order. 

(i) The Director of the FBI, pursuant to .Attorney General Department Order 

1945-95, dated January 18, 1995, has delegated his authority to approve loans of electronic 
surveillance equipment upon written request from a state or local law enforcement agency. Such 
delegated authority requires the concurrent approval of the Section Chief of the appropriate 
Criminal Investigative Division section having oversight over the investigative program involved 
and the Electronic Surveillance Technology Section Chief, Lab oratory Division. Wher e requests 
involve installation or operation of technical equipmerk by FBI ^ 

approval by the Office of the General Counsel is also required. 

(j) The FBI field division must advise FBIHQ when requesting approval to loan 
electronic surveillance equipment (be it either a routine or an emergency request) whether there is 
a current need for equipment within the division; whether, in the SAC's opinion, it is within the 
interests of the United States to loan the requested equipment in the specific c riminal 
investigation; and, whether the agency involved has previously violated the terms of any loan of 
electronic surveillance equipment by the FBI. 

(Jc) Routine requests should be by electronic communication (EC) to FBIHQ, 
directed to the Electronic- Surveillance Technology Section, Laboratory Division, and to the 
appropriate Criminal Investigative Division section having oversight over the investigative 
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program involved, and should enclose both a written request from the head of the local or state 
law enforcement agency and the written opinion of the chief legal officer of the local or state 
government. Emergency requests should be by telephone, confirmed by EC, and followed by an 
. EC, enclosing the necessary documents. 


(2) THE USE OF FBI ELECTRONIC SURVEILLANCE EQUIPMENT IN JOINT 
CASES WHERE STATE. AND LOCAL LAW ENFORCEMENT AGENCIES OBTAINED 
.AUTHORITY FOR ITS USE (SEE MIOG, Part 2, 10-10.3 (8).) 

(a) A JOINT CASE, for purposes of this section, is an investigation in which there 
exists significant FBI interest in the subject or mbjects of a local investigation and substantial ■ 
FBI investigative resources have been utilized and/or will be utilized in the planned investigation 
with the local agency. 

(b) FBIHQ authority MUST be obtained prior to any use of FBI electrom'c 
surveillance equipment or personnel in furtherance of any order or authority obtained by state or 
local law enforcement agencies. Should approval be granted for such use, the peninent local or 
state order or authority NIUST contain specific language authorizing FBI participation and 
specifying whether the assistance is for installation, monitoring, or whatever is required. 


information: 


(c) In requesting FBIHQ authority, the field office is to set forth the following 


1 . A synopsis of the investigation conducted to date by FBI and the local agency involved, 
to include the date the FBI case was opened, as well as when the joint investigation was initiated. 


2. the specific SAC comments as to the value of the assistance to the FBI investigation 
and extent of federal control over local electronic surveillance. 


3. the exact nature of equipment to be utilized and technical assistance required, and 
whether the equipment is on hand in the requesting division. 


4. the specific comments of the| 

agency to properly utilize technical equipment requested. 


as to the ability of the local 


5. that the local agency has valid legal authority under state or local law to conduct the 
electronic surveillance for which equipment will be utilized, to include citation of the specific 
statute; 


6. that the Chief Division Counsel or the Assistant U.S. Attorney has reviewed the 
affidavits and orders to be filed and concurs in their sufficiency; and, 

7. that FBI policy in limiting disclosure as set forth in Pan 2. Sections 10-10.13 and 
10-10.16, of this manual, will be honored in any subsequent local proceedings. 


b7E 
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The above infonnation is to be provided by appropriate communication to the 
attention of the Laboratoiy D ivision, as well as to either the Criminal Investigative Division or the 

as appropriate. 


which requires 


(d ) Any request for FBI assistance in the execut ion of a locally obtained court order b 7 E 


will be handled separately and 


will require significant justification. Emergency requests for such assistance are to be discouraged 
and likely will NOT be approved. 


(3) LOAN OF ELECTRONIC SURVEILLANCE EQUIPMENT TO OTHER 
FEDERAL AGENCIES. 

(a) The loan of FBI technical electronic surveillance equipment to other federal 
agencies is permissible on a short-term basis. The loan of equipment is subject to availability and 
must not negatively affect the technical investigative capabilities of the FBI. 


(b) For agencies of the Department of Justice (DOJ) (e.g., the Drug Enforcement 
Administration (DEA)), material support and assistance, including the loan of technical 
equipment, should be handled on a local level, subject to the provisions stated above. 

(c) For agencies outside the DOJ, requests must be made on a headquarters level, 
and the requesting agency must have appropriate electronic surveillance authority and capability. 


(d) All technical equipment provided must be available in existing field office 

inventory. 


**EffDte: 1 1/12/1998 MCRT#: 838 Div: D7 Cav: Seeds 
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Why the “USA Patriot Act”? 

• Senate: Uniting and Strengthening 
America (Act) 

• House: Providing Appropriate 
Tools Required to Intercept and 
Obstruct Terrorism (Act) 


: June 24, 2003 


WITT Conference New Orleans 


Overview 

• The Pen Register and Trap and 
Trace Statute 

• Other Amendments to the Wiretap 
Statute and EC PA relating to 
Wireless 


June 24, 2003 


WITT Conference New Orleans 






I. The Pen/Trap Statute 


' Old statute: the term "pen register" 
means a device which records or 
decodes electronic or other impulses 
which identity the numbers dialed or 
otherwise transmitted on the telephone 
line to which such device is attached 
(18 U.S.C. 3127(3)) 

New statute: Technology-neutral 


language 

June 24, 2003 


Wm Conference New Orleans 



I. The Pen/Trap Statute (old 
statute) 

• In the matter of >the Application of the 
USA for an Order Authorizing the Use of 
a Cellular Telephone Digital Analyzer, 8i8S 
F.Supp 197 (S.D. QA 1995). 

• FACTS: 

- First application denied for failure to describe 
operation of device. Supp. Affidavit filed. 

- AUSA asks for PR/T&T order out of 
“abundance of caution” 

- Affidavit discloses that Digital Analyzer :(DA) 
captures ESN, user’s cell # and number 

June 24. ^cSflaled when4flTq|,Q§,§,j;^PMity. , 


ILL^'OTO 00,44 





I. In the matter of the Application of the USA for an Order 
Authorizing the Use of a Cellular Telephone’Diaital Analyzer. 885 
F.Supp 197 (S.D. CA 1995). 


Holding: 

- Court agrees that no order is required. 

- Court notes: 

The statutory definition of a pen register limits it 
to a device ‘which records or decodes 
electronic or other impulses which Identify the 
numbers dialed or otherwise transmitted on 
the telephone line to which such device is 
attached....’ 18 U.S.C. 3127(3)” . 

- Court finds that because DA is not “attached” 
to a line, DA does not qualify as a PR. 


June 24, 2003 


WITT Conference New Orleans 


I. In the matter of the Application of the USA for an Order 
Authorizing the Use of a Cellular Telephone Digital Analyzer. 885 
F.Supp 197 (S.D. CA 1995). 


Court addresses application even though 
not required . 

Court denies request because: 

- As drafted, ordgr is not limiterl tn iiro in that 

judicial district 

-Moreover: “The order sought, ...would not 
insure sufficient accountability. For example, 
depending upon the effective range of the digital 
analyzer, telephone numbers and calls made by 
others than the subjects of the investigation 
could be inadvertently intercepted.” Id. at 201 . 


June 24, 2003 


WITT Conference New Orleans 
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The Pen/T rap Statute (USA 
Patriot changes) 

• New PR Language: the term "pen register" 
means a device or process which records or 
decodes dialing, routing, addressing, or signaling 
information transmitted by an instrument or facility 
from which a wire or electronic communication is 
transmitted ... 

• No content; ...provided, however, that such 
information shall not include the contents of any 
communication (18 U.S.C. 3127(3), (4)) 

• Technology-neutrai adjustments made 
throughout PR/T&T statute. 


June 24, 2003 
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The Pen/Trap Statute (USA 
Patriot changes) 

• New T&T Language: the term “trap and trace" 
means a device or, process which identify the 
originating number or other dialing, routing, 
addressing, and signaling information reasonably 
likely to identify . the source of a wire or electronic 
communication...." 18 U.S.C. § 3127(4). 


June 24, 2003 


WITT Conference New Orleans 
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Pen/Trap: Nationwide Effect 


* Can obtain order locally for a 
device installed in another district 
(18U.S.C. 3123(a)) 

Order is good nationwide, even if 
providers that carry the 
communication are located outside 
of the district (18 U.S.C. 3123(a)) 

Court issuing the order must have 
jurisdiction over the offense 


June 24, 2003 


WITT Conference New Orleans 


Providers not named in order may 
demand a certification (18 USC 3123(a)) 


June 24, 2003 
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Pen/Trap: 



• New reporting requirement where 
law enforcement uses its own 
device on a public provider’s 
network pursuant to a pen/trap 
order (31 23(a)(3)) 

- E.g.: date and time of installation and 
removal; information collected 

• No 4yr Sunset onPen/Trap Reports 


:: June 24, 2003 


WITT Conference New Orleans 


Pen/T ra 


•Actual text triggers reporting when; 

“the law enforcement agency implementing 
an ex parte order under this subsection 
seeks to do so by installing and using its 
own pen register or trap and trace device on ; 
a packet-switched data network of a provider 
of electronic communication service to the 
public” P.L. 107-56, sec. 216 


June 24, 2003 
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Overview 


•The Pen Register and Trap and 
Trace Statute 

Other Amendments to the Wiretap 
Statute and ECPA 


, June 24, 2003 


WITT Conference New Orleans 


II. The Computer Trespasser 
Exception 

• Old law: law enforcement often had to get a 
wiretap order in order to help victims monitor 
computer hackers 


New law; new exception to Title III: 18 U.S.C. 
2511(2)(l) 

- allows interception of “computer trespassers” - i.e. 
those without authorization to use a computer 


. June 24, 2003 


Wi l l Conference New Orleans 


/id 





II. The Computer Trespasser 
Exception 




|new exception to Title III at 18 U.S.C. 

2511(2)(i) 

• Subject to 4-year sunset provision 
- grandfather clause for pre-sunset oiFfenses 


June 24, 2003 


Wm Conference New Orleans 



Definition of Computer 
T respasser 






“Computer trespasser” defined (18 U.S.C. 
2510(21)) 

- Person who accesses “without authorization” 

- Definition continues: “and thus has no reasonable 

expectation of privacy...” 






June 24, 2003 
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Overview 

• The Pen Register and Trap and 
Trace Statute 

• The Computer Trespasser 
Exception 

• The Cable Act Fix 

• Other Amendments to the Wiretap 
Statute and ECPA 
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j 


Scope of Subpoenas 

• Old law: can obtain “basic 
subscriber information” with a 
subpoena (18 U.S.C. 2703(0^1 )(C): 

T- name 
-address 

- local and long distance telephone toll 
billing records 

-telephone number or other subscriber 
number or identity 

- length of service of a subscriber 


i June 24, 2003 


WITT Conference New Orleans 


31 



Subpoena-Broadened Scope 

• New law: all previous categories 
plus (18 U.S.C. 2703(c)(2)): 

• Information on credit card/bank account 
used to pay for an account 

• “temporarily assigned network address” 
and “records of session times and 
durations” 


• Not subject to 4 yr sunset provision 

June 24, 2003 WITT Conference New Orleans 32 




Voluntary Disclosure By 
Providers (Part H ) 

• Old law: providers could displose 
content but not non-content records to 
protect their rights and property 

• New law: all voluntary disclosures 
covered by 1 8 U.S.C. 2702 

- non-public providers can now voluntarily 
disclose for any reason 

• Adds disclosures by public providers to 
protect rights and property (1 8 U.S.C. 
2702(b)(5), (c)(3)) 

jitSiitbject to then4ey@ariS'U'n^t provision 33 



Voluntary Disclosure by 
Providers (Part 11) 

• Old law: no explicit provision to allow 
providers to disclose to protect life and 
limb 

• New law: public providers can disclose 
content and non-content information in 
emergencies “involving immediate 
danger of death or serious physical 
injury” (18 U.S.C. 2702(b)(6)(C), (c)(4)) 

• Subject to the 4-year sunset provision 


June 24, 2003 


Wnr Conference New Orleans 











Voluntary Disclosure by 
Providers (Part II) 


18 use 2702(b): Public Provider may voluntarily 
disciose to law enforcement wheii: 

- USA Patriot Act: Ifprovideir reasonably believes an 
emergency involving immediate danger of death or 
serious bodily injury requires disclosure 18 U.S.C. 
2702(b)(6)(C). 

- Homeiand Security Act (P.L. 107-296, §225) further 
amended USA Patriot Act: “To a Federal, State, or local 
governmental entity, if the<provider, in good faith, 
beiieves that an emergency invoiviiig danger of death 
or serious physical injury to any person requires 
disclosure without delay of communications relating to 
that emergency .” 18 U.S.C 2702(b)(7). 


I - June 24, 2003 


WITT Conference New Orleans 
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S; Voluntary Disclosure by 


1 Providers (Part II) 

r’- 

; 1 ;; 

j; • Assuming emergency situation, LE can 



provide facts to convince provider that 

■ m' ’ 

e 

emergency involving danger of death or 


k 

?■ 

serious injury exists and provider may 


b 

disclose. 


Ir ■ 


■■w' ' ’ 


- txception applies to content and non-content 


ft; 

t;. 

information (dialing, addressing, routing, 



signaling, and location) 


.‘t- 

- REPORTING REQUIREMENT 


‘s 
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Q & A 


Associate General Counsel 
Technology Law Unit 
Engineering Research Facility 
FBI Academy Campus USMCB 
Bldg27958A, Rm. A-027 
Qua ntico, VA 22135 
Tel.| 
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Drafted By: 


Title: WIRELESS INERCEPT AND TRACKING TEAM (WITT) 


Synopsis: To provide details o 

commencing on 04/06/2004 to 04i 



irginia. 


Details: Thg WITT is ta sked with providing FBI field 

offices wit h I legal guidance, tec hnical 

finninmfint anri tPir.hnir.al training npr.pggary fnr thk | 

To this end, WITT has organized, est aui i s ii eu a i iu ua ii ieJ I 
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|is hosting a| 

)oint-of-contac ts Tor this training are blectronics 
and Electronics Technician (ETf 


Itrainina course. The 
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Page 3 


ToL 

Re: 


From: Investigative Technology 


268-HQ-1 068430, 03/22/2004 


training will occur 04/06/2004 through 04/08/2004. All attendees are requested to travel 
on Mond ay 04/06/2004 nrinr to thfi traininn which on Tuesday morning at 8:30 
am at the fTraining will be completed bb 

Thursday evening, witn students naving tne opportunity to travel back to their field b 7 C 

offices on Friday. ]^3 
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From: 

To: 

Date: 

Subject: 


WpH Mar 9/1 9004 r^-in PM 


Jcommencing on 4/6/04 -4/8/04 


UNCLASSIFIED 

NON-RECORD 


Per SSA 


please read the attached EC. 


If you have any questions, please call me aj 
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Training Course #2 


April 6-8, 2004 
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Quick Start Guides 












C.ILL/OTD 














Welcoming Remarks 


Discussion of Legal Issues 


Website Update 


Mobile Phone Systems Review 



Break 



8:30 - 8:35 am 


8:35 - 8:50 am 


8:50 - 9:00 am 


9:00 - 9:10 am 


9:10-9:30 am 


9:30 - 9:50 am 


9:50 - 10:00 am 


10:00 - 12:00 pm 


12:00 


-1:00 pm 


-5:30 pm 



Lunch 


5 min 
15 min 
10 min 
10 min 
20 min 
20 min 
15 min 
2 hrs 
1 hr 

4 hrs 30 min 


WITT 

WITT 


WITT 


WITT 


WITT 
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Day 1 Review (Question and comments) 


Break 



Lunch 


3Pt.eS(eh‘|ef0)y.^^^ 



Ihr 

4 hrs 30 min 


WITT 




















Day 2 Review (Questions and comments) 
Additional Training 

Lunch 

Additional Training 

Wrap-up, Feedback Forms, and Closing Remarks 
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Legal Issues 
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For Official Uso'Only 



LegM (juideUiie^ 


Legal considerations await the OGC’s review, 
analysis, and approval 

Additional Legal and Policy issues being 
identified 

Updates and reference material will be posted on 
the WITT web site 

Any specific legal question, guidance, or advice 
should be referred to your CDC and/or to the OGC 


ao,i 
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To maintain seamless mobility in the system, mobiles must change 
assigned channels when moving from cell to cell 



Distance 






b7E 



Introduction to 
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M® 


For .Offlc lalVUseX)h>y^ 

Intro tc 




frequency 


Frequency uivisiuii iviuiiipie Access (FDMA) 
uses frequency as the only channel discriminator 



FDMA 


• Time Division Multiple Access (TDMA) uses 
frequency and time as channel discriminators 


I frequency 



TDMA 
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Goal: Learn LoggerHead operation in a simulated case environment 
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Legal Documents 
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Glossary/ 

Acronyms 
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Useful Acronyms 
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AMPS - Advanced Mobile Phone Service 

ARFCN - Absolute Radio Frequency Channel Number 

ATU - Advanced Telephony Unit 

BCCH - Broadcast Control CHannel 

BSC - Base Station Controller 

BSIC - Base Station Identity Code 

BSID - Base Station ID 

BTS - Base Transceiver Station 

CDMA - Code Division Multiple Access 

DAMPS - Digital Advanced Mobile Phone Service 

DSSS - Direct Sequence Spread Spectrum 

DF - Direction Finding 

ESN - Electronic Serial Number 

FDMA - Frequency Division Multiple Access 

GSM — Global Standard for Mobile Communication 

HER - Home Location Register 

iDEN - Integrated Dispatch Enhanced Network 

IMEI - International Mobile Equipment Identity 

IMSI - International Mobile Subscriber Identity 


CELI.S1TE-I340q 
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LAC - Location Area Code 


MCC - Mobile Country Code 
MIN - Mobile Identification Number 

MNC - Mobile Network Code MIN - Mobile Identification Number 
MS - Mobile Station 

MSC/MTSO - Mobile Switching Center/ Mobile Telephone Switching Office 

NID - Network IDentification 

PA - Power Amplifier 

PCS - Personal Communications Service 

PN - Psuedo Noise 

PLMN - Public Land Mobile Network 

PSTN - Public Switched Telephone Network 

PTT - Push-To-Talk 

RF - Radio Frequency 

RSSI - Received Signal Strength Indication 

SID - System Identification 

SIM - Subscriber Identity Module 

TDM A - Time Division Multiple Access 

TMSI - Temporary Mobile Subscriber Identity cel6SITE-1341C 



VLR - Visitor Location Register 

WITT - Wireless Intercept and Tracking Team 


. — I 
»- 

Cf» 

O'* 
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Access Channel - Reverse CDMA channel used by mobile stations for communicating to the base 
station 



Advanced Mobile Phone Service (AMPS) - First U. S. cellular standard: based on analog FDMA 
technology 


Base [Transceiver] Station (BTS) - Fixed radio site communicating with mobiles within a 
geographical area 

Base Station Controller (BSC) - Interface between base stations and the switch which conveys 
switch commands to the appropriate base station and base station requests to the switch 

Base Station Identity Code (BSIC) - Number identifying individual base stations and their 
capabilities 

Broadcast Control Channel (BCCH) - Channel used by the base station to send control data to 
GSM mobiles 


Camped - When a mobile is not on a call but actively monitoring the paging or control channel 

Cellular Phone - Portable radio used to communicate wirelessly in a network 

Code Division Multiple Access (CDMA) — Spread spectrum technology which uses codes to 

b3 
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Control Channel - Radio channel on the forward or reverse link used to send command and requests 
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Direct Sequence Spread Spectrum - Technique employed in US cellular CDMA systems which 
uses codes shared between sender and receiver to spread transmitted data and send over the air 

Direction Finding (DF) - A technique used to identify the location of a radio signal 

Downlink - See Forward Link 

Ec/Io - Ratio (in dB) between the Pilot Channel signal energy and the total interference in the 
received bandwidth 

Electronic Serial Number (ESN) - Unique serial number programmed into the memory of a mobile 
phone by the manufacturer 

Forward Link - From the base station to the mobile 

Frequency Division Multiple Access (FDMA) - Multiplexing technique which uses frequency to 
distinguish users 

Global Standard for Mobile Communications (GSM) - Cellular technology utilizing TDMA 
techniques which originated in Europe 

Handoff- Process of switching a mobile unit from a voice or control channel of one cell to a new 
voice or control channel of another cell 

Home Location Register (HLR) - Database containing mobile subscriber information for locally 
registered mobiles 

Idle - See Camped 

Integrated Dispatch Enhanced Network (iDEN) - Proprietary cellular technology utilized by 
Nextel 


tions between a subject and his serving networ 
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International Mobile Equipment Identity (IMEI) - Code uniquely identifying the mobile station 
hardware 

International Mobile Subscriber Identity (IMSI) — Method of identifying stations in the land 
mobile service 

Handoff- Transferring communication with a mobile station from one base station to another 


Long PN Code - 42-bit pseudo-random code used to uniquely identify CDMA mobile stations on the 
uplink 

Mobile Identification Number (MIN) - Telephone number associated with a mobile phone 
Mobile Station - See Cellular Phone 


Mobile Switching Center (MSC) - Switch connecting the cellular network to the PSTN which 
coordinates call routing in a given service area 

Mobile Telephone Switching Office (MTSO) Mobile Switching Center 

Multipath - Radio signals from the transmitter arriving at the receiver via a number of different paths 

Neighbor Channel - One of a group channels that are probable candidates for handoff 

Network Identification (NID) - Number uniquely identifying a network within a cellular system 

Paging Channel - Walsh code channel in the CDMA forward channel used for transmission of 
control information and pages from the base station to the mobile 


■L-. n 








Pilot Channel - Signal transmitted continuously by CDMA base stations allowing mobiles to acquire 
base station timing and assess signal quality 

PN Code Offset - One of 512 time offset versions of the Short PN Code used to identify CDMA base 
station sectors in a network 

Power Amplifier (PA) - Provides gain in a transmitter 

Public Switch Telephone Network (PSTN) - Collection of interconnected voice-oriented public 
telephone networks 

Radio Frequency (RF) - Radio signals between 9 kHz-300 GHz 

Registration - Process by which a mobile station identifies its location and parameters to a base 
station 

Reverse Link - From the mobile to the base station 

Short PN Code - 15-bit pseudo-random code used to uniquely identify CDMA base station sectors in 
a network 

Short PN Code Offset - See PN Code Offset 

Sync Channel - Walsh code channel 32 in the CDMA forward channel which transports the 
synchronization message to the mobile 

System Identification (SID) - Number uniquely identifying a cellular system 

Temporary Mobile Station Identity (TMSI) - Temporary mobile station identification assigned by 
the base station 

Time Division Multiple Access (TDMA) - Multiplexing technique which uses frequency and time to 
distinguish users 
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Traffic Channel - Communicating path between a mobile station and base station used to transport 
call content and commands 


Uplink - See Reverse Link 

Visitor Location Register (VLR) - Database containing mobile subscriber information for mobiles 
active in the local system but registered in another cellular system 

Walsh Codes - 64 orthogonal codes used to define CDMA communication subchannels on the 
forward link 
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FEDERAL BUREAU OF INVESTIGATION 


Task Order 


Supplement 1 to 

(U) INTRODUCTION 


^This purpose of this paper is to request the vendor to provide Rough Order of Magnitude (ROM) 
estimate for additional requirements for providing enginee ring service s for the development of 
products described in the original Statement of Work in the | [ Task Order. The following , 

shall provide an overall description of the additional requirements not addressed in the original 
Statement of Work in th( Task Order. 


(U) DESCRIPTION OF REQUIREMENTS 

^^Specifically, the FBI is requesting the vendor to provide ROM estimate for developing, 
productizing, and deliveri ng addition al functionality to the “architecture” or SYSTEM that was 
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previously proposed in thd 


agreed upo: 
original requirement. 


f 


Task Order. No changes shall be made to the previously 
Tasking,, the enhancement below shall be provided as an addition to the 



bl 
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ALL 

HERZIN IE 

DATE 10-12-20. • 

U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 
19 August 2011 


Subject: 


Co ntract 


New Tasking 


Dear 


Please find enclosed a copy of the Statement of Work (SOW) for engineering services 
developed by the Federal Bureau of Investigation (FBI). The FBI is interested in obtaining a 
proposal for this new task to be performed in accordance with the subject Contract. Contractor 
shall provide technical and cost proposals to support tasking as set forth in the SOW. Labor rates 
and similar costs were agreed upon at the award of the Contract, as a result, the Cost Proposal 
shall be reflective of this. Estimates of hours per labor category ar e required at a minimum. This 
SOW provides for an intended new Task Order under the existing 


^contract; therefore. 


the FBI does not intend to reimburse the Offeror for any costs incurred in preparing a proposal. 


If there are any question regarding this SOW please submit them to my office within the 
next five (5) business days. It is therefore requested that your company review the enclosed 
SOW and if the proposed contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and 
technical proposal should be submitted in accordance with the terms and conditions of the FBI's 
Contract prior t o but no later than September 6, 201 1 at 1:00 PM EST. Unclassified proposals 


pThe FBI intends to award this requirement with 


maybe email to 

current year funding. Award is contingent upon receipt of these funds. 


Should you have any q uestions concern ing this matter, please com 
besponse may be faxed tol [secure faxi 


act me at 


Sincerely, 


Contracting Officer 


Attached: Statement of Work fon 


Tasking 
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STATEMENT OF WORK 

Program 

IXask Order 


M.L i 

HEREIN TE Ti-i ^ 

DAiE io-ij-i::: :-v 
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1 (U//LES) SCOPE 


(U//LES) Task Overview 

(U/ /LES) The objective of thef 


task will be to mo dify and or adapt 
Isvstenns to support 
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1.2 (U) Task Deliverables 

(U) Weekly Status Report (See Section 3.3) 

(U) Monthly Program Review (See Section 3.3) 

(U) System Testing Plan (See Section 3.2) 

(U) System Demonstration at contractor facility (See Section 3.2) 
(U ) Final Technical Summary Report (See Section 3.2) 



1.3 


(U//LES) Sub Task 1 


(U) The vendor shall perform analysis, modeling, and testing to verify the 

capability of the 

requirement shall include the following: 


This 


a) 

b) 

c) 

d) (U) The work performed in this task shall include engineering and 
prototyping mechanical housings to result in the integration of 
electrical and mechanical improvements into a single package. 
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1.4 
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(U//LES) Sub Task 2 

(U//LES) The vendor shall produce a I 
demonstrates! 

I his requirement shall include: 


[that 


a) 


b) 



WT ne performance spec mcations or aeveiopments unaer tnis tas R~ 
shall be in accordance with 


2 (U//LES) Sub Task Milestones and Requirements 
2.1 (U//LES) Sub Task Milestones 

• (U) The initial kick off meeting shall be held no later than 30 days after 
contract award. 

• (U) A Preliminary design review shall be held 2 months after contract 
award. The vendor shall deliver a PDR report to the Contracting Officer’s 
Technical Representative (COTR) no later than 2 weeks after completion 
of the meeting. 

• (U) A Critical design review shall be held 6 months after contract award. 
The vendor shall deliver a CDR report to the COTR no later than 2 weeks 
after completion of the meeting. 

• nj//L ES) The vendo r shall conduct a demonstration / user acceptance test 

of the to the COTR and approved government attendees. 

The vendor shall deliver a full report of the conduct of the test and user 
acceptance/rejection with a mitigation plan in the case of COTR rejection. 
Testing shall be conducted no later than 2 weeks prior to the end of the 
period of performance. 

• (U) The vendor shall deliver an acceptance test plan to the COTR 2 
weeks prior to the demonstration / user acceptance test. 

• (U//LES) The vendor shall deliver to the COTR a rep ort of analysis. 

modeling and testing that verifies the capa bility of the j 

I I This report shall not be an 

assemblage of power point slides, although their use in support of written 
narrative is acceptable. This report shall be due at the end of the period of 
performance. 

• (U) Transition of deliverables shall be coordinated with the COTR at the 
end of the period of performance. 
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2.2 (U) Sub Task Requirements 


(U) The vendor shall provide personnel with the requisite knowledge, 
technical background and skills to successfully complete the tasks 
descri bed in this SOW. These qualities shall include but are not l imited to: 



3 (U) Requirements 


3.1 Security Standards and Regulations 


(U) Refer to 


Statement of Work section 2.3 for guidance. 


(U) SECURITY STATEMENT: This program, all documentation, all associations, all stated 
and implied requirements and all personnel must adhere to and meet security requirements. 
Any breech of security will result in immediate termination of the program and possible 
repercussions, both, contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 
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3.2 (U) Contractor Furnished Documentation 


(U) PDR report (as described in Section 2) 

(U) CDR report (as described in Section 2) 

(U) Final report of analysis, modeling and testing (as described in Section 2) 
(U) Refer to l I Statement of Work section 2.6 for any 

additional documentation not explicitly stated in this SOW. 

3.3 (U) Status Reporting 


(U) Refer to 
guidance 


Statement of Work Section 3.3 for 


3.4 (U) Formal Meetings 


(U) Refer to| 
guidance 


Statement of Work Section 3.4 for 
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3.5 (U) Government Furnished Equipment 

(U) The government does not anticipate the need for any Government Furnished 
Equipment (GFE) on this task. However, if the purchase of equipment is required 
the vendor shall obtain written authorization from the government Contracting 
Officer prior to any individual purchase equal to or exceeding $50,000.00. The 
Contracting Officer may lower or raise the $50,000.00 threshold at his/her 
discretion. If the CO and COTR approve such a purchase the item shall become 
property of the government, and as such will be maintained in accordance to 
currently existing property accountability procedures. The COTR will determine 
final disposition of any such items at the end of the period of performance of this 
task. 


3.6 (U) Period of Performance 

(U) The vendor shall propose the most efficient and cost effective schedule to 
complete this requirement for government consideration. All deliverables and 
milestones are expected to be proposed at their specified date in the above 
deliverable / milestone schedule or otherwise adjusted by the vendor and justified. 
Based on the needs of the government and complexity of the requirement, the 
government recommends a period no longer than 12 months. This recommended 
period includes 90 days to allow for review, preparation and submission of 
deliverables and closeout activities by government personnel. 

3.7 (U) Place of Performance 

(U) The vendor shall perform all work under this task at the vendor’s facilities. 
Therefore the government expects no travel charges. 

4 (U) Contact Information 

4.1 (U) Government Points of Contact 

• Contracting Officer 


Federal Bureau of Investigation 
Headquarters: Room 6853 
935 Pennsylvania Ave. NW 
Washington, DC 20535 


• Contracting Officer 's Technical Representative 


ERF, Bldg 27958A 
Quantico, VA 22135 
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STATEMENT OF WORK 


] Program 
ask Order 1 Rev 



1 (U//LES) SCOPE 

1.1 (U//LES) Task Overview 

(U/ /LES) The objective of thef 
the | 

investigators in 


Itask will be to m odify and or adapt 
I systems to support 



1.2 (U) Task Deliverables 

• (U) Weekly Status Report (See Section 3.3) 

• (U) System Demonstration at contractor facility (See Section 3.2) 

• (U) Final Technical Summary Report (See Section 3.2) 

• (Ul 


1.3 (U//LES) Sub Task 1 

(U) The vendor shall perform analysis. 

capability of thel , 

requirement shall include the following: 


to verify the 



prototyping mechanical housings to result in the integration of 
electrical and mechanical improvements into a single package. 

(U) The work performed under this task shall serve as the basis for a 

It shall leverage 
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but shall not be a 


p>Ynpri(qnr.p nainfid from 


(U) The work perfor med under this task shall detail the proce ss 


required to create an 
superior in performance to 


[that is 


1. 

(U) 

II. 

(U) 

III. 

(U) 

IV. 

(U) 

V. 

(U) 


b3 
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1.4 (U//LES) Sub Task 2 


(U//LES) The vendor shall produce £ 

that 

demonstrates 


This requirement shall include: 


a) 


b) 


c) (U) The performance specifications of developments under this ta sk 
shall be in accordance with Stingray] 


1.5 (U//LES) Sub Task 3 

(U//LES) The vendor shall provide a proof of concept implementation of an[ 


a) 


b) 

c) 


(U//LES) The d eveloped under this task shall provide 


everything necessary for 
.on government owned equipment. 

(U) Work under this task shall build on prior experience and research 
gained on vendor IRAD. 

(U) The developme nt requirements shall be in accordance to the 
eventual use of this 


b3 

b7E 


b3 

b7E 


2 (U//LES) Sub Task Milestones and Requirements 
2.1 (U//LES) Sub Task Milestones 

• (U) The initial kick off meeting shall be held no later than 30 days after 
contract award. 

• (U//LES) The vendor shall conduct a demonstration of the 

to the COTR and approved government attendees. The vendor shall 
deliver a full report of the conduct of the test with a future 

UNCLASSIFIED//For Official Use Only/Law Enforcement Sensitive 
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mitigation/milestpne plan based on the test results and follow on work to 
productize. Testing shall be conducted no later than 2 weeks prior to the 
end of the period of performance. 

• (U//LES) The vendor shall deliver to the COTR a rep ort of analysis. 

modeling and testing that verifies the capa bility of the l 

[ This report shall not be an 

assemblage of power point slides, although their use in support of written 
narrative is acceptable. This report shall be due at the end of the period of 
performance. 

• (U) Transition of deliverables shall be coordinated with the COTR at the 
end of the period of performance. 


b3 

b7E 


2.2 (U) Sub Task Requirements 


(U) The vendor shall provide personnel with the requisite knowledge, 
technical background and skills to successfully complete the tasks 
described in this SOW. These qualities shall include but are not limited to: 



3 (U) Requirements 


3.1 Security Standards and Regulations 


(U) Refer to 


Statement of Work section 2.3 for guidance. 


(U) SECURITY STATEMENT: This program, all documentation, all associations, all stated 
and implied requirements and all personnel must adhere to and meet security requirements. 
Any breech of security will result in Immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


b3 

b7E 


3.2 (U) Contractor Furnished Documentation 

(U) Final re port of analysis, modeling and testing (as described in Section 2) 
(U) Refer to | I Statement of Work section 2.6 for any 

additional documentation not explicitly stated in this SOW. 

3.3 (U) Status Reporting 
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(U) Refer to Statement of Work Section 3.3 for 

guidance 


3.4 (U) Formal Meetings 


(U) Refer to 
guidance 


Statement of Work Section 3.4 for 


b3 

b7E 


3.5 (U) Government Furnished Equipment 

(U) The government does not anticipate the need for any Government Furnished 
Equipment on this task. However, if the additional purchase of equipment is 
required the vendor shall obtain written authorization from the government 
Contracting Officer prior to any individual purchase equal to or exceeding 
$50,000.00. The Contracting Officer may lower or raise the $50,000.00 threshold 
at his/her discretion. If the CO and COTR approve such a purchase the item shall 
become property of the government, and as such will be maintained in 
accordance to currently existing property accountability procedures. The COTR 
will determine final disposition of any such items at the end of the period of 
performance of this task. 


3.6 (U) Period of Performance 

(U) The vendor shall propose the most efficient and cost effective schedule to 
complete this requirement for government consideration. All deliverables and 
milestones are expected to be proposed at their specified date in the above 
deliverable / milestone schedule or otherwise adjusted by the vendor and justified. 
Based on the needs of the government and complexity of the requirement, the 
government recommends a period no longer than 12 months. This recommended 
period includes 90 days to allow for review, preparation and submission of 
deliverables and closeout activities by government personnel. 

3.7 (U) Place of Performance 

(U) The vendor shall perforrn all work under this task at the vendor’s facilities. 
Therefore the government expects no travel charges. 

4 (U) Contact Information 

4.1 (U) Government Points of Contact 

• Contractinq Officer 

b6 

Federal Bureau of Investigation 
Headquarters; Room 6853 
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935 Pennsylvania Ave. NW 


Washington, DC 20535 


• Contracting Officer’s Technical Representative 

ERF Bldg 27958A 
Quantico, VA 22135 


b6 
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STATEMENT OF WORK 
Program 
I Task Order 1 


1 (U//LES) SCOPE 


1 .1 (U//LES) Task Overview 

('U/ /LES') The objective of th 


task will be to modify and or adapt 


investigators inf 


to support 



1.2 (U) Task Deliverables 

(U) Weekly Status Report (See Section 3.3) 

(U) Monthly Program Review (See Section 3.3) 

(U) System Testing Plan (See Section 3.2) 

(U) System Demonstration at contractor facility (See Section 3.2) 
(U) Final Technical Summary Report (See Section 3.2) 



1.3 (U//LES) Sub Task 1 

(U) The vendor shall perform analysis, modeling, and testing to verify the 

capability of the This 

requirement shall include the following; 


a) 

b) 

c) 

d) (U) The work performed in this task shall include engineering and 
prototyping mechanical housings to result in the integration of 
electrical and mechanical improvements into a single package. 


b3 
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b3 
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1 .4 (U) Sub Task 2 

(U) The vendor shall produce a 


that demonstrates 


]This requirement shall include: 


a) 

b) 

c) (U) The performance specifications of developments under this tas k 

shall be in accordance with Stingray 


b3 

b7E 


2 (U) Sub Task Milestones and Requirements 
2.1 (U) Sub Task Milestones 


(U) The initial kick off meeting shall be held no later than 30 days after 
contract award. 

(U) A Preliminary design review shall be held 2 months after contract 
award. The vendor shall deliver a PDR report to the Contracting. Officer’s 
Technical Representative (COTR) no later than 2 weeks after completion 
of the meeting. 

(U) A Critical design review shall be held 6 months after contract award. 
The vendor shall deliver a CDR report to the COTR no later than 2 weeks 
after corhpletion of the meeting. 

(U ) The vendor sh all conduct a demonstration / user acceptance test of 


th^ 


to the COTR and approved government attendees. The 
vendor shall deliver a full report of the conduct of the test and user 
acceptance/rejection with a mitigation plan in the case of COTR rejection. 
Testing shall be conducted no later than 2 weeks prior to the end of the 
period of performance. 

(U) The vendor shall deliver an acceptance test plan to the COTR 2 
weeks prior to the demonstration / user acceptance test. 

(U) The vendor shall deliver to the COTR a report of analysis, modeling 
and tfi.cjtinn that vpirififi.qi tha nanahil ity of the 


This report shall not be an assemblage 
of power point slides, although their use in support of written narrative is 
acceptable. This report shall be due at the end of the period of 
performance. 

(U) Transition of deliverables shall be coordinated with the COTR at the 
end of the period of performance. 


b3 

b7E 


2.2 (U) Sub Task Requirements 
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(U) The vendor shall provide personnel with the requisite knowledge, 
technical background and skills to successfully complete the tasks 
descri bed in this SOW. These qualities shall include but are not limited to: 



3 (U) Requirements 


b3 

b7E 


3,1 Security Standards and Regulations 


(U) Refer to 


Statement of Work section 2.3 for guidance. 


(U) SECURITV STATEMENT: This program, all documentation, all associations, all stated 
and implied requirements and ail personnel must adhere to and meet security requirements. 
Any breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


3.2 (U) Contractor Furnished Documentation 


(U) PDR report (as described in Section 2) 

(U) CDR report (as described in Section 2) 

(U) Final re port of analysis, modeling and testing (as described in Section 2) 
(U) Refer to| |Statement of Work section 2.6 for any 


additional documentation not explicitly stated in this SOW. 


3.3 (U) Status Reporting 


(U) Refer to 
guidance 


Statement of Work Section 3.3 for 


b3 
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3.4 (U) Formal Meetings 


(U) Refer to 
guidance 


Statement of Work Section 3.4 for 


3.5 (U) Government Furnished Equipment 

(U) The government does not anticipate the need for any Government Furnished 
Equipment (GFE) on this task. However, if the purchase of equipment is required 
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the vendor shall obtain written authorization from the government Contracting 
Officer prior to any individual purchase equal to or exceeding $50,000.00. The 
Contracting Officer may lower or raise the $50,000.00 threshold at his/her 
discretion. If the CO and COTR approve such a purchase the item shall become 
property of the government, and as such will be maintained in accordance to 
currently existing property accountability procedures. The COTR will determine 
final disposition of any such items at the end of the period of performance of this 
task. 


3.6 (U) Period of Performance 

(U) The vendor shall propose the most efficient and cost effective schedule to 
complete this requirement for government consideration. All deliverables and 
milestones are expected to be proposed at their specified date in the above 
deliverable / milestone schedule or otherwise adjusted by the vendor and justified. 
Based on the needs of the government and complexity of the requirement, the 
government recommends a period no longer than 12 months. This recommended 
period includes 90 days to allow for review, preparation and submission of 
deliverables and closeout activities by government personnel. 


3.7 (U) Place of Performance 


(U) The vendor shall perform all work under this task at the vendor’s facilities. 
Therefore the government expects no travel charges. 

4 (U) Contact Information 

4.1 (U) Government Points of Contact 


• Contracting Officer 


Federal Bureau of Investigation 
Headquarters: Room 6853 
935 Pennsylvania Ave. NW 
Washington. DC 20535 




Contracting Office 


r’s Technical Representative 


ERF Bldg 27958A 


Quantico. VA 22135 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 
22 September 2011 


Contract: 

Subject: 



Award ot 


ri'ask 


Order 


Good Aftemood 


Enclosed for you reco rds are conies of all award documentation for engineering services required 


under Subtask 1 of thd 


Modi fication awardin g and funding the Task Order under] 
Order 


Task Order. Docume ntation includes a copy of SF- 30 

and Purchase 


The SOW, formerly identified as 
are incorporated into the Contract tnrougn t 


Task Order 1, ancj^ 
his modification. 


Cost and Technical proposals 


Any questions concerning thi s matter, please forwa rd to the above ad dress to my attention, e-mail to 

or you may call me at 


Sincerely, 


Contracting Officer 

Science and Technology Contracts Unit 
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HEREIN 13 

DATE 10-12-2012 3Y < 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

TJMEWBMEKiryMfiBIPliAITON 


Mod 1 


fTEPFEfflVEBATE 

Sep 22, 2011 


6. ISSUED BY CODE 

Federal Bureau of Investigation 
I I Room 6853 

S3 5 Pennsylvania Ave. NW 
Washington, DC 20535 


coimly, Stare and ZIP Code) 


IT. REOUISITIBWPUWHASE Rl 


ll.CONTRAaiDCODE 


:q.no. 


IPAGE OF PAGES 

1 I 1 

15. PROJECT n6. ilfapplicble) 


|7. ADMINISTERED BY (If other than Item 6) 


CODE 


Same as Item 6. 


CODE 


FACILITY CODE 

1 1. THIS item Only applIES TO AMENDMENTS OF SOLl'Clf ATIO'ns 


(X) |9A.AMENDMENTOFSC)LIClAT10lgNO. 


'5B. DATED (SiilTEMu) 

10A. MODIFICATION OF CONTRAQ-ZORDER fJO. 


m 


lOB. DATED (SEE ITEM 13) 

Sep 15, 200.9 


b3 

b6 
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D Ihe above numbered solicitation is amended as set forth In Item 14. The hour arid date specified for receipt of Offers 
Offers must a^nowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 

laiKv ifAmc H an/>l 1 c ^r^rt ^ 


is extended, 


□ 


Is not extended. 


_ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 


(a)By completing items 8 and 15, and returning 

includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENTTO BE RECEIVED ATTHE PLACE 
imu?an'a§^te“spe£fie'J?^ so'lctotion and this 

Tii ACCOUNTING AND APPROPIRATION DATA Wrequired) — — — 


CHECK ONE 


1 3. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/OROERS. 
IT MODIFIES THE CONTRACT/ORDER NO, AS DESCRIBED IN ITEM 14. 

A. THIS change DrDER IS issued RUrSuAnT TD: 


NO.INITCMIOA. 


(Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE Iti “WE CONIraCT ORDER 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECTTHE ADMINISTRATIVE CHANGES 
appropriation date, etc. )SETFORTHINITEM14,PURSUANTTOTHEAUTHORnrYOFFAR43.103(b). 


(such as changes in paying office, 


,c. IHI5 SUPPLEMENTAL agreTment iS ENTCred ifgTD PURSUAHr TO AuIhDRIIY Df : 
D. OTHER 


(ipecily type otmodilication and authority) 

FAR 43.103(a) "Bilateral" and FAR 32.7 "Funding" 


X 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return 

14. DESCRIPTION OF AMENDmENT/MODIFICATION ( 


copies to the issuing office. 


Organized by UCF section headings, Including soiiatation/contract subject mattetwhere feasiblej 

The purpose of this modification is to award Subtask_l of 
£llS_al2flY®^Contract . This modification provides I I for Phase 1; 

.... - Subtask 1 through PO“ 


^nf i ncremental funding for Phase 3 

_| The Period of Performance for this effort i 


I . ■ ......... -r— 4. X. V./J. UXXX O Ci.X. 

documents are hereby incorporated into the Contract: FBI 
Cost and Tectaical Proposal documentation dated 9/8/11. 
accordance with the SOW and Terms and Conditions of the Contract 
at own risk. All technical guidance is to come from! 




a new Tas k Order under 

and 

a total of 


Ifor Phase 2; 
for 


.2./.22/.ll.=g/22/l2. The followin 


■ sow' dated 9/1/ll'andf 
.ii work is to be conducted in ^ 


ijontractor exceeds funding 
COTR. Invoice to COTR. 


Except as provided hefein, all terms and cohditions of the document referenced in Hem 9A or 10A, as heretofore changed, remains unchanged and in full force and effect 
ISA. NAME ANDllfLE OF SIGNER (Typeorprint) ^ n^A. NAME AND TITi f. M fDNTftAiTlNrt rtfflt--|!|i TT^peorprint) 


i 

I 

b3 I, 
b4 I 
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Contracting Officer 


ISB. CONTRAaOR/OFFEROR 

TsC.'DaY£ Signed 

I i 68. UNITED STATES OF AMERICA 

16C DATE SIGNED 

(Signature of person authorized to sign) 


(SignatureofContractingOHicer) 



Previous edition unusable 
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STATEMENT OF WORK 
~l Program 
Task Order 2 


1 SCOPE 


1.1 Task Overview 


This Task Order requires that the Contra ctor provide engineering services to the 


Operational Technology Division’s (OTD^ 





through development and execution of 




The FBI is the principal investigative arm of the United States Department of 
Justice. It is charged with gathering and reporting facts, locating witnesses, and 
obtaining evidence in cases involving Federal jurisdiction. The mission of the 
FBI's OTD is to provide forensic services to the FBI and other law enforcement 
agencies and to support their ability to conduct lawfully authorized electronic 
surveillance. To that end, the OTD is engaged in a number of development 
projects and activities that focus on developing the forensic, collection, 
surveillance, and tactical communications capabilities required for law 
enforcement to accomplish its objectives. The projects supported through the 


The focus of this overall effort is to provide the services required tc[ 



to support specific case reauirements 

for 


J 

The 


shall be designed to ensure 

FBJ_ 

can effective 

m 



The purpose of this SOW is to describe the task ing necessary to support the FBI's 
requirement to | [ The task shall be achieved through 

engineering support to the 

1.2 Deliverables: Pre-Award and Post-Award 

1.2.1 Task Order Proposal Instructions, Pre-Award 

As a part of the proposal for this effort, the Contractor shall provide the following 
documents: 

• Project Management Plan (See Section 2.2) 


b3 
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b3 
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I Docume ntation (See Section 1.3.1(a)) 
[Section 1.3.1(a) and 1.3.1 (b)) 


1.2.2 Task Order Deliverables, Post-Award 


The FBI intends to award the following on a firm fixed-price basis: 

• [ identified in 
Section 1.3.1(b) in accordance with the requirements of Section 1.3.1. 

• Monthly Status Reporting (See Section 2.2) - to minimize administrative 
burdens and costs, this information may be provided as part of the ongoing 
monthly Contract reporting 

1 .3 Category of Efforts 

The FBI currently owns that hav e been used by l and 

I l for | ~l in suppor t of FBI 

investiaations. OTD’^ lis also a user of the 


for sim ilar usage but diff eren 
The FBI’s goal is to field alll Ito th 





I |The Key Areas below detail the FBI s needs that shall at a 

minimum be met. The Contractor is to provide a technical approach to at a 
minimum meet these needs and may provide alternative strategies for review. 

1.3.1 Key Areas 


1 . 3.1 
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2.3 Security Standards and Regulations 


Refer to 


Statement of Work section 2.3 for guidance. 


SECURITY STATEMENT: This program, all documentation, all associations, all stated and 
implied requirements and all personnel must adhere to and meet security requirements. Any 
breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


2.4 Contractor Furnished Documentation 


Refer to 
guidance 


Btatement of Work sections 2.6 and 3.2 for 


Project management plan shall consist of the Contractor’s proposed solution to 
include the composition of required project team, complete task schedule, and 
total labor and non-labor costs for fully implementing the proposed solution. 

Status Reporting 


Refer to 


Btatement of Work Section 3.3 for guidance. 


2.5 Formal Meetings 


Refer to 


Btatement of Work Section 3.4 for guidance. 


2.6 Government Points of Contact 


FBI Contracting Officer’s Technical Representative (COTR) 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quanticn \/A 2213.6 


Technical Point of Contact (TPOC) 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico.VA 22135 , 
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STA TEMENT OF WORK « 2 2 = 2 


Program 


Task Order 2 


1 SCOPE b3 

b7E 

1 . 1 Task Overview 


This Task Order requires that the Contra ctor provide engineering services to the 


Operational Technoloav Division’s tOTDll 






The FBI is the principal investigative arm of the United States Department of 
Justice. It is charged with gathering and reporting facts, locating witnesses, and 
obtaining evidence in cases involving Federal jurisdiction. The mission of the 
FBI's OTD is to provide forensic services to the FBI and other law enforcement 
agencies and to support their ability to conduct lawfully authorized electronic 
surveillance. To that end, the OTD is engaged in a number of development 
projects and activities that focus on developing the forensic, collection, 
surveillance, and tactical communications capabilities required for law 
enforcement to accomplish its objectives. The projects supported through the 


The focus of this overall effort is to provide the engineering services required to 







to ensure 






The purpose of this SOW is to describe the tasking necessary to support the FBI's 
requirement to l i The task shall be achieved through 

engineering support to the l 

1.2 Deliverables: Pre-Award and Post-Award 

1.2.1 Task Order Proposal Instructions, Pre-Award 

As a part of the proposal for this effort, the Contractor shall provide the following 
documents: 
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• Project Man agement Plan (See Section 2.2)' 

• IPocume ntation (See Section 1.3.1(a)) 

• ;Section 1.3.1(a) and (b)) 

1.2.2 Task Order Deliverables, Post-Award 


The FBI intends to award the following on a firm fixed-price basis; 






I identified in 

Section 1.3.1(b) in accordance with the requirements of 1.3.1. 
Monthly Status Reporting (See Section 2.2) - this information may be 
provided as part of the ongoing monthly Contract reporting 


1.3 Category of Efforts 


1 1 

for 


in support of FBI 

inves 

tigations. 

OTD’s 


is also a user of the 

for similar usage but different operational goals than 


The FBI’s goal is to field all 


to the 


The Key Areas below detail the FBI’s needs that shall at a 
minimum be met. The Contractor is to provide a technical approach to at a 
minimum meet these needs and may provide alternative strategies for review. 


1.3.1 Key Areas 
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2 Requirements 


2.1 Security Standards and Regulations 

Refer to Hstatement of Work section 2.3 for guidance. 

^ » 

SECURITY STATEMENT: This program, all documentation, all associations, all stated and 
implied requirements and all personnel must adhere to and meet security requirements. Any 
breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
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procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


2.2 Contractor Furnished Documentation 


Refer toL 
guidance. 


Statement of Work sections 2.6 and 3.2 for 


Project management plan shall consist of the Contractor’s proposed solution to 
include the composition of required project team, complete task schedule, and 
total labor and non-labor costs for fully implementing the proposed solution. 

Status Reporting 


Refer to[ 


Statement of Work Section 3.3 for guidance. 


2.3 Formal Meetings 


Refer to 


Statement of Work Section 3.4 for guidance. 


2.4 Government Points of Contact 


b3 
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FBI Contracting Officer’s Technical Representative 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico. VA 22 135 


Technical Point of Contact 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico, VA 22135 
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STATEMENT OF WORK 


ALL IMi' V- m:. i ' 

HEBLI:? L: i-ji;----. 

DATE l J-L2-:0i2 2: L 


Program 
Task Order 2 [ 


1 SCOPE 

1.1 Task Overview 


This Task Order requires that the Contra ctor provide engineering services to the 


Ooerational Technoloav Division’s COTDi 


r 

tor the 







The FBI is the principal investigative arm of the United States Department of 
Justice. It is charged with gathering and reporting facts, locating witnesses, and 
obtaining evidence in cases involving Federal jurisdiction. The mission of the 
FBI's OTD is to provide forensic services to the FBI and other law enforcement 
agencies and to support their ability to conduct lawfully authorized electronic 
surveillance. To that end, the OTD is engaged in a number of development 
projects and activities that focus on developing the forensic, collection, 
surveillance, and tactical communications capabilities required for law 


enforcement to accomplish its objectives. The projects supported through 




The focus of this overall effort is to orovide the services required to 

1 



to suDDort soecific case requirements fori 1 



lean effectively! 



The purpose of this SOW is to describe the task ing necessary to support the FBI's 
requirement t d i The task shall be achieved through 

engineering support to the 


1.2 Deliverables: Pre-Award and Post-Award 

1.2.1 Task Order Proposal Instructions, Pre-Award 

As a part of the proposal for this effort, the Contractor shall provide the following 
documents: 

• Project Management Plan (See Section 2.2) 
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Pbcume ntation (See Section 1.3.1(a)) 
^ Section 1.3.1(a) and (b)) 


1.2.2 Task Order Deliverables, Post-Award 


The FBI intends to award the following on a firm fixed-price basis: 






identified in 

Section 1.3.1(b) in accordance with the requirements of 1.3.1 
Monthly Status Reporting (See Section 2.2) - to minimize adrhinistrative 
burdens and costs, this information may be provided as part of the ongoing 
monthly Contract reporting 


1.3 


Category of Efforts 

The FBI currently owns 

— IforT^ 


investigations. OTI^ 


that hav e been used by 
in suppor t of FB 


and 


is also a user of the 


The FBI’s goal is to field all 


for sim ilar usage but diff eren t operational goals thar 


fto tha 


[The Key Areas below detail the FBI's needs that shall at a 

minimum be met. The Contractor is to provide a technical approach to at a 
minimum meet these needs and may provide alternative strategies for review. 


1.3.1 Key Areas 
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2 Requirements 


2.1 Security Standards and Regulations 

Refer to Statement of Work section 2.3 for guidance. 

SECURITY STATEMENT: This program, all documentation, all associations, all stated and 
implied requirements and all personnel must adhere to and meet security requirements. Any 
breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 
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2.2 Contractor Furnished Documentation 


Refer toj^ 
guidance. 


Statement of Work sections 2.6 and 3.2 for 


Project management plan shall consist of the Contractor’s proposed solution to 
include the composition of required project team, complete task schedule, and 
total labor and non-labor costs for fully implementing the proposed solution. 

■ Status Reporting 


Refer to 


Statement of Work Section 3.3 for guidance. 


2.3 Formal Meetings 

Refer to I 


Statement of Work Section 3.4 for guidance. 


2.4 Government Points of Contact 


FBI Contracting Officer’s Technical Representative 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico.VA 22 135 


Technical Point of Contact 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico, VA 22135 
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Est Price 


1 week 

fixed price. 
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fixed price 

$ 
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$ 

1 month 

cost plus 
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cost plus 

$ 

2 weeks 

cost plus 

$ 
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$ 

1 week 

fixed price 
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TOTAL $ 
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STATEMENT OF WORK 

Program 

Task Order 2[ 


1 SCOPE 

1.1 Task Overview 


This Task Order requires that the Contra ctor provide engineering services to the 





1 


For the 




The FBI is the principal investigative arm of the United States Department of 
Justice. It is charged with gathering and reporting facts, locating witnesses, and 
obtaining evidence in cases involving Federal jurisdiction. The mission of the 
FBI's OTD is to provide forensic services to the FBI and other law enforcement 
agencies and to support their ability to conduct lawfully authorized electronic 
surveillance. To that end, the OTD is engaged in a number of development 
projects and activities that focus on developing the forensic, collection, 

surveillance, and tactical communications capabilities required for law 

enforcement to accomplish its objectives. I I 


The focus of this overall effort is to provide the engineering services required to 


to support specific case requirements for 
lean effectivel\J 


The purpose o f this SOW is to describe the tas king necessary to support the FBI's 
requirement to l ~~l The task shall be achieved through 

engineering support to the l 

1.2 Deliverables: Pre-Award and Post-Award 

1.2.1 Task Order Proposal Instructions, Pre-Award 

As a part of the proposal for this effort, the Contractor shall provide the following 
documents: 
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• Project Management Plan (See Section 2.2) 

• I ~| Docum entation (See Section 1.3.1(a)) 

• I (Section 1 .3. 1 (a) and (b)) 

1.2.2 Task Order Deliverables, Post-Award 


The FBI intends to award the following on a firm fixed-price basis: 

• I [ identified in 

Section 1 .3.1 (b) in. accordance with the. requirements of 1 .3.1 . 

• Monthly Status Reporting (See Section 2.2) - this information may be 
provided as part of the ongoing monthly Contract reporting 

1.3 Category of Efforts 

The F BI currently ownsi [that hav e been used by | [ and 

fot l I in suppor t of FBI 

investigations. OTD’sl lis also a us er of the 


for sim ilar usage but dif feren t operational goals than 

The FBI’s goal is to field all! I to then 



[The Key Areas below detail the FBI’s needs that shall at a 

minimum be met. The Contractor is to provide a technical approach to at a 
minimum meet these needs and may provide alternative strategies for review. 

1.3.1 Key Areas 
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2.1 Security Standards and Regulations 


Refer td 


statement of Work section 2.3 for guidance. 


SECURITY STATEMENT: This program, all documentation, all associations, all stated and. 
implied requirements and all personnel must adhere to and meet security requirements. Any 
breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 
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2.2 Contractor Furnished Documentation 


Refer to 
guidanc^ 


Statement of Work sections 2.6 and 3.2 for 


Project management plan shall consist of the Contractor’s proposed solution to 
include the composition of required project team, complete task schedule, and 
total labor and non-^labor costs for fully implementing the proposed solution. 

Status Reporting 


Refer to 

2.3 Formal Meetings 

Refer to I 


Statement of Work Section 3.3 for guidance. 


Statement of Work Section 3.4 for guidance. 


2.4 Government Points of Contact 


FBI Contracting Officer’s Technical Representative 




Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico. VA 22135 


1 


Technical Point of Contact 




Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico. VA 22135 
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STATEMENT OF WORK 


Task Order 1 



W 1.0 ^//NF) INTRODUCTION 



1.1 (J^//NF) Project Description and Background 


(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 


'§5p8agt//NOFORN/20370120 
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the specific system requirements, key technology areas, concept of operations, and 
technical approach; Section 3 lists and describes the tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 

2.0 ]:^//NF) Scope 


(U) Within this statement of work, all references to a 

“system” or “equipment” or 

are defined as a product that is 






2.1 Task Overview 


■S} 


2.1.1 Driving System Requirements 

g 2.1.1.1 

2.1. 1.2 

2.1.1.3 

2.1. 1.4 

2.1.1.5 

2 . 1 . 1.6 

2.1.1 .7 

2 . 1 . 1.8 

2.1.1.9 


^25eRBT^OFORN/20370120 

CELL/0 TD OZZOZS 


X 

X 

X 


bl 

b3 

b7E 


CELLSITE-15998 






^]^SKi;jMOFORN/20370120 

2.1 .2 Key Technology Area 


2.1.2.1 


2 . 1 . 2.2 


2.2 ^/NF) Concept of Operations 
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(U) The concept of operations, key assumptions, tec hnical discussion po ints. 

challenges and conceptions for each of the following | [shall be 

presented here for information purpose and discussion to aid in the development effort: 
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2.2.1 jfl^//NF) Key Assumptions 
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3.0 (U) Task Descriptions 

3^//NF) This section describes the tasks to be completed. It is divided into five major 
areas: 


(a) General Project Tasks - General project tasks include a kickoff meeting to 
be conducted at the customer’s facility, a general project status review 
conducted at the midpoint of the project, and a irionthly or bi-monthly at the 
customer’s discretion status reports identifying current task status, risks, 
mitigations, percent complete, expected date of completion, and actual date 
of completion. 
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4.0 (U) Deliverables 


(U) This section describes the deliverable items from the task order. 


(U) Monthly or Bi-Monthly Status Report (at customer discretion) 

(U) Monthly or Bi-Monthly Program Review (at customer discretion) 
(U) Technical Proposal 

(U^ System Testing Plan 

(U) 


(U) System Demonstration at customer facility 
(U) Final Technical Summary Report 


4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This program, all documentation, all associations, all 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 


Programmatic and Technical Personnel 


a) 

b) 


• Project Manager/COTR 
Program Manager/Unit Chief 
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STATEMENT OF WORK 

Contract 

Task Order 5 
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(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical approach; Section 3 lists and describes the tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 

2.0 ^/NF) Scope 

all references to a “system” or “equipment” or 
3 a product that isl 



2.1 Task Overview 
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2.1.2 Key Technology Area 

2 . 1 . 2.1 


2.1. 2.2 

! 2.2 ^/NF) Concept of Operations 
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(U) The concept of operations, key assumptions, tec hnical discussion p oints. 

challenges and conceptions for each of the following shall be 

presented here for information purpose and discussion to aid in the development effort: 
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2.2.3 Technical Challenges and Conceptions 
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3.0 (U) task Descriptions 

Wl ^/NF) This section describes the tasks to be completed. It is divided into five major 


areas; 


(a) General Project Tasks - General project tasks include a kickoff meeting to 
be conducted at the customer’s facility, a general project status review 
conducted at the midpoint of the project, and a monthly or bi-monthly at. the 
customer’s discretion status reports identifying current task status, risks, 
mitigations, percent complete, expected date of completion, and actual date 
of completion. 

(b) | I Platform - Addition of| 



(e) Demonstration - Conduct a demon stration of a working system at the 
customer facility to include a mi^ ure of| 
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4.0 (U) Deliverables 

(U) This section describes the deliverable items from the task order. 

• (U) Monthly or Bi-Monthly Status Report (at customer discretion) 

• (U) Monthly or Bi-Monthly Program Review (at customer discretion) 

• (U) Technical Proposal 

• (U) System Testing Plan 

• (U) l 

• (U) System Demonstration at customer facility 

• (U) Final Technical Summary Report 


4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This program, all documentation, all associations, all 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

6.0 Customer Representative 

I - Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 

Programmatic and Technical Personnel 


a) 

b) 


- Project Manager/COTR 
Program Managef/Unit Chief 
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STATEMENT OF WORK 
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Task Order 4 


1.0 (U) INTRODUCTION 


The purpose of this document is to provide the vendo r with a statement of work that 
describes the requi rements for the development of an 


"he following shall provide an overall aescription ana requirements 


of the task set forth in this Statement of Work. 
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T.1 !fS//NF) Project Description and Background 
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(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical approach; Section 3 lists and describes the tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 

2.0 j(^/NF) Scope 
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2.1.1 Driving System Requirements 
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2.1.3 Operating Requirements 


bl 

b3 

b7E 


b3 

b7E 


2.1. 3.5 (U) The system shall be logically 

2.1.4 (Sf//NF) System Capabilities 


2.2 ^//NF) Concept of Operations 
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(U) The concept of operations and technical approach for each integral function shall be 

defined as follows. The primary goal of defining ea ch of the integral function is to 

provide a description of the operating requirements! 
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2.2.2.10 The system performs the following general sequence of operations 
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2.2.3.1 1 (U) The system performs the following general sequence of operations; 
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3.0 (U) Task Descriptions 

^ ' ^//NF) This section describes the tasks to be completed. It is divided into five major 
areas: 

(a) General Project Tasks - General project tasks include a kickoff meeting to 
be conducted at the customer’s facility, a general project status review 
conducted at the midpoint of the project, and a monthly or bi-monthly at the 
customer’s discretion status reports identifying current task status, risks, 
mitigations, percent complete, expected date of completion, and actual date 
of completion. 

(b) | 


(c) 
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4.0 (U) Deliverables 


(U) This section describes the deliverable items from the task order. 


(U) Monthly Status Report 
(U) Monthly Program Review 
(U) System Power Requirements for 
(U^ System Testing Plan 
(U) 


(U) System Demonstration at customer facility 
(U) Pictorial system connection diagram 
(U) Final Technical Summary Report 


4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This program, all documentation, all associations, all 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


h Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 

Programmatic and Technical Personnel 


a) 


- Project Manager/COTR 


b) 


Program Manager/Unit Chief 
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Ui. INFORHftTICN ’ 

fEBEIK IS T3NCIA3ST"T:: 

DATE 10-15-2012 BV 051".- IM: I'S 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 
23 May 2011 




Subject: 



Request for Engineering Change Proposal: 


Dead 


'as awarded under 


m 


Please find attached the supplement to the origiria 

developed by the Federal Bureau of Investigation (FBI) Iwao awoiucu uuuci| 

Sept ember of 2010 for these requested engineering servi ces, i m s enhancement to the origina|_ 

I I shall be performed in accordance with the Contract. | [ shall provide technical and cost 
engineering change proposals (ECP) to support this enhancement as set forth in the SOW. Labor rates 
and similar costs were agreed upon at the award of the contract and Task Order, as a result, the FBI does 
not anticipate an extensive Cost Proposal. Estimates of hours per labor category are required at a 
minimum. Additional supporting documentation is also attached and referenced in the SOW 
enhancement document. 


I 

b3 

b6 

b7C 

b7E 

1 


If there are any question regardin g this SO W please submit them to my office within the next 
five (5) business days. It is requested that I Ir eview the enclosed SOW and if the proposed contract 

vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical ECP should be submitted in 
accordance with the terms and conditions of the Contract no later than June 14. 201 1 at 1 :00 PM EST or 
sooner. Unclassified proposals shall be emailed tol 


above on 


Should you have anv au^estinn.t! concerning this matter, please contact me at the e-mail address 



Contracting Officer 


Attached : Supplemental Statement of Work fo 



CELLSITE-11T49 























_.n:- - 

UNCLASSIFIED//FOUO/LES hepeiij !-■ f r - - 

STATEMENT OF WORK 10-24-2,12 5 


Program 
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b7E 


1 SCOPE 


1.1 Task Overview 

This Task Order requires that the Contractor provide engineering services to the 

I 1 


The FBI is the principal investigative arm of the United States Department of 
Justice. It is charged with gathering and reporting facts, locating witnesses, and 
obtai ning evidence in cases involving F ederal juris diction. The missio n of the 


FBI'd 


is to providel 


to the FBI 


and other 

authnri7i 


law p-nfnrnpmp-nt arifincif^R and tO support their ability to conduct lavyfullv 


P 


To that end, the 


engag ed in a number of development projects and activities that focus 


on developing thq 

capabilities required for law en 
projec ts supported through the 
I l are prim arily engaged in 
presentation of 


brcement to accomplish its objectives. The 


he accurate collection, processing and 


The focus of this overall effort is t o provide the engineering servic es required to 


enhance the effectiveness of the 


to the level 


necessary to support specific case requirements Toi 

“ 

'hese enhancements shall be designed to 

improve the overall functionality of the 



The purpose of this S OW is to describe the taskin g necessary to support the FBI's 
reouirement to deliverl through engineering support to 


b3 

b7E 


b3 

b7E 


1.2 Deliverables 

• Project Management Plan (See Section 2.2) 

• Weekly Status Report (See Section 2.3) 

• Monthly Program Review (See Section 2.3) 

• Final Summary Report (See Section 2.2) 


UNCLASSIFIED//FOUO/LES 
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.11 


E- 11 153 




UNCLASS1FIED//FOUO/LES 
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a) Special Requirements - N/A 

2 Requirements 

2.1 Security Standards and Regulations 


Refer td 


Statement of Work section 2.3 for guidance. 


SECURITY STATEMENT: This program, all documentation, all associations, all stated and 
implied requirements and all personnel must adhere to and meet security requirements. Any 
breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


2.2 Contractor Furnished Documentation 


Refer td 
guidanc^ 


Statement of Work sections 2.6 and 3.2 for 


Project management plan shall consist of the Contractor’s proposed solution to 
include the composition of required project team, complete task schedule, and 
total labor and non-labor costs for fully implementing the proposed solution. 

Status Reporting 


Refer td 


Statement of Work Section 3.3 for guidance. 


2.3 Formal Meetings 


Refer td 


Statement of Work Section 3.4 for guidance. 


2.4 Government Points of Contact 


FBI Contracting Officer’s Technical Representative 


Federal Bureau of Investigation 
Engineering Research Facility 


b3 
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UNCLASSIFIED//FOUO/LES 
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UNCLASSIFIED//FOUO/LES 


Building 27958A 
Quantico, VA 22135 



Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico, VA 22135 
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12-201 (Rev. 9-6-2006) 


RLL riFirM-.r::;; ;:i: 

HEREIN IS UHCL.£SSIr .L.' 

DME 10-15-2012 BY cSV-- .3 



IMPORTANT: Mark all packagea ana papers w 


1. Date of Order 


6. To Contractor (Naim, Address andZp 


U.S. Department of Justice 

Federal Bureau of Investigation 


Purchase Order for Supplies or Services 





7 . Ship to (Consignee and address. Zip Code): 

;; P.I [f.>r.rij I rij" r r,!’ i.'.'y.v T r-i.j 

I'iT T;>; •; 

Oi..ipivTjcn.. uA 


8. Issuing Office (Address correspondence to); 

i“?-ns;RA! JVjRRAM OF 
PRGCL;R!XMt-^^;■: 9i"' 

R*.lOir1 i' , M-, ■ rr-i Irf'i- 

UASHIN0TON. V)r ,?:V|=;, - s 


9 . Send Invoice to: (Name, Address and Zip Code): 

F'S Dil n: ic-ir.Ti! I nr ■rr.u:\ 

■ jTTKi r 

\>r- 


, ,b3 

r.i r r i*“:m 

b6 

’b7C 

b7E 


10. Buslnsss ClaMifIcatlon 

11. F.O.B. Point 

12. Discount Terms 


V'FRTV !•!;.■ 1 n.M 




13. Schedule 


Supplies or Services 
(B) 

QuBntit|^Ordered 

Unit 

(D) 

Unit Price 
(E) 

Amount 

(F) 


14. Type of Order is. 

D K Purchase - Please furnish the followirtg under the terms, and □ 8. DvHvary - This detivefy order Is subject to Instructions con- Grand 

Conditions spedlied on both sides of this order, the above quotation talned on this side only of this form and Is issued subject to the terms Total 

number if indicated, and the attached sheets. H any, Including deltveiy and condihons of the above-numbered contract, 
as indicated. 


Point of Contact - Purchase Order Information: 


See Instructions on Reverse 


Point of Contact - InvoiceJ 
Commercial Payments Unil 


16. United States of America 


By (Signature) 


17. Name (Typed) 

xyyxxxxxx 

Title: Contracting Otiicer 
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U.S. Department of Justice 
Federal Bureau of Investigation 



8. Issuing Offico ^y\ddress correspondence to): 

t-fc-PERAL ! OF" f r-iUf.iy'i i 1 C<r‘ 

ROOM &8S3, JEr :-.E. f'Mjyh. 
^!ASHI^iGTO^=- $K 


10. Business Classification 


11. F.O.B. Point 


! :: ipr-i'T • r";_ lif. iv:”' 1 

1 12. Discount Terms 




Purchase Order for Supplies or Services 

IMPOHTANT: Mark all packages and papers with contract and/or oMernumoefs if 

1. Date of Order 2. Or i « r M" 3. Mod. No. • 4. Mod. Date /■O 

j 8 /;::; 0 ! ,1 1 ^ 

6. To Contractor (Name, Address and Zip Code): 7. Ship to (Consignee and address. Zip Code): 

** 111 . ))"*i 1 ■<*' > : ' . '•< 

ATTf-i t I I 

"!i‘iP:-.iT,;i:C;. ."li" !. 'vf. 

8. Issuing Office rmr^^pondenceto): 9. Send Invoice to: (Name, Address and Zip Code): 

f-fcl'-ERAL .Ed,.::;.-";'); '■ OF' 1' r-iUf.iy'i i!E'A ! 1 C'ir‘ ; l! DEfCtT I'l '>■/& Ai. i tiv'-i.S': ‘‘"A 


5. Page No. 


Line No. 

(A) 


Supplies or Services 
(B) 


13. Schedule 


Quantity Ordered Unit Unit Price 


Amount 

(F) 


FiK: BP SETLIRM).:?:-. 

.i.. -i-.i. ,j},. id >(. .--.j; • . Of -j. tp y. -v •' • •' •' ‘ . v • >■ ” 

a py;'or:n rhivni"*; ‘;;.!.i-‘;<;TT!-f; M"!!' r-Y: ’Ei-; •' "A T'-i-: 

THE! I'Ol (.: 'F-’ * r'-h:i t i I'lit I rt":': 'M: *■';’** : 

,*f CF' Y '”M:F 1 '; T '* y‘: 'I:'* ' 7 ; -V"'/*) ' •''i '■ 

I Nviri ■ "-fE:; A y '■ ' i N; i ' ' ’i‘i. 

NUMP>"P): r'PIFr- Q). !’■;!' !T '= ! ■ ns v nv Pi- ■' ,M •"<■ ■■■ 

RKNDPRrA; <5Pi i A* ■ A'O- ^ ■ ■: A -A = vm'- ^ vp .■ r- . E'-!!-:: 

r i\!fc ■ ivain;iK:A i\!ijt»iP'ER (.!( i ri:.; :•••';■ rpYi'iP^/i. ''-O:' i ; ■ 

• ru' A:--'’ ' r- • f:pf i; (; pi ;U 

pi. i ; -v 1 j ;i;; ttnri,j!vi|:;!:iTpT i pp; i::P r ■"vus.i R'y;- i-.v 1 1 


; 4 .-vi » * \ 

L 

~l 

l.r 

.*5- • f 

• ■'l.fi ' ' 



1 c 3, 

•iVt.J i;:'; 








14. Typ« of Order 


15. 

Grand 


□ A Purchase -Msase furnish the following under the lornis, and O B. Delivery • This deliveiy order is subjecf to Insinjctions con- ^ a i V ' 

Conditions spedfied on both sides of Ihis order, the above quotalton talned on this side only of this form and is issued subject to the terms TOtal “ 

number if indicated, and the attached sheets, if any, incfuding delivery and conditions of the above-nurribered contract. — 

as indicated. Instructions on Reverse 


Point of Contact - Purchase Order Information: 


16. United States of America 

By (Signature) 


Feint of Contact - Invoice f 
Commercial Payments Unij 


17. Name (Typed) 

Titie: Contracting OHicer 


■. ■ ■/ V V 


ORIGINAL 
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U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


IMPORTANT: Mflrk all packages and papers with con 


1. Data of Order 

■' i. 


6. To Contractor (Name, Address andZp Code, 




7. Ship to (Consignee and address, Zip Code): 

' Piiproi; ; ;r vm;.:. of:'- i:= f 
TM : 
i^i ! i i 

r-Ci':., U(1 y-j 



8. Issuing Office (Address correspondence to): 

RflL EUREAl' CIF ) HVE RV VSiU' f ON 
PROFURFHEi'-! !■ SECT] 05'! 

ROOM GHR?.. i. 

W R '3 )• i 1 N Q T 0 N j D • ' i?' ! ' !! ■ 


10. Business Classification 


Line No. 
(A) 



14. Type of Order 


IS. 

Grand 


□ A. PurchftM* Please furnish the following under the terms, and D B. Delivery • This delivery order Is subject to instructions con* varSnl 

Conditions specified on both sides of this order, the above quotation tained on this sMe only of this form and is issued subject to the terms Total 

number if indicated, and the attached sheets. If any, Including delivery and conditions of the above*numbered contract, 
as Indicated. ■ 

ror-iiRHcrroR nijinber 


Point of Contact - Purchaaa Order Information 



See Instnictlons on Reverse 



Comineioial Payments Uni 


ORIGINAL 

I I C’ 
































U.S. Department of Justice 



Federal Bureau of Investigation 
Washington, DC 20535 


12 July 2010 



Please find enclosed a copy of the Statements of Work (SOW) for engineering services 
developed by the F ederal Bureau of Investigation (FBI). . 

The FBI is interested in obtaining a proposal for this task to be performed in accordance 
with the subject Contract. Contractor shall provide technical and cost proposals to support 
tasking as set forth in the Statement of Work. 


If there are any question regarding this SOW please submit them to my office within the 
next five (5) business days. 


It is therefore requested that your company review the enclosed SOW and if the proposed 
contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical proposal should 
be submitted in accordance with the terms and conditions of the FBI's Contract no later than 
August 2, 2010 1 :00 PM EST or s ooner. Unclassified proposals maybe email to 

Should you have any questions concerning this matter, nlease contact me at 
response may be faxed to ecure fax! I 
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All i;iFO?i-iATi;N : 

HEHEIH IB OTCIASSIFIEI 

D AT E 10-li-2;012 3i Mi/i'a 

U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 


23 May 2011 




Subject: 



Request for Engineering Change Proposal 


Dear 


Please find attached the supplement to the origi^ 
developed by the Federal Bureau of Investigation (FBlj 


Sept ember of 2010 for these requested engineering serv ices, in is enhancement to the original I 
shall be performed in accordance with the Contract- f [ shall provide technical and cost 


b3 

b6 

b7C 

b7E 




rwas awarded unden 


in 


engineering change proposals (ECP) to support this enhancement as set forth in the SOW. Labor rates 
and similar costs were agreed upon at the award of the contract and Task Order, as a result, the FBI does 
not anticipate an extensive Cost Proposal. Estimates of hours per labor category are required at a 
minimum. Additional supporting documentation is also attached and referenced in the SOW 
enhancement document. 


If there are any question regardin g this SO W please submit them to my office within the next 
five (5) business days. It is requested that ! "I review the enclosed SOW and if the proposed contract 

vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical ECP should be submitted in 
accordance with the terms and conditions of the Contract no later than June 14, 20 
sooner. Unclassified proposals shall be emailed to 


1 at 1:00 PM EST or 


Should you have an y questions concerning this matter, please contact me at the e-mail address 
above oj 

Sincerely, 


Contracting Officer 


b3 

b6 

b7C 

b7E 


Attached : Supplemental Statement of Work fo: 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 


22 March 2011 



awarded by the Federal Bureau of Investigation (FBI). This enhanc ement to the original Task 
shall be performed in accordance with the subject Contract. I I shall provide technical and 
cost proposals to support this enhancement as set forth in the attached Statement of Work. 
Because labor rates and similar costs were agreed upon at the award of the contract and Task 
Order, an extensive Cost Proposal is not anticipated. Estimates of hours per labor category are 
required at a minimum. 


If there are any question regarding this SOW p lease su bmit them to my office within the 
next five (5) business days. It is requested that you the l I review the enclosed SOW and if 
the proposed contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical 
proposal should be submitted in accordance with the terms and conditions of the FBI's Contract 
prior to but no later than April 7, 2010 1 :00 PM EST. Pro posals may be submitted through f ax at 
one of the numbers below or through unclassified e-mail a 


Should you have any q uestions concern ing this matter, please contact rn e at| 
response may be faxed to secure fa> 


Sincerely, 



CELLSITE-11161 



'APR. 6.201 1 4:08PM RETRIEVER 


NO. 647 P. 2 





Washington, DC 20535 
21 March 2011 



Contract: 

Subject: 
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Gpod Afternoon 




;ral Bureau of Investigation’s official acceptance of the 
iated 18 March 2011, Revision A. 


If there are any questions please do not hesitate to contact my office. 


uontractmg unicer ' 

Science and Technology Contracts Unit 


I 

i 


CELLSITE-ll 





U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 
13 July 2010 


b3 

b6 

b7C 

b7E 

Subject: 


Dear 


Please find enclosed a copy of the Statements of Work (SOW) for engineering services 
developed by the Federal Bureau of Investigation (FBI). 

The FBI is interested in obtaining a proposal for this task to be performed in accordance 
with the subject Contract. Contractor shall provide technical and cost proposals to support 
tasking as set forth in the Statement of Work. 

If there ^e any question regarding this SOW please submit them to my office within the 
next five (5) business days. 

It is therefore requested that your company review the enclosed SOW and if the proposed 
contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical proposal should 
be submitted in accordance with the terms and conditions of the FBI's Contract prior to but no 
later than August 3, 2010 1:00 PM EST. Unclassified proposals maybe email to 


Should vou have anv Questions concemine this matter, nlease contact me all 


response may be faxed tc 


secure feo 


L 



v^uuLiacuiig uiiicci 
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Attached: Statement of Work foJ 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


II. CONTRACT ID CODE 



2. AMENDMENT/MODIFICAITON NO. 
Mod 2 


6. ISSUED BY CODE j 

Federal Bureau of Investiqation 


I3. EFFECTIVE DATE 


14. REQUISITION/PURCHASE REQ. NO. 


15. PROJECT NO. (If applicblo) 


04/08/11 


17. ADMINISTERED BY (If other than Item 6) CODE 


Same as Item 6. 



asningcon. 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State and ZIP Code) 


98. DATED ISEEITEM11) 


b7C 


TRACT/ORDER NO. 


04/07/11 


1 1 . THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


IZl The above numbered solicitation Is amended as set forth in Item 14. The hour and date specified for receipt of Offers □ is extended, □ is not extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 

|a)By completing items 8 and 1 5, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitaUon and'amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION. OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 

"l 2. ACCOUNTING AND APPROPIRATION DATA (If required) ^ ' 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM U. 

CHECK ONE 1 A. THIS CHANGE ORDER IS ISSUED PURSUANT TO; (Specify authority) THE CHANGES SET FORTH IN ITEM 1 4 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORFFY OF; 

D. OTHER (Specify type of modification and authority) 

FAR 43.103(a) Bilateral and FAR 32.7 Funding 

E. IMPORTANT: Contractor Q is not, is required to sign this document and return copies to the issuing office. 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 

The purpose of this mo di f i nat~.i nn i .q to p rovide increm ental funding in the amount of 

for services under the| f awarded under P ] and the corresponding 

SF-30 Mod 1. Services are to D e perrormed in accordance with the SOW, schedule agreed upon at 
award, Terms and Conditions o f I I and FYll Continuing Resolutions. All technical 

guidance is to come from COTR Funding for this PO shall be utilized with a POP 

of 4/8/11-9/30/11; funding from the previous PO shall be exhausted first before utilizing this 
PO. Contractor exceeds funding at own risk. 


Except as provided herein, all terms and conditions of the document referenced In Item 9A or lOA, as herotoforo changed, remains unchanged and in full force and effect. 


j 1 5A. NAME AND TITLE OF SIGNER (Type or print) 


1 6A. NAME AND TITLE OF CONTRACTING OFFICER (Typo or print) 
Contracting Officer 


i 1 5B. CONTRACTOR/OFFEROR 

1 

15C. DATE SIGNED 

16B. UNITED STATES OF AMERICA 

16C. DATE SIGNED 

(Signature of person authorized to sign) 


(Signature of Contracting Officer) 



NSN 7540-01-1 52-8070 STANDARD FORM 30 (REV. 10-83) 

Previous edition unusable Prescribed by GSA FAR (48 CFR) 53.243 


CELLSITE-111 

























12-201 (Rev. 9-6-2006) 


-ill 


-• 

KEPEn I£ 

- 


LriTE 10-15 .tI 




IK 


U.S. Department of Justice 
Federal Bureau of Investigation 



IMPORTAWT: Mark all packagas and papora with contract aim/or ordw numbefs 


Purchase Order for Supplies or Services 


1. Date of Order 

04/07/20:1. :i. 


2. Order No. 


6. To Contractor (Name, Address and Zip Code)'. 


3. Mod. No. 


8. Issuing Office (Address correspondence to); 

EDERAi... BUREAU OR :[noest;i:oat:i;on 

ROCUi'd-iMEHT S$!i::CT :[ GN 

GOM 6823., OEF F..B..;i;.. BLDG,. 

!ash:i:n 0 tgn, do 20535 


4. Mod. Date 


7. Ship to (Consignee and address. Zip Code): 

|~-EDER AI... Bi.jREA[.) PI- :i:NyEST :i: GAT : 
ATTUi: 


5. Page No. 

i. 


BUn..I):CKG 27958f^ — 
QUANTICG,, UA 22:1.: 


GN 


9. Send Invoice to: (Name, Address and Zip Code): 

FEDERi ^... BUREAU OF ;i:nve8t :i: gaj- 
ATTNs 

BU 1 1...D lAU 2/ybUA 

QUAN'n CG, OA . 22:1.35 


:gn 


10. Business Classification 

THER LARGE BUB ;C NESS 


11. F.O.B. Point 

pESTiliNATiCGN 


12. Discount Terms 

NET 30 DAYS 


13. Schedule 


Une No. 
(A) 


Supplies or Services 
(B) 


■Cl 

lONI'RFI 

CT 


1 DUE DATEs09/30; 

'20:l.:l. 





c 

1 n 

1 nJi':; '!■ Mi;:T.'irTni7;'~mrrr'n!- r"i:; 

J ^ 

1 

1 

1 1 

1 1 

1 r 


:i: 


TO be; l"•i:i:^^F■0RMED ;i;n accgrdanuI;:. w.i. 


Quantity Ordered 


NCl'CE ;i; hElNT Al... FUND il! NG FOR 


ONDiCTIGNS OF THE CONTRAp: AMn i- Y1 -i 

iUXDANOE CONES FROM COIR 
ON'rTiACTOi-i: ExcEi;i:i)s r"UNDS 


Unit 

(D) 


Unit Price 
<E) 


Amount 

(F) 


b3 

b6 

b7C 

b7E 

b4 


AT OWN r:i:sk 


task:i;ng,, all sero:i:i1 
H the sow, TeI^MS 

[CAL 
TO (| 
9/3 




I...L PAYMENTS BY 'IHi:.- GOOEPs'NMENT UNDER 
E MADE BY ELECTRON iliC FUNDS TRANSFER 


1AI...L prdo;i:de th;i;s :i 
UBMIT SF-388:l. FORM 


F THIS ;i:nforma'T’:i:on 

!E lN00;i:CE WILL BE 
•lALL BE RETURNE:D„ 


NFOI-i;MAT;i:ON ON EAC 

TOii fb:i;., commerc 

RM., :L987., .J., 


935 PENNSYLUiAFLIiA AOEN 


WASHINGTON., 
IS NOT AVAILABI...E 
CONSIDERED AN IMt 


CR.. TECHNJ 
INVOICE 
OP 4/8/:i. 


THIS ORDEI 
(EFT).. T 
H INOOICE 
lAI... PAYMi: 
EDGAF5 


I-lOd) 


DC 20535 
TO TFIE GO 
ROPER I 


NVH) 


[:ES 


ii:!: vi;;:i 

0l"< 

TS Ui' 
oe;r I- 
IE., nHj 


!)OTR 

)/:i.:i. 

.L 

NDOR 


¥ 


l)El"-:NMIi 
ICE 


14. Type of Order 

D A. Purchase - Please furnish tha lollDwing under Ills terms, and 
Conditions epedHed on both sides of this order, the above quotation 
number if indicatsd, and the attached sheets. If any, Indudine dellvety 
as Indicated. 


□ B. Delivery -This deliveiy order is subject to instructions con- 
tained on this side only of this form and Is Issued subject to the terms . 
and ertnditions of the abovemumbered ettntrad. 


PIT 

LDG 


:nt., 

AND 


15. 

Grand |kvt 
Total W' 


XXXXXXX.XX 


See Instructions on Reverse 


Point of Contact - Purchase Order Information: 

16. United States of America 
By (Signature) 

Point of Contact - Invoice P 
Commercial Payments Unit - 


17. Name (Typed) XXXXXXXXXXX 

Title: Contracting Officer 



ORIGINAL 


CELLSITE-11 


72 















12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 



IMPORTANT: Mark all 


1. Date of Order 




2. Order No. 


3. Mod. No. 


4. Mod. Date 


5. Page No. 


04/07/201:1. 


6. To Contractor (Name, Address andZp Code): 



8. Issuing Ofilcs (Address correspondence to): 

EDERt^lL BUREAU OF itNOESTIGATlON 
ROCUREMENT SECTION 
..OOM 6823, TEF F„B„I,. BLDG,, 
WASHINGTON, DC 2053G 


10. Bualneaa Classification 

CTHER t,.ARGE BUSINESS 


11. F.O.B. Point 

lESTINATION 


7. Ship to (Cotuignee and address, Zip Code): 

F EDIiiiR AI... BUREAU OF illNVII ST I GATI ON 
AT FN II I I 

BUILDING 2795SA 
QUANT ICO, OA 22:1.35 


9. Send Invoice to: (Name, Address and Zip Code): 
FFDFR AI AURFAII OF TNOFST I Gl^ 
ATFN 1! 

BI.J I I...D :tNG 27958A 
QUANT I CO, OA 22135 

12. Discount Terms 

NET 30 DAYS 


'IGATION 


b3 

b6 

b7C 

b7E 


Line No. 
(A) 


Supplies or Servlcea 
(B) 


13. Schedule 


Quantity Ordered Unit 

(C) (0) 


Unit Price 
(E) 


Amount 

(F) 




4:;:OF'E 


R INOOICE SUBMITTED FOR PAYMENT TO THE IRTI MGST 


CONTAIN THE FOLLOWING:: THE NAME OF THE OENDORi; AN 
INVOICE NUMBER li THE CONTRACT OF? PURCI- ASE ORDER NUMBER || 
•IHE INVOICE DATEii DESCRIPTION a,.E.. NAME OR ITlilM LINE 
NUMBER), PRICE AND QUANTITY OF GOODS OR SERVICliiS 
FENDEREDii SHIPPING AND/OR PAYMENT TERMSii TAXPAYER IDtN| 
CANNING / ROUTING NUMBER TO AL.LOW EFT PAYMENT:! CONTACT 
NAME, TITLE AND TELEPHONE NUMBER AND ANY OTHER 
S UBSTANTIATING DOCUMENTATION AS REQUil RED BY THi: 

C ONTRACrr ., 

NOTES THE FEDERAL GOVERNMENT IS CURRENTLY OPERATING 


PURCHASE ORDER' HAS BEEN ISSUED FOR AUTHORIZED 
I...IMITED FUNDING UNDER THE TERMS OF A CONTINUiiNG 
RESOLUTION TO COVER EXPENSES INCURRED B'' THE 
GOVERNMENT DURING THE PERIOD :, 0/01/10 THROUGH 


14. Type Of Order 1S- 

□ A. Puretiase - Please (umish the following under the terms, and □ B. Delivery - This delivery order is subjed to instructions (»n- Grand 

Conditions specilied on both sides of this order, the above quotation talned on this side only of this form and is issued sulked to the terms | Otdl 

number if indicated, and the attached sheets, H any, including delivery and conditions of the above-numbered contract, 

as indicated. 


“^XXXXXXXXX 


See Instructions on Reverse 


Point of Contact • Purchase Order Information: 


16. United States of America 

By (Signature) 


Point of Contact - Invoice ff 
Commercial Payments Unit| 


17. Name (Typed) 


Title: Contracting Officer 


XXXXXXXXXXX 


ORIGINAL 









■ 12-201 (Rev. 9-6-2005) 



U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


IMPORTANT: Mark all packages and papers w 


1. Date of Order | 2. Order No. 

04/07/201 1 


6. To Contractor (Name, Address and Zii 


nxCTor7T:;rnT:.i/:Trn;rTTmTii:rT7 




8. Issuing Office (Address correspondence to): 

EDERAL BUREAU OF INVEST it OAT I ON 
RDCUREMENT SECTION 
COM 6823 JEF F..B.. I„ BLDG., 
ASHINOTON, DC 20535 


4. Mod. Date 


7. Ship to (Consignee and address. Zip Code): 

FEDER AL BUREAU OF INVESTIG ATION 
ATtNi! 

BU I I...D .1 IVU1 7 

QUANTICU., VA 22135 


9. Send Invoice to: (Name, Address and Zip Code): 

p:i-r)i"K- Ai rti ifci-rM I ni- tkivfS'T tga t ;i: on 
ATIN 1! 

BUILDING 27958A 
QUANTICO.J VA 22135 


10. Business Classification 

THER LARGE BUSINESS 


11. F.O.B. Point 

ESTINATION 


13. Schedule 


12. Discount Terms 

NET 30 DAYS 


Une No. 
(A) 


Supplies or Services 
(B) 


Quantity Ordered Unit 

(C) (D) 


Unit Price 
(E) 


Amount 

(F) 


04/0B/11.. ADDITIONAL FUNDING I S PENDir^G PINA 
ALLOCATION OF THE FBI'S AFPROF- RIATION „ 



14. Type of Order 

□ A. Purchase ■ Pte^ furnish the fcrilowing under the terms, and 
Conditions specified on both sides of this order, the above quotation 
number If Indicated, and the attached sheets, K a ny, including delivery 
as indicated. I 
























UNCLASSIFIED 

STATEMENT OF WORK 


All 

HEREIH ,i,;; 1: 

DATE 


program 


Task Order 1 


b3 

b7E 


1 SCOPE 


1.1 Task Overview 

This Task Order requires that tha Contractor nmvide engineering services and 
nnarational sunnort to thel 


The FBI is the principal investigative arm of the United States Department of 
Justice. It is charged with gathering and reporting facts, locating witnesses, and 
obtaipinn RvirlRnne in cases invnivinn Federal juris diction. The missi on of the 


FBI's 


I 


is to provide! 


to the FBI 


authorized 


is engaged in a number o 


To that end, the[ 


] 


on developing th^ 


development projects and activities that focus 


capabilities required for law eh 
projec ts supported through the 
pre primarily engaged in 


ornament to accnmnlLsh its objectives. The 


presentation off 


he accurate collection, processing and 


The focus of this overall effort i s to provide the engineering s ervices required to 
enhance the functionality of th e I Inecessarv to support 

specific ca se requirements for i 


The systems shall be designed, installed, and tested to assure that the 
configured system is operationally correct. The contractor shall support the 
system installation and remote troubleshooting as required. Quick reaction 
software development expertise may be required. 

The pur pose of this SOW is to describe the tasking ne cessary to support the FBI's 


ability t 


I 


b3 

b7E 


and other law enforcement aaencie 'sand to suppor t their ability to conduct lawf ully 


b3 

b7E 


under specific legal 


b3 


guideline. The task shall be achieved through engineering support to the current Kig 


UNCLASSIFIED 

1 


CELLSITE-11175 







UNCLASSIFIED 

1.2 Deliverables 

• Project Management Plan (See Section 2.2) 

• Weekly Status Report (See Section 2.3) 

• Monthly Program Review (See Section 2.3) 

• System Testing Plan (See Section 2.2) 

• System Demonstration at contractor facility 

• Final Summary Report (See Section 2.2) 


1 .3 Category of Efforts 

The FBI currently ownsf 



1.3.1 Key Areas 



b3 

b7E 






2.1 Security Standards and Regulations 

statement of Work section 2.3 for guidance. 

SECURITY STATEMENT: This program, all documentation, all associations, all stated and 
implied requirements and all personnel must adhere to and meet security requirements. Any 
breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up ^3 

procedures to insulate the program procurement or parts and protection of program b7E 

information as agreed upon by the COTR. 



2.2 Contractor Furnished Documentation 

Refer to Statement of Work sections 2.6 and 3.2 for 

guidances 


Project management plan shall consist of the Contractor’s proposed solution to 
include the composition of required project team, complete task schedule, and 
total labor and non-labor costs for fully implementing the proposed solution. 


UNCLASSIFIED 

3 


CELLSITE-11177 





UNCLASSIFIED 


2.3 Status Reporting 


Refer tc 

2.4 Formal Meetings 

Refer tol 


statement of Work Section 3.3 for guidance. 


statement of Work Section 3.4 for guidance. 


2.5 Government Points of Contact 


FBI Contracting Officer’s Technical Representative 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 

Oiiantinn \/A 991 


b3 

b6 

b7C 

b7E 


Technical Point of Contact 


UNCLASSIFIED 

4 


CELLSITE-11178 




ET//NOFORN/20350401 


STATEMENT OF WORK 


pprogram 


[Task Order 1 


b3 

b7E 


Federal Bureau of Investigation 


Derived From: NS1S03-20080201 
Declassifv'OiK203 50401 



CELLSITE-11180 





SE6^T//NOFORN/20350629 


EME; 10-15-2012 
CLASSIFIED BY €5179 D«"/ 
SEASON; 1.4 ic, g) 
.DECLASSIFY ON: 10-15-201" 


STATEMENT OF WORK 


ALL INFORMATION CONTAINED 
HEREIN IS nNCLASSiriED EXCIK 
IHERE: SHCM OIHIEIISE, 


Program 


Kask Order 1 


b3 

b7E 


Federal Bureau of Investigation 


Derived From: NSISCp40080301 
Declassifv^0t^0350629 




T//NOFORN/20350629 
1 


CELLSITE-11185 





V/NOFORN/203S0629 


SE^I^ 


Ut 1 j^//NF) SCOPE 



1.1 (U//FOUO/LES) Task Requirement Overview 


(U//FOUO/LES) This task is complex and multifaceted; as such it shall be 

acceptable to approach its completion in phases. Section 3.1 of this Task 
Order Statement of Work, details the expected phase 1 milestone. 


(U//FOUO/LES) All documentation as described in the| | 

Statement of Work section 2.6 will be made available for the government. 


(U// FOUQ/LES1 Al 


requirements as detailed in sections 3.1, 3.2 and 3.3 of the 

Statement of Work will be included under this Task Orde r. 

Weekly status reporting required in section 3.3 of the 

Statement of Work will be acceptable in an email forrnat and delivered to 
both the CO and COTR. 


b3 

b7E 


1.2 (U//FOUO/LES) Deliverables 

• (U//FOUO/LES) Weekly Status Report (See Section 3.3) 

• (U//FOUO/LES) Monthly Program Review (See Section 3.3) 

• (U//FOUO/LES) System Testing Plan (See Section 3.2) 

• (U//FOUO/LES) \ 


• (U//FOUO/LES) System Demonstration at contractor facility 

• (U//FOUO/LES) Final Technical Summary Report (See Section 3.2) 


iC\ 




Sjpl^^T//NOFORN/20350629 


bl 

b3 

b7E 


CELLSITE-11186 

















SEp^E^ZjJoFORN/20350629 

3.2 (U//FOUO/LES) Security Standards and Regulations 


(U//FOUO/LES) Refer t(| 

2.3 for guidance. 


Statement of Work section 


(U//FOUO/LES) SECURITY STATEMENT: This program, all documentation, all associations, 
all stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program and 
possible repercussions, both contractual and criminal. All dissemination of the program and 
contract information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


3.3 


(U//FOUO/LES) Contractor Furnished Documentation 


(U//FOUO/LES) Refer tc 
2.6 for list. 


Statement of Work section 


3.4 


(U//FOUO/LES) Status Reporting 


(U//FOUO/LES) Refer td 

3.3 for guidance I 


Statement of Work Section 


b3 

b7E 


3.5 (U//FOUO/LES) Formal IVIeetings 


(U//FOUO/LES) Refer tcj 

3.4 for guidance 


Statement of Work Section 


3.6 (U//FOUO/LES) Government Furnished Equipment 


(U//FOUO/LES) Government shall not supply any equipment for fulfillment of 
this task. 


55^^^//NOFORN/20350629 


CELLSITE-11193 






SEBJ^T//NOFORN/20350630 




- L I 

CLA3 Sir'll;:..': :-.- v : ■ - 

REA3CH: 'i . ’ ■: 

DE.C LAS s 171 L 7 - L 7 - : : : ■ 


STATEMENT OF WORK 


an. ; irir-inii: 

HERE IH I S TJ HC L.-. 1 1 7 rM t j i i . i 
WHERE saOKlf "TliEP.:-. 



rogram 


Mask Order 1 


b3 

b7E 


Federal Bureau of Investigation 


Derived From: NSIS^-20080301 
Declassif>/0i^0350630 



CELLSITE-11194 





SEgkET//NOFORN/20350630 


1 SCOPE 


■(S) 


1.1 (U//FOUO/LES) Task Overview 


bl 

b3 

b7E 


(U//FOUO/LES) Task Order Description (Reference sec 3.8 o 
(U//FOUO/LES) C apability Task Order 
Sub Task d: 


BOW}: 


(U//FOUO/LES) Technology I ask Order 

Sub Task number including but not limited to: d,f,i 


(U//FOUO/LES) Engineering Task Order 

Sub Task d: Engineering Development 

(U//FOUO/LES) All documentation as described in the 


Statement of 


Work section 2.6 will be made available for the government. 


(U//F<p 


I l<^/l l=g\ A 


il requirements as detailed in sections 3.1, 3.2 and 3.3 of the 
(statement of Work will be included under this Task Order; 
us reporting required in section 3.3 will be acceptable in an 


b3 

b7E 


Weekly sta 

email format and delivered to both the CO and COTR. 


1.2 (U//FOUO/LES) Deliverables 

• (U//FOUO/LES) Weekly Status Report (See Section 3.3) 

• (U//FOUO/LES) Monthly Program Review (See Section 3.3) 

• (U//FOUO/LES) System Testing Plan (See Section 3.2) 

• (U//FOUO/LES) 


SEpj^l^OFORN/20350630 





SBCRET//NOFORN/20350630 

(U//FOUO/LES) Swgtfqm npmnngtrgtinn at nnntrartnr fap.ilih/ 

(U//FOUO/LES) |(See Section 3.2) 

(U//FOUO/LES) Final Technical Summary Report (See Section 3.2) 


1.3.1 (S//NF) Key Technology Areas 


f 

;T//NOFORN/20350630 


^ 3 

CELLSITE-11196 







gi7r^\7T^//xTr>Trr>r>\Tnn^gn<;^n 


■S 


3 jE^//NF) Requirements 

The Onntrar.tnr Rhall aHhp>rp tn thp> fnllnwinn- 

< ,"i i 

• ^ 1 


3.1 (U//FOUO/LES) Security Standards and Regulations 



bl 

b3 

b7E 


b3 

b7E 


CELLSITE- 11196 



S^S8^T//NOFORN/20350630 

(U//FOUO/LES) SECURITY STATEMENT: This program, all documentation, all associations, 
all stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program and 
possible repercussipns, both contractual and criminal. All dissemination of the program and 
contract information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
inforrhation as agreed upon by the COTR. 


3.2 (U//FOUO/LES) Contractor Furnished Documentation 


(U//FOUO/LES) Refer to 
2.6 for list. 


Statement of Work section 


3.3 


(U//FOUO/LES) Status Reporting 


(U//FOUO/LES) Refer to 
3.3 for guidance 


Btatement of Work Section 


b3 

b7E 


3.4 (U//FOUO/LES) Formal Meetings 


(U//FOUO/LES) Refer to 
3.4 for guidance 


Statement of Work Section 


3.5 (U//FOUO/LES) Government Furnished Equipment 


(U//FOUO/LES) Government shall not supply any equipment for fulfillment of 
this task. 


SE^ET//NOFORN/20350630 




STATEMENT OF WORK 


i ,, .i'. J Z. ! !i , 

IS O'-iSLV.SGI'fjX’ DLSSPT 
ftliEftE SHOWN OTHERWISE 


Program 


Fask Order 1 


b3 

b7E 


Federal Bureau of Investigation 


Derived From: NSISC^-20080301 
DeclassifyXn: 20350629 


SJgO«ET//NOFORN/20350629 
1 




CELLSITE- 11200 





SEC 


[OFORN/20350629 


1 ^/NF) SCOPE 



1.1 (U//FOUO/LES) Task Overview 



(U//FOUO/LES) Engineering Task Order 


Sub Task d: Engineering Development 

(U//FOUO/LES) All documentation as described in th( 

Statement of Work section 2.6 will be made available tor the government. 


(U//F QUQ/LES) A I requirements as detailed in sections 3.1, 3.2 and 3.3 of the 
Statement of Work will be included under this Task Order. 
WSSKiy Status reporting required in section 3.3 will be acceptable in an 
email format and delivered to, both the CO and COTR. 


b3 

b7E 


1.2 (U//FOUO/LES) Deliverables 

• (U//FOUO/LES) Weekly Status Report (See Section 3.3) 

• (U//FOUO/LES) Monthly Program Review (See Section 3.3) 

• (U//FOUO/LES ) System Testing Plan (See Section 3.2) 

. (U//FOUO/LESf 


(U//FOUO/LES) System Demonstration at contractor facility 
(U//FOUO/LES)| |See Section 3.2) 

(U//FOUO/LES) Final Technical Summary Report (See Section 3.2) 


S|)g:^T//NOFORN/20350629 


CELLSITE-11201 









CELLSITE-11203 




b7E 


3.1 (U//FOUO/LES) Security Standards and Regulations 

(U//FOUO/LES) Refer to Statement of Work section b3 

2.3 for guidance. b7E 


(U//FOUO/LES) SECURITY STATEMENT: This program, all documentation, all associations, 
all stated and implied requirements and ali personnel must adhere to and meet security 
requirements. Any breech of security wili result in immediate termination of the program and 
possible repercussions, both contractual and criminal. All dissemination of the program and 
contract information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


RET//NOFORN/20350629 
V 5 


CELLSITE- 11204 





SE^ET//NOFORN/20350629 


3.2 (U//FOUO/LES) Contractor Furnished Documentation 


(U//FOUO/LES) Refer to| 
2.6 for list. 


Btatement of Work section 


3.3 (U//FOUO/LES) Status Reporting 


(U//FOUO/LES) Refer td| 
.3.3 for guidance 


statement of Work Section 


3.4 (U//FOUO/LES) Formal Meetings 


(U//FOUO/LES) Refer tc| 
3.4 for guidance 


Btatement of Work Section 


3.5 (U//FOUO/LES) Government Furnished Equipment 

(U//FOUO/LES) Government shall not supply any equipment for fulfillment of 
this task. 



T//NOFORN/203S0629 

6 


b3 

b7E 


CELLSITE- 11205 





UNCLASSIFIED//FOUO/LES 


UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


b3 

b7E 


UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


CELLSITE-11206 



UNCLASS1FIED//F0U0/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


b3 

b7E 


UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


CELLSITE-11207 



Hi mEmMMim couth 

HEREIN IS i-ii' T- 

UNCLASSIFIED//FOUO/LES date 10-2 1-201; ml 
UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


b3 

b7E 


UNCLASSIFIED//FOUO/LES ’ 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


CELLSITE-11208 



UNCLASSIF1ED//F0U0/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications ^ 


UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


b3 

b7E 


CELLSITE-1120' 



UNCLASS1FIED//F0U0/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
■ Technical Specifications 


b3 

b7E 


^ UNCLASSll-lbD//FOUO/LbS 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


CELLSITE-112 











UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 



UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 

CELLSITE-11213 



M.L lii'-': !■ ■' i • 

HER":;; i'- 

UNCLASSIFIED//FOUO/LES :a:: :: l3 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 



UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 


CELLSITE-11214 













DATE; If: 

LiAL’i'::::; :: :■= 

RELASDll; L,J ,r 
DEClASSIFi' 

ALL IILF;k''-.LT : : ^ :':.! ■■ ■ 

HEREIL TE; -.t-t rv---- 
WHERE SHEvn I “Elf.v::;-; 













r^j 



,ET/ /NOFORN/2 0 350825 


ost Proposal Clarifications 


Reference Documents r 
• (U//FOUO) Doc aI 
m • j)^//NF) Doc B. 

Statement of WOTIT 


DATE: lO-l'r ' 

CLASSIFIED jv III' 7 L-3 

REASCtl; l.j ic, 

DECLASSIfx 

ALL iiiFCK-i-Tiiii : iL'Tr-.ini: 
HEREIH IS UHClASSIrlLJ i 

KHERE sacwj CT:-]ER>CFI- 


^ost Proposal. August 09. 2010. 


Clarifications 


(U) 1. Section 10.0 - Conditions and Assumptions, item 6, states 


(U) Please clarify and submit the said “separate cover” f 


fU) 2. Section 10.0 - Conditions and Assumptions, item 7, states. 


(U) 3. Section 10.0 - Conditions and Assumptions, item 8, states 





Describe any relation to government f unding that w as input if any. Include 
also, clarifications of work consi dered | [ that w as funded 

outside of previous Gov't funded 

• (U) Please clarify how this statement, which includes no delivery of ^ ^ 


b3 

b7E 


S|I8;^T/ /NOFORN/ 2 0 3 5 0 8 2 5 





SECRET./ /NOFORN/ 20350825 


(U) 4. Section 10.0 - Conditions and Assumptions, item 9, states, “No estimates 
have been included for providing Contractor team member woddmiiiotes called 
out in Paragraph 2.6(f). Note; this is not a standard practice. will assess 

the cost and schedule impact if this review is required. 

• (U) Please clarify the approach that shall be taken, as well as the 
assessment of costs/schedules associated. 

(U) 5. Section 10.0 - Conditions and Assumptions, item 18, states, “The 
proposed price for the study options assumes that the option will be exercised at 
the same time as the base award in order for it to be completed, with the base 
program period of performance. 

• (U) Please clarify impacts to overall program, should the FBI not consider 
the “optional” study, or exercised at a later date. 

(U) 6. Section 10. Q - Co nditions and Assumptions, item 19, states, “This 
proposal assumes [ [ will have the right to incorporate any results of this 
program into its commercial products as applicable. 



(U) 7. Section 10.0 - Conditions and Assumptions, item 21, states “This 


(curren 


I I internal 

developments) will be available per our current internal schedule to support this 
effort. If any deviations occur these will be assessed and addressed with the 

Customer. 
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Phone call 


on 8/10/10 @ 


2:45 


ALL INFCK-ar I 

HEREIN IS 'n.-'j-I.; rr. i -|-- 

DAiE iu-i 7 - 2 ::; iv 7 1-3 


Called to let me know she’ll be providing a spreadsheet w/ changes/mods for POs - some of the 
pricing we’re using isn’t the best pricing. They included GSA and Contract pricing and allowed 
us to use whatever was “cheapest.”. We, uspd contract pricing not knowing there were two price 


lists. She calculates approximately 


in changes - credits. 


is also working on one consolidated price list for the contract to avoid future_confusion, 


She has suggested that we do a quote per order to ensure most up to date pricinj 
as a potential administrative burden if pricing has already been established. 


sees this 


also is under the impression that if the GSA contract pricing adjusts (something allowable 


under the GSA Contracl-vehicle) we would be able to take advantage of lower prices or pay 


more if prices went up 


informed her that that is NOT how FFP contracts work. Both 


meeds to discuss w/ OGC the 


parties will look into this before making final determinations, 
feasibility of having “2 contracts” under one and the ability to change pricing mid stream like 
that on an FFP contract. 


poted that each cost proposal on the TOs had lengthily conditions and assumptions 

said these were inserted per the original contract. Reference 2.6 is from the original SOW for the 
contract. 
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Topics: 6-23-10 

• Proje ct Status Reports 

o I [ wan ts 2 slid es per project 1) project status and 2) project plan (w/ start date) 
and wants I |to identify key personnel on each. 


o Comments: presen 

tations were too lenethv. repeated information presented in Marcl 



1 

1 


i 

internal initiative on ear 

ipment progress 
by late July 2010 

o Projecting al 


1 
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breceivecl assurance that newT 


[ can be aaaea to 
Jas needed 


md can 


o Off T opic Presentations: 


■ WITT conference discussed products and Q&A with field 
Space for work: 

o Identified FBI designated space for classified work to begin - includes equipment to 

start work and storage, 

o Snace is current ly “restricted” until our security persoimel can approve it as| 

.securit y personnel should he, approving the .snace for use bv 6/25 



\- closest “approver 


as in offsitd 


Need a 
Work 

has many questions - information within is unclear, need “scope definition,” 
SOW lacks clarity and teeth - no “shall” within SOW. 

thinks they are asking for m ore detai l than required - he should provide 


detmition of an end result and it’s| 
o All questions and secure information should go througl] 
SOW phanges 


]respo psibilitv to do th^ “how” t)3 

to track b 6 

b7C 


Jean turn around a technical and cost proposal within 2-3 weeks 


b7E 


• Contracting Matters 

o COs decided to retract all services funding as SOWs 

were unclear, new rontrar.t .with new “starting points” fo r all Tas ks - cannot use 
previous SOW will need to send TO Letter te j j for each SOW to 

gain technical W cost proposals and define new scope per proiect. 









personnel anc^ |met to discuss and identify classified | 

unclass ified technical requirements 
I b tated all personnel are now secret-cleared through at least on e nther 
agency and those that should be working with us have been put in foi 


J audited forward pricing rates and required recalculation - removed 


“study” pricing to include “developme nt” pricing 


J. O I -T T rnx frnnn- | j: O r 

Requiring additiona I for adjustme nt or[ 


original estimate was belov 
rethink this request due to umeasonableness 
Ideas/Questions 


Unformed 


-Jfor| 

Jthey needed to 



Action Items 
• FBI 


o 

o 


(M) 


jneeds Secure Fax/Phone as FBl| I 


1 

■ Wi 

1 FBI security personnel need to review/clear this space? 



_ b: 


(K) Pull POs back into req stage and prepare TO Letter Request for 


POs to 
Advise 


mllj 


all services funding 
to destroy POs and Mods sent to them on 6/8/10 as funds have 


b6 

b7C 

b7E 


been withdrawn until such time as proper technical and cost proposals have 
been agreed upon. 

■ Prepare TO Letter Requests for services funding 

• Include schedule of events for TO Letter and Kick Off meeting for 
projects 

(M) Revise D D-254 

■ Include! j office on documentation 


Add statement defining “secret” and “unclassified” specifications 

• “When removed from this document, all technical requirements listed 
below are UNCLASSIFIED, but sensitive. These teclmical 


o 

o 
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need delivery definition - before or after 


(K| 

updates via SOW? 

(K) Modify con tact to incorporatq_ 

(K) Respon d to I I nronosal of Action Items from 6/28/10 


o (K) C ontact! I operators and request a ddress change for 


y. 


endor # 


b3 

b6 
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Tjain approval for “restricted space” to start work 

Need schedule of requirements and anticipated dates before permanent 


Have 


specific space is ready for work start 
all employees connected to the | 


] 


o Provide questions regarding SOWs to FBI ASAP - will be provided 5 business days 
after TO Letter Request released to ask any additional questions 
oD- 2 weeks to turn around technical proposal for review to[ 


Prepare for anticipated TO Letter requesting cost/technical proposal for all SOWs 
For planning purposes - Note Current Year Funding - all work must start 
NLT 9/15/10 


Will be providing revised (reduced) pricing on| 
price breaks on materials 


equipment based on quantity 


o 

o 


Continud 


and reship NLT late July 


Provide breakdown of quality assurance policies in place for all equipment 


3 
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Federal Bureau of Investig 


Washington, DC 20535 


Subject: 


Dear 


13 July 2010 


b3 

b6 

b7C 
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Please find enclosed a copy of the Statements of Work (SOW) for engineering services 
developed by the Federal Bureau of Investigation (FBI). 


The FBI is interested in obtaining a proposal for this task to be performed in accordance 
with the subject Contract. Contractor shall provide technical and cost proposals to support 
tasking as set forth in the Statement of Work. 

If there are any question regarding this SOW please submit them to my office within the 
next five (5) business days. 


It is therefore requested that your company review the enclosed SOW and if the proposed 
contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical proposal should 
be submitted in accordance with the terms and conditions of the FBI's Contract prior to but no 
later than August 3. 2010 1:00 PM EST . Unclassified proposals maybe email to 


Should you have any q uestions concern ing this n iatter, please contac t me at 
lesponse may be faxed td I secure fax^ 


Sincerely. 

Contracting Officer 
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Attached: Statement of Work for 
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ALL iKrLFe-Ariir 
HEUEIN IE ■T:J-:L:-.EE1: iiJ 
DATE 10-17-201Z f j' 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 




Subject: 


1 


Request for Engineering Change Proposal 



Dear ] ~| 


1 August 2011 


b3 

.b6 

b7C 

b7E 


Please find attached the supplement to the originall 
developed by the Federal Bureau of Investigation (FBlj 


Statements of Wor k (SOW) 
^as awarded under _ 


m 


b3 


September of 2010 for these requested engine ering ser vices, inis ennancement to the original Task shall b7E 


be performed in accordance with the Contract. 


ihall provide technical and cost engineering 


change proposals (ECP) to support this enhancement as set forth in the SOW. Labor rates and similar 
costs were agreed upon at the award of the contract and Task Order, as a result, the FBI does not 
anticipate an extensive Cost Proposal. Estimates of hours per labor category are required at a minimum. 


If there are any questions regarding this SOW please submit them to my office or log them for 
discussions during the FBI status review meeting during the week of August 8.. It is requested that | 
review the enclosed SOW and if the proposed contract vehicle is appropriate, Cost-Plus Fixed Fee 
(CPFF), a cost and technical ECP should be submitted in accordance with the terms and conditions of 
the Contr act no later than August 17. 201 1 at 2:00 PM EST or sooner. Unclassified proposals shall be 
emailed to] 


s: 

above orl 


hould you have anv q uestions concerning this matter, please contact me at the e-mail address 

Sincerely, 


Contracting Officer 


Attached : Supplement 2 to Statement of Work for 


Task Order 
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Mi INFOpwAiT: 

HEREIN IS T;].; -;- r- 

DATE 10-17-1011 1. oiiT:- i;.:;.!- 

U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 


22 March 2011 


Subject: 


b3 

b6 

b7C 

b7E 


Engineering Change Proposal \ 


Dear 


task Order 


Please find enclosed a copy of the Stat ements of W ork (SOW) for engineering services to 


the ongoing 


Task Order under the task previously 


provide an| 

awarded by the Federal Bureau of Investigation (FBI). This enhanc ement to the original Task 
shall be performed in accordance with the subject Contract. shall provide technical and 
cost proposals to support this enhancement as set forth in the attached Statement of Work. 
Because labor rates and similar costs were agreed upon at the award of the contract and Task 
Order, an extensive Cost Proposal is not anticipated. Estimates of hours per labor category are 
required at a minimum. 

If there are any question regarding this SOW p lease su bmit them to my office within the 
next five (5) business days. It is requested that you the | j review the enclosed SOW and if 
the proposed contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical 
proposal should be submitted in accordance with the terms and conditions of the FBI's Contract 
prior to but no later than April 7, 2010 1 :00 PM EST. Prop osals may be submitted through fax at 
one of the numbers below or through unclassified e-mail at 


Should you have any questions concern ing this matter, please cont act me at 


^response may be faxed tJ 


secure fax 


Sincerely, 


b3 
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Contracting Officer 


Attached: Enhancement to Statement of Work for 


Tasking 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


1. CONTRACT ID CODE 


2. AMENDMENT/MODIHCAITON NO. 
Mod 3 


Federal Bureau of I nvestigation 
boom 6853 

yjb jt'sniiayivaiuu Ave. NW 
•Washington, DC 20535 


8. NAME ANDADDRESSOE CONTRACTOR (No., otroot, county, Slsto end ZIP Code) 


4. REQUISITION/PURCHASE REQ. NO. 


PAGE OF PAGES 

1 i 1 


6. PROJECT NO. (If eppllobla) 


|7. ADMINISTERED BY (If other then Item 6) CODE 

Same as Item 6. 



IFACIUTY CODE 


09/15/09 


ENDMENTS OF SOLICITATIONS 


n Rio above numbered aoUoItatlon la amended as set forth In Item 14. Rio hour and date epooMed for roosipt of Olfora □ If extended, Is not extended. 
0/fe« must Mknowtedge receipt of this amendment prior to the hour and date apecifled In the aoDcltallon or ns amended, by one of the following methods: 

{a)By comptstlng hems 8* and IB, and returning coplBS of the amorKlmentj (bl By acknowledging receipt of this amendment on each copy of the offer aubmltted; 




of (o) By aeparata lettar or toleoram which lodudes a reference to the soIIcItBtlon end emendment numbers. FM.URE OF YOUR ACKNOWl^GME^ RECEIVED AT THE 

PLACE DESIGNATED FOR THERECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECRON OF YOUR OFFER. If by virtue of this amendment 
your dosiro to chenge en olfer alreody submitted, such chsnge may bs made by tslagrim or letter, provided each telegrom or lottar makae roferonco to tno aotloltatlon and this 
amendment, and Is reoelved prior to the opening hour and delo specified. 


12. ACCOUNTING AND APPROPIRATION DATA flf regulredl 



13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE |A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authorllyl THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACRORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as chengos (n paying olllco, 
opproptladon date, eto.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.1 03(b). 


C. THIS SUPaEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF 


D. OTHER (Speclly typo of modification and nuthorltyl 

FAR 43.103(a) ''Bilateral" 


E. IMPORTANT: Contractor Q Is not, Is required to sign this document and return copies to the Issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF aeotlon headings. Including soHoltatlon/contracl aubjact matter where feasible.) 

The r,p HiT g ■ mr„i-i F-i r.ni--( op -la hri (/TonH Py the U3e for the remaining funding on this PO. 


To datd l ift remain inal |is to be utilized f or contract close, nil t . nnri 

^omn.ir.T'ng ',1 H .q to be Uti lized for the l ^ follow-on project! ^ 

funded undej "an3 I A no-cost POP is provided for funding on this PO until 

9/14/11. All esrviaes ate to be conducted in accordance w ith the SOW and Te rms & Conditions of 
the contract. Technical guidance is to come from the COTR, Invoice to COTR. 

Contractor exceeds funding at own ris)c. 


b3 


b6 

■b7C 

■b7E 


Except as provided heroin, eD terms end condlllona of the document referenced In Item 9A or 10A, ea hsrotoloro changed, remains u nchanged and In full fores snd effect. 
1 na Maasn aNn TiTi F fin RltlNFR ITvnn nr mlntl L 1 ea a iOM C awn T i n B flE rnNTB fl C TING OFFICER (Type or prinll 
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Prevloua edition unusable 
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AMENDMENT GF SOLICITATION/MODIFICATION OF CONTRACT 


4. REQUISITION/PURCHASE REQ. NO. 


1. CONTRACT ID CODE 


3. EFFECTIVE DATE 

04/28/11 


2. AMENDMENT/MODIFICAITON NO. 

Mod 2 


e. ISSUED BY CODE [ 

WfldAvflT Riiraan of Xnveatlgablon 

I I Room 6853 

935 Pennsylvania Ave . NW 
Washington, DC 2 053 5 


8. NAME AND ADDRESS OF CONTRACTOR (No., itreot, county, Stale and ZIP Code) 


PAGE OF , PAGES 

1 I 1 


6. PROJECT NO. (Kepplloble 


7. ADMINISTERED BY (If other then Item 6) 
Same as Item 6 . 


SA. AMENDMENT OF SOUCIATION NO. 


SB. DATED (SEE ITEM 11) 



CONTRACT/ORDER NO. 


10B. DATED (SEE ITEM 11) 


04/07/11 


APPLIES TO AMENDMENTS OF SOLICITATIONS 


[Z] Tho above numbered eoDcItutlon la amended ae eot forth In (tern 14. The hour and date epooKled f.or receipt of Olfera □ Is extended, [Z1 Is not extended. 
Offer* must ooknowledgo receipt of this emendment prior to tho hour and date specllled In the solicitation or so amended, by one of tho following methods; 

(e)By completing Items 8 end IB, end returning copies of the amendment; (b) By eoknowlodglng receipt of this amendment on eech copy of tho olfor aubmiltod; 

of (c) By separate letter or tetogram which Includes n reference to the aolldlation end amendment rurmbers, FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR Tl« RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. It by virtue ()f this emendment 
your desire to change an offer already submitted, suoh change may be made by telegram or letter, provided each telegram or letter mekes fefDranc'a to the eoKcltetlcn and this 
amsrxImBnt, and Is received prior to the opening hour and data specified. 


12. ACCOUNDNO AND APPROPIRATION DATA (If required) 



13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRjBED IN ITEM 14. 


CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO; (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such os changes In paying oinco, 
appfopriotlon dale, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF; 


D. OTHER (Specify typo of modldcetlon and authority) 

FAR 32.7 "Funding" and 43.103 "Bilateral" 


E, IMPORTANT: Contractor' □ Is not, Is required to sign this dooumsnt and return copies to the issuing office. J-, 3 


14. DESCRIPTION OF AMENDMENT/MODIFiCATION (Orgonizad by UCF sactlon headings. Including soBollatlonfconttaot eubjoot matter whore fooslblo.) g 

The purpose of Irhfa morlf tiioation is provide final ■•Inr-rpmFmt. of funding for nnafriRFiiting -.j. 

services for thel Tasking in the amount of Cor a total of on this 


services for the| [Tasking in the amount of | 

I I will be remaining for contract close out. All 
with the SOW and Terms & Conditions of the contra e 
Technical guidance is to come from the COTR,| 
exceeds funding at own risk. 


for a total of| |on this PO. 

is to be condUaesa IH, accordance 

f f Performance is: 4/8/11-9/30/11. 
Invoice to COTR. Contractor 


Except as prcvldad hereliv ell terms and conditions of the document rofarenced In Item BA or lOA, os horotoforo ohangsd, remain* unchanged and In full force and affect 
'--’•■•■R (Typo or pdnt) 1 1 6A. NAME AND TITLE OF CONTRACTING OFFICER (Typa or prlnO 



IB 























AMENDMENT OF SOLiCITATION/MODlFlCATION OF CONTRACT 


4. REQUIsmoN/PURCHASE REQ. NO. 


2. AMENDMENT/MODIHCAITON NO. 

Mod 1 


6. ISSUED BY CODE | 

Federal Bureau of Investigation 
Room 6853 

yib FUiiuoyivaiiia' Ave. m 
Washington, DC 20535 


8. NAME AND ADDRESS OF CONTRACTOR (No., strool, county. Stats and ZIP Cods) 


1. CONTRACT ID CODE 

PAGE 

OF PAOeS 


1 

1 i 


7. ADMINISTERED BY Ilf other than Item 8) 

Same as Item 6 , 


6. PROJECT NO. Ilf applicble) 


CODE 


0A. AMENDMENT OF SOLICIATION NO. 




HI bj } 

! 

10A. MODIFICATION OF CONTRACT/ORDER NO. ^ ^ i 


b7C \ 

\ 1 0B. DATED (SEE ITEM 11) Tn 1 


IFACILITYCODE 


1 1 . THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICI 


04/28/11 


ONS 


The above numbered soHdtatlon lo emended as set forth In Item 14. The hour and dote specified for receipt of Offers Q Is extended, IZI Is not extended. 
Offers must acknowledge recdpt of Ihia amendment prior to the hour and date specified In the a.olcUotlon or as amended, by one of the (allowing methods: 

(o|By completing Items 8 and 1 E, end returning cobles of the amendment; |b) By acknowledging receipt of this emandment ctt each copy of the offer submitted; 

or lol By seperate letter or telegram which Includes a reference to the eoltdlatlon end amendment numbers, FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED ATTHE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer elready submitted, such ohange may be made by tdegram or letter, provided each telegram or letter makes reference to the soEclletlon end this 
amendmenb end Is received prior to the opening hour and date epoclllod. 


12. ACCOUNTING AND APPROPIRATION DATA Ilf requlredl 



13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: ISpedfy outhorltyl THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such os changes In paying ollice, 
appropriation date, oto.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


D, OTHER (Specify type of modification end authority) 

FAR 32.7 “Funding" and 43.103 "Bilateral" 


E, IMPORTANT: Contractor Q Is not, Is required to sign this document and return 

14. DESCRlPTlbN OF AMENDMENTyMODIFICATlON tOmanlzed bv UCF aontton hftadinnsa tfwiuding soilclti ^on/contfact subjQ Ot matter 

The p ui:pofle of- this modification is ( 11 Award Efforts 1 s^nd and| | 

r*r>ghgl ^ j in' accordance with the I I ECP dated 4Z J7/11 in the t otal amount of 

Funding may come from I 1 and | | transferred from 

I || (2) Provide final increment of funding for engineering servicea in the amount of 

jor the I I Tasking . All services is to be conducted in accordance with the SOW, 

|ECP' dated 4/7/11, and Terms & Conditions of the r-onhy^cf- PpytnrT nf Pprfnrmanrte is: 

4/ 2H/ 11-9/14/11. Technical guidance is to come from the COTR, Invoice to COTR. 

Contractor exceeds funding at own risk. 

Excopt as provided herein/ all terms end conditions of the document referenced In Item 9A or 1 0A, as heretofore changed/ remains unchanged and In f UI force and effect. 


copies to the Issuing office. 


OFFICER [Typo or print) 
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b3 

b6 

b7C 

b7E 



b7C 

CELLSITE 

























V CUUVJl . 1^ I Q 

New POl I 

Req: t)6 

' b7C 

PCM 

Funding for items, quantities, and services id entified in this order. All technical guidance will be 
provided by COTR for this effort. Services will be performed in 

accordance with the SOW. Period of Perforinance:' 6/4/1 0-6/4/11. Terms and conditions are those 
in ftfff»r.t under the contract. Contractor exceeds funding at their own risk. Invoices to be sent to 

@EFT 

@PRO 


Project: 

Vendor: 

Ne\ vPCr 

Req 


PCM 

Incremental fu nding for ongoing efforts under the project. All technical guidance will 

be provided by , CO I K tor ttiis effort. Services will be performed 

in accordance witJr the SUW. Period ot Fertormance: 6/4/10-6/4/11. Terms and conditions are 
those i n effect under the contract. Contractor exceeds funding at their ovm risk. Invoices to be 
sent to 

4 ^ 4 ^ 4^4 4 ^ ^4 

@EFT ■ b3 
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Modi 

The purpose of th is modifica tion is to provide incre mental fundin g for ongoing engineering 

services under the effort in the amount of The period of performance is 

6/4/10-6/4/11. All work shall be performed in accordance with the Statement of Work and the 

terms and conditions of the Contract. All technical guidance will be provided by 

COTR for this effort. Contractor exceeds funding at own risk. 




ALL ■: 

HEREIN IS 

DATE 10-17-2012 DV II-L'; I.-.::. L'3 


PCM 

Incrementa 
provided bjl 


funding for ongoing efforts unde r thq 


project. All technical guidance will be 


COTR lor this effort. Services will be performed in 


accordance with the SOW. Period of Performance: 6/4/10-6/4/1 1. Terms and conditions are those 
in effect under the contract. Contractor exceeds funding -at their own risk. Invoices to be sent to 


@EFT b6 
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@PRO 


Modi 

The purpose of th is modifi cation is to provide i ncremental f unding for ongoing engineering 
services under the] pffort in the amount o j [ The period of performance is 6/4/10- . 

6/4/11. All work shall be performed in accordance with the Statement of Work and the terms and 
conditions of the Contract. All technical guidance will be provided by COTR for 

this effort. Contractor exceeds funding at own risk. 


Project: 
Vendor L 
Ne wPQ 
Req 


project. All technical guidance will 


PCM 

Incremental f unding for ongoing efforts imder t he 
be provided b ^ | CO I R tor this effort. Services will be performed 

in accordance with the SOW. Period of Performance: 6/4/10-6/4/11. Terms and conditions are 
those i n effect under t he contract. Contractor exceeds funding at their own risk. Invoices to be 
sent to 

@EFT 1^3 

b7C 
b7E 




@PRO 


Modi 

The purpose of th is modificat ion is to provide incrq rnpntal f i inding for ongoing engineering 
services under the 


6/4/10-6/4/11. All work shal 


I effort in the amount oj fhe period of performance is 

. be performed in accordance with the Statement of Work and the 
terms and conditions of the Contract. All technical guidance will he provided by| 

COTR for this effort. Contractor exceeds funding at own risk. 


Project: 

Vendor: 

NewPO 
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b;_ 


,nding for ongoing efforts under th ^ )roject. All technical guidance will 

COTR for this effort. Services will be performed 


Req 
PCM 

Incremental 
be provided 

in accordance with the SOW. Period of Performance: 6/4/10-6/4/11. Terms and conditions are 
those in effect nude.f the contract. Contractor exceeds funding at their ovm risk. Invoices to be 
sent tc 

@EFT 

@PRO 


b3 

b6 

b7C 

b7E 


Modi 

The purpose of thi s modificat ion is to provide incre: 


services under the 
6/4/10-6/4/11. Air 


effort in the amount of 



g for ongoing engineering 
'he period of performance is 


be performed in accordance with the Statement of Work find the, 


worK snat 

terms and conditions of the Contract. All technical guidance will be provided by| 
COTR for this .effort. Contractor exceeds funding at own risk. 


b3 

b6 

'b7C 

b7E 


Project: 
Vendor:! 
Ne\ v PoT 
Req 


b3 


PCM 

Funding for items, quantities, and' services id entified in this order. All technical guidance will be 


,b6 

b7C 


COTR for this effort. Services will be performed in b 7 E 


provided by 

accordance with the SOW. Period of Performance: 6/4/10-6/4/1 1. Terms and conditions are those 
in effect under t he contract. Contractor exceeds funding at their own risk. Invoices to be sent to 




@EFT 

@PRO 
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All I i;?: r: i-. : : : i' : ' i;-. : 
DATE 10-17-20..,; 


**FAR 43.103(a) Bilateral Modification** 


The purpose of this modification is to incorporate the following: 

1) Special Provision on Commercialization of Technology Developed Under Contract 
(Contractor Retains Patent Rights) (Attachment 1) 


2 ) 


Corporation 


employees 



All other terms and conditions of the contract remain unchanged. 


b3 

b6 

b7C 

'b7E 


CELLSITE-11255 




?.ii :;:;r : i; i: 

HEREIJ3 13 L!r;_.-:33.;'',.l.- 

DATE 10-17-20J.2 . 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


4. REQUISmON/PURCHASE REQ. NO. 


1. CONTRACT ID CODE 


2. AMENDMENT/MODIFICAITON NO. 

Mod 9 


6. ISSUED BY CODE ^ 

Epdpral Riirpan nf Tmypgl- -i gat- i 

toom 6853 

yib t'snnsyi.vania aW. nw 

Washington, DC 20535 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State and ZIP Code) 


15. PROJECT NO. Ilf applicble) 


7. ADMINISTERED BY (If other than Item 61 CODE 

Same as Item 6 . 


(X) |9A. AMENDMENT OF SOLICIATION NO. 


9B. DATED (SEE ITEM 11) 



_b3 

b6 

b7C 

'b7E 


RACT/ORDER NO. 


CODE IFACILITY CODE I I 09/15/09 


1 1. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


n The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers D is extended, □ is not extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of ^.following methods: 

{a|By completing items 8 and 1 5, and returning copies of the amendment; ib) By acknowledging receipt of .this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which includes a reference to die solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PUCE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 



13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE I A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 1 4 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 1 4, PURSUANT TO THE AUTHORITY OF FAR 43. 1 03(b).. 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


0. OTHER (Specify type of mtxflflcation and authority) 

FAR 43.103(a) Bilateral 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return i copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 

The . nm-nnsa nf t his modification is to provide additional language in the following seotion of 

the I dooumentation of the oontraot, Seotion H.6 "Travel" is hereby updated to the 

following: For any travel required under this Gontraot for whioh the Contraotor intends to 
request government funding, the Contraotor shall aoquire written pre -approval from the COTR 
and verifioation of funding. Travel to and from the oontractor facility or other designated 
work sites or travel within a 50-mile radius of these facilities shall not reimbursed. Any 
travel required shall be reimbursed in accordance with the Federal Travel Regulations. 


Except as provided herein, all terms and conditions of the docun>ent referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect. 


IRA MAMP AND TITLF OF CONTRAC TING OFFICER (Type Of print) 




Contracting Officer 


b6 

b7C 


1 15B. CONTRACTOR/OFFEROR 

15C. DATE SIGNED 

1 6B. UNITED STATES OF AMERICA 

] (Signature of person authorized to sign) 


(Signature of Contracting Officer) 
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Previous edition unusable 


STANDARD FORM 30 (REV. 10-83) 
Prescribed by GSA FAR (48 CFRI 53.243 
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DATE lO-lT-LuiL 2* £;2:,i LI " 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


4. REQUISITION/PURCHASE REQ. NO. 


1. CONTRACT ID CODE 


2. AMENDMENT/MODIFICAITON NO. 

Mod 9 


6. ISSUED BY 


935 Pennsylvania Ave. NW 
Washington, DC 20535 


5. PROJECT NO. (If applicbiB) 


7. ADMINISTERED BY (If other than Item 6) CODE 

Same as Item 6 . 


9A. AMENDMENT OF SOLICIATION NO. 



-b3 , 
b6 
_b7C 
b7E 


09/15/09 


11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


O The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers [I] is extended. EH is not extended. 
Offers must acknowledge receipt of this amendnf>ent prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 

|a)By completing items 8 and 1 5, and returning copies of the amendment; lb) By acknowledging receipt of this amendnnent on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 



13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO, IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such es changes in paying office, 
eppropriation date, etc.) SET FORTH IN ITEM 1 4, PURSUANT TO THE AUTHORITY OF FAR 43. 1 03(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


D. OTHER (Specify type of modification and authority) 

FAR 43.103(a) Bilateral 


E. IMPORTANT: Contractor □ is not, is required to sign this document and return i copies to the issuing office. 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 

The purpose of this modific ation is to: (1) provide additional language to Section H.9 
"Travel" of the l 1 documentation of this contract. This section is hereby updated to 

the following: For any travel required under this Contract for which the Contractor intends to 
request government funding, the Contractor shall acquire written pre-approval from the COTR 
and verification of funding. Travel to and from the Contractor facility or other designated 
work sites or travel within a 50 -mile radius of these facilities shall not be reimbursed. Any 
travel required s hall be reimbu rsed in accordance with the Federal Travel Regulations. (2) GFE 
sited on| |Letter| I dated 1/25/11 are hereby transferred into the contract. 


Except as provided herein, all terrjis and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effea. ^ 


SIGNER (Type or print) 1 sn ii iia i r n .i n t j t i c nr: rr-i > iTnY ;TlNG OFFICER (Type or print) J3 (3 




Contracts Manager 


15B. CONTRACTORyOFFEROR 




Contracting Officer 


■ 


b7C 


(Signature of person authorized to sign) 


15C. DATE SIGNED 

168. UNITED STATES OF AMERICA 

I6C. DATE 


(Signature of Contracting Officer) 



NSN 7540-01-152-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. 10-83) 
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Mi iwreiMaioN ccniiH'Je:: 

mBllM IS tIHCUiSSIFIED 

KIE 10-^::23-^2D12 BY €5179 DHti/ijs 


25 Januaiy 201 1 

935 Pennsylvania Ave. N.W. 
JEH Bldg Room 6853 
Washington, D.C. 20535 


Attention: 
Subject: [ 


Referencd 


Det 

Contractor is respectfully requesting approval to Transfer the following Items to the above referenced I 

contract. f 


b3 

b7E 


Note: ThJ 

! Lre currentlv on theF 


land the 


was previously on the 


Contract. 1 


PlpacA annmw hv giomina hplrm/- 


Should you have any questions, please contact me 
Sincerely, 


Contract Administrator . 
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Contracting Officer 


] 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, DC 20535 


Contract: 

Subject: 




Close Out & POP Update 



23 February 2012 


b3 

b6 

b7C 

b7E 


Good Afternoon 


With this letter. I her eby adjust the period of performance for the funding on Line 3 of Purchase 

Order to 31 January 2012. As such, please proceed with the close out of the line of 

funding. Once we have closed this item, all residual funding will be deobligated. 


If there are any questions please do not hesitate to contact my office. 


Sincerely, 


Contracting Utticer 

Science and Technology Contracts Unit 


CELLSITE- 11263 
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SF-30 AMENDMENT OF SOLICITATION/MODTFICATION OF CONTRACT 

SF-30 PAGE 2 OF 2 


Contract # 

Awarded: 9/15/09 
Mod #: 8 

Mod Effective Date: 2/15/1 1 


The purpose of this modification is to incorporate the following documents into the 

IContraet I 

consolidated pri ce list entitled “Detailed 


TTTe I 

FINAL” e-mailed by f 


Pricing List (1-5-11) 


to CO 1/6/11 at 9:33AM 


b-mailed 


- The fully execu ted Intellectual roperty Assertions Lettei] 

t( j I ffom CO 2/14/1 1 at 10:01 AM; 

This modification also includes the following actions: 

- The FBI hereby exercises Option Year 1 of the 
of 9/1 5/1 0-9/1 5/11; 

- Addition of FAR Clause 52.209-9 “Updates of Publicly Available Information 
Regarding Responsibility Matters” JAN 2011 into the Contract. 


Contract, with a POP 


All technical guidance is to come from COTR, 
conditions of | 


All other terms and 
] Contract apply. All work to be pertormed in accordance with 


the Statements of Work. Contractor exceeds fiinds at own risk. 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 


21 October 2011 




Contract: 


Subject: FBI Response to 


Letter 


dated 1 1 October 2011 


Good Afternoon 


b3 

b6 

b7C 

b7E 


On October 6, 2011, Program Manager 


proposed fojj 

conversion was- requested to cover additional 


requeste d the FBI conv ert funding originally 


stimated an additional 


required in order to complete the original requirements of th 


in the amount o^ 


This 


service hours not 
bnder Phase 2 and 



|n the original proposal, 
nder Phase 3 would be 
[Task Order (TO). 


On October 7, 201 1, the FBI re quested] [p rovide additional information and assurances 


these overruns. 
FBI appreciates 


demonstrating actions taken by to control c osts and s hare in the financial responsibility of 


'he abo ve referencedf Lette{ 

r*r* • . 1 • -I 


^ ^ Ip rovides the requested response. The 

] efforts to mitigate such risks in the future. 


In response to the conversion request and this Letter, the FBI provides the following approvals 
and assertions: 


September 


2010 : 


[under thej^ 


Ipropos ed 


of funding foi 


budget towards 
in April 2011; 

The FBI her eby approves the conversion of the 
budget towards the above requested 


required under Phase 


Winter ZU 11 : the FBI provided equipment r equired in the proposal as Government 

Furnished Equipment, yielding a savings of I for the government: 

Mary 2011: the^FBT annrnvpd thp, qnnvp.rsinn of )f th] 

of the TO, requested by 


remaining 


of this original 
Ifor Phases 2 and 3; 


b3 

b7E 
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The FBI understands that I H is not requesting additional funding beyond the originally 
awarded TO value. Regardless, the above requests for funding c onversion represent addi tional 
funding required in exc ess of the y riginallv budgeted funding for ^s such, 

the requested additional is hereby recorde d as cost overruns required to complete the 

he FBI appreciates | | use of managem ent rese rve and benefits horn 


under the TO. 

other efficiencies in order to identify the remaining funds necessary. I | is advised that no 
additional funding beyond this portion shall be afforded to complete these efforts. 


If there are any questions please do not hesitate to contact my office. 

Sincerely, 


b3 

b6 

b7C 

b7E 


Contracting Officer 

Science and Technology Contracts Unit 


2 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

4. ftEOUISITISW WRiHASE Rtg. NoV 


■i'AMEKIbMEMT/MObiriOTfiMHS. 
Mod 10 


s.EFEEaiVEEiATE 

Jul 6, 2011 


l.CONTRAaiDCODE 


PAGE OF PAGES 

1 I 1 

5. PROJECT n6. (Itapplicble) 


6. ISSUED BY 


CODE 


Federal Bureau of Investigation 
I |Room 6853 

' 93b Pennsylvania Ave. NW 

Washington, DC 20535 


7. ADMINISTERED BY (If other than Item 6) CODE 


Same as Item 6 . 


8. NAME ANb ADDRESS OF CONTRAaOR (No, street, county. State and ZIP Code) 


CODE 


FACILITY CODE 


(X) 1 9A. AMENDMENT OF SOLICI ATION NO. 


96.C)AtE£> (SEE ITEM 11) 


10A. MODIFICATION OF CONTRAa/ORDER NO. 


lOB. DATED (SEE ITEM 13) 

Sep 15, 2009 


b3 

b6 
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b7E 


n . T H I S I T EM ONLY APPL I ES T O AMENPMEN T g OF SOLICIT ATI0Ni>' 


|_| The above numbered solicitation is amended as set forth in Item 14. The hour and date spKlfied for receipt of Offers 


is extended, LJ is not extended. 


Offers must acknowfedge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the foiiowing methods: 

(a)By completing items 8 and 15, and returning copies of the amendment (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate ietter or telegram which inciudes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED ATTHE PLACE 
DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 
already submitted, such change may be made by telegrarri or letter, ntpvided each telegram or letter makes reference to the solicitation and this 
amendment; anois received prior td the opening hour and date sp 


12. ACCOUNTiNG AND APPROPIRATION DATA 


(Ifrequlred) 


1 3. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRAaS/ORDERS. 
IT MODIFIES THE CONTRACr/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE 1 

A. THIS <:haN(SE bftOFIl IS ISStJEO PuftSUAMT TO: lipeafy authority) ThE CHANCES SET FORTH' W ITEM 14AREMADEINTHEC0NTRACI oubtn 

NO.INfTEMlOA. 


c 

L 

1 

□ 

L 

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECTTHE ADMINISTRATIVE CHANGES (such as changes in paying office, 

appropriation date, etc. ) SET FORTH IN ITEM 14, PURSUANTTOTHE AUTHORITY OF FAR 43.1 03(b). 


n 

L 



1 

L 

D. OTHER (Specify type of modification and authority) 

FAR 43.103(a) "Bilateral" 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return copies to the issuing office. 


14. DESCRiPTlON oF AMENDMENT/MODIFICATION ( Organized by UCF sealon headings. Including sollcltation/contraa subject matter where feasible.) 


Bated 6/13/11 and 


The purpose of this modification is (1) to incorporate] | Letter_ 

the updated price list e-mailed 6/13/11 at 2:58PM into tne contract in accordance with its 
SOW, terms, and nnniii ti nna : ( 7 ) th(4 duties and authorities of the Contracting Officer are 
hereby transferred from[ 
the same. 


All other terms and conditions remain 

b3 


Except as provided herein, ali terms and conditions of the document referenced in Item 9Aor 10A,as heretofore changed, remains unchanged and in full force and effect 
15A.NAM^ ^ I> T l T LE ' 6FSI(5t^^R Cfypeorprint) II 6 A. MAME AN'D TITLE OF CbTirRACTING O^HL'ER ■ (Type or print) ~ 

I I 


Contracts Manager 


ISB. CONTRACTOR/OFFEROR 


(Signature of person authorized tosign) 


ISC DATE SIGNEb 


Contracting Officer 


I 6 B. UNITED STATES OF AMERICA 


(Signature of Contracting Officer) 
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Previous edition unusable 


STANDARD FORM 30 (rev. 10-83) 
Prescribed by GSA FAR (48 CFR) 53.243 
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6. ISSUED BY "code 

ffiriftrfll Rnrpfm nf . Investigation 
Room 6853 

' jj-i eeiuwyivdiiid Ave . NW 
Washington, DC 20535 


Sep 22, 2011 


TS. PROJECT NO. JltappUe) 


/.ADMINISTERED BY (l/ other than Item 6) 


Same as Item 6. 
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hlC 


mamsEsmEmmam 



IFACIUTYCODE 






;T/0RDERN0. 


1 OB. DATED (SEE ITEM 13) 

Sep 15, 2009 


b7E 




□ TheabovenumberedsolicitationlsamendedassetforthinltemM.ThehouranddatespecifiedforreceiptofOffers □ Isextended, □ Is not extended. 

,, “P'®5°”''eamendment;(b)Byacknowledglngreceiptofthisamendmentoneachcopyoftheoffersubmitted; 

DESIGNAraFOR™rRKEIPTToFFFnVSRlriom 

^feadysubmittt^TuchchanLlv^mx^^^^^^ 

amendment, ancMs receivecT^nor o^nin^ fiou??n3 3ate^p!^fiecl?^^ telegram or letter makes reference to the solicitation and this 


Itrequired) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


A. THIS C 

NO.INITEM10A. 


peaty Qutnonty. 




B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECTTHE ADMINISTRATIVE CHANGES 
appropriation date. etc. ISETFORTH INITEM H,PURSUANTTOTHEAUTHORITYOFFAR43.103(b). 


(such as changes in paying office, 


E. IMPORTANT; Contractor g is not, Q is required to sign this document and return co| 

14. DESCRIPTION OF AMENDMEN 1/MODIFICATION ( ^i'Sanl2eabyUa-seaionheadlngs,lnchd,ngsoliatailon/contractsub]ectmatterwherefeastbll) 


copies to the issuing office. 


ixercise'^oStLn'^Sar^ Purpose of this modification is 

as the government's intanp -ptstt f .J?°^^tract (Block lOA).. This documentation serves 

government s intent and The POP for this Option is 9/15/2011-9/15/2012. All’ other ' 

and conditions remain unchanged and in full effect. »/xs/xiuia!. aii otner 


-r-r J document referenced in Item 9A or lOA, as heretofore changed, remains unchanged and in full force and effect. 
ToATName AND MILE OF SIGNER i mNAMEANbrffLlOFCONtRA,-YlNGrSPP ic-FB - (Type or print) 
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Previous edition unusable 


ISC. DATE SIGN 
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SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


SF-30 PAGE 2 OF 2 


Purchase Order Number 
Modification # 1 


[Task Order unden 


The purpose of th is modifi cation is to provide incremental funding in the amount oq 
services under thel Ifask Order. Per iod of Perform ance: 9/14/10-9 /14/1 1 . All 

technical lead 


guidance to come from 
in accordance with the sow and documents below. 


b3 

b6 
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for 


echnicaT 
Services to be performed 


Documentation Incorporated: 

The. fnUnwinp- documents are hereby incorporated into the SOW for this Task Order under] 


FED 


7/12/10: 


Task Order Letter, Statement of Work, and accompanying documents dated 


TE 

FB 


^Cost and Technical Proposals dated 8/9/10; 

^chnical questions and requests for clarifications e-mailed 8/24/10; 


•Resporises to Conditions and Assumptions e-mailed 8/25/10; 

iumentation dated 8/27/lIL 


b3 

b7E 


Response to FBI 8/24 
levisions dated 9/9/1 0| 
Proposal Questions, anc] 
’September 2010). 



Meeting Action Items 


Responses to 


Proposal Update Summary Price Table (8 


- FBI Revised Responses to Conditions and Assumptions e-mailed 9/14/1 0; 
Award Summary: 

The FBI the hereby awards this Task Order on the following estimates provided in 


'roposal Update Summary Price Table (8 September 2010)” under the previously agreed 


up on Cost-Plus Fixed Fee pricing: 


Development: 


The Total esfirnated p.nst nf Ta<;T<- Order iq 
funding throug 


ki the amount cl 


b3 

The FBI provides incremental 6 

b7C 

b7E 


General: 

Terms and conditions are those in effect un der the contract. Contractor exceeds funding at own 
risk. Invoices to be sent tc COTR. 
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SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

SF-30 PAGE 2 OF 2 


Purchase Order Nurnberl 
lion # 1 



ask Order undeJ 


The purpose of this modification is to provide incremental funding in the amount of| 
for services imder the Task Order. Per iod of Perfor mpce: 9/14/10-9 / 14/1 

technical guidance to come from , technical leadj 

performed in accordance with the sow and documents below. 


701 

Services to be 


b3 

b6 

b7C 
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Documentation Incorporated: 

The following documents are hereby incorporated into the SOW for this Task Order under! 


FBB 


Task Order Letter, Statement of Work, and accompanying documents 


dated 7/13/10; 


w 


|Cost and Technical Proposals dated 8/9/10; 


Jtechnical quest i^ons and reque sts for clarifications submitted 8/26/10; 

jSummary Price Ta ble and acco mpanying 

Questions; 


Revisions dated 9/9/10 


revisions to Technical Proposal, and Responses to Government!^ 

FBI Revised Responses to Conditions and Assumptions (C&As) 

o The FBI concurs with the following C&As: 1, 5, 7, 12, 17, 30, 32, and 35; 
o C&As 21, 28, and 29 responses stand per] 1 9/9/10 revisions; 

" '' all othe r C&As shall be those provided in the FBFs Responses to 


Responses fo. 
C&As for thd 


tasking e-mailed 9/14/10. 


Award Summary: 

The. FBI the, hereby awards this Task Order on the following estimates provided 


Bummary Price Table” dated 9/9/10 under the previously agreed up on Cost-Plus 


TixedTeepncing : 


Deve1nnme.il 


The Total estim ated cost of this Ta sk Order is 
funding through |in the amount of 


The FBI p rovides incremental 


b3 

b7E 


General: 

Terms and conditions are 
risk. Invoices to be sent tol 


b3 
b6 
b7C 

hose in effert un der the contract. Contractor exceeds funding at owii b7E 


COTR. 


CELLSITE- 11272 
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SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

SF-30 PAGE 2 OF 2 


Purchase Order Number: 
Modification # 1 


Task Order unden 


Documentation Incorporated: 
The purpose of this nu 
for services under thd 



is to provide incremental funding in the amount oa 


ask Order. Peri od of Perform ance: 9/1 4/1 0-9/ 14/1 1 . All 

technical lead I Services to be 


technical guidance .to come from 

performed in accordance with the sow and documents below. 

The followii^ documents .are hereby incorporated into the SOW for this Task Order under 


accompanying documents dated 7/13/1 



Task Order Letters, Statement of Work, and 

0 ; 

]Cost and Technical Proposals dated 8/9/10; 


technical questi ons and req uests for clarifications submitted 8/26/10; 


Revisions dated 9/9/10 


Contractor Bid or Proposal Information (Revised 


Costing)! 


Revisions, and Responses to Govemmen 


Price Summary Ta ble and ac companying Technical Proposal 


lb 

i1 


Questions; 


FBI Revised Responses to Conditions and Assumptions (C&As) 

o The FBI concurs with the following C& As: 1, 5, 12, 17, 29, 30, and 34; 
o C&As 1 8, 27, and 28 responses stand per l 1 9/9/10 revisions, 
o Responses f or all othe r C&As shall be those provided in the FBI’s Responses to 


C&As for thd 


asking e-mailed 9/14/10; 


Award Summary: 

The FBI the h ereby awards this Task Order on the following estimates provided ini 


Summary Price Table” dated 9/9/10 under the previously agreed up on Cost-Plus 
jf ixea Jt^ee pricing: 


Development 


The Total estirn ated cost of this Ta sk Order is 


funding through 


tn the amounTa 


The FBI provides incremental 


b3 

b6 

b7C 

b7E 


General: 

Terms and conditions are those in effect und er the contract. Contractor exceeds funding at own 
risk. Invoices to be sent to | IcOTR. 


b3 

b6 

b7C 

b7E 


b3 

b7E 


CELLSITE-11273 




SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


SF-30 PAGE 2 OF 3 

Purchase Order Number 

Modificat ion # 1 

Task Order unde 


The numose o 

’ this modification is t 

0 nrovide incremental : 


for services under the 

1 


Services to be performed in accordance with*! 


inding in the amount of 

] ^eriod of Perfor mance: 9/14/10- 
technical lead 

uments below.' 



Documentation Incorporated: 

Thfi fnllowinp documents are hereby incorporated into the SOW for this Task Order under 

- FBI Task Order Letter, Statement of Work, and accompanying documents 

dat ed 7/13/10: 

- FBlI :echnical quest ions and req uests for clarifications submitted 8/26/10; • 

- Revisions dated 9/9/10 Cost Proposal Revision I (9 Septem ber 2010), 

Revised Technical Proposal submitted 9/9/10, and Responses to Government 
Questions; 

- FBI Responses to Conditions and Assumptions (C&As) in Cost Proposal 

Revision I (9 September 2010): 

o The FBI concurs with the following C&As: 1, 3, 4, 7, 15, 20, 22, 29, 30, 31, 33, 

34, and 35; 

o C&A 5 - the FBI shall, to the best of.its ability support the response provided in 
the FBI’s Responses to C&As for the tasking e-mailed 9/14/10; however, 
for the above P O fundin g sources prevented the FBI from allocating all funding 
on one PO line. | ~| does not need to invoice to these lines in any specific order; 

o C&A 1 1 - the FBI concurs with this statement. However, should this application 
be used for any other work, costs associated with the application shall be shared 
by users; 

o Responses fo r all othe r C&As shall be those provided in the FBI’s Responses to 
C&As for the tasking e-mailed 9/14/1 0. 

Award Summary: 

The FBI th e hereby awards this Task Order on the following estimates provided in | 

post Proposal Revision I (9 September 2010)” under the previously agreed up on 
uusL-Jt'iLiS Fixed Fee pricing: 

b3 

- Phase I: b6 

•- Phase II b7C 

- Phase II 



CELLSITE- 11274 




SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


SF-30 PAGE 3 OF 3 


Purchase Order Numberj 
Mndificat^n # 1 

Task Order undej 


b3 

b6 

b7C 

b7E 


Award Summary ('Conk 
The Total estim ated cost of this Ta sk Order is 
funding through 


in the amount ob 


The FBI provides incremental 


General: 

Terms and conditions are thnse, in p.ffer.t nn dp.r the contract. Contractor exceeds funding at own 
risk. Invoices to he sent to ^ COTR. 


CELLSITE- 11275 




ALL iLTCEL'Ar 

HEREIN IS UNCLASSirT”- 

CATE 10-17-2012 EY vI.L’; I.C/i'f 


MOD 7 
J-FBI-09-211 


Tinsp. nf this modification is to incorporate the following: 1) Add land 

equipment to the above contract Pricing and specifications per quote 

lated 9/15/10 in e-mail on 9/1 6/1 0 at 3:34PM are hereby incorporated into the contract : 2) 


[ preferably the ^ 

COTR; 3) The following product names have been updated and shall hold all contractual weight ^ ^ 
and product/service/s pecification requirements as agreed upon in previous documentation 
including res trictions! 


b7E 



ALL INFORMATI::;'; C. ;. • ih,- ■ 

HEREIN 

LATE l: is 



PCM 


Funding fo r items, quantities, and services i dentified in this order. All technical guidance will be 
provided b) | COTR for this effort. Services will be performed in 

accordance with the SOW. POP lines 1-10: 6/2/10-6/2/11 lines 11 and 12: 4/12/2010-4/12/2011. 
Terms and conditions are those in effect under the contract. Contractor exceeds funding at their 


own risk. Invoices to be sent to 




@EFT 

^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 


@PRO 


b3 

b6 

b7C 

b7E 


Modi 


The purp ose of this modifi cation is to provide funding for items, quantities, and services in the 
amount ojj The period of performance for Lines 1-10 is 6/2/10-6/2/1 1 and for 


training on Lines 1 1 and 12 is 4/12/2010-4/1 1/2011. All work shall be performed in accordance 
with the original Statement n^f Work and tho forms and cnndit^ions of the Contract. All technical 

COTR for this effort. Contractor 


TT'JLWXX V JL. li.^ 

guidance will be provided bjj 
exceeds funding at own risk. ^ 


b3 

b6 

b7C 

b7E 


CELLSITE- 11277 




KEPErj :£ 

'DATE 10-17-2012 .-’Y .■-v 


OTHER REPS - bold = PO to cut - Notes from Discussion w/| ^nd| |6/2/10 


NO NEED to send 
OGC - no need for 


- they’re all continuation of effort, just send POs. 


Ms trip 

When can we start sendine these things down — need their classified snace 1 


b3 

b6 

b7C 

b7E 



TOPICS 



Why sending money \ 
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From: 

Sent: 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


Monday. .ItJlv^n PPOQ 11:4? AM 




Good morning. All efforts on the part o1 are performed at their facility in 


not required access to FBI-spaces in the past, nor are they expected to require access anytime in the future. 
Thank you, 


b3 
b6 
b7C 
b7E 

Historically, they have 





Wireless Intercept Tracking Team 



UNCLASSIFIED 

NON-RECORD 



Can you clarify whether or not l I will be coming into the facility to install, maintain, or repair the system in support of 
this requisition? Is there a Statement of Work or RFP in which the security requirements are listed? If so, please provide a 
copy. 




HL INIXSEMJ.TICJ; 

HEREIN IS UNCLg.SSI~T“' 
miE 10-18-2012 m £5175 iiii/ 


From: 

Sent: 

To: 

Subject: 

Attachments: 



I I Item Listxls 


b3 

b6 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b7C 

b7E 

b5 


This is the unclassified list o] for the| JsOW. I think I've captured everything that 

we might be doing as a regular order. Sorry it took so long but I wanted to make sure it was inclusive of everything rather 
' than get hit with mods later. 



Thanks, 














7QUISITI0N SECURITY REQUES 


Request Date: June 4, 2009 


Anticipated Procurement Date: September 30, 2009 


. ■ ' . . . „ VENDOR INFORMAf ION 


□ Reseller With Access to FBI Facilities □ Reseller With No Access to FBI Facilities 


Vendor Name: 


Vendor Address 


El Manufacturer 


El Contractor Providing Classified services 


Vendor Name: 



, 1 . Products being procured (list the 
specific hardware / software / 
services in detail) 


2. What entity will be purchasing 
and using the product (Location, 
Division, Section, Unit, and 
Program)? 



The highest classification level needed by the contractor to perform 
this work will be SECRET. 


5. Who is installing and maintaining The Bureau will be installing and maintaining this equipment. There 

the equipment/software (FBI may be times when vendor support will be requested, 

personnel, vendor, other)? 


6. Will the vendor require access to The vendor may be required to have access classified information, 
classified information/systems? 


7. Other information/comments? 


Contracting Officer Name/ Phone: 


FBI COTR Name/Phone: 


Requisition Number: 


Purchase Order Number: 


Contract Number: 



PROCUREMENT INFORMATION 



DOCUMENTATION ATTACHED 


Ei Answers to the Acquisition Risk Questions (the replacement for the SF-328) 
□ Key Management Personnel Listing (KMPL) 

0 FD-369 Requisition for Supplies and/or Equipment 


All requests will be handled by date received by ASU uniess specific issues affecting the priority, 
i.e. Director’s Priority, are specificaily provided in writing by the Contracting Officer. 


Comments: 


Revised 09/14/2007 


Return to Acquisition Security U 
Unclassified Fax: 20: 





















Justmcation for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 



f Investigation (FBI) 

The contracting activity is me 


NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 
U) The proposed acquisition strateev is to award a non-competitive contract effort for[ 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 




he FBTs Wireless Intercept and Tracking Team (WITT) plays a critical role in th 


sting this sol e source p rocai 
Requisitions I l for| 

submitted to begin funding the requirement. 


in the amount of 

have been 




rj j 


4 . 



IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)( 6 ). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


5. 


» 


6 . 


DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


bl 

b3 

bVE 


DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 3 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", , ^ 
(e.g., would result in disclosure of classified information). This procurement is not being publi cized in the 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so would 


SE^ 


CELLSITE-5386 



SECRET 


/ \ 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8 . 


9. 


A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(U) | [ continuously conducts market surveys to determine state-of-the-art technologies. The engineers, 
technicians, and technical personnel are in constant contact with equipment vendors, other technical 
members of the intelli gence c ommunity, as well as visiting trade shows, reviewing trade journals, and 
browsing the Internet, f routinely conducts and attends working group (WG) meetings wit h vendors to 

assess the capabilities, performance, and quality of equipment that meets the needs of the FBI.| 
assessed available fcapabilitie s and have determirie d that other vendor technologies have not yet achieved 


the advanced capabilities that 


can provide. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(U) 

supponing me use or otner men tun and open competition. 


See paragraph (5) above for facts 


b3 

b7E 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral Interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

- (U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, tvithin the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 




CELLSlTE-5387 




(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


U U 

(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all jj-jQ 
information contained herein is complete and accurate to the best of my knowledge. 


Contracting Officer (Date) 


(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of ihy knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 


, Competition Advocate 


(Date) 



(Rev. 05-01-2008) 



DATE: i:-ia-2012 
clas3:f:id ey ‘j: :". d;-.:: l-3 

■■■ T 1 ^r’iCiJiSsiFiED mmm 

REA302I: 1.4 . 

Cr J’, 


xDECUiSSirf ON 

: 1 0 - 1 6 - 2 0 -i 7 



SE1SJ?ET 

FEDERAL BUREAU OF INVESTIGATION 




•Precedence; ROUTINE Date; 06/04/2009 

To; Finance Attn; 



CELLSITE-5389 






To: Finance From: Operational Technology Divisioin 

Re: (U) 268-HQ-1068430, 06/04/2009 



CELLSITE-5391 





SE^ET 

To: Finance From: Operational ^chnology Divisioin 

Re: (U) 268-HQ-1068430, 06/04/2009 





To: Finance From: Operational Technology Divisioin 

Re: (U) 268-HQ-1068430, 06/04/2009 


LEAD(s) : 

Set Lead 1: (Action) 


FINANCE 

AT WASHINGTON. DC 


b3 

b7E 


(U) 


contract act ion with 


Jr eauests that the Finance Division beg in 


T 


to 


for tne amount of 



IILan 

from budget items 


and 


begin this action. 





for 


are available to 


♦♦ 



CELLSlTE-5393 



r« j 


'»> - 




PROJECT/ACTIVITY: Project ::i; 

PROJECT/ACTIVITY LEADER; 

PURPOSE : , ^ 

b3 



(U) To request authorizatio n and funding to initiate a n ew 
proi e ct /activity within the I 

Wireless Intercept and Tracking Team (WITT) . 


b6 

b7C 

b7E 


THE NEED STATEMENT; 



BASIS OF NEED 

s> 


[268-HQ-1068430] 


* * 




* * * 


[May 11, 2009] 


CELLSITE-5394 




* * * SEiefeET * * * 





[268-HQ-1068430] 


* * * 




[May 11, 2009] 


ET * * * 


CELLSITE-5395 




SPECIAL CONSIDERATIONS/CONSTRAINTS 



bl 

b3 

b7E 


[268-HQ-1068430] 


* * 



[May 11, 2009] 


CELLSITE-5396 










) HEASOll 1. 

FEDERAL BUREAU OF INVESTIGATION 



Precedence; ROUTINE Date; 07/13/2009 


To; Finance Attn: 

Acting Section Chief 
Procurement Section (PS) 



From; Finance Division 


Quant i CO ' 

Contact; 

Contracts Unit 


Approved By; 



Drafted By; 




Case ID #; 

(U) 

268-HQ-1068430 




b6 

b7C 


Title; (U) Pre-solicitation Approval 


This Document is Classified "S^33«r§t" in its Entirety 


Synopsis: (U) To request authorization from the Acquisition Review Board 

(ARB) to begin form al solicitation proced ures on a sole source basis, wp t 

itinn rifP 


] f nr- thi:^ arrmi-c! 


-b3 

b7E 


(U) This solicitation will result in an Indefinite Delivery 
Indefinite Quantity (IDIQ) type contract. The contract will include 
provisions for Cost Plus Fixed Fee (CPFF) , Firm Fixed Price (FFP) , and 





CELLSlTE-5398 




i 


To: Finance From.' Finance Division 

Re: 07/13/2009 bl 

b3 

b7E 



(U)The work being performed byl [involves classified 

technology and sophisticated techniques that will be developed under this 
contract. These techniques provide valuable assistance to the various 
field offices with ongoing investigations. Tasks to be performed under tt 
proposed contract include the following: 



(U1 is necessary for our 









To: Finance From. Finance Division 

Re: 07/13/2009 


(U) Initial funding in the amount of 
requirement has been provided from Cost Code 


for this 


b3 

(U) The ARB is requested to approve the issuance of a solebVE 


source. non-r>uhlicj zed solicitation .and subsequent contract award to 

for the acquisition of the required equipment; 


engineering services; and development and quick reaction efforts in 
support of this program. 


20 -Acquisition Review Board 
1-File 



CELLSITE-5400 


(Rev. 01-31-2003) "■-.n 1 13 LTHCIA33IFIED EKCSPl 


10-1 8. - 2 c:.. 2 
CLASS I fie:. .Si 

REASON: 1.1, (c, -,0 
DECiaS S I FY ON t 10- J. i - 2 1 '• 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To; Finance Division 


Date; 06/01/2009 


Approved By; 



Enclosure (s) ; Project Management Office (PMO) Phase II 

Review Planning and Specification Document 
■ (Project P lan) 

|U] ^ Statement of Need (SON) 
















/ •> 

) 


To : 
Re : 



I 


Finance Division From: Operational Technology Division 

(U) 268-HQ-1068430, 06/01/2009 


(U) Contracting Officers are responsible for ensurino 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


b3 

b7E 


AT OUANTICO 


(U) 


Unit begin contract action with 
to initiatf^ the[ 


beq uests that the Quantico Contracts 


r 


I 


this action. 


for the amount o 
from budget items 


= r~ 





and 


are 


and 


for 


are available to begin 


♦♦ 



4 


CELLSITE-5404 





Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


(TJ) This document is classified "SEC^T" in its entirety, unless otherwise noted. 
IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) In response to a requirement from the Operat ional Technology Division (OTD), 
has prepared this Justification for Other Than Full and 


Open Competition for the establishment of an Indefinite Delivery Indefinite Quantity (IDIQ) type contract 
with provisions for Firm Fixed Price, Cost Plus Fixed Fee an d Time and,- Materials for quick reaction tasking 


with 


acquisition ob 


NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 

(U) The prr»ru->gp.H apniiicitirm gtratpOA/ ig tr> awarri a pnntrar.t i n SUDDOlt Of On going missionS of the F BI 


b3 

b7E 


involving 


Thisf 


|is only available thr<3Ugh the 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S 
NEEDS 


(U)l lis responsible for providing the FBI witn 


bl 

_b3 

b7E 



The FBI’s Wireless Intercept and Tracking Team (WITT) plays a critical role in the| 



CELLSITE-5405 




SE^^T 

X 


:-Si- 


_bl 


(u j [ contemplates the award of an IDIQ type contract with provision for FFP, CPFF and T&M for t>3 
quick reaction type tasking a s required bv the con tract in support of ongoing efforts. The e stimated cost b7E 


over the l ife of the cont ract is 
to exceed 


^ ^ The guaranteed minimum is| |and maximum not 

] The initial term of the contract will be for the base 12 month period, with four 


additional one-year options. 


4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN 
FULL AND OPEN COMPETITION 

(U) The statutory authority for- conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure of 
the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 
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(U) Therefore, in accordance with 41 U.S.C. 253 (c)(6), as authorized by FAR 6-302-6 this procurement 
will not be conducted as a full and open competition, as disclosure of the FBI's need would compromise 
national security and the FBI's missions. 


6. EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM AS MANY 
POTENTIAL SOURCES AS WAS PRACTICABLE, INCLUDING COMPLIANCE WITH 
SUBPART 5.2 AND, IF NOT, WHICH EXCEPTION UNDER FAR PART 5.202 APPLIES: 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publi cized in the 
Federal Business Opportunities (FedBizOppsL or anv other periodicals because to do so wouldf" 



7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST 
TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) A cost and price analysis will be conducted prior to award each task to ensure the FBI is paying a fair 
and reasonable price for all equipment and services. 



CELLSITE-5407 
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A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(U)| |continudusIy conducts market surveys to determine state-of-the-art technologies. The engineers, 

technicians, and technical personnel are in constant contact with equipment vendors, other technical 
members of the intelli gence c ommunity, as well as visiting trade shows, reviewing trade journals, and 


browsing the Internet. | [routinely conducts and attends working group (WG) meetings wit h vendo rs to 

assess the capabilities, performance, and quality of equipment that meets the needs of the FBI. 
assessed available capabilitie s and have determin ed that other vendor technologies have not yet abhlSved 
the advanced capabilities that ) ~| can provide. 


(U) The I [continues to search the market place for contractors to expand its contractor base 

■ for both diversity and competition. To the extent that is possible, a market survey was done. 7 j? 

Because even limited search of the market places involves discussions with contractors about 


"[ contracts with additional contractor must be kept to a minimum. Publication in the 
Fedbizopps and other public offerings are not possible because of the damage that this would case to 
national security. 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


See paragraph (5) above for facts 

supporting me use ot omer men run ana open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN 
THE ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


Conclusion 


(U) Based on the above findings, it is hereby determined, that in accordance with FAR the meaning of 
41 U.S.C. 253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
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disclosure of the agency's needs would compromise national security, unless the agency is permitted to 
limit the number of sources from which it solicits bids or proposals. 
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Fli.j)ERAL BUREAU OF INVESTIGATION 

Internal Routing/Action Slip 


ROOM 


NAME/TITLE 


DIVISION - ASPU 



procure 

th el 

of 


rVISION FRONT OFFICE 


SECTION FRONT OFFICE 


FY200 
SPENDING PLAN 
TRANSACTION SU TVOViARY 
REQ: I 


ACCOUNT: 




BAL^CEOFBi 
BEFORE REOUEST: 
AMOtfNt:] 


BALANCE OF BI 
AFTER BEQUEST: 


requests ASPU establish a purchase order witt 


^unding source is 


3udget account: 


for equipment. 


b3 

b6 

b7C 

■b7E 



BUDGET APPROVAL STAMP AFFIXED TO THE REQUISITION SIGNIFIES 
CONCURRENCE OF THIS REQUISITION. 


□ FOR YOUR INFO □ NOTE «& RETURN 
X APPROPRIATE ACTION 

□ RECORD & RETURN. 

REMARKS: 


Note: For your review and approvah Please initial cover 
and requisition where indicated. ThankyOiii 


Case H) #: 319B-HQ-A148750 





I CELL^ITE:541,1 
















Equipment 



















-"^ACQUISITION SECURITY REQUE^"^A 

Request Date': i ' Anticipated Procurement Dati^ 


VENDOR INFORMATION 


□ Reseller With Access to FBI Facilities ■ Reseller With No Access to FBI Facilities 


Vendor Name: 


Vendor Address: 


□ Manufacturer 


Vendor Name: 


Vendor Address: 


□ Contractor Providing Classified Services 


Vendor Name: 


Vendor Address: 




roducts being procured (list the 
specific hardware / software / 
services in detaii) 


2. What entity will be purchasing 
and using the product (Location, 
Division, Section, Unit, and 




ireiess intercept ana i racKing i earn 


5. Who is instaiiing and maintaining Bureau Engineers, Technicians 
the equipment/software (FBI , 
personnel, vendor, other)? 


6. Will the vendor require access to 
ciassified information/systems? 


none 


. V /' ' PROCUREMENT INFORMATION 


7. Other informatipn/comments? 


Contracting Officer Name/ Phone: 


FBi COTR Name/Phone: 


Requisition Number: 


Purchase Order Number: 


Contract Number: 


.DOCUMENTATION ATTACHED 


□ Answers to the Acquisition Risk Questions (the repiacement for the SF-328) 

□ Key Management Personnei Listing (KMPL) 

■ FD-369 Requisition for Suppiies and/or Equipment 


... PRIORITY 


All requests will be handled by date received by ASU unless specific Issues affecting the priority, 
i.e. Director’s Priority, are specifically provided in writing by the Contracting Officer. 


Comments: 


Revised 09/14/2007 


Return to Acquisition Security U nit. PA-55 
Unciassified Fax: 20i 


















AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


1. CONTRACT ID CODE 


2. AMENDMENT/MODIFICAITON NO. 

MOD# 2 


13. EFFECTIVE DATE 


09/15/09 



14. REQUISITION/PURCHASE REQ. NO. 


7. ADMINISTERED BY (If other than Item 6) 


PAGE OF PAGES 

I 


5. PROJECT NO. (If applicble) 


Federal Bureau of Investigation 
JEH FBI Bldg Room 6853 
935 Pennsylvania Avenue NW ] 

Washi ngton, DC 20535-0001 i 

Attn: I I ^ 


OF SOLICIATION NO. 


b6 

b7C 



SB. DATED (SEE ITEM 11) 


}F CONTRACT/ORDER NO. 


1 0B. DATED (SEE ITEM 11) i t t- 

b7E 

CODE IfACILITY CODE 09/15/09 

~ 1 1 . THIS ITEM ONLY APPLIES TO AMENDIVIENTS OF SOLICITATIONS 


□ The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers □ is extended, □ is not extended. 
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 

(a)By completing items 8 and 1 5, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

S includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 

PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


D. OTHER (Specify type of modification and authority) 

Funding FAR 32.7 


copies to the issuing office. 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 

The purpose of this modification is to provide funding for | | Proposal submitted on 

9/14/09. Tasking to be performed in accordance with the SOW dated 9/11/09. This requirement 
shall be performed as a CPFF effort. Terms and conditions are those in effect under the 
cu rrent cont ract. Period of performance is 9/30/09 thur 9/30/10. Total funds for this effort 
is | all remaining funds on this order shall be tasked prior to the conclusion of this 

effort . ^ 1 

Total for 

Remaining TTmamgr 

T 

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect, r 


1 5A. NAME AND TITLE OF SIGNER (Type or print) [1 6A. NAME AND TITLE OF CONTRACTING OFFICER ITvne nr nrinti ^ ^ ' 


1 6B. CONTRACTOR/OFFEROR 


15C. DATE SIGNED 


Contracting Officer 


16B. UNITED STATES OF AMERICA 


b7E 


16C. DATE SIGNED 


(Signature of person authorized to sign) 


(Signature of Contracting Officer) 


NSN7540-01-1B2-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. io-B 3) 
Prescribed by GSA FAR (48 CFR) 63.243 


CELLSITE-5414 















12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Fecieral Bureau of Investigation 


iNTcr:-!-::: If 
IN Id JH.'L:-.!!' 
10 - 22-2012 ' 


m 


Purchase Order for Supplies or Services 


1. Date of Order 2. Or 

01/07/2010 


6. To Contractor (Name, Address and Zip Code, 


3. Mod. No. 


4. Mod. Date 


5. Page No. 



8. Issuing Office (Address correspondence to); 

FEDERAL BUREAU OF INVESTIGATIOH 
PROCUREMENT SECTION 
ROOM 6823, JEH F. B. I. BLDG. 
WASHINGTON, D. C. 20S35 


7. Ship to (Consignee and address, Zip Code): 

FEDER AL BUREAU OF INVES TIGATION 
ATTN; 

BUILDING 27956A 
QUANTICO, VA 22135 


9. Send Invoice to: (Name, Address and Zip Code): 

FEDERAL BUREAU OF INVESTIGATIOH 


ATTN; I 

BUILDING 27958A 
QUANTICO, VA 22133 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


Line No. 

(A) 


CONT 


Supplies or Services 

(B) 


13. Schedule 


Quantlt^MOrdered 


DUE DATE:07/3b/2010 


Unit Price 

(E) 


Amount 

(F) 


CONT 


DUE DATE;07/3lO/2010 


CONT 


DUE DATE;07/3b/2010 


CONT 


DUE DATE 5 07/30/2010 


14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and 
Conditions specified on both sides of this order, the above quotation 
number If Indicated, and the attached sheets. If any. Including delivery 

□ B. Delivery - This delivery order Is subject to instructions con- 
tained on this side only of this form and is Issued subject to the terms 
and conditions of the above-numbered contract. 

15. 

Grand 
Total . 

1^ {XXXXJU??29-. 

as Indicated. 




See Instructions on Reverse 

Point of Contact - Purchase Order Information: 


16. United States of America 
By (Signature) 



17. Name (Typed) 


XXXXXXXXKXX 

Commercial Payments Unit 


Title: Contracting Officer 




B - BUY, 
































12-201 (Rev. 9-6-2006) 
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U.S. Department of Justice 
Federal Bureau of Investigation 


1. Date of Order 

01/07/2010 




Purchase Order for Supplies or Services 


4. Mod. Date 






8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM 6823, JSH F. B. I. BLDG. 
WASHINGTON, D. C. 20535 



S. Page No. 


7. Ship to (Consignee and address, Zip Code): 

feder al bureau OF INVE 
ATTN: 

BUI LDING 27958 A 
QUANTICO, VA 22L35 


9. Send Invoice to; (Name, Address and Zip Code): 
FgPFR M. nilRFAH OF THVF 

ATTN: I 

BUILDING 2795SA 
QUANTICO, VA 22135 


LTIGATION 


LTIGATION 


b3 

b6 

b7C 

b7E 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


13. Schedule 


Line No. 
(A) 


CONT 


Supplies or Services 
(B) 



Quantity Ordered Unit 

(C) (D) 



DUE DATE; 07/3 





DUE DATE: 07/30/2010 



DUE DATE;07/3P/2010 




14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and O B. Delivery - This delivery order is subject to Instructions con- 

Conditlons specified on both sides of this order, the above quotation talned on this side only of this form and Is Issued subject to the terms 

number if indicated, and the attached sheets, if any, including delivery and conditions of the above-numbered contract, 
as Indicated. 


Unit Price 
(E) 



Amount 

(F) 










. Point of Contact - Purchase Order Information: 

16. United States of America 



By (Signature) 



17. Name (Typed) 

xxxxxxxxxxx 

Commercial Payments Unit 

Title: Contracting Officer 



1 



















12-201 (Rev. 9-6-2006) 



1. Date of Order 

01/07/2010 


U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


4. Mod. Date 




8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM 6823, JEH F- B. I. BLDG. 
WASHINGTON, D. C. 20535 



7. Ship to (Consignee and address, Zip Code): 

FEDERAL BUREAU OF INVESTIGATION 
A 


BUILDING 2.7958A 
QUANTICO, VA 22135 


9. Send Invoice to; (Name, Address and Zip Code): 

PfirnE PAi. RnPEAri np twvi 

ATTN j 

BUILDING 27958A 
QUANTICO, VA 22135 


LTIGATION 


10. Business Classification- 

11. F.O.B. Point 

DESTINATION 

12. Discount Terms 

NET 30 DAYS 

13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


Unit 

Unit Price 

Amount 

(D) 

(E) 

(F) 



14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and 
Conditions specified on both sides of this order, the above quotation 
number if indicated, and the attached sheets, if any, including delivery 
as Indicated. 


Point of Contact - Purchase Order Information: 


□ B. Delivery - This delivery order is subject to instructions con- 
tained on this side only of this form and Is Issued subject to the terms 
and conditions of the above-numbered contract. 


16. United States of America 

By (Signature) 


b4 

’unT' 

15. 


Grand 

I^;jxxxxjb6 XX 

Total 

7 b7C 


See Instructions on Reverse 


Point of Contact - Invoice ) 
Commercial Payments Unill 


17. Name (Typed) 

Title: Contracting Officer 


XXXKXKXXXXX 















1^-20 !■ (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 




1. Date of Order 2. Ord 

01/07/2010 


6. To Contractor (Name, Address and Zip Code, 



3. Mod. No. 


4. Mod. Date 


5. Page No. 


8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM 6823, JEH F, B. I. BLDG. 
WASHINGTON, D, C. 20535 


7. Ship to (Consignee and address, Zip Code): 

FEDER AL BUREAU OF INVEST IGATION 
ATTN: I 

BUILDING 27958A 

QUANTICO, VA 22185 


9. Send Invoice to: (Name, Address and Zip Code): 
FEDE RAL BUREAU OF INVE 

ATTN : 

BUILDING 27958A 
QUANTICO, VA 2213S 


[GAT I OH 


b3 

b6 

b7C 

T r-j -5—, 


U / 111 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 3.0 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


Quantity Ordered Unit 

(C) (D) 


Unit Price 
(E) 



FUNDING FOR ITEMS, QUANTITIES AND SE 
IN THIS ORDER. TERMS AND CONDITIONS 
UNDER THE CURRENT CONTRACT. PERIOD 
1/7/10 THUR 7/30/10 FOR LINE 1 THUR 
PERFORMANCE FOR LINES 11 THUR 14 IS 
COTR OF RECORD FOR THIS REQUIREMENT 
CONTRACTOR EKCEEDS TOTAL FUNDING ATI THEIR OW 


Amount 

(F) 



IDENTIFEID 

b3 

IN EFFECT 

b4 

MANGE 

IS 

b6 

D OF 
in? 1 / 

2041 1 

b7C 


_] 

b7E 

RISK 




14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and 
Conditions specified on both sides of this order, the above quotation 
number if indicated, and the attached sheets, if any, including delivery 
as Indicated. 


□ B. Delivery - This delivery order Is subject to instructions con- 
tained on this side only of this form and Is issued subject to the terms 
and conditions of the above-numbered contract. 


15 . 

Grand 

Total 


KXXXXXXNXKX 


See Instructions on Reverse 



16. United States of America 
By (Signature) 


17. Name (Typed) 

Title: Contracting 0((icer 


B - BUY|P3lsITE-5419 


























12-201 (Rev. 9-6S2006) 



U.S. Department of Justice 
Fe(ieral Bureau of Investigation 





Purchase Order for Supplies or Services 


1. Date of Order 

2. Order No. 1 

3. Mod. No. 

4. Mod. Date 

5. Page No. 

01/07/2010 





5 


6. To Contractor (Name. Address and Zb Code}: 



7. Ship to (Consignee and address, Zip Code): 


(VL BUREAU OF IMVEST IGATIOH 


FEDER 
ATTN: 

BUILDiMfS 2795SA 
QUANTICO, VA 22135 




b3 

b6 

b7C 

9. Send Invoice to: (Name, Address and Zip Code); 7 F 

FEDER.AT. RtfRKAH HF TWVRCjT.IGATION 


8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM 6823, JEH F. B. I. BLDG. 
WASHINGTON, D. C. 20535 


ATTN: 

BUILDING 27958A 
QUANTICO, VA 22135 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


Quantlt|^Ordered 


Unit 

(D) 


Unit Price 

(E) 


Amount 

(F) 


ALL PAYMENTS BY THE GOVERNMENT UNDE 
BE MADE BY ELECTRONIC FUNDS TRAHSFE 
SHALL PROVIDE THIS INFORMATION ON E 
SUBMIT SF-3881 FORM TO: FBI, COMME 

RM. 1987, 
935 PEMHSY 
V/ASHINGTON 

IF THIS INFORMATION IS MOT AVAILABL 
THE INVOICE WILL BE CONSIDERED AN I 
SHALL BE RETURNED. 

A PROPER INVOICE SUBMITTED FOR PAYM] 
CONTAIN THE FOLLOWING: THE NAME OF 
INVOICE NUMBER; THE CONTRACT OR PUR| 
THE INVOICE DATE; DESCRIPTION <1. E. 
NUMBER), PRICE AND QUANTITY OF GOODl 
RENDERED; SHIPPING AND/OR PAYMENT t| 


R THIS OR 
R (EFT), 
ACH IN VO Id 
RCIAL PAY 
J, EDGAR H 
LVAKIA AVsj 
DC 2053 
E TO THE G) 
MPROPER IN 

ENT TO THE 
THE VENDOF 
CHASE ORDE 
NAME OR I 
p OR SERVI 
ERMS; TAXF 


DER 


SH 
THE V 
E OR 
NENTS 
OOVERl 
HUE, 

OVERN 

VOICE 

FBI 
; AN 
R NUM 
TEM L 
CES 
AYER 


ALL 

ENDOR 

lUNIT 

BLDG 

HW 

MENT, 

AND 

MUST 

BER; 

INE 

ID#; 


14. Type of Order 

□ A. Purchase - Please furnish the following under the farms, and 
Conditions speciiied on both sides of this order, the above quolation 
number if indicated, and the attached sheets, if any, Including delivety 
as Indicated. 


□ B. Delivery - This deliveiy order fs subject to Instructions con- 
tained on this side only of this form and is Issued subject to the terms 
and conditions of the above-numbered contract. 


15 . 

Grand 

Total 




(XXXXXXXXXX 


See Instructions on Reverse 


Point of Contact - Purchase Order Information: 


Point of Contact - Invoice Pi 
Commercial Payments Unit - 


16. United States of America 

By (Signature) 


17. Name (Typed) 

Title: Contracting Officer 


XXXXXXXXKXX 


B - BUY 



IMOl (Re^. 9-6-2006) 


O O 

U.S. Department of Justice v-^ 
' • Federal Bureau of Investigation 




111 




Purchase Order for Supplies or Services 


1. Date of Order 

01/07/2010 


2. Ordr 


3. Mod. No. 


4. Mod. Date 


5. Page No. 


6 


6. To Contractor /A/ama Arirtmss and ZIo Code)-. 


8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM 6823, JEH F, B. I. BLDG. 
WASHINGTON, D. C. 20535 


7. Ship to (Consignee and address, Zip Code): 

FED ERAL BUREAU OF TMVES TIGATIOH 


ATTN| 

BUILDING 27958A 
QUANTICO, VA 22135 


b3 
b6 
b7C 

9. Send Invoice to: (Name, Address and Zip Code): b 7 E 

FEDERAL BUREAU OF INVESTIGATION 
ATTNf I 


] 


BUILDING 27958A 
QUANTICO, VA 22135 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


Quantlt|rOrdered 


Unit 

(D) 


Unit Price 
(E) 


Amount 

(F) 


BANKING / ROUTING NUMBER TO ALLOW E 
NAME, TITLE AND TELEPHONE NUMBER AN 
SUBSTANTIATING DOCUMENTATION AS REQ 
CONTRACT. 


FT PAYMENT 
D ANY OTHE 
UIRED BY T 


; CONI 
R 

HE 


TACT 


b3 

b6 

b7C 

b7E 


14. Typo of Order 

□ A. Purchase - Please furnish the folloviring under the terms, and 
Conditions specified on both sides of this order, the above quotation 
number If Indicated, and tha attached sheets, If any. Incl uding delivery 
as Indicated. 

^CONTRACTOR NUMBER 

\ Point of Contact - Purchase Order Informatlo'iv 


□ B. Dallvery - This delivery order Is sublect to Instnrctlons con- 
tained on this side only of this form and Is Issued subject to the terms 
and conditions of the above-numbered contract. 


16. 

Grand 

Total 


Commercial Payments Unit - 












FD-369 (Rev. 2-21-89) 



FEDERAL BUREAU OF INVESTIGATION 


October 16, 2009 


umc 

Supply Technician: 
Program Manager: 
Funding Approved: 
Requester: 


_6 ::: i3 


i-’u. ' 


REQUISITION FOR SUPPLIES AND/OR EQUIPMENT 


Ordering Office/Cost Code Approved By 

h- 

ie/M/oq 

FY 2010 



Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order # 


NATIONAL STOCK SER.# 
NUMBER 


FULL DESCRIPnON 


UNIT QTY. 
OF 


SUBOBJECT BI# 



SPECIAL INSTRUCTIf 
Ship to Code: |_ 

Delivery Instructions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


M-F. 8am-4pm. exc 





JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
see attached EC 


RECEIVED" 
























Equipment and training 


Suggested Vendor: 















]UISITION SECURITY REQUEST 


Request Date: 


Anticipated Procurement Date: 


- VENDOR INFORMATION 

□ Reseller With Access to FBI Facilities ■ Reselier With No Access to FBi Faciiities 


Vendor Name: 


Vendor Address: 


□ Manufacturer □ Hardware 


Vendor Name: 


Vendor Address: 


□ Contractor Providing Classified Services 


Vendor Name: 

Vendor Address: 



□ DD Form 254 Required 


- PRODUCT/SERVICES INFORMATION 


□ FISMA System □ Critical Asset System □ Telecommunications □ Audiovisual 


1 . Products being procured (list the 
specific hardware / software / 
services in detail) 


2. What entity will be purchasing 
and using the product (Location, 
Division, Section, Unit, and 




b3 - 
b6 - 
b7C 

b7E 




ireless Intercept and Tracking Team 


Stand alone systems 



FBI personnel 



5. Who is installing and maintaining 
the equipment/software (FBI 
ersonnel, vendor, other)? 


6. Will the vendor require access to 
classified information/systems? 


PROCUREMENT INFORMATION 

Contracting Officer Name/ Phone: I ^ ^ 


FBI COTR Name/Phone: 


Program Manager/Technical POC: 


- Requisition Number: 


Purchase Order Number: 


Contract Number: 


DOCUMENTATION ATTACHED ' 

□ Answers to the Acquisition Risk Questions (the replacement for the SF-328) ' 

□ Key Management Personnel Listing (KMPL) 

□ FD-369 Requisition for Supplies and^r Equipment 

□ Statement of Work (SOW) - Required if a classified contract 

PRIORITY • 

All requests will be handled by date received by ASU unless specific issues affecting the priority, 

i.e. Director’s Priority, are specifically provided in writing by the Contracting Officer. 

Comments: 


Revised 07/01/08 


Return to Acquisition Security U nit, PA-555 
Unclassified Fax: 202 








tr tr 



UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 10/16/2009 


the Engineering Research Facility, located in Quantico, Virginia, 
for any questions . 

Contracting Officers are responsible for ensuring that 




UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-10684.30, 10/16/2009 


LEAD (s) : 

Set Lead 1: (Action) 

' FINANCE 

AT PSFO. DC 

The Quant ico Contracts Unit (QCU) is recruested to initiate the 
procurement of I I 



'(Rev. 9-6-2006), 



U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


1. Data of Order I 2. Order No. 

09/15/2009 


6. To Contractor (Name, Address and Zip Code)-. 



8. Issuing Office (Address correspondence to); 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM SS23, JEH F. B. I. BLDG, 
WASHINGTON, D. C, 20535 


3. Mod. No. 




4. Mod. Date 


7. Ship to (Consignee and address, Zip Code): 

FEDERAL BUREAU OF INVESTIGATION 
ATTN J I 

BUILDING 27958A 
QUANTICO,- VA 22135 


9. Sand Invoice to; (Name, Address and Zip Code): 

FEDER AL BUREAU OF INVES TIGATION 
ATTNl 

BUILDING 27958A 
QUANTICO, VA 22135 


10. Business Classification 

OTHER LARGE BUSINESS 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


Quantity Ordered Unit 

(C) (D) 


Unit Price 
(E) 


Amount 

(F) 



14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and □ B, Detlvery - Thfs delivery order is sub)ect to instructions con- 

Conditions specliied on both sides of this order, the above quotation talned on this side only of this form and is Issued subject to the terms 

number if Indicated, and the attached sheets, if any. Including delivery and conditions of the above-numbered contract, 
as Indicated. 



15. 


Db 

Grand 

Total 

¥ 

CXXXb7C 


See Instructions on Reverse 


16. United States of America 


By (Signature) 


17. Name (Typed) 

Title; Contracting Officer 

xxxxxxxxxxx 






























12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


1. Date of Order 

09/15/2009 


2. Order No. 


3. Mod. No. 


4. Mod. Date 


5. Page No. 



8. Issuing Office (Address correspondence to); 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM 6823, JEH F. B. I. BLDG* 
WASHINGTON, D. C. 20535 


10. Business Classification 

OTHER LARGE BUSINESS 


11. F.O.B. Point 

DESTINATION 


7. Ship to (Consignee and address, Zip Code): 
FEDER AL BUREAU OF TWVTj 

ATTN; I 

BUILDING 27958A 
QUANTICO, VA 221*35 


, 9. Send Invoice to: (Name, Address and Zip Code): 
FEDERiU tuiPtTAH nir tmuc 

ATTN; I 

BUILDING 27958A 
QUANTICO, VA 22135 


12. Discount Terms 

NET 30 DAYS 


5TIGATION 


3TIGATION 


b3 

b6 

b7C 


b7E 


Line No. 
(A) 


Supplies or Services 
(B) 


13. Schedule 


Quantity Ordered 


Unit Price 

Amount 

(E) 

(F) 


FUNDING FOR ITEMS AND QUANTITIES IN ACCORDANCE WITH THE 
TERMS OF THE CONTRACT. PERIOD OF PEIRFORMAHE IS 9/3 0/09 
THRU 6/3Q/2Q1 0. COTR OF RECORD IS l \ 

I I FOR ALL TECHNICAL GUIDlANCE. CONTElACTOR 

EXCEEDS FUNDS AT THEIR OWN RISK. 

ALL PAYMENTS BY THE GOVERNMENT UNDER THIS OREER SHALL 
BE MADE BY ELECTRONIC FUNDS TRANSFER (EFT). THE VENDOR 
SHALL PROVIDE THIS INFORMATION ON E.ACH INVOICE OR 
SUBMIT SF-38S1 FORM TO; FBI, COMMERCIAL PAYMENTS UNIT 

RM. 1987, J. EDGAR E DOVER BLDG 
935 PENNSYLVANIA AVENUE, MW 
WASHINGTON, DC 2053E 

IF THIS INFORMATION IS NOT AVAILABLE TO THE GOVERNMENT, 
THE INVOICE WILL BE CONSIDERED AN IMPROPER IK VOICE AND 
SHALL BE RETURNED. 


14. Type of Order 

□ A, Purchase - Please furnish the following under the terms, and □ B. Delivery - This delivery order Is subject to Instructions con- 

Conditions specified on both sides of this order, the above quotation talned on this side only of this form and Is Issued subject to the terms 

number If Indicated, and the attached sheets, if any. Including delivery and conditions of the above-numbered contract, 
as Indicated. 


15. 

Grand 

Total 


.kxxxxxxxxxx 


See Instructions on Reverse 


Point of Contact - Purchase Order Information: 


16. United States of America 

By (Signature) 


Point of Contact - Invoice 
Commercial Payments Unii 



17. Name(rypscO 


Title: Contracting Officer 


xxxxxxxxxxx 

























12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 



1. Date of Order 

09/15/2009 


5. Page No. 



8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM S823, JEH F. B- I. BLDG. 
V/ASHINGTON, D. C. 20535 


5ATION 


7. Ship to (Consignee and address, Zip Code): 

FEDERAJ aiiPPAH ng Tt 

ATTN: 

BUILDING 27958A 
QUANTICO, VA 22135 


9. Send Invoice to: (Name, Address and Zip Code): 

FEDE RAL BUREAU OF INVES TIGATION 
ATTN i~ 

BUILDING 27958A 
QUANTICO, VA 22135 


b3 

■b6 

b7C 


b7E 


10. Business Classification 

OTHER LARGE BUSINESS 


11. F.O.B. Point 

DESTINATION 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


12. Discount Terms 

NET 30 DAYS 


Quantity Ordered Unit 

(C) (D) 


Unit Price 

(E) 


Amount 

(F) 


A PROPER INVOICE SUBMITTED FOR PAYMENT TO THE FBI MUST 
CONTAIN THE FOLLOV/ING: THE NAME OF THE VENDOE ; AN 
INVOICE NUMBER? THE CONTRACT OR PURCHASE ORDER NUMBER? 
THE INVOICE DATE? DESCRIPTION (I.E. NAME OR ITEM LINE 
NUMBER), PRICE AND QUANTITY OF GOODS OR SERVICES 
RENDERED? SHIPPING AND/OR PAYMENT TERMS; TAXPAYER IDt7? 
BANKING / ROUTING NUMBER TO ALLOW EFT PAYMENT? CONTACT 
NAME, TITLE AND TELEPHONE NUMBER AND ANY OTHER 
SUBSTANTIATING DOCUMENTATION AS REQUIRED BY THE 
CONTRACT. 


b3 

b6 

b7C 

b7E 


14. Type Of Order 

□ A. Purchase - Please furnish the following under the terms, and 
Conditions specified on both sides of this order, the above quotation 
number if indicated, and the attached sheets, if any, including deliveiy 
as Indicated. 

CONTRACTOR NUMBER 


□ B. Delivery - This delivery order Is subject to Instructions con- 
tained on this side only of this form and Is issued subject to the terms 
and conditions of the above-numbered contract. 



® ^^'^IlLSITE-5430 


















04/01/2000 14:04 FAX 17036326723, SRU 












(Rev. 01-31-2003) 


FEDERAL BUREAU OF fliMVESTflOATION 


Precedence: PRIORITY 

To: _ Finance 


Prom :, Operational Technology 

I ^ 

Contact : 

Approved By: 


Date: 11/14/2008 


Attn: 

Attn: 


~T7nJ~^ 


b 

b 

b 


Drafted 
Case ID 


By: 

#: 268-HQ-1068430- 




Title: WIRELESS INTERCEPT AND TRACKING TEAM 


Svnortgigj To prnpnrRnriPint of 





Wireless 

Intercept and Tracking Team (WITT) supports | 



1 

efforts that continuouslv evaluate the abilitv o 

1 

h- 

J 

/JITT 

has 

historically satisfied 




/Tv -W Q. /'An I G 











{ 

To: Finance Frot. Operational Technology 

Re: 268-HQ-1068430 , 11/14/2008 


LEAD(s) : 

Set Lead 1; (Action) 

FINANCE 

AT PSFQ. DC 

The Engineering Contracts Unit is requested to 

procure I 

Funding is specitied on the attached torm FD-369. 


Set Lead 2 : (Action) 


AT WASHINGTON. DC 


b3 

b6 

b7C 

b7E 



1 -i o 

approve fundinq for the procurement of 



P 

unding is avaiiapie c 



CC: 

♦♦ 


3 


Iwpd 


CELLSITE-5434 






FD-369 (Rev. 2-21-89) 



FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUPPLIES AND/OR 


Req.# 

November 14, 2008 
Date 

Supply Technician: 
Program Manager: 
F'~‘ding Approved: ■ 

ivv-<uesten 
G L 


ITEM# NATIONAL STOCK 

NUMBER 


Ordering OfSceCost Code 


Approved] 




Julian Date 



FY ©Y 


uffliraci speiialist 
Date Received: 
PPMS Approval 
Purchase Order # 


SPECIAL INSTRUCT] 
Ship to 'Code: 
Delivery Instructions: 
Government’s Estimati 
Previous PO # 
Previous Contract # 



FULL DESCRIPTION 


UNIT QTY. SUBOBJECT B1M 
OF CLASS. 


iml 

HP 

Each 


Each 

L 

Each 

1 

Each 

1 



TOTAL 



Equipment 





b6 

b7C 

b7E 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
See attached EC 




CELLSITE-5435 














FD-369 (Rev. 2-21-89) 



Req. # 

October 17. 2008 
Date 

Supply Technician: 
Program Manager: 
"ling Approved: 

R/" ~'esten 
G R: 


ITEM # I NATIONAL STOCK 
NUMBER 


FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUPPLIES AND/OR EQUIPMENT 



Ordering OfEce/Cost Code 


Approved By 



FY2009 


Contract Specialist 
Date Received' 
PPMS ApprovaL 
Purchase Order# 


FULL DESCRIPTION 


UNIT QTY. SUBOBJECT BW 
OF CLASS. 


UNIT 

PRICE 


Ju’’"" ^ate 

b3 

— b4 — 

b6 

— b7C - 

~b7E ~ 



Equipment 


SPECIAL INSTRU CTIONS; 

Ship to Code: 

Delivery Instructions: M-F, 8am-4pm, exc ept holidays 
Governments Estimate] ~ 

Previous PO # “ 

Previous Contract # " ’ 


CELLSITE-5436 































FD-369(Rev.2-21-89) 



Req. # 

February 13, 2009 
Date 

Supply Techniciaa' 
.Program Manager: 
inding Approved: 
questen 


FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUPPLIES AND/OR EQUIPM 




Liiii C; .1 U — i-: — ij X ^ 


Ordering Office/Cost Code 


Approved By 




FY 2009 


I 

Date Received: 
PPMS Approval: 
Purchase Order # 


ITEM# 

NATIONAL STOCK 
NUMBER 

SER.# 

1 



2 



3 



4 



5 



6 




b3 

b4 

b6 

b7C 

-b7E 


Page 1 of 


. jlian Date 


FULL DESCRIPTION 

UNIT 

QTY. 

SUBOBJECT 

BI# 

UNIT 


OF 

ISSUE 


CLASS. 


PRICE 


TOTAL 


Equipment 



SPECIAL INSTRUrT TONS- 

Ship to Code: 

Delivery Instructions: M-F, 8am-4pm, except holidays 

Government's Estimate 

'^evious PO # 

'vous Contract # 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
See attached EC 


CELLSlTE-5438 




Ij^ 



Capability Task Order- 
Sub Task d 

Technology Task Order 



All documentation as described in th 
available for the government. 



tatement of Work section 2.6 will be made 


All requirements as detailed in sections 3.1, 3.2 and 3.3 of the Statement of Work will be 

included under this Task Order. Weekly status reporting required in section 3,3 will be acceptable in a 
email format and delivered to both the CO and COTR. The government does NOT require an 
award/kick-off meeting for this individual task order. 




all INiX)EM&TIOtr COMTil.'::::.- 
Skeim is WOaSSIFIE^ 




lam lD-lS-2ril2 by 651' 

- ■ ■■ 

fiUG^24-2010 15 : 19 





AMENDMENT OF SOLlClTATION/MODlFICATiON OF CONTRACT 


1.CQNTRACTIDC0PE 


iPAQl OF PA6SS 

1 I 1 


2. amendment/modjficaiton no. 

Mod 2 


6, ISSUED BY 


CODE 


9. effective date 

OB/24/10 


ffarfaral TTitvaaii nf, Inv$sc.igacion 
ftoom 6653 


935 PennsyJLvanis. Ava. NW 
W&shingboll, OC 20S35 


6, NAME AND ADDRESS OF CONTRACTDB (No., stfSBt, ceuntY. Scau end ZIP Coda) 


l4. RibOTsmON/PURCHABE REQ. NO, 


5. PROJECT NO. (II spFltablo) 


7, AOMIIMISTERED BY (If othBr than Iwm B) CODE 

Same as Item 6 . 


COPE 


FACILITY CODE 


(X) |9A. amendment of SOUCIATION NO- 


SB, DATED (SEE ITEM 1 1) 


unnicrfifinM nc rnKp-BAP.T/nHnFW Mn. 


09/15/09 


Tl. THIS item '6NLY applied f6 AMENPIVIENTS of SOUCITATldFig 


□ The abovo nurrtbamtf sollaltatlon Is oniandatl as aai forth In ICom 14. Tha hour and date spsFinsd for recslpt of Offer* D Is axtendad, □ Is not axtandad, 
Offara must aoknewtodfls racalpl of tWs omondmant prior to the hour ond data apaoHlad In tha solicitation or as amandotf, by ono ol tha lollowlnp mathod* : 

(alBy eomplailnp Hams 8 ond i B, and raturnlna _____ eopiaa of tha amandmant; (B) By aoknowiadBlns mtaipi or this amendmont on oaoh aopy of tha offor swbmlttod; 

or (o) By sapsrstn lonar or talKiram which Inoludaa a rafaranoa to tho oololtatlon and anjandmont nurnbwa. FM.UBE ^ 

PLACE OESICNATED FOR THERECEIPT OH OFFERS PRIOR TO THE HOUR AND DATE 6PEWFIED MAY RESULT IN REJECTON OF YOUR OFFER. ^ 

your deslro to ^anga an offer niroody aubmlitad, auch ohonoo rnny ba mada by talasnim or lottar, providad oaoh toloBram or leirer makaa referonoo to tha aoiioitailan and this 
amandmant, and la raoelvad prior to tho opening hour and doto apaoiiiad. 


12. ACCOUNTlNQ AND APPflOPIBATION dAtA (If roqulrad) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS, 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE 

A, THIS CHANGE OflDER IS ISSUED PURSUANT TOj (Spoolfy OUlhOrlryJ THE CHANGES SET FORTH IN ITEM H ARB MACK IN THE CQNlrtAi;i UMWbH 
NO, IN ITEM 10A. 



B, THE ABOVE NUMBERED CONTRACT/OHDER 18 MODIPSD TO REaECT THE ADMINI8TR ATIVE CHANGES (ouch cc changas [n paylno office, 
appropriation data, otc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.1 03(b). 


C. THIS SUPPLEMENTAL AQBEtMENT IS ENTERED (fjfb PURSUANT TO AUTHORITY OF: 

K 

0. OTHER ISpacify type of modlfloeilon and outhorliy) 

1 PAR 52, 243 “2 "ChangoB - Cost-ReimburBement” 


E. IMPORTANT: Contrastor □ Is not, is required to slen this document and return = copies to the issuing office, 

l4. OEBCRIPTION OP ANttNDMBNTiMODlFICATlON iorflonlsod by UCF aaotlan handlnBS, IftSlodlng BOliollBtlon/oomract aubjadi matter where lonsiblo.) 


The purpose of thie modification is fn nrnvirii=i a no oost extension to the period of 

performance for the above VO for the] [effort , The revised POP is 9/30/10-3/31/11. All 

work is to be performed in accordance with the statement of work and all toniiB and oonditions 
remain the aa me. Contractor ex ceeds funding at thair own risk. All technical guldanoe to come 
from the CQTr ] | ]^3 

^ b6 
b7C 

Except as providad hamln, all tchna and conditions cf the dooutncnt rafarertaod In Item ba or tOA, aa herolofora che ngod, ramatna unphangad and In Ml force and alfaet, 
'irrTll'.'irTklnn-iii.rrih'h'.niirnfr.... Y pfintI [isA. NA^E AND TffLE OF CONTHAC riNQ OFFICER (Typo or print! 


-OannaaBAtJi—UaaaHaad- 


J'lUVlUUJ UUIUUll UllUUUUlU 


ISC, DATE 6ICNE 

'8m /H 




-Citielf 


riuuuiiuuu uf uur 


1 sc, DATE SlQhi^D 

8\^Sho 


pRM 30 (REV. iD-es) 
FAR (48 CFRI Ba.i43 


b3 

b6 

b7C 

b7E 


’^°^fcMTE-5442i 


























H0K)K*>H>K)|0K!K!(0K>H*JKH< -COMM. JOURNAL- DATE AU3-25-2010 *>|0|<>K>l< TIME li:42 >k>X*>K>KS!)t»K 


MODE » MEMORY TRANSMISSION 
FILE NO. -942 


START-AUG-25 11:39 


END-AUG-25 11:42 


STN 

NO. 

COMM. 

ONE-TOUCH/ STATION NAME/TEL 
ABBR NO. 

NO. 

PAGES 

DURATION 

001 

OK 

8 



■001/001 

00:02:15 




- >K5i«K>loK - 


ALE-24-2010 ISI 19 




P.07 


AMENDMENT OP 80UCITATI0N/M0DIFICATI0N OF CONTRACT |’’ 

..u. i i»] H .h-U/jwww s s»T l .<: ' l3. kwidn^t i«,ntoJjjiVlfl>W.wcw»eentu.Hg. 


IfMi! 'oT’fMi 

^ j 1 


T'*MW5U5^rAik«hiiAifofm3: 
Mq4 2 


Ak^jcbsr ' 


«oos 


g. ipficnvt OATi 

06/aa/lO 1 

rnaWiVIflWMWdWehtUTIo: 


7. AOMWnwiB tit IW" •< 


Buraau of Inv»acig«clon 
boom 6653 

93S PeniiByivftttia aVo. HH 

WBBhlngbon. DC 3053S 


Hint IIB >bbUt9 8P MtfBgbrdin (Mo., rawWiiy. kaa Md ar todil 


Btm* »6 6. 


' ‘H. THIS r )gM"^^AP>‘UiH T fl ' AMWBMSWS TgW 


W 


|iU, IMilNDilki/r b( IftUdJAIINJ Ml ‘ 


[»,DWP5WlRnMi« 

,«MIMtT/Wt6BTkftr 


rarswTinTfBTnr 

OJ/lB/09 


lirsnsnr 


oifir* mwt MtoKwhit* rtitlsl *p«4jW In #» jolkliWon of u imiiiiW, by OM olifw Irtowln* mtv^ 

(riiy»<MtKli4 l«m» » Ml 1*. *M nwflM •«PUt •!«» iimritalM; |tlByiokMWi<>iln»i»alpiiBa'hOTwJin«otop.«ofl«<W»^6io ri^ 



'IL X£dUMViNd>W AMopiiiation dAIa (d noiubMi 


13 THIS ITEM ONLY APPLIES t 6 MODIFICATION OP COWBACTO/OBDERSi 

iTMOmPIM THk CONTHACT/ORDER NO. A8 DEBCniBED IN I TEM 14. 

~ aBnt lA. ' -TO aro rai Mfl H iwib hMEJIW Wi Hnag Wthwny: Tilt MAWK 8fr Wnl irnriM 1 4 Aat wads ih thb cPNfhACT onwn 

' HO.WITtMIOA. 


S, TW »3XM NUMlinSJ 80NWWW0(10»« II MOWfl® T» "igiWWI AOMINIIWIM 0^8 (iiKh •• d-«»a u, mytag off et, 

on«(»(Hkm<litt,oto.lfiirR)(mnNtTlWM,(MIIU*W»THIA>fIK0VfVOgFM*».1M|b|. . 

[Br"WI4fupfi.EMirffALAiiPMMiwrutffrtMBwnigvniUAifTToAUTK0wnf 9B 


a <JTH«'H(gHify<yp*oim*oBortononoowiniiiiyi 
twi S2.ai3>3 "ChnnffoB - e»ge-llalmtmracw*»t’ 


> copiDi to tito itsuin; elfict. 


E. IMPORTANTi Comr« 9 tOf □ Is not, H lB r*^6if«a w glen iNt dxumont ind reium 
U. ' «IWWWai‘W I 6JWWt/fcw 'BiaiaAT<^ Intr».«ltfi ni'><lTwTraigii^*»6»w»wi»ff iun«ttm»inf wnin HtJm.r 

ni» pitJO«« et thi« modiflMtlon it ■ *» nrmrida * »A Qosfc exten*iDn to 

BMforoiInoB fcbtf tlw sbova VO itm th j l aftert. Th« r#vis«d POP il 9/30/10-3/31/11. ftll 

work i»^6 b« PErSoiWBl In nooerdano* wlbh bhe oMtement of work »nd all t»CTi» and oon^tira» 

Mwtia th* M,^_Ja2trnciat_M:f«adB funding at th.lr own rifk. All t.obnioaX guidMfl* to ooma 1q2> 
from t“a odi® 


ot VII niwuwn bl iw “ «na «IW 0 t 


tpri«I 


b6 

b7C 

b7E 


P<^«K»jiwh.n ManAtfAtf ; 





■nrerpni^ 

— 

IfVi DAIt: WVT^bV 

8\^5|)0 


t'— 



•Hi IHFOimriOM COHlftlNED 


lilE i:'-:=-2012 BY €5179 


b3 

b6 

b7C 

b7E 


TOTAL P.07 CElJ 


LSITE-5443 







12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 




7 



Purchase Order for Supplies or Services 


1. Data of Order 

. 09/15/2009 


3. Mod. No. 


7. Ship to 


4. Mod. Date 


and address, Zip Cod^; 


5. Page No. 


VESTIGATIOK 


ATTHj I I 

BUILDING 27958A 
QUAHTICO, VA 22135 


‘ 8; Issulny Offics (Address correspondence to): 

FEDERAL BUREAU OF IKVESTIGATXDH 
PROCUREMENT SECTIOM 
: ROOM 6823, JEH F. B. I. BLDG. 
V7ASHINGTON, D. C. 2053S 


9. Send Invoice to: (Name, Address and Zip Code): 

FEDERAL RriffkAM OF THVESTIGATIOM 
ATTK; I 

BUILDIH6 2795BA 
QUANTICO, VA 2213S 


/ > 10: Biislneas Claaelflcatlon 

' OTHER LARGE BUSINESS 


11. F.O.B. Point 

DESTIHATIOE^ 


12. Discount Terms 

NET 30 DAYS 


Line No. 

(A) 

CPHTEACI 


Supplies or Services 
(i) 


13. Schedule 


Quantity Ordered Unit 

(C) (D) 


DUE DATE;03/3a/20i: 


SERVICES TO BE PERFORMED IN ACCORDANCE \n 


Unit Price 
(E) 


Amount 

(F) 



ENGINEERING SERVICES TO BE PERFORMEE IN ACCORDANCE 
THE SOV/ AND THE TERMS OF THE CONTRACT, PERIOD OF 
PFPFnPTiAWCF Tq 9/30/09 THRU 9/30/10 COTR OF RECORD 

, I FOR ALL TECHNICAL GUIDANCE. COUTRACl 

EXCEEDS TOTAL FUNDS AT THEIR OWN RI£K 
ALL PAYMENTS BY THE GOVERNMENT UNDEE THIS ORDER SH^ 
BE MADE BY ELECTRONIC FUNDS TRANSFEE (EFT). '’HE VE 
SHALL PROVIDE THIS INFORMATION ON E/CH INVOICE. OR 
SUBMIT SF-38S1 FORM TOi FBI, COMMEECIAL PAYMENTS C 

RM. 1987, j. EDGAR HOOVER 
935 PENNSYIVAHIA AVENUE, E 
WASHINGTON, DC 20S35 

IF THIS INFORMATION IS NOT AVAILABLE TO THE GOVERNS 
THE INVOICE WILL BE CONSIDERED AN IK PROPER INVOICE 
SHALL BE RETURNED. 


WITH 


LL 

NDOR 

NIT 

BLDG 

W 

ENT, 

AND 


b3 

b6 

b7C 

b7E 

b4 


14. Type of Older is- 

□ A. Purchiie • Please furnish the.followlno under the terms, and □ B. Delivery -this delivery order Is subject to Instructions con- 
Conditions spelled on both sides of this order, the above quotation talned on this side prily of this form and Is Issued sublect to the terms TOtal 

number If Indicated, and the attached sheets, It any, Including deliver and conditions of the above-numbered contract, 

as indicated. 


Grand 4>fXXXXXXXXX 


See Instructions on Reverse 


Point of Contact - Purchate Order Information: 


16. United States of America 

By (Signature) 


Point of Contact - Invoice P 
Commercial Payments Unit 


17. Harm (Typed) 


Title; Coritractlng Officer 





12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


Tcj 


1 — 

3. Mod. No. 

4. Mod. Date 

1 


L 

/ 



1. Date of. Qi 


’6f^is/2009 


5. PageNo». 


ft /klarr*a anri 7tr> 


/ 


PROCUREMENT SECTION 

ROOM Sa23^ JEH F, B. 1 * BLDG. 

WASHINGTON, D. G. 2053S 


ATTN:[Z=Z^ b3 

b6 
b7C 


BUILDING 27958A 
QUAKTICO, VA 22135 


ATTN; 


BUILDiHG 27958A 

QUAKTICO, VA 22135 


b7E 

UU 


D’M"TterasiHESS 


If. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


13. .Schedule 


Line No. 
(A) 


Supplies or Seivices 
(B) 


Qusntlt|^Ordered 


Unit 

(D) 


Unit Price 

(E) 


Amount 

(F) 


A PROPER INVOICE SUBMITTED FOR PAYM 
CONTAIN THE FOLLOV/lNGs THE NAME OF Tj 
INVOICE HUMBER; THE CONTRACT OR PURC} 
THE INVOICE DATE; DESCRIPTION <I.E 
HUMBER), PRICE AND QUANTITY OF GOOD^ 
RENDERED; SHIPPING AND/OR PAYMENT T 
BANKING / ROUTING NUMBER TO ALLOW EF 
NAME, TITLE AND TELEPHONE NUMBER ANE 
SUBSTANTIATING DOCUMENTATION AS REQl 
CONTRACT* 

#•» ft *#*■» -SMHMt fHHf *-»»****«* f}-* ft* -K 4t « 

MOD 1, DATED 8/24/10, POP CHANGED TC 
THIS IS A NO COST EXTENSION TO PROV3 
TO COMPLETE REQUIREMENTS 


BNT 


TO THE 
HE VENDOR 
HASE ORDEl): 
NAME OR I' 
OR SERVIt; 
EJRMS; TAXp4 
T PAYMENT 
ANY OTHER 
IRED BY THE 


FBI 1| 
AN 
NUMB 
’EM LI 
ES 
.YER 
CONI 


UST 

ER; 

NE 

D^); 

ACT 


9/30/ 10-C 
DE ADDITI 


ll/31/J 
dlNAL 1 


1 

I ME 


b3 

b6 

b7C 

b7E 


14. Type Of Order 

□ A. Purchase -Hlease furnish ths following under the terms, and 
Conditions spedlied on both sides of this order, the above quotation 
number If Indicated, and the attached, sheets. If any,Jnt1irrllnn ffttllvBnr 


c6*lf®CTOR NUMBER 


□ B. Delivery -This delivery order Is subject to Instmctlons rah- 
talned oh this side only of this form and Is Issued subject to the terms 
hriH miviiiinns nftha above-numbeVed contract. 


16. 

Grand 

Total 


See Instructions on Reverse 


Point of Contact • Purchase Order Information; 


A UUU UI «JUliUIUi • JIUIUIUV A 

Commereial Payments Unit • 


16. Uhltel 
By (I 


17. Namq 

We. 


B -5445 






,12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


/ 


1. Date of Q) 


“6^62/203.0 


2 . 


3. Mod. No. 


4. Mod. Date 


5. Page No^ 


C T» /Momo ilW/Vrooo imW 7ln r.nfta\> 


Fl:B*EM''%terW‘'TllVi2STIGATION 
PROCUREMEHT SECTIOH 
ROOIl 6S23, JEH F. B. I. BLDG. 
VJASHINGTDH, D. C. 20535 


ATTH: 


BUILDiMG 2VybaA 

QUANTICO, VA 22135 


b3 
b6 

b7C 

gm?Ef^rg^^Wfes TIGATIOK b7E 


ATTH: 

BUILDSH6 27S5SA 

QUANTICO# VA 22135 


10 . Buslneas Classification 


11. F.O.B. Point 

DESTINATIOK 


12. Discount Terms 

KET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies of ^rvlces 

(B) 


Quantlt|^Ordered 


Unit 

(D) 


Unit Price 
(E) 


Amount 

(F) 


A PROPER XKVOICE SUBHITTED FOR PAVKe| 

COHTAIH THE FOLLOWING: THE NAME OF 
INVOICE NUMBER? THE CONTRACT OR PURCj 
THE INVOICE DATE? DESCRIPTION <I.E. ' 

HUMBER), PRICE AND QUANTITY OP GOODE 
RENDERED; SHIPPING AND/OR PAYMENT TE 
BANKING / ROUTING NUMBER TO ALLOW EF 
NAME, TITLE AND TELEPHONE NUMBER ANE 
SUBSTANTIATING DOCUMENTATION AS REQl 
CONTRACT . 

MOD 1 DATED 8/17/10, LINE 3 IS DELEljED DUE TO 
IN MISSION REQUIREMENTS, KMM 


NT TO THE 
HE VENDOR 
HASE ORDEII 
NAME OR I 
OR SERVIC 
RMS? TAKP4 
T PAYMENT 
ANY OTHER 
IRED BY Till 


FBI I 
AN 

numb 

•EM L3| 

;es 

.YER 3 
CONI 


UST 

ER? 

NE 

D#? 

ACT 


E 

A CH/1 


NGE 


b3 

b6 

b7C 

b7E 


14. Type of Order 

□ A. PurchiM- Please furnish ths following under the terms, and 
Conditions specified oh both sides ot this order, the above quotation 
nurnber If Indicaled, and the attached sheets. If aiiy, Ind' "'' ** - ' * "" -*' 


c6WfflcTOR HUMBER 


□ B. Delivery -This delivery order Is subjectto Instructions coh- 
tained on this side only of this form and Is Issued subject to the terms 
ii. u ... J i iian i i of the above-numbered contract. 


15. 

Grand 

Total 




See Instructions on Reverse 


Pnint nf tlontefit . Piirf.heeii Outer Infomallon: 


Conuneicial Payments Unit! 


ilusi 




17. Nt 

TIi 


^ — D - mmm-5446 




12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 





Purchase Order for Supplies or Services 


1. Date of Order 

06/02/2010 


6. To Contractor YMame. Address and Zlo CodB 



8. lading Office (Address correspondence to): 

FEDERAL BUREAU C5F IHVESTIGATIOH 
PROCUREMENT SECTION 
ROOM 6S23» JSH F, B. I, BLDG, 
WASHINGTON, D. G. 20535 


10. Bualneaa Classification 


11. F.O.B. Point 

DESTINATION 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B), 


Ouahtlty Ordered Unit 

(C) (D) 


FUNDING FOR ITEMS, QUANTITIES, AND SERVICES IDENTIf 
IN THIS ORDER, ALL TECHNICAL GUI DANCE V/ILL BE PR0V3 
BV COIR FOR THIiS EFPC 

SERVXUHS WILL HE PERFUHI4ED IN ACCORrANCE VIITH THE £ 
POP LINES 1-10 « 6/2/10-6/2/11 LINES 11 AND 12 4/12 

4/12/2011, TERMS AND CONDITIONS ARE THOSE IN LFFEC1 
UNDER THE CONTRACT, CONTRACTOR E NCEBDS FUHDIN tr AT 1 
OWN RISK, INVOICES TO BE SENT TO 



ALL PAYMENTS BY THE GOVERNMENT UNDEE THIS ORDER SH/ 
BE MADE BY ELECTRONIC FUNDS TRANSFEF <EFT). 'HE VE 
SHALL PROVIDE THIS INFORMATION OH E/CH INVOICE OR 
SUBMIT SF-3881 FORM TOj FBI, COMMEECIAL PAYMENTS I 

RM. 1987, J. EDGAR HtiOVER 
935 PENNSYLVANIA AVENUE, I 
WASHINGTON, DC 20535 

IF THIS INFORMATION IS NOT AVAILABLE TO THE G( (VERNE 
THE INVOICE WILL BE CONSIDERED AN IMPROPER INVOICE 
SHALL BE RETURNED. 


14. Type of Order 16. 

□ A. Putchate- Please furnish the following under the terms, and □ B. Delivery -This delivery order Is subject to Instructions eon- Grand 

Conditions spedlled on both sides of this order, the above quotation talned on this side only of this form and Is Issued subject to the terms X OtSl 

rtumberlfindicated, and the attached sheets, if any, lndudlhgdellve)y and conditions of the above-numbered contract, 
as Indicated. 


Point of Contact - Purchase Order Information: 


Point of Contact - Invoice B 
Commercial Payments Unit J 



ENT, 

AND 


16. United States of America 


By (Signature) 


17. Name (Typed) 


Title: Contracting Officer 
























12-201 (Rev. 9-6-2006) 




U.S. Department of Justice 

Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


4. Mod. Date 


PROCUREHEKT SECTION 

ROOM SS23, JEH F. B. I. BLDG. 

V/ASHIHGTOH. D. C. 20535 





10. Business Classification 

11. f;o.B. Point _ 

DESTINATION 

12. Discount Terms 

NET 30 DAYS 

. . ,13. Schedule 


Supplies or Services 

Quantity Ordered 

Unit 

Unit Price 

Amount 

(B) 

(C) 

(D) 

(E) 

(F) 



14. TypeofOrcier 

□ A. ^rehita- Please furnish the following under the terms, 'end 
Conditions specified on both sides of this order, the above quotation 
number If Indicated, and the attached sheets, it any. Including delivery 
as Indicated. 


Point of Contact • Purchase Order Information; 


□ B. Delivery - This deliver order Is subject to Instructions con- 
tained on this side only of this form and Is Issued subject to the terms 
and conditloits of the above-numbered contract. 


16. United States of AmaHca 

By (Signature) 




b3 

b4 

15. 

Grand 


Total 


b7C 


See Instructions on Reverse 


Point of Contact - Invoice 
Commercial Payments Unil 



17. UntM(Typed) 


Title: Contracting Officer 















12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 

Federal Bureau of Investigation 



Purchase Order for Supplies or Services 

1. Date of Order 

06/02/2010 

2. 0| 


3. Mod. No. 

1 7. Shinto and ac 

4. Mod. Date 

Mress. Zio Code): 

S. Page No. 

2 


ATTHi 

BUILDIHG 27958A 
0UAHTICO, VA 22135 


b3 

b6 

-b7C 

b7E 


FEDERAL BUREAU c5f IH^^ESTIBATIOH 
PBOCUREMEHT SECTIOK 
ROOM 6823, JEH F. B-. I. BLDG. 
VJASHIHGTOH, D. C. 20535 


9. Send Invoice to: (Name^Address and Zip^Ct^): ^ 

FEDER AL BURfeAU OF IKVESTI GATIOM 
ATTfij I I 

building 279SSA 

QUAHTiCO, VA 2213S 


'10. Business Classification 


1i: F.O.B. Point 

DESTIKATIOH 


12. Discount Terms 

MET 30 DAYS 


13. Schedule 


Line No. 

(A) 


Supplies or Services 
(B) 


Quantlt|MOrdered 


Unit 

(D) 


Unit Price 
(E) 


Amount 

(F) 


COKTHACT 


DUE DATE: 06/02/2011 


ImWTF 

Iaht i 

1 

DUE DATE: OS/OS 

/2011 

1 1 






1 1 

1 * 


nnHTKlArT 


DUE DATE: 06/02 


/2011 


fflMTClAfT 


□ 


DUE DATE: 06/02/2011 


14. Type Of Order 

D A. PurchiM - Please furnish the followiny under the terms, and D B. Delivery - This delivery order Is subject to Instructlorrs con- 
Conditions spelled on both sides of this order, the above quotation talned on this sido only ot this form and Is Issued subject to the temts 

number if Indicated, and the attached sheeis. If any, Indudlhg delivery and conditions of the above-numbered oontract. 

as Irktlcated. 


16. 

Grand 

Total 


;|){XXXXX5b7E 

b6 



See Instructions <b 7 C >e 


16^ Unltdd States of America 


By (Signature) 


17. Name (TypecO 

A AXXAXaaXXA 

Title; Contracting. Officer 



Point of Contact • Purchase Order Information: 


/ 


Point of Contact - Invoice Payment Status: 
Commercial Payihenfs Unit 


B 


:-5449 





12-201 (Rev. 9-6-2006) 



U.S. iDepartment of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


4. Mod. Date 



FEWAr“B)mtrSra%STIGATIOH 
PROCUREMEHT SEGTIOH 
ROOM 6823, JEH F, B, I. BLDG. 
WASHINGTOH, D. C. 20535 







10. Business Classification 

11. F.O.B. Point 

DESTINATION 

12. Discount Terms 

NET 30 DAYS 

13. Schedule 


Line No. 
(A) 


I fS7«T?S3?R!f«37 


Supplies or Services 


14. Type of Order 


□ A. Purehtte- Please furnish the following under the terms, and 
Conditions specified oh both sides of this order, the above quotation 
number If Indicated, and the attached sheets. If any. Including delivery 
as Indicated. 

□ B. Delivery -This delivery order Is subject to Instructions con- 
tained on this side only of this form and Is Issued subject to the terms 
and conditions of the above-numbered contract. 


Point of Contact - Purchase Order Informstlon; 


Point of Contact - Invoice Pa 
Conuneicid Payments Unit -I 


By (Signature) 


17. Namo^rypec!) 

We: Contracting Officer 


Amount 

(F) 






B - 1 It 




















ALL INE'OiyiA V i.:-;; ■ , i . ■ 

HEREIN IS PH,:: r- 
lATE 


AMENDMENT OF SOLICITATION/MODIFiCATION OF CONTRACT 

1. CONTRACT ID CODE 


1—1 

2. AMENDMENT/MODIFICAITON NO. 
Mod 5 

3. EFFECTIVE DATE 
06/04/10 

4. REQUISITION/PURCHASE REQ. NO. 

5. PROJECT NO. (If applicble) 

6. ISSUED BY CODE ■ 

1 

7. ADMINISTERED BY (If other than Item 6) CODE 



Federal Bureau of Investigation 
I I Room 6853 

935 Pennsylvania Ave. N.W. 
Washington, DC 20535 


Same as Item 6 . 


b3 

b6 

b7C 

-b7E 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State and ZIP Code) 


CODE 


FACILITY CODE 


(X) |9A. AMENDMENT OF SOLICIATION NO. 


9B. DATED (SEE ITEM 11) 


'I UU. UH I LU ( JLli II LIVI I 1 1 


RACT/ORDER NO. 


09/15/09 


11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers is extended, □ is not extended. 

Offers must acknowiedge receipt of this amendment prior to the hour and date specified in the soiicitation or as amended, by one of the foliowing methods; 

(a)By completing items 8 and 1 5, and returning copies of the amendment; (b) By acknowiedging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which inciudes a reference to the soiicitation and amendment numbers. FAiLURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer aiready submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE 

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 



B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes In paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

K 

D. OTHER (Specify type of modification and authority) 

43.103(b)(1) Unilateral Administrative Modification 


E. IMPORTANT: Contractor is not, Q is required to sign this document and return copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitatj 

The purpose of this modification is to hereby xemove the 

referenced contract. All other terms and conditions remain the same . 


matter where feasible.) 


equipment from the above 


b3 

b6 

b7C 

b7E 


Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and In full force and effect. 


1 5A. NAME AND TITLE OF SIGNER (Type or print) 


MCA MAUg AMriTiTi c r'g oriMrST 


15B. CONTRACTOR/OFFEROR 


(Signature of person authorized to sign) 


1 5C. DATE SIGNB 


NSN 7B40-01-1 52-8070 
Previous edition unusable 


I r~if f A , 


ITING OFFICER (Type or print) 


HKseriDefl d/ 


I^C. DAJE SIGNED 

10 


uy. I C oil 


D FORM 30 (REV. 10-83) 
GSA FAR (48 CFR) 53.243 


CELL5ITE-5451 























update 


Page 1 of 2 


From: 


To: 



Cc: 




Subject: 



• Update 


b3 

b6 

b7C 

b7E 


Good 


Afternoonjj 


On this 


Thank you for your continued patience. Please be advise d, I am faxing down M od 1 to PO 

PO we have deobligated the funding for Lines 1 and 2 for | ~| Based on a change in mission 

requirements, we will no longer be requiring these pieces of equipment. The revised PO reflects this change. 

equipment from Contract 


Seco ndly, please be advised that the FBI intends to remove the 
I | An official modification to the contract will also be included witn me revised PO referenced above. 


Please let me know if you have any questions. 
Thank y ou again for your assistance. 


From; 

Se nt; Wednesday, June 02, 2010 3;Z1 PM 

To 
Cci 


suipzd 

m _ 


Importance; Hign. 


[ upaate 


product UPDATEF_FINAL.pdf» 


Good afternoon 


Please see the attached letter. 

Hope you’re well. b 3 

— ^ b6 

b7C 

b7E 


Sr. Contract Administrator 


6/4/2010 


CELLSITE-5452, 





■ Update 


Page 1 of 1 


From: 

Sent: 

To: 

Cc: 

Subject: 


Wednesday, June 02, 2010 3:21 PM 




Jpdate 


Attachments: 

1 1 

)roduct UPDATEF_FINAL.pdf 


Lroduct UPDATEF_FINAL.pdf» 

Good afternoon 




Please see the attached letter. 
Hope you’re well. 


b3 

b6 

b7C 

b7E 


Sr. Contract Administrator 


"it is Better to travel we(f tfian to arrive. " 

-Buddha 

"This information is only intended for the use of the individual or entity named in this email. If you are not the intended 
recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is 
strictly prohibited. If you have received this email in error, please notify me and delete it immediately . " 


6/2/2010 


CELLSITE-5453 



From: 

Sent: 

To: 

Subject: 




scussions, I will also send 
equipment from the contract 


a modification to the contract removing the 


Thank you. 


From L_ 
Sen t : V 
To: I 
Subject 


I spoke with| |and| [about 
will be availabe Friday afternoon 
deobligate the funds you can tell 


about recovering the money from the 


If one of you 


wfi can coordinate getting it done then. Right after you 
not to expect the order. 


I'll be hitting the road i n a few minutes b ut will be back Friday. I'll be availabe on 
my blackberry the whole time 


1 


CELLSITE-5454 



To: 


Subject: 


iligation of 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hi | I 

Please wait and I'll give a call if everything is good to go. 


Thanks, 




1 


CELLSlTE-5455 





stamp is on page one of Purchase Order which is FDPS page 142 


12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


1. Date of Order 

03 /07/2010 


2. Order No. 


3. Mod. No. 


I 


4. Mod. Date 


5. Page No. 


6. To Contractor (Name, Address and Zip Code): 


7. Ship to (Consignee and address, Zip Code): 

FtmR R.At. nur>F!AH np TKVES TXGATIO?j 


ATTHs 

BUILDING 27Si38A 
QUANTICO, VA 22135 


8. Issuing Office (Address correspondence to); 

FEDERAL BUREAU OF INVESTIGATION 
PROCUREMENT SECTION 
ROOM 6823, JEH F. B. X, BLDG, 
WASHINGTON, D, C. 20S35 


9. Send Invoice to: (Name, Address and Zip Code); 

FEDER AL BUREAU OF INVESTIGA TION 


ATTKs 
BUILDING 27SS8A 
QUAHTICO, VA 22135 


b3 

b6 

.bVC 

b7E 


10. Business Classification 


11. F.O;B. Point 

DESTINATION 


12. Diacount Terms 

NET 30 DAYS 


13. Schedule 


Line No. 

(A) 


Supplies or Services 

(B) 


Quantit|^Ordered 


Unit 

(D) 


Unit Price 

(E) 


Amount 

(F) 


BANKING / ROUTING NUMBER TO ALLOW E 
NAME, TITLE AND TELEPHONE NUMBER AH 
SUBSTANTIATING DOCUMENTATION AS RECl 
CONTRACT. 

ft « ft ^ r .- « v * •» •» « ■» ft » ■» ft «■ ■» «■ ft * o « •« « 

mod 1, mTED 6/A/lOt FUNDING OH LINE 
TOTAL JASED OH CHANGE OP K 


T PAYMENT 
J ANY OTHEli 
JIRED BY T 

3 1 & 2 DE 
ESSION RER 


i CONi 

!R 

HE 

'ft ft ft ft ■* 

OBLIG 

UIREM 


TACT 


i’j' # ^ 

IITED 

SHTS 


14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and 
Conditions specllled on both sides of this order, the above quotation 
number If Indicated, and the attached sheets. If any, Including delivery 
as Indicated. 

CONTRACTOR HUMBER 


Point of Contact • Purchase Order Information: 







j Commercial Payments Unit 



15. 


□ B. Delivery -This dollvety order Is subject to Instructions con- 
tained on this side only of this form and Is Issued subject to the terms 
and conditions of the above-numbered contract. 


Grand 

Total 


b3 

b6 

b7C 

b7E 



See Instructions on Reverse 


16. United St 

By (Slgm 

17. Name (Ti 

Title: Coi 


® ” fflffift-5456 




12-201 (Rev. 9-6-2006) 



1. Date of Order 2. 

01/07/20.1.0 


6. To Contractor (Name. Address andZh 


U.S. Department of Justice 

Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


4. Mod. Date 




5. Page No. 



7. Ship to (Consignee and address, Zip Code): 

FEDER AL BUREAU OF 1 1? VES T I GAT I Oil 
ATTKj I 

BUILDIKG 27958A 
OUAKTICO, VA 2213S 


'8. Issuing Office (Address correspondence to): 

FEDERAL BUREAlf OF IMVESTIGATIQK 
PROCUHEKEKT SECTXOfI 
ROOK GS23, JEH F, B. I. BLDS. 
WASHXKGTaH, D, C. 20333 


9. Send Invoice to:' (Name, Address and Zip Code): 

FEDER AL BUREAU OF INVESTI8 ATIQH 
ATTH: b 

EOiLD iiab 2/^aaA 

eUAHTICO, VA 22135 


10. Business Classification 


11. F.C.B. Point 

DESTIKATIOH 


12. Discount Terms 

KET 20 DAYS 


b3 

b6 

b7C 


U / Jli 


13. Schedule 


Supplies or Services 
(B) 


Amount 

(F) 


ALL PAYMEHTS BY THE GOVERHKEHT UKDES THIS OREER SHALL 
BE MADE BY ELECTROKIC FUKDS TRAKSFES (EFT). THE VEKDOR 
SHALL PROVIDE THIS IMPORMATIOH OK EACH INVOICE OR 
SUBMIT SF-3881 FORM TOi FBI, COMHESCXAL PAYKEKTS UHIT 

RI1, 1987, J. EDGAR HOOVER BLDG 
935 PEKKSYLVAHIA AVEHUE, mi 
V/ASHIKQTOH. DC 20S3S 

IF THIS INFORMATIOH IS NOT AVAILABLS TO THE GOVERNMENT, 
THE INVOICE MILL EE CONSIDERED AH lilPROPER INVOICE AND 
SHALL BE RETURNED. 

A PROPER INVOICE SUBMITTED FOR PAYMSNT TO THE FBI MUST 
CONTAIN THE FOLLOWING: THE NAME OF THE VENDDE j AN 
INVOICE NUMBER t THE COE^TRACT OR FUH:HASE ORDER NUMSERt 
THE INVOICE DATS? DESCRIPTION <I.E. KANE OR ITEM LINE 
NUMBER), PRICE AND OUANTITY OF GOODS OR SERVICES 
RENDERED t SKIPPING AND/OR PAYNENT T2RMS; TAKFAYER 


FBI MUST 
I AN 


14. Typo of Order 

•is. 

(KXXXXXKKKX 

□ A. Purchase -Please furnish the following under the terms, and □ B. Delivery -This delivery order Is sub)ect to Instructions con- 

Conditions specified on both sides oftbls order, the above quotation talned on this side only ol this form and Is issued sub)ect to the terms 

number If indicated, and the attached sheets, it any. Including delivery and conditions of the above-numbered contract. 

Grand 
Total W 

as Indicated. 

See Instructions on Reverse 


Point of Contact - Purchase Orderinformatlon: 


Point of Contact - Invoice E 
Conuheicial Payments Unit I 


By (Signature) 


17. Name (Typed) 


KKXXXXX5IX){X 


nie: Contracting Officer 















12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 

Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


2. Order No. 


6. To Contractor (Name, Address and Zip Code, 


3. Mod. No. 


4. Mod. Date 


5. Page No. 



8. Issuing Office (Address correspondence to); 

FEDERAL BUREAU OF IllVESTIGATIQ!! 
PROCUREHEMT SECTIOfI 
ROOii JEH F* B. I. BLDG. 

WASHll^GTOK, D. C. 2053S 


10. Business Classification 


11. F.O.B. Point 

DESTXHATIOH 


7. Ship to (Consignee and address, Zip Code): 

FKnER AL BUREAU OF ItlVEGT IGATIOU 
ATTK * 

BUILDfMTlZT^SHI b3 

GUAKTXCO, V A 22135 b6 

b7C 

9. Send Invoice to: (Name, Address and Zip Code): 7 F 

bureau of itiyESTiGp ioH 

ATTK ; 

BUILDXKG 279S6A 
QUAKTICO, TA 2213G 


12. Discount Terms 

MET 30 DAYS 


13: Schedule 


Supplies or<Servlces 
(B) 




Unit 

Unit Price 

Amount 

(D) 

(E) 

(F) 


DUS DATE* 01/30/2011 



L DUE DATE: 01/3 



1 

1 

/2011 j 




FUHDIMG FOR ITEKS, QUAKTITXES AKD SEIVICES AS IDEHTIFEID 
IK THIS ORDER. TERMS AMD COKDITIOHS ARE THOSE IK EFFECT 
UKDER THE CURREHT GOKTRACT. PERIOD OF PEEFORMAKCE IS 
1/7/iO TKUR 7/30/10 FOR LIKE 1 THUR 10. PERIOD OF 
FERFOmiAHCE FOR LIKES 11 THUR 14 IS 1/ 7/10 TKlUS 1/BO/ ll 
COTR OF RECORD FOR THIS REQUIREMEHT IS 
COHTRACrOR EXCEEDS TOTAL FUKDIKG AT TH ilK KX&u i — 



'14. Type of Order ’**• 

□ A. Purchase - Please furnish the following under the terms, and □ B. Delivery - This delivery order Is sub)ect to Instructions con- 

Conditions specified on both sides at this order, the above quotation talned on this side only of this form and Is Issued subject to the terms TOtSI 

number If Indicated, and the attacheci sheets, 'll any. Including delivery and conditions of the above-numbered contract, 
as Indicated. 


^ :oiKxxxxxxxx 

See Instructions on Reverse 



16. United States of America 


By (Signature) 


17. Name (Typed) 

Titie: Contracting Oflioer 

XXXXXKXXXXX 
















12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 




1. Date of Order 

01/07/2010 



8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF IHVESTIGATIOH 
FROGUREKEtIT SECTIOM 
ROOK 6S23, JEH P. B* I. BLDQ. 
WASHXHGTOK, D. C. 20S3S 


3. Mod. No. 


4. Mod. Date 


5. Page No. 


7. Ship to (Consignee and address, Zip Code); 

FEDER AL BUREAU OF IKVES TIGATIOK 
ATTM: I 

BUILDIHS 279SSA 
QUAHTICQ, VA 2213S 


9. Send Invoice to: (Name, Address and Zip' Code): 

irn)r>r; PAi. RrmPAti of tmve 

ATTHf 

BUILlilMG 27ybBA 

QUAKTICO, VA 2213S 


riGATIDH 


b3 

b6 

b7C 


b7E 


10. Business Classification 


11. P.O.B. Point 

DESTINATIOH 


12. Discount Terms 

UE7 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


Quantity Ordered Unit 

(C) (D) 


Unit Price 
(E) 


14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and D B. Delivery - This delivery order Is subject to Instructions con- 

Conditions specified on both sides of this order, the above quotation talned on this side only of this lorni and Is Issued subject to the term! 

number It Irktlcated, and the attached sheets. If any. Including dellvety and conditions of the above-numbered contract, 
as Indicated. 


Amount 

(F) 



Point of Contact • Purchase Order Information: 


16. United States of America 

By (Signature) 


J b3 

I ■ b4 

15. 

Grand 

4 'IXXXXXXJ!^'^^ 

Total 

1^ b6 


b7C — 


See Instructions on novaiav 


Point of Contact - Invoice ] 
Commercial Payments Unit 



17. Name (Typed) 

Title: Contracting Officer 


XKKXXKXXXMX 


B 




























12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 

Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


1. Date of Order 

0i/07/20i0 


6. To Contractor (Name, Address and Zip C 



8. Issuing Office (Address correspondence to): 

FEDERAL BUESAir OF XHVESTIGATIOH 
PROCUKEKEKY SECTXOM 
ROOM SS23, JEH F, B, I, BLDG. 
l^ASHIKGTOH, D. C. 2053& 


3. Mod. No. 


4. Mod. Date 




5. Page No. 


7. Ship to (Consignee and address, Zip Code): 

FEDER AL BOREAU OF IMVES T.tGATXOK 
ATTfi: 

BUILDXKG 279bBA 
8UAKTIC0, VA 22130 


9. Send Invoice to: (Name, Address and Zip Code): 

FEDER AL BUREAU QF IllVEST IGATIOM 
ATTK 1 

BUILDXMG 27908A 
0UAHTICO, VA 22130 


10. Business Classification 


11. F.O.B. Point 

DESTIRAT20H 


12. Discount Terms 

RET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


Quantity Ordered Unit 

(C) (D) 



DUE DATE* 07/30/201 



DUE DATEj 07/30/2010 




DUE DATE: 07/30/2010 


DUE DATE 107/30/2010 



14. Type of Order 15- 

□ A. Purchaie- Please furnish the following under the terms, and □ B. Delivery -This delivery order is subject to Instructions con- G 

Conditions specified on both sides of this order, the above quotation talned on this side only of this form and Is Issued subject to the terms yi 

number If Indicated, and the attached sheets. If any,- Including dellveiy and conditions of the above-numbered contract, 
as Indicated. 


Point of Contact • Purchase Order Information: 


Point of Contact - Invoice j 
Gonunercial Payments Unill 



16. United States of America 

D /L. 

By (Signature) 


'17. Name (Typed) 

KKKXXXXXXXX 

Title: Contracting Officer 




























12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 



1. Date of Order 2. 

01 / 07/2010 



Purchase Order for Supplies or Services 


4. Mod. Date 


7. Ship to (Consignee arid address, Zip Code): 



5. Page No. 


8. issuing Office (Address correspondence to): 

FEDERAL BUREAU OF IHVESTIBATIOM 

PROCUSEJIEHT SECTIOH 

RQOU Sa23, JSH F. S, I. BLDG, 

msuimroUf d. c. 2053s 


FEDER 


BUILD 
□UAHTICO, ¥A 2213 



HVESTIGATIOH 


10.' Business Classification 

11. F.O.B. Point 

DESTXKATimi 

12. Discount Terms 

HET 30 DAYS 


13. Schedule 




14. Type of Order i®- 

□ A. Purchiie-HlBase furnish the following under.the terms, and □ B. Delivery -This delivery order Is sub)ectto Instructions con- G 

Conditions specific on both sides of this order, the above quotation tained on this side only of this form and Is Issued subject to the terms j ( 

number if Indicated, and the attached sheets, If any. Including delivery and conditions of the above-numbered contract, 
as Indicated: 


Point of Contact - Purchase Order Information: 


Point of Contact - Invoice 1 
Commercial Payments Unit 



16. United States of America 

By (Signature) 


17. Name (TypecO 


-n b3 - 

b4 

b7E 

b6 

• b7C ■ 



XXXXXXXXXXX 


Title; Contracting Otflcer 


B 























12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 



1. Date of Order 

OS/02/2010 


Purchase Order for Supplies or Services 



8. Issuing Office (Address coifespondenceto): 

FEDERAL BUREAU OF IRVESTIGATIOH 
PROCUREMEHT SECTION 
ROOM 6823, JEH F. B. X. BLDG, 
WASHINGTON, D, C. 2053S 


3. Mod. No. 


4. Mod. Date 


5. Page No. 


7. Ship to (Consignee and address. Zip Code): 

FEDERAL BUREAU OF INVESTIGATION b3 


ATTN: I 

BUILDING 279S8A 
QUAKTICO, VA 22135 


9. Send Invoice to; (Name, Address and Zip Code): 

FEDE RAL BUREAU OF INVE 

attkJ 

BUILeJiKS 279S8A 

QUAKTICO, VA 22135 


b6 

b7C 

b7E 


[GATIOK 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


13. Schedule 


Supplies or Services 


Quantlt|^Ordered 

Unit 

Unit Price 

Amount 

(D) 

<E) 

(F) 







14. Type of Order' 

□ A. Purchiu- Please furnish the following under the terms, and 
Conditions specllled on both sides of this order, >the above quotation 
number if Indicated, and the attached sheets. If any. Including delivery 
as Indicated. 

□ B, Delivery - This deliver order Is subject to Instructions con- 
tained oh this side only of this fohn and Is Issued subject to the terms 
and conditions of the above-numbered contract. 

15. 

Grand 

Total 

^ {XXXXKXXXXK 
See Instructions on Reverse 

Point of.Contact - Purchase Order Information; 


16. United States of America 

By (Signature) 



Point of Contact • Invoice Payment ,9inins! 

Coihmefcial Payments Unit ■ 


17. Name (Typeo!) 

Title: Contracting Officer 


xxxxxxxxxxx 






















ACQUISITION SECURITY REQUEST 


Request Date: Anticipated Procurement Date: 


VENDOR INFORMATION 


□ Reseller With Access to FBI Facilities ■ Reseller With No Access to FBI Facilities 


Vendor Name: 


Vendor Address: 


□ Manufacturer 


Vendor Name: 


Vendor Address: 


□ Contractor Providing Classified Services 


Vendor Name: 



□ Hardware 


□ DD Form 254 Required 


Vendor Address: 


PRODUCT/SERYICES INFORMATION 


□ FISMA System □ Critical Asset System □ Telecommunications □ Audiovisual b7 


1 . Products being procured (list the 
specific hardware / software / 
services in detail) 


2. What entity will be purchasing 
and using the product (Location, 
Division, Section, Unit, and 
Proaram)? 


Stand alone systems 



Wireless Intercept and Tracking Team 




5. Who is installing and maintaining 
the equipment/software (FBI 
personnel, vendor, other)? 


6. Will the vendor require access to 
classified information/systems? 


FBI personnel 



___ PROCUREMENT INFORMATION 


Contracting Officer Name/ Phone: 


FBI COTR Name/Phone: 


Program Manager/T echnical POC: 


Requisition Number: 


Purchase Order Number: 


Contract Number: 


_______ DOCUMENTATION WTAOHED 


□ Answers to the Acquisition Risk Questions (the replacement for the SF-328) 

□ Key Management Personnel Listing (KMPL) 

□ FD-369 Requisition for Supplies and/or Equipment 

□ Statement of Work (SOW) - Required if a classified contract 


PRIORITY 


All requests will be handled by date received by ASU unless specific issues affecting the priority, 
i.e. Director’s Priority, are specifically provided in writing by the Contracting Officer. 


Comments: 


Revised 07/01/08 


Return to Acquisition Security Un 
Unclassified Fax: 202 























FD-369 (Rev. 2-21-89) 


Req.# 

February 19, 2010 
Date 

Supply Technician: 
Program Manager; 
Funding Approved: 
Requester: 

COTR: 


ITEM# 


NATIONAL STOCK 
NUMBER 


SER.# 


FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUPPLIES AND/OR EQUIPmUtt 


it:::. 

- 

CAIE AO-;- 2 



Page 1 of2 


Julian Date 


FY 2010 


pecialist: 
leceived: 
3^ PPMS Approval: 
Purchase Order# 


FULL DESCRIPTION 


each 


EACH 


each 



UNIT 

OF 

ISSUE 


each 


QTY. 


each 


each 


each 


each 1 

L 

each 1 

L 


SUBOBJECT 

CLASS. 


BI# 


UNIT 

PRICE 


TOTAL 


b3 

b4 

b6 

b7C 

b7E 


SPECIAL INSTRUCTIONS: 
Ship to Code: 


Delivery Instructions: M-h, Sam-4pm, except holidays 

Government's Estimate:! 


Previous PO # 
Previous Contract# 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITE^; 
see attached EC 

























UNIT QTY. SUBOBJECT BK UNIT 

OF CLASS. , PRICE 

ISSUE 


TOTAL 

















AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


1. CONTRACT ID CODE 


PAGE OF PAGES 


2. AMENDMENT/MODIFICAITON NO. 
Amendment #1 



4. REQUISITION/PURCHASE REQ. NO. 


5. PROJECT NO. (If applicble) 


7. ADMINISTERED BY (It other than Item 6) CODE 


935 Pennsylvania Avenue NW 
JEH/FBI Bldg Room 6853 
Washington, DC 20535-0001 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code) 



9A. AMENDMENT OF SOLICIATION NO. 


b3 

b7E 


07/28/09 


10A. MODIFICATION OF CONTRACT/ORDER NO. 


10B. DATED (SEE ITEM 11) 

CODE IfACILITY CODE I I 


, 11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers □ Is extended, HU is not extended. 
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 

(a)By completing items 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


D. OTHER (Specify type of modification and authority) 


E. IMPORTANT: Contractor Q Is not, 0 Is required to sign this document and return i copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 

The purpose of this amendment is to provide the attached question for clarification of your 
proposal . 



Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A,-as heretofore changed, remains unchanged and in full force and effect, 


1 5A. NAME AND TITLE OF SIGNER (Type or print) 


IBB. CONTRACTOR/OFFEROR 


Contacting Officer 


1 5C. DATE SIGNED 1 6B. UNITED STATES OF AMERICA 



16C. DATE SIGNED 


(Signature of person authorized to sign) 


(Signature of Contracting Officer) 


NSN 7540-01-152-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. io-83) 
Prescribed by GSA FAR (48 CFR) 53.243 


CELLSITE-5470 



















Mi IHFOEJffl.TION cciri.-.riiE: 
HllEllI IS UHCI^LSSirilD 
DKTE 10-19-2012 BY fi5179 .. 


Questions: 


Enclosure 2 (Contractor Purchasing System Review (CPSR) Approval) 


Letter from 
purchasing 


system. Approval is to ruff 

run an additional 3 years, to December 31, 2009. 


[January 4, 2006 grants approval for 
through December 31, 2006. Unless It Is revoked it should 


Letter froml 

dated March 8, 2007 from the sam4 
one year until March 8, 2009. 


dated March 6, 2008 references a non-enclosed letter 
regarding approval for the system to be extended for 


Was approval revoked between January 2006 and March 2008? 

Why? 

Last listed date of expiration of approval is March 8, 2009. We are past that date, is continued approval 
under re-consideration ? 

Was the March 8, 2007 letter in regards to reinstating the approval? 



What was the date of notification? 

Where is the notification? 

What is being done to remedy? 

Where does the process stand as of today? 


b3 

b6 

b7C 

b7E 


CELLSITE-5471 


run an additional 3 years, to December 31 , 2009. 


Letter frorri 


dated March 8, 2007 from the same| 
one year until March 8, 2009. 


Idater 


March 6, 2008 references a non-enclosed letter 
regarding approval for the system to be extended for 


Was approval revoked between January 2006 and March 2008? 

Why? 

Last listed date of expiration of approval is March 8, 2009. We are past that date, is continued approval 
under re-consideration? 

Was the March 8, 2007 letter in regards to reinstating the approval? 



Where is the notification? 

What is being done to remedy? 

Where does the process stand as of today? 


b3 

b6 

b7C 

b7E 


CELLSITE-5473 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 1212582-1 

Total Deleted Page(s) = 34 
Page 49 ~ b3; b6; b7C; b7E; 

Page 61 ~ b3; b4; b6; b7C; b7E; 

Page 77 ~ b3; b6; b7C; b7E; 

Page 164- b3; b5; b7E; 

Page 165 - b3; b5; b7E; 

Page 166 - b3; b5; b6; b7C; b7E; 

Page 167 - b3; b5; b6; b7C; b7E; 

Page 175 - b1; b3; b7E; 

Page 177 - b3; b4; b6; b7C; b7E; 

Page 178 - b3; b4; b7E; 

Page 179 - b3; b4; b7E; 

Page 180 - b3; b4; b7E; 

Page 181 - b3; b4; b7E; 

Page 182 - b3; b4; b7E; 

Page 183- b3; b4; b7E; 

Page 184 - b3; b4; b7E; 

Page 185 - b3; b4; b7E; 

Page 186 - b3; b4; b7E; 

Page 213 - b3; b4; b7E; 

Page 214 - b3; b4; b7E; 

Page 215 - b3; b4; b7E; 

Page 216 ~b3; b4; b7E; 

Page 217 - b3; b4; b7E; 

Page 221 - b3; b6; b7C; b7E; 

Page 222 - b3; b6; b7C; b7E; 

Page 223 - b3; b4; b7E; 

Page 224 - b3; b4; b7E; 

Page 225 - b3; b4; b7E; 

Page 226 - b3; b4; b7E; 

Page 227 - b3; b4; b7E; 

Page 228 - b3; b4; b7E; 

Page 229 - b3; b4; b7E; 

Page 230 - b3; b4; b7E; 

Page 235 - b3; b6; b7C; b7E; 

xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



MJL INITsEM&TICi: ■ 

HEREIN IS DNClASS.mr- 

DATE 10-19-2012 BY iy.l z I MI -3 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 
January 25, 2010 


Harris Corporation Inc., 
407 N John Rodes Blvd 

Melbo urne, FL 32934 

Attn: I 


REF : Contract 

Dear Madam; 


b3 

b6 

b7C 

b7E 


Please find enclosed a copy of Statement of Work (SOW) 
for services developed by the Federal Bureau of Investigation 
(FBI) , regarding support services. 

The FBI is interested in obtaining a proposal for this 
task to be performed. Contractor shall provide a technical and 
cost proposal to support tasking as set forth in the Statement of 
Work. 


If there are any question regarding this SOW please 
submit them to my office within the next five (5) business days. 

It is therefore requested that your company review the 
enclosed SOW and if the proposed contract vehicle is appropriate. 
Cost Plus Fixed Fee (CPFF) a cost and Technical proposal should 
be submitted in accordance with the terms and conditions of the 
FBI's Contract no later than February 19, 2010, 1:00 PM or 
sooner. 


Should you 
please co ntact me at 
^secure fax 


have any ques tions concerning this matter: 


response may be faxed to 


Enclosure 


.q-i nnA-rc^l \r 


Contract Officer 
Quantico Contracts Unit 


b6 

b7C 


CELLSITE- 10497 



STATEMENT OF WORK 


Program 


Task Order 1 


b3 

b7E 


1 SCOPE 
1 . 1 Task Overview 



bl 

b3 





2 Concept of Operations 

2.1 Assumptions in Concept of Operations 






2.1.1 Technical Concept of Operations 



^SEfiREi:^ 

3 


CELLSITE- 10500 








3 Requirements 


b3 

b7E 


3.1 Security Standards and Regulations 


Refer td 


Statement of Work section 2.3 for guidance. 


SECURITY STATEMENT: This program, all documentation, all associations, all stated and 
implied requirements and all personnel must adhere to and meet security requirements. Any 
breech of security wili result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 

JESWEIL 

5 


CELLSITE- 10502 



information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


3.2 Contractor Furnished Documentation 


Refer to 


Btatement of Work section 2.6 for list. 


-SI 



3.3 Status Reporting 


Refer td 


Statement of Work Section 3.3 for guidance 


bl 

b3 

b7E 


3.4 Formal Meetings 


Refer td 


Btatement of Work Section 3.4 for guidance 


3.6 Government Furnished Equipment 



bl 

b3 

b7E 




CELLSITE-10503 




FEDERAL BPRB&P OP INVESTIGATIOlf 
FACSIMILE TRANSMITTAL COVER SHEET 


FROM.* FEDERAL BUREAU OP INVESTIGATION 
ROOM S853^ Quantico Coatracta 
lOTK & PENNSYLVANIA AVE., M.W. 
WASHINGTON. D.C. 20535 



b6 

b7C 


PLEASE SIGN AND RETURN TO MY OFFICE AS AUTHORIZATION OF RECEIPT 
OP DOCUMENTS 


DATEj1/2S/2010 
PLEA SE DELIVER THE FOLLOWING PAGE(S) TO: 
name[ ■ 



THIS FACSIMILE IS BEING SENT BY; 


NAME: 
PAX # 
SECPRj 


Al\ p ^9€S ry jav?pJ 


bic.fbi.gov 


number op pages, (INCLUDING COVER SHEET): 8 



*IP YOU DO PPrmTttq » m 

NOTIFY MB AT 

Please advis 


PAGES, OR HAVE ANY QUESTIONS, PLEASE 


b6 

b7C 

b3 

b7E 


1 j-j. ywu uo noL receive all pages. Anv auestinne 

follow . Thanks so much for' 

b6 

b7C 


CELLSITE- 10504 






23 June 2010 


In Reply Please Refer to 





ike to thank you for the opportunity to perform this work. There are several issues related 


to the Delivery Order s (DO) that must be resolved in order for us to perform. Without resolution it 
would be difficult for support the Customer's efforts and ensure they receive the desired 

products, in a suitable timeframe at an agreed upon value. 


To that we have detailed several changes in copies of the attached DO's and as well as additional 
comments, assumptions, and questions noted below. 


We look forward to resolving these issues soonest and proceeding forward with these DOs 



b3 I 
b7E 
b6 I 
b7C 



fcomments & Considerations for Delivery Order Numbers: 


Each Delivery Order (DO) has been established with incremental funding. Statements of Work (SOW) are 
to be or have been provided las several questions on the SOW's received thus far necessitating 

the need for a technical meeting to c arify the requirements and DO deliverables. This Tech nical 
meeting must be held within the next few weeks. Once the requirements are clearly definedj 
must prepare and submit proposals to the Customer in order to establish the firm contract value 
(including COM, and fee) for each DO. Definitization should occur on or before 180 days. 

The DO's once formally definitized by the Customer will establish each DO value and Period of 
Performance (POP). 

Assumptions: 

• Current Incremental Funding establishes the baseline value and is not to be construed to 
represent a firm total DO value and is subject to the Limitation of Funds Clause 52.232.22. 

• The POP dates called out in each DO of 6/4/2010 - 6/4/2011 will be adjusted based on the 
negotiations. 

• Payment Invoices: Block 9 states an individual to send the invoices to the attention of. Within 


the body of the DO direction states that the invoices will be submitted to the C0TF| 
Section G.3 lists the In voice Req uirements for the IDIQ. 
o Based on each ofthesj |vill submit invoices: 


Original invo ice is submitted to the COTR, currently named as 

I responsible to review and verify DO progress/acceptance. 

; to affix his verification notice to the original invoice and forward to 


the cognizant CO who in turn will approve the invoice or recommend corrective 
action. Approved invoices will be forwarded by the CO to the payment office. 

■ Payment Terms will be Net 30 once the COTR received the original i nvoice. 
Intellectual Property rights assertions wili be made, if appropriate, each DO. typicaliy 


does not provide documentation to the Customer on its internaliy developed (IRAD). 
Specific Questions to -individual DO's: 


Dd 


o two LLiNs ^uOOl and 0002) are called out. 


b3 

b7E 


b3 

b7E 

b6 

b7C 


CLIN 0001 
CLIN 0002 


b7E 


The SOW does not clearly define what is relative to CLIN 0001 and that to CLIN 0002. 


CELLSITE- 10506 




Customer please clarify why the two CLINs, and how invoices should be handled. 

Expend f unds linearly (expend CLIN 1 up tc ~| then invoice CLIN 0002 

up tc or whatever the firm DO value is negotiated at). 


Expend funds consecutively (Contractor determines apportionment for each 

CLIN and amnimt nr> tho im/niroc- hacoiH nn tho nortp^lated DO Value). 



to study and develop enhancements to 


' ■ The POP for each is noted as 6/4/10-6/4/1 1. 

o I [ currently believes that we must perform DCl to some level 

prior to engaging in the manufacture and delivery oi | 

■ POP will need t o be adjusted to reflect this. Once the requirements of DO 

^are clarified at the upcoming Technical Meeting |~ | vlll 

propose the value and POP to the Customer. 

■ The revised hardware is what wili be required b^ |and the 

period of performance will remain To Be Defined (TBD) until the outcome of 

allow s the team to define the delive ry. 

■ The per unit price for the may change given the 

hardware update to the Customer's new requirements 


The Assumptions, Issues and Questions denoted herein have been reviewed and are either acceptable 
or in work by the Contracting Officer and/or Contractor's Contract Manager 


Signed by: 


b3 

b7E 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


2 ! AMENDMENT/MODIFICAITON no. 
«E=j4od— 


[ 3 '. EFFECnve DATE 

06/04/10 


B. ISSUED BY 


CODE 


i^REQUISmON/PURCHASE REQ. NO. 


Federal Bureau of Investigati on 

935 Pennsylvania Ave. NW 
Washington, DC 20535 


[7 . administered by III oihor than Hem 6) 

Same ae Item 6. 


I^ol OF PAGES 

1 I 1 


Is. PROJECT NO. (II BppllClJlO) 


CODE 



Q Th0 abovg numbered esliehetien ia amendotl ea eat forth In Item 14. The hour end data apecifiod for reealpt of Offorj D Is oxtandad, □ is not extended. 
Ctfera must eoknowledae reBoipt or this emendmont prior to the hour end date apeoifiod in tha aolicitotion or as emendod, by one of the followins methods: 

(olBy oompietino items S and 1 5, and roturnlnp oopise of the emandment; (b) By eoknowiedDinfl receipt of thia amendment on each copy Of 

emendmeni, and Is received orlor to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


CHECK ONE 


13. THIs'lTEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 

IT MODIFliS THE COITTRACT/ORDER NO. AS PESCRIB6D IN ITEM 14. 

lA. THTb’cHANOE order is ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


6 THE ABOVE NUMBERED CONTRACT/OROER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as ohenfles in psyinp of lice, 
appropriation date, etc.l SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


Ci THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


b3 

b6 

b7C 

b7E 


D, OTHER (Specify type of modification and authority) 

FAR 32.7 Funding 


E, IMPORTANT: Contractor □ is not, 0 is required to sign this document end return 


copiee to the Issuing office. 


T4. DESCRIPTION OF AMENDMENT/MM^WgU^anlzed by UCF soctiort hosdlntie, Includlne aoDOtadon/oontfoOt eubjact mattcryrh^ 

The purpose bhin is to provide incr fupnbm fun ding . . 


.effort in the amount of I I The period of performance is 

.pnrJl be performed in accorflance wil:i tAe snacement o£ W ork and t he 


The purp' 

services Si&dsa; thi 

' ° terms and conditions of the Contract. All technxeal guidance will be provided byl 
I ICOTR for this effort. Contractor exceeds funding at own risk. 


b6 

b7C 

b7E 


Except BB provided herein, all term* and condlUona cf the documani refere nced in Item 9A or 10A. ac heretofore chenBod, ramalna unehanE cd and In full force end cffacj^ 

^ ^ - «• . ..I ■ _| fmnF\ 


1 6A. NAME AND TITLE OF SIGNER (Typo cr print) 


ISA. NAME aNd TITLE OF CONTRACTING OFFICER (Type or print) 


15B. CONTRACTOR/OFFEHOH 


(Sisnature cf peraon authcriacd to slpn) 


ISC. DATE SIGNED 


16B, united STATES OF AMERICA 


(SlBnature of Contreefinfl Offlear) 


N3N 7B4(W)1 -152-8070 
Pravloue edhlcn unuaeble 


STANDARD FORM 30 (R^. io-b3j 

Praccrlbed by G8A FAR |4B CFR) 53,243 


Mi raMmiHiB : 

Himik' IS -jsB^siwmm 

ZkZZ 10-19-2:12 BY 65179 DHH/rs 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


1. CONTfiACa' ID CODE 


PAGE OF PAGES 

1 L 1 


2. AMENOMENT/MODIFICAITON NO, 
I Hp4 !1 — 


!3. EFFECTIVE DATE 

06/04/10 


4. REQUiSmON/PURCHASE REQ. NO. 


S. PROJECT NO. (If applleblel 


6. ISSUED BY CODE 

T!*oi4oyai 


yjb fsiuisyivaiiia av$. jmw 

Washington, DC 20535 


7. ADMINISTERED BY (If fither than Item B) CODE 

$ame as itsm 6, 


b6 

b7C 

b3 

b7E 


S, NAME AND ADDRESS OF CONTRACTOR INo.. 8tfeai. counw. State and ZIP Cepel 


CODE 


I FACILITY CODE | | 06/04/10 

1 1 . THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


(X) |8A. AMENDMENT OP SOUCIATION NO. 


9B. DATED (SEE ITEM If) 


lOA. MODIFICATION OF CQNTHACT/ORDER NO. 


n The abava numbered ealiaiiaiion ie amended ae jet forth ir» Item 14. The hour end dnto specifiod for receipt of Offers n la extended, □ Is not extended. 
Offere muer acknawledpe receipt at this amendment prior to the hour end dato apooified in the solichntion or as amended, by one of the following methods: 

(e)By eomplotinfl home 8 ond 1 5, and leturnin'g copies of the amendment; (b| By ecknowladglng receipt of this amendment on each copy of the offer submittod; 

Sr f IP the solicitolion ond amendment numbers, FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 

PLACE DESIGNATED FOR THE RECEIPT Op OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. |f by vlrtus of this smendmsnt 
your dosiro to chonoo an offer elready aubmirted, auch Chanda inay be made by taladi'arn or iattar, provided each tclos^orn or latter makes reference to the aollcttetloni end 
emendmentf and la received prior to the opening hour end date epeeiried. 

12. ACCOUNTING AND APPROPlRATiON DATA Ilf required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE 

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: ISpadfy authfliltyl THE CHANGES SET FORTH IN ITEM 1 4 ARE MADE IN THE CONTRACT ORDER 
NO. IN rTEM IDA. 



a. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (euoh BB chengee In paying offleo, 
appropriation date, Sto.) SET FORTH IN fTEM 14, PURSUANT TO THE AUTHORITV OF FAH43.103|bl. 


C. THIS SUPPLEMENTAL AGREEMENT IS EfUTERED INTO PURSUANT TO ALfTHORnTY OF; 

K 

D, OTHER (Specify type of modification end euthority) 
FAR 32.7 Funding 


E. IMPORTANT: Contractor n is not, Is required to sign this document end return — ■ ?• , ■ copies' to the issuing office. 



b3 

b7E 

b6 

b7C 


of tho document rofsronced in Item BA or lOA, as heretofore changed, temaina imehenged and in full foreo end offoct. 


ISA. NAME AND TITLE OF SIGNER (Typo or print) 

1 EA. NAME AND TITLE OF CONTRACTING OFFICER (Typo or print) 

15B. CONTRACTOR/OFFEROR 

1 

ISC. DATE SIGNED 

16B. UNFfED STATES OF AMERICA 

ISC, DATE SIGNED 

(Signature of person authorizod to sign) 


(Signatura ef contfactine Officer) 



NSN 76404)1.162.6070 STANDARD FORM 30 IREV. 10.83) 

Prsvious edition unusable Proseribod by GSA FAR (48 CFRl 63.243 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


2 , AMEl^MENT/MODIFICAlTON NO. 


e. ISSUED BY 

T 


CODE 


|3. EFFECTIVE" DATE 

06/04/10 


■on 


935 Pennsylvania Ave. NW 
Washington, DC 20535 


1 . contract id code 


I. REQUISITIQN/PUHCHABE REQ. NO- 


7 , ADMINISTERED BY (If othsrthDO ltam“ 6 r 

Sams as Item 6. 


PAGE OF PAGES 

1 I 1 


[9. PROJECT NO, (If cipplicblo) 


CODE 


b3 

b6 

b7C 

b7E 



CODE 


n>] The Bbove numbersd 
Offers must ecknowiedgs 
(e|By cdimplsiing iiems B 1 

or (c) By eepbrate letter or 
PLACE DESIGNATED FOR 
your desire to chengs en 0 
emendment, end Is recelvi 

12. ACCOUNTING AND A 


(X) |9A. AMENDMENT OF BOLIGIATION NO. 


SB. DATED I5EE ITEM 11) 


CONTRACT/ORDER NO. 


IDS. DATED (SEE ITEM 11) 

06/04/10 


ENTS OF SOLICITATIONS' 


CHECK ONE 

A. THIS 
NO. If 



a. THE/ 


appro 



'or ressipt of Offers □ l;o;(tendod, Q is not extended, 
on or at amondod. by eng gf the followinB metfiode: 
dglng receipt of this amendment on each copy of tha offar tubmlitod; 

igrs. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
RESULT IN REJECTION OF YOUR OFFER, If by virtue of this amendment 
dgd eech toIcBrem or letter makes reference to the aolldtedon and tnls 


OF CONTRACTS/ORDERS. 
DESCRIBED IN ITEIVI H. 


C. THIS I 


p. OTHER (Specify type of modificabon and authority) 

PAR 32.7 Funding 


copies to the issuing office. 


b7E 


p8 BET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 


IIMISTRATIVE Changes (ftueh chtingo^ (n P^yins pf^COf 
OF FAR 43.103(b). 

YOF; 


E. IMPORTANT: Contractor Q is not, |3 is required to sign this document and return — - 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (arBaniigd by UCF tectlgn headings, Including aoUcItatlonfeontraot eubjaei maUerwhai^taa»ii^ ) , vc 43* y 

The-,purpo_^ ir i n i'TI N-fwiM bon ie to provide increjiiFinhfll funding f or -tmgeincf. engineeiring . o 

aervices-wiSeaf the [effort in the amount of I I The period of performance is bo 


I --I I The period of performance is 

U / - 4 . / 1 0 " fi / tt'/J Jl . o All wuijs. siittii be performed in accordance .wrtn tne Statement of Wor]£_aiid_the K 
IrtSEBlS ay d conditiona of the Contract. All technical guidance will be provided by^ f 
COTR for this effort. Contractor exceeds funding at own risk. ' ' 


b7C 

b7E 


1 6A. NAME AND TITLE OF SIGNER (TypS w print) 

1 6A. NAME AND TITLE OF CONTRACTING OFRCER (Type or print) 

1 5H. CONTRACTOR/OFFFROR 

160. DATE SIGNED 

1 6B. UNITED STATES OF AMERICA 

16C. DATE SIGNED 

(Signeturo gf pgragn auihgrlzcd to sign) 

(Signaiwa or contmcUng Officer) 


fTevIgua oditign unusoblg 


STANDARD FORM 30 (REV. 10-B3) 
Prascribad by OSA FAR I4SCFR) 63.249 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


11 , CONTHACT ID CODE 


H. AMENDMENT/MODIHCAITON no. 


3. EFFECTIVE DATE 

06/04/10 


4. REQUISITION/PURCHASE HEQ. NO. 


PABE OF PAGES 

1 I 1 


6. PROJECT NO. <lf appllCWo) 


6. ISSUED BY 


CODE 


P--—- T T...ri:.p4- A I- < m 


7. ADMINISTERED BY |l( olhsr than horn 61 CODE 

Same as icera 6, 


S35 Pernisylvania Ave. NW 
Washington, DC 20535 



CODE 


jFAClUTY CODE 

1 1 . f hIsItem qnlV applies to amendments ’of 


(X) |BA. AMENDMENT OF SOUCIATION NO. 


BB. DATED (SEE ITEM 111 


10A. modification of contfiact/ordeh no. 


10B. DATED IbEblltSnTT 


06/04/10 

solicitations 


□ The above numbomd solicitation la omcndoct ee aet forth in Item 14i The hour ond date apectfled for rgcaipr oT Offers □ l& eKtended, □ .AOte— 
OffBtt muat 0cknowl5iJ8F receipt of this omarttlmant prior to thp hour and date spooKiod In tha aolloitatlDn or aa amended, by ono of the following moihodei 
lalBy eomplaiing Items 8 »nd IS, and returning copies of tha amendment; (W By aoknowledging roeaipt of this amendment on each copyefthoofraraubmitted; 

Of (c) By aeparoto lewf or talegram which includes a reforonco to the aolloitation and amendment numbers. F^uURE OF 

PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR If bl^rtue of W* amendment 

yaur deeire to ehanga an offer a'rondy submitted, such chenga may be mado by telegram or lettof, provided each tologmm or latter makes rofnfonee to the eolieiwbon and tnia 
amendment, and Is racelved prior to tha opening hour end data epaclflad. 


12 . ACCOUNTING AND APPROPIRATION DATA (If reowirod) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DE8CRIRED IN ITEM 14. 

CHECK ONE 

A. THIS CHANGE ORDER IB ISSUED PURSUANT TOs (Specify pwthofity) THE CHANCES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRAUI OHUbH 
NO. IN ITEM 10A. 



B, THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (sueh aa ehangaa In paying offiea, 
appropriation dato, ote.) SET FORTH IN ITEM 14. PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OFi 

K 

D, OTHER (Specify typo of madiiicatlon end outhorityl 
PAR 32.7 Funding 


E. IMPORTANT: Contractor Q is not, 0 is required to sign this document and return i copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF seeoon haadings. Including aellcltetlon/controot subjeet matter whorc ^sljdej^^^ | ^ ^ 




The puifpa 
eerviaes 


y.ng for 


.g. engineering 


The period of performance is 


ion is to provide incrj 

ffort in Che amount o ^ 

6/4/lO ’ G/<l/ll. All wuz ' JL HiiEu T be performed in accordance wicn the Statement of V» tor3t the 
terms—apd rponditionB of the Contract . All technical guidance will be provided by 

COTR for this effort. Contractor exceeds funding at own risk. 


Exeapi as provided hereirr, all terms and oorwlltiona of the document raferenced Irr Item 9A or 10A, as herotofara cbenged, romelns unchanged and In full forsa and affecL 


1 SA. NAME AND TITLE OF SIGNER (Type or print) 


1 6A. NAME AND TITLE OF CONTRACTING OFFICER (Typa or print! 


1 SB.CONTHACf OR/OFFEROH 

ISC. DATE SIGNED 

ISB. UNITED STATES OF AMERICA 

ISC. DATE SIGNED 

(Slgnatufo of parson euthoriiod to sign) 


(Signature of Contractirrg Officer) 


NSN 7540.01-162-8070 


STANDARD FORM 30 (rev. io- 83) 
. . . _ Praatfibad by G8A FAR (4B CFR) 63.243 

Previous edition unusable - - - 

- - r - - 


b3 

b6 

b7C 

b7E 


b6 

b7C 

b3 

b7E 
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UNCLASSIFIED , 

To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 3/17/2010 


the Engineering Research Facility, located in Quantico, Virginia 
for any questions . 

Cr.nh-rarh-ina Of fi c^rs arp, responsible f 


or ensuring that 




UNCLASSIFIED 


^ » 


To: Finance From: Operational ’Technology Division 

Re: 268-HQ-1068430, 3/17/2010 


LEAD (s) : 

Set Lead 1: (Action) 

FINANCE 


AT PSFO. DC 

The niiant icQ Contracts Unit (OCU) is requested to initiate the 





■ 


CC; Mrs 
Mr. 


b6 

• b7C 

. • b7E 

QT-ERF (Enc) 



UNCLASSIFIED 

3 
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FD-369 (Rev. 2-21-89) 


FEDERAL BUREAU OF INVESTIGATION 


ALL 

i-:EF:F.U 


Req. # 

March 17, 2010 



BII 




REQUISITION FOR SUPPLIES AND/OR EQUIPi 


TTU/1845 


Date 

Supply Technician: 
Program Manager: 
Funding Approved: 
Requester: 

COTR; 


Ordering Office/Cost Code Approved By 



FY 2010 




Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order # 


Page 1 of 1 


Date 


■b6 

-b7C 

‘b7E 


ITEM# 


NATIONAL STOCK 
NUMBER 


SER.# 


FULL DESCRIPTION 


Requisition Description : 


Supoestefl Vendor: 



UNIT 

OF 

ISSUE 


QTY. 


SUBOBJECT 

CLASS. 


BI# 


UNIT 

PRICE 


TOTAL 


b3 
b7E 
) b4 




SPECIAL INSTRUCTIONS: 

Ship to Code: | 

Delivery Instructions: M-F 8am-5pm except holidays 

Government's Estimate: 

-PreMous PO # 

' Previous Contract # 




JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
see attached EC 


b7E 

















/I / i/nci 




0517 




UNCLASSIFIED 


To: Finance From: Operational Technolo' 

Re: 319B4-HQ-A1487496-OTD, 02/18/2010 

LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 



UNCLASSIFIED 


3 



FD-369 (Rev. 2-21-89) 


FEDERAL BUREAU OF INVESTIGATION 


Req. # 


February 18, 2010 
Date 

Supply Technician: 
Program Manager: 
Funding Approved: 
Requester: 

COTR: 


b7E 


REQUISITION FOR SUPPLIES AND/OR EQUIPMENT 



FY 2010 


ALL IHFCKMATl .• 

HEREIN IS J-j.: I"- ■■■:"■- T- 
DATE 10-23-2C12 IV i: 



(itract Specialist: 
Date Received: 
PP VIS Approval: 
Purchase Order # 


Page 1 of 1 


Julian Date 


_b6 

-b7C 

-b7E 


ITEM# 

NATIONAL STOCK 
NUMBER 


FULL DESCRIPTION 

UNIT 

OF 

ISSUE 

QTY. 

SUBOBJECT 

CLASS. 

BI# 








1 








1 

□ 






EA 



1 

m 



_^guisition_Descrigt^^ 


UNIT 

PRICE 


TOTAL 


b3 

b7E 


Suggested Vendor: 


t 





SPECIAL INSTRUCTIOIS^ 
Ship to Code: 

Delivery Instructions: 
Government’s Estimate 
Previous PO # 

'Previous Contract # n 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 


b7E 

b6 

b7C 
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OaSSIFIED BY €5179 DMH/ra 
fllJlSOH; 1.4 fc, ffl 

DE.CUi33irf OHi 10-22-2037 

Hi IHFOIMITIOM COIITMIEI 
HERIIM IS DHCL&SSIFIED llClil 
WERE SHOW OlIIElflSE 

Other than Full and Open Competition 

In accordance With 41 U.S.C. 253 (c) (1) 


1. Identification of the agency and the contracting activity, and specihc 
identification of the document as a ’’Justification for Other Then Full and Open 
Competition.” 

The Federal Bureau of Investigation’s Quantico Contracts Unit (QCU) has prepared 
this justification for Other than Full and Onpn Cnmnptitinn in response tO a 

requirement from th« to establish a fixed 

price contract for the acquisition for equipment. 

2. Nature and/or description of the action being approved. 

This Justification for Other Than Full and Open Competition is being prepared in 
accordance with the authority of FAR 6.302-1 “Only One Responsible Source and No 
Other Supplies or Services Will Satisfy Agency Requirements.” 


3. A description of the supplies or services required to meet the agency’s needs 
(including the estimated value). 



Justification and Approval 
For 



bl 

b3 

b7E 


The total is 


4. An identification of the statutory authority permitting other than full and open 
competition. 

FAR 6.302-1 Only One Responsible Source and No Other Supplies or Services Will 
Satisfy Agency Requirements. 


5. A demonstration that the proposed contractor's unique qualifications or the 
nature of the acquisition requires use of the authority cited. 


pystem is proprietary] 

is the only company that makes the specific item that is being requested for 
procurement. 

6. A description of efforts made to ensure that offers are solicited from as many 
potential sources as is practicable, including whether a notice was or will be 
publicized as required by Subpart 5.2 and, if not, which exception under 5.202 
applies. 

No publication of this procurement will be made in accordance with FAR 5.202(a)(1) 
because of the sensitive nature of this program and technical capabilities. Although 
some of the expertise may exist in the FBI and Intelligence Community today, it is 
not feasible or practicable to advertise this requirement openly as it will represent 
unnecessary ;^isk by divulging the nature of the mission of the Unit and this program. 

7. A determination by the contracting officer that the anticipated cost to the 
Government will be fair and reasonable. 

The Contracting Officer will ensure that the anticipated cost to the government will 
be fair and reasonable. Techniques may include an analysis of proposed direct costs, 


b3 

b7E 


X 
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audit or comparison of proposed indirect factors with audited factors in use elsewhere 
in the Government and comparison of proposed rates to published rates. 


8. A description of the market research conducted and the results or a statement of 
the reason market research was not conducted. 


Over the nast vear. th« has evaluated three 





Based on its fu lfillment of very specific evaluation criteria, th 
has selected the 


FBI representatives fi'onJ 


kvill continue to do market research and meet with 


vendor representatives to further research. 


b3 

b7E 


9. Any other facts supporting the use of other than full and open competition 



b3 

b7E 


10. A listing of the sources, if any, that expressed, in writing, an interest in the 
acquisition. 

None 


11. A statement of the actions, if any, the agency may take to remove or overcome 
any barriers to competition before any subsequent acquisition for the supplies or 
services required. 


The FBI will continue to do market surveys to identify potential sources on 
subsequent acquisitions. 
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TECHNICAL REPRESENTATIVE CERTIFICATION: 


As Technical Representative of the requiring office, I have reviewed the data provided in 
support of the Justification and Approval to Procure Using Other Than Full and Open 
Competition. I certify that the data is accurate and complete to the best of my knowledge 
and belief 


^1 

f 1$, 

1 Zolo 


. / 



b6 

b7C 


12. CONTRACT SPECIALIST: 

I have reviewed the data provided in support of the Justification and Approval to Procure 
Using Other Than Full and Open Competition. I certify that the data is accurate and 
complete to the best of my knowledge and belief 


Date 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



SENSITIVE BUT UNCLASSIFIED 



1 
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Dust an FYI 


Original Message 



1 
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Project 

Vendoi_^ 

Ne w PO: 

Req 

PCM 

Funding fo r items, quantities, and services id entified in this order. All technical guidance will be 
provided b) COTR for this effort. Services will be performed in 

accordance with the SOW. Period of Performance: 6/4/10-6/4/11. Terms and conditions are those 
in effect unde r the contract. Contractor exceeds funding at their own risk. Invoices to be sent to 

^ 

@EFT 

@PRO 


Project: 

Vendor 

Ne w POl 
Req 

PCM 

Incremental fi ipding for ongoing efforts under ^ he A.11 technical guidance will 

be provided by I CO'fR tor this ettbrt. Services will be performed 

in accordance with the SOW. Period of Performance: 6/4/10-6/4/11. Terms and conditions are 
those in effect under the contract. Contractor exceeds funding at their own risk. Invoices to be 
sent 

@EFT 

@PRO 

Modi 

'The purpose of t his mndificat inn is to provide incr emental fundin g for ongoing engineering 
services under the effort in the amount o: ’he period of performance is 

6/4/10-6/4/11. All worK snail be perfoimed in accordance with the Statement of Work and the 

terms and conditions of the Contract. All technical guidance will be provided by 
COTR for this effort. Contractor exceeds funding at own risk. 


b7C 

b7E 




ALL INFOKiAir:.-! • lin ' 

HEREIN IS TjNC I. r- 

lATE i. ::l': li 


PCM 

Tnr‘.rffrrw=>nt a| fiinHina fnr nngnino pffnrtg nnr| 

provided b; 




,er thd 


Kll technical guidance will be 


COTR for this effort. Services will be performed in 
accordance with the SOW. Period of Performance: 6/4/10-6/4/11. Terms and conditions are those 
in effect under the contract. Contractor exceeds funding at their own risk. Invoices to be sent to 


^ ^ ^ ^ ^ tlA ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 

5J? 5j5 Jp 5|? ?p 3p 3p 5p #J> JjC 3p 3J» 9p 3p 3p 3|? 3p J|? Jp 3p 3p 3p 3p ?p ?p Jp 3p 3p ?p Jp Jp 3p ?p ^5 Jp Jp ^p Jp 3p 3p •p «p »p ^p »p ^p ^p ^p »p *p »p »p 

@EFT 

<1^ «L» ^ ^ ^ ^ «1« Urfi ^ ^ ^ ^ ^ U/ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 

3p ^ ^ »p ^ ^ ^ ^ #p #p #p ?p ^ ip ip ip ^ ^ ^ ^ ^ ^ ^ ip ^ ^ ip ^ ^ ip ^ ip ip ^ ^ ^ ^ ip ip ip ^ ^ ^ ip ^ rp ip rp ip ip ip ip ip ip ip 

@PRO 

Modi 

The purpose of ti ns modifi cation is to provide in cremental ja ding for ongoing engineering 

services under th< jffort in the amount of The period of performance is 6/4/1 0- 

6/4/11. All work shall be performed in accordance with the Statemen t of Work and the terms and 
conditions of the Contract. All technical guidance will be provided b) IcOTR for 

this effort. Contractor exceeds funding at own risk. 


b3 

b6 

b7C 

b7E 


Project: 

Vendor 

NewPfn 

Req 


project. All technical guidance will 


PCM I 

Incremental fiinHina for ongoing efforfg nnrler tfifj 

be provided b)| |C0TR for this effort. Services will be performed 

in accordance with the SOW. Period of Performance: 6/4/10-6/4/11. Terms and conditions are 
those i n effect under t he contract. Contractor exceeds fimding at their ovra risk. Invoices to be 
sent to| I 

j||. jp j |^ j|^ j||» 

@EFT 

@PRO 


b3 

b6 

b7C 

b7E 


Modi 

The purpose of th is modificat ion is to provide incre mental fundin g for ongoing engineering 
services under the ( j effort in ^e amount oi| The period of performance is 

6/4/10-6/4/11. All work shall be performed in accoraance witn me Statement o f Work and the 
terms and conditions of the Contract. All technical guidance will be provided b] 

COTR for this effort. Contractor exceeds funding at own risk. 


Project 

Vendor 

NewPOlf 
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fop 

bj] 


rlirwT fr>r nruTnina pfFnrtg nnHftr 


project. All technical guidance will 


Req 
PCM 

Incremental 

be provided b5(| |COTR for this effort. Services will be performed 

in accordance ^th the SOW. Period of Performance: 6/4/10-6/4/11. Terms and conditions are 
those in effect under fo e contract. Contractor exceeds fonding at their own risk. Invoices to be 
sent tq 

@EFT 

@PRO 


Modi 


The purpose of thisjnodification is to provide incremental fonding for ongoing engineering 


effort in the amount of] |The period of performance is 

work shall be performed in accordance with the Statement of Work and the 


services under thd 
6/4/10-6/4/11. All 

terms arid conditions of the Contract. All technical guidance will be provided by| 
COTR for this effort. Contractor exceeds fonding at own risk, 


Project 

V endorL 

Ne w POil 
Req 

PCM 

Funding fo r items, quantities, and services id entified in this order. All technical guidance will be 
provided b^j |l!OTR for this effort. Services will be performed in 

^ ! A r\ ^ I A K * nr* .1 j.1- 


accordance with the SOW. Period of Performance: 6/4/10-6/4/11. Terms and conditions are those 
in effect under the contract. Contractor exceeds fonding at their own risk. Invoices to be sent to 




@EFT 

@PRO 


b6 

b7C 

b3 

b7E 


b6 

b7C 

b3 

b7E 


CELLSITE-10529 





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


l.CONTRAaiDCODE 


PAGE OF PAGES 
1 I 1 




6, ISSUED BY 




Jul 7, 2011 



17. ADMINISTERED BY (If other than Item 6) CODE 



Washington, DC 20535 


Same as Item 6 . 





[3 ‘O’e above numbered solicitation Is amended as set forth In Item 1 4. The hour and date specified for receipt of Offers O Is extended, Q extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified In the solicitation or as amended, by one of the following methods: 

(a)By completing items 8 and 1 5, and returning ‘ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENTTO BE RECEIVED ATTHE PLACE 
DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 



13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 




NO.INrrEM10A. 




B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECTTHE ADMINISTRATIVE CHANGES 
appropriation date, etc ) SET FORTH IN fTEM 14, PURSUANTTO THE AUTHORffY OF FAR 43.1 03(b). 


(such as changes In paying office, 





FAR 32.7 "Funding" and 43.103 "Bilateral" 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return 


copies to the issuing office. 


organizeaoy 




The purpose of this modification is to provide funding in the amount not . tn exceed 

for the purpose of preparing and executing a briefing fo r . . nrDn , Rn . f . fi ,. und a r l 1 _- , , 

accordance with the terms and conditions of the Contract, ! p^ted 7/7/n, 

and’e-mails ending 7/8/11 at 7:47 M betWfen COs. Technical . ^ e^xceeds 
and COTR for the Contract is j f POP for services: 7/7/11-7/11/11. Contractor exceeos 

funding at own risk. 


Except as provided herein, all terms and conditions of the document referenced In Item 9A or 1 0A, as heretofore changed, remains unchanged and In full force and effect 

|,4A UAMC Akl^TlTUS(^^! .■ftKl'lliA(LIII|lG uFlliTR (Typeorprint) 


Contracts Manager 


1SB. CONTRAaOR/OFFEROR 


Contracting Officer 


16B. UNITED STATES OF AMERICA 



(Signature of Contracting Officer) 



NSN 7540^)1-152-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. 10-83) 

Prescribed by GSA FAR (48 CFR) 53.243 
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FD-369 (Rev. 2-21-89) 



b7E 


July 7, 2011 
Date 

Supply Technician: 
Program Manager: 
Funding Approved: 
Requester: 

COTR: 



FEDERAL BUREAU OF INVESTIGATION 


REQUISITION FOR SUPPLIES AND/OR EQUIPMJ 


Page 1 of 1 

b6 


NATIONAL STOCK 
NUMBER 




OTP 

Ordering Office 




FULL DESCRIPTION 


Approved By 

b6 

b7C 

b7E 

FY 2011 


Julian Date 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 


UNIT QTY. SUBOBJECT COST CODE UWT 

OF CLASS. PRICE 

ISSUE 



SPECIAL INSTRUCTIONS: 
Ship to Code: | 

Delivery Instructions: 
Government's Estimate: ^ 
Previous PO # N 

Previous Contract # 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 


b7E 

















1(0TD) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


](OTD) (FBI) 


Thursday, July 07, 201 1 1 0:44 AM 


(OTD) (FBI) o.-X/,rT 

FW: Follow on brief witi -equest for suggested dates. — Stp^ET 


Classification: SE^ET 

ClassifW C37W75B74 
Declassif^<ron : 20210601 
Derived FBI NS I SC 


Thank s for helping me out on this. Since I'm not in a unit, I don't haye a financial person assigned, anc[ 
is on leaye.... 


rom 


Vendor: 


Justification 
under thd 


troyide a detailed briefing to OTD management and OGC personne l of work being performed 
Contract as well as legal compliance modifications tc broducts. The briefing is 


necessary for OTD ma nagement to conduct program oyersight of actiyities coyered under th^ 


Cost: Estimated at 


Funding source 
amount). 


]- (quote is du^ 
(I spoke withf 


poday). 


this morning. He will release funding once I identify the exact 


Contracting officeL 
Requestor: SS/j 


[7031 


If I haye left anything out, please call me (703)[ 
by close of business today. 

Thanks again. 


or 


cell (20C 


am 


committed to getting this toj^ 


b3 

b6 

b7C 

b7D 


b6 

b7C 

b3 

b7E 


From I [F D)(FBI) 

Sent: Thursday, July 07, 2011 9:34 AM 

OTD) (FBn 


b3 

b6 

b7C 

b7E 


jject; Kb: 


To | _ 

Subject! 


I- 61 I 0 W on 


brief witH 


■equest for suggested dates. — SB 


Classification: ^5E68El£^ 

Classif'ied B^: C37W75B74 
Declassir^On: 20210601 
Derived/^^otq^: FBI NS I SC 
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FYI -] I I'm at ERF today and tomorrow - please have the req come to me. I will keep ] [ nformed of anything that 
arises. 


Thanks, 


From 


JotdT^ 


To 

Cc 

nOTD'i rFBD 


1 


1 

Subject: RE: Follow on brief with 


request for suggested dates. — S^K^ET 


b3 

b6 

b7C 

b7E 


Classification: SE01ET 


Classifi^^y: C37W75B74 
Declassif^On: 20210601 
Derived FBI NS I SC 


I am authorizing funding frorr for this brief. The difference between this brief and the one they gave on 

March 3''' is that this one will include the projects they were prohibited from discussing at the first brief. 


I am in communication witl j ~| and | [ and will have a requisition to them by COB today. 
Thank you, 


b3 

b6 

b7C 

b7E 


Fi ^ I (OTP) (FBI) 

Se nt; Thursday, July 07 , zoll 8:49 AM 


To 

Cc; 


f 


lamuEBii 


JOTD) (FBI) 


Subject: RE: Follow on brief witlj 
Importance: High 


request for suggested dates. — SEpI^ 


Classification: 



Classifie^]^ C37W75B74 
Declassify/^: 20210601 
Derived E^mXr?BI NS I SC 


b3 

b6 

b7C 

b7E 


Need EC justification, requisition , cost proposal, funding source , etc so t his can get completed will 

need to do a PO by Friday morning . I you have authoriz ed this already ) [ a/III bill the FBI for their time to do power 
points, travel, and time as this has been a historical issu j ^ id not authorize this nor are funds to be taken from 
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existing |projects/tasks since these are already encu mbered discussed this with you already). . If 

is doing this on their dime then no problem. r Iwan ts to cut a separate PO so that funding from onping 

task orders will not be utilized for this briefing.. Currently ) h as three personnel to conduct this brief and it is the 
same brief that was conducted with you several weeks ago. 



Subject: RE: Follow on brief with 'equest for suggested dates. ~ 


Classification: SE^I^T 

Classif ied\By^ C37W75B74 
Declassify^pS: 20210601 
Derived F??om:\FBI NSISC 


(U) 1 heard back from OGC S&TLU and A/DAD Bryars about their planned attendance, but nothing fro 


nr |as of yet 


Do you plan to send a representative? 



From ! K OGC) (FBI) 

Se nt! Tuesday. July 05, 2011 9:30 AM 

To lOTD) (FBI) 

Subject! RE: Follow on brief vvith | 


request for suggested dates. — SKiRQL 


Classification: 

Classified By : C37W75B74 
Declassify)*yn: 20210601 
Derived Fronh. FBI NSISC 


3 




If you have any latitude on timing for this important brief, later is better f or me-than earlier. I have a 10:45 at JEH with 
my Section Chief that will run to about 12:00. It's possible that i can makt ay 1:00 but it will be tight. 


b3 
b6 
b7C 
b7E 

Office of the General Counsel 
(703 1 1 

(Cell) (202) 


Associate General Counsel and Unit Chief 
Science and Technology Law Unit 


From; | [ OTP) (FBI) 

Se nt; Friday. July 01. 2011 9:37 AM 

To 
Cc: 


01 

*1 

It 


Subject: RE: Follow on brief witH 




request for suggested dates. — 


Classification: SE^^ET 


b3 

b6 

b7C 

b7E 


Cl as s i f i ed^E^^j/^3 7 W7 5B74 
Declassify 0^^20210601 
Derived From: fRI NS I SC 


confirmed witH that they are available to travel to 


ocation on July 11 for completing the 


briefing of FBl|j 


Please contad 


jThe start time is still TBD, but will likely be 1pm. 

[without restriction. 


pnd permit them to brief all FBI 


The target audience for the brief is the FBI' j [ team, OGC S&TLU representatives, and OTD Executive Management. 
Of course, the CO, COTR and project leads are welcome to attend, if available. b3 

b6 
b7C 
b7E 



From: 


(OTD). (FBI) 
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^1 appreciate that the program management and oversight that comes witl-j ^ 

— Over the past three years, I have received numerous briefings 

from the projects l eaders Ih the umis, yei i cu i iLinue J learn of previously undisclosed projects that require a , 
determination regarding their inclusion in the FBI's portfolio. 


Ill M Over the past year, I have had the opportunity to receive a few briefings from| land found them to contain 

information that adds greatly to the information provided by the FBI project leaders. There have also been time s when U ^ 

have learned of projects and capabilities that hadn't been briefed to me by our own personnel, and learned that] 

continues to be prohibited by the FBI project leads from briefing me on some projects. This troubles me. ^ ^ ^ 


IF) ^ In order for me to be sat isfied that I am getting a complete and accurate picture of activities alL |l must proceed 

with scheduling a briefing bj |is welcome to send representatives, as well as representatives from QCU, OGC 

S&TLU and OTD management. I will make available additional funding as necessary (FYll and FY12) to cover the cost of 
this necessary program management activity. 


\s planning to conduct a briefing regardin 

' * .« r_il_ 


Ion July 11*'’ foi 


intend to schedule an FBI specific brief for the following day. For those who have an interest in attending, please advise 


as to your availability. 
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Classification: S 


Classified BX: C3^W75B74 
Declassify OryX^210601 
Derived Fronvi FB^NSISC 


Good Mornina 


Just to follow-up and provide some additional information, I've reviewed the contract and PO documents and we 

currently do not have funding available within the current budget to accommodate additional presentations or briefings. ^ 

Please let me know if you have any questions. j 37 q 

Thank you and have a good day, 


From; l t FD)(FBI) 

Sp nfr! Frifiav. June 03. 2011 3:40 PM 

To;l 


Subject: RE: Follow on brief withl 


request for suggested dates. --iJSKREJ^ 


b6 

b7C 

b3 

b7E 


Classification: SE^?^T 

Classified ByT^/d37W75B74 
Declassify 0fn^0210601 
Derived From: FBI NSISC 


» Good Afternoon | ~| 

It is in the FBI's best interest to have our own repre sentative s provide the presentation. This strategy would be more 
cost effective as it would not require the funding foij^^reparation/presentation and would eliminate the need for 
government travel. Furthermore, our FBI representatives could provide a more in depth presentation as they are 
intricately involved in the programs and are more familiar with the FBi operationai needs. 


I supporl l [ recommendation for an internal presentation. If I can be of any further assistance please do not 
hesitate to contact me. 


Thank you. 



b3 

b6 

b7C 

b7E 
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b3 
b6 
b7C 
b7D 

Classification: SE^K^T 

Classified^^^ C37W75B74 
Declassify^0^: 20210601 
Derived From: xBI NS I SC 



l and COTaH |can conduct a full brief at no cost Additionally l | is unaware 

can provide an enhanced brief here at ERF. Will this meet your requirement.. We can also 

I b6 

b7C 



Classification: SE< 


ET 


Classif ied\B;i^ C37W75B74 
Declassify 20210601 
Derived FrdmX.FBI NSISC 


If f iES^) I would like to receive the follow-on brief from| |soon, to include the projects that they weren't permitted to b 3 

brief to myself and OGC last time. b6 

. . . I |b7C 

(U//FOUO| |has advised that they are prepared to present at their location and it would cost the FBI approxj | 

for the prep and presentation time. I was very pleased with the earlier briefing and would like to wrap this up soon. 


(U) Please advise regarding your availability so we can get this accomplished. 
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U.S. Department of Justice 


Federal Bureau of Investigation 


935 Pennsylvania Ave. NW 
Washington, DC 20535 

1 July 2010 



Subject: 




ogram Meeting 
Contract 


Thank you for taking the time to meet with oui on June 23, 2010. As we made 

clear during the meeting, we are anxious to get work started under tins contra ct. Additi onally, 
our funding has a life expectancy. As advised on during this Program Meeting las been 

instructed not to proceed with any additional. services and additional work reg^amg any 

Purchase Orders revoked during the meeting] jias been advised to stop work until such 

time that the FBI submits official tasking statements of work and has provided funding for 
services. 

Cancelled Purchase Orders : The following Purchase Orders are hereby withdrawn anc s 

instructed to destroy these documents as funding has been deobligated until Taskings have been 

awards vdll be issued under new Purchase Orders. POs to destro 




■ Forthcoming Tasking Requests : The FBI is working diligently to complete our final, official 
Statements of Work (SOW) for the above Tas kings. It is o ur intention to submit these Taskings 
on 7/12/10 for a technical and cost proposal Iron [ Each Tasking should be treated as an 
individual project; therefor e, a response fo r one Tasking should not be held or delay any 
respop cpc tn nthpr .Taskings [ s the Contracting Officer’s Technical Representative 

for th( Contract. .Any Technical Leads on individual Taskings will be identified 

within the SOW or at the Tasking Kick-Off Meeting. 

Security Matters : Please provide the FBI with a status of the secured space foi work 

and a proposed schedule for any outstanding requirements in order to . We are working with 
Security to coordinate the requested STE and making adjustments to the DD-254. Unfortunately, 
these requirements must go through the security division. We have provided them with the 
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background and delays on this project; however, we are unable to control the rate at which they 
provide us with the final equipment and documentation. 



If I can be of furth er assistance with this effort you may 
^ic.fbi.gov. 


contact me via e-mail at 


Sincerely. 


(Jontracting uriicef 




• b3 
b7E 


|Task Order 1 Questions 

Regarding Section “1.3.1 Key Areas” of th d ~b oW, the items are listed as “examples" of what 
should be done on the Task. In order to properly bid these activities, we are making the following 
assumptions. The contractor requests that you review these assumptions, verify their accuracy and 
provide more clarification where necessary. 

1 ) 


2 ) 


3 ) 


b3 
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b3 

b7E 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, DC 20535 


25 April 2012 


Subject: 


Contrad 


Task Order Letter Request 


Dead 


Please find enclosed a copy of the Statements of Work (SOW) for training developed by 
the Federal Bureau of Investigation pRIl This.requirement describes the need for training of 

FBI personnel in the operation of thJ devic e. The FBI intends to award this requirement 

as a new Task Order under the existing [Contract utilizing Firm Fixed Price (FFP) 

provisions. The FBI is interested in obtammg a proposal for this task to be performed in ■ 
accordance with the subject Contract. Contractor shall provide technical and cost proposals to 
support tasking as set forth in the Statement of Work. Contractor is requested to provide pricing 
on a per person/student basis and per class for a comparison and determination of most cost 
effective and efficient strategy for obtaining the necessary training. In the future, the FBI may 
consider adding this training to the Contract price list. 

The award of this TO is contingent upon receipt of funding. If there are any question 
regarding this SOW please submit them to my office, in writing, within the next five (5) business 
days. It is therefore requested that your company review the enclosed SOW and if the proposed 
contract vehicle is appropriate, a cost and technical proposal should be submitted in accordance 
with the terms and conditions of the FBI's Contrf^r;t nn l ater than 1.0 May 2012 at 1:00 PM EST 


or sooner. Unclassified proposals maybe email t 


glic.fbi.gov . 


Should you have any quest ions concerni ng this matter, please contact me at 202^ 
J response may be faxed to 202 


Attached: Statement of Work fo: 


["raining Tasking 
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20121:54 PM 


' 

ITew Task Order unde 



'0 2_4-25-12 Letter t 


rraining_TO 2_ 


Good Afternoot 

Attached, please find a Task Order Request Letter and accompanying SOW for a new task order under th 

Contract. The FBI requests a technical and cost proposal in accordance with the Contract to obtain the identified 
services. Within the next 5 business days, please submit any questions regarding this requirement to my office, directly. 
Proposals are due by 1PM on 10 May 2012. E-mail submission is preferred. 

Thank vq u for vour assistance. 


(jontracting unicer 
Federal Bur eau of Inves tigation 
HQ: (O) 202| || (F) 20 : 

QT: (O) 703l I (F) 703 

BB: 202| I 










5 ?^ 
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"raining Evaluation 


Cost Assessment: 

The co st of the co urse is for one instructor n er four students. The FBI requests 

students anc^ nstructo rs so we c an perform class es simultaneously for a 

cost o| ~l This equates t per studen t to j ^ ays of instruction which 

inclu(fei lr.f r.lassronrn irisfriictinTi l Inf d eployment practical exercises with 

emphasi^ rwill include a written test and a 

practical application test. 


We also requested two classes simultaneously to get as man 
amoimtoftime. 


e snortes 


Technical Evaluation: 


raining material consists of six sections. 







Here is the|| 


Anything marked with red is not directiy traceable to exact wording. Some may be 


inferred but not defined, others may not be compliant. These are the areas where we need to question them. 
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xls » 


DERIVED FROM: Multiple Sources 
DEClsASSlFWON: 203S090F 
SECRET//NCrt=t)RN 











"M' 


SEWET//NOFORN 


b3 

b7E 


SOW 


BOW vs. Proposal 


Proposal 



2.1.1 second paragraph 


2.1.1 paragraphs, 


Inferred by other statements 


"requirements Non Compliance"' 


2.1.1 para 4 


Inferred cap ability to the extend 


See section 2.4 


2.1. 1.2 para 2 bullet 1, para 8 bullet items 


2. 1.1. 2 para 8 first builet item 


■ 

I 2 .I.I .2 para 8 
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and practical operation examinations. The requirements for receiving WITT certification are as follows; 
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Importance: High 
FYI 


From] 

To: I 

Cc:| 

Sent: Wed Mar 03 11:16:43 20 10 
Subject: REJ 


I rliH a r heck on our records whic h DOES indicate you havq 

pystems. I k ill be in contact to assist with getting 

accept our apologies for any confusion this has caused. 


and 

Please 


Is there a tim e we (voul | can talk today regarding your projects through the contract and 

follow-ons on l I WE have an immediate issue we must resolve in order to keep work going. I am 

available after 2pm today - please let me know when would be convenient for your team. 


Thanks, 



3/4/2010 


CELLSITE-16028 





Page 2 of 2 


But the other l ~| are: 


We would like to get these out to the field ASAP. 
Thanks . 


b3 

b6 

b7C 

b7E 


ft 


3/4/2010 


CELLSITE-16029 



)|0l0i<*!(oKiKJloKHo|0t<*iK>K -COMM. JOURNAL- DATE NOU-23-2010 HoK*** TIME 17! 33 )X*)|0K)K!I«K* 


MODE - MEMORY TRANSMISSION 


START-NOU-23 17:30 END-NOU-23 17:33 



FILE NO. 

-119 



STN 

NO. 

COMM. 

ONE-TOUCH/ STATION NAME/TEL NO. 
ABBR NO. 

PAGES 

DURATION 

001 

OK 

1 ' 1 

003/003 

00 : 02:25 




M.T, 

IHFCfciill:" 






HEREIN IS lTN:J.';::V|-t-- 
DA:E lj-31-.2ij'i2 DY ?y: 




federal bureau of investigaton 

facsimile cover sheet 



Mod 


"Textondlng POP 


b3 

b6 

b7C 

b7E 


Special Handling instructions: 

Pl«a«e let mo know W the document 


does not come out clearly and I can try 


submitting differently. 


Briof Description of Communication Faxed: 

Thank you for your assistance and have a 


Happy Thanksgiving. 



immediately to arrange for proper disposition. 


federal BUREAU OF investigationCELLSITE- 1 6043 
Page 1 of 1 





Issue 


Page 1 of 2 



Thursday, August 19, 2010 7:40 PM 



And let's try that again WITH the attachment... 



Take care. 








>)oKH<smc!lom3)<H<s|o|o|! -COMM. JOURNAL- sK>H*!K)lo|okslotoK!loW>l<>l^^ DATE MAR-14-2011 HoloKsK!)! TIME 13:19 sKHoKsKsKsloiok 


MODE = MEMORY TRANSMISSION START=MAR-14 13:18 

FILE NO. =295 

STN - COMM. ONE-TOUCH/ STATION NAME.^TEL NO. 

NO. ABBR NO. 

001 OK • 8 


END=MAR-14 13:19 

PAGES DURATION 
001/001 00:00:32 






1K:>H)X*sI<>K)K>K* 


:-.LL :LT:f:L-::::r : it i i. 

.1 .-.zi. 

, ^ ■ i ' ■ i . ■ j ■■ :. - 1 :■. :- .. ■■ ' -, / ■ ; 


MAR-11-2011 10:54 


P.05 


■ ■ L"'.' 

- AMENDMENTOFSULlCITATinNIMODlFlCAT.ONjj?W^ 


„ 'IffuU rtiS' 

1 I , , I ... 


Mod a 
"CTWVimr 


OOK 1__ 


I Hin-Mu uC Invootiantioa 

I I Room G 0 S 3 

93E pdnafiyit«n5 xvw# wf 

^aohingrtODf DC 20*»4h 


fi»aa ac £t«n C. 


j jjL.'MToHEW w w» WAllUfil fJw. 



. ... lA. 

*2i!Si2r HOiNrtWW* • __ 

- - L - 

K W* «S. 103(b) bUbobmI ' « 

LIMHnKri^D cocotow □ t. hot, E|Mr.0U»hd» rii ,,BV.aoocmonton;l rt(U;n 
U ' fa^wWibw - fa iii wwmoaHeAi i gti [inwo^i ' u, UJrm> >» h..*.,.,h^»o-b!iUJiJ«-...-i 
«< ■.n... .»«wti«<iiHi.lim in bb ptovldB BBdIi: 


» copies ui Uw Ittutnff •fflooi 


Pol* edubion^X _„.l r.M*^4jt,uAJ KflaBiuLi-u n TOficrfr^nlomit 

?„a.ss«/M ■• ■“ “ 

CrtofOBtor »*floed» fiUldlns Bt own ««K, 


idin<( In en« tunown^ i i 

wloh U>6 lOMr W*OB * iSSnSICICB* 
i,™.. JosiBi ‘£ 
en noMO Itetu Uii 001W» |_ 
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b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


CELLSITE-16101 



DATE, TIME 
FAX ND./NAME 
DURATION 
PAGE(S) 


RESULT 


MODE 



STANDARD 

ECM 


FD-'448 

Revised 

10 - 27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 


r Immediate 


C TOP Secret 


r Secret 


PRECEDENCE 


C Priority 


CLASSXFXCATXON 


C Confidential 


C Routine 


r Sensitive 


C unclassified 


Facsimile Number; jOale: 

06/24/2011 



FROM 


Name of Office: Number of Pages: (Including cover) 

FBI - Science and Technology Contracts Unit S 

Orlolnator’s Name: lOriginator's Telephone Number: lOriginator's Facsimile Number: 


Subject: 



ched Mod 4 to the 


PETAXIUS 


task Order, PO 


] providing award of 


special Handling instructions; 

Please sign the attached SF-30 (Mod 30) and fax back to the number above. 


Brief Description of Communication Faxed: 

Thank you for your assistance and have a good day. 


CELLSITE- 16102 

















FD-448 

Revised 

10-27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 


PRECEDENCE 


C Immediate 


r Priority 


C Routine 


CLASSIFICATION 


r Top Secret 


r Secret 


C Confidential 


r Sensitive 


C Unclassified 


TO 



Date: 

06/24/2011 -- 


Attn: 



1 



FROM 


b3 


Name of Office: 

FBI - Science and Technology Contracts Unit 


Number of Pages: (including cover) b 5 

5 b7C 

b7E 


Originator's Name: 


Originator’s Telephone Number: lOrigInator's Facsimile Nu mber: 


Approved: 


DETAILS 


Subject: 

Please find attached Mod 4 to the 


]Task Order, Po|[ 


providing award of| | 


b3 

b7E 


Special Handling Instructions: 

Please sign the attached SF-30 (Mod 30) and fax back to the number above. 


Brief Description of Communication Faxed: 

Thank you for your assistance and have a good day. 


WARNING 

Information attached to the cover sheet is U.S. Government Property. If you are not the intended .recipient of this information disclosure, 
reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Please notify the originator or local FBI Office 
immediately to arrange for proper disposition. 


FD-448 (Revised 10-27-2004) 
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FEDERAL BUREAU OF IN0iOtOTiW161O3 









AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


PAGE OF PAGE5 
1 1 1 


lEFrECTIVEDATE 
Jun 23,' 2011 

4. REQUI5ITION/PURCHA5E REQ. NO. 


6.I55UEDBY CODE 


7. ADMINISTERED BY (ff Other than Item 6} CODE 

1 


ppHoT-ai Riivoan nf Investigation 
Room 6853 

yib iJennsyivariia 'Ave. NW 
Washington, DC 20535 


Same as Item 6 . 


9A. amendment of SOLIilATION KIO. 


8. NAME ANB ADDRESS OF CONTRACTOR Wo., street, county. State and 2IProW 


CODE 


FACILITY CODE 


W 


^96.C)Ate£) miTeMiir 


1 oA. MOOIflgATION Of gOMTHACTOfiPEITFlgr 


X[lOB.UAim (HhhllkMrji 

05/18/2011 


b3 

b6 

b7C 

-b7E 


1 1. THIS I T EM ONLY APPLIES ' TO AMENDMEN T ? OF SOLICITATION? 


□ The above numbered solicitation Is amended as set forth In Item 14. The hour and date specified for receipt of Offers 


n Is extended, Cl Is not extended. 


Offers must acknowledge receipt of this amendment prior to the hour and date specified In the solicitation or as amended, by one of the following methods: 

(a)By completing Items 8 and 1 S, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED ATTHE PLACE 
DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECHON OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 
already submitted, such change may be made, by telegrarn or letter, otpylded each telegram or letter makes reference to the solicitation and this 
amendment, antfrs received prior td the opening hour and date specified. 


1 2. ACCOUNTING AND APPROPIRATION DATA (Ifrequired) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE 

A. THIS gHAh^E OiibEft IS ISEUEb EUftSUANT TC! (Specify authority) THE dHANiSES SET EOftTH IMitem hare MAde in thecontracIordEr 

NO.INITEM10A. 


c 

L 


□ 

L 

B. THE ABOVE NUMBERED CONTRACT/ORDER 15 MODIFIED TO REFLECTTHE ADMINISTRATIVE CHANGES (such as changes In paying office, 

appropriation date, etc. ) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.1 03(b), 


□ 

L 

t THIS SUAAIEMENTAL AcSREEMEMT IS ENTEfiEO IhfP (>UftSU A nI T6 AuTHOrITV OE: 



L 

D. OTHER (Specify type otmodillcatlon and authority) 

FAR 32.7 "Funding" and 43.103 "Bilateral" 


E. IMPORTANT: Contractor Qis not, is required to sign this document and return copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION ( Organized by UCF section headings, including sotlcitation/contract subject matter Where feasible.) 

The purpose of this modification Is to provide funding for services for the 


of 


& Condition s 

I Task 
not exceed 


I — iTasking. Services are to be provid ed in accordance with the Terms 

tfie LOiiti ' aml , sow, and ECP agreements. POP for I I is 6/10/11-8/3 1/11; original 
4 a e^±£pded through 8/30/11 for consistency. For I I C ontractor shall 

and doe s so at own r isk. Technical guidance will come tromT _ I, TL; 

to COTR r~ I . The following documentation is hereby incorporated into^the award 

land Contract: 1) SOW and support docs e-mailed 5/23/11 at 4:33PM; 2) ECP| ^ 

Technical | Roc e-mailed 6/14/11 at 5;10PM; 3) e-mail chain 6/23/11 at 3:43PM; and 4)| | 


invoice 
of[ 


ECP Cost 


10PM; 3) e- 

be revised and agreed upon ASAP. 


b3 


1 SA. NAME AND IltLE OF SIGNER (Type or print) 


'i6A. NAME And Title of CoNTRAaiNG officer ■ aype or print) 

u o 



1 


b7C 




Contracting Officer 

b7F. 

ISD-LUNIKAUUK/UPKCRUrt ’ 


15C. DATE SIGNED 

1 6B. united states OF AMERICA 

16C. UAIbSIbNbL/ 

(Signature of person authorized to sign) 


(Signature of Contracting Officer) 



NSN 754001-152-8070 
Previous edition unusable 


(REV. 10-83) 
Prescribed by G5A FAR (48 CFR) 53.243 


CELLSITE-16104 








From: 

Sent: 

To: 

Subject: 


FW: requisition! 


_JFD)(FBI) 

11 3:10 PM 
lOTD) (FBI) 

UNCLASSIFIED 


Classification: UNCLASSIFIED 


Attached is the revised requisition with the additional equipment we discussed yesterday. 

Thanks, 

□ 


b7C 

b7E 


From; | |[OTD) (FBI) 

Se nt; Tuesday, June 07, 2011 1:26 PM 
To: I ^ 


Subject: RE; requisition 


- UNCLASSIRED 


tFD)(FBI) 


Classification: UNCLASSIFIED 


I I ^ uv 

I I Attached is req| [with the changes. SRU made all changes in FMS. The quantity on line 18 was changed 7 c 

and lines 19-27 were added using a different account b 7 E 



.3598.pdf 


From; | 

Se nt; Monday. June 

To ) 

Subject: requisitior 


(OTD) (CON) 

. 2:46 PM 

I- UNCLASSIFIED 


OTD) (FBI) 


Classification: UNCLASSIFIED 


b3 

b6 

b7C 

b7E 


Can you please add lines below in PAMS for the above requisition - 


Increase line #18 to a total 




I \ once the changes have been made in PMA I will send print out a new req and send it to you. 


Thank you both for your help!!!! © 

b6 

b7C 



Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 

CELLSITE-16106 


2 




SPECIAL INSTRUCTIONS: 

Ship to Code: P45 

Delivery Instructions: M-F, 8am-4pm, except holidays 

Government's Estimate: 

Previous PO # 

Previous Contract # 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
see attached EC 



ttf-161071 
































Suggested Vendor: 



















FD-369 (Rev. 2-21-89) 


FEDERAL BUREAU OF INVESTIGATION 


Req. # 

Febniaiy 8,2011 

Date 

Supply Technician; 
Program Manager: 
Funding Approved: 
Requester; 

COTR: 




Page 1 of2 


Julian Date 



FY2011 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order # 


ITEM# 

NATIONAL STOCK 
NUMBER 

SER.# 

FULL DESCRIPTION 

1 


B 


2 



laptop 

3 




4 




5 




6 




7 




8 




9 




10 







UNIT 

QTY. 

SUBOBJECT 

COST CODE 

UNIT 

TOTAL 

OF 

ISSUE 


CLASS. 


PRICE 



each 


each 

EACH 


EACH 


EACH 


EACH 

EACH 

EACH 

EACH 

EACH 


SPECIAL INSTRUCTIONS: 

Ship to Code: P45 

Delivery Instructions; M-F 8am-4pm 

Government's Estimate: - 

Previous PO # _ 

Previous Contract # 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
see attached EC 


17 iOU 


b3 

b6 

b7C 

b7E 


b3 

b4 

b6 

b7C 

b7E 


CELLSITE-ieiOq 


































Equipment 


















Fft-3i59(Rcv.2-2l-S9) 




SrECttL mSTRUCrtOW 

S: 

JUSTIFICATION yORTnEruKOIASE OFNONESPESttAlU.K ITEAJS: 

Ship R< Code: 

NS 

EC 

lOsltVEiy rnstiiK4ioi»: 

M-y SBnHptn 


CloTOrmwiifs Eaiijnate: 




Pifevroi«K>S 




Trevioiis CortlracI 9 





b3 

b6 

b7C 

b7E 


b3 

b4 

b7E 


CELLSITE-16111 





















13 June 201 1 


In Reply Please Refer to 




935 Pennsylvania Ave. N.W. 
JEH Bldg Room 6853 
Washington, D.C. 20535 


Attention: 


Subject: 


Reference: 


Contracting Officer 


Updated Product Pricing Sheet dated 10 June 201 1 

IDIQ Contract No. 

BSedSl March 2011 



Attached: Pricing List 6 June 201 1 


The attached price listing is as of 6 June 201 1 and includes updates to the following: 


1) Addition of firm pricing for the 


2) Change to 


pricing policy 


The items are highlighted in orange on the updated listing for your convenience. Please incorporate the 
Pricing Sheet into the contract. 


Should you have any questions, please contact me at 



Regards, 










1 


CELLSITE-16113 




ED-369 (Rev. 2-21-89) 


FEDERAL BUREAU OF INVESTIGATION 


Req. # 

February 8, 2011 

Dale 

Supply Technician: 
Program Manager: 
Funding Approved: 
Requesten 
COTR: 


ITEM# 

NATIONAL STOCK 
NUMBER 

SER.# 

FULL DESCRIPTION 

UNIT 

OF 

ISSUE 

QTY. 

SUBOBJECT 

CLASS. 

COST CODE 

UNIT 

PRICE 

TOTAL 

1 




each 


2 




each 


3 




EACH 


• 4 




EACH 


5 




EACH 


6 


■ 


EACH 


7 




EACH 


8 




EACH 


9 




EACH 


10 




EACH 







A 



Page 1 of 2 


Julian Date 


FY 2011 


Contract Specialist 
Date Received: 
PPMS Approval: 
Purchase Order# 


b3 

b6 

b7C 

b7E 


b3 

b4 

b6 

b7C 

b7E 


SPECIAL INSTRUCTIONS: 
Ship to Code; P45 

JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
see attached EC 

Deliveiy Instructions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 

M-F 8am-4pm 







1 1 





CELLSITE-16120 



























Reauisition Descriation: 


























. 6.201 1 4:07PM 


MU. 64/ r, I 


THE HIGHEST CLASSIFICATION CONTAINED 
HEREIN IS: / • 

iy- FOUd - CiFS 


DATE; £ _ A E&JJL. 

OFAX# 


SECURE FAX HEADER SHEET 


UNCLASSIRED 
SUBJECT/COMMENTS: I 







TH(S FAX CONSISTS OF HEADERS V P AGES. 

/» 

PLEASE SIGN THE DOCUMENT RECEIPT BELOW AND FAX BACK TO EITHER NUMBER 
A BOVE TO AVOID TRACER ACTION. THANK ’ 





(Oaffe) 


THE HIGHhSl CLASSIFiCAl ION CONI AlNbD 
HERBN IS: 




THIS HEADER SHEET IS UNCLASSIFIED 


b3 

b7E 


b3 
■ b6 
,b7C 
b7E 


b3 

b6 

b7C 

b7E 


16122 



APR, 6.201 1 4:08PM 


NU. 54/ r. 1 




6 April 20 11 

935 Pennsylvania Ave. N.W. 
lEH Bldg Room 6853 
Washington, D.C. 20535 

Attention: 

Subject: ~|^ 


1 Contracting Officer 


)IQ-ECPfor 



Reference: (3 DDIQ Contract No| 

(b) Letter Received 3/22/1 1 for ECP on 


In Reply Please Refer to 


Attachment: 


Taskable Engineering ECP Proposal 


Peat ] ~| 

Please see the enclosed ECP proposal for the above referenced item. 


For technical questions please contacti 

br contact the undersigned 


Very truly yours, 


b3 

b6 





APR, 6.201 1 4:09PM 


NO, 64/ P, 3 


UNCLASSIFIED/FOUO/LES 


Effort Oil Taskable Engineering 

Taskable Engineering Nnmb ert Effort - 01 
Taskable Engineering Name: 


Date: 04/05/2011 




1.0 Scope 



3.0 Schedule 

The effort starts immedia.tely after COTR approval and will run approximately 4 weeks 
in duration. The effort includes software design, development, and test phases. 


b3 

b7E 


b3 

b7E 


4.0 Assumptions 

• No additional Program Manager, Administrative Support, Finance Support, 

Security, and Project En^neering are b id based on the assumption that this effort 
will run in conjunction with the existin d [ Task. 

• Regression and acceptance testing will be conducted by| at the 








UNCLASSIFIED/FOUO/LES 


APR, 6.2011 4:10PM 


NU. 64/ r, 4 


Due to ae quick tuiu-aiound nature of work, aU Customer responses and 

r^ nmiTYip-nt approvals are re quested within in 5 days of receipt. 
a I I will be made to reduce overhead. 

Increased productivity is based on the assumptions ^at a stteamlined process will 
be used (e g. no design updates or reviews are required) and that an existing 
' ^ ^ will be available. 

nxatic 


This bid does not include a tmai oemonslration. 


5.0 GFE/GFI 

Contractor will make use of currently available GFE. 


b3 

b7E 


6.0 Materials 
None 

7.0 Travel 
None 


8.0 Total Cost 
Total cost anticipated: 


inclxidea 


prop prep 


for both efforts) 


I have reviewed this estimate and find it 
authorize this task to be performed. 


consistent with the 


Contract, and therefore 


b3 

b4 

b6 

b7C 

b7E 


Approval 

COTR 











CELLSITE- 16125 




APR. 6.2011 4:11PM 


NO. 54/ P. 5. 


UNCLASSIFIED/FOUO/LES 


Effort n j [Taskable Engineering 

Taskable Engineering Nuimb er: Effort - 02 
Taskable Engineering Naime: | 


Pate: 04/05/2011 


1.0 Scope 




es to the 



2.0 Deliverables 


UNCLASSIFIED/FOUO/LES ‘ 

1 •• 


CELLSITE- 16126 






APR, 6,2011 4:1'2PM 


NO. 647 P. 6 


UNC]LASSIFIED/FOtJO/LES 


• Modffiec 

• Modifiec 

• Updated 


3.0 Schedule ■ ^ i y, 

The task starts inunediately after COTR approval and will run approximately 4 weeks in 

duration. The task includes software design, development, and test phases. 


4*0 Assumptions 

• No additional'Progxam Manager, Administrative Support, Finance Support, 
Security, and Project Engineering are bi d based on the assumption that this task 
will run in conjunction with the existing f [ Task. 


Regression and acce ptance testing will be conducted bjj^ 


at the 


Due to the quick tiim-around nature of the work, all Customer responses and 
document approvals are re quested within in 5 days of receipt. 

/I |will be made to reduce overhead. 

Increased productivity is based on the assumptions that a streamlined process will 
be used (e.^., no design updates or reviews ai'e require<^^and that an existing 


will be available. 


This bid does not include a final demonstration. 


5.0 GFE/GFI 

Contractor will make use of currently available GFE. 


6.0 Materials 
None 


7.0 Travel 
None 


8.0 Total Cost 
Total cost anticipated: 


I have reviewed this estimate and find it 
authorize this task to be peifonned. 


consistent with thd 


pontract, and dierefore 





COTR 


Approval 


b3 

b7E 


b3 

b6 

b7C 

b7E 


^i' V* { ’ • ' * * ’*• •“ ' 


UNCLASSIFIED/FO.U0MS 




CELLSITE- 16127 











MAR, 30. 201 1 3:1 3PM 


NO. 645 P. 1 




b3 

b7E 


b3 

b6 

b7C 

b7E 


THIS FAX CONSISTS OF HEADER + PAGES. 

PLEASE SIGN THE DOCUMENT RECE!f*T BELOW AND FAX BACK TO EITHER NUMBER 
ABOVE TO AVOID TRACER ACTION. THANK YOU. 


(Printed Name) (Signature) 

THE HIGHEST CLASSIFICATlOiN CONTAINED’ 
HEREIN IS: 


THIS header SHEET IS UNCLASSIFIED 


E-16133 




ALL :KroPiiv:.::t: ■ 

HEREIN IS ■ONCuMST-T--- 
DAIE 10-31-2012 BV OB! 


From: 

Sent: 

To:- 

Cc: 

Subject: 

Attachments: 


Fri/Saw Mgr^h 1 » *1 4;5S PM 


FW: 


Document and ATP 


bdf; 8023043 RevA.pdf; 8023043 Rev A_Changes Displayed.pdf 


~| df 8023043 Rev A.pdf 8023043 Rev 
(194 KB) (1 MB) ,_Changes Displaye. 

These are for your record. The files are the updated test plans 

for the actual acceptance test, rather than the one they sent for approval last week. 


From: | 



Sent : 

Friday, 

March 18, 2011 4:47 PM 

To: 



Cc: 1 



Subject : 

[Document and ATP 


b3 

b6 

b7C 

b7E 


wants to use 


b3 

b6 

b7C 

b7E 


I l asked me to email you copies of the Document and ATP. Soft 

copies were also mailed on CD. There's actually two ATP documents attached. One showing 
the final version and one showing what has changed since the last version we sent you. 
Have a great weekend. 










Date: 

Attendees: 


November 16, 2011 


SRR 


Reviewe d I system requirements; all updates have been incorporated into the 

System Requirements Specification document 
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All kif:?^-iati3n iiirrAiHEi Page 1 of 1 

HEREi:i ;e nrciAssiFiEi 

DATE 10- 3 1-20 12 3; cEl"? Il-ll/ra 





From: | 



Sent: 

Thursday, April 07, 2011 4:46 PM 


To: 

Cc: 



Subject: 

Error in 


Importance: High 





1 |is currently out of the office and 1 didn't want to delay getting this correction to you. 1 Just noticed 


an error inL^ llhe document we faxed contained 

following in i 


I transposed 


The correct values are shown in the 


we originally provided. 


I would resubmit the document but it was U\FOUO\LES and I can't get a 
day. Sorry for the confusion. 


but this late in the 


b3 

b4 

b6 

b7C 

b7E 


Have a great weekend & hope you are in business next week, 


CELLSlTE-1108 


4/21/2011 








12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


1, DateofOrder 2. Ordenil 

: 0 !^/l;€/ 2 Q.i 0 

6. To Contractor (Name, Address and Zip Code): 


,3, Mod. No. 


I 4. Mod. Data 


5. Page No. 


8. laauing Office (Address correspondence to): 

FEDERAL BUREAU OF' IRVESTIGATIOK ' 
' PROCUREHEHT SECTIOM 
■ RGDU f^823, JEH F.B, I. BLD6. 
WASHIMGTOH, ,D.. C, 20U3S 


7. Ship to (Consignee and address, Zip Code); 

FEDER AL HUMEAi,; OF IHVES TIGATIQH 

ATTfl j I 

BUILDIHG 2795aA .' 

■' QUAKTICrj,"'¥'A ■;22l35 


9. Sand Invoice to: .(Nt^ Addi^;M,Zip Code): 

.-.L BUILDING 2795S A 

8UAKTIC0, VA 22135 



HpATIOH 


10: Bualneas Claaaificallon 


11. F.O.B. Point 

DESTINATIGH^ 


Lino No. 
(A) 


SupplieaorSorvIcea ' 
(B) 


13. Schedule 


Quantity Oiderad 


12. Diaeount Tarma 


MET 30 'DAYS 


Unit Price 
(E) 


Amount 

(F) 


WASHIN6T0 

IF THIS INFORMATION IS NOT AVAILAB: 
THE INVOICE WILL BE CONSIDERED AN 
SHALL BE RETURNED. 

■»«■»«■«■##■»•»#*#««■«•«««««■«•«««« f: «■««■*«■*# » 

A PROPER INVOICE SUBfl.TTTED FOR PAY: 
CONTAIN THE FOLLOWING: THE NAME OF 
INVOICE NUMBER; THE CONTRACT OR PUl 
THE INVOICE DATE; DESCRIPTION <I.E 
HUMBER), PRICE AND QUANTITY OF GOOl 
RENDERED; SHIPPING AND/OR PAYMENT ' 
BANKING / ROUTING NUMBER TO ALLOW 1 
NAME, TITLE AND TELEPHONE NUMBER Al 
SUBSTANTIATING DOCUMENTATION AS REl 
CONTRACT. 


h DC 2033 3 

.E TO THE 30VER4MENT, 

tKPROPER .INVOICS AND ,-, 

r *««■«««*#-*■»■««* « i *■»**«■ 

2ENT TO THLI FBI MUST 
THE VENDOR; AH 
^CHASE ORDER NU 1BER; 

NAME OR ITEM TINE 
)S OR SERVICES 
rERKS; TAXPAYER ID#; 
•FT PAYMENFf CONTACT 
ID ANY OTHER 
JUIRED BY THE 


14. Type of Older 

□ A. Purehaee - Please furnish the following under the teims, and 
Conditions specified on both sides of this order, the above quotation 
number If Indiceted. and the attached sheets, If any. Including deUvery 
as Indicated. I 

CONTRACTOR NUMBER | 

Point of Contact • Purohaae Order Information; 


Commercial Payments Unit - (202) 


□ B. Deliveiy- This delivery order is subject to Instructions con- 
tained on this side only of this form and Is Issued subject to the terms 
and conditions of the aboVe-numbered contract. 


Grand 

Total 


See Instructions on Rsverss 


C - PROCUR 


Halisfi 







Purchase Order for Supplies or Services 



1. Dale oi Order 

09/14/20,10 


6. To Contractor (Name, Address and Zip Ctxte): 


5. Page No. 



8. lasuing Office (Address correspondence to): 

FEDERAL BUREAU OF IKyESTIGATIOR 
FROCUREMEMT BECTIOM 
ROOH 6823, JEH F, B, I. ELDG„ 
WAEHIflOTOK, D. C. 20335 


7. Ship to (Consignee and address. Zip Code): 

Ff/OEHAl BUREAU OF IMVESTJUSAl'TOK 


/u I 

BUlLDiKG 27S3SA 

QUAHTICO, VA 22135 


9* Send Invoice to: (Name, Address and Zip Code): 

FEDER AL BfJREAO OF IHVEST IFiATTOR 
ATTN J I ~l 

BUILDING 27958A 
OUANTICa, VA 22125 


10. Business Classincetlon 


11. F.O.B. Point 

12. Discount Terms 

b6 

b7C 

de:stinatiok 

NET 30 DAYS 

13. Schedule 




Line No. 
(A) 


Supplies or Services \ 
(B) 



DUE DATES 09/: 








Quantity Ordered Unit 

(C) (D) 


Unit Price 
(E) 



ICAL 




Vf, 

SE IN 
ING 


INCREKENTAL FUNDING FQiiJ | 

GUIDANCE TO COME FROM I TFCHNICA 

SERVICES TO BE PEEFORMFD IN AGCORDANCE WITH ' 

POPs 9/14/10*9/14/11. TERMS AND COHDITIONS A: 

EFFECT UNDER THE CONTRACT. CO NTRACTOR 
AT OWN R.TEK. SEND INVOICES TO 

««•*« ■ «*■*»*■♦%« ft * r «***•♦«««*«■««■«■««♦«*■»*««••»«■«« * 

ALL PAYMENTS BY THE GOVERNMEHT UNDER THIS OR 
BE MADE DY ELECTRONIC FUNDS TRANSFER <EFT). 

SHALL PROVIDE THIS INFORMATION OH L.ACH INVOlte OR 
SUBMIT SF--3801 FORK TO: FBI, COMMERCIAL PAYilEHTS UNIT 

RM. 1967, J. EDGAR HOOVER BLDG 
933 PENNSYLVANIA AVluNUE, NW 



14. Type Of Older 

□ A. Puiehaae. Please furnish the foUowing under the terms, and □ B. Dellveiy- This delivery order Is subject to Instructions con- 

Condltlons spedfled on both sides ot this order, the above quotation talned on this side only ol this form and is Issued sut^ to the terms 

number H Indicated, and the attached sheets, it any, including delivery and conditions of the above-numbered contract, 
as Indicated. 


IS. 

Grand 

Total 



KKXJtXKXXKXK 


See Instructions on Rsverss 


Point of Contact • Purchaae Order Information: 


16. United States of America 

By (Signature) 


Point of Contact - Invoice Payment Status: 
Commercial Payments Unit - (202) 324-5614 


17. Name (Typed) 


KXKKXKXXKXK 


Title: Conlractlrm Officer 





















AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


1. CONTRACT ID CODE 


PAGE OF PAGES 

1 I 2 


2. AMENDMENT/MODIFICAITON NO. 

Mod 1 


6. ISSUED BY 


CODE 


3. EFFECTIVE DATE 

09/14/10 


[ 


F.=.dpral Bureau of Investigation 
Room 6853 


935 Pennsylvania Ave. NW 
Washington, DC 20535 


4. REQUISITION/PURCHASE REQ. NO. 


5, PROJECT NO. (If applicble) 


7. ADMINISTERED BY (If other than Item 61 CODE 

Same as Item 6. 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State anil ZIP Code) 


CODE 


FACILITY CODE 


(X) |9A. AMENDMENT OF SOLICIATION NO. 


9B. DATED (SEE ITEM 11) 


ir'A unnicrr-ATinM pc CONTRACT/ORDER NO. 


lOB. DATED (SEE ITEM 11) 


09/14/10 


n. THIS ITEM ONLY APkiES TO AMENDMENTS OF SOLICITATIONS 


I I The above numbered solicitation is ampnded as set forth in Item 14. The hour and date specified for receipt of Offers CU I* extended, | — | Is not extended. 
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of tho following methods: 

(a)By completing items 8 and 1 5, and returning copies of tho amendment; (b) By acknovdedging receipt of this amendment on each copy of tho offer submitted; 

or (c) Bv seoarate letter or telegram which includes a reference to the solicitation and amendment numbers, FAILURE OF YOUR ACKNOWL^GMENTTO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE^RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTKDN OF YOUR 

your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified, 


□ 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


a 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE 

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 1 4 ARE MADE IN I ME COIV 1 MAC 1 UMUbh 




B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO RERECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14. PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

>C 

D. OTHER (Specify type of modification and authority) 
FAR 32.7 Funding 

E. IMPORT/ 

^NT: Contractor Q is not, is required to sign this document and return copies to the issuing office. 


b3 

b6 

b7C 

b7E 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 


Please see attached document for details. 


Except as provided herein, all terms and conditions of the document referenced In Item 9A or lOA, as heretofore changed, remains unchanged and in full force and effect. 


1 sa MAIVIF AND TITLE OF SIGNER ITvne or print) 


Contracts Manager 


I RA. NAMF AND TITLE OF CONTRACTING O FFICER (Typo or print) 


Contracting Officer 


1 SB. CONTRACTOR/OFFEROR 

ISC. DATE SIGNED 

16B, UNITED STATES OF AMERICA 

16C. DATE SIGNED 

(Signature of person authorized to sign) 


(Signature of Contracting Officer) 


NSN 7540-01-152-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. 10-83) 
Prescribed by GSA FAR (48 CFRI 53.243 
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SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


SF-30 PAGE 2 OF 2 


Purchase Order Numberl 
Modification # 1 


Task Order undeii 


Documentation Incorporated: 
The purpose of this : 
for services under the 



n is to provide incremental funding in the amount of[ 
Task Order. Period of Performaiice: 9/14/10-9/14/1 1 
Jtechnical lead 


All 

Services to be 


technical guidance to come from 

performed in accordance with the sow and documents below. 

The following docu ments are hereby incorporated into the SOW for this Task Order rmder | ~| 


FBI 

accompanying documents dated 7/13/ 


- [ 


fb!T 


Costing),! 


Task Order Letters, Statement of Work, and 

0 ; 

JCost and Technical Proposals dated 8/9/10; 

Jtechnical questi ons and req uests for clarifications submitted 8/26/10; 

iR evisions dated 9/9/1 O j I Contractor Bid or Proposal Information (Revised 


JPrice Summary Ta ble and acc ompanying Technical Proposal 


Questions; 


Revisions, and Responses to Government! 

- FBI Revised Responses to Conditions and Assumptions (C&As) 

o The FBI concurs with the following C& As: 1, 5, 12, 17, 29, 30, and 34; 
o C&As 18, 27, and 28 responses stand per l 1 9/9/10 revisions, 
o Responses fo r all othe r C&As shall be those provided in the FBI’s Responses to 
C&As for the | ] tasking e-mailed 9/14/10; 

Award Summary: 

The FBI the h ereby awards this Task Order on the following estimates provided in| 


% 


ummary Price Table” dated 9/9/10 under the previously agreed up on Cost-Plus 


Fixed Fee pricing: 


[Development 


The Total estim ated cost of this Ta sk Order is| 
funding through in the amount of| 


The FBI provides incremental 


General: 

Terms and conditions are those in effect un der the contract. Contractor exceeds funding at own 


risk. Invoices to be sent to 


COTR. 
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Thursday. August 26. 2010 3:07 PM 


From: 

Sent: 

To: 

Subject: 


FW 


Clarifications 



RECORD 268-HQ-1 068430 


ALL IHFOEMATIOH COSTAIHED 
HEREIH IS ONCLASSII’IED EXCEPT 
WHERE SHOWH -OTHERWISE 


From: 

Sent: 

To: 

Subject: 


inursrtav. Atrniict-Pfi ?ninQ-iVaM 




ICIarifications 


^i-.mL iy /KoronET 

RECORD 268-HQ-1 068430 


I used the_^ 

to deficiencies in the 


Iforgenerkinq the questions, and it is very similar or identical to the 
' rhean both. 


So when I refer 


b3 


Please forward clarification td 


b7C 

b7E 


From: 


1 

Sent: 

inursnav. ai inner in 7nin a 

A 

To: 


Cc: 



Subject: 

RE: [Clarifications 



~5EE B l T//l<OnMr 
RECORD 268-HQ-1 068430 


Good Morning Guys, 

I m compiling all our questions/ clarification r equests to send over to 
below? It will not be evident in a' ' “ 


Please confirm that I'm interpreting correctly: 


lean you clarify the red text 


ThanlEc; 




From: 

T 1 

Sent: 

^MIilHi 1 1 liW III III 1 1 ■ lillil II lill'l 

To: 


Subject: 

FW: 1 [Clarifications 


7 ^TrrftrT//MOEORFr 
RECORD 268-HQ-1 068430 



1 
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I didn't have time to review most of these, but I know there are some that are confusing. We'll just have to deal with it when 
we get there. And again some are contractual and covered in all of the responses and some are actual technical. 



Reference Documents 






FD-448 

■Revis«d 

10-27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 


PRECEDENCE 


C IfTunedlate 



X. Priority 


C Routine 


CLASSIFICATION 


C Confidential 


C Sensitive 


C Unclassified 


Nam»> nt rtPrirn- 


TO 


I 


'arrimU^ 


Date: 



1 


■ 

Telephone Number; 


FROM 



Name of Office; 

FBI - Setencft and Technology Contracts Unit 


Originators Name: 


OrialnarQr'g TelPnhnna M.imj 


60TK-. 



■1 


Num^r of Pages: (including coyer) 

7 


Subject; 

Technical Questions forJ 


Special Handling Instructions: 


Please confirm receiRt of documentation; in Securit y and ii | 

+U.5 OAclciJU-^-l^eci. ^SlAC 
Vi> #aboO€. 


ALL INFORMATION CONTAINE.D 
HEREIN IS DNCXASSIFIED 
-DATE. 10-31-2Q12 ET 65179 DHH/rS 


O riginator's Facsimile Nu mber; s. 


b3 
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Brief Description of Communication Faxed; — — — — 

Thank you for your assistance and have a good day. 


repSrton® dS infe^mafionYsTrohffi disclosure, 

immediately to arrange for proper disposition. Pranioited (18.USC, § 64i). Please notify the originator or local FBI Office 


FD-448 (Revised XO-27-2004) 


Page l of 1 


FEDERAL BUREAU OF iNVESTfeATi 








wo. 598 p. 1 


JUL, 1 3.-201 0 4:28PM 

« FD -<448 

■ Reviseel 
iO-27-^2004 



C. Immedlete 


G Top Secret 


Name dF OFfice 


Name of Office! 

FBI " Qiiantlco Contracts Untt 


Subject! 

Task Order Lettera for 


FEDERAL BUREAU OF INVESTIGATJON 

FACSIMILE COVER SHEET 


PRBCEDENCe 

C Prio ricy 

CLASSIPIGATIONf 

G Confidential 


G Routine 


G Sensitive 


G unclassified 



FROM 


jNumfaer of Pages: {including cover) 


umber; lOriginator's Facsimile Number: 



DETAILS 


I Please confirm receiot of the 

irmmg page numbers. ***ALL DOCUMENTATION TO GO 


Special Handling Instruetlor 

Unclass Fax:! 


Mi IHrCRyJkTION 
_HEE£:IK IS ONCL1.3SIFIED 
'date 11-01-2Q12 BY 651 


Brief Description oF Communication Fa:eed! 

Thank you and have a good day. 


Warning 



PD-448 CRevieed 10-27-2004) 


FEDERAL BUREAU OF INVestieATION 






U.S. Department of Justice 



Federal Bureau of Investigation 
Washington, DC 20535 
13 July 2010 


Subject: 


Dear 


Please find enclosed a copy of the Statements of Work (SOW) foi[ 
developed by the Federal Bureau of Investigation (FBI). 


The FBI is interested in obtaining a proposal for this task to be performed in accordance 
with the subject Contract. Contractor shall provide technical and cost proposals to support 
tasking as set forth in the Statement of Work. 


If there are any question regarding this SOW please submit them to my office within the 
next five (5) business days. 


It is therefore requeste d that vour comnanv review the enclosed. SOW and if the proposed 

contract vehicle is appropriate] ^ 

be submitted in accordance with the terms and conditions of the FBI's Contract prior to but no 
later than August 3, 2010 1 :00 PM EST. Unclassified proposals maybe email to 


Should you have any q uestions concern ing this matter, please contact me at 


response may be faxed to 


secure fad 


Sincerely," 


Contracting Officer 
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Attached: Statement of Work for 
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1 1 III I Mill m n r io iiiiii_ 

STATEMENT OF WORK 


i , 


Program 

I Task Order 1 


Derived From: NSIS^-20090615 
Declassify 20350325 


1 (U) SCOPE 


1.1 (U) Task Overview 

(U//FOUO) Vendor shall study and determinef 


Vendor shall focus on 

J Vendor shall and provide fori 


(U//FOUO) Vendor shall also study and determine 


b3 

b6 

b7C 

b7E 


(U//FOUO) Vendor shall ensure that all 


1.2 (U//FOUO) Deliverables 

• (U//FOUO) Weekly Status Report (See Section 3.3) 

• (U//FOUO) Monthly Program Review (See Section 3.3) 

• nJ//FOUO) System Testing Plan (See Section 3.2) 
m//FOUO^I 


(U//FOUO) System Demonstration at contractor facility 


1 


CELLSITE-1245 



• (U//FOUO) Pictorial system connection diagram (See Section 3.2) 

• (U//FOUO) Final Technical Summary Report (See Section 3.2) 

1.3 (U//FOUO) Driving System Requi rements 

(U//FOUO) The study shall be based on| 


1.3.1 (U//FOUO) Key Technology Areas 



2 (U/FOUO) Concept of Operations 
if I 2.1 ^/NF) Assumptions in Concept of Operations 

. -(s:i 


~Trr FT Tinrnr t irni in inr 





■IS)- 


II 2.1.2 |^//NF) Generalized Sequence of Events 


3 


CELLSITE-1247 



to 






■ bl 
b3 
b7E 


3 (U//FOUO) Requirements 


3.1 (U//FOUO) Security Standards and Regulations 


(U//FOUO>Referto 

guidance. 


Statement of Work section 2S for 


(U//FOUO) SECURITY STATEMENT: This program, all documentation, all associations, all 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program and 
possible repercussions, both contractual and criminal. All dissemination of the program and 
contract information must be approved in writing by the COTR, to inciude, but not iimited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


irnTFT""" ' 

4 
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i;nmnrnmTnfnnn iffT 


3.2 (U//FOUO) Contractor Furnished Documentation 


(U//FOUO) Refer to 
list. 


Statement of Work section 2.6 for 


3.3 


(U//FOUO) Status Reporting 


(U//FOUO) Refer to 
guidance 


Statement of Work Section 3.3 for 


b3 

b7E 


3.4 (U//FOUO) Formal Meetings 


(U//FOUO) Refer to 
guidance . 


statement of Work Section 3.4 for 


3.5 (U//FOUO) government Furnished Equipment 

(U//FOUO) Government shall not supply any systems for fulfillment of this task. 


^BcivETOirii (iiinrnvmnT 

5 
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UNCLASSIFIED//FOUO - - 

STATEMENT OF WORK 

Program 

iTask Order 1 


1 (U//FOUO) SCOPE 



1.2 (U/FOUO) Deliverables 

• (U//FOUO) Weekly Status Report (See Section 3.3) • 

• (U//FOUO) Monthly Program Review (See Section 3.3) 

• (U//FOUoi System Testing Plan (See Section 3.2) 
U//FOUO 


kiimsiiisi] 


ystem' Demonstration at contractor facility 
(U//FOUO) Pictorial system connection diagram (See Section 3.2) 
(U//FOUO) Final Technical Summary Report (See Section 3.2) 


UNCLASSIFIED//FOUO 

1 
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UNCLASSIFIED//FOUO 


1.3 (U//FOUO) Drivina System Re quirements 

(U//FOUO) The study shall be based 


1.3.1 (U//FOUO) Key Technology Areas 

a) (U//FOUO)l 




b) (U//FOUO) 


b3 

b7E 


c) (U//FOUO) 


2 (U//FOUO) Concept of Operations 

(U//FOUO) Refer to CLASSIFIED Concept of Operations Document 

3 (U//FOUO) Requirements 


3.1 (U//FOUO) Security Standards and Regulations 


(U//FOUO) Refer to 
guidance. 


Statement of Work section 2.3 for 


(U//FOUO) SECURITY STATEMENT: This program, all documentation, aii associations, ail 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program and 
possible repercussions, both contractual and criminal. All dissemination of the program and 
contract information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


UNCLASSIFIED//FOUO 

2 
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UNCLASSIFIED//FOUO 

3.2 (U//FOUO) Contractor Furnished Documentation 


(U//FOUO) Refer to 
list. 


Statement of Work section 2.6 for 


3.3 (U//FOUO) Status Reporting 


(U//FOUO) Refer to 
guidance 


Statement of Work Section 3.3 for 


b3 

b7E 


<’ 

3.4 (U//FOUO) Formal Meetings 


(U//FOUO) Refer tol 
guidance 


Statement of Work Section 3.4 for 


3.6 (U//FOUO) Government Furnished Equipment 

(U//FOUO) Government shall not supply any systems for fulfillment of this task. 


UNCLASSIFIED//FOUO 

3 
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Derived From 
Declassify 0: 



'BI NSISCG-20090615 
0350401 


b3 

b6 

b7C 








inance From: Operational Technology Division 

/NF) 268-HQ-1068430, 03/31/2010 


(U) The Contracting Officer Technical Representat ive (COTR 

for thi s procurement is Electronics Engineer (EE) 

I and can be contacted at the Engineering Researc 
Facility, located in Quantico, Virginia, for any questions 

U) Contractinq Officers are responsible for ensuring that 




^ 'iTnpmntT/m^^Sn^Tt; 


To: Finance From: Operational Technology Division 

Re: ^//NF) 268-HQ-1068430, 03/31/2010 


LEAD(s) : 

Set Lead 1: (Info) 

FINANCE 

AT WASHINGTON. DC 
FOR INFORMATION ONLY 

(Enc) 


CC: 

♦♦ 


b6 

b7C 



hi iii"i ii Ml I III iiT 
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FD-369 (Rev. 2-21-89) 


FEDERAL BUREAU OF INVESTIGATION 




ITEM# 

NATIONAL STOCK 
NUMBER 

SER.# 

FULL DESCRIPTION 

UNIT 

OF 

ISSUE 

QTY. 

SUBOBJECT 

CLASS. 

BI# 

UNIT 

PRICE 

TOTAL 

1 


EACH 



Requisition Description: 


Suggested Vendor; 



* 

' .1 

b3 


■ y 

r 3 

• i 

b4 



'.’J 

b6 




b7C 

‘ t 

-- 

. * i 

b7E 

■ * ~ I 

.o 

t * i 



* • 

O 



r:.> 




SPECIAL INSTRUCTIONS: 

JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 

Ship to Code: [ 

1 

SEE ATTACHED EC 


Delivery Instructions: 

M-F, Sam - 4pm, except holidays 



■•Government's Estimate: 




! 

Previous PO # 




APR 2 S 2010 j 

** * i 

: Previous Contract # 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Thiirgriav. Anniwt- 2010 12:40 PM 








lf \ h an't get the document to me in a timely fashion, please have him give me a call on my cell I so / 

can atleast have the information before we start negotiating our tasks. . . but please make every effort to get this in writing. 


DERIVED FROM: Multiple Soucges 
DEGI^SSIFY ON: 20350825/ 
SECRET//NOFORN 



DERIVED FROM: l\<Hjltiple Sources 
DECLASSIFY 01^20350825 
SECRET//NOFdRN'^ 



DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20350825 
SECRET//NOFORN “ 
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b7C 
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From: 

Sent: 

To: 

Subject: 


/ednesdavr^ugust 25. 2010 11:09 AM 


I confirm, that I want harris to purchase items □ for the project but: 


This on ly for i tpmfi i-ha1- mp riiri nni- already nrovi ria tham. as T 
already 

Also, I would like them to, pay for any services needed for the[ 


Thesq 
bumbered . 


b6 

i like them to pay for any services needed for the as well. , 

' b7C 

would not become property of harris at end of contract, and shall be F b7E 


This is my opinion, and think[~ [will make final call on this. 


Original Message 

Fr-OT p! I 
To: 

Sent: Wed Au g 25 11:03; 
Subject: RE:f 


b6 

b7C 

b3 

b7E 


Just to be clear - you do not want to issue them^ ^for any of the 4 items listed in the 

attachment. Instead you would like Harris to purcTTSTe these with f unding from the task 
order once awarded. P lease be advised that they will be tacking on to 

these purchases, i.e. ~| 

Please confirm. 

Thanks, 


From : | 

Sent: Tuesday, August 24, 
To: I 

Subject : FW: 


b6 

ao 4:52 PM b7C 

] b3 

b7E 


From : 



quote that as part of the contract price. 
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"This information is only intended for the use of the individual or entity named in this 
email. If you are not the intended recipient, you are hereby notified that any disclosure 
copying, distribution, or use of the contents of this information is strictly prohibited. 
If you have received thi's email in error, please notify me and delete it immediately." 






SE'Sa^T//NOFORN 





Thursday, December 17, 2009 12:00 PM 


Subject: RE: Recap of Discussions and Agreements at December 4th Meeting, etc. 


Thanks for following up - just wanted to make sure that this was on your radar screen. 
Happy ho lidays, 

<' 


b6 

b7C 


From? 

Senti. 

ToJ 


Subject: Re: Recap of Discussions and Agreements at December 4th Meeting, etc. 


In NY. We are good-working on letter to you. Happy Holidays! 


b6 

b7C ■ 


From: I \ 

TO.-I 

Cc: 

Sent: lue uec ip /uuy 

subject: RE: Recap of Discussions and Agreements at December 4th Meeting, etc. 
Hi I 


Just checking back in wit 
the status of Harrisi [ 


lessaqe . and to see if you have any updated information about 
1 application... 


b6 

b7C 

b3 

b7E 


Fromj 

Serit. 

Ccd 


jmber 09, 2009 4:36 PM 


Subject: Recap of Discussions and Agreements at December 4th Meeting, etc. 


I wanted to recap what we discussed and agreed to at our meeting on Decem ber 4^^ and follow up with 
you about the items you asked me to reconfirm with 


I tolcj I that you had spoken to ] 

condition language that you and I developed on at our meeting on November 23*'° 


about the 


condition for the | 

we think that the condition shoulc 


8/26/2010 


^ and that they are willioaJtQJccept this language as the 
T I have reconfirmed thatl I is fine with this language, but 

We assume that Harris has no issue with mawng tnat 


b6 

b7C 

b3 

b7E 





From: [ 



Sent: 

FriHgy litno-IS PM 




ri 

Subject: pjUA Kevisions 



b6 

b7C 

(U) 


UNCLASSIFIED 

NON-RECORD 


Good Afternoon Mr 


Thank you for taking the time to meet with me this afternoon to review the NDA[ 


provided to us in res ponse to 







the 


Thank y du again for your assistance, 



b6 

b7C 

b3 

b7E 

b5 


UNCLASSIFIED 
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£LL inf: t I, :: i i i : 

HEREIN 13 

DATE 11-01-2012 S’f J--V, • 


FD-857 (Rev. 9-15-05) 


SENSITIVE INFORMATION 
NONDISCLOSURE AGREEMENT 

An Agreement between 

and the Federal Bureau of Investigation (FBI) regarding the following activities; 

1. Intending to be legally bound, I hereby accept the obligations contained in this Agreement in consideration 
of my being granted *^cess to sensitive information from FBI investigations as required to perform my duties. As used 
in this Agreement, sensitive information is marked or unmarked information, including, but not limited to, oral 
communications, the disclosure of which may compromise, jeopardize or subvert any investigation. Sensitive 
information also includes information relating to closed investigations, the disclosure of which might compromise, 
jeopardize or subvert other law enforcement activities or investigations. I understand and accept that by being granted 
access to this sensitive information, special confidence and trust shall be placed in me by the FBI. 

2. I hereby acknowledge that I have received an indoctrination concerning the nature and protection of 
sensitive information, including the procedures to be followed in ascertaining whether other persons to whom I 
contemplate disclosing this information have been approved for access to it, and that I understand these procedures. 

3. I have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of 
sensitive information may cause irreparable damage to FBI investigations and that I will never divulge sensitive 
information to anyone unless (a) I have officially verified that the recipient has been properly authorized by the FBI to 
receive it; or (b) I have been given prior written notice of authorization from the FBI that such disclosure is permitted. I 
understand that if 1 am uncertain as to the sensitive namre or status of information, I am required to confirm from an 
authorized official that the information may de disclosed prior to disclosure of this information. 

4. 1 have been advised that any breach of this Agreement may result in the termination of my relationship with 
the FBI. In addition, I have been advised that any unauthorized disclosure of information by me may constitute a 
violation or violations of United States criminal laws, including Title 18. United States Code, or may lead to criminal 
prosecution for obstruction of lawful government functions. I realize that nothing in this Agreement constitutes a 
waiver by the United States of the right to prosecute me for any statutory violation. 

5. I understand that all sensitive information to which I have access or may obtain access by signing this 
agreement is now and will remain the property of, or in the control of the FBI unless otherwise deternuned by an 
authorize official or final ruling in a court of law. I agree that I shall return all sensitive materials which have or may 
come into my possession, or for which I am responsible because of such access: (a) upon demand by an authoriMd 
representative of the United States Government; or (b) upon the conclusion of my relationship with the FBI, whichever 
occurs first. 

6. I understand that these restrictions are consistent with and do not supersede, conflict with, or otherwise 
alter my obligations, rights, or liabilities created by Executive Order No. 12958; Section 721 1 of Title 5, U.S.C. 
(governing disclosures to Congress); Section 1034 of Title 10, United States Code, as amended by the Military 
Whistleblower Protection Act (governing disclosure to Congress by members of the military); section 2302(b)(8) of 
Title 5, United States Code, as amended by the Whistleblower Protection Act (governing disclosures of illegality, 
waste, fraud, abuse or public health or safety threats); the FBI Whistleblower Protection Act (5 U.S.C. 2303, 28 C.F.R. 
Part 27) (governing disclosures of illegality, waste, finud, abuse or public health or safety threats); the Intelligence 
Identities Protection Act of 1982 (50 U.S.C. 421 et seq.) (governing disclosures that could expose confidential 
government agents); and the statutes which protect against disclosure that may compromise the national security, 
including Sections 641, 793, 794, 798, and 952 of Title 18, United States Code, and Section 4(b) of the Subversive 
Activities AC't-of 1950 (50 U.S.C. 783(b)). The definitions, requirements, obligations, rights, sanctions, and liabilities 
created by said Executive Order and listed statutes arc incorporated into this agreement and arc controlling. I further 
understand, however, that any such information that is disclosed pursuant to applicable federal law continues to be 
subject to this agreement for ail other purposes, and disclosure to the appropriate entities provided by federal law does 
not constitute public disclosure or declassification, if applicable, or such information. 

7. Unless and until I am released in writing by an authorized representative of the FBI, I understand that all 
conditions and obligations imposed upon me by this Agreement apply during the time I am granted access to the 
sensitive information and at all times thereafter. 


CELLSITE- 10668 


8. Each provision of this Agreement is severable. If a court should find any provision of this. Agreement to be 
unenforceable, all other provisions of the Agreement shali remain in full force and effect. 

9. I understand that the United Stated Government may seek any remedy available to it to enforce this 
Agreement including, but not limited to, application for a court order prohibiting disclosure of information in breach of 
this agreement. I hereby assign to the United Stated Government all royalties, remuneration, and emoluments that have 
resulted, will result or may result from any disclosure, publication, or revelation of sensitive information not 
consistent with the terms of this Agreement 

10. I have read this Agreement carefully and my questions, if any, have been answered: 


Signature. Date 

Organization (if contractor, provide name and address): 


The briefing and execution of this Agreement was witnessed by 


(Type or Print Name) 


Signature. 


Date. 


b3 

b6 

b7C 

b7E 


SECUMTY DEBRIEFING ACKNOWLEDGEMENT 

I reaffirm that the provisions of the Federal criminal laws applicable to the safeguarding of sensitive 
information have been made available to me; that I have returned all sensitive information in my custody; that I will not 
conununicate or transmit sensitive information to any unauthorized person or organization; that I vrill promptly report 
to the FBI any attempt by an unauthorized person to solicit sensitive information, and that I have received a debriefing 
regarding the security of sensitive information. 


Signature. 


Date 


Name of Witness (Type or Print) 


Signature of Witness. 


Date 
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From: 

Sent: 

to: 

Subject: 


Tup.H;,v. Anrilir^m011::jijAM_ 


JlDST 


SENSITIVE BUT UNCLASSlt=IED 
NON-RECORD 


b6 I 

b7C 

. b3 I 

Security has reviewed and approved the NDAs, so they can be sent. I should get an email back from them that we can ]q 7 j? 

keep on file. i 


r/lw trin Hotailc hg\/o rhgnnoH 





SENSITIVE BUT UNCLASSIFIED 
SENSitiVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 

r. 3 » 

SENSITIVE BUT UNCLASSIFIED 


4 


CELLSITE- 10680 







B b6 

b7C 
b3 
b7E 

Here is the NDA, based oh your pony, for employees working on Please 

start it around for those who will be working on the contract. We can coordinate a way to 
get signed copies on file up here later. 

Thanks, 
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Wednesday. Mav 05. 


2010.8:42 AM 


ALL iKrir'.A:: :r 
HERElH l;: 

DATE 


Frotn: 

Sent: 

To: 

Subject: 


RE: 




Thanks 





didn't' want to proceed without your authorization to do so. 


Froni:L 


-Original Message- 


Sen t: Wednesday, Mav 05, 2010 7:58 AM 
To: 

Cc: 


Subject: RE: 


NDA 


b6 

b7C 

b3 

b7E 


Good Morning 


b6 


YeS/ and I worked together to finalize this NDA and I concur with b7C 

its contents. He will be the primary POC for coordinating signatures 
based on his knowledge of the proprietary information of the program, 


Please let me know if you have any questions. 


Have a good day, 


Original Message 

From: 


Tnp.c;dav. Mav 04 . 

2m 0 VI: 04 AM 

To: 

Cc: 




Subject: FW: 


J NDA 

importance : Hxgn 



Good morning 


We received the attached NDA via the program office. Please advise of 
* your concurrence with the program office's below request. 

Thanks so much, 

b6 

b7C 

b3 

b7E 


"It is better to travel well than to arrive." 

-Buddha 

"This information is only intended for the use of the individual or 
entity named in this email. If you are not the intended recipient, you 
are hereby notified that any disclosure, copying, distribution, or use 
of the contents of this information is strictly prohibited. If you have 
received this email in error, please notify me and delete it 
immediately. " 
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Fr 

Sen t : Kionaa 
To: I 

Cc: I 

Subject : 


Hajifl-J^—fche NDA,, based on your pony, for | | employees working on 

[please start it around for those who will be working on the 
contract. We can coordinate a way to get signed copies on file up here 
later. «- 


Thanks, 
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From: 

Sent: 

To: 

Subject: 


Friday. Aprilie. 2010 11:40 AM 
FWl I 


Attachments: 


NDA 


doc; 


NDA.doc 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b3 

b7E 


From: 

Sent: 

Friday, Aoril 16, 2010 11:39 AM 

To: 


Cc: 


Subject: 

FW: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD , 


b6 

b7C 

b3 

b7E 


Youare welcom^ 
Thanks! 


and I reviewed, no problem as far as security is concerned as long as OGC approved. 


From: | | 

Sent: Tuesday, April 13, 2010 11:11 A M 

To: — , I 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

IZZI 

Her-e are the soft copies. Thanks again for reviewing. b 6 

b7C 

b3 

• b7E 
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NON-DISCLOSURE AGREEMENT 
by and between 

the Federal Bureau of Investigation and 

Effective t he day of , 2009, (“Receiving Party”), a 

corporation of the I l and the 

Federal Bureau of Investigation (“FBI”), having its headquarters at 935 Pennsylvania Avenue, 
N.W., Washington, D.C. 20535 (collectively, “the parties”), agree as follows. 

WHEREAS, in furtherance of providing valuable information to develop new and/or to 
enhance existing products and services of the respective parties, certain disclosures may be made 
by the parties to one another, wherein these certain disclosures may contain information 
considered to be Aproprietary,0 as defined below in Article II of this Agreement. Such 
disclosures are hereinafter referred to as Aproprietary information, 0 as defined below in Article II 
of this Agreement. 


ARTICLE I - SUBJECT MATTER OF THIS 
AGREEMENT 



ARTICLE II - DEFINITIONS 


As used herein, the following terms and phrases shall have the meaning set forth below. 

“Proprietary” shall mean information that is not available to the public and which the 
parties desire to protect against disclosure or competitive use, and which may be subject to a 
trade secret, and shall include, but not be limited to, law enforcement sensitive information. 

“Informatiofi*’ shall include, but not be limited to: specifications, drav^ngs, tracings, 
sketches, figures, tables, charts and designs; computer software and other computer programming 
documentation, computer hardware and other equipment; know-how; models, samples, products 
and materials; data, including, but not limited to, test data; technologies, ideas and concepts; and 
non-public, current, future and historical commercial information, including, but not limited to, 
business plans, reports, marketing strategies and forecasts, product development plans and other 
product development information and financial plans and other financial information. 

“Proprietary Information” shall mean information that is in possession of the parties, is 
not available to the public and which the parties desire to protect against unrestricted disclosure 
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or competitive use, and which, if disclosed, could harm or otherwise impede investigative 
activities, techniques and methods, or other activities of the parties. 

“Personnel” shall include, but not be limited to: employees, contractors, authorized 
agents and authorized representatives of the respective parties. 

ARTICLE III - DESIGNATING PROPRIETARY INFORMATION 

If the proprietary information is tangible, it shall be clearly designated by the FBI as 
proprietary by appropriate legend, marking, stamp or other positive identification indicating the 
proprietary nature. If the proprietary information is communicated orally or visually to the 
Receiving Party, then such oral or visual communication shall be deemed proprietary at the time 
of the communication. The FBI shall have the right to correct any inadvertent failure to 
designate information as Proprietary Information by written notification as soon as practical after 
such inadvertent failure to designate is determined. The Receiving Party shall thereafter treat 
such information as. Proprietary Information. 

ARTICLE IV - OBLIGATIONS AND LIMITATIONS 

V' 

No proprietary information disclosed by tibe FBI pursuant to this Agreement shall be 
used, duplicated or disclosed for purposes other than as set forth in Article I of this Agreement 
without the prior written approval of the FBI. If the proprietary information is reproduced in 
whole or in part, then the reproduction shall cany a proprietary designation identical to or, at 
least, similar to, that which appears on the original. 

After receipt of proprietary information from the FBI, the Receiving Party shall disclose 
such information only on a need-to-know basis to personnel of the Receiving Party. Receiving 
Party personnel who have or had access to the FBI=s proprietary information shall be informed 
of and obligated to protect the proprietary information from unauthorized use, duplication or 
disclosure. The Receiving Party shall promptly notify the FBI of any unauthorized use, 
disclosure or duplication of the FBI=s proprietary information and shall endeavor to prevent 
further unauthorized use, duplication or disclosure thereof 

The Receiving Party shall protect proprietary information disclosed by the FBI with, at 
least, the same degree of care as if it were the Receiving Party=s own proprietary information, 
but in no case with less than a reasonable degree of care. 

The Receiving Party agrees not to reverse engineer any proprietary information disclosed 
by the FBI pursuant to this Agreement. 


ARTICLE V - NO ENDORSEMENT, LICENSE, ASSIGNMENT OR THIRD PARTY RIGHTS 

The use of any materials, t echnologies, equipment, products and processes by the 

I shall not constitute an endorsement of any such materials, b 7 E 

technologies, equipment, products or processes. Such use shall not be construed as an 
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endorsement, nor imply, orally or in writing, that the| 

any such materials, technologies, equipment, products or processes. 


endorses 


No license, exclusive or non-exclusive, under any foreign or domestic patent or foreign or 
domestic patent application, provisional or non-provisional, shall be granted to the Receiving 
Party, either directly or indirectly by this Agreement; nor shall rights of ownership in any 
proprietary information be granted to the Receiving Party by this Agreement; nor shall the 
Receiving Party file, cause to be filed or assist in preparing or filing, any provisional or non- 
provisional, domestic or foreign, patent application that relates in any way to the FBI=s 
proprietary information without the express written consent of the FBI. All Proprietary 
Information shall remain the property of the FBI. If the parties decide to enter into any licensing 
arrangement regarding the Proprietary Information or present or future patent claims disclosed 
hereunder, it shall only be done on the basis of a separate written agreement between them. 


This Agreement shall not be assigned by either party without the other party=s prior 
written consent, which consent shall not be unreasonably withheld. This Agreement shall inure 
to the benefit of and be binding upon the parties= successors and said consented to assigns. 

This Agreement is not intended, and should not be construed, to create any right or 
benefit, substantive or procedural, enforceable at law or otherwise, by any third party against the 
United States or the parties or personnel thereof. 

ARTICLE VI - TERM AND TERMINATION OF THE AGREEMENT AND THE RETURN 

OF PROPRIETARY INFORMATION 


This Agreement shall remain in force for a period of five (5) years from the effective date 
set forth on page one (1) of this Agreement, unless earlier terminated as provided for herein, or 
unless amended and extended by mutual written agreement of the parties. Either party, upon 
thirty (30) days advance written notice, may terminate this Agreement. Termination shall not, 
however, affect the provisions, limitations and obligations contained herein of both parties with 
respect to proprietary information supplied under the terms of this Agreement prior to 
termination. These provisions, limitations and obligations shall survive the expiration of the 
term of this Agreement. 

The Receiving Party shall, upon written request of the FBI or upon termination of this 
Agreement, whichever is sooner, cease use of all proprietary information received from the FBI 
and shall destroy all such information, including copies thereof, and shall furnish to the FBI 
written certificatiori'of such destruction; or, alternatively, at the FBI=s request, the Receiving 
Party shall return to the FBI all the FBI’s proprietary information disclosed under this Agreement 
in substantially the same condition as it was received, to the extent possible. All notes, abstracts, 
memoranda, or other documents prepared by the Receiving Party which contain Proprietary 
Information or any discussion thereof, shall be destroyed or returned to the FBI upon written 
request. 

The failure of either party to enforce at any time any provision of this Agreement, or the 
failure to require at any time performance by the other party of any provision of this Agreement, 


b7E 
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shall in no way be construed to be a present or future waiver of such provision, nor in any way 
affect the right of either party to enforce any such provision thereafter. 

Notwithstanding anything else in this Agreement, no default, delay or failure to perform 
on the part of either party shall be considered a breach of this Agreement if such default, delay or 
failure to perform is shown to be due to causes beyond the reasonable control of the party charged 
with default, delay or failure to perform. Causes beyond the parties’ reasonable control shall 
include, but not be limited to: strikes, lockouts or other labor disputes, riots, civil disturbances, 
actions or inactions of governmental authorities or suppliers, epidemics, war, embargoes, severe 
weather, fire, earthquakes,' acts of God or the public enemy or nuclear disasters or default of a 
common carrier. 

ARTICLE VII - LIABILITIES 

Neither party shall be liable for the use, disclosure or duplication of proprietary 
information under any of the following conditions: 

1 . the infonnation is in the possession of or known to the Receiving Party prior to 
receipt ttiereof from the FBI; 

2. the information is independently developed by the Receiving Party without use of 
the FBI=s proprietary information, as evidenced by the Receiving Party’s records; 

3 . the information is or becomes public knowledge or publicly available through no 
fault of the Receiving Party; 

4. the information is or becomes rightfully available to the Receiving Party from a 
source other than the FBI; and 

5. disclosure of the information is required by a government or court requirement or 
order, in which case the Receiving Party shall provide the FBI prompt advance 
notice sufficient to enable the FBI time to object to such disclosure. 

The relationship between the parties shall be solely that of independent contractors, 
wherein each party is responsible for its own personnel. Nothing in this Agreement shall be 
deemed to constitute, create, give effect to or otherwise recognize a teaming, joint venture, 
agency, partnership or other type of arrangement between the parties. Rather, the parties agree 
•that this Agreement is for the purpose of protecting and preserving the status of the FBI’s 
proprietary information, as well as to ensure that misunderstandings as to the subsequent use, 
disclosure or duplication of such proprietary information do not occur. 

Neither party assumes responsibility for the other party=s costs, expenses, risks and 
liabilities associated with the research, development and exchange and authorized use, 
duplication and disclosure of the other party=s proprietary information. 

The Receiving Party acknowledges that monetary damages may not be a sufficient 
remedy for unauthorized disclosure of the FBI=s proprietary information and that the FBI shall 
be entitled, without waiving any other rights or remedies, to seek injunctive or other equitable 
relief as may be deemed proper by a court of competent jurisdiction. 
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ARTICLE VIII - INTEGRATION AND ALTERATION 

This Agreement supersedes all prior or contemporaneous oral or written representations, 
understandings and communications by or between the parties pertaining to the subject matter set 
forth in Article I of this Agreement. This Agreement applies in lieu of and notwithstanding any 
previous or contemporaneous agreement or other contract or arrangement pertaining to the 
subject matter set forth in Article I of this Agreement. 

Any provision of this Agreement may be modified or otherwise altered only by a writing 
signed by both parties. 


ARTICLE IX - SEVERABILITY 

The parties agree that if any Article or provision of this Agreement shall be foimd illegal 
or in conflict with any valid controlling law, then the validity of the remaining Articles and 
provisions shall not be affected. 

, ARTICLE X - COMPLIANCE WITH LAWS 

The Receiving Party shall adhere to the U.S. Export Administration laws and regulations 
and shall not export any proprietary information, or other materials, technologies, equipment, 
products or processes received from the FBI to any proscribed country listed in the U.S. Export 
Administration regulations, unless properly authorized by the FBI. 

Disagreements between the parties arising under or relating to this Agreement shall be 
resolved by consultation between the parties. Any dispute, claim or controversy arising out of or 
relating to this Agreement, or the breach or validity hereof, shall be adjudicated, if necessa^, by 
the U.S. District Court for the District of Columbia. 

With respect to liability and indemnification, the exclusive remedy for the negligent or 
wrongful act by or omission of U.S. Government personnel, acting within the scope of their 
employment, shall be an action against the United States under the Federal Tort Claims Act, 28 
U.S.C. ' ' 1346(b) and 2671-2680. 

The individual executing this Agreement does so in his/her official capacity and as part of 
his/her official duties as an employee of the FBI and the U.S. Department of Justice. As such, 
this Agreement shall be governed and controlled by applicable Federal Law without regard to 
conflict of laws principles. 


ARTICLE XI - HEADINGS 

The headings used in this Agreement are for reference purposes only and shall not be 
deemed to be a part of this Agreement. 
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IN WITNESS WHEREOF, the parties have caused this Agreement to be executed by 
their duly authorized representatives. 

Federal Bureau of Investigation 

By: By: 

Printed Name: ^ Printed Name: 

Title: Title: 

Date: Date: 
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Provision on Commorcxaliaatioft of Toehnology Developed Under 
Contract (Contxaetor Retains Patent Rights) 


(a) The parties to this contract agree that, although the technology toeing^ 
developed under this contract, is unclassified, it is nonetheless ^ 

nature, and the uncontrolled dissemination of the technology outside of the Sponsor 
could potentially be detrimental to national security. Accordingly, the parties 
agree to the following special provisions to control the dissemination of tne 
technology developed under this contract. 


(b) For the purpose of this clause, the following terms shall have the following 
def,inition$: 

"Data" shall have the same meaning as the term in clause 52.2^7-14 ana shall 
specifically include technical data and computer software as defined in clause 
52.7.27-14 . 


"Subject invention" shall have the same meaning as the term defined in clause 
52.227-n. 

"Commercialize" means to use any data first produced in the performance of^this 
contract, any subject invention, or any hardware manufactured and deliverable under 
this contract that incorporates or was built using data first produced under this 
contract, for any commercial purpose other then doing business with the Sponsor. 

"Technology" means inte.llectual property of a scientific or technical nature that 
comes into existence as a direct result of performance of this contract regardless 
of the physical properties of the technology or the stage of its development. 


(c) The parties agree that: 

(1) Notwithstanding any other provisions in the contract, including but not 
limited to clause 52.227-14 Rights in Data General, the contractor shall not 
take any action to commercialize the technology developed under this contract 
without the express, written approval of the contracting Officer, and such 
approval shall not be unreasonably withheld. Should the Contracting Officer 
decline to grant such approval due to national secur.ity considerations, the 
contractor agrees that this determination shall not constitute a basis for an 
equitable adjustment to the contract. 

(2) The contract price includes consideration for the increased rights 
retained by the Sponsor. 

(d) The contractor shall take all necessary steps to effectuate the intent of 
this agreement, to include ensuring that contractor employees with access to data 
first produced under this contract and/or information pe,rtaining to subject 
inventions execute binding non-disclosure agreements to protect the information 
both during their employment with the contractor as well as post-employment. 
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From: 

Sent: 

To: 

Subject: 




, 1 



Transfer Request 


Yes, we need to have the equipment transfered. 


□ 


From: 

Sent:' MOtldiav 
To: 

Subject: REIT 


L'ranster Request 


b6 

b7C 

b3 

b7E 


Please confirm: Based on your revi ew of the i tems listed in the attachment, you agree that 
this should be transferred over to I I as descr ibed in the e-mail. Once I have a 

confirmation. I'll sign the letter and get it back to and incorporate into the 

contract. j 

Thanks, 


From: | 
Ssnt: VlTi 
To: I 

Subject : 


transfer Request 


Items that are originally 
contact. 


sntract should be moved to the 


The | I equipment 
should be moved to 



inally 
as wer 



Fro m: 'I I 

To: 

Cc: 

Sent: Thu M ar 10 15:40:07 2011 
Subject: Fw: "[Transfer Requesi 

but-*it was run by I I people. 


as well, although them moved. This 

b6 

b7C 

b3 

b7E 


them forget it. THEY need to make a request to the | people to start the pro 

I I I'm almost sure th at vou as the cotr of the last contract, already gave them 
approval to move the none equipment. Could you please send a new email tof 
saying its ok. L 


I I I We were invo 

We have discussed this with 


■olved in the | [contract, 

h| before, so' do not let 

people to start the process. 


From: 

To: 

Cc: 









Sent: Thu Mar in .13:28:24 2011 
Subject: FW: Transfer Request 


Hi 


Please let me know what the status is on this request. 
Thank you, 


This information is only Intended for the use of the individual or entity named in this 
email. If you are not the intended recipient, you are hereby notified that any disclosure, 
copying, distribution, or use of the contents of this information is strictly prohibited. 
If you have received this email in error, please notify me and delete it immediately. 


From : 


To: 

Cc: 


r: Tuesaav. January zo. ;^uii ij:4H am 




J i 


X X cuis 1^ 

> 


b6 

b7C 

b3 

b7E 


Please see the attached request to transfer and call me if you have questions 


□ 


, This information is only intended for the use of the individual or entity named in this 
email. If you are not the intended recipient, you are hereby notified that any disclosure, 
copying, distribution, or use of the contents of this information is strictly prohibited. 
If you have received this email in error, please notify me and delete it immediately. 
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FedBid is designed to meet the needs of procurement professionals, 
feedback. Please contact your Direct Support Team or contact Buyer 
or suggestions at BuyerSupport0FedBid.com, or call 1-877-9FEDBID or 
our business hours, 8:30 am to 6 pm ET, Monday through Friday. 

Thank you for using the FedBid Marketplace! Please visit us again. 

PLEASE DO NOT REPLY TO THIS EMAIL. 

Copyright □ 2011 FedBid, Inc. All rights reserved. 


We value your 
Support with questions 
703-385-9777 during 





dJ TtieabovenumbercdsolldtatlonlsamendedassetforthlnltemM.TliehouranddatespecIflcdforrecelptofOffers . C3 Isextended, dJ is not extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified In the solicitation or as amended, by one of the following methods: 

(a)By completing Items 8 and is, and returning copies of the amendment: (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENTTO BE RECEIVED ATTHE PLACE 
DESIGNATED FORTHE RECEIPT OFOFFERSPRIORTOTHEHOURANDDATESPECIFIEDMAYRESULTINREJEaiONOFYOUR OFFER. Ifby virtue Of this amendmentyourdesire to change anoffer 


13.THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRAa/ORDER NO. AS DESCRIBED IN ITEM 14 . 




NO.INITEM10A. 


B. THE ABOVE NUMBERED CONTRAa/ORDER IS MODIFIED TO REFLEaTHE ADMINISTRATIVE CHANGES 
approptlaUon date, etc. ) SET FORTH IN ITEM 14, PURSUANTTOTHE AUTHORITYOF FAR 43.103(b). 


(such os changes In paying office. 



peaty type oltnodlllcatlon and authority) 
FAR 43.103(a) "Bilateral" 


E. IMPORTANT: Contractor Q Is not, Is required to sign this document and return 




copies to the Issuing office. 


The purpose of this modification is (1) to incorporate] j Letter f dated 6/13/11 and 

the updated price list e-mailed 6/13/11 at 2:58PM into'thS contract in accordance with its 
SOW, terms, and condit ions r (2) the duties and authoritl^ ea of the Contracting Officer are 
hereby transferred froitj All other terms and conditions remain 

--.the same. f. ' ' 


Except as provided herein, all terms and conditions of the document referenced In Item 9A or 10A, as heretofore changed, remains unchanged and In full force and effect. 





















ALL i:;!!;-.:,.':: 

HEREIN l-£ lij 

DATE 11-07-2012 PV --j/' 


TIME 

NAME 

FAX 

TEL 

SER.tt 


07/08/2011 13:37 
CL) 


000F6J321760 


DATE, TIME 
FAX NO. /NAME 

R7/Rn iQ.Qt; 

DURATION 

00 : 00:23 

PAGE<S) 

01 

RESULT 

OK. 

MODE 

STANDARD 


ECM 


AMENDMENT OF SOllCITATJON/MODIFICATlON OF CONTRACT 




Mod 10 




JUl 5, 3011 


Fadsral nf invesblgation 

Room 6853 

yjb PftWlsyiVAilila Ava. uw 

nashlngton, oc 30535 





I IOM L 


■ S TJT. WTrSTSTT -f V f a’ T r*i tn/rn r/.T>_ 


IFAGUTYCOOE 


Sep IS, 2009, 




O ihen(wtnumbe«(ial(etai«enlj«n»ndedMSMftmilnlteni4.TJh>hWMddaie!peaf^ . O (Scwendwl. □ hnoroaendtd. 

* ® ^’“**f<l'*®mendmefitj(i>)Byaci([iowIed9lng»«}ptdfthljfment)(«i!nt^neachcepyoftft>Qlfdfsirt)mttt«d! 


JiaH<:8»i "w'L" ‘!”wroorererenceMmoMcltg^^ r,.mvn*vr .wn,%v 

“'>> ‘'lesntn'orteTOrnnkwnifcfeftwwtha sollciwtteft cntf tWj ^ wwanje inonw. 




I CHECKOME 


CONTBACTS/ORDEHS. 

IT MODIFIES THE CONTRAa/ORDER NO. AS DESCRIBED IN ITEM M. 





B, TOEABOVaanJMBEHEOCONmACr/OBDnRISMOD/flEOrOflEfiecrTHEAOMINISmA'nveCHANSES 
appmh>tltn<Iiite,ttt. ISETFOHTH IN niHA W, PURSUANTTO THE AUlHOflnV OF FAR A3.1 W(b), 





(suchesaangalfipoylnietfict, 


(ipKivtypeotmomiimionanoauuiofity) 

FAR 43.103(a) "Bilateral" 


E.IMPOirrftNT8 Contractor □ Is not, 0 U required to sign thisdocument and r^tum 


ICTTS»lK'-fd*ir>7i'*1ir*>is iTTUTia 


copies to the Issuing office. 








AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


II. CONTRACT ID CODE 


DIHCAITONW. 


Mo'd 8 


B.I8BUEOS 


OEQUieiTTOWWOHASe REQ.TW. 


17. ADMINI8TERE0 BY III ftiher than Item 0) CODE 



E snaeyal Btiraav of Investigation 
I Room G 853 

835 sennsyivanaa Kve. Nw 
Washington DC, 2055 ^. 


6. WAMB AND ADORES? OF CONTRACTOR (No,, oouniy, Slnlo onti ZIP Coda 


same as item 6. 



COBB IPACILlYy CODE | | 09 /lS/Qg 


1 , THIS item only applies TO AMENDMENTS OF 80L1CITATI 


n Tha above nimtiiamiiaollcIlBtlon Is omeMail no eat forth In ItoAiU. tha hourontl Sale apaolllod for rooolpt ol Olltin CH laoxtonddl, D 1» not awontfod. 

aifa'fo muat soknewledBa raoalpt of Ihia omendiHant prior to the hour jnd data apeoltiad In the fOlleliailon or aa otnonded, hy nno of the WlowInB mernodai 

(o)Bv vempiatlos Items S on? 15, and raluinlna eoplaa of the omandmeni! Ibl ay BoknDWlods'nB laaolpt of thla oraondmont on eooh copy of the elforeubmlltadi 

orfel By aaparata latter el Hlaoram which Include# 0 rafn'ranoo to the eollelWtlon and omendmorn ftumhors. FAItyRE OF YO^^^ aCKNOWLEM neCElVED AT THB . 

PUCS DEaiONATED FOR THfRECEIfT OF OFFERS PRIOR TO THE HOUR AND DATE 8PECIFIEP MAY RESULT IN REJECTION OF VOUR OFFER, « by vlftuo of thla omondmonl 
yovi d#tw » ohanBO cn oiler altoody aubmltlod, eveh chanoa may bo mnde by teiograiii or latter, preuldad oaoh lolesroni or letwr ntohoo roleienoo to tho aeaeltotlon and inls 
, ornendmont, and is received pder to the openlna hour and data epeellled, 


ONOATAdtraouIra 


CHEBKONE |A' 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF C0NTBACTS/0RDER8. 

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14, 
"YfifetfiANae ORiigR laTBsIlBo^URBCANf Y(5nbpo“iry euihortiy) YHE'6ltAilSBP bbt f6rth ihf HbivI ie arb made in the co 
NO, IN ITEM 10A. 


B, THE ABOVe NUMBERED CPNTBACY/ORDER IS MODIFIED TO REFLECTTHB ADMINISTRATIVE CHANOES |euoh aa ohannes In peyinft ndloa. 

approptlailnn date, 0 lc,l SET forth IN ITEM K,PURBUANYT0 THE AUTHORITY OP FAR A3,103(b|, 

6, THlBltPLEMENTAU AQREEMeWtIiS ENTERED INt 6 t>Urt?UAHTTO AUTHOBlV'f o'P: 


), dthbr (Spaolfy type df medllleailon and Buihorllvl 

FAR 43.103(a) Biletaral 


E. IMPORTANT! Contractor Q |6 not, [g (b required to sign this dooument and return 


CQplee to the issuing office, 


'to! DEsdSlPTioN OF AMtNDMEhTiMPDIFicATlON (Oraentotl by UcpaaotiDn haaillnBs, intludinj eoltoliation/oomrect fubjaoi matter where loetiwa,) 

Bee Fa&e 2 of 2 attaahed for details aoncerning afldlbion of: rpvisad price list, IP AsBertiona 
Iipttier, exercising of Option year 1 , and addition of PAR Olauee S 2 , 2 U 8 “ 8 . 













ALL iKFiPji.'-.:; :i- i:;!:;-.:: 
EiEREIN IS ■:j£i.:,L.-.SSi,: IS.- 
DATE 11-07-2CI12 liV 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


1. CONTRACT ID CODE 


iPAGE OF PAGES 

1 I 1 

5. PROJECT NO. (If applioble) 


2. AMENDMENT/MODIFICAITON NO. 

Mod 7 


3. EFFECTIVE DATE 

09/15/10 


4. REQUISITION/PURCHASE REQ. NO. 


6. ISSUED BY 


CODE 


af Investigation 

Room 6853 


7. ADMINISTERED BY (It other than Item 6) CODE 

Same as Item 6. 


935 Pennsylvania Ave., NW 
Washington, DC 20535 


8. NAME AND ADDRESS OF CONTRACTOR (No., Street, county. State and ZIP Code) 


CODE 


FACILITY CODE 


(X) |9A. AMENDMENT OF SOLICIATION NO. 


9B. DATED (SEE ITEM 11) 


MnniEiCATinM np npMTRACT/ORDER NO 


09/15/09 


1 1 . THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ 


□ 


Is extended. 


□.is 


not extended. 


The above numbered solicitation Is amended as set forth in Item 14. The hour and date specified for receipt of Offers 
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods. 

(a)By completing Items 8 and 1 5, and returning ‘ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOW^DGMENT RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your dasira to chango an offer already submitted, such change may be’ made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 

1 2. ACCOUNTING AND APPROPIRATION DATA (If required) 

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


b6 

b7C 

b3 

b4 

b7E 


CHECK ONE 


A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes In paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43 . 193 (b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF; 


D. OTHER (Specify type of modification and authority) 

FAR 43.103(a) Bilateral 


copies to the issuing office. 


and 


E. IMPORTANT: Contractor □ is not, 0 is required to sign this document and return 

14 nFRCRiPTiriM OF AMFMnMFNT/MfiniFICATIQN (Organized by UCF section headings. Including solicitation/contraet subject matter wh ere feasible J 

The purpose of this modification is to incorporate the following: 1) Add | 

I ~ ^auipment to the above contract. Pricing and specifications per quote 

I f gated 9/15/10 are hereby incorporated into the contract; 2) Per FBI Security 

Office and Legal Council requirement, all personnel contributing to efforts under this 
contract shall sign tlje SF-868 NDA with an FBI employee as witness, preferably the COTR; 3) 

The following product names have been updated and shall hold all contractual weight and 
product/servi ce/specif ication requirements as agreed upon in previous d ocumentation, including 
restrictions : | | 



R4 MAMF AMD TITI F OF CONTRACTING C 

FFICER (Type or print) 

IbU. L'UNIHAUIUH/UFFkHUH 



— 

15C. DATE SIGNED 

16B. UNITED STATES OF AMERICA 

16C. DATE SIGNED 

(Signature of person authorized to sign) 

(Signature of Contracting Officer) 


NSN 7540-01-152-8070 
Previous edition unusable 


Prescribed by GSA FAR (48 CFR) 53.243 


CELLSITE- 10724 


















Hc!KHoKH<H<H<>H!|!!(oHH<!KHoK -COMM. JOURNAL- H<>l!SKH0|<iK>|0|!*>HH<!tcsH>|0K>HH<H«K DATE SEP-15-2010 TIME 18. 24 


MODE = MEMORY TRANSMISSION START=SEP-15 18:23 

FILE NO. =018 

STN COMM. ONE-TOUCH/ STATION NAME/TEL NO. 

NO. flBBR NO; 

001 OK a 


END=SEP-15 18:24 

PAGES DURATION 
001/001 00: 00! 39 


)K)KH<H<H<!IOK>W!t»K**HOKiKH<>KH!H<HokH<i|oK>KH<)K*>K»H<^^ - 




l>toK>K>loKHo{< 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

4. REQUISITIOWPURCHA5E BECL NO. 


2. AMENDMENT/MODIHCArrON NO. 

Mod 7 


e. ISSUED BY 


CODE 


3. EFFECTIVE DATE 

09/15/10 


nnr.»aii of invoocigatloti 

I iRoom 6853 

535 Pshttsyivania Ave., nw 

WashingCOft/ DC 20536 


E PAGE Of PAGES 

5. PBOJECT NO. (If Dppliewo) 


7. ADMINISTERED BY III sinsr than Him B| 

Same as Item 6. 



CODE 


Ifaciuty cods 

n. THIS ITEM onlY APF0fe:» lo amei^OMents 


m 


Isa. amendment of iouCianoN no. 


lOB. DATED (SEE ITEM 11) 


na. MOOIBCATION OP COWrRA6T/6w)iB HU, 


lUB, UAIEUIIBEIIEDI 11/ 
09 / 15/09 

iauiilTAVIot^s ' ^ 


□ Th. .b«. numb.,.d «liort»b.n I, .mwd.d 4. .It (Mb lb lum 14. H.I hour ind d.t. .p,eimd M mMlpT M Olliri □ I. .xt.nd.d, □ I. not «rtv.d4«, 
Otl.r. fbu.t Klci,ov»l.do. noibt of tW. om.ndmont prior to tho hour ««. duo opicHl.d In thi .olicitotion or n .m.nd.d, by OM of Ih. following mithorta. 

ItiBy oomolftrnB hom. » •"<: «. *« "'“'"'"E “l>'« »' omondmorrt: (b) ly .okr»wl«l«lng ricilpt ofthii 

V- {«) ly tipifiM littir or tiligrim which Includw o wfcrttiw epEC^^ OF Youn OPPfift. If by vlrtui of thli imondmint 

Omtndiviont, ond l» rooolvid prior to tho opmlnn hour ond doto •poelllod. 

Tz.'Ai(i6urrfiN6 Abib Af'PflOPmATioN data hi ropuirod) ~ " 


isTTHisIrlNrobniTAPPLisl^i'MOoiFic^ 

IT MODIFIES THE CONTRACT/OR DER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE |A. i HIS CHAmOe OltotA li ifeSUtt) l-UftfeUAIft 15; faio l ly outl»iUyl THE C KANSES SET rORfh IN ITEM 14 AKE MAUb IN TAB WnmAV uHt«. 


NO. IN rrCMIOA. 


D THE AlOVE NUMB6R60 CONTftACT;ORDER l8 MODIFIED TO MFIICTTHE ADMlNlSTnATlYE CHANGES (lueh u ohmo.* in ptytna otl!«o 
diti, Itc.) SET FORTH IN ITEM t4, PUPSUAhfTTQ THE AUTHOBITY OP PAR 43.103(b). 


6. Vl^lS iUPPLEM^NTAl, AiiflgfeMfcMT IS ENTERED INTO PURSUANT TO AUTHORltV 6^: 


|D. OTHER (Specify typ* c( meditlBiilfirv And iuchorttyF 
FAR 43.103UI Bilateral 


IMPORTANT: Contractor □ is not, 0 Is requirtd to Sign this doeumsnt and return ^ copies to the Issuing oHIcs. 


T4 ' . ' DESCrarn0w 61= AM6NBI>liNT /M0Pll=ltItll0h itrgmliKl by UCF IKiion nudingi, Includlnii .oucmpon/congoct lubwct mittor wB.rpMI^ 

if thin modification is to incorporate the following; 1) Add | — 

■f equipment to the above oontrart. Pricing and spaoificatlons per q^ote^ 
.... 


The purpose of 


] and 


|dlter9/l%/lo‘'arei;e;abrinc;;^ir;^^ 2) f ^ 

g!?L,".”w°!l°? p^;!»o°LiortLn*reaSi gtrevfoSs^o cumentation. including 

rftfltrictions 1 1 


b6 

b7C 

b3 

b4 

b7E 


■ 4,0^, n o nrovldod horoln. .« lormoind end, lion, ot m. docum.nt rol.r.nc.d In lt.m SA or 10A. horotoloro chwipod. reti.lno 


or primi 


'|lkC.bi+ESiaNED" 


ISigmngre Of person .umnnttd to ligni 


laignmirp or contracting orncwi 


Itec. DATE SISNED 


NSM7540KI1-162-8070 
fYovipu. odltlon vnutobl. 


STANDARD FORM 30 lAJ/.iJ^I 
Proiorlbod by C6A f Aft (40 CE/t) 03.243 







sK>K!(c;KH<s|!>K>l<>i«HX!!K)KiK!K -COMM. JOURNfiL- sK>K)(!!K!t!)k)KH<*>i<*sK*!K>K>|oKsK>K DATE SEP-15-2010 SKHOK** TIME 12:35 sHiKsaotcXCiKJt: 


MODE - MEMORY TRANSMISSION START-SEP -15 12:33 

FILE NO .«=013 

STN COMM. ONE-TOUCH/ STATION NAME/TEL NO. 

NO, ABBR NO. 

001 OK s I I 




*“ ^^ofoioK "* 


END-SEP -15 12:35 

PAGES DURATION 
001/001 00:01:44 


WOKHOK 



U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, DC 2053 J 
IS September 2010 



Contract: [r 

Subject: I 


Condition and Assuinption 


Good Afternoon r I 

During Negotiations Meetings at[_ — ■ 

discussed clarifications and anplwatipn Pf Orders: 

Cost Proposals responding t< ] T 

associatedv>lthour\ , , , r/.T^ . .u I 

Paraff-(^>h 2.6(i) he revised or deleted with respect t o[ 

I I . _ _ . . /• 


"18/31-9/2, the FBI 
■ r/u siimption provided in 
Jask Orders: 


jS;t^aaBa2»«'te«bovemeedns^ 

I | iptftnt<itn use as a baseline or portion of any FBI wok. 

U Defin e ^^n pro fact/item and all capabilities ^ i i 
I I.,«Va*o till* i-^ntiirementainJnel I 


cost to fulfill 


1) r> (»fiTiB | |pro fact/itcm and all capapinties 

5,QKy‘^£SSLSt«».,..y.®c.o,.«cu.,a.or^ 

capabilities. 


b6 

b7C 

b3 

b7E 


CELLSITE- 10729 


If there are any questions please do not hesitat e to contact my office. 




>K»<H<H<!kilokH<HokH<**sK!K -COMM. JOURNAL- skH<H<**H<****!|(*H<s|(*>lol<!k* DATE SEP-17-2010 iKskHoU* TIME 10:49 HokH<>l<*H<iKH< 

MODE = MEMORY TRANSMISSION START-SEP-17 10:47 END=SEP-17 10:49 

FILE NO. =030 


STN 

NO. 

COMM. 

ONE-TOUCH/ STATION NAME/TEL NO. 
ABBR NO. 

PAGES 

DURATION 

001 

OK 

* 1 1 

005/005 

00 : 01:25 


ILL INFOPVL 

HFRFTM IS TT 

tiClJvESj'T-- 

2012 El '£517 i 2721, 11.22 


miE 11-07- 

— >KH«ic>|oK — 

r 




SEP-15-2010 18:39 


’.03 


^"amendment of soucitation/modific ation of contract 

i, AMSHNAWtWMIHBait'An ho. 


Mod 1 

nssroir 


la.effiCflVEWTi 
OJ/14/10 


i.'doNVMoTiowJos" 


IPAG6 qa 


COPE 


Tedaral Bureau o£ pvesbisacion 
I I Room 6863 

J 35 ponnsylv«ni« Avo. NM 
Vinklilngbon, DC 30635 


Kko.T3s: 

1 A9MINi6n“'0 "If (It mlwnluB itun oi 
Sane aa Item 6. 


'6, MXntii Apm^ ol (iliH.nwrfoH wwi *<«» ■’i 




1 a 

|e, 


coot 


I — 09 / 

■TT THIa iEnLy APPUeS ' IS bti.gtyjUM 

' ' r-i 


liA. aMWtMBJi' iJe'&UUWw/ n3T 




-i51. MdolficA^iO** 


I 


:fM.bATt6|ltSIKUW 
09/M/lO 




— ■■■ m tmir tTPM flNlY APPLIES Vo M00JHCAT10N OF CONtRAOTg/ORpEBB> 

”'lT MOWFIES THE CONTBACT/ORDER NO. AB DS 8 CB IBED IN ITEM 14 . . 

-EH eaiowE l>L > Hi6ClWOIiOIIOI<. r riwJtohi«tO/wVT6N W^cvw^M'^<a°HANgt»«T>i^.'HlN’TtM»>«.»,«iLNWeo^ 

, I NO.WITEMie*. 


[t; TMifc iiiWUUWr^ AomaweNT lo eNTSto IMto pyffiuWrt' to avh^itv or i 


b6 

b7C 

b3 

b4 

b7E 


nyrtfil«ilan<tot, 


K ' 4 THU iSpMity w «> nwBWwtlspwV wti««nift 
RAK 33.7 Funding 


E. IMPORTANT: Centr^oter □ la not, j^] la regul foO » tlQo thia doaimonr and rrtuPi i p°R^* » <h» »»*«• 

H. OttolWiOlj tf 6y h»4kai 

Sc* Bteaolieii ’PMe tor dotaila. 



kTCIIONI 









TtswTtinsnK" 


VO 




XSfflW’ 


CELLSITE- 10730 






SEP-16-2010 16: 1? 


P.01/01 


I III— — MU ' — H i — |l . CONTflACT 10 CODE 

amendment of SOLiClTATlON/MODlFlCATION OF CONTRACT 

[4. REauisiyiON/PUHCHASEnea no; 


'2, AMENDMENT/MODIFICAITON no.' 

Mod 7 
6 . ISSUEO av 


T3'. effective DAIli 
09/16/10 


CODE 


”--"Aovg 1 Tli-iTgifin o£ jCnVQBticrEltlon 

I Room 6853 


935 Pennsylvania Ave - NW 
Washington/ DC 2053S 

' s'. NAME AND ADDRESS OF CQNTflACTOB (Mft.. alfflBt, t»uMy, State nitl ZIP Code) 


IPAQE OF PAGES 

1 1 1 

Is. PROJECT NO. (It spplii;:)iA| 


[77 administered by (If olhor thort Ham 6) 
Same as Item 6 • 


cdDE 


w 


Isa. amendment of solIciatipn no 7 


88. dated (SEE ITEM 11) 


TOA. modification of cqmthact/order no. 


loaTDATiDTWTrarnr 
09/1S/09 


,„By ccmplEtins imn. S an. is, and rammlnS aaplaa of ,hn 0— ant; iW By 

nr (olBv saparata l8«o^ cf lalaoNim which molud|s| 

amMidrnent, ond la raoalved prtor to itia oponina hour nnd data apacKlad. 

' 12 . accounting and APPROPIRATION data (K mqulrail) ^ 


CHECK ONfi 


13. THIS ITEM ONLY APPLIES MOglj=ICA^^ 

IT MODIFIES THE CONTRACT/QRDER NO. AS DESCRIBED IN ITEM !»■ 

|A. TRiS change ORDER IS ISSUED PURSUANT TO: (SpaolIV authority) THE cHaNOEB BET HORtH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 


NO. IN ITEM 10A, 


V THEABDVENUMBEREDCOinRAOT/OROERISMODlPlEDTOBEPLEcffHEAOMINlS^^^^^^ 

Ipproprlarion iZ, OK.) SET FORTH IN ITEM 14, PUR6UANTTO THE AUTHORITY OF FAR 4 3.l0a(h). 

5.' Triis 8 UI>pLementae agreement is entered into pursuant to AUTHOHI I y Uf : 


Id. otHER (Spaolfy lypa of modiflwiion and nutharityi 
PAR 43.103(a) Bilateral 


E. IMPORTANT; Contraetor □ Is not, 0 is fequired to sign this dooument and ratum 


copies to the issuing offlae. 


. p»,.n,0T.nK. H., amfNdmiint/mOdification (Orflanfe o.) by UCF .»cilo.i haa dinns, inciumng aolloitaiio nwontract^ pubjaei mattor wnare (aa gg 

This mod inaorporates the following i 1) I ^ 

above contract. Pricing and epealficationsper quote] 


T* nnd 


equipment to the 
dated 5 )/ 15/10 in e-mail on 


above contract. ?ricxn$ ana B£>aGi£icationB p q ■ .. U..I por saaurity Office $^nd 

1/16/10 at 3:34PM are hereby incorporated into the 

)[,egal Council requirement, all personnel cOTR- 3) The following 

siln the SP-568 NDA with an FBI employee as witness, ^ 

product names have been updated u'^^„shall hold all contras documentation, .including 

r--.Rnr.p/n»T-v j.oe/Buaflif3.catrQn requiramente as agreed u gon in pge ^ 

restriotionel ^ ^ | | 

E.CEptaaprov...dhoraln ,a il 1 wmsand^^^^^^^^^^^^ 


b6 

bVC 

b3 

b7E 

b4 




N8IV /UAU'UI'lJi'UW,v 
Prsvipus adltlon unusabla 


i1 EC. DATE SIGNED 


leC. DATESISNED 

?//f//0 


JbRM 30 (R®/.10-B3) 


Prescribed by Q8A FAR WR CFR) S3.243 


_4 A e A \ A J i 


PTflL P.01 





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


,1, COhITBACT ID CODE 


2. AMENPMEMT/MODIFICAITOIM NO- 

Mod a 


6, ISSUED BY 


■ g. EFFECTIVE DATE 4. flEQUI^lYl'ON/PURCHASE REd, NO. 5» Pflt 

09/14/10 

COOE 7 , administered BY (It ethof iHsn Item 6| CODE 


IE PAGE 

1=^ I- 

15, PflDJECT NO. (If appllcble 



lAveatigacion 
Room 6653 
Lvo . kw 
Washington, DC 2QB3B 


8."NAME and address of gONTRACTDR (No., atraot, eiPUfUY, Sxaio andZ!P_C^ 






Same as Item 6. 



3A. AMENDMEIYT Dp SQLICIATION NO. 


9B. DATED (SEE ITEM 111 


lOA. MODIFICATION OF CONTRACT/ORDER NO. 



EY.-WW?llld>^lli1>T,l3ii|t«tTgtIi^ 


CODE iPAClUTYCOpE 


■ TTTtHISITEM only applies TD AMENUlVifcM I » ‘Ur 

□ Th 4 above rurtibsrei) solitUeSort la amandad aa aat forth ln,l»« 14. Tna hour and dnto apodtlod fit raaalpt of Offers □ i* axieodad, D Is not extended. 
Offers rtuat aavnowledDB receipt ol this am’anament prior to the hour and date epecKled In the sollctotlon <sr aa amended, by one of the foliowinp moihoda: 

(alBy oomplotlnB items E and 18, and retornina ' copies of the omandmonij (b) ay acKnowledoInD receipt of this amandmant ort osch “Py 

or (cl By separate letter or teleerom "hteh Inelu^a a teteranoa to the soljSwd^ and amandmant ^ OF YOUR OFFER. K by virtue of this amendrnant 

Imendmant, and Is received prtertothe openina hour and dbto spasmed. 


'I'iVACCWrrtlNG'WlTAPPHOPIRATION DATA (« raqwirod) 

' ■ ' 1 3. THIS item only APF>L|ES TO MODIFICATION OF CONTBACTS/pRDERS. 

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

" check one I a. Trils CHANC E ORDER l6 IS^ED PURSUANT TO; (Spaelly amhorHy) THE CHAN6ES SET FORTH IN ITEM 14 AltE MADE IN THE CQNrRACT ORDER 
' ' NO. IN ITEM 1 0A. 

’ B THE ABOVE NUMBERED CONTRACT/ORDER IB MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such os chonflcs In paying office, 

' appreprladon date, ctc.l SET FORTH IN ITEM H, PUR8UANTTO THE AUTHORIT Y OP FAR 43,1 OSfbl, 

C, Wis supplemental AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORmf OFI 

D. OTHER (SpBOlfy type of mptjincAtlciA and Authority) 

)C F AR 32,7 Funding -- - 

E. IMPORTANTI Contractor □ is not, 0 is required to sign this document and return ^ c opies to the Issuing office. 

‘ 14. peschipTioM ' OF AMEtoMENT /MODiFiCATION (Orgenlted by U6II section headinga. Including aolloiiatlpp/ccnifpet «tu?ieet matter where feaaibie.i 

Please see attached document for details. 



CELLSITE- 10733 







ftLL 

HERE IN i: 
DATE iL-;" 


SEP-16-2010 15:41 


P.05 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

a AM»lDMefJT/MODIF10AlTON NO. 


II, CONTRACT ID CODE 


Mod 1 


|3. EFFECTIVE DATE 

09/16/10 


6. ISSUED BY 


CODE 


U, HEQllliiyiON/PURCHASe HEO- NO. 


Padaral Bureau of Invostisracion 
R.ooni 6653 


¥ 


935 Pennsylvania Ave, WW 
WEishingcon, DC 20535 


8. l^AME and AbDRESS OF COOTPACTOR (No., Btreat, county, Stnw add ZIP codej 


[PAGE OF PAGES 

1 I 3 

15, PROJECT NO. (It eppIlDble) 


|7. ADMINISTERED BY (If othsr than Item 8) CODE 

Same as item 6. 


CODE 


IFACILITY 


CODE 


11 THIS ITEM ONLY APPLIES TO AMENDMENTS OF 


(X) I BA. amendment of SOUCIATIDN NO. 


9E. DATED ISEBITEM 111 


lOA. MODIFICATION OF CONTRACT/ORDER NO. 


lOB.DAl'KtiieKKIVEMir 


09/16/10 


SOLlClTAtlbNi'' 


I I Thj sEp'/a mimbBteil sollcHatlpn I; imendad aa eat forth In Itom 14. Tha hour and date spocifipd lor raealoi of Offera l_J la ohtooded, Lj la not p:rtprided. 
Offora must aoKnowladje reooipt of thij oindfidmant prior to Iho hour aod data apadfled In tho oolloltaflan or aa amandad, by cno Of tha fallawlno methoda; 

(hlBy oomplatlpfl Itotna a and 1 6, and ratumlng ooplaa of tho Ditiondmoni: mi By aoknowiadHlnB WCdpi ol tnla amendmant on oach copy of iho offer aubmhtod; 

FAILURE OF YOUR ACKNDWLEDSMENT TO BE RECEIVED AT THE 


r /fl\ Bv fiaaarAf A fdTiAr or tfliaoram whl<!h frtfiludflfi £ rfl/flroncB to tho s6Kth£tlfln flftd flWondfnBnt J^AILURE OF YOUR ACKNOWLEDGMENT TO BE RBCB'yED ATTnc 

FOR® ce”pt ofoffIrs P® 

our dosiro to ohanoa an offer oirandy lubntUtad, euoh chanoa may bo mada by lalasram or latter, prouldad aaoh talepram or loHor mj kaa rafaranoo to tho aolloltabon and tnia 


your dosiro to ohanpa an offer olrandyiubrtUtad, • . 

artiandrnant, and is raaalvad prior to tho oponlnj hour and data apodfiad. 


b6 

b7C 

b3 

b7E 

b4 


12. ACCOUNTINia AND APPflOPIRATION DATA (If raqulrad) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/OB^^^^ 

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

check one I a. TH16 OhANQE ORDER 1^ ISSUED PURSUANT TOi (Spoolfy awlhailiy) THE CHANGES 6BT FORTH IN ITEM 14 ABE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B, THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO BEFLECTTHE ADMINISTRATIVE CHANCES (ajah aa ohanjea In payinfl otfipp, 
appropriation data, oto.) SET FORTH IN ITEM 14, PURSUANT TOTHEAuTHCRiTY OF PAR49,iPE|b|. 


a ' THis'SUPpUmENTAL ACREEMENT IB entered into PUftSUlhlTlO AUTHORITY OF: 


D. OTHER (Spodfy type of modllloatlon end outhprity) 

FAH 32.7 Funding 


E. IMPORTANT: Contractor P is not, gj Is required to sign this document end return 


copies to the issuing office. 


‘l4'i DEBCflrfTlofS’S'F AMENOMENT/MODIFIOATION (Oroanized by UCF apctipn haadlnja, Includltii) apllcltotipn/eomraai 8uD|eet matter whoro fopjiblo.) 

Ple&se see attached pages for details: 


EitcnDt ££ flrovJded herolHi dIi tomij cohdiiloiia of the do wmon^ refonmobd In liem 0A or ipA, ns horatofnrn ehannet*/ remalnp vnphangod and In toll force and effect 

ISA. NAME AND TrTLE OP SIGNER (Type or printl 


16A. NAME and TITLE OF CONTRACTING OFF 

CER (Type Of pftrtlj 


ISC. "date SIGNED 

/ 6 Siy 3 f" 2 o/c 


irl 

IBC. DATE SIGNED 





Praa 

SiNDARD FORM 30 (REV. i0*83) 
ptibad by GSA far (4B CFR) 63,243 


I 


CELLSITE-1073tt 












Hello I 

Please find attached the weekly status reports for week ending 9 December 2010. 

Beginning next week, these status reports will be delivered every Thursday afternoon (week 
beginning on Friday and .ending on Thursday) for delivery consistency. 

Included are the usual weekly status reports along with action item logs and risk/issue logs. 



This information is only intended for the use of the individual or entity named in this email. If you are not the intended 
recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is 
strictly prohibited. If you have received this email in error, please notify me and delete it immediately. 
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12 / 16/2010 





RE: 


Requirements Marking/Handling 


Page 1 of 2 


uirements Marking/Handling 


Sent; Thursday, December 09, 2010 3:24 PM 



I agree w: .th the proces s, as outlined in the slides. Sorry I missec i the co nference 

call. Also, is going to physically sign a couple of the | | invoices 

for me. I'm going to try to get in for a little while Friday afternoon. It looked 
better yesterday, so far today has been kind of rough but I'll still try. Let me 
know if you might be around. 
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I I said that he discussed this process with you and that you approved it already. 
Can you please give me a thumbs up? They are looking for something official from me 
and I would feel more comfortable knowing that you are in fact on board. Thanks :) 


I hope you're feeling better, 
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We look forward to receiving | | letter agreeing 


to this approach. 
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I Document Delivery - Monthly Status Report PE 1 1 - 26 - 1 0 _ _ Page 1 of 1 

J ALL iL i". l L i i ...... 1 . 

EiEREIN IS 

DAi-E ii-oi-;;:'-..: :-■! 

I Document Delivery - Monthly Status Report PE 11-26-10 


Monday, December 13, 2010 5:30 PM 


Attachments: 



This information is only intended for the use of the individual or entity named in this email. If you are not the intended 
recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is 
strictly prohibited. If you have received this email in error, please notify me and delete it immediately. 




Hello 


Please find attached the 


iMonthly Status Report for Period Ending 11/26/10. 


Contract Letter for this deliveiy 


I Monthly_Report_Period-Ending_1 1-26-1 0.pdf>; 


Monthly Status Report (PE 11/26/10) 

_Monthly_Report_Period-Ending_11-26-10.pdf» 

In addition, we are also including in this delivery: 

Contract Change Candidates Logs for 

has no change candidates at this time) 

Contract Chan ge Candidates Log_12-10-10.pdf» < [ contract Change Candidates 

Log 12-10-10. pdf» Contract Change Candidates Log_1 2-1 0-10. pdf» 

If you have any questions, please contact[ 
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Hello 


is on her way to| |with classified docs to fax your way. You should be hearing 

from her about 11:45am. She will be faxing the following: 


fTechnical Proposal 


jTechnical Proposal 
We will also be mailing/FedExing the following: 

[■echnical Proposal on CD (classified) 
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Jcost Proposal on CD (unclassified) 
Technical Proposal on CD (classified) 
Technical Proposal on CD (unclassified) 


The 


Cost Proposal will be transmitted next week per our discussion earlier this morning. 


Also attached to this email are the | | 3ost/Technical proposal and the 
associated cover letters. Sorry the cover letters were addressed only to 
I [was used to addressing to | | 


Cost Proposal and 
is out this week and 


Let's keep our fingers crossed for the FAX working© 
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Mi INFORiail'J.H 
HEREIN IS TJHCLJi 
DATE 11- 01 -20, II 
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Th] 
go al 



n 

1 shows here is not the same as from the old price list. I am going to 


;e tne oJ.a price I I 


From: | 

Sent! Wednesday, Decemper 15, ^uiv t-M 

To :J 

Cc: l 


Subject: FW: 


I 


Hi 


j will send you this officially tomorrow but I know you need this and I didn't want to delay 


getting it to you 


.is in the process of adding these items to our latest price list. In the meantime, please 
be advised of the following pricing which is currently in effect and for which we are able to 
accept orders immediately. 


MODEL 

NUMBER 

DESCRIPTION PRICE 
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PRICE 


MODEL 

NUMBER 

DESCRIPTION 
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From: I 

to: I I 

Subject: FW: 


b6 
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ember 15, 2010 4:29 PM 


From : | 

Sen t: Wednesday 
To: I I_ 
Subject: RE: 


Here are 
following 


the pas 
2 ) _[ 


a few questions we have regarding the price list. Can | | provide pricing on the 

items : 

I The FBI currently has I [ equipment an d wni i. I . d li ke tg l 

compatible units. This has been done with other 
and WP would like to know if this will also be ah option u nder the new Pr i ce XlStr 

Under the previous price list — | [ nffered bot . h l 

I The He w price list only identifies! } 

Ibe offered if so will there be any change to the pricing from the old list. 


Thanks again for your patience - illnesses and scheduling conflicts have caused a few delays but 
I hope to resolve the price list and a few more action items in the next few days or early next 
week. I have a meeting set up for tomorrow morning to discuss the price list internally and will 
let you know if any more questions come up. 

I'll be at QT the next 2 days. I now have a dedicated phone line with voice mail should you need 
■ " me there. 


From : | 

Sen t: Wednesday 
To: I ■ 

Subject: RE 


December 15, 2010 2:40 PM 


Please let me know if you have been ab le to resolve this issue and/or when you will be able to 
^nd the signed letter, back to j | 


Thanks, 
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This information is only intended for the use of the individual or entity named in this email. If 
you are not the intended recipient, you are hereby notified that any disclosure, copying, 
distribution, or use of the contents of this information is strictly prohibited. If you have 
received this email in error, please notify me and delete it immediately. 
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This information is only intended for the use of the individual or entity named m this email. If 
you are not the intended recipient, you are hereby notified that any disclosure, copying, 
distribution, or use of the contents of this information is strictly prohibited. If you have 
received this email in error, please notify me and delete it immediately. 
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am WFORMaiici: z-:[u^.:::zz 
aroW IS UNCiASSl: liJ 

maa; 11-01-2012 ey 



From: 

Sent: 

To: 

Subject: 

Attachments 

1=1 . 

Attached you will find the wh ite pa per we spoke of earlier. Thel Jwould be for items 2.2.1 Additional 

I ~l an dl l2 .4. I'm attempting to obtain Tunmng for the other items for this year, but 

they may have to wait until next FY. 


b6 

b7C 

b3 

b4 

b7E 


FromJ! 

To: 

Cc: 


Sent: Tue Apr 12 12:12:58 2011 
Subject: Contact Info and Test Plan 


Here is the contact info you requested: 


b6 
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Also, would you have time for a conference call sometime this week abou t the white paper ? I have 
attached it for your convenience. If you desire to try and work some of the into the 

current schedule, we would need direction to do so. 

Finally, our schedule has a field test at Quantico around the end of the month. Please let us know who 
to coordinate that through. 


Thanks and congrats I 


4/13/2011 
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Hi 


Please find the attache d \ I'm putting the CD in the mail today. Please provide an evaluation of the 

technical aspects, labor category mix, schedule, and overall c ost. Als o, if you have any questions regarding this 
documentation please let me know and I will forward these to| |lf any alterations are made to this original 
documentation we need to account for that through- my office. 
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proposals IP Page 1 of 1 

Mi iNFCFXM,r::i] 

1 HEREIN 13 DHCLASzVr.LJ 


DATE ll-Gl-2012 3;-.; 


From: | | 

Sent: Wednesday, September 15, 2010 1 1:52 AM 


To: 


Subject: RE: 

proposals IP 


Hi 


Per negotiations on 8/31, piease add the foilowing information to the iP letter. 


^invested in the b pseline protocol stri 

assertion of IP ri ghts bv 
developed unden 




Upon prior written authorization from the FBI, may 
deveiopments and product iine.” 



ure and risftinn fnr thfi data hfilow. The FBI recoOl 
owever, any! 


that support] 
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Thank you for your assistance. 


From: 






To: 

Cc: 





Subject: I 


Proposals IP 


Attached is the IP letter containing our rights assertion s for intellectual property for the 


IP assertions.pdf» 


Thank you, 
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"This information is oniy intended for the use of the individuai or entity named in this emaii. if you are not 
the intended recipient, you are hereby notified that any disciqsure, copying, distribution, or use of the 
contents of this information is strictiy prohibited, if you have received this emaii in error, piease notify me 
and deiete it immediateiy." 
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HEREiw 15 vn-.rr.rr-i-- 

2a:i li- ;:l'7 :.:j 


From: 


Sent: 

Tuesday, October 19, 2010 1:44 PM 

To: 



Cc: 



Subject: 

RE: DHS Funding for| 



Follow Up Flag: Follow up 
Flag Status: Red 


Thanks very much for the email. 

was countersigned by the FBI in April and was obligated bv l b nce that signature was 
ver, FBI has not made any expenditures against it. I was aware that it was going to take some 
Jcontract going, but generally our lAA funding is IPACed in whole by the receiving agency at the 


The lAA for th q 
received. Sinc e then 
time to get the[ 


Tiowi 


beginning of the effort. 


If you intend to pull funds periodically from[ 
our lAA expires in August 201 1 - so we’" ‘ 

1 

k- 

Best. 


ps the PO advances, that should not be an issue. However, the PoP for 
just have to keep an eye on that if you plan to pull funds past that date. 
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From: 

Sen t: I uesaav, uetooer iij. 2 uiu i i: jsiw 

To:f 
Cc: 


Subject: DHS Funding fojj 


Good Morning 
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1 am a Contrac ting Officer assisting in the administration of thi 
purchase orderf^ ' ‘ 


eT 

September to fund tRe[ 


]Cnntrapt with 

neffortl 


I sent a 


this purchase order. To my knowledge, work has begun on this project: however ! I nas not supmmea an invoice to 
the FBI for work under this PO yet. I believe ghnuM ha gntirinatinn an im/nina in tha naar fiiturfi. Are vnu in need of any 
documentation from the F^l^ regarding the lA 


Thank you for your assistance and have a good day, 
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Ki2£hf^^ 1^2//^ cLtVec^^^ 

15.506 Postaward debriefing of offerors. 

(c) The contracting officer should normally chair any debriefing session held. Individuals who conducted 
the evaluations shall provide support. 

(d) At a minimum, the debriefing information shall include — 

(1 ) The Government’s evaluation of the significant weaknesses or deficiencies in the offeror’s proposal, if 

applicable; — 

(2) The overall evaluated post or price (including unit prices) and.technical rating, if applicable, of the 
successful offeror and the debriefed offeror, and past performance information on the debriefed offeror; 

(3) The overall ranking of all offerors, when any ranking was developed by the agency during the source 
selection: 

(4) A summary of the rationale for award; 

(5) For acquisitions of commercial items, the make and model of the item to be delivered by the 
successful offeror; and 

■\ 

(6) Reasonable responses to relevant questions about whether source selection procedures contained in 
the solicitation, applicable regulations, and other applicable authorities were followed. 

(e) The debriefing shall not include point-by-point comparisons of the debriefed offeror’s proposal with 
those of other offerors. Moreover, the debriefing shall not reveal any information prohibited from 
disclosure by 24.202 or exempt from release under the Freedom of Information Act (5 U.S.C. 552) 
including— 

(1) Trade secrets; 

(2) Privileged or confidential manufacturing processes and techniques; 

(3) Commercial and financial information that is privileged or confidential, including cost breakdowns, 
profit, indirect cost rates, and similar information; and 

(4) The names of individuals providing reference information about an offeror’s past performance. 

. (f) An official summary of the debriefing shall be included in the contract file. 


:-.LL ccniiiKi;- 
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Decision Criteria: Technical, Cost, Time 

Technical 


Existing proposed platform has limitat ions of providing onivl 


is critical to 


Ability to addres^ 
bperations. 










and proposed solution does not address this 


requirement. >37 e 


The proposed 



Wirilni latttiept and Tiatking reaia 







Decision Criteria: Technical, Cost, Time 


Cost 


for 

III 1 1 1 1 III ■ 1 II 1 1 1 II 1 II 1 ■ 1 1 







is not cost effective or efficient and fails to enh< 

ance 

capaoiiity oas 

ed on 


Time 
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D elivery schedule of June 201 2 to addre ss! 
of 


is not suitable to meet the needs 


of Bureau mission. 


shall be iri full 


and this development effort is do cumented to 

Development starts late and fBI 


not willing to accept this risk. 




Witthii Intentpl and Trotting Team 
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Decision Criteria; Technical, Cost, Time 


■ The customer requested 

* ■ * 

platforms will require a greater magnitude of 

cost and technical accommodations to meet 



customer reauirements and 




Conclusion: Kequirememi 

- - - /A. . /T 7 . 

■equest 


igll KlIWi raSBBtlBs!! 


pemem se^ March 1 0, 
■equest ^cefthat time 
hWe been identified b 
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Fr( 

Se 
To 
Subject: 


I Access 


I don't have a problem with this going forward, but it should b e on a per case basis 
not global as requested. If they are working to get a new employee ^7^ 

clearance and they sign our NDA, I don't see a problem with them bexng worKea into one 
team on UNCLASSIFIED work. I would also like to have them report on the employee's status b3 
in the weekly status updates . I don't want it to become something they/we forget about b7E 
over time. I want the |team to be reminded every week when they report that the new 

employee should not be given access to our classified information. 

If you agree we should respond with an official letter approving this individ ual. 

stating it is on a per case basis, and requesting his status be included in the 

weekly reporting. 



From; | 

Sen t! Tui 
To: 

Cc: 

Subject : 


'.ill PM 


b6 

b7C 


Per our recent 
like to include 


Hil 1 “ 

' ' b7E 

Per our recent convers ation I want ed to e xpand and clarify the below request . We would 

like to include in our daily F I stand up meetings in order to engage him 

productively in the work of the team and the consensus choices being made each morn ing 
ahnnt allncating fnl Ics to tasks. Thssa mpatinns hava haen entirely focused on O ask 
details and do not broach the subject of or other classified material. 

Moreover, we would like the discretion to include him, as necessary, in various meetings 
that in clude only unclassified content - no exposure to classified program content or 
I will be allowed. Please confirm that this is in concert with your security 
guidelines and can applied on a global basis to other employees/Tasks (i.e. an NDA'd 
individual without] clearance can work unclassified aspects of 

Tasks) . 

Your concurrence in this matter is greatly appreciated. 


Thanks, 



CELLSITE- 10783 





signed the NDA last wee k and we are waiting for 


His experience with the 


clearance to be granted. 


baseline will allow him to hit the ground running on 


During th e interim period before his clearance arrives, | [will work exclus ively on 

task»^ that can be performed successfully without any knowledge of the| _ 

system I |or any classified information. Specifically, he will focus on the~T F 









lursaav. hepruarv 10. 2011 11:04 AM 


To: I 1 b6 

Subject:' RE: Access b7C 

b3 

b7E 

Long story short. I told I ~l that the only way he can get approval is to have the person 
under background (posses interm SECRET), they sign an NDA and only work UNCLASSIFIED. When 
I told him that he assumed that meant he only had to accomplish those three things, and 
not bother to ask permission as well. The criteria .'is global, not the approval. I'll send, , 
an email this afternoon. *' 

b7C 

h— t)3 

Senjji: Tnursaav. i:eDruarv iyH 2011 10:57 AM t>7E 

Subject : FWl Access 




I don't understand concerns. Why would he ask for approval for if he thought 

that this process was approved in" December? * * 


From : | 

Sent : Thursda\ 
To: 

Cc: |- 

Subject : RE : 


February 1( 


Access 


Thank you for approving | |for access tc| | I must admit I am a bit confused as 

to why this isn' t a gl obal approval . It has oeen our underst ating for some time 
(reiterated with | [ d uring late June meeting in i I that individuals working only 

unclassified aspects of | ~| Tasks need only have a signed NDA for access. This was 

further reiterated in the Requirements Control Process (attached) which you approved 10 
December. 


We fully appreciate and share the Customer 's sensitivity to these p rojects and endeavor as 

much as possible to only assign staff with That said there will 

always be cases where that ideal situation is not possible, where a key resource can make 
a significant impact on Task progress, and we would like to have the latitude to implement 
to our agreed processes without the need to gain case by case approvals. ^ 


Thahk you for your cofisideration. 



b7C 

b3 

b7E 


Sen t: Thursday, February 10, 2011 8:20 A M 
To: I I 


1 
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2011 8:45 AM 


From: 

Sent: 

To: 

Subject: 


I nursnav. hepmarv 


RE: Summary of 2010 Price List Questions and Revisions 


They are already working a new req for 
know what quantities they are going for, 
see it by next week. 


and some other 


I don ' t 


but they are using the new pf Idlliy . nAi should 


b6 

b7C 

b3 

b7E 


From: 

Sent ? t.'g.hT-na rw lll■^‘?nn fi ; ^ Q AM 

To: 

Cc: 


Subject: REl Summary of 2010 Price List Questions and Revisions 


Good Morning 


We have finalized 
provide a Mod to 


provide a revised copy 


onr rftVTp ws of the revised price list provided by 1/6/11. I will 

incorporat ing this prica list. With this moaif ication, I will 


for 


with the current prices. 


I met with my accounting department earlier thi s week 
adjust our records without the reimbursed funding from 


J 


T d determined that we cannot 
I wi ll provide an officialj^g 

letter from the FBI (hopefully by COB today) to provide an official [ , I for tl^ e 


j|Accp untiij 
and 


Thank von. 


, a , d ,a, n , a„Tff , irm ,a ia t to orovide the reimbursement checks for POs 

on 10/15/10. 


as referenced in Letter 


b7C 

b3 

b7E 


From: 

Sent : Thursday. January 06. 2(J11 AM 

To: 

Cc: 

Subject : REl Summary of 2010 Price List Questions and Revisions 



Happy 'New Year - I hope you all had a wonderful holiday. 


b6 
b7C 
b3 " 
b7E 


Please find attached, the latest revised price list. This incorporates 
your item 1 below and deletes the products in your item 4 below. 


the 


in 


Regarding item 2, her4* is what has transpired since the September 2009 price list: 


X 


• Our cost to 

accordingly 


has increased and the price was adjusted 








Please let me know if you require further clarifications 


Regards, 



We are reviewing the price list one final time to ensure we have identified all questions 
or concerns. Please accept the information below as Version 1 of the FBI's Request for 
Clarification or Changes. I realize some of these repeat; however, I wanted to ensure a 
clear log was maintained. 
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8 April 2011 



Good MomingP |- 


The Federal Bureau of Investigation has drafted a Non-Disclosure Agreement (NDA) that will be 
reauiredi previously directed by 

I ^ Ishall coordinate the signing of these NDAs 


through the 
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ec 

TTnit KRI 

.ologyUnit - b7E 

isd ' b6 

b7C 

|t‘BI Office ofThe{5eneraI boui 

pBr Office of tlte GsneiaJ Gounscl 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


2. AMENDMENT/MODIFICAITON NO. 
Mod 8 


6. ISSUED BY CODE | 

Federal Bureau of Investiqation 


3. EFFECTIVE DATE 

02/15/11 


14. REQUISITION/PURCHASE REQ. NO. 


5. PROJECT NO. (If applicble) 


7. ADMINISTERED BY (If other than Item 6) CODE 

Same as Item 6 . 


ennsyivania Ave. 
Washington DG, 20535 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State 


9A. AMENDMENT OF SOLICIATION NO. 


1 9B. DATED (SEE ITEM 11) 


hOA. MODIFICATION OF CONTRACT/ORDER NO. 


CODE ^ ~ ^ " IfACILITY CODE 09/15/09 

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

□ The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers I ■ I is extended, I I is not extended. 

Offers must aoknowiedge receipt of this amendment prior to the hour and date specified in the soiicitation or as amended, by one of the foilowing methods; 


(a)By cofnpieting items 8 and 1 5, and returning i 


copies of the amendment: (b) By acknowiedging receipt of this amendment on each copy of the offer submitted; 


or (c) By separate ietter or telegram which inciudes'a reference to the soiicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE dESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 

12. ACCOUNTING AND APPROPIRATION DATA (If required) 

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE I A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, eto.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

D. OTHER (Specify type of modification and authority) 

X FAR 43.103(a) Bilateral 

E. IMPORTANT: Contractor [[] Is not, \E\ Is requireiJ to sign this document and return copies to the issuing office. 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, inciuding solicitation/contract subject matter where feasibie.) 

See Page 2 of 2 attached for details concerning addition of: revised price list, IP Assertions 
Letter, exercising .of Option Year 1, and addition of FAR Clause 52.209-9. 


Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect. 
1 5A. NAME AND TITLE OF SIGNER (Type or print) 1 1 6A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print) 


15B. CONTRACTOR/OFFEROR 

1 5C. DATE SIGNED 

1 6B. UNITED STATES OF AMERICA 

16C. DATE SIGNED 

(Signature of person authorized to sign) 


(Signature of Contracting Officer) 



NSN 7540-01-152-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. 10-83) 
Prescribed by GSA FAR (48 CFR) 53.243 
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AL.L 1 1; J'C- K 7 1 1 i '' 7 : i ; T7-: 7 7 7 1 
HEREIN IS ON:.L.-.SSi,: ,!i.- 
DME 11-171-2012 PV 


SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

SF-30 PAGE 2 OF 2 
Contract 


Contract # 

Awarded: 9/15/09 
Mod#: 8 

Mod Effective Date: 2/15/1 1 


Thp. niimn^e of this modification is to i ncorporate the following documents into the 


Contract 




The consolidated pri ce list entitled f 
FINAL” e-mailed by 


CO 1/6/11 at 9:33 AM 


JPricing List (1-5-11) 


T he fully execut ed Intellectual Property Assertions Lette| 
td I from CO 2/14/1 1 at 10:01AM; 


rev.l e-mailed 


This modification also includes the following actions: 

- The FBI hereby exercises Option Year 1 of the[ 
of 9/1 5/1 0-9/1 5/11; 


Contract, with a POP 


Addition of FAR Clause 52.209-9 “Updates of Publicly Available Information 
Regarding Responsibility Matters” JAN 201 1 into the Contract. 


All technical guidance is t o come fi'om COTRl 
conditions o:q 
the Statemen 


] All other terms and 


Pontract apply. All work to be performed in accordance with 


s of Work. Contractor exceeds funds at own risk. 


b6 

b7C 

b3 

b7E 


b3 

b6 

b7C 

b7E 
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Page 1 of 2 



ILL INFOEMATICH CGNL? i ' 
EEREIN IS UirClASSIFIE” 
miE 11-19-2012 El cLlTj 




Sent: 

To: 


Thursday, February 10, 2011 8:34 AM 


Subject: • FW: Su mmary of 2010 Price List Questions and Revision s 

Attachments: Detailec 


e convepatioo-Tuesday and our discussion on Monday, you are in concurrence with this 

3 Drr is other responses below, and require no further edits to this list. As a result, 

modification to the contract officially accepting this price list as the revised one for 
I base all future purchases off this price list. 



Happy New Year - 1 hope you all had a wonderful holiday. 

Please find attached, the latest revised price list. This incorporates in your item 1 below and 

deletes the products in your item 4 below. 



Please let me know if you require further clarifications 


Regards, 


b6 

b7C 

b3 

b7E 


b6 

b7C 

b3 

b7E 


2/10/2011 


CELLSITE-10168 







Page 1 of 2 


From: 



Sent: 

ThiirsHflv .IflniiarvDfi 9011 AM 

To: 


Cc: 



Subject: RE: Summary of 201 0 Price List Questions and Revisions 

Follow Up Flag: Follow up 

Flag Status: Red 

Attachments: Detailec 

>\ I 


Happy New Year - 1 hope you all had a wonderful holiday. 


Please find attached, the latest revised price list. This incorporated 
deletes the products in your item 4 below. ’ ^ 


in your item 1 below and 


Regar dinR item 2, here is what has transpired since the September 2009 price list 



Regarding item 3f 


Please let me know if you require further clarifications 
Regards, 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 




From: 



Se nt; Friday, December 17, 2010 1:31 PM 


Toi 

Cci 

Subject: summary or zuiu price List Questions and Revisions 


b3 

b6 

b7C 

b7E 


2/10/2011 


CELLSITE- 10169 








Page 2 of 2 


Good Mornin 

We are reviewing the price iist one final time to ensure we have identified all questions or concerns. Please 
accept the information below as Version 1 of the FBI's Request for Clarification or Changes. I realize some of 
these repeat; however, I wanted to ensure a clear log was maintained. 



1) The FBI requests th^ 
2009 be included in the 


^er E-mail 


fom the Original Price List of September 
1 12/15/10, the prices are as follows: 


b3 

b6 

b7C 

b7E 
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2 / 10/2011 








U.S. Department of Justice 

Federal Bureau of Investigation 
Washington, DC 20535 
8 June 2012 • 





Contract: 


<. Order 

Subject: 

Award o: 


Tasl 


b3 

b6 

b7C 

b7E 


I 

Good Aftemoor 


Enclosed fr> r vnn Tfir,nrds are con ies of all award documentation for services required to provide 


FBI-specifid 


•nnp.nmp.ntfltinn includes a copy of SF-30 Modificahon awarding 


and fimding the Task Order undei 


bid Purchase Orde 



in the next revision. 


Any questions con cerning this matter, please forward t o the above ad<^ ess to my attention, e-mail to 
^ic.fbi.gov, or you may call me at 202 




Cbntracting Officer 

Science and Technology Contracts Unit 


b3 

b6 

b7C 

b7E 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 






Jun 8, 2012 


1 7. ADMINISTERED BY (If other than Item 6) 


Federal Bure 


935 Pennsylvania Ave. NW 
Washington, DC 20535 


Same as Item 6 , 



Is not extended. 




The above numbered solicitation Is amended as set forth in Item 14. The hour and date specified for receipt of Offers is extended, is not extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified In the solicitation or as amended, by one of the following methods: 

(a)By completing Items 8 and 1 5, and returning j copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which includes a rWerence to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENTTO BE RECEIVED AT THE PLACE 
DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 1 4. 


CHECK ONE 







B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECTTHE ADMINISTRATIVE CHANGES 
appropriation date, etc. ) SET FORTH IN ITEM 14, PURSUANTTO THE AUTHORITY OF FAR 43.1 03(b). 


(such as changes In paying office, 


lAamiSIdrl 


peaty type otmodlticatlon and authority) 

FAR 43.103 "Bilateral" and 32.7 "Funding" 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return 


copies to the issuing office. 


III iii^M ii I ii|i| 1 1 III 1 1 


section headings. Including sollcitatlon/contract subject matterwhere feasible.. 


The purpose of this modi£ii 
funding in the amrmnH hfl 
6/17/13. All| 

Taskj, SOW for one uoncngici: 
-djacumentation a nri t a rt phHt 
TPOC id 


H nn 1 .s to aw ard thisi Tasking and provide 

tor the ! l uvtdi *a POP of 6/1-8/12 - 

are to be onndnoted in aociordanc p with }: he SOW f pr tl 
Terms Conditions of the Contract, and| proposeji 

tJied via e-mail 4/27/12 and 5/21/12'. COTK ui lecord is 

Contractor exceeds funding at own risk. 


Except as provided herein, all terms and conditions of the document referenced In Item 9A or lOA, as heretofore changed, remains unchanged and In full force and effect. 





(Signature of person authorized to sign, 


NSN 7540-01-152-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. 10-83) 
Prescribed by GSA FAR (48 CFR) S3.243 
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, 1 . CONTRACT ID CODE 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

' 2 . AMENDMENT/MODIFICAITON NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NO. 

Mod 2 10/27/10 

7. ADMINISTERED BY (If other than Item 6) CODE 


Same as Item 6. 


5. PROJECT NO. (It applicblDl 



935 Pennsylvania Ave. 

Washington, DC 20535 

8. NAME AND ADDRESS OF CONTRACTOR (No., Street, county, State and ZIP Code) 



9A. AMENDMENT OF SOLICIATION NO. 


SB. DATED (SEE ITEM 111 


hoA. MODIFICATION OF CONTRACT/ORDER NO. 


b7C 

b7E 


09/15/10 

CODE FACILITY CODE . 

1 1 . THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

Q The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers Q is extended, jZl 'S not extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods; 

(alBy completing items B and 1 5, and returning J copies if the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

amendment, and is recoivod prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 

■ 13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITE M 14. 

CHECK ONE |A. "f HIS CHANGE ORDER IS ISSUED PURSUANT TO; (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
— NO. IN ITEM 10A. 

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 

appropriation date, ate.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


D. OTHER (Specify type of modification and authority) 

PAR 43.103(a) Bilateral 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return i copies to the issuing office. 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Orgoniaed by UCF section headings, including sollcitationfcontract subject matter whore Icasibic.) 

The purpose of this modification is to provide a no cost extension to the POP £gg t}i e above PO 

through 6/15/2012 to accommodate the proposed 21-month POP to complete thel JTO. Ail 

terms and conditions of the contract apply and services are to be performed in accoi'dance with 
the SOW at the direction of the COTR and Task Lead. Contractor exceeds funding at own risk. 


Exccot as orovidod heroin, all terms and conditions of the document rctcrenced in Item 9A or 10A, os heretofore changed, re mains unchanged and in full force and effect. 
, C a Ma>.c oMr. Tir, p r,p mr.MCn ,Tunf nr n Tk;H ll JIA . NAIVIE AND TITLE OF gONTRACT ING OFFICER (Type or^^ 


b3 

b6 

b7C 

b7E 


Contracting Officer 

|1BC. DATE S(GNED 16B. UNITED STATES OF AMERICA 


|16C. DATE SIGNED 


(Signature of person authorized to sign) 


NSN 7540-01-152-B070 
Previous edition unusable 


(Signature of Contracting Ottlcor) 


STANDARD FORM 30 (REv. io-83) 

Proscribed by GSA FAR (48 CFR) 53.243 
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iU-L LViriPi'i'-.:: li" ::i 
HERE IN T j . i : L:-.z i ! : i ^ J 
DATE 11-19-20;,.;:. - I ■■ 


U.S. Department of Justice 

Federal Bureau of Investigation 
Washington, DC 20535 
11 April 2012 






Contract: 



Subject: 

Responses tc 



Good Afternoon 



Please aeeent this letter as the Federal Bureau of Investigation’s tFBD official response to 



deliverable “postpon e 


|^vill not be held responsibl e for deliv ering the 

kvithin the origi nal Task Order sc hedule phall continue all other 


efforts as previously agreed to undei 


Contract. 


If there are any questions please do not hesitate to contact my office. 


b3 

b6 

bVC 

b7E 


b3 

b6 

b7C 

b7E 


b3 

b7E 



CELLSITE- 10280 








trE&iM 

•NATTOX At STOCK 
NL’MBER 


pl!a.01i^RIPTI0N 

unit 

OF 

ISOE 

OTVv 

nn 

■ BW 

i^<,rr 

PBiCE 

TOTAL 

1 


L_I 

^ 


T 

q 



PMcrhiiSuB t:- 

Services 




b3 

b4 

b7E 


srcewL LSSTitucnojjSL 
ShiptisCn^:- 
Delivery Ijisaticsrojis; 
Ouvrsmnwnfs Esiitiwtei 

Previous -Cbnlnier 9^ 


b7E 


JUsriFlCA^TKKS' FQHTIIE PlrRCUASE OF NONEXPENDABUl n EMS: 
see siuwlicU EC 


CELLSITE-1028 
















0S4)-2iroR’i 


>Sesfig//NOFO]KN/2.03tOS14 

FE0EI«AI- BtlREAU OF ilMVESTICSATION 


PrecS'iSeiice s .RpU.f INE 
To t Finance 


Atttti 


■Dates .a&/i4,/20a0 

BRF A.226. 


ProRix Qaerational Techaology Myision 


[ 


Co ntact f I 
^a^roved By.: 

Drafted By: 


Tia-RTrnhl.ngy Unit 



Case ID f-t 2e8--HO'-lJ068430 -nAA\ 

Title; )a^/NF) WIRELESS. INTERCEPT AND TRACKING TEAM 
Synopsis; To request finance division initiate a 

aT-11-.l.t). e.nha¥><«jami5>Yii<- fnnf^iT>fT f^r-nm 


Derived-^!r£at^_EBI_J3SISe@=^ 0 9 Q 6 


Enclosure Is ) 


FD3E9, 


Details; ■^^§7/KP) TTU intends to satisfy a critical 
reguireuient for providing ‘location and '. -F'dpn fl rnr 1 r>n fjvntamf!, 
for inv.estiqatioris that ‘require use of 



It ,is requested that the Engineering ^ntracts unit 


in.;tfab<a r-j->T^ t f » i» 1 nn._ ■URTno FRT fnnh'rag 

wit 


a 


i 


BESiaCE7/M0P0)RJT/ 20350914 


Lpd 



b6 

b7C 

b7E 


b7E 

b3 


b3 

b7E 


CELLSITE-10282 



/m^om/2 0 350-9X4 

'To? Finaiace From; operational Tecfeiolagi>^- Division, 
■jae,; .26'8-HQ-iOS 843.0, .D3/14/,2010- 


program, Eunairig i n the amou nt - of|_ 
provided on FD-3?:S| 


lhas . been 


(U) The Contracting Officer Technical fiepresepta fcjvfe: (C 0 T^ ) 
^ a ti- pfliS: ■TnniTT'nieer {EEil 


-fny hiiia procurement is ElectroniGS .Engineer _ 

and can,' he .contacted at, thg Engineering .Researqn, 

_ . . .% « 1 ^.._ • ^ tVJ T .r~i' 


laXlU 4-n= -•v>Iw»*j^u4p.v.- - 

g^aci.lity , located in Quahticd^ -V,irgini'a. .fOr .any cuescione, 



b3 I 
b7E 
b6 I 
b7C 


/NOPORK/5 0 3 5 .0 9 14 • 




b3 

b7E 


CELLSITE- 10283 



iuf 


To r Ftiian.ce 
le; )^/NF) 


^^Jkl^//N.OF0JtN/203'509l4 


Fi-dw.i; Operational Teclmoio^ Division 

2-6a.'-'HQ^106fl43,0-, 05/l472qi'p 


Set Lead 1: (Action) 

FTFTANCE 

AT WASHI.NGTON, DO 
FQF IM'FORI^TION 


) 


^SStS^T/ /NOFOim/2 03 5 0 S 14 


j 


1 b3 

r’'^ b7E 


CELLSITE- 10284 



Tt>j 

fe; 



Finance Operational Tectaology- Division 

26e-.HQ.“lDSS43.0. .0?/,14yV2.0i{i 


CC; 


b6 

b7C 



jsSesaS$?/lSOFOItH/203 50914 

4' 


wpn 


„ b3 


b7E 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


1. CONTRACT iD CODE 

PAGE 

OF PAGES 


1 

1 3 


2. AMENDMENT/MODIFICAITON NO. 

Mod 1 


3, EFFECTIVE DATE 

09/1G/10 


4. REQUISITION/PURCHASE REQ. NO. 


5. PROJECT NO. (It applicblo) 


6. ISSUED BY 




aJ Ua. 




CODE 


rw n 


935 Pennsylvania Ave. NW 
Washington, DC 20535 


7. ADMINISTERED BY (If other than Item 6) CODE 

Same as Item 6 . 


■b3 

b6 

,b7C 

bVE 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State a nd ZIP Code) 


CODE 


FACILITY CODE 


(X) 


9A. AMENDMENT OF SOLICIATION NO. 


SB. DATED (SEE ITEM 11) 


CONTRACT/ORDER NO. 


UU. UH I LU I JLL 1 1 Llia 11) 


09/16/10 


1 1. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ 


The above numbered solicitation is amendad as set forth in item 1 4. The hour and date specified for receipt of Offers 


□ 


is extended. 


□ 


is not extended. 


Offers must acknowiedge receipt of this amendment prior to the hour and date specified in the soiicitation or as amended, by one of the foilowing methods; 

(a)By compieting items 8 and 1 5, and returning copies of the amendment; (b) By acknowiedging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate ietter or telegram which includes a reference to the solicitation and amendment numbers. FAiLURE OF YOUR ACKNOWLEDGMENT TO BE RECEiVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be-made by teiagram or ietter, provided each teiegram or ietter makes reference to the soiicitation and this 
amendmetit, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE 

A. THiS CHANGE ORDER (S iSSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH iN iTEM 14 ARE MADE iN THE CONTRACT ORDER 
NO; iN ITEM 10A. 



B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

K 

D. OTHER (Specify type of modification and authority) 
FAR 32.7 Funding 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return = copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, inciuding soiicitation/contract subject matter where feasibie.) 

Please see attached pages for details: 


Except as provided herein, ali terms and conditions of the document referenced in item 9A or 10A, as heretofore changed, remains unchanged and in fuil force and effect. 



■ype or print) 

1 6A. NAME AND TITLE OF CONTR4 

Contracting Office 

iCTING OFFICER (Type or print) b 7 C 

b3 

1 SB. CONTRACTOR/OFFEROR 

15C. DATE SIGNED 

!l 6B. UNITED STATES OF AMERICA 

16C. DATESIGNEDD 1 bj 

(Signature of person authorized to sign) 

(Signature of Contracting Officer) 


NSN 7640-01-152-8070 STANDARD FORM 30 (REV. 10-83) 

Previous edition unusable Prescribed by GSA FAR (48 CFli) 53.243 


CELLSITE- 10289 



SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

SF-30 PAGE 2 OF 3 


Purchase Order Number:! 
tion # 1 



Task Order undei 


1 ne numose o r ims moaiiicaiion is i o nroviae i: 
for services under the 1 

ncrementai runamg m tne amoimt or 
ifask Order. Period of Performance: 9/14 

m- 

9/14/11. All technical guidance to come lron£_ 

technical lead 703 J 



Services to be performed in accordance with the sow and documents below. 

Documentation Incorporated: 

The fnllnwinp dnmimfints are hereby incorporated into the SOW for this Task Order unde | | 


FBI Task Order Letter, Statement of Work, and accompanying documents 

dat ed 7/13/10: 

FBI 


tbcto ical questi] 
_pated 9/9/10 




quests for clarifications submitted 8/26/10; 

!)ost Proposal Revision I (9 Septe: 

Revised Technical Proposal submitted 9/9/10, and Responses to Govemmen 

Questions; 

FBI Responses to Conditions and Assumptions (C&As) ir Cost Proposal 

Revision I (9 September 2010): 

o The FBI concurs with the following C&As: 1, 3, 4, 7, 15, 20, 22, 29, 30, 31, 33, 
34, and 35; 



o Responses for all other C&As shall be those provided in the FBI’s Responses to 
C&As for the isking e-mailed 9/14/10. 


Award Summary: . 

The FBI the hereby awards this Task Order on the following estimates provided in[ 


Cost-Plus Fixed Fee pricing: 


(9 September 2010)” under the previously agreed up on 


b3 

b7E 

b6 

b7C 


b3 

b7E 


b3 

b7E 
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SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


SF-30 PAGE 3 OF 3 


Purchase Order Number: 


Mf>difir.a1 

;ion # 1 


Task Order unde: 



Award Summary (ConV 


funding through PC| 


The Total estimated co st of this Ta sk Order ij 

in the amount ojj| 


|The FBI provides incremental 


General: 

Terms and conditions are those in effect und er the contract. Contractor exceeds funding at own 
risk. Invoices to be sent tc COTR. 


b3 

b6 

b7C 

b7E 
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ILL iNFCK'ip.Ti:]: :n: I : 

HEREIN IS UKCLLSi.. 

BATE 11-20-2012 3? a'll-f 



U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, DC 20535 
22 March 2011 


Subject 


Contract[ 

Engineering Change Proposal -I 


rask Order 


Ded 


Please find enclosed a copy of the Statements nf Work (SOW) for engineering services to 


provide an enhanced capability to the ongoing [Task Order under the task previously 

awarded by the Federal Bureau of Investigation (FBI). Thi s enhanc ement to the original Task 
shall be performed in accordance with the subject Contract f [ shall provide technical and 
cost proposals to support this enhancement as set forth in the attached Statement of Work. 
Because labor rates and similar costs were agreed upon at the award of the contract and Task 
Order, an extensive Cost Proposal is not anticipated. Estimates of hours per labor category are 
required at a minimum. 

If there are any question regarding thi s SOW please su bmit them to my office within the 
next five (5) business days. It is requested thal 


review the enclosed SOW and if 
the proposed contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical 
proposal should be submitted in accordance with the terms and conditions of the FBI's Contract 


prior to but no later than April 7, 2010 1 :00 PM EST. Proposals mav he, sul^itted through fax at 

gUc.fbi.gov . 


one of the numbers below or through unclassified e-mail a| 


Should you have any questi ons concern ing this matt er, please conta ct me at 20:| 


esponse may be faxed to 202 


secure fax 202 
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Contracting Officer 


Attached: Enhancement to Statement of Work fon 


Tasking 
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(U) INTRODUCTION 
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Definition o^ 
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(Rev. 05-01-2008) 


^gESiSeJ/ /NOFORN/ 2 0 3 5 0 3 2 5 


FEDERAL BUREAU OF INVESTIGATION 

■/ 


Precedence : ROUTINE 

To : Finance 


Date ; 


Attn: 


03/25/2010 
ERF 


From: Operational Technology Division 


Co ntactT^ 

Approved By: 

Drafted By: ^ ^ 

ease ID # : /NF ) 268 - HQ -1068430— 

^^/NF) 


J Tracking Technology Unit 


Title: 


Task 


Synopsis: To request finance division initiate 

contract modificat ion action for the continued development of 

las specified on the attached state ment of 
WOTk (suwi ■ m l I using FBI 


contract 


J 


Deravedr^r©m-^^__EEI-NSTSCG^^2^ 9 0 6 1 
Deoiass±fy^'6nr 20T5U3^S 


Enclosure (s)t 


'/NF) statement of Work and FD369 


Details : 


/NF) TTU intends to satisfy a critical mission 



(U) The Contracting Officer Technical Representatiice — fCQTR) 
for this procurement is Electronics Engineer (EE) 
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MT#27173 




To-: Finance 

Re: ^>^/NF) 


/NOFOKN/ 2 0 3 5 0 3 2 5 


From: Operational Technology Division 

268-HQ-1068430, 03/25/2010 


and can be contacted at the Engineering Research 
Facility, located in Quantico, Virginia, for any questions. 

(XI) Onntractina Officers are responsible for ensuring that 
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Req. # 

Februaiy 19, 2010 
Date 

Supply Technician: 
Program Manager: 
Funding Approved: 
Requester: 

COTR: 


II' 




FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUPPLIES AND/OR EQUIPMENT 


TTU/1845 


Ordering Office/Cost Code 




DAIE 
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Page 1 of 1 


Julian Date 


FY 2010 


Contract Specialist: 

Date Received: 

PPMS Approval: T 

Purchase Order # _J 


ITEM# 

NATIONAL STOCK 


FULL DESCRIPTION 

UNIT 

QTY. 

SUBOBJECT 

BI# 

UNIT 

TOTAL 


NUMBER 

■I 



OF 

ISSUE 


CLASS. 


PRICE 


1 





each 

1 

1 




1 

2 





each 

1 

1 




h3 


Requisition Descrintion : 
Engineeriiig Services 


_§ugMstedVMdon 


— 

^ f 

c5: ■- 

r"- 


b7E 

b4 


,RECBI\^0 
MAY 0 8 2010 

jg'Y’* (_\A_ 


CD 


7 J 
-o 


iO 

vO 


a 


SPECIAL INSTRUCTION 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS* 

Ship to Code: | 

ZD 

See attached EG 

Delivery Instructions: 

M-F, 8am-4pm, except holidays 


Government's Estimate: 
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'Previous PO # 




Previous Contract # 



»»■ 
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FEDERAL BUREAU OF INVESTIGATION 

STATEMENT OF WORK 

(U) INTRODUCTION 


(U) This statement of work shall provide the vendor with requirements for developing products and 
conducting research. The following shall provide an overall description and scope of the task set forth 
in this STATEMENT OF WORIC. 


(U) BACKGROUND and SCOPE 

(U) The Federal Bureau of Investigation (FBI), Operational Technology Division (OTD), Tracking 
Technology Unit (TTU) has identified requirements to conduct research and to develop technical 
solutions and products},y^hich provide the FBI with operational capabilities tq 


b3 

b7E 


(U) DESCRIPTION AND REQUIREMENTS 

(U) TASK DESCRIPTIONS 

(U) Specifically, the FBI is tasking the vendor to develop, productize, and deliver products that 
provide the FBI with 


b3 

b7E 


UNCLASSIFIED//FOUO/SBU/LES/20351202 


CELLSITE- 10381 


UNCLASSIFIED//FOUO/SBU/LES/20351202 

provide the mentioned capabilities in an effective, efficient, and timely fashion, which provides benefit 
to the FBI’s operational requirements. 


(U) SYSTEM DESCRIPTION 

(U) Included in the CLASSIFIED SOW is a description of the SYSTEM to be developed and 
delivered to the FBI that Shall satisfy requirements as set forth in the STATEMENT OF WORK. 
Included are also details of requirements that define functional objectives of the SYSTEM. Functional 
objectives are defined as the minimum requirements that define “what” functions the SYSTEM shall 
perform to satisfy the goals and objectives of the development. 


(U) DELIVERABLES 

(U) The following sectipn provides-for a delivery schedule as listed in Table 1 below, as well as details 
concerning each deliveiy requirement. 


(U) DELIVERY SCHEDULE 


ITEM 

Time Frame 

Monthly Project Status Reports 

NLT Five (5) Business Days of each new month upon project inception, to 
include the following: 

• Schedules 

• Financial Status 

• Ov'“’‘fH nf Tssnes /Concerns 



Reoccurrine- - 



1 

Testing, Verification, and 
Demonstration 

Testing and Verification shall be performed throughout the development 
lifecycle as required. 

A government Acceptance test shall be delivered to the contractor within 180 
days after project start. 

FINAL SYSTEM DeHvery 

Pending successful final acceptance tes 
after project start 

ting, NLT than 548 days (1.5 Years) 

SYSTEM Training 

Onffoino- - Provided during delivery ol 







*iv 

Final — Provided to FJdi personnel on FiNALi b Yij'iiiM iJelivery 
davs n.5 Years') after project inception 

SYSTEM Documentation 

NLT 30 davs after FINAL SYSTEM Delivery 


(U) DELIVERY ITEM DESCRIPTIONS 

UNCLASSIFIED//FOUO/SBU/LES/20351202 
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(U) The following provides further descriptions of items described above in Table 1. 

• (U) MONTHLY STATUS REPORTING - The vendor shall provide monthly status 
reporting in electronic and documented format to the FBI, which consists of at minimum 
information related to labor hours, other direct costs; details of work performed or project 
status, as well as the identification of any issues that need to be communicated to the FBI. The 
vendor shall provide a format to the FBI at project inception, and receive concurrence on 
appropriate format of monthly status reports. Monthly status reports shall describe and reflect 
that status of developments and deliverables, to include scheduling issues, to enable the FBI to 
intervene and provide any direction as necessary. 

• (U) TESTING, VERIFICATION, AND DEMONSTRATION 


b7E 

o The vendor shall provide, at vendor facilities, for a government “ACCEPTANCE 
TEST”, which sh^ demonstrate system configuration and setup, and all functionality 
of the SYSTEM, prior to FINAL SYSTEM delivery. The SYSTEM shall be 
demonstrated as operationally connected, fully functional, end-to-end SYSTEM. 


• (U) FINAL SYSTEM DELIVERY - The vendor shall provide delivery of the SYSTEM, 

which includes the following: 


o SYSTEM shall be operationally able to function, end-to-end. 

o SYSTEM delivery shall include all| ftems required to install a fully 

operational product, to include user manuals and other product related 
documentation. 

• (U) SYSTEM TRAINING - The vendor shall provide training for a limited number of 

nprsnrmpl as identified bv the FBI on installation and use of the SYSTEM as delivered 

I final system Training shall be on-site • 

at a remote location determined by the FBI 


b3 

b7E 


• (U) SYSTEM Operational Deployment - The vendor shall provide maintenance and 

troubleshooting support to resolve operational or performance issues as identified by the FBI. 
This period of support shall be, at a minimum, 1 year (365 days) upon delivery of the FINAL 
SYSTEM. 


• (U) SYSTEM Documentation - The vendor shall deliver, to the FBI, technical documents that 

describe all components and operations of the SYSTEM. Documentation shall include 
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descriptions of all applicabl( 

tnan nal s used for setup, operations, and troubleshooting procedures. 


knd related 


(U) OTHER REQUIREMENTS 
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(U) The following sections shall describe other requirements related to the development and delivery 
of the SYSTEM described in this STATEMENT OF WORK. 

t* 

(U) SPACE REQUIREMENTS 

(U) Vendor development efforts will be conducted primarily within vendor business spaces. The 
Vendor shall be afforded access to the primary FBI entity's spaces for meetings, product 
demonstrations and general interaction with FBI personnel. All contractor access to FBI facilities is 
contingent on FBI security approval. 


(U) OTHER DIRECT COSTS 

Materials 

(U) Other Direct Costs (ODC’s) will be paid in accordance with th ontract. The 

contractor shall purchase the materials needed to support the development addressed unde i . t h is _ SQW- - 
All purcha ses must be approved by the COTR prior to purchase execution. All materials, | 
purchased as ODC shall be considered Government Furnished Equipment. 
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(U) GOVERNMENT FURNISHED EQUIPMENT 

(U) Vendor shall provide the FBI with a listing of required GFE in response to this SOW. 
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STATEMENT OF WORK 
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► , 




SYSTEM DESCRIPTION 


(U) The following shall provide a description of the SYSTEM to be developed and delivered to the 
FBI that shall satisfy requirements as set forth in this STATEMENT OF WORK. Included are also 
details of requirements that define functional objectives of the SYSTEM. Functional objectives are 
defined as the minimum requirements that define “what” functions the SYSTEM shall perform to 
satisfy the goals and objectives of the development. 


bl 
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/NF) Figure 1 depicts a conceptual SYSTEM diagram to highlight desired components. The 
SYSTEM shall include aU resources required to satisfy the requirements defined within the scope of 
this SOW. 
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FOR OFFICIAL USE ONLY 



The request for information above and the immediate postponement of testing are intended to aid 
the FBI in providing concise guidance with sufficient detail. By making these inquiries and 
determinations during this Phase of testing the FBI intends to minimize revisions and alterations 
required prior to Phase 3 or Acceptance Testing. Your assistance is greatly appreciated. The FBI 
’will provide additional background and direction as soon as possible. 
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To minimize the amount time required to fulfill the above effort, please do not hesitate to contact 
my office with any questions or concerns. 



FOR OFFICIAL USE ONLY 2 
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ALL ik:-'::!-.:-: 

HEREIN IS rnri’-rrr-Tr- 
DATE 11-20-:'::: :v 


From: 

Sent: 

To: 

Cc: 

Subject: 


Thursday, July 28. 2011 12:10 PM 


Phase 3 Rescope Hours 


b3 

b6 

b7C 

b7E 


We thought that providing you deveiopment hours (rather than $$) for the current Phase 3 and the[ 


efforts was the best way to get<a quick appies to apples comparison without spending a lot of time trying to 
give you a detaiied menu of each item. When we get agreement on what scope needs to be removed, we can^^ 
then spend the time to assess the cost impact (if any) and to replan the Phase 3 work. b 6 

b7C 

ase 3 efforts. Thegoodb7E 
I gets us within I lof thd I hours. 


news is that it looks like the 


Capability 


Development 
. Hours 


Phase 3 Efforts 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


F i: 

IF L_ 

DATE 11-20-2012 2V i-.-v; ■ , 





6. ISSUED BY 


TTprip-ral Rivrpan nf Investigation 

Room 6853 

935 Pennsylvania Ave. NW 
Washington, DC 20535 


|7. ADMINISTERED BY (If other than Item 6) 


Same as Item 6. 



is not extended. 




□ The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers is extended, is not extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified In the solicitation or as amended, by one of the following methods: 

(a)By completing Items 8 and 15, and returning ^ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which includes a Reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENTTO BE RECEIVED ATTHE PLACE 
DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 

already submitt^, suchch^ge may be made, by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, andis received prior to the opening hour and date specified. 


1 2. ACCOUNTING AND APPROPIRATION DATA (If require. 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 







B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECTTHE ADMINISTRATIVE CHANGES 
appropriation date, etc ) SET FORTH IN ITEM 14, PURSUANTTO THE AUTHORITY OF FAR 43.103(b). 


(such as changes in paying office. 




peaty type ot moamcation and authority) 

FAR 32.7 "Funding" and 43.103 "Bilateral" 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return 


copies to the issuing office. 


14. DESCRIPTION OF AM 


NT/MODIFICATIO 


rganized by UCF section headings, Including sollcitatlon/contract subject matter where feasible. 


The purpo se of this modification is to finalize the funding awarded for the| | Task ^ 

Order and ! H enhancement sub-tasking under Mod 3. Attached is the calculat idh Of these 
figures. Ttils revis ion inolud sfl the foll owing final f igivrp.cj r I Ifn-r t he Revised t)7E 

Total Ay ard for thef Task Order : I ~| for the | under I I 

I for the I ISCFTPrep Costs ; and] | is identifi ed on the PO for close out and rate 

adjustments. The total amount on the PO remains unchanged : I I No other adjustments 

are made to the Contract. Contractor exceeds funding at own risk. 


Except as provided herein, all terms and conditions of the document referenced In Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect. 





(Signature of person authorized to sign) 


NSN 7540-01 -152-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. 10-83) 
Prescribed byGSA FAR (48 CFR) 53.243 
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SF-30 I M od 4 I Dated 11/ 15/11 | Page 2 of 2 
Co ntract 4 1 1 9/15/09 

PO 


Dated 8/29/11 


Through this modification, the FBI acknowledges that thej 

be low include G&A an d OH. Calculations regarding revisions to the fimding under 
the are below and hereby incorporated into the contract. 


costs 


and 


Original 


R evised and Final Calculations 

I Proposal Cost Sept 2010 


Revised Cost i 


TeCP Proposal P rep Cos 


f 


prigina] 

Cost - 



Revised Total Cost on 


FYlO^Partial Funding Under 
Remaining Funding Required - FYl 1 oi[ 

Reserved or 

Total or l 


[Sept 2011 
] 


for contract close out and rate changes 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

,RI:<iU)ilTli3W^Pu'l(tnXSt7 


;i.AMi-wiiM6sr;Mti&ifiairoTrR!5: 

Mod 3 


j,eppi;( :T ive ' g;t T E 

Aug 31, 2011 


ll-CONTBACTIDCOOE 


PAGE Of PAGES 

1 I 2 


37TOOJl:C l NO. Ill applIOlla 


OTDW 


"OTT 


pcfBaT-ni uirr-cftTi Investigation 


I^Room $SS3 


935 Pennsylvania Ave. m 
Washington, DC 20535 


A ADMINISTERED 8v 'Jforhfr Wen Item 6J CODE 


Same as Item e. 





w 


□ 


JA. ^V.E^^nME^»T Of SOLlilAliON NCT 


W. DATED tiktWMIll 

mmmwmmr 


inmiAMiiiariftTiw? 


a 


ewe 


FACILITY CODE 


TwfDA??^TS^vBv!TW” 

9/15/2010 




□ Ij extended, ^ _| not extended. 


O TTw above numbered solicitation Ismnencled as set forth In Item M. The hour and date specified for receipt of Offers 
Offers must acknowledge receipt of this amendment prior to the hour and date spcdlled In tlw sollcllatton or as amended, by one of the following methods! 
(aifiyrcompleKfigttemsaiiKMS.andrebirnlng \ cop!<i5oftl)<:,Trn!:ndmont;tb)Sy«cknowWgln9feci;lptofthl5amcrtdmcntonc,Tchcopyoftheofier3ubmltted; 

or (e) By separate letteror telegram which Includes a reference to the sollcltallon and amendmentnumbers. FAILURE OF YOUR ACKNOVVLEDGMOT TO BE RECEIVED ATTHE 

DESISNATEDFORTHERECEIPT.OFOFFERSPRIORTOTHEHOURANDOATESPEaFlliDMAYRESULTINREIEaiONOPVIlimOFFm. Ifby vlrtuaofthie.imendmemyourflesIrOtoCharige.inofFer 


12. AttvoNriNts AND APPKOPmATiON DATA pf reqvltetli 


1 3. THIS TTEM ONLY ALLIES TO MODIFICATION OF CONT BACTS/ORD^^ 
IT MODIFIES THE CONTRAa/ORDER NO. AS DESCRIBED IN ITEM 14. 
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cnfflbsiMKiEFfiTOBi®!^ 
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^SEC8^/NOFORN/20350708 
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ON 11-21-2012 


)(^/NF) 

I * (U) Is this a 

2. 


buestions 




Is the| 

running o 5tnnflnrf| 
3 * (U) Doesalll 


plwavs running onl 


1need to beT 


^ • (U) Do you wdnt the ability to| 


[ 


■S' • j^NF) Do you want support added to the| 
• (U) What is the expectation for STSTEM[ 
Sow or proposal. 


Fnrpyamnlp w hen the system is 


This was not included in the origina 


b3 

b7E 


I 


f 

I 

I 


CELLSITE-i6206 


^ECagT//NOFORN/20350708 




TRANSMISSION VERIFICATION REPORT 


TIME 

NAME 

FAX 

TEL 

SER.# 


08/31/2011 17:28 

mj . 


DATE, TIME 



FAX NO. /NAME 



DURATION 


00:01:31 

PAGE(S) 


07 

RESULT 


OK 

MODE 


STANDARD 



ECM 


b3 

b6 

b7C 

b7E 


FD"<448 

Revised 

10 - 27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 


precedence 

r Immediate C Priority 

r 

Routine 


CLASSIFICATION 

r Top Secret 

r Secret C Confidential C Sensitive • 

(7 Unclassified 


TO 

Name of Office: 

. iFacsimile Number; 

Date: 



08/3i/2011 


Attn; 




e 






FROM 



-"U ' 


b7r 

Number of Pages: (including cover) ^ ^ 

m b7E 


Name of Office: 

FBI ■“ Science and Technology Contracts Unit 


Originator's Name; 


Originator's Telephone Number; lOrlglnator's Facsimile Number; 


Approved: 


DETAILS 


Subject: 

Please find attached SF-30 Mod 3/ Purchase Order! 


and award/audit letter for 


b3 

b7E 


Special Handling Instructions; 

Please sign the attached SF-30 (Mod 3) and fax/scan back for finalization. Note; without signatures^ 
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Purchase Order 


and award/audit letter fon 


Special Handling Instructions: 

Please sign the attached SF-30 (Mod 3) and fax/scan back for finalization. Note: without signatures, 
funding is not officially obligated under the Mod/PO. 
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U.S. Department of Justice 

Federal Bureau of Investigation 
Washington, DC 20535 



31 August 2011 


Good Afternoon 

The accomn ^ving documentatio n. SF-3 0 Mod 3 and Purchase Or dej provide for the 

award of the under the | Tasking of thel [ Contract. This 

documentation provides the fina l increment of fundin g for the Task including FYIO 

shortfalls and the addition of the l ~| Please provide a si^ed copy of Mod 3 to 

officially provide these funds identified through the Mod. 


b3 

b6 

b7C 

b7E 


As was discussed in meetings August 9 and 1 0 of this year, the FBI had contemplated cancelling b 3 

subtaskings under Phase 3 of this Task Order due to revised priorities within the agency. The award b 7 E 

documentation reflects and pr ovides c alculations identifying the changing in funding requirements. 

To finalize these calculations, ! | is hereby requested to provide the costs and breakdown of 
Overhead (OH) and G&A for the eac h of th e 2 subtasks cancelled through the award documentation. 

In addition, the FBI is withholding t hd l ECP preparation costs pending an audit of these figures 
as they have been deemed excessive. | | is requested to provide a detailed breakdown of all 

costs incurred to reach the requested ECP preparation costs. Once these two figures have been 
settled, a supplemental modification will be issued to provide the ECP preparation costs and OH & 

G&A adjustments. 


Thank you in advance for your assistance with these matters. If there are any questions please do 
not hesitate to contact my office. 



Contracting Officer 

Science and Technology Contracts Unit 
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b7C 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 
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Mod 3 
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1 I 2 


TTFEECTIVE'DATE 

Aug 31, 2011 


'4.REC!UI5ITI6N/PUWHA5EfttQ.NO. 


5. PROJECT NO. (Itapplicbk) 


6. ISSUED BY 


CODE 


Federal Bureau of^ Investigation 
Room 6853 


Pennsylvania 


Ave. NW 


Washington, DC 20535 

8. NAME AND ADDRESS OF CONTRACTOR (No., Street, county, State and ZIP Code) 


7. ADMINISTERED BY (if other than Kern 6) 


Same as Item 6 . 


CODE 
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CODE 


FACILITY CODE 

n . THIS iiEM bNLY APPLIES t6 amendments OF'SOLl'Clf ATIOlNS 




□ 


9A. AMENDMEnI of SOLldlATION 1^0. 


9B. DATED (SEE ITEM 11) 


10A. MODIFICATION OF CONTRACT/ORDER NO. 


lOB. DATED (SEE ITEM 13) 

9/15/2010 


LJ Is extended, □ is 


is not extended. 


□ The above numbered solicitation is amended as set forth in Item 1 4. The hour and date specified for receipt of Offers 

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 

(a)By completing items 8 and 1 5, and returning j copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENTTO BE RECEIVED ATTHE PLACE 
DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 


1 2. ACCOUNTING AND APPROPIRATION DATA (llrequired) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK 

ONE 

E 

L 

A. This change 6(?d^r is iSsued pursuant to.- (Speclly authority) THE dif AN6E5 SET reftTH IN ITEM 14 A'fiE’MAbE IN THE CdNtliAiT dhbEft 

NO.INITEM10A. 


□ 

L 

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECTTHE ADMINISTRATIVE CHANGES (such as changes in paying office, 

appropriation date, etc. ) SET FORTH IN ITEM 14, PURSUANTTO THE AUTHORITY OF FAR 43.103(b). 


□ 

L 

c. THIS SUPPLEMENTAL AGREEMENT IS ENf EAEC) INTO PUfiSUANT T6 AUTridRITV OF: 




D. OTHER (Specify type Of modification and authority) 

FAR 32.7 "Funding" and 43.103 "Bilateral" 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return i copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION ( drganized by UCF section headings, Including solicitation/contract subject matter where feasible.) 


The purpose of th is modification is t o 1) 

1 . , ■ ■ 1 ” 2 ) 


cancel the 
award the|7 


requirements 


b3 
b7E 

Order 

under the a bove Contr act with facp costs contingent up on audit; 3) provide ' final Increment of 
funding for | | 4) incorporate documentation; and 5) other contractual matters. See 

attached pages for detailed information. 


for 
n to thef 

J J . 


If 

J Task 


Except as provided herein, all terms and conditions of the document referenced In Item 9A or 1 0A, as heretofore changed, remains unchanged and In full force and effect. 


1 SA. NAME AND TITLE OF SIGNER (Typeorprint) 


1 6A. name Am TITLE OP gOMTftAq iHd Offm 


(Typeorprint) 
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Contracting Officer 


1 SB. CONTRACTOR/OFFEROR 
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1 6B. UNITED STATES OF AMERICA 
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(Signature of person authorized to sign) 


(Signature of Contracting Officer) 
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SF-30 I Mod 3 
Co ntract d 
PO: 


Dated 8/3 1/11 1 Page 2 of 2 
9/15/09 


Dated 8/29/11 


The purpose of this modification is to: 


1 . Cancel all work for the| 
under Phase 3 of the 


mbt askings 

I'ask Order awarded in September 2UIU. According to l 


Cost Proposal doc umentation dated 8/17/2011, these subtaskings are valued at 
respectively, not including Overhead (OH) and G&A costs.f 


2 . 


shall provide the cdsts for the OH and G&A costs for these two subtasks which will be 
reduced fr om the total Task Or der value; 

Award thd Isupplement to|~ ITask Order in the amount of 


p for services. Award o j I ECP preparation costs in the amount of 

are contingent upon an audit of these costs to be conduct ed as soon as possible; 


3. Final increment of funding for the continuati on of services u nder the 


inclusive of thd l award. in the amount 


ItlQI 

oC 


3 ’ 


[Tasking, 


is provided under this Mod and 


Jbased on the following calculations: 


Original [Proposal Cos t Sept 20 1 0 


Revised Cost on 


1= Original Cost ofC 


Cost of Services foi 
Interim Revised Total Cost 


H- Cost ofl 


Revised Cost of 

*Note: Interim Revised Total Cost doe s not include the addition o 
preparation Costs or the subtraction of 


Kervices* 
pCP 


DH/G&A Costs 


Interim Revised Total Cost 
FYIO Partial Funding Undef 


jAward = Interim Revised Total Cost -FYIO Partial Funding 

Award + Estimated ] | ECP Costs 


ECP Preparation Estimated Costs 


Full Award Potential = Mod 3 


On ce the figures for the| OH/G&A costs have been settled and 

the! IECP Costs have been audited, the Award identified in this Mod 3 will be finalized 


to include these outstanding figures through a supplemental Mod 4; 


4. The following“doc uments are 


Supplement 2 to thd 


hereby incorporated into the cont ract: FBI SOW for 
Task Order dated 8/1/1 1,| ] questions regardin g the EC P 


mg 

Request dated 8/1 l/ll, and Fl^I Res ponses tol I ques tions dated 8/15/11, and^ 

Cost and Technical Proposals for the j ~| dated 8/17/11; 

5. All work is to be performed in accordance with the SOWs for the Ta sking, SOW for the 


Contract, and all T&C of the Contract. Period of Performance f or thej 
remains June 2012. Technical guidance is to come from COTR, 
COTR. Contractor exceeds funding at own risk. 


Task Order 


Invoice to 


b3 

b4 
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b3 

b4 

b7E 
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DETAILS 


Subject; o 

Please find attache d Task Order Lette r 
IContractl I 


Supplement #2 SOW and Task Order Letter >* for the 




Special Handling Instructions: 

Please confirm receipt - sign this page and fax to the UNCLASS fax # above 
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»■ 


Brief Description of Communication Faxed: 

Task Order Letter and the Fax Cover are Unclassified; 
for your assistance and have a good day. 


Supplement SOW is^^pr^^Thank you 


WARNING 

Information attached to the cover sheet Is U.S. Government Property. If you are not the intended recipient of this information disclosure, 
reproduction, distribution, or use of this information is prohibited (18. DSC, § 641). Please notify the originator or local FBI Office 
immediately to arrange for proper disposition. 
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Number of Pages: (including cover) 
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iririninaWg T<>l>>nhnn« Numbor: 

Qrlainator’s Facfilmile Number; 



Approved: 

DETAILS 


Subject: ^ , , 

Please find attache d Task Order Lett er -[ 
i Contract I 1 


Supplement #2 


SOW and Task Order Letter - for the 


special Handling Instructions: 

Please confirm receipt - sign this page and fax to the UNCLAS5 fax # above 


Ci j I - 


&// h 7 


Brief Description of Communicstlon Faxed: 

Task Order Letter and the Fax Cover are Unclassified/ 
for your assistance and have a good day. ^ 


Supplement sow ls]|]3bd^^Thank you 
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FEDERAL BUREAU OF INVESTIGATION 

Supplement 2 to Task Order 

Statement of Work 

(U) INTRODUCTION ta 

bVE 

(U) This purpose of this paper is to provide the vendor with a statement of work that describes additional 
require ments for c onducting engineering services of products outlined in the Statement of Work of the 

original Task Order. The following shall provide an over all descripti on of the additional 

requirements not addressed in the original Statement of Work in the Task Order, awarded in 

September 2010. 

(U) DESCRIPTION OF REQUIREMENTS 



CELLSITE-16215 





|j!3g8®:j7/NOFO]^^ 



(U) DELIVERABLES 

The following sectio'h provides for a delivery schedule as listed in Table 2 below, as well as 
details concerning each delivery requirement. 

^5^) DELIVERY SCHEDULE 


bl 

b3 

b7E 


ITEM 

Time Frame and Description 

.Status Reports 

ISS//NFJ( As specified in original 



Ivstem 


iF) As specified in original 

— 

Testing, Verification, arid 
Demonstration i. 


IF) As specified in original 





FINAL SYSTEM Delivery 

■(S//F 

Sp) As specified in the original 



SYSTEM Training . 

(d/fh 

F) As specified in the original 



SYSTEM Documentation 

(S//NF) As specified in the original 




(U) OTHER REQUIREMENTS 


Table 2: Delivery Schedule 


The following sections sh all describe other requirements related to the enhancement and delivery 
of this requirement foil architecture described in this Statement of Work 


(U) SPACE REQUIREMENTS 

(U) See original SOW. 

(U) OTHER DIRECT COSTS 


b3 

b7E 


j^/NF) Vendor shall provide the FBI with costs for equipment, to include all, , 

required for the development and delivery of the task outlined in this task order and associated costs for 
major components in the Phase III developme nt of the orig ina l [ Task Order. The Vendor shall 

use equipment previously purchased under th d C ontract before considering the purchase of 

new equipment. 

(U) GOVERNMENT FURNISHED EQUIPMENT 

(U) See original SOW. 
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18 August 2011 

935 Pennsylvania Ave. N.W. 
JEH Bldg Room 6853 
Washington, D.C. 20535 



Attention: 


Subject: 


Contracting Officer 


IIDIQ- 


Task 16 (PC 


Reference: ( aj I IDIQ Contract N d I 

(b) Letter Received 22 March 201 1 subject “’Engineering Change Proposal- 

Task Ord er" 

(c) Letter! jdated 7 April 2011 

(d) Items Received 1 August 201 1 

(ll Task Order EC P request ent itled: 

(2) E-mail entitled: j \Supplement # 2- Task Order ECP Request" 

(3) Related SOW 

(e) Email dated 17 August 201 1 approving request for 2 day extension to submit ECP 

Attachments: (a) Cost Proposal 

(b) Technic^ Proposal 


Deal 


I is pleased to submit the attached ECP for the| fask Order in response to your reque st 

dated 22 March 201 1. If you have a ny questions please contacll at 

jor the undersigned at| 


Very Respectfully, 





RE: Clarification on Weekly Status Reports and Risk Impact Documents 


Page 1 of 4 



RE: Clarification on Weekly Statu s Reports and Risk Impact Documents 

Sent: Thursday^^bruary 24, 2^ 2:32 PM ^ 

To: 

Cc: 


b3 

b6 

b7C 

b7E 


Hi 


□□ passed your email po me since, as Project Engineer on^ 


b share schedule 

and risk management responsibility with the Program Manager. I wanted to prepare 
thoughtful responses - which took a bit longer than anticipated - for each question. 
The responses are indicated in your email below. 


b3 

b6 
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Original Messaae- 


From: 

Sen t : ^weqnesdav, February 09. 2011 5!.~^ 7 PM 
To: 

Cc: 


Subject; Clarification on Weekly Status Reports and Risk Impact Documents 

Hi I I 

As much as I wanted to be at the last MSR, I had previously scheduled OCONUS trip 
and other projects that prevented me from attending. As I was reviewing the weekly 
status report and other l I related documents that | ~| passed to me, I'd like 


b3 

b6 

b7C 

b7E 


(^\ 


to seek some clarification on the following points: 

Weekly Status Report: 

Please explain the 2-4 week schedule slip and provide updated copy of project 
schedule / gant chart. 




I Response : 

This bullet in the weekly status report was meant as a heads up due to the longer 
than anticipated process of defining and getting the U//FOUO/LES System reauirpmpnts 
out of the secure area. We are currently in the process of re-estimating our Phase 
.1 development effopt (based on the defined syste m requirements) and updating '.our 
schedule to confirm a May release of the Phase I I I Once the s chedule is 

updated, we will provide an updated project schedule-. ' 

■ b3 

isk and Impact: 

For each item, please address what measures were taken to mitigate the impact. The b7E 

probabili ty of impact has not changed since the document was first delivered to FBI 
team in early December. We would like to see the current status and 


progress of the mitigation. Specifically for the following items: 


/^Response: 


16774 

5/lo/zui j 




RE: Clarification on Weekly Status Reports and Risk Impact Documents 
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risk process (based on 


First, some general comments about the 

procedure). The risks were identified during the development of the [ 

proposal last August and are reflective of wha t was know n as well as recognizing 


^ risks identified don't lend 
Tnls is because the risks 


what was unknown at the time. The types of the 
themselves to giitig ati on plans prep ared in 

reflect inform^ibn~~ttra't wcpn't hs ohtainahip anH actionable until the subject work 

.carri ed out. Consequently, th ese ris ks indicate only 

procedure until 


an estjunate d ^ impac t t<;$ ^address t'^^^ Risks remain listed per 


[ 


they are complWeTt’*f%TiT^r"^^ the probability of realizing a risk should be 

adjusted - ra ised or lowe red - as new i nform ation bearing on the risk becomes 
available. In 


case, only the n risk has work in progress now Q 


] 


] that will be generating information we can use to reassess that risk. As the 


study proceeds, it should allow us to lower the risk probability in the next few 
weeks and retire this risk entirely by the end of March. 


b3 

b7E 


1. Status update. Phase 1 should be close tof 
progress made on testing plan. 


stage. Please update us on the 


Re sponse : 
On I 


1 we have adopted an incremental devalonTnP.nt nmop^.c, . 


b3 

b7E 


that Phase 1 and 


The specific identified risk is that testing] 

Pha se 2 releases are required t o support proves to be more complex than expected. 

. Jj3.ay.e_ vet to b e developed s^^he ri sk cannot vot hp 
e valuace a. Tne | fwill likely become a development task snrpa ri nvpr ~~ 

Mararand April development iterations. Risk nndatft.g fnlinwinrrl I 


The ultimate risk 

reriremenr gate o t De cembe r, 2011 i s based on an expectation that' testing with a 


I 


Jhas been in progress long enough to have confidence in its 
effectiveness as a test tool. _ - 


2010, there was not an indication that none of the 
suitable to cover all the data and security need. ^ 

will be 

rKel 1 

is an inherent modirxcation tnat nas to be done 

to any generid 

Twe simpl-v do not understand the risk here. 


Response : 

The study completed in November was the \ 
whose purpose was tof 


ICommunications Architectnr<:> Rtiidv 
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We've certainly learned more since the 


architecture study gives us more confidence in "the use of an[ 


e 

idi 
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think it prudent to carry the risk until the 
completed. 


3. What is the cause of the unreliability? Is it purely 
is the measure of reliability in your determination? 


was prepared and the initial 
^ Nonetheless, 
Ttrade study is 


we 


What 
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lint'll ^ ^testing. We will consult with you to determine how to 

"^^risk^fLtor^^^°'^^^ represented in identifying/addressing an appropriate 


End of responses... 


1 look forward to seeing the clarification to understand the 
Thanks ! 


documents better. 
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HEREIT'i If 

DATE 11-21-20::' ■ ' - . - 


Task #16 fPi 


Ischedule Delay Detail, Impact and Recommendations 


In recent weekly report submittals, | has identified a schedule slip on Phase I of the 

program. The amount of delay was originally estimated at 3 to 4 weeks. After extensive analysis, it has 
been determined that the slip is actually 2 weeks. Initial examination had revealed that this impact could 
be absorbed without affecting the Phase I cost. However, after further review it is believed that the cost 
impact for t his part of t he program will incur approximate! ^ | of additional cost, which represents 
two weeks oi Ph‘^e I In order to avoid impact to the overall program schedule, 

is recommending overtime and/or additional resources to make up the schedule. This Phase I 

increase will not impact the negotiated cost of the overall program. A detailed explanation is 

provided below. 

The following paragraphs document the reason for the slip, actions taken to date, and sugge sted actions — 
going forward. \ / t , 

1 6 \' 5 (‘‘ 

Schedule Slip explanation [ 

During the first iteration of two weeks cumulative tearnnours were devoted by 

most of the team to work through the following issues: 


I 


I The result led to a largCr sampling mail 

ori ginally budgeted thus costing about 20 man days more effort than planned 

Th^ I required unanticipated prototyping to choose a suitable | [ thatworked 

within thd pystem.| [were evaluated and| [were prototyped. This took 

abou j [ m ore effort than planned. 

Instal l atinn of the nevJ . I , 

took a I to complete than planned. The and| 

^^vverel I to take advantage of three key features 
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Actions Taken To Date 


In order to reduce the impact of the above issues, the program team has analyzed the Phase I objectives 
and the requirements assigned to meet those objectives. The results of that analysis showed that some of 
the requirements were excessive in meeting the objectives and some were really Phase II requirements. 
Those requirements not specifically needed to meet Phase I objectives were either moved to Phase II or, 
as applicable, put on> a lis t for future consideration. The remaining requirements meet all the objectives 


for the Phase I deliverable! 


system. More details follow. 


Phase I functionality rftmiirfts f 


required to meet Phase I objectives. These requirements were moved to Phase II. 


3vas also 


not 


Thd 


I was always intended to be simple. During requirements allo cation, the 

Jtook on more features than necessary to [ system. The 


scope has been clarified thus reducing the hours required for implementation. 


The ability to 
be a nice featur^. The capability to 




|was not required though it would 


s previously demonstrated in the prototype. 


was moved to Phase II as it was not part of the prototype and did 
not contribute to meeting Phase I objectives. 

Updated versions of the Pha se I require ment documents have be en subm itted to the customer for review. 
These documents include the 


System Requirements and | | System Requirements. 


;;b3 
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Suggested Actions Going Forward 

The projected shortfall for Phase I is approximately 
shortfall without impacting the overall program. 


% 


Several options are available to fund this 


Phase I still has management re serve in the amount ofl There is a about two months left so' that 


money could be allocated to the 


iffort. However, system test and demonstration 


are still looming and the potential challenges are still unknown. Recommend leaving the | | in MR for 


now. 


pas allocated to purchase [ 


I equipment. All of that equipment has now been provided as b3 
GFE. These funds could be allocated to the development effort. b 4 

b7E 


Recommend the Government permit I I to m ove the I I allocated to | | product 


procurement to the Phase I an ^I develObT Trfenfeffoitsj 


The remainina 


contingency for future risks. 


would be ^ located to Phase I [ 

would be allocated to Phase Il^^^nagement reserve as a 
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HEB.EIN J-': -ri-T 
E^iE- ;v 

U.S. Department of Justice 

Federal Bureau of Investigation 
Washington, DC 20535 
12 January 2012 


Contract: | 

Subject: Postponement of 


[Testing 


b3 
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Good Afternoon 


As a result of internal discussions and collaboration at the Federal Bureau of Investigation (F BI), it 


has b een determined that 
result 


f; 


e strategies and testing ofl_ 


As a 


is hereby informed and directed to postpone any and all testing of the 
I It is the intention of the FBI to continue with these efforts at the earliest possible 


date; however, strategies must first be updated internally to ensure clear direction can be provided 
to all projects affected. 


To assist the FBI in completing these discussions and determinations more efficiently, ! | is 
requested to provide the following information. This information is for research and strategic 
discussions only and shall not be interpreted as a rough order of magnitude or request for 
engineering change proposal. All efforts shall be taken to minimize time spent to generate this 
information. 


b3 
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For the following, please provide the potential cost and schedule impacts. This assessment is 
meant to be informal and approximate in nature. 


o[ 


o Impact to 
2012 


] 


Task Order of rescheduling Phase 2 testing until mid-February 
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o 

o 

b3 

o b7E 


o What is the plan to process the test data after the tests have been concluded? 

The request for information above and the immediate postponement of testing are intended to aid 
the FBI in providing concise guidance Avith sufficient detail. By making these inquiries and 
deteminations during this Phase of testing the FBI intends to minimize revisions and alterations 
required prior to Phase 3 or Acceptance Testing. Your assistance is greatly appreciated. The FBI 
■will provide additional background and direction as soon as possible. 

To minimize the amount time required to fulfill the above effort, please do not hesitate to contact 
my office with any questions or concerns. 


b6 

b7C 

Contracting Officer 

Science and Technology Contracts Unit 
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FBI-ERF 
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Registered/Certificate#: 


FROM: 
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b3 


b6 
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1 


LAN# CLASSIFICATION 

COPY#/ 

#COPIES DOCUMENT DATE DESCRIPTION OF DOCUMENT (U) 


2011-06481 S 

17-AUG-2011 


SUPPLEMENT 2 TO 


FASK ORDER 


±AS=I^ITEM 


- NQTHING - FQLL OWS 


K.LASSIFIED MATERIAL IS HEREBY ACKNOWLEDGED AND FULL 
OR HANDLING IN ACCORDANCE WITH CURRENT SECURITY REGULATIONS. 




3ATE) 


(TYPE OR PRINT NAME) 


■(RANK OR JOB TITCET 
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FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 


C, Immediate 



C Top Secret 


PRECEDENCE 


Priority 


CLASSIFtCATlOM 


C Confidential 


C Routine 


C. Sensitive 


C Unclassified 


Name of Office; 


Facsimite Number: (Date: 

08/26/2010 



FROM 


Name of Office: 

FBI - Sdenc€ and Technology Contracts Unit 

Originator's Name: 


iNurnber of Pages: (including cover! 



DETAILS 


Subject: 

Technical Questions forJ 


Proposals for Task Orders under 


Special Handling Insoruccions; 

Please confirm receipt of documentation; in Securit y and fn|^ 

-Has oac1cuu-'-(J^ {Sue 
(Ck \oxcVl . 


Brief Description of Communication Faxed; 

Thank you for your assistance and have a good day. 


WAPNZNe 

InformellOT aMched to the cover sheet is U.S, Government Property, If you are not the Intended recipient of this information disclosure, 
rtproduetcon, dlstnbution, or use of this information Is prohiblBed (18.USC, § 64X). Please notiiy the originatoror local FBI Office 
immediately to arrange for proper disposition. 
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UiS. Department of Justice 

Federal Bureau of Investigation 
Washington, DC 20535 


26 August 2010 


Contract: ' 
Subject: 




Request for Clarification od 
Task Order Pronosais 



Enclosed please find tlie FB I ’s res ponses to | I Xechnical and/or Cost proposals for the 


. jTask Orders to be performed under the above Contract. Please 

review and prepare responds or for discussion to any questions or requests for clarifications 
regarding the Cost and Technical Proposals for next week. 


This proposed tasking is intended as a Cost-Plus Fixed Fee requirement and as such, in 
accordance with the previously agreed upon terms and conditions of this contract, revise t he Cost 
documentation to reflect a 10% fee structure. All Terms and Conditions under the Contracj I 

V e unchanged and binding for all subsequent actions, including tliis 

intended Tasking. 
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To reduce administrative burdens, please make necessary changes to those affected pages and 
provide them for replacement in original documentation. 


If I can be of further assistance with this p.ffnrt vn 

u may contact me at 






Sincerelv. 
Contracting Officer 

■ 
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DETAILS 


Subject: 

Task Order Letters foi^ * ^ Iplease confirm receipt of the 

signing t;ng cover paqe.and-CC|nfirming page numbers. ***alL DOCUMENTATION TO GO 


Special Handlin g Instructilons! 

Unclass Fax j | Secure Fax:! 
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Brief Description of Communication Faxed: 

Thank you and have a good day. 


WARNING 


U.S. Govemment Property. If you are not the intended recipient of this information disclosure, 
production, distribution, or use of this information is prohibited (18.USC, § 641). Please notify the originator or local FBI Office 
immediately to arrange for proper disposition. 
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Number of Pages! (Including cover) 
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DETAILS 


Subject! 

Task Order Letter foH iFlease confirm receipt of the 

documents by sinning the cover page and confirming page numbers. *'r«ALL DOCUMENTATION TO Go 
TOI f** 


Special Handling instructions! 

Unclass Fax:! ISecure Fas 
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6rtef Description of Communication Faieed! 

Thank you and have a good day. 


WARNING 

inibrmatlon attached to the cover .sheeris U.S, Government property. If you are not the intended recipient of this information disclosure, 
reproduction, distribution, or use of this information Is prohibited (J6.USC, § 641), Please notify the originator or local FBI Office 
Immediately to arrange for proper disposition. 
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FEDERAL BUREAU OF INVESTIGATION 





U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 
.13 July 2010 



Subject: 


Contract 


Please find enclosed a copy of the Statements of Work (SOW) for engineering services 
developed by the Federal Bureau of investigation (FBI). 

The FBI is interested in obtaining a proposal for this task to be performed in accordance 
with the subject Contract. Contractor shall provide technical and cost proposals to support 
tasking as set forth in the Statement of Work. 

If there are any question regarding this SOW please submit them to my office within the 
next five (5) business days. 

It is therefore requested that your company review the enclosed SOW and if the proposed 
contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical proposal should 
be submitted in accordance with the terms and conditions of the FBI's Contract prior to but no 
later than August 2, 2010 1 :00 PM EST. Unclassified proposals maybe email to 

I 1 Should you have any q uestions concern ing this matter, please cont act me at| 

I I response may be faxed t d I secure fax| | 


Sincereh 


Contracting Officer 


Attached : Statement of Work for 


Tasking 
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UNCLASSIFIED 
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Auginit2011 


In R?p11y please Refer td 


Mi INFOKMaTION CONTAINED 

935 Pennsylvania Ave. N.W. herein is unclassified 

JEH Bldg Room 6853 11 - 30-2012 by 6s17s emh/st^ 

Washington, D.C. 20535 <- 


Attention; 

Subject: 

Reference: 


Attachments; 


’b3 

b6 

b7C 

b7E 


Deai | ~| 

Attached ple ase find the questions relating to the above referenced request. Your written responses are 
requested by^ 


For technical questions please contact 
or contact the undersigned ai 


Very truly yours, 


Contracts 
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1.4 (U//LES) Sub Task 2 

(U//LES) The 

demonstrates 

[This requirement shall include: 





2 (U//LES) Sub Task Milestones and Requirements 
2.1 (U//LES) Sub Task Milestones 


(U) The initial kick off meeting shall be held no later than 30 days after 

contract award. 

(U//LES) The vendor shall conduct a demonstration of the 
to the COTR and approved government attendees. The vendor shall 
deliver a full report of the conduct of the test with a future 
mitigation/milestone plan based on the test results and follow on work to 
productize. Testing shall be conducted no later than 2 weeks prior to the 
end of the period of performance. 

(U//LES) The vendor shall deliver to the COTR a rep ort of analysis, 
modeling and tes ting that v erifies the capa bility of the 

to support |This report snail not oe an 

assemoiage or power point slides, aitnough their use in support of written 
narrative is acceptable. This report shall be due at the end of the period of 
performance. 

(U) Transition of deliverables shall be coordinated with the COTR at the 
end of the period of performance. 
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2.2 (U) Sub Task Requirements 

• (U) The vendor shall provide personnel with the requisite knowledge, 
technical background and skills to successfully complete the tasks 



3 (U) Requirements 


3.1 Security Standards and Regulations 


(U) Refer to 


Statement of Work section 2.3 for guidance. 


(U) SECURITY Statement: This program, all documentation, all associations, all stated 
and implied requirements and all personnel must adhere to and meet security requirements. 
Any breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


3.2 (U) Contractor Furnished Documentation 

(U) Final re port of analysis, modeling and testing (as described in Section 2) 


(U) Refer to 

additional documentation not explicitly stated in this SOW. 


Statement of Work section 2.6 for any 


3.3 (U) Status Reporting 


(U) Refer to| 
guidance 


Statement of Work Section 3.3 for 


3.4 (U) Formal Meetings 


(U) Refer to| 
guidance 


Statement of Work Section 3.4 for 


b3 

b7E 
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3.5 (U) Government Furnished Equipment 

(U) The government does not anticipate the need for any Government Furnished 
Equipment on this task. Ho\wever, if the additional purchase of equipment is 
required the vendor shall obtain written authorization from the government 
Contracting Officer prior to any individual purchase equal to or exceeding 
$50,000.00. The Contracting Officer may lower or raise the $50,000.00 threshold 
at his/her discretion. If the CO and COTR approve such a purchase the item shall 
become property of the government, and as such will be maintained in 
accordance to currently existing property accountability procedures. The COTR 
will determine final disposition of any such items at the end of the period of 
performance of this task. 


3.6 (U) Period of Performance 

(U) The vendor shall propose the most efficient and cost effective schedule to 
complete this requirement for government consideration. All deliverables and 
milestones are expected to be proposed at their specified date in the above 
deliverable / mjjlestone schedule or otherwise adjusted by the vendor and justified. 
Based on the needs of the government and complexity of the requirement, the 
government recommends a period no longer than 12 months. This recommended 
period includes 90 days to allow for review, preparation and submission of 
deliverables and closeout activities by government personnel. 

3.7 (U) Place of Performance 


(U) The vendor shall perform all work under this task at the vendor’s facilities. 
Therefore the government expects no travel charges. 


4 (U) Contact Information 

4.1 (U) Government Points of Contact 


• _ Contracting Officer 


Federal Bureau of Investigation 
Headquarters: Room 6853 
935 Pennsylvania Ave. NW 
Washington. DC 20535 , 


r.nntrflr.tinn Offirp 


’s Technical Representative 


ERF Bldg 27958A 
Quantico, VA22135 


b6 
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Thanks, 


Contract Specialist 

Office of Procurement Operations 

U.S. Department of Homeland Secu rity 


9ylt6iaffiIIrE-20053 




FEB-15-2011 IV-ZA 


AMENDM ^ ’ la. 


CONTnAWl'IBWDB 


■g. amenpH WTAabDioOToN W 

Moa a . 

VidSubo'BV ' — — — ESSe 

TTfWflftTiral. TllirBRli 0£ lUVttBfcigfafclon 

I 1 Rooni G85S 

PHUflayAv t uiaB. » v«« nw 

WRehliiffbon DCf 20535 


i:T??i5?i7gD5vii pr«i3DlwTwM'iFW«5mT5Si:i^ 

02/lS/ll — ~- 

— — ' rsSiSiifiiST'endii BY m o"'w <(vm mm u^ coon 

SRm<> tia Xbem $» 


|pAciii""0F 

1 I 2 

rWoiiippiiiiiiii) 


^ 8I8IC Wirt 2P COW') 


ilnSgUmTO 


JP, DATIib ITP^ ill” 


iFAcitnfVCODE 

V.TMlii 


09A5/09 


BMDMeNV^~QF wkliylTAl jV 


9rr-==srsr:=rr;i^ 

, 


"iV/ AMClirlVlNO XS'MpibAtIon M a m n)U^< 




■gu Shmu^E lA. tHCTHftrtQOOHil!hl p buo.u^ ti ^/Win^ ^^ 


iflAiittMA«lNTfiBCOtWliAO'l lillUi!l 


- p 7' QTHBR'tipItlHIY OTA w'tn 9 »bo»!Wn ElW BUHWfltVl ' 

f( ERR 43.165 (a) SlXfttagaX : i I ..nniM tn 4lvi lE4uMa Office. 

' '' T*^ lA R/vt Ir r4ftuTt*dd filon tWn rfooUftMint rotuhi ^ 

iMPOfrrANTi c^ntrarta* □ 16 rwrt, tamret(mr6diOBipnTfi»g 


rmt1’if.VlA'.UV:!A*7/7 


laiwiB 





iKDoKHololiiKiKHoKilololoH* -COMM. JOURNAL- DATE SEP-12-2011 )K>l0KH<H< TIME 17! 42 >XH0KH(*Ho|0K 


MODE = MEMORY TRANSMISSION START=SEP-12 17:41 END=SEP-12 l7:42 

FILE NO. -529 

STN COMM. ONE-TOUCH/ STATION NAME/TEL NO. PAGES DURATION 



SECURE FAX HEADER SHEET 









UNCLASSIFIED 

SUBJECT/COMMENTS: 


b7E 


THIS FAX CONSISTS OF HEADER + PAGES. 

PLEASE SIGN THE DOCUMENT RECEIPT BELOW AND FAX BACK TO EITHER NUMBER 



• ^ . . I t . • 

THIS HEADER SHEET IS UNCLASSIFIED 


CELLSITE-20056 





09A01/2011 11:47 


rMQtL ux 


FD-448 

Revised 

lQ.27-2004 


HEREIN IS L!!:_.--S 

FEDERAL BUREAU OF INVESTIGATION date i2-oi-20 i.v 

FACSIMILE COVER SHEET 


prgceoence 


C immediate 


C Top Secret 


r Secret 




Name of Office: 


r Priority 


r Routine 


CLASSIFICATION 


r confidenaal 


TO 


9 Sensitive 


r Unclassified 




)err 


1 ^ E===^«— 

Room: 

Teleohone Number: 

<* 


1 . FROM 



Dote: 

09 / 01/2011 


nrioinator'fi Name; 

|nrJnln«pftK<i THenhone 

^Number: 

□rioinacerB raaim 


1 HIM 


Number of Pages: (including cover) 


b3 

b6 

b7C 

b7E 


DETAILS 


Subjects 

In 

under th^ 


Please fi nd attached the rcvisef 


oriQinany faxed 8/19/11 


Special Handling Instruerions: ^ j. i. J 

Please confirm receipt - sign this page and fax to the unclaSS fax » Bbovcj^ 


Brief Description of Communlootlon Fexed: 

The le Wi^inL the Fax Cover are Unclassified; 
have a good day. 


Thank you for your assistance and 


WARNING 

Information attached to the cover sheet is U.S. Government Property. » you are not the intended rcdpiencon^ 
reproduction, distribution, -or use of this Information Is prohibited (16.USC, § 641). Please notify the originator or local FBI Office 
immediately to arrange for proper disposition. 



FD-44B (Revised 10-27-2004) 


Page i of 1 FEDERAL BUREAU OF INVESTIGATION 

CELLSITE-20072 






, 1 

.**********»#*#^(********^t*****#**#***# - COMM. JOURNAL- *^(**3(*it**5(**#*******it****i(*if************ 


FAX MODE = TRANSMISSION 

COM MODE = 408 ASYNCHRONOUS COMPRESSED PROTOCOL 
PAGES- = 6 


JSlLL INF-C'RH/a-i::.ii C::...;. • ii't ■ 

HEREIN IS UKCU.3? ■.?--- 
DATE 12-01-2012 ST L' :• MI 


***^t*#*******#*****#*****#**#**#»********5f********#*******»*)f*»***if***.**********if ************** 


CELLSITE-20073 



FD^448 

Revised 

10-27-2004 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 



; . INrCR-l' ■ V i - 

:”7riH TG -.Ti-i 

I.MI L2-IL-irLI I. .’IL '7 I.-.!! iZ", 


PRECEDENCE 

r 

Immediate C Priority 

C Routine 


CLASSIFICATION 



r* Top Secret C Secret f* Confidential 9 Sensitive C Unclassified 


TO 




iFacsimile Number: 

Date: 


r 

09/01/2011 

Tffril 



Room: 

Telephone Number: 





L 


FROM 


Name of Office: 

FBI - Science and Technology Contracts Unit 

Number of Pages: (including cover) 

(0 

Originator's Name: 



Originator's Facsimile Number: 




■■■ 



'Approvau: 


'b3 

_b6 

b7C 

-b7E 


DEtAILS 


Subject: I 

Please fin d attached the revisedi 
under the| 


originally faxed 8/19/11 


Special Handling Instructions: , . 

Please confirm receipt - sign this page and fax to the UNCLASS fax # above 


Brief Description of Communication Faxed: 

The lett a^gnd . the Fax Cover are Unclassifie 
have a good day. 



Thank you for your assistance and 


WARNING 

Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this information disclosure, 
reproduction, distribution," or use of this information is prohibited (18.USC, § 641). Please notify the originator or local FBI Office 
immediately to arrange for proper disposition. 


Page 1 of 1 


. CaiSITE:20074 

FEDERAL BUREAU OF IN vEs i IvaA i luN 


FD-448 (Revised 10-27-2004) 



















08/19/2011 13:12 


I MUU. 


ua. 


FD-448 

Revised 

10-27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 



r Top Secret 


f- Secret 


CLASSIFICATION 

C Confidential 



Sensitive 







C Unclassified 


08 / 19 /aOll 


rsi 



Name of Office! 

FBI - Science and Technology Contracts Unit 


r'a Ncnnei 




Number of Pages: (including cover) b7C 

b7E 


acaimile Number: 


Approve 


Subject: 



DETAILS 


attached L 



Special Handling tnctruetlons! 

Please confirm receipt - sign this page and fax to the UNCLASS fax above 




/O 



Brief Description of Cbmmunication Faxed: If j 

The letter and the Fax Cower are Unclassified; [ 
have a good day- 


Jnce and 


WARNING 

Informaaon attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of thit information dlflclosure, 
reproduction, distribution, or use of this Information is prohibited (IS.USC, § 641). Please notify the originator or local FBI Office 
immediately to arrange for proper disposition. 


FD-448 (Revised 10-27-2004) 


page i of i 


FEDERAL BUREAU OF INVESTIGATION 

CELLSITE-20080 





m, ■■ ■ m:-;. ■ 
KERF.r'i - r"ii 


FD-448 


FEDERAL BUREAU OF INVESTIGATION 


Revised 

10-27-2004 


FACSIMILE COVER SHEET 


C Immediate 


PRECEDENCE 

C Priority 


C Routine 


CLASSIFICATION 



DETAILS 


Subject: l 


PtoagQ firirt 1 


1 



Speciai Handiing Instructions: 

Please confirm receipt - sign this page and fax to the UNCLASS fax # above 


Brief Description of Communication Faxed: 

The ietter and the Fax Cover are Unclassified; 
have a good day. 


[Thank you for your assistance and 


WARNING 

Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this information disciosure, 
reproduction, distribution, or use of this information is prohibited (18.USC, § 641), Please notify the originator or local FBI Office 
immediately to arrange for proper disposition. 




CELLSITE-20081 

FEDERAL BUREAU OF INVESTIGATION 


FD-448 (Revised 10-27-2004) 


















Let me know if you have any questions, 



Contracting Officer 
Federal Bureau of Investigation, 











n The above numbered solicitation is amended as set forth In Item 1 4. The hour and date specified for receipt of Offers □ is extended, □ Is not extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified In the solicitation or as amended, by one of the following methods: 

(a)By completing Items 8 and IS, and returning • ^ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE 
DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJEQION OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 

already submitted, such.change may be made, by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, andis received prior to the opening hour and date specified. ■ 



13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 
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IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 1 4. 

CHECK ONE |A. THIS CHANGE OKDER 15 ISSUED fUrSUANTTOI (ipsaiyauthoTity) THE cHaNCiIjS SET FORfH IN MEM 14 ARE'mAuE IN THE CONtH 

^ NO.INITEMIOA. 


B. THEABOVENUMBEREDCONTRACT/ORDERISMOOIFIEDTOFEFLECTTHEADMINISTRATWECHANGES 

opp'pprfixloftdflte.efo ISETFORmiNfrEM HPU.RSUANTTOTHEAUTHORITYOFFARCS.IOSft), 
|— . " TtilS iUKHLEMEIMTAL AOHtbMSNT IS ENTEKtO IN l b PURSUAnI To AUTHORiTy OHj 

, u, OTHER bpecZ/Jr type o/moo«/fflhon end owrnddoy' " ' ' 

PAR 43.103 »Bilater al " 

E. IMPORTANT; Contractor a is not, is required to sign this document and return 


(tuch as changes In paying office, 


. CELLSITE- 201: 

copies to the issuing office. 




6. ISSUED BY 


17. ADMINISTERED BY (If Other than Item 6) CODE 


Federal Bureau of Investigation 
Room 6853 

'yj5 FennsyivaniA Ave. nw 
W ashington, DC 20535 


Same as Item 6'. 





Is extended, u Is not extended. 


□ The above numbered solicitation Is amended as set forth In Item 14. The hour and date specified for receipt of Offers 


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods; 

( ) y completing items 8 and 1 5, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENTTO BE RECEIVED ATTHE PLACE 
DESIGNA-reO for THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 
amfntenb ffou?Sia §atl‘sp"4fifi«l*'* reference to the solicitation and this 


1 3. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE 








B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES 
appropriation date, etc. ) SET FORTH IN ITEM 14, PURSUANTTO THE AUTHORITY OF FAR 43.103(b). 


(such as changes In paying office. 



liTarAKIdi 


peaty type of modification and authority, 
FAR 43.103 "Bilateral" 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return 


copies to the issuing office. 




Except as provided herein, all terms and conditions of the document referenced In Item 9A or 1 OA, as heretofore changed, remains unchanged and In full force and effect 


ype or print) 






1 SB. CONTRAaOR/OFFEROR 


Contracting Officer 


1 6B. UNITED STATES OF AMERICA 


(Signature of person authorized to sign) 


NSN7S40K)1-1S2.8070 
Previous edition unusable 



(Signature of Contracting Officer) 



STANDARD FORM 30 (rev. io-b 3) 
Prescribed by GSA FAR (48 CFR) 53.243 


CELLSITE-20111 














FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 

Total Deleted Page(s) = 49 


Page 

2 ~ 

b3; b5; b6; b7C; b7E; 

Page 

3 ~ 

b3; b5; b6; b7C; b7E; 

Page 

4 ~ 

bl; b3; b5; b6; b7C; b7E; 

Page 

6 ~ 

bl; b3; b5; b6; b7C; b7E; 

Page 

7 ~ 

b3; b5; b6; b7C; b7E; 

Page 

10 

~ 

b3 ; b5; b6; b7C; b7E; 

Page 

19 

~ 

bl; b3 ; b5; b6; b7C; b7E 

Page 

20 

~ 

b3 ; b5 ; b7E; 

Page 

29 

~ 

Duplicate ; 

Page 

30 

~ 

Duplicate ; 

Page 

31 


Duplicate ; 

Page 

40 


b3; b5; b6; b7C; b7E; 

Page 

45 


b3; b5; b6; b7C; b7E; 

Page 

46 


b3; b5; b6; b7C; b7E; 

Page 

51 


Duplicate ; 

Page 

52 

~ 

Duplicate ; 

Page 

53 

~ 

Duplicate ; 

Page 

54 

~ 

Duplicate ; 

Page 

55 

~ 

Duplicate ; 

Page 

56 

~ 

Duplicate ; 

Page 

57 

~ 

Duplicate ; 

Page 

58 

~ 

Duplicate ; 

Page 

59 

~ 

Duplicate ; 

Page 

60 

~ 

Duplicate ; 

Page 

61 

~ 

Duplicate ; 

Page 

62 

~ 

Duplicate ; 

Page 

63 

~ 

Duplicate ; 

Page 

64 

~ 

Duplicate ; 

Page 

65 

~ 

Duplicate ; 

Page 

66 

~ 

Duplicate ; 

Page 

67 

~ 

Duplicate ; 

Page 

68 

~ 

Duplicate ; 

Page 

69 

~ 

Duplicate ; 

Page 

70 


Duplicate ; 

Page 

71 


Duplicate ; 

Page 

75 


Duplicate ; 

Page 

76 


Duplicate ; 

Page 

77 


Duplicate ; 

Page 

78 


Duplicate ; 

Page 

79 


Duplicate ; 

Page 

80 


Duplicate ; 

Page 

81 


Duplicate ; 

Page 

82 


Duplicate ; 

Page 

83 

~ 

Duplicate ; 

Page 

84 


Duplicate ; 

Page 

85 

~ 

Duplicate ; 

Page 

86 

~ 

Duplicate ; 

Page 

87 

~ 

Duplicate ; 



Page 88 ~ Duplicate; 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



s 




-^//NF) Please clarify what future customers of the products above will have access to in terms of enhancement 
made touie above products under current contract. 





FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 


Total 

Deleted 

Page 

: (s) 

= 4 

Page 

45 ~ b3; 

b5; 

b6; 

b7C; b7E; 

Page 

46 ~ b3; 

b5; 

b6; 

b7C; b7E; 

Page 

47 ~ b3; 

b5; 

b6; 

b7C; b7E; 

Page 

48 ~ b3; 

b5; 

b6; 

b7C; b7E; 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 

Total Deleted Page(s) = 24 


Page 

44 - 

• b3; b6; b7C; b7E; 

Page 

70 ' 

• b3 ; b7E; 

Page 

71 - 

• b3 ; b7E; 

Page 

126 

~ b3; b6; b7C; b7E; 

Page 

127 

~ bl; b3; b6; b7C; b7E; 

Page 

128 

~ b3 ; b7E ; 

Page 

129 

~ b3; b6; b7C; b7E; 

Page 

182 

~ b3; b5; b7E; 

Page 

233 

~ Duplicate; 

Page 

234 

~ Duplicate; 

Page 

235 

~ Duplicate; 

Page 

236 

~ Duplicate; 

Page 

237 

~ Duplicate; 

Page 

238 

~ Duplicate; 

Page 

239 

~ Duplicate; 

Page 

240 

~ Duplicate; 

Page 

241 

~ Duplicate; 

Page 

242 

~ Duplicate; 

Page 

243 

~ Duplicate; 

Page 

244 

~ Duplicate; 

Page 

245 

~ Duplicate; 

Page 

246 

~ Duplicate; 

Page 

247 

~ Duplicate; 

Page 

248 

~ b3; b6; b7C; b7E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



(Rev. 06-04-2'007) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To : Finance 


Attn: 


Date: 02/25/2008 


Rtn 6863 


From: 


Approved By: 


Drafted By: 




TU/QT-ERF 


Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 


Synopsis : 
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To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 12/07/2007 
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To: Facilities Log Services From: Operational Technology- 
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Re: 268-HQ-1068430, 03/29/2011 
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To: Facilities Log Services From: Operational Technology- 

Division 

Re: 268-HQ-1068430, 03/29/2011 

LEAD(s) ; 

Set Lead 1: (Action) 

FACILITIES LOG SERVICES 



Set Lead 2 : (Action) 

FINANCE 

AT WASHINGTON. DC 
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To: Finance From: Operational Technology Division 

|Upe: 268-HQ-1068430, 12/28/2010 


-tS-i- 


(U//FOUO) The Contracting Officer Technical Repre s en t at i ve ( COTR ) 
for this procurement is Electronics Engineer (EE) 
and can be contacted at the Engineering Research j?’acixicy, 
located in Quantico, Virginia, for any questions. 
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(U//FOUO) Contracting Officers are responsible for ensuring that 


LEAD(s) ; 
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To: From: Operational Technology Division 

Re: 268-HQ-1068430, 12/28/2010 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

PSFO: For information only. 
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Justiflcation for Other than Full and Open Competition 
In Aecordance With 41 U.S.C. 253 (c)(1) 

1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The Federal Bureau of Investigation’s (FBI) Quantico Contracts Unit (QCU) has prepared this 



3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S 

NEEDS 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN 

FULL AND OPEN COMPETITION 


(U) This contract action is authorized by 41 U.S.C. 253(c)(1), as set forth in the Federal Acquisition 
Regulation (FAR) 6.302-1, "Only one responsible source and no other supplies or services will 
satisfy agency requirements. Also, based on the foregoing findings, it is hereby determined, within 
the meaning of FAR 6.302-6, 41 U.S.C. 253(c)(6) disclosure of the agency’s needs would 
compromise national security. 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



CELL/OTD 024732 


CELLSITE-19456 
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bl 

b3 

b5 

b7E 


6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) WITT personnel have done a market survey for this requirement through technology conferences 
and available technical and agency sources. No resellers were found that could provide the required 
list of items. 

7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WELL BE FAIR AND REASONABLE 


(U) The Contracting Officer will ensure that the anticipated cost to the Government will be fair and 
reasonable. Techniques may include an analysis of proposed direct costs, audit or comparison of 
proposed indirect factors with audited factors in use elsewhere in the Government, comparison of 
proposed rates to published rates, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 





30ei®IZNOFORN 

CEIL/OTD 024733 


DecIasSi^Sfi;=i2^^D3^ 

CELLSITE- 19457 




^SECKeCNOFORN 


m 


pave many resellers of which five of the largest were contacted for ma rket 


research. These companies in clude 

all of which were unable to provide the required items. 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


iS|- 




(U) Based on the foregoing findings, it is hereby determined, within the meaning of FAR 6.302-6, 
41 U.S.C. 253(c)(6) disclosure of the agency’s needs would compromise national security. 


bl 

b3 

b5 
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10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN 
THE ACQUISITION 

(U) Since the procurement was not publicized pursuant to FAR 6.302-1, "Only one responsible 
source and no other supplies or services will satisfy agency requirements”. As well as FAR 6.302-6, 
41 U.S.C. 253(c)(6) “disclosure of the agency’s needs would compromise national security”, no 
other commercial sources were given the opportunity to express written interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE 
OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will continue to scan the market to identify potential sources on subsequent 
acquisitions. 



’/NOFORN 
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12. SIGNATURES 

TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) As Technical Representative of the requiring office, I have reviewed the data provided in support 
of the Justification and Approval to Procure Using Other Than Full and Open Competition. I certify 
that the data is accurate and complete to the best of my knowledge and belief 


I Date 

Contracting Officer’s 
Technical Representative 

APPROVED BY: 

As the Contracting Officer of Record, I hereby certify, to the best of my knowledge, that the 
information contained herein is accurate and complete. 


I Date 

Contracting Officer 


REVIEWED BY: 


Date 

TJmfCnief 

Quantico Contracts Unit 

APPROVED BY: 


Competition Advocate 
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Drafted By: 
Case ID #: 
Title: (S//NF) 



Tracking Technology Unit 


268-HQ-1068430 



Derxvec 

Decla&s 
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>090615 


Enclosur e { s) : FD3 6 9 Justification for other 

than full and open com petiticm ( JFOcj , 

Request Form, I I Checklist. 
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To: Finance From: Operational Technology Division 

•; Re: 268-HQ-1068430, 1/12/2011 
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(U//FOUO) The Contracting Officer Technical Repre 
for this procurement is Electronics Engineer (EE) 
and can be contacted at the Engineering Research 
located in Quantico, Virginia, for any questions. 
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To: Finance From: Operational Technology Division ■ 

|Ti Re: 268-HQ-1068430, 1/12/2011 


Set Lead 1: (Info) 

FINANCE 

AT WASHINGTON. DC 
For information only. 


♦♦ 


]J|!BRE^2 /NOFOKN/$5S^^gEl^ 


3 


CELL/OTD 024731 
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DATE; :i.'.'- 'I . 

ii': : 

REaSCK: l.i 
D,ECLASSI;EY OS: 'i'-- i ■ 


ALL iHrrjK-;.Aii;;! ^ • i > 

JustiHcation for Other Than Full and Open Competition herein il- jiirij ; t-- - r 
In Aecordance With 41 U.S.C. 253 (c)(6) where showii oihefv;i ; ; 




1 . 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the Finance 
Division, Engineering Contracts Unit (ECU). 


2 . 


NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 




■fs:l [ 


4. 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 





rszzNEl 


IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open. competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 




C E L L / O T D o Z 4 7 1 9 





NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), 
provides Contracting Officer authority to not publish a procurement action when "the synopsis cannot be 
worded to preclude disclosure of an agency's needs and such disclosure would compromise the national 
security", (e.g., would result in disclosure of classified information). This procurement is not being 
publicized in the Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so 
would! ^ ^ ^ I 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST 
TO THE GOVERNMENT WELL BE FAIR AND REASONABLE 




0£El4tf!li?19464 





2s^RS3^/NOFORN/255§ty523^ 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8 . 


A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(U) FBI, TTU 

The engineers, technicians, and technical personnel are in constant contact with equipment vendors, other 


continuously conducts market surveys to determine state-of-the-art technologies. 
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9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


(U) 

supporting the use ot other then lull and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 
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12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to 
the best of my knowledge that all information contained herein is complete and accurate to the 
best of my knowledge. 


Contracting Officer's Technical Representative (Date) 
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(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of my 
knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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J§3^^'^Publicizing the fact that t he FBI is utilizing technology shall disclose a critical component in 
ongoing and future investigations, 



March 28, 2011 


Uhiet Security Officer 
Operational Technology Division 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence ; PRIORITY 


To: Finance 


From : Op erational Technoloc 


contact : 


Approved By: 


Attn: 



Date: 03/28/2011 


Rm B239, ERF-QT (Enc) 


'TTU/QT-ERF 


Drafted By: 

Case ID #: (U) 268-HQ-1068430 

Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 



90615 



Details: The Federal Bureau of Investigation (FBI) , Tracking 

Technology Unit (TTU) provide s operational support to investigations 
bv deliverincr capabilities to 
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Re: (U) 268-HQ-1068430, 03/28/2011 
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Re: (U) 268-HQ-1068430, 03/28/2011 


LEAD(s) : 

Set Lead 1: (Action) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: Finance ■ Attn: 

From : Operational Technology Division 


Date; 


1/12/2011 


Contact : 
Approved By: 


Drafted By: 


1 Tracking Technology Unit 
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Title: (S//NF) 
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Request Form, 


] Justification for other 
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To: Finance From: Operational Technology Division 

iWl Re- 268 -HQ-106843 0, 1/12/2011 



(U//F0U0) The Contracting Officer Technical Repre sentative (COTR) b6 

for this procurement is Electronics Engineer (EE) | | b7C 

and can be contacted at the Engineering Research Facility, b7E 

located in Quantico, Virginia, for any questions. 




CELL/OTD 0Z4T13 


CELLSITE- 19473 



To : Finance 
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|lj|Re: 268-HQ-1068430, 1/12/2011 

Set Lead 1: (Info) 

FINANCE 

AT WASHINGTON. DC 
For information only. 
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FEDERAL BUREAU OF INVESTIGATION 
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To: Finance 


Date: 08/30/2011 
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[ Tradcinpj echnnlngy Unit 


Contact: |_ 
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(U//FOUO/LES) It is requested that the Engineering Contracts Unit initiate procurement action. 


^//FOUO/LES) The Contr acting Officer Te chnical Representative (COTR) for this procurement 
is Electronics Engineer (EEJ 
Facility, located in Quantico 


and can be contacted at the Engineering Research 
Virginia, tor any questions. 
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To: Finance From: Operational Technology Division 
Re: 268-HQ-1068430, 08/30/2011 


(TJ') Contracting Officers are resnonsihle for ensuring thatl 
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AT WASHINGTON. DC 
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To: Finance 


Date: 03/30/2011 

Attn: I 



Approved By: 
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WIRELESS INTERCEPT AND TRACKING TEAM 
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Re: ^^i3^268-HQ-1068430, 03/30/201 1 


LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 
FOR INFORMATION ONLY 

CC: 

♦♦ 
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To: Finance From: Operational Technology Division 

I Re: 268-HQ-1068430, 1/24/2011 
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To : ■ Finance 
Re: 



From: Operational Technology Division 

268-HQ-1068430, 1/24/2011 


LEAD(s) ; 

Set Lead 1: (Info) 

FINANCE 

AT PSFO. DC 
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For information only. 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To : Finance 


Attn; 


Date: 12/28/2010 


From; Operational Technology Division 


lontact ; 


Approved By; 

Drafted By: 

If I Case ID # ; 268 - HQ -1068430 

Title; (S//NF1 


Technology Unit 






To : F^ar^e 

F|Re: iSfT® 


From: Operational Technology Division 

268-HQ-1068430, 12/28/2010 


(U//FOUO) The Contracting Officer Technical Repre sentative (COTR) 
for this procurement is Electronics Engineer (EE) | 
and can be contacted at the Engineering Research Facility, 
located in Quantico, Virginia, for any questions. 

(U//FOUO) Contracting Officers are responsible for ensuring that 
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(U//FOUO) Contracting Officers are responsible for ensuring that 
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STATEMENT OF NEED 


Background 
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Market Research 


bl 

b3 

b7E 


C E L L T D OE 4 6 rs 


CELLSITE-19491 





Mi ' . 
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DATE 10-:£-;0,lj j: 


Justification and Approval 
For 

Other than Full and Open Competition 

In accordance With 41 U.S.C. 253 (c) (1) 


1. Identification of the agency and the contracting activity, and specific 
identification of the document as a "Justification for Other Then Full and Open 
Competition." 

The Federal Bureau of Investigation’s Quantico Contracts Unit (QCU) has prepared 
this justification for Other than Full and Open Competition in response to a 
requirement from the Tracking Technology Unit (TTU) to establish a fixed price 
contract for the acquisition for equipment. 

2. Nature and/or description of the action being approved. 

This Justification for Other Than Full and Open Competition is being prepared in 
accordance with the authority of FAR 6.302-1 “Only One Responsible Source and No 
Other Supplies or Services Will Satisfy Agency Requirements.” 


3. A description of the supplies or services required to meet the agency's needs 
(including the estimated value). 


4. An identification of the statutory authority permitting other than full and open 
competition. 

FAR 6.302-1 Only One Responsible Source and No Other Supplies or Services Will 
Satisfy Agency Requirements. 


5. A demonstration that the proposed contractor's unique qualifications or the 
nature of the acquisition requires use of the authority cited. 





V’ 


6. A description of efforts made to ensure that offers are solicited from as many 
potential sources as is practicable, including whether a notice was or will be 
publicized as required by Subpart 5.2 and, if not, which exception under 5.202 
applies. 


7. A determination by the contracting officer that the anticipated cost to the 
Government will be fair and reasonable. 

The Contracting Officer will ensure that the anticipated cost to the government will 
be fair and reasonable. Techniques may include an analysis of proposed direct costs, 
audit or comparison of proposed indirect factors with audited factors in use elsewhere 
in the Government and comparison of proposed rates to published rates. 

8. A description of the market research conducted and the results or a statement of 
the reason market research was not conducted. 

FBI representatives from the TTU will continue to do market research and meet with 
vendor representatives to further research. 

9. Any other facts supporting the use of other than full and open competition 


10. A listing of the sources, if any, that expressed, in writing, an interest in the 
acquisition. 

None 

11. A statement of the actions, if any, the agency may take to remove or overcome 
any barriers to competition before any subsequent acquisition for the supplies or 
services required. 

The FBI will continue to do market surveys to identify potential sources on 
subsequent acquisitions. 


II 
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TECHNICAL REPRESENTATIVE CERTIFICATION: 


As Technical Representative of the requiring office, I have reviewed the data provided in 
support of the Justification and Approval to Procure Using Other Than Full and Open 
Competition. I certify that the data is accurate and complete to the best of my knowledge 
and belief 


Date 
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12. CONTRACT SPECIALIST: 

I have reviewed the data provided in support of the Justification and Approval to Procure 
Using Other Than Full and Open Competition. I certify that the data is accurate and 
complete to the best of my knowledge and belief 


Date 
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Justification for Other than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(1) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 



NEEDS 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN 

FULL AND OPEN COMPETITION 


(U) This contract action is authorized by 41 U.S.C. 253(c)(1), as set forth in the Federal Acquisition 
Regulation (FAR) 6.302-1, "Only one responsible source and no other supplies or services will 
satisfy agency requirements.” 

5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 

^OTD 
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6 . 


DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


i Based on 
sources were not considered. 


unique qualifications as outlined in paragraph 5, outside 
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7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 

COST TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The Contracting Officer will ensure that the anticipated cost to the Government will be fair and 
reasonable. Techniques may include an analysis of direct costs, audit or comparison of proposed 
indirect factors with audited factors in use elsewhere in the Government, comparison of proposed 
rates to published rates, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


rS//NF 








9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 
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(U) See paragraph 5 above for the facts supporting the use of other than full and open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN 
THE ACQUISITION 

(U) No companies have expressed interest in writing in regards to this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE 
OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will continue to scan the market to identify potential sources on subsequent 
acquisitions. 

12. SIGNATURES 

TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) As Technical Representative of the requiring office, I have reviewed the data provided in support 
of the Justification and Approval to Procure Using Other Than Full and Open Competition. I certify 
that the data is accurate and complete to the best of my knowledge and belief. 


Date 

contracting uiticer's 
Technical Representative 


APPROVED BY: 

As the Contracting Officer of Record, I hereby certify, to the best of rny knowledge, that the 
information contained herein is accurate and complete. 


Date 

Contracting Officer 
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(U) Security Addendum to EC dated 03/25/2010, captioned. 


(U) The above-referenced procurement request is being submitted as a sole source action in accordance with the 
authority of FAR 6.302-1 "Only One Responsible Source and No Other Supplies or Services Will Satisfy Agency 
Requirements". In addition TTU is requesting that the contract action be relieved of "Full and Open Competition" 
requirements of the FAR for secmity reasons. 
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March 25, 2010 


Chief Security Officer 
Operational Technology Division 



-20090615 
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Contact : 


Approved By: 


'TTU/QT-ERF 



Drafted By: 

Case ID #: 268- HQ -1068430 (None) 


Title: (U) 


I services 


Derivec 

Decla^ 


Sources 


)n: 2035^ 


Enclosure (s) : 


Statement of Work (SOW) 
Justification for other than full 
' ^ and open competition (JFOC) 

If) Security Addendum 
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celled tc 


> 024663 


cr tr tr tr 






> 

To: Finance From: Operational Technology Division 

fU) Re: 268-HQ-1068430, 03/25/2010 



(U) The Contracting Officer Technical Represen tative 
(COTR) f or this procurement ■ is Electronics Engineer (EE) 

who can be contacted at the Engineering Research 

Facility, located in Quantico, Virginia, for any questions. 
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To: Finance From: Operational Technology Division 

jUj Re: 268-HQ-1068430, 03/25/2010 

LEAD(s) : 


Set Lead 1: (Info) 

FINANCE 

AT WASHINGTON. DC 
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(U) Security Addendum Requisition EO 1 0 1 844 

(U) The above-referenced procurement request was reviewed in order to make a 
determination as to whether it should be relieved of the "full and open competition" requirements 
of the FAR, for security reasons. 


tS//KTFl 



ty ) is the mission of the TTU to provide expertise, technical solutions and tools 

necessary tc 




\ 

law enforcement community will benefit from this 

procurement. 





(XJ) Full and open competition of referenced procurement requirement could 


it is recommended that no advertisement be made. 
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For 

Other than Full and Open Competition 

In accordance With 41 U.S.C. 253 (c) (1) 


1. Identification of the agency and the contracting activity, and specific 
identification of the document as a "Justification for Other Then Full and Open 
Competition." 

The Federal Bureau of Investigation’s Quantico Contracts Unit (QCU) has prepared 
this justification for Other than Full and Open Competition in response to a 
requirement from the Tracking Technology Unit (TTU) to establish a fixed price 
contract for the acquisition for equipment. 

2. Nature and/or description of the action being approved. 

This Justification for Other Than Full and Open Competition is being prepared in 
accordance with the authority of FAR 6.302-1 “Only One Responsible Source and No 
Other Supplies or Services Will Satisfy Agency Requirements.” 


3. A description of the supplies or services required to meet the agency's needs 
(including the estimated value). 
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4. An identification of the statutory authority permitting other than full and open 
competition. 

FAR 6.302-1 Only One Responsible Source and No Other Supplies or Services Will 
Satisfy Agency Requirements. 

5. A demonstration that the proposed contractor's unique qualifications or the 
nature of the acquisition requires use of the authority cited. 


6. A description of efforts made to ensure that offers are solicited from as many 
potential sources as is practicable, including whether a notice was or will be 
publicized as required by Subpart 5.2 and, if not, which exception under 5.202 
applies. 


7. A determination by the contracting officer that the anticipated cost to the 
Government will be fair and reasonable. 

The Contracting Officer will ensure that the anticipated cost to the government will 
be fair and reasonable. Techniques may include an analysis of proposed direct costs, 
audit or comparison of proposed indirect factors with audited factors in use elsewhere 
in the Government and comparison of proposed rates to published rates. 

8. A description of the market research conducted and the results or a statement of 
the reason market research was not conducted. 
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FBI representatives from the TTU will continue to do market research and meet with 
vendor representatives to further research. 

9. Any other facts supporting the use of other than full and open competition 



b7E 


10. A listing of the sources, if any, that expressed, in writing, an interest in the 
acquisition. 

None 


11. A statement of the actions, if any, the agency may take to remove or overcome 
any barriers to competition before any subsequent acquisition for the supplies or 
services required. 

The FBI will continue to do market surveys to identify potential sources on 
subsequent acquisitions. 




CELLy'QTD 


0Z4657 


CELLSITE- 19509 




TECHNICAL REPRESENTATIVE CERTIFICATION: 

As Technical Representative of the requiring office, I have reviewed the data provided in 
support of the Justification and Approval to Procure Using Other Than Full and Open 
Competition. I certify that the data is accurate and complete to the best of my knowledge 
and belief. 


date 


12. CONTRACT SPECIALIST: 

I have reviewed the data provided in support of the Justification and Approval to Procure 
Using Other Than Full and Open Competition. I certify that the data is accurate and 
complete to the best of my knowledge and belief 


Date 
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statement of Need 
To accompany Requisitionj" 


The Tracking Technology Unit (TTU) , Wireless Intercept and 
Tracking Team (WITT) is tasked with providing FBI Field Offices 



engineering and operational support efforts for all FBI field 
offices with I 



WITT identified the following operational deployment issues and 
requirements ; 
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From: 
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Synopsis 
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To: Finance From: Operational Technology 

Re: 268-HQ-1068430 , 10/31/2007 
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Set Lead 1: (Action) 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 



DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS b 1 





IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 


CELL/OTD 


'5367 




NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information), This procurement is not being publicized in the 



7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 
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9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


(U]| I See paragraph (5) above for facts 

supporting the use of other then full and open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


(Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


, Supervisory Contracting Officer 


(Date) 
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, FBI Chief Contracting Officer 


(bate) 


Office of General Counsel 


(Date) 


Approved By: ^ 

, Competition Advocate (Date) 
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Justification for Other Than Full and Open Competition • ■ 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 


2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 





3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



bl 

b3 

b7E 


4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
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of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 
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DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


CELLxOTD 024635 






7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(U) FBI, TTU continuously conducts market surveys to determine state-of-the-art technologies. 

The engineers, technicians, and technical persoimel are in constant contact with equipment vendors, other 
technical members of the intelli gence co mmunity, as well as visiting trade shows, reviewing trade journals, 
and browsing the Internet. TTU -outinely conducts and attends working group (WG) meetings with 

vendors tn assess the capabilities, performance, and quality of equipment that meets the needs of the FBI . 


venc 

TTU 


[assessed available capabilities and have determined th at other vendor technologiea 


b3 

b7E 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


(U) 

supporang me use or omer men run ana open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


(U) 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
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disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


b6 

b7C 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my.knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


roENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 
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4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 
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6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no Other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 


CELL/OTD 
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7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WELL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

b3 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A b 7 E 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


9. 


continuously conducts market surveys to determine state-of-the-art technologies. 


(U) FBI, TTU 

The engineers, tecnmcians, and technical persoimel are in constant contact with equipment vendors, other 
technical members of the intellii 
and browsing the Internet. TT 


vendc 

TTL_ 




munity, as well as visiting trade shows, reviewing trade journals, 
outinely conducts and attends working group (WG) meetings with 


vend nrg tn - a gp ss the capabilities, performance, and quality of equipment that meets the needs of the FBI. 


Issessed available capabilities and have determined that other v endor technologies 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(U) 

supporting me use or otner men tun and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 

OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
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disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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Approved By: 
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Re : 


?? From: Operational Technology Division 

(U) 268-HQ^1068430, 03/21/2008 



jf j Further details and the nature of the sole source 

justification have been described further in the attachment 
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To: ?? From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 03/21/2008 


entitled "Justification for Other Than Full and Open Competition" 
for this procurement. 


— E^r informational purposes, 
listed. 


the vendor 


(U) The Contracting 
(COTR) for this procurement is 
and can be contacted at 
located in Quant ico, Virginia, 


Officer Technical Represe ntative 
Electronics Engineer 


(EE) 


the Engineering Research raciiicy, 
for any questions . 


LEAD (s) ; 

Set Lead 1: (Action) 
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AT WASHINGTON. DC 

ffl The Finance Division, Engineering Contracts Unit, 
is requested to initiate procurement action. 

CC: 
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FINANCE 
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Basid 


[Training 


ERF - March 2007 



What info least valuable, what's 
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FEDERAL BUREAU OF INVESTIGATION 
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Date: 02/28/2011 


To : Finance 


Attn: 


From: 


Division 


[•racking Tec hnology Unit 


Contact: 


Approved By: 


Drafted By: 



|U j Case ID # : 268 - HQ -1068430 


Title: (S//NF) 




20350 


Enclosure (s) : None 



(U//FOUO) It is requested tha t the Engineering Contracts Unit 
initiate contractual action to I 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/19/2009 

To : Finance 


Attn: 


From : OperaJl±anaJ T^r-hnnl ni-rvr gH rm 


Rm A226 (Enc) 


Contact 
Approved By: 



TTU/OT-ER F-E 


Drafted By: 


Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis : 


b6 
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b7E 
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TTU/WTTT h;^.c! d^tR-rmiriPf^ that it i r nppp>.qc!a-rv to n-rncm7P. the 

from 


Harris Corporation, Inc. n.qHng frt to enhance the FBI's 

capability to execute missions 


The Contract ing Officer Techn ical Representative (COTR) for 


and can be contacted at the 


this procurement is EE 
Engineering Research Facility, located in Quantico, Virginia, for any 
questions . 
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To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 10/16/2009 

b7E 


Contracting Officers are responsible for ensuring that 
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To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 10/16/2009 


LEAD(s) : 

Set Lead 1; (Action) 


FINANCE 








Finance From: Operational Technology 
(U) 268-HQ-1068430, 10/16/2009 



To: Finance From: Operational Technology 

Re: (U) 268-HQ-1068430, 10/16/2009 
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(U) The Contracting Officer Technical Representative 
for this procurement is Electronics Engineer (EE) | 
can be contacted at the Engineering Research Facility, located in 
Quantico, Virginia, for any questions. 


(C0TR)b6 

and b7C 


b7E 
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To: Finance From: Operational Technology 

Re-: (U) 268-HQ-1068430, 10/16/2009 


LEAD(s) : 

Set Lead Ij (Action) 


FINANCE 

AT PSFO, DC 
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♦♦ 




CELL/0 ID QZ4a31 


(Re\f. 05-01-2008) ' .7 . 7 7 . I 7 7 7 " 

FEDERAL BUREAU OF INVESTIGATION 
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To: Finance Attn: 

From : Operational Technology Divisioi . 

Contact : 

Approved By: 


Date: 07/16/2010 


ERF A226 


Tracking Technology Unit 

1 - b6 
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b7E 


Drafted By: 


fU] Case ID # : 268 - HQ -1068430 

lUj... Title: WIRELESS INTERCEPT AND TRACKING TEAM 
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/NOFORn72$35«^^ 

To: F^an^ From: Operational Technology Division 

i Re: 268-HQ-1068430, 07/16/2010 


(U) The Contracting Officer Technical Represe ntative (COTR) f or 


this procurement is Electronics Engineer (EE) | and 

can be contacted at the Engineering Research Facility, located in 
Quantico, Virginia, for any questions. 
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To: Finance From: Operational Technology Division 

IjjRe: 268-HQ-1068430, 07/16/2010 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 
FOR INFORMATION ONLY 

CC: 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To : Finance 


Date: 3/17/2010 


Attn: 



From : Ope 


^TTU/OT-ERF-E 


contact : 


Approved By: 


Drafted By: 



Case ID #: 268-HQ-1068430 
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Statement of Work for 


Directorate of Science and Technology 
U.S. Department of Homeland Security 
Cyber Security Division (CSD) 


I. Background 

The U.S. Department of Homeland Security (DHS) is committed to using cutting-edge 
technologies and scientific talent in its quest to make America safer. The DHS Directorate of 
Science and Technology (S&T) is tasked with researching and organizing the scientific, 
engineering, and technological resources of the United States and leveraging these existing 
resources into technological tools to help protect the homeland. The DHS S&T Cyber Security 
Division intends to enhance the capabilities of DHS Law Enforcement Officers (LEOs) by 
developing technology that increases operational efficiency and creates new capabilities. 


enforcement investigators must havef 


Law 
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II. Scope of Work 


Task 1. The performer will perform analysis, modeling, and testing t 

0 verify the capability of the 


• The developec 


should also continue to 
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The work in this task should also address need foJ 


bupport for 


Task 2. The performer will produce 


Deliverables: 


3. Report of analysis, modeling and testing that verifies the capabilitv of 




Milestones: 

• Kick-off meeting will be held no later than 30 days after contract award. 

• Preliminary design review shall be held 2 months after contract award. The performer 
shall provide a PDR report to the DHS S&T Technical Representative no later than 2 
weeks after the completion of the meeting. 

• A Critical design review shall be conducted 6 months after contract award. The 
performer shall deliver a CDR report to the DHS S&T Technical Representative 2 weeks 
after the completion of the meeting. 

• The performer shall conduct a demonstration/user acceptance test of the | 

with DHS law enforcement and S&T representatives and shall produce a full report of the 
conduct of the test and User acceptance/rejection with a mitigation plan in case of user 
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rejection. Testing shall be conducted no later than 2 weeks prior to the end of the period 
of performance. 

• Transition of deliverables to a designee of DHS S&T at the end of the period of 
performance. 


Personnel provided by| 
necessary to success^ 
the following 


will have the skills and technical background 

ly complete the tasks described in this SO W, including but not limited to 


III. Other Contract Details 


Period of Performance. The period of performance for this SOW is through August 2012. 
All deliverables/milestones are expected at their specified date in the above deliverable 
/milestone schedule. An additional 90 days has been added to the performance period to 
allow for the review, preparation and submission of deliverable s and closeout activities by 
DHS personnel. D HS may give subsequent extension notices to 


SDWT 


in writing for further performance in accordance with the terms if this 


2. Travel. Travel to Washington, DC is required in performance of these duties. The number 
of personnel and frequency/number of trips shall be proposed by the performer in support of 
the project. 


3. DHS-Furnished Information. No DHS-fumished information is required for the 
performance of the duties outlined in this SOW. 


4. DHS-Furnished Facilities, Supplies, and Services. No DHS-fumished facilities, supplies, 
and services are required for the performance of the duties outlined in the SOW. 

5. Place of Performance. ] ~| will perform the work under this SOW at ] j and contractor 
facilities. 


6. DHS-Fu rnished Property. Before purchasing any individual item equal to or exc eeding 
that is required to support technical tasks performed pursuant to this SOW 


shall obtain the DHS S&T Technical Representative’s prior wri tten consen t. The DHS S&T 
Technical Representative may lo\ yer or r^ ise the aforementionec threshold at his/her 

discretion and on written notice td Ilf the DHS S&T Tec l^nical R epresentative consents 

will maintain any such 


to such purchase, such item shall become the property of DHS. 
items according to currently existing property accountability procedures. The DHS S&T 
Technical Representative will determine the final disposition of any such items. 
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7. Deliverables. I [ will provide all deliverables identified in this SOW directly to the DHS 
S&T Technical Representative. 

8. Funding Requirements. DHS will provide funding to | | n accordance with DHS 
appropriations and available funds pursuant to the budget outlined below. Amounts will be 
deobligated to the extent that the servicing agency has not incurred obligations before the end ■ 
of the period of availability of that appropriation. In accordance with the Anti-Deficiency 
Act, 31 U.S.C, §1341, all payments Will be made in advance. Under no circumstances will 
the amount paid be more than the actual costs of the goods or services. At least quarterly, 
the parties will reconcile balances related to revenue and expenses for work performed under 
the agreement. 


Category 

Amount 


Labor 

Equipment 

Travel 

Total 
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9. Security Requirements. All work performed under this SOW is unclassified and the results 
will be publicly distributed, unless otherwise specified by DHS. 

10. Dispute Resolution. Should disagreement arise on the interpretation of the provisions of this 
agreement, the dispute shall be resolved pursuant to the Business Rules for 
intragovemmental Transactions delineated in the Treasury Financial Manual, Vol. 1, Bulletin 
2007-03, Section VII (Resolving Intragovemmental Disputes and Major Differences.) 

11. Modification, Cancellation, and Termination. Either party may terminate this agreement 
with 60 days written notice. If the requesting agency cancels the order, the providing agency 
is authorized to collect costs incurred prior to cancellation of the order plus any termination 
costs. This agreement may be amended at any time prior to the termination of this Agreement 
upon written agreement by both parties. 

IV. Points of Contact 

Performer Points of Contact (POCs) are as follows: 

• Technical POC(s) - TBD 

• Financial POC(s) - 
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T: 

F: 



Telephone No 
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The DHS POCs are as follows: 

Tedinical POb- 

uepartment ot Momeland Security/S&T/CSrf 
Wqo>iinrrtr>n ^ L 


Financial POC: 

Uepartment of Homeland Security 

ATTN: Science and Technology Directorate, Office of Strategy, Policy and 
Budget 

Washington. DC 9.057,8 _ . 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 03/16/2006 

To: Criminal Investigative Attn: I I 

Rm 3867 (Enc) 

Finance Attn: 


From : O perational Technology Division 


Contact : 


1/QT-ERF 


Approved By: Haynes Kerry E 

Thomas Marcus C 
_ Clifford Michael Jr 


Drafted By: 

Case ID #; (U) 268-HQ-1068430 (Pending) 


b3 

b6 

bVC 

b7E 


Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM bl 



Enclosure (s) : (U) IT Acquisition form, COTS/ITATS approval 

attachment, IT Acquisition form attachment. Notification of 
Approval to Operate (ATO) dated 06/30/2004, Vendor Price Quote, 


FD369 [ 


planning form |_ 


in the amount of [[ 


] and acquisition 


Details: (U) The Wireless Intercept and Tracking Team (WITT) is 

responsible for the development, deploy ment, and support of 
investigative technologies that provide I I 


(U) WITT recently rolled out a 
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C E L. 


018410 
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To: Criminal Investigative From: Operational Technology- 

Division 

Re: (U) 268-HQ-1068430, 03/16/2006 


(U) The Contracting Officer Technical Represe ntative 
(COTR) for this procurement is Electronics Engineer (EE) I 

I and can be contacted at the Engineering Research Facility, 
located in Quantico, Virginia, for any questions. 


bl 
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b7E 


b6 

b7C 
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To: Criminal Investigative From: Operational Technology- 

Division 

Re: (U) 268-HQ-1068430, 03/16/2006 


LEAD(s) : 

Set Lead 1: (Info) 

CRIMINAL INVESTIGATIVE 


AT WASHINGTON, DC 



Set Lead 2 : (Action) 

FINANCE 


AT WASHINGTON. DC 


CC: 


QT-ERF 

QT-ERF 

[■-ERF 

?-ERF (Enc) 
)T-ERF (Enc) 
QT-ERF 


bl 

b3 

b7E 


b6 

b7C 


♦♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: Finance 


Date: 03/16/2006 


Attn: 


From: Operational Technology Division 


bT-ERF 


Contact : |_ 


Approved By: 


Haynes Kerry E 
Thomas Marcus C 
Clifford Michael Jr 


Drafted By: 


Case ID #: (U) 268-HQ-1068430 (Pending) 

Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis: (S) 



Enclosure (s) : (U) IT Acquisition form, COTS/ITATS approval 

attachment, IT Acquisition form attachment. Notification of 
Appro val to Ope rate (ATO) dated 06/30/2004, V endor Price Quote, 


FD369 [ 


planning form 


in the amount of 


and acquisition 


Details: (U) The Wireless Intercept and Tracking Team (WITT) is 

responsible for the development, deploy ment, and support of 
investigative technologies that provide I I 






(u) wtttI 

1 
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018513 


CELLSITE-15580 






To: Criminal Investigative From: Operational Technology 

Division 

Re: (U) 268-HQ-1068430, 03/16/2006 


(U) The Contracting Officer Technical Represe ntative 
(COTR) ^ for this procurement is Electronics Engineer (EE) | 1 

and can be contacted at the Engineering Research Facility, 


located in Quantico, Virginia, for any questions. 


bl 

b3 

b7E 

b6 

b7C 



3 


03162006.wpd 


b3 

b7E 


CELL/OTD 018514 


CELLSITE- 15581 




To: Criminal Investigative From: Operational Technology 

Division 

Re: (U) 268-HQ-1068430, 03/16/2006 


LEAD(s) : 

Set Lead 1; (Action) 

' FINANCE 



CELL/OTD 013515 

CELLSITE-15582 





Justification for Other Than Full and Open Competition 
In Accordanee With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(XJ') The agency is the U .S. Department of Justice, Federal Bureau of Investigation (FBI),| 

I I Operational Technology Division (OTD). The contracting activity is the 

Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


Si 


(U) The proposed acquisition strategy is to award a non-competitive contract effort for highly-specialize d 


td 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 




b3 

b7E 


The FBI’s Wireless Intercept and Tracking Team (WITT) 



(U |is re questing this sol e source pr ocurement w ithi 

procurement is[ 


fund the requirement. 


Jlequisition 


in the amount off 


The proposed 
"has been submitted to 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 




Zliim 018516 
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DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition Avill be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 


CEIL/OTD 01S517 


CELLSITE- 15584 




STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(U)| continuously conducts market surveys to determine state-of-the-art technologies. The engineers, 

technicians, and technical personnel are in constant contact with equipment vendors, other technical 
members of the intelli gence c ommunity, as well as visiting trade shows, reviewing trade journals, and 
browsing the Internet. I b utinelv conducts and attends working group (WG) meetings wi th vend ors to 
assess the capabilities, performance, and quality of equipment that meets the needs of the FBI. 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


(U^l I See paragraph (5) above for facts 

supporting the use of other then full and open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U). Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agericy is 
permitted to limit the munber of sources from which it solicits bids or proposals. 
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(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


b6 

b7C 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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Security Addendum to Requisition 




(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To : Finance 


Date: 08/31/2007 


Criminal Investigative 


Attn: 


Attn: 



Room 3842 (Enc) 


From : Op erational Technology Division 


Contact: 


^TTU/OT-ERF-E 



Approved By : Thomas Marcus C 


Drafted By: 
Case ID # : 


268-HQ-1068430 


Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 


m Synopsis: ^$5^^ The Finance Division (FD) is requested to 

initiate critical procurement ac tion for the identified 
I I from Harris Corporation. 


Deri 

Decl 


2022 


Enc l o s ur e ( s ) : ^ FD - 3 6 9 , | | 

Acquisition Planning Form, Security Addendum, and Justification 
for Other Than Full and Open Competition. 


Details ; 


Law enforcement 


have, 


in recent years, increased their use ol 


L 3^ I I Wireless 

Intercept an d Tracking Team (WITT) recently completed roll-out o f 
a program to I 
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To: Finance From: Operational Technology Division 

jUj Re: 268-HQ-1068430, 08/31/2007 
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To: Finance From: Operational Technology Division 

If I Re: 268 -HQ- 106843 0, 08/31/2007 



LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


AT WASHINGTON. DC 


The Finance Division (FD) is rec ^ested to in itiate 
critical procurement action for the identified ! I 

from Harris Corp. Funding is available and 
may bS procssssa via criminal investigative accounts for 
expedited delivery. 


Set Lead 2 ; (Action) 

CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 

W ^ The Criminal Investigative Division is requested 

ent action for the identified 
from Harris Corp. Funding is 
available and may be processed via criminal investigative 
accounts for expedited delivery. 
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nance From: Operational Technology Division 

268-HQ-106.8430, 08/31/2007 


r-ERF 

3RF-E (Enc) 

3RF-E (Enc) 

-ERF (Enc) 
r-ERF (Enc) 

, QT-ERF-E (Enc) 


b6 

b7C 
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Justiflcation for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the FBI 
Finance Division (FD) and Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed acquisition strategy is to award a non-competitive contract effort for highly-specialized 
I f rom Harris Corp - Wireless Products Group, PO BOX 9800, M/S R5-1 lA, 

Melbourne, Florida, 32902. 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



b3 

b7E 


bl 

b3 

b7E 


(U) TTU is requesting this sole source procurement with Harris - WPG . A requisition has been submitted 
as described on the attached FD-369 form. 

4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


CELL/OTD 018499 
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5 . 


DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


-(Sf- 


S) 


bl 

b3 

b7E 


6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 

(e.g., would result in disclosure of classified information). This procurement is not being publi cized in the 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so would I I 

b7E 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


9. 


(U) TTU continuously conducts market surveys to determine state-of-the-art technologies. The engineers, 
technicians, and technical personnel are in constant contact with equipment vendors, other technical 
members of the intelligence community, as well as visiting trade shows, reviewing trade journals, and 
browsing the Internet. TTU routinely conducts and attends working group (WG) meetings wit h vendo rs to 


assess the capabilities, performance, and quali^ of equipment that meets the needs of the FBI. 





Harris WPG 




ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
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COMPETITION 



m 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


b3 

b7E 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


03) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, foil and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 
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(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


b6 

b7C 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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HiiAiiN" IS ‘JNc:.;-.:. 

DATE 10-19-2012 BY :■ I> 1 T r s->: =3 


Firm Fixed Price 
Statement of Work (SOW) 
Equipment Maintenance and Technical Support 

For the 


Background 


The Wir eless Int ercept and Tracking Team (WITT) purchase4~ 


from the 


These systems have 


come to the end of their service warranty and a maintenance agreement needs to be 
established to ensure that these systems remain fully operational and deployable. 


Statement of Work 


2.1 Remedial Maintenance 


Th e vendor will perform remed ial maintenan ce as required to ensure the fun ctionality of 

and associatec j 


the[ 

2.2 


Maintenance 


The vendor will inform WIT T of any 


Additionally, they will provide 


available for the 

and associated documentation in order for the WITT to field] 
manner. 


~1that are being made 


in a timely 


Place of Performance 


Should remedial maintenance be required on thq, 


3 they will be shipped 


to the vendor’s location for remediation, then returned to the customer. We do not 
anticipate the need for the vendor to perform maintenance actions within FBI locations. 


Period of Performance 


The period of performance for this endeavor will last one year from time of initial 
contract award. 
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ALL INFOEV/i:r.i.:-M ; ■ i 

HEREIN ■ 

LATE l: ::: 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 

To : Finance 

Criminal Investigative 
From: Operational Technology 


Date ! 


07/13/2006 


Attn: 


Attn: 


Rm 3867 


Contact : H 


fTTU/QT-ERF 


Approved By: 


Haynes Kerry E 
Thomas Marcus C 
Clifford Michael Jr 


Drafted By: 


Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 


Synopsis :, To request the procurement of [ 

Sti naRav_ 


I 


] units to su pport the [ 


Enclosure (s) : IT Acquisition form, COTS/ITATS approval 

at tachment, IT A cquisition form attachment, F D3 69 in t he amount 


of 


and acquisition planning form 


Details: In the summer of 2005, the U. S. Gulf. Coast bo re the 

brunt of Several hurricanes, including Hurricane Katrina 


b3 

b6 

bVC 

b7E 


b3 

b4 

b7E 


b3 

b7E 


Thd 


itj-reless Intercept 
criminal 


and Tracking Team (WITT) supports FBI 
investigations with research and dev elopment (^D) efforts that 
continuously evaluate the ability of I 

in meeting FBI requirements. WITT has historically satisfied 


Harris_0607 1 3 . wpd 
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To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 07/13/2006 


much of the FBI | 
utilizina Harris 



nvest-i ast-i ve rermi rements hv 

3 Corporation' 







In the aftermath of these gulf s torms , WITT h as 
determined that it is essential to procure WITT 


Sole Source Justification 


WITT request a sole source procurement with Harris 
Corporat ion - Wireless Products Group for the purchase of 
StingRay 


Harris Corporation 


The WITT intends to continue to use the Harris 
Corpo ration 


for supporting 


criminal investigations . WITT 
continuously evaluates other vendor solutions, techniques , and 
alternatives that mav satisfy reaui rp-mp^nts fori I 


5 




]and has determined that a substantial amount of 


investment and time shall be incurred if another vendor, 
technique, or alternative is considered. Alternative 
technoloqies and products offered bv other vendors, such as 



The Contracting Officer Technical Repre sentative (COTR ) 
for this procurement is Electronics Engineer (EE) | 
and can be contacted at the Engineering Research Facility, 
located in Quantico, Virginia, for any questions. 


2 
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To: 
Re : 


Finance From: Operational Technology 

268-HQ-1068430, 07/13/2006 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


AT WASHINGTON. DC 


The Engi neering Contracts Unit is requested to initiate 
the procurement of I ^1 


to support the I 

is available as outlined on the attached form FD-369, 


Funding 


Set Lead 2 ; (Action) 


CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 

The Criminal Inve|.qtiaati ve Divisinn is requested tn 

l.qti naRavl 


approve the orocu remen t of 


to support the 
Funding is available a s outlined 
Requisition 


and 


on ths attached rorm Fu-3by, 


b3 

b7E 


CC; 


, QT-ERF 
QT-ERF 
T-ERF 

T-ERF (Enc) 
T-ERF (Enc) 
QT-ERF 
QT-ERF 


b6 

b7C 


♦♦ 
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IT Acquisition Form 

Section 7 Attachment 


ALL I nf: p: 1-: T 1 1 : I i ri : . : : : 

. _.-.z z . : . 

DATE 10-19-201,;: r . i . 


Requirements Anaiysis 



The Wireless Intercept and Tracking Team (WITT) 

1 



wim 




FITT 


bs specified in requisition 


Analysis of Alternatives 


wiriT 


Section 508 Statement 


Wireless Intercept and Tracking Team conducted an 

evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


b3 

b7E 
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1 1 94.3 General Exceptions 


Systems are critical to the direct fulfillment of m issions and are not used for 
routine administrative and business a pplications. 


Subpart B — Technical Standards 


CELL/OTD 01^^84 cellSITE- 15600 







Subpart C - Functional Performance Criteria 


aa/OTD 018485 
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1194,31 


Functional Performance Criteria 


(a) 


(b) 


(c) 


(d) 

(e) 

(f) 


Subpart D - Information, Documentation, and Support 

(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 


System Security Plan 

A System Security Plan has b een completed and in place for use 


E C dated 06/3 0/2004 from Security Division has been 


attached to requisition packagel 


b3 
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Sole Source Justification 


independent Government Cost Estimate 

WITT has submitted a quotation from the vendor, which details the cost of this 
procurement. Pricing is according to GSA price listings. 


Life C ycl e Cost Estimate 

IWITlI 


IwittI 


Istimated at 


approximately^ 


J per year. 


Earne d Value Management Plan 

| WITT continuously ensure s planni ng, s cheduling, and budget monitoring through 
its program management efforts. I Witt\ 


Privacy Impact Assessment 

The Office of General Council has been contacted and has reviewed the request for a 
Privacy Tmnact A ssessment rPT A V I 

/WITT has 


Risk Assessment 


WITT 


WITT has a proven and 
successtul history with the vendor of these systems. The vendor has the technical 
knowledge and maturity in their products, and the ability to deliver on time. Sufficient 
fimding is also in place for this procurement, and as well as plans for the m aintenanc e 
over the full lifecycle of these products. Refer to acquisition planning form for 

specific estimates and distribution of costs. 
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IT Acquisition Form 

Section 7 Attachment 


Requirements Analysis 





The Wireless Intercept and Tracking Team (WITTIJ 


] 









Wll 

T 


as specified in requisition 



Analysis of Alternatives 



evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


1 194.3 General Exceptions 

Systems are critical to the direct fulfillment of m issions and are not used for 
routine administrative and business applications. I 


b3 

b7E 


Subpart B - Technical Standards 


CELL/OTD 018471 


CELLSITE- 15605 









Subpart C - Functional Performance Criteria 


b3 

b7E 


CELL/OTD 018472 


CELLSITE-15606 



1194.31 


Fimctional Performance Criteria 


(a) 


(b) 


(c) 


(d) 

(e) 

(f) 

Subpart D - Information, Documentation, and Support 

(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 


System Security Plan 



E C dated 06/ 30/2004 from Security Division has been 
attached to requisition package 


b3 

b7E 


CELL/OTD 018473 


CELLSITE- 15607 




Sole Source Justification 


Independent Government Cost Estimate 

WITT has submitted a quotation from the vendor, which details the cost of this 
procurement. Pricing has been negotiated and has been deemed fair and reasonable, and 
comparable with other procurements of this nature. 


Life C ycle Cost Estimate 

IwiTTf 


IWITT 


Earn ed Value Management Plan 

WITT continuously ensur es nlannjn g- s cheduling, and budget monitoring through 

its program management efforts] WITT 



b3 

b7E 


Privacy impact Assessment 

The Office of General Coimcil has been contacted and has reviewed the request for a 
Privacy Impact Assessment CPI AT I 

IwiTThas 

b3 

b7E 

Risk Assessment 

kVTTTi 

I^^ITT has a proven and 

successful history with the manufacturer of these systems. The manufacturer has 
demonstrated their maturity in their products, as well as their ability to deliver on time. 

Sufficient funding is also in place for this procurement, and as well as plans for the 
maintena nce over the full lifecycle of these products. Refer to acquisition planning form 
pr specific estimates and distribution of costs. 
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REQ.# 


4/10/2006 

DATE 


I I Kerry E. Haynes 

ORDERING OFFICE/COST CODE APPROVED BY 


Page 1 OF 1 


JULIAN DATE 


Supply Technician: 



Program Manger: 


Contract Specialist: I 

Funding Approved: 


Date Received: 

COTR: 


PPMS Approval: 

Room# & Ext: 

ERF-QT Ext.r 

1 Purchase Order# 


WLS101-$ WLS201-$ 


ITEM# 

NATIONAL STOCK 
NUMBER 

SER# 

FULL DESCRIPTION 

UNIT 

OF 

ISSUE 

QTY. . 

SUBOBJECT 

CLASS 

Bl# 

UNIT 

PRICE 

TOTAL 
































1 




EA 





2 



Installation, Travel and 

EA 



3 



Annual Maintenance 

EA 




































Recommend by: UnitChie 

Requested by/Deliver to: Federal Bureau of Investigation 







H 



ERFE Quantico, VA22135 
Attn:| 1 





Total 



SPECIAL INSTRUCTION: JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


b3 

b6 

b7C 

b7E 


b3 

b4 

b6 

b7C 

b7E 


Ship to Code: TSQ-ERF 

Delivery Restrictions: M-F, 8am-4:30pm, except holid ays See Attached EC 

^ Government's Estimate: | | 

Previous PO # 

CT Previous Contract# 

I . I I 

m I I 

c:? 


CO 




CELLS1TE-1560C| 



JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION IN 
ACCORDANCE WITH TITLE 41, UNITED STATES CODE 253(c)(6) 

IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(XJI The agency is the U. S. Depart ment of Justice, Federal Bureau of Investigation (FBI), 

, Operational Technology Division (OTD). The 

contracting activity is the Property Procurement and Management Section (PPMS), 
Telecommunications Contracts and Audit Unit (TCAU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The propose d acquisition strategy is to awa rd a non-competitive contract effort for 


highly-specializedl 


to Harris Corporation - Wireless Products 


Group (WPG), P.O. Box 37, M/S R5-9117, Melbourne, Florida, 32902. 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET 
AGENCY'S NEEDS 


I The FBI's Wireless Intercept and Tracking Team 

(WITT) I 


^1 I WITT has historically maintained an engineering services contract (ESC) with 
Harris Corporation for the advancement of | 


These engineering services provided by Harris Corporation have led to the 

development of the products that meet t he FBI's mission for conducting lawful 

| WTTT has deployed a substaiitial amount of Harris 

equipment in support of its 


b3 

'b7E 


(U l I WITT is re questing this pro cxirement w ith Harris Co rporation. This proposed 
procurement is r\-P 


\ Requisition] 

in the amount of 

b3 



b4 



b7E 

Page 1 




CEU/OTD 018476 


CELLSITE-156 



4. 


has been submitted to fund this requirement. 


IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER 
THAN FULL AND OPEN COMPETITION 


(U) The Statutory Authority is 41 U.S.C. 253 (c) (6). The Regulatory Authority is FAR 
6.302-6 (a) (2), Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


5. DEMONSTRATION THAT THE CONTRACTOR'S UNIQUE QUALIFICATIONS OR 

THE NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY 
CITED 


Harris Corporation - Wireless Products Group (WPG) specializes in 
I [ equipment for US Law 


Enforcement 


Harris WPG has been producing 
[for many years and ! 


b3 

b4 

b7E 



bl 

b3 

b7E 


M) Harris Corporation WPG has historicallv provided legacvl svstems to 


md is the onlv vendor that possesses the 

appropriate knowledge and expertise required foi 

b3 


WITT continuously evaluates other b 7 F, 

vendor teclmologies and alternatives tor conductm 

g 


las part of its research and development initiatives 


ana nas aeterminea mat a sigmticant arhount of investment in time and money shall be 
incurred if another vendor, technique, or alternative technology is considered. 


bl 

b3 

•b7E 



Page! 
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6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE 

SOLICITED FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICAL 

(U) Since this procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 
Further, FAR 5.202 (a) (1), provides Contracting Officer authority to not publish a 
procurement action when "the synopsis cannot be worded to preclude disclosure of an 
agency's needs and such disclosure would compromise the national security", (e.g., 
would result in disclosure of classified information). This procurement is not being 



7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the 
government for this acquisition will be fair and reasonable. Techniques may include a . 
technical analysis of proposed direct costs, audit, or comparison of proposed indirect 
factors with audited factors in use elsewhere in the Government, and rigorous negotiation. ^ ^ 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS 
OR A STATEMENT OF REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(U) | | \TTT continuously conducts market surveys to determine state-of-the-art 
technologies. The engineers, technicians, and technical persoimel are in constant contact 
with equipment vendors, other technical members of the intelligence comm unity, as well 
as visiting trade shows, reviewing trade journals, and browsing the Internet. i\TTT 

routinely conducts and attends working group (WG) meetings with vendors to assess the 


capabi lities, performance, and quality of equipment that meets the needs of the FBI. 
IWITTI 

Harris Corporation can 

provide. 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 


Page 3 


CELL/OTD 018478 


CELLSITE- 15612 





COMPETITION 




(U) 


See paragraph (5) 


above for facts supporting the use of other than full and open competition. 


10. A LISTING OF SOURCES. IF ANY. THAT EXPRESSED. IN WRITING. AN 
INTEREST IN THE ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS. IF ANY. THE AGENCY MAY TAKE TO 
REMOVE OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY 
SUBSEQUENT ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurements to determine whether foil and open 
competition is appropriate and in the best interests of the government. 

12. CERTIFICATIONS 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 
U.S.C. 253(c)(6) and FAR 6.302-6, foil and open competition need not be provided for 
when the disclosure of the agency's needs would compromise national security, txnless the 
agency is permitted to limit the munber of sources from which it solicits bids or 
proposals. 

(U) As the Acting Contracting Officer Technical Representative (COTR) of record, I 
hereby certify to the best of my knowledge that all information contained herein is 
complete and accurate to the best of my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that 
all information contained herein is complete and accurate to the best of my knowledge. 


Contracting Officer (Date) 



Page 4 


b3 

b7E 


b6 

b7C 


CELL/OTD 018479 


CELLSITE-15613 



(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 



b6 

b7C 


Office of General Counsel 


(Date) 


Approved By: 

Kevin L. Perkins, Competition Advocate (Date) 
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(Rev. 01-31-2003) 


JS&eRfiC 

FEDERAL BUREAU OF INVESTIGATION 





CELL/OTD 018465 


CELLSITE- 15615 











To: Criminal Investigative From: Operational Technology 

Division 

Re: (U) 268-HQ-1068430, 04/10/2006 


tS) 


IS) 



Sole Source Justification 



bl 

b3 

b7E 


(U) The proposed Contracting Officer Technical 
Representative (COTR) for this p rocurement is Electronics 


Technician (ET) 


who can be contacted at the 


Engineering Research Facility, located in Quantico, Virginia, 
regarding any questions . 


b3 

b6 

b7C 

b7E 




2 


60410.. wpd 
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To: Criminal Investigative From: Operational Technology- 

Division 

Re: (U) 268-HQ-1068430, 04/10/2006 


LEAD(s) : 

Set Lead 1; (Info) 


CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 



Set Lead 2 : (Action) 

FINANCE 


AT WASHINGTON. DC 


bl 

b3 

b7E 


CC: 


QT-ERF 

QT-ERF 

’-ERF 

’-ERF (Enc) 
?-ERF (Enc) 
)T-ERF (Enc) 
QT-ERF 


b6 

b7C 


♦♦ 



3 


060410 . wpd 


b3 

b7E 
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Critical Needs Statement 


The Operational Technoloev Division (OTD)^ 



is responsible for the development 

deplovment, and support of investigative technologies and tools that provide! 





including those which employ j 


Jsupports these efforts through its Wireless Intercept and Tracking Team (WITT), 


which provides focus on research and development (R&D), 24x7 operational support, 
interagency liaison, and program management efforts. 



At present, the request fori 

IwiTT 

requests requisition ! I be processed on a critical needs bases so that the FBI can 

efficiently support their missions. 


b3 

b7E 


bl 

b3 

b7E 


b3 

b7E 


OTD, Assistant Director 
Kerry E. Haynes 



CE 


./O 


018468 
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JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION IN 
ACCORDANCE WITH TITLE 41, UNITED STATES CODE 253(c)(6) 




1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(XJI The agency is the U. S. Depart ment of Justice, Federal Bureau of Investigation (FBI), 

I , Operational Technology Division (OTD). The 
contracting activity is the Property Procurement and Management Section (PPMS), 
Telecommunications Contracts and Audit Unit (TCAU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The propose d acquisition strategy is to aw^d a non-competitive contract effort for 


highlv-snecialized 

to 





3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET 


AGENCY'S NEEDS 





The FBI's Wireless, Intercept and Tracking Team 

(Wfm 





TT has historically maintains engineeri ng services contracts (ESQ with _ 
various commercial entities for the advancement of 



These engineering services efforts have led to the development of the 


nroducts that meet the FBI's mission for conducting lawful 


IWITT has identified the need tq | 

in support of it^ 






b3 

bVE 


(U) | k iTT is re questing this p rocurement winl 


FY06 procurement ia 


Requisition 


Thi s proposed 


, in the amount of 



Page 1 


CELL/OTD 018459 


b3 

b4 

b7E 


CELLSITE- 15619 









has been submitted to fund this requirement. 

4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER 
THAN FULL AND OPEN COMPETITION 

(U) The Statutory Authority is 41 U.S.C. 253 (c) (6). The Regulatory Authority is FAR 
6.302-6 (a) (2), Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR 
THE NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY 
CITED 



specializes in the fields of 



Their 

b3 

efforts in 

^_^j)laces them as an 

b7E 

emerging industry leader in the sphere ol 





iUi 


conducting[ 


^TT continuously evaluates vendor technologies and alternatives for 


]as part 


of its research and development initiatives and has determined that a significant amount 
of investment in time and money shall be incurred if another vendor, technique, or 
alternative technology is considered. 



bl 

b3 

b7E 


6. Description of efforts made to ensure that offers were 

SOLICITED FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICAL 


Page! 
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(U) Since this procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 
Further, FAR 5.202 (a) (1), provides Contracting Officer authority to not publish a 
procurement action when "the synopsis cannot be worded to preclude disclosure of an 
agency's needs and such disclosure would compromise the national security", (e.g., 
would result in disclosure of classified information). This procurement is not being 
publicized in the Feder al Business Opportunities fFedBizOppsh or anv other period icals 
because to do so would I I 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WILL BE FAIR AND REASONABLE . 

(U) The contracting officer has adequate information to ensure that the cost to the 
government for this acquisition will be fair and reasonable. Techniques may include a 
technical analysis of proposed direct costs, audit, or comparison of proposed indirect 
factors with audited factors in use elsewhere in the Government, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS 
OR A STATEMENT OF REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(U) | I WITT continuously conducts market surveys to determine state-of-the-art 
technologies. The engineers, technicians, and technical personnel are in constant contact 
with equipment vendors, other technical members of the intelligence comm unity, a s well 


TOT 


as visiting trade shows, reviewing trade journals, and browsing the Internet, 
routinely conducts and attends working group (WG) meetings with vendors to assess the 
cgp^lities, performance, and quality of eouinment that meets the needs of the FBI. 

mn. 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(U) 


See paragraph (5) 


above for facts supporting the use of other than full and. Open competition. 


10. A LISTING OF SOURCES. IF ANY. THAT EXPRESSED. IN WRITING. AN 

INTEREST IN THE ACQUISITION 


b3 

b7E 


Page 3 
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(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS. IF ANY. THE AGENCY MAY TAKE TO 
REMOVE OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY 
SUBSEQUENT ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurements to determine whether full and open 
competition is appropriate and in the best interests of the government. 

12. CERTIFICATIONS 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 
U.S.C. 253(c)(6) and FAR 6.302-6, full and open competition need not be provided for 
when the disclosure of the agency's needs would compromise national security, unless the 
agency is permitted to limit the number of sources from which it solicits bids or 
proposals. 

(U) As the Acting Contracting Officer Technical Representative (COTR) of record, I 
hereby certify to the best of my knowledge that all information contained herein is 
complete and accurate to the best of my knowledge. 


(Proposed) Contracting Officer's T echnical Representative (Date) 


b6 

b7C 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that 
all information contained herein is complete and accurate to the best of my knowledge. 


Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Supervisory Contracting Officer 


(Date) 
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IT Acquisition Form 

Section 7 Attachment 


Requirements Analysis 


The Wireless Intercept and 'I’racking ream (Wri l’),[ 


WITH 


requisition 


Analysis of Alternatives 


WITT has identified an 
' I as specified on 


WITT 


Section 508 Statement 


Wireless Intercept and Tracking Team conducted an 
evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


1194.3 General Exceptions 


b3 

b7E 


Systems are critical to the direct fulfillment of missions and are not used for 
routine administrative and business applications. I 


Subpart B - Technical Standards 


b3 

b7E 


CEIL/OT!) 018447 
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CELL/OTD 01S44^8 
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1194.31 


Functional Performance Criteria 


(a) 

(b) 

(c) 

(d) 

(e) 

(f) 


Subpart D - Information, Documentation, and Support 

(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 

System Security Plan 


A System Security Plan has been completed and in place foi 

E C dated 06/3 0/2004 from Security Division has been 

attached to requisition package 


b3 

b7E 
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Sole Source Justification 


Independent Government Cost Estimate 

WITT has submitted a quotation from the vendor, , 

cost of this procurement. Pricing is according to GSA price listings. 

Life C ycl e Cost Estimate 

I IwittI 


which details the 



Earned Value Management Plan 

I I WITT continuously ensure s plann ing, s cheduling, and budget monitoring through 
its program management efforts. I IwittI I 



Privacy Impact Assessment 

The Office of General Council ha s been contacted and has reviewed the request for a 
Privacy Impact Assessment (PIA) J 

^tttI 



Risk Assessment 

I^ITlf 

WITT has a proven and 

successtul history with the vendor of these systems. The vendor has the technical 
knowledge and maturity in their products, and the ability to deliver on time. Sufficient 
fimding is also in place for this procurement, and as well as plans for the m aintenanc e 

over the full lifecycle of these products. Refer to acquisition planning form for 

specific estimates and distribution of costs. 


CELU/OTD 018450 
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IT Acquisition Form 

Section 8 Attachment 


Synopsis of Requirement 



WITT requests requisition 

I be processed on a critical needs bases so that the FBI can efficiently support 
their missions. 


CELL/0 TD 016451 
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The Federal Bure 

iauof Investigation tFED plans to acquire, on a sole source basis. 

each of the 

for StingRa-v 


each of thd 

and jach 

fi:om Harris Corporation - Wireless Products Group, to 


StingRay and associated 

The contract type shall be a Firm-Fixed-Price contract. NAICS 


Code 513322. Unrestricted. Other than full and open competition 41 U.S.C. 253(c) 
(1) (Sole Source) FAR 6.302-1. Only one source. Intended source(s): Harris 
Corporation. The final contract award decision shall be based upon a combination of 
price, past performance, and other evaluation factors. 


CELL/OTD 018452 
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(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY 

To : Finance 

Criminal Investigative 


Date: 07/13/2006 


Attn: 


Attn: 



Rm 3867 


I 


1 

Contact : 




TTU/QT-ERF 


Approved By: Haynes Kerry E 

Thomas Marcus C 
Clifford Michael Jr 



Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synop sis : To request the procurement of I 

StinaRa^ 



Enclosure (s) : IT Acquisition form, COTS/ITATS approval 

at tachment, IT Acquisition form attachment, F D369 in t he amount 
of and acquisition planning form 

Details: In the summer of 2005, the U. S. Gulf Coast bore the 

brunt of Several hurricanes, including Hurricane Katrina 



The Tracking Technology JtCL 
and Tracking Team (WITT) supports | 
investigations with research and dev 
continuously evaluate the ability of 


ireless Intercept 
criminal 



Harris_0604 1 7. wpd 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 07/l3/200'6 


in meeting FBI requirements . WITT has historically satisfied 


much of the FBl[ 


investigative requirements bv 


utilizing Harris Corporation's 






In the aftermath of these gulf storms. 


ias 




1 WITT 




Sole Source Justification 

WITT request a sole source procurement with Harris 
Corporat ion - Wireless Products Group for the ourcl^ ase of 
StingRay 


Harris Corporation is the only 


b3 

b7E 


The WITT intends to continue to use the Harris 

Corporation product line of I | 

I WITT 

continuously evaluates other vendor solutions , techniques , an d 
alternatives that may satisfy requirements fori I 

I and has determined that a substantial amount of 
investment and time shall be incurred if another vendor, 
technique, or alternative is considered. Alternative 
technologies and products offered by other vendors, such as 


b3 

b7E 


The Contracting Officer Technical Repre sentative (COTR ) 
for this procurement is Electronics Engineer (EE) 


and can be contacted at the Engineering Research Facility, 
located in Quantico, Virginia, for any questions. 


b6 

b7C 
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To: 
Re : 


Finance From: Operational Technology 

268-HQ-1068430, 07/13/2006 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


AT WASHINGTON. DC 

The Enginearina Contracts TTnit is raqnastad tn initiata 
tha orocnramant of I l.qti naPav I 

I . Funding 

is available as outlined on the attached form FD-369. 

Set Lead 2 : (Action) 

CRIMINAL INVESTIGATIVE 


AT WASHINGTON. DC 


The Criminal Tn-^racj 1 -i aa1--i-^7-a a-i (~m j 


approve the procurement of 


s request^ 
StinqRay 




Funding is available as outlined on the attached form FD-369, 
Requisition 


b3 

b7E 


CC: 


♦♦ 


. QT-ERF 
QT-ERF 
[■-ERF 

[■-ERF (Enc) 
P-ERF (Enc) 
)T-ERF 
QT-ERF 


b6 

b7C 
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ALL ^ ; 

HEREIN IS 

DATE 10-22-20,11 D.' S I ,L ‘ 7 ■ j:'.: 7 ^ 


Critical Needs Statement 


The Operational Technology Division (OTD)J 

is responsible for the de velopmen t, 

deployment, and support of investigative technologies and tools that nrovidel I 


supports these efforts through its Wireless Intercept and Tracking Team (WITT), which 
provides focus on research and development (R&D), 24x7 operational support, 
interagency liaison, and program management efforts. 


^VITT 


1 IWITTI 


r 




IWITT 








^VITT 





In order to meet the FBI requirements fod 

IwiTT has identified 


the need to 

IW^ITT requires 

these systems in order to satisfy requirements for 




At present the request foj I 

WITT requests requisition I 

be processed on a critical needs bases so that the FBI can efficiently support their 
missions. 


b3 

b7E 


b3 

b7E 


OTD, Assistant Director 
Kerry E. Haynes 


8442 
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COMPETITION 


(U) 


See paragraph (5) 


above for facts supporting the use of other than full and open competition. 


10. A LISTING OF SOURCES. IF ANY. THAT EXPRESSED. IN WRITING. AN 
INTEREST IN THE ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS. IF ANY. THE AGENCY MAY TAKE TO 

REMOVE OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY 
SUBSEQUENT ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


b3 

b7E 


(U) The FBI will evaluate future procurements to determine whether full and open 
competition is appropriate and in the best interests of the government. 

12. CERTIFICATIONS 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 
U.S.C. 253(c)(6) and FAR 6.302-6, full and open competition need not be provided for 
when the disclosure of the agency's needs would compromise national security, unless the 
agency is permitted to limit the number of sources from which it solicits bids or 
proposals. 

(U) As the Acting Contracting Officer Technical Representative (COTR) of record, I 
hereby certify to the best of my knowledge that all information contained herein is 
complete and accurate to the best of my knowledge. 


r Acting) Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that 
all information contained herein is complete and accurate to the best of my knowledge. 


Contracting Officer (Date) 
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CELL/0 TD 01843? 


CELLSlTE-15637 



DATE; ::-22-2012 
CLASSIFIED Bi 651“-=,'d]i5h/stp/a3 
REASON: 1.4 .'c,?; 

BEoiKSiry «iliMi'-zo3f ^ ^ ^ 

IBEfiftJss — 

Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


ALL 1::;;; J.- i ^ : i i ■ 
HERE 11; I-:. ^ 

WHERE SECv-ir .:t;::l.':ee 


roENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

CU') The agency is the U .S. Department of Justice, Federal Bureau of Investigation (FBI), ] 

Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 

(U) The proposed acquisition strategy is to award a non-competitive contract effort for highly-specialized 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 


The FBI’s Wireless Intercept and Tracking Team (WITT~) [ 


b3 

b7E 


bl 

b3 

b7E 


(U)D is requesting this sole source pr ocurement w ith 


procurement i£ 


] Requisition 


fund the requirement. 


in the amount on 


The proposed 


has been submitted to 


b3 

b4 

b7E 


IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


CELL/0- 


421 


CELLSITE- 15647 



DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publi cized in th e 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so would] 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WELL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 

(Ti l I continuously conducts market surveys to determine state-of-the-art technologies. The engineers, 

technicians, and technical personnel are in constant contact with equipment vendors, other technical 
members of the intelli gence c ommunity, as well as visiting trade shows, reviewing trade journals, and 
browsing the Internet. I [ routinely conducts and attends working group (WG) meetings wit h vendo rs to 

assess the capabilities, performance, and quality of equipment that meets the needs of the FBI. I I 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 


CELL/OTD 018422 


CELLSITE- 15648 



J^segigT 


COMPETITION 


(U)| 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 
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10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


CELL/OTD 018423 


CELLSITE- 15649 




(U) Security Addendum to EC dated 03/16/2006 


|U) This addendum further expands on the ■ referenced EC with 

regard to sole source justification. 



bl 
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(U) Full and open competition of referenced procurement 


CELL/OTD 018425 
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March 16, 2006 


Investigative Technology Division 

Derived From: G-3 

Declassify On: March 16, 2031 


■§£€ 813 ; 


L,/OT!i:> o 


1 S42A 





STATEMENT OF NEED 


Prepared by: 
(Project Leader) 


Concurred by: 


Approved by: 
(Unit Chief) 


[268-HQ-1068430] 


APPROVAL 


1 


Printed 

Name 

Signature 

Date 

Printed 

Name 

Signature 

Date 

Printed 

Name 

Signature 

Date 
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* * * 


[May 11, 2009] 
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ALL I KTL r : 1'-: T : : : 
£3EREIK' li- J,;i .'L.-L L i :L 
DATE 


IT Acquisition Form 

Section 7 Attachment 


Requirements Analysis 


me Wireless intercept and iracking learn ( Wll flT 




WITT 




WITT 


as specified in requisition 



Wireless Intercept and Tracking Team conducted an 
evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


1 1 94.3 General Exceptions 


Systems are critical to the direct fulfillment of m issions and are not used fo f 
routine administrative and business applications. 


Subpart B - Technical Standards 


CELL/OTD 018417 
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CELLSITE- 15657 







CELL/OTD 01641§ 


CELLSITE- 15658 



1194.31 


Functional Performance Criteria 


(a) 


(b) 


(c) 


(d) 

(e) 

(f) 


Subpart D - Information, Documentation, and Support 

(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 

System Security Plan 

A System Security Plan has b een completed and in place for 

EC dated 06/30/2004 from Security Division has been 

attached to requisition packagd 


b3 
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CELL/OTD 018419 


CELLSITE- 15659 




Sole Source Justification 



Independent Government Cost Estimate 

WITT has submitted a quotation from the vendor, which details the cost of this 
procurement. Pricing has been negotiated and has been deemed fair and reasonable, and 
comparable with other procurements of this nature. 


Life Cycle Cost Estimate 



Privacy Impact Assessment 



Risk Assessment 



successful history with the manufacturer of these systems. The manufacturer has 
demonstrated their maturity in their products, as well as their ability to deliver on time. 
Sufficient funding is also in place for this procurement, and as well as plans for the 
mainten ance over the full lifecycle of these products. Refer to acquisition planning form 
I for specific estimates and distribution of costs. 
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(Rev. 01-31-2003) 


lATE: :: -22-2012 

CL.-.S3:f:ED by 651"i.'±rh.'3i;p.'££ 

FBASCII: 1.4 iC,C}; 

IECL.L3£:FY CN: 11-22-2037 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To : Finance 

Criminal Investigative 


Attn: 


Date: 03/01/2006 

QT-ERF (Enc) 


From : O perational Technology 



/QT-ERF 


Contact : 


b3 



b6 

Approved By: Haynes, Kerry E 

Thomas , Marcus C 


b7C 

Clifford, Michael Jr 


b7E 


Drafted By: | 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 


Synopsis: To request that the Engineering Contracts Unit (ECU) 

initiate contract action for the enclosed statement of work. 


Enclosure (s) : Statement of Work, price estimates, Justification 

for other th an full an d Open compet i t i gn statement . _ Acquisition 
Plan, FD-369 I I in the amount Of 


r 


bl 

b3 

b4 

b7 









To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 03/01/2006 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 


The ECU is request ed to init iate contract action 


Funding in the amount of 


identified o n FD-369, number 

is availabl e from Budget Item □ Subobj ect 

Classification 


Set Lead 2; (Info) 
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CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 


CC: 


QT-ERF 
, QT-ERF 
QT-ERF (Enc) 
T-ERF (Enc) 
QT-ERF (Enc) 
QT-ERF (Enc) 
T-ERF (Enc) 
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>♦ 
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2 


^pd 


CELL/OTD 01 8404 
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(Rev. 01-31-2003) 


CLfiSSIFIEI- El 65179/d]r!h/3tp/es 
REASON: 1..4 (c.gj 


FEDERAL BUREAU OF INVESTIGATION 



Synopsis: To request that the Engineering Contracts Unit (ECU) 

initiate contract action for the enclosed statement of work-. b3 


b4 



Oi "1 'S' "■’■ii" 0 15 ' 


»"a ! c 








To: 

Re: 


Finance From: Operational Technology 

268-HQ-1068430, 03/01/2006 


LEAD (s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

The ECU is request ed to init iate contract action 
identified o n FD-369, number I I F undi ng in the amount of 


is available from Budget Item □ Subobj ect 


Classification 
Set Lead 2; (Info) 

CRIMINAL INVESTIGATIVE 


AT WASHINGTON. DC 
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CC: 


2T-ERF 
, QT-ERF 
QT-ERF (Enc) 
r-ERF (Enc) 
2T-ERF (Enc) 
QT-ERF (Enc) 
r-ERF (Enc) 
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JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION IN 
ACCORDANCE WITH TITLE 41, UNITED STATES CODE 253(c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U, S. Depart ment of Justice, Federal Bureau of Investigation (FBI), 

Operational Technology Division (OTD). The 
contracting activity is the I^roperty Procurement and Management Section (PPMS), 
Telecommunications Contracts and Audit Unit (TCAU). 


NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed acquisition strategy is to award a non-comnetitive contract effort for 
highly-specializec 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET 

AGENCY'S NEEDS , _ 

' b3 

b7E 


The FBI's Wireless Intercept and Tracking Tea m 

(WITT)| 


^TT has historically maintains engineering services contracts (ESC) with 



liiiese engineering services ettorts nave 


products that meet the FBI's mission for conductine lawful 



WITT has identified the need td 



|and 

in order to provide and maintain 


capabilities foi| 
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(U)l 

IyITT is requesting this procurement with 


This 

proposed ! 

FY06 procurement i: 

Requisition! 


in the amount of 



CELL/OTD 018397 


CELLSITE- 15671 








■*1 



has been submitted to fund this requirement. 


4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER 
THAN FULL AND OPEN COMPETITION 


b3 

b4 
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(U) The Statutory Authority is 41 U.S.C. 253 (c) (6). The Regulatory Authority is FAR 
6.302-6 (a) (2), Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


5. DEMONSTRATION THAT THE CONTRACTOR'S UNIQUE QUALIFICATIONS OR 

THE NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY 
CITED 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE 

SOLICITED FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICAL 


bl 

b3 

b7E 


(U) Since this procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 
Further, FAR 5.202 (a) (1), provides Contracting Officer authority to not publish a 
procurement action when "the synopsis cannot be worded to preclude disclosure of an 
agency's needs and such disclosure would compromise the national security", (e.g., 
would result in disclosure of classified information). This procurement is not being 
publicized in the Feder al Business Opportunities (FedBizOpps), or any other period icals 
because to do so wouldl I 


'SBefSlT 
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CELU/OTD 015398 
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CELLSITE- 15672 














7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the 
government for this acquisition will be fair and reasonable. Techniques may include a 
technical analysis of proposed direct costs, audit, or comparison of proposed indirect 
factors with audited factors in use elsewhere in the Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS 
OR A STATEMENT OF REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(U) I | WITT continuously conducts market surveys to determine state-of-the-art 
technologies. The engineers, technicians, and technical personnel are in constant contact 
with equipment vendors, other technical members of the intelligence comm xmity, as well 
as visiting trade shows, reviewing trade journals, and browsing the Internet. | [ iVITT 
routinely conducts and attends working group (WG) meetings with vendors to assess the 
capabi lities, performance, and quality of equipment that meets the needs of the FBI. 


mTT] 


9 . ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


(U) 


See paragraph (5) 


above for facts supporting the use of other than full and open competition. 


10. A LISTING OF SOURCES. IF ANY. THAT EXPRESSED. IN WRITING. AN 
INTEREST IN THE ACQUISITION 


b3 
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(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS. IF ANY. THE AGENCY MAY TAKE TO 

REMOVE OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY 
SUBSEQUENT ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurements to determine whether full and open 
competition is appropriate and in the best interests of the government. 


12. CERTIFICATIONS 
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(U) Based on the above findings, it is hereby determined, within the meaning of 41 
U.S.C. 253(c)(6) and FAR 6.302-6, full and open competition need not be provided for 
when the disclosure of the agency's needs would compromise national securhy, unless the 
agency is permitted to limit the number of sources from which it solicits bids or 
proposals. 


(U) As the Acting Contracting Officer Technical Representative (COTR) of record, I 
hereby certify to the best of my knowledge that all information contained herein is 
complete and accurate to the best of my knowledge. 


[Proposed) Contracting Officer's Technical Representative (Date) 
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(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that 
all information contained herein is complete and accurate to the best of my knowledge. 


Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer, of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Supervisory Contracting Officer 


(Date) 


FBI Chief Contracting Officer 


(Date) 


Office of General Counsel 


(Date) 
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Approved By: 


Kevin L. Perkins, Competition Advocate 
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(Date) 
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Sole Source Justification 


Independent Government Cost Estimate 

WITT has submitted a quotation from the vendorj 

cost of this procurement. Pricing is according to GSA price listings. 


which details the 


Life Cycle Cost Estimate 



Earned Value Management Plan 

[ WITT continuously ensure s plann ing, s cheduling, and budget monitoring through 
its program management efforts. I [ WITTl I 


Privacy Impact Assessment 

The Office of General Council has been contacted and has reviewed the request for a 
Privacy Impact Assessment (TIATl 

IwiTThas 
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Risk Assessment 


WITT 


iiVITT has a proven and 

successrui mstory witti tne vendor ot tnese systems, me ven^dor has the technical 
knowledge and maturity in their products, and the ability to deliver on time. Sufficient 
funding is also in place for this procurement, and as well as plans for the m aintenanc e 
over the full lifecycle of these products. Refer to acquisition planning form for 

specific estimates and distribution of costs. 


CELL/0 


S3S4. 


CELLSITE- 15679 









IT Acquisition Form 

Section 7 Attachment 



Requirements Analysis 



Section 508 Statement 

Wireless Intercept and Tracking Team conducted an 
evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 

1194.3 General Exceptions 

Systems are critical to the direct fulfillment of missions and are not used for 











Subpart C - Functional Performance Criteria 


CELL/OTD 01 S361 


CELLSITE- 15688 




1194.31 


Functional Performance Criteria 


(a) 

(b) 

(c) 

(d) 

(e) 

(f) 

Subpart D - Information, Documentation, and Support 
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(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 


System Security Plan 


A System Security Plan has been completed and in place for 

E C dated 06/30 /2004 from Security Division nas been 
attached to requisition package ~| 


b3 

b7E 


O 


CELLSITE- 15689 




Sole Source Justification 


Independent Government Cost Estimate 

WITT has submitted a quotation from the vendor l L which details the 

cost of this procurement. Pricing is according to GS A price listings. 


b3 

b7E 


| WITT currently has a current maintenance 
contract in place for the remainder of year 2005. 

Earn ed Value Management Plan 

I WITT continuously ensure s planni ng, s cheduling, and budget monitoring through 
its program management efforts. I Iwitt[ 


Life C ycle Cost Estimate 


JmiiI 


fwnTr 


Privacy Impact Assessment 

The Office of General Council ha s been contacted and has reviewed the request for a 


Privacy Impact Assessment ("PI AT 


MTT has 


b3 

Risk Assessment 

b7E 

WITT 


WITT has a proven and 


successfril history with the vendor of these systems. The vendor has the technical 
knowledge and maturity in their products, and the ability to deliver on time. Sufficient 
funding is also in place for this procurement, and as well as plans for the maintenance 
over the full lifecycle of these products. Refer to acquisition planning form for 

specific estimates and distribution of costs. 


CEUL/OTD 


01 8363 


CELLSITE- 15690 








(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date: 12/21/2005 



Approved By: Haynes Kerry E 

Thomas Marcus C 
Clifford Michael Jr 


Drafted By: 

Case ID #: 268-HQ-1068430 


b3 

b6 

b7C 

b7E 


Title: WIRELESS INTERCEPT AND TRACKING TEAM 


■Synopsis: To, recfuest, procurement of Harris Corporation's 


g-H -i -n^-v-a-tr 



_ product line of 
with associated accessories to support the 


Enclosure (s) : IT Acquisition form, COTS/ITATS approval 

attachment, IT Acquisition form attachment. Notification of the 
Approval to Op erate (ATO) dated 06/30/2004, Ven dor Price Quote 

FD369 I in the amount of 

. 


and acquisition planning form 


Details: Law enforcement 

recent years. 


have, in 




in support ofT 


criminal 
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Harris_12212005_E002358.wpd 


01S354 
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To: Finance From: Operational Technology- 

Re: 268-HQ.-1068430, 12/21/2005 


investigatio ns , 

use of these I 

criminal investigation 


in support Qj 



ireless Intercept 
n criminal 


and Tracking Team' (WITT) supports | | criminal 

investigations with research and deveJjanmenJ: (=>-Ffn-rh.c: hh 

continuously evaluate the ability of 

in meeting FBI requirements . WITT has historically satisfied 
much of the FBI I 1 -i nypHt-i aat-i vp -requirements by 


RaSSinSIlHll 




Sole Source Justification 

WITT request a sole source procurement with Harris 
Corporation - Wireless Products Group for the purchase Stingray 


systems with associated accessories to support 


Harris Corporation 




The WITT intends to continue to use the Harris 
Corporation product line of I 


continuously evaluates other vendor solutions, techniques , a nd 
alternatives that may satisfy requirements for I I 


and has determined that a substantial amount o: 
investment and time shall be incurred if another vendor, 
technique, or alternative is considered. Alternative 
technologies and products offered bv other vendors, such as 


Harris_12212005_E002358.-wpd 


CEL,L,/0 Ti: 


O "1 8. 3. 5 5 


CELLSITE-15700 






To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 12/21/2005 


The Contracting Officer Technical Repre sentative (COTR ) 
for this procurement is Electronics Engineer (EE) I I 

and can be contacted at the Engineering Research Facility, 
located in Quantico, Virginia, for any questions. 


b3 

b7E 
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wpd . 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 12/21/2005 


LEAD(s) : 

Set Lead 1; (Action) 

FINANCE 

AT WASHINGTON. DC 

The Engineering Contracts nn-it- — i.s — T-armagtar^ — tn nmmir.e 
Harris Corporation's Stincrra-y- and 


|with associated accessories. 

Funding is available as specified on the attached form FD-369, 
Requisition \ 

Set Lead 2 : (Action) 

CRIMINAL INVESTIGATIVE 

AT WASHINGTON. DC 


The Criminal Investigative Division is requested to 
approve fund 








with associated accessories. Funding is 
sd on the attached form FD-369, Requisition 


Set Lead 3 : (Action) 


AT WASHINGTON. DC 



Funding is 
> 9 , Requisition 



QT-ERF 

QT-ERF 

'-ERF 

-ERF (Enc) 

T-ERF 

QT-ERF 


Harris_12212005_E002358.wpd 


CELt/OTD 


01 S35 
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JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION IN 
ACCORDANCE WITH TITLE 41, UNITED STATES CODE 253(c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(UI The agency is the U. S. Depart ment of Justice, Federal Bureau of Investigation (FBI), 

Operational Technology Division (OTD). The 
contracting activity is the Property Procurement and Management Section (PPMS), 
Telecommunications Contracts and Audit Unit (TCAU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed acquisition strategy is to awa rd a non-competitive contract effort for 


highly-specialized 
Group (WPG), P.O. Box 37, M/S R5-91 17, Me: 


o Harris Corporation - Wireless Products 
bourne, Florida, 32902. 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET 

AGENCY'S NEEDS 


(U) 





The FBI's Wireless Intercept and Tracking Team 

rWITTI 





(U) 3 ^. I WITT has historically maintained an engineering services contract (ESC) with 
Harris Corporation for the advancement of \ 


These engineering services provided by Harris Corporation have led to the 
developinent of the products that meet the FBI's mission for conducting lawful 

WITT has deployed a substantial amount of Harris 
equipment in support of it^ 


(U) | I WITT is r equesting this pro curement w ith Harris Co rporation. The proposed 


FY05 procurement i; 


RequisitioiJ 


in the amount of 


b3 
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b4 
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as been submitted to fund this requirement. 


IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER 


THAN FULL AND OPEN COMPETITION 


(U) The Statutory Authority is 41 U.S.C. 253 (c) (6). The Regulatory Authority is FAR 
6.302-6 .(a) (2), Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

DEMONSTRATION THAT THE CONTRACTOR'S UNIOUE OUALIFICATIONS OR 


THE NATURE OF THE ACOUISITION REOUIRES USE OF THE AUTHORITY 


CITED 

^ Harris Corporation - Wireless Products Group (WPG) specializes in 

l eauinment for US Law 

Enforcement! Harris WPG has been producing 


or many years and 



TT continuously evaluates other 


while meeting the needs of the FBI. 
vendor technologies and alternatives for conductin 


l as part of its research and development initiatives 
and has deterhiined that a significant amount of investment in time and money shall be 
incurred if another vendor, technique, or alternative technology is considered. 



Page 2 


CEL 


01 8345 







DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE 
SOLICITED FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICAL 

(U) Since this procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 
Further, FAR 5.202 (a) (1), provides Contracting Officer authority to not publish a 
procurement action when "the synopsis cannot be worded to preclude disclosure of an 
agency's needs and such disclosure would compromise the national security", (e.g., 
would result in disclosure of classified information). This procurement is not being 
publicized in the Feder al Business Opportunities (FedBizOpps), or any other periodi cals 
because to do so would 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the 
government for this acquisition will be fair and reasonable. Techniques may include a 
technical analysis of proposed direct costs, audit, or comparison of proposed indirect 
factors with audited factors in use elsewhere in the Government, and rigorous negotiation. 

A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS 
OR A STATEMENT OF REASONS A MARKET SURVEY WAS NOT CONDUCTED 

(U) | | wiTT continuously conducts market surveys to determine state-of-the-art 
technologies. The engineers, technicians, and technical personnel are in constant contact 
with equipment vendors, other technical members of the intelligence comm unity, a s well 
as visiting trade shows, reviewing trade journals, and browsing the Internet. | WITT 
routinely conducts and attends working group (WG) meetings with vendors to assess the 
capabi lities, performance, and quality of equipment that meets the needs of the FBI. 

I IWITTi I 

Parris Corporation can 

provide. 

ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
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other comments: This req uesti 
FY2012 funding to meet the 


bjectives (ac 


J reflects a re quest to u tilize 
Iition of a new] Ito or 


3unt requested, or supply add itional fundi ng to thel 


iginal approved project 
[project to run I 


I developments concurrently.| 

attached request. 


funding levels have only been supplied on the 


Attachments: Email fror 


supporting request, and original briefing! 







Cc: BRYARS, D (OTD)(FBI); DICI 
THOMAS GREGORY fOTDj fFBnJ 

EMENTE. ANTHONY P. fOTD'i fFBn:l rOTD’l fFBD: MOTT 



1 


,'^bjeGts RNAL Call for FY12[ 

^ S^ER^^NOFORN 


VOTD) (FBn; STRUYK, JAMES L. (OTPI (F^ 


b3 

b6 

b7C 

b7E 


Submissions — 


Classification: rSBe«EI//NOFORN 



LAST AND FINAL CALL FOR FY12 PROJECT SUBMISSIONS 


bl 

b3 

b7E 


CRITERIA 

Very briefly, the initiative provides "up front" mo nies for research, development and procurem ent of 
new capabilities. Such efforts must be focused on 


sponsoring units are expected to provide some (base fund) contribution and should be prepared 
to assume responsi bility for sustai nment in future years through traditional funding sources. Financial 


accountability on all 


efforts is maintained through theL 


« File l 3verview.pdf » 


Further information can be found in the attached (updated) overview. 


SUBMISSION PROCESS 

We strive to m ake the applica tion process as painless as possible. Project submissions can be initiated by 
completing the Submission Template (attached). Do not hesitate to call if you require help 

with vo ur submission. 

« File 


Bubmission Template.dotx » 


ASSISTANCE AVAILABLE 


b3 

b7E 
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r 








Any OTD unit may request a briefing from the l I to gain a thorough understanding of the 

initiative; goals, core principles, capa bility bundles , submission process, reporting requirem ents an d the 
assistance available t hrough the OTD l I F urther deta ils may also be found on the | 1 

lA/eb page: http://otd.fbinet.fbiy 


This is your final opportunity to seek FY12 funds. The deadline for new project submissions is July 29, 

2011. 


SSA 





Operational Technology Division 


b3 

b6 

b7C 

b7E 


Classification: 


//NOFORN 


Classification: /NOFORN 
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REQ.# 


2/10/2005 

DATE 


ORDERING OFFICE/COST CODE APPROVED BY 



SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 





Page 1 OF 1 

JULIAN DATE 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 



JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


See Attached EC 



CELLSITE-173 


fli 









Justification for Other Than Full and Open Competition 
In Accordanee With 41 U.S.C. 253 (c)(6) 


1. roENXmCATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(TJ') The agency is the U.S . Department of Justice, Federal Bureau of Investigation (FBI)| | 

Operational Technology Division (OTD). The contracting activity is the FBI 

Finance Division (FD) and Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed acquisition strategy is to award a non-competitive contract effort for| 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 
gj^ I is responsible for providing the FBI vyith| | 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 




CELL/OID 0U049 


CELLSITE- 17362 



number of sources from which it solicits bids or proposals. 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 

(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 1 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so would I b3 



7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WELL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 





tiLi/oiD mm 


CELLSITE- 17363 





■Sseftsx^ 


9. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(U]| 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, -within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 




b3 

b7E 


tai/OTD 0UQ51 


CELLSITE-17364 






(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my kno’wRdge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 

(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 

, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 


■SBeREar 
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ACQUISITION PLAN 


1. Unit/Section/Division; 

2 , Description of Requirement: Procurement of 


FEDERAL BUREAU OF INVESTIGATION 

I' OTP ■ 


_b3 

-b7E 

_l 


3. Estimated Cost: ( 


5. Distribution of Dollars: FY- 07 (100%) 

FY- FY- 

FY- FY- 


4. Term of Contract: 1 Year 

6. Subobject Class/Budget Item: 

Product or Service Code: 


7. Market Research (state how performed & attach): 
Sole Source Justification 


Commercial Item: S Yes D No Competitive: S Yes D No 

If no to one or more above, explain: Sole Source Justification (See attached Justification 
for other then open competition) 


8. Sources Considered: D FBI Personnel 

□ 100% Small Bus. 

□ Hubzone 

□ A-76 


□ Other Government Personnel 
D 8a Set aside 
D Women-'owned 


D Required Sources (FAR Part 8) 
D Disadvantaged (FAR Part 8) 

S Other Federal Contracts 


9. If Information Technology: DlRM Review 

10. Type of Procmement: S Brand Name Only 

nH Brand Name or Equal 

11. Contract Type: D BOA 

D Cost-Reimbursement 
Firm-Fixed Price 

n Firm-Fixed Price w/Economic Adj. 


D AIS Approval 

n Commercial Item □ 

n Compatibility D 

D IDIQ Contract 
□ (IFB) 
n Incentive 

n Letter Contract (DOJ Approval) 


Functional Specifications 
Performance-Based Service Contract 

D Reimbursable Agreement 

□ rfp 

□ rfq 

n Time and Material 


12. Lease vs Purchase (iflease, analysis attached): No 


13. Environmentally Preferable Item: DYes DNo 


14. Inherently Government Function (justified): D Yes 13 No 

15. Lead Time Required: To be filled in by Contracting Officer. 


Approval: 08/31/2007 

Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


Ctll/Olb 0H053 
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REQ.# 


8/31/2007 I 

DATE ORDERING OFFICE/COST CODE APPROVED BY 


Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# &,Ext: 






NATIONAL STOCK 
NUMBER 

II 

Fllll nFSCRIPTION 









Recommend bv: Unit Chieil 1 

Requested by/Deliver to: Federal Bureau of Investigation 






SPECIAL INSTRUCTION: 
Ship to Code: 


Delivery Restrictions: M-F. 8am-4:30Dm. except holida ys 

Government's Estimate: 

Previous PO # 

Previous Contract # 


Page 1 1 


JULIAN DATE 


Contract Specialist:| 
Date Received: 
PPMS Approval: 
Purchase Order# 


UNIT 

OF 

ISSUE 


OTY 


SUBOBJECT 

CLASS 


B1£ 


UNIT 

PRICE 


totai 










■ 











Total 



JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


CELLSITE-1736^ 


See Attached EC 
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LEAD(s) : 

Set Lead 1; (Action) 
FINANCE 

AT WASHINGTON, DC 


critica' 


The Finance Division (FD) is requested to ini tiate 
irocurement action for the I 


b3 



I Funding is available and may be processed via crimina 
investigative accounts for expedited delivery. 


b7C 

b7E 


Set Lead 2 : (Action) 


CRIMINAL INVESTIGATIVE 



processed via criminal investigative accounts for expedited 
delivery. 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 4/04/2007 

To: Finance Attn: 

From: ^ Operational Technology 

Contact ; | I 

Approved By: 

Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis: To requ est that the Engineering Contracts Unit (ECU) 

anornyp fnrif^inn- of I 


Enclosure (s) : FD-369 



b3 

b6 

b7C 

b7E 
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4/4/2007 

DATE 


lERING OFFICE/COST CODE 


Supply Technician; 
Program Manger; 
Funding Approved; 
Requester; 

Room# & Ext; 


Fiscal Year 2007 



SPECIAL INSTRUCTION; ■ 
Ship to Code; 


Delivery Restrictions; M-F, 8am-4;30pm, except holida ys 
Government's Estimate; 

Previous PO # 

Previous Contract# 



Page 1 OF 1 


APPROVEI JULIAN DATE 


Contract Specialist; 
Date Received; 
PPMS Approval; 
Purchase Order# 


UNIT 






OF 


SUBOBJECT 


UNIT 





CLASS 

Rl# 





















Total 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


See attached EC 


CELLSITE-17378 


llD QH065 









3. 

5. 

7. Market Research (state how performed & attach): 


Estimated Cost: 


fy- 07 (70%) 

FY-_ 

FY- 


4. Term of Contract: 


1 Year 


6. Subobject Class/Budget Itemj 

Product or Service Code: 


Commercial Item: 0 Yes □ Nc 

If no to one or more above, explain: \ 



8. Sources Considered: 


IXI FBI Personnel 

□ 100% Small Bus. 
n Hubzone 

□ A-76 


9. If Information Technology: DlRM Review 

10. Type of Procurement: D Brand Name Only 

n Brand Name or Equal 


CH Other Government Personnel 
n 8a Set aside 
CH Women-owned 


D AIS Approval 

D Commercial Item 
nH Compatibility 


D Required Sources (FAR Part 8) 
CH Disadvantaged (FAR Part 8) ■ 
1^ Other Federal Contracts 


D Functional Specifications 
1^ Performance-Based Service Contract 


11. Contract Type: D BOA [H IDIQ Contract CD Reimbursable Agreement 

D Cost-Reimbursement D (IFB) D RFP 

& Firm-Fixed Price Cl Incentive Q RFQ 

C Firm-Fixed Price w/Economic Adj. C Letter Contract (DOJ Approval) C Time and Material 


12. Lease vs Purchase (if lease, analysis attached): No 

14. Inherently Government Fimction (justified): C Yes SI No 


13. Environmentally Preferable Item: □ Yes C No 


15. Lead Time Required: 


To be filled in by Contracting Officer. 


Approval: 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


tiii/m mtb 
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REQ.# 


10/18/2006 I 

DATE )ERING OFFICE/COST CODE 


Supply Technician: 
Program Manger: 
Funding Approved: 
Requester: 

Room# & Ext: 


Fiscal Year 2007 


NATIONAL STOCK 

■1 




SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract# 


/l-F. 8am-4:30Dm. except holidays 



Page 1 OF 1 


APPROVEI JULIAN DATE 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 


UNIT 






OF 


SUBOBJECT 


UNIT 


|gg| '■= 


AOO 

DI-# 




b3 
b4 
b6 
b7C 
b 



See attached EC 
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ACQUISITION PLAN 


FEDERAL BUREAU OF INVESTIGATION 


1. 

2. 


Unit/Section/Division: 


kOTD 


Description of Requirement: Procurement 


of 


3. Estimated Cost: ( 


) 


b3 

-b7E 


4. Term of Contract: 


1 Year 


5. Distribution of Dollars: FY- 07 (70%) 

PY- 08 (30%) PY- 

FY- FY- 


6. Subobject Class/Budget Item: 


Product or Service Code: 


7. Market Research (state how performed & attach): 


Commercial Item: Ixl Yes D Fla. 

If no to one or more above, explain: 


rnmnptitivp- Ivl Vpc D No 


8. Sources Considered: ® FBI Personnel 

D 100% Small Bus. 
D Hubzone 
□ A-76. 


n Other Government Personnel 
D 8a Set aside 
D Women-owned 


D Required Sources (FAR Part 8) 
□ Disadvantaged (FAR Part 8) 
lx! Other Federal Contracts 


9. If Information Technology: DlRM Review 

10. Type of Procurement: D Brand Name Only 

n Brand Name or Equal 

11. Contract Type: D BOA 

D Cost-Reimbursement 
fi Firm-Fixed Price 
D Firm-Fixed Price w/Economic Adj. 


n AIS Approval 

n Commercial Item □ 

D Compatibility 0 

n IDIQ Contract 

□ (IFB) 

□ Incentive 

n Letter Contract (DOJ Approval) 


Functional Specifications 
Performance-Based Service Contract 

EH Reimbursable Agreement 

□ rfp 

□ rfq 

n Time and Material 


12. Lease vs Purchase (if lease, analysis attached): No 


13. Environmentally Preferable Item: D Yes 1x1 No 


14. Inherently Government Function (justified): D Yes 0No 

15. Lead Time Required: To be filled in by Contracting Officer. 


Approval: 

Technical Staff Member/(date) Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


CELl/OID mSITE- 17392 





REQ.# 


4/25/2007 I 

DATE lERING OFFICE/COST CODE 


Supply Technician; 
Program Manger: 
Funding Approved: 
Requester: 

Room# & Ext: 


Fiscal Year 2007 


li 

NATIONAL STOCK 

■ 





FULL DESCRIPTION 


SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


/l-h. 8am-4:a0om. except holidps 


ALL IM1< . ■ i ' 

HEREIH 13 

DATE 04,-08-2013 jv t::.:.} .."o;::::: 


APPROVE! 


Page 1 OF 1 


JULIAN DATE 


Contract Specialist: 
Date Received; 
PPMS Approval: 
Purchase Order# 


UNIT 






OF 


SUBOBJECT 


UNIT 



on 

CLASS 

m 




b3 

b4 

b6 

b7C 

b7E 



See attached EC 


CELLSITE-1739' 


il 


CEll/OTD 0U080 









ACQUISITION PLAN 


Mi DIFORk;;. !■ ' . 
HEREIN IS n;:: ■ 

DATE 04,-09-201.: j.' 


FEDERAL BUREAU OF INVESTIGATION 


1. Unit/Section/Division: 


KOTD 



Procurement 

StinqRav 

















Estimated Cost: 


) 


4. Term of Contract: 

1 Year 


b3 

-b7E 


5. Distribution of Dollars: FY- 07 (100%) 

FY- FY- 

FY- FY- 


7. Market Research (state how performed & attach): 


6. Subobject Class/Budget Item: 


Product or Service Code: 


Commercial Item: H Yes □ No 

If no to one or more above, explain: _ 


Competitive: S Yes D No 


8. Sources Considered: 1x1 FBI Personnel 

nH Other Government Personnel 

n Required Sources (FAR Part 8) 

D 100% Small Bus. 

D 8a Set aside 

n Disadvantaged (FAR Part 8) 

n Hubzone 

n Women-owned 

S Other Federal Contracts 

□ A-76 



9. If Information Technology: DlRM Review 

D AIS Approval 


10. Type of Procurement: S Brand Name Only 

D Commercial Item 

n Functional Specifications 

D Brand Name or Equal 

D Compatibility 

n Performance-Based Service Contract 


11. Contract Type: DbOA 

D Cost-Reimbursement 
fi Firm-Fixed Price 


D IDIQ Contract 

□ (IFB) 

□ Incentive 


n Reimbursable Agreement 

□ rfp 

□ rfq 


n Firm-Fixed Price w/Economic Adj. D Letter Contract (DOJ Approval) D Time and Material 
12. Lease vs Purchase (if lease, analysis attached): No 13. Environmentally Preferable Item: D Yes DNo 

14. Inherently Government Function (justified): D Yes S No 

15. Lead Time Required: To be filled in by Contracting Officer. 


Approval: 


08/31/2007 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


CELLSITE-17407 
CEll/OID Ol^i 








IT Acquisition Form 

Section 7 Attachment 


Requirements Analysis 



Analysis of Alternatives 



Section 508 Statement 


Wireless Intercept and Tracking Team conducted an 
evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


b3 

b7E 


1 1 94.3 General Exceptions 


Systems are critical to the direct fulfillment of m issions and are not used for 
routine administrative and business applications. 







CELL/OTD 014017 


CELLSlTE-17415 




Subpart D - Information, Documentation, and Support 


(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services acconunodate the communication needs of end-users 
with disabilities. 

System Security Plan 


A System Security Plan has l^ en completed and in place for use of the| 

[E C dated 06/3 0/2004 from Security Division has been 

attached to requisition package 


Sole Source Justification 


CELL/OID 014018 


CELLSITE-17416 





Independent Government Cost Estimate 

WITT has submitted a quotation from the vendor, 

cost of this procurement. Pricing is according to GSA price listings. 


which details the 


Life Cycle Cost Estimate 



Earned Value Management Plan 

]WITT continuously ensures planning, scheduling, and budget monitoring through 


WITT has an extensive inventory monitorin g 


[ 


its program management efforts.^ 

systems which is capable of identifying 
is updated daily for planning purposes. Det ailed reports can be generated providing 
management the proper information to plan 


Kvhich 


b3 

b7E 


Privacy impact Assessment 

The Office of General Council has been contacted and has reviewed the request for a 
Privacy Impact Assessment (PIA). 


^VITThas 


Risk Assessment 


WITT has identified through research and development efforts that the risk] 

MIT has a proven and 


successful history with the vendor of these systems. The vendor has the technical 
knowledge and maturity in their products, and the ability to deliver on time. Sufficient 
funding is also in place for this procurement, and as well as plans for the m aintenanc e 

over the full lifecycle of these products. Refer to acquisition planning form for 

specific estimates and distribution of costs. 


CELLSITE-17417 





IT ACQUISITION FORM 


See next page for instructions, or 
httD://ocio.fbinet.fbi/resources/acauisition.htm 


Date: Requestor: Phone: 

Office ID: Cost Code: SP#: FD-369#: 


D 


Please attach to front of FD-369. 
Mail to IMU Acquisition Staff, Room 9991, JEH 


IT Product Type(s) Requested and Associated: 
Total Costs: (as funded on the FD-369) 




Proposed Acquisition Characteristics: 

CIO Category Supported (Select ONE): . L 
Director Priorities Supported (Seiect ONE): 


Estimated iife cycie: years 


Wiii this be attached to a network? 


COTS (CR#: ) 


Existing (Contract #: ) 


b7E 


-all COHllIMKD 

EERE-IN IS UHCIASSIFIE.D 



If Yes, which network? 



If a request for contractor services, will the contraq tor also provide h/w or s/w products? 

Select... ▼ 

If Yes, have you notified your ITS? : — (Ticket #: ) 



What IT system or project does this acquisition support? (Ciick on system or project to view master iists) 


*****Please confirm that the following documents are part of your acquisition package/ where applicable. 


i 

i 

1 


Requirements Anaiysis? 


Anaiysis of Alternative(s)? 


Section 508 statement? 


System Security Pian? 



e. Independent Gov't Cost Estimate? 


f. Life Cycle Cost Estimate? 


g. Earned Vaiue Management Plan? 


h. Privacy Impact Assessment? 


I. Risk Assessment? 




Justification for Limited Competition? 


If your total acquisition request exceeds $lmillion, or is for services only, please include a one page synopsis of your requirement. 


Customer Signature (Mandatory) • Date Division Signature (Mandatory) 


CIO OPP Signature 


CIO Signature 



CTO Signatur 


CFO Signatur 



CFO/CIO 


For Official Use Only 


Rev 2.0 04/14/05 













































REQ.# 


Page 1 


1 


8/31/2007 

DATE 


ORDERING OFFICE/COST CODE APPROVED BY 


JULIAN DATE 


Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 


Contract Specialist:[ 
Date Received: 
PPMS Approval: 
Purchase Order# 






UNIT 







NATIONAL STOCK 



OF 


SUBOBJECT 


UNIT 


ITEM# 

NUMBER 

SER# 

FULL DESCRIPTION 

ISSUE 

QTY. 

CLASS 

Bl# 

PRICE 

TOTAL 


b3 

b4 

b6 

b7C 

b7E 
















Recommend bv: Unit ChiefI 1 

Requested by/Deliver to: Federal Bureau of Investigation 











ERF Building 27958A, Quantico, V/\22135 
Attnl 1 





Total 



SPECIAL INSTRUCTION: . JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 

Ship to Code: I I 


Deiivery Restrictions: M-F, 8am-4:30pm, except hoiid ays See Attached EC 

Government's Estimate: 

Previous PO # 

Previous Contract # 


CELLSITE-1742^ 



















ACQUISITION PLAN 


1.11 it::..-.:: 

HERriM If lt: 
DATE 04-09-2'" 


FEDERAL BUREAU OF INVESTIGATION 


1. Unit/Section/Division: 


KOTD 


b3 








3. Estimated Cost: ) 


5. Distribution of Dollars: FY- 07 (100%) 

FY- FY- 

FY- FY- 


4. Term of Contract: 1 Year 

6. Subobject Class/Budget Item: 

Product or Service Code: 


7. Market Research (state how performed & attach): 
Sole Source Justification 


Commercial Item: Yes EH No Competitive: _ S Yes . D No 

If no to one or more above, explain: Sole Source Justxf xcatxon (See attached Justxf xcation 
for other then open competition) 


8. Sources Considered: D FBI Personnel D Other Government Personnel 

□ 100% Small Bus. □ 8a Set aside 

□ Hubzone . □ Women-owned 

□ A-76 


D Required Sotu-ces (FAR Part 8) 
□ Disadvantaged (FAR Part 8) 

12 Other Federal Contracts 


9. If Information Technology: EH IRM Review 

10. Type of Procurement: Ixl Brand Name Only 

ED Brand Name or Equal 

11. Contract Type: D BOA 

D Cost-Reimbursement 
fi Firm-Fixed Price 
D Firm-Fixed Price w/Economic Adj. 


D AIS Approval 

n Commercial Item D Functional Specifications 

n Compatibility D Performance-Based Service Contract 

ED IDIQ Contract ED Reimbursable Agreement 

□ (IFB) □ RFP 

n Incentive D RFQ 

D Letter Contract (DOJ Approval) D Time and Material 


12. Lease vs. Purchase (if lease, analysis attached): No 


13. Environmentally Preferable Item: D Yes 


□ No 


14. Inherently Government Function (justified): D Yes 12 No 

15. Lead Time Required: To be filled in by Contracting Officer. 


Approval: 08/31/2007 

Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


CELI/OID 014036 CELLSITE- 17426 






Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U.S . Department of Justice, Federal Bureau of Investigation (FBI)J 

I I Operational Technology Division (OTD). The contracting activity is the 

Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed acquisition strategy is to av^ard a non-competitive contract effort for| 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 




CELl/OTD 015206 


CELLSITE- 17439 



-5»esssar 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer.authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 

(e.g., would result in disclosure of classified information). This procurement is not being publicized in the b 1 



7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 



9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


CEIL/OTD 015207 


CELLSITE-17440 






(u l 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, foil and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 




b3 

bVE 


CELUOTD 015208 


CELLSITE- 17441 



REQ.# 



Supply Technician: 
Program Manger: 
Funding Approved: 
Requester: 

Room# & Ext: 


Page 1 OF 


JULIAN DATE 


Fiscal Year 2007 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 




b4 

b6 

b7C 

b7E 


SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract# 


Recommend by: UnitChiej | 

Requested by/Deliver to: Federal Bureau of Investigation 
■ ERF Building 27958A, Quantico, VA22 135 
Attn:| I 


lolida vs 



JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


See attached Statement of Need 


CELL/OTD 015210 


tuuuw 0 














4/6/2007 

DATE 

Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 


ORDERING OFFICE/COST CODE APPROVED BY 





Recommend by: UnitChief| | 

Requested by/Deliver to: Federal Bureau of Investigation 


ERF Buildina 27958A. Quantico. VA2213 5 
Attn:| ^ I 


SPECIAL INSTRUCTION: . 
Ship to Code: | 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 



Page 1 


1 


JULIAN DATE 


Contract Specialist: 
Date Received:* 
PPMS Approval: 
Purchase Order# 


■wjini 



■ 



Eh 


SUBOBJECT 

■ 

UNIT 



om: 

CLASS 

m!i 

PRICE 










■ 




Total 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMT 


See Attached EC 


CELL/OTD 015202 


CELLSITE- 17446 











To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 01/08/2007 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 



Set Lead 2 : (Action) 

CRIMINAL INVESTIGATIVE 


AT WASHINGTON. DC 


Set Lead 3 : (Action) 



♦♦ 


The Criminal Inve 
)rove the procurement of 


L ng f or amoun t of | | is 

3 1 I and and Subobject Classes 


I WITT mission, 
is available using Budget 


4 


CELL/OID 015193 


CELLSITE- 17454 



REQ. # 

10/20/2006 

DATE ORDERING OFFICE/COST CODE APPROVED BY 


Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 



NATIONAL STOCK 


ITEM # 

NUMBER 

SER# 


FULL DESCRIPTION 


Recommend by: Unit ChielL 


J 


Requested by/Deliver to: Federal Bureau of Investigation 


ERF Building 27958A. Quantico. VA22 1 35 
Attn:| I 


SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


M-F, 8am-4:30pm, except holiday s 


illl/m 015194 


Page 1 OF 2 ^ 


JULIAN DATE 


Contract Specialist: j 
Date Received: 
PPMS Approval: 
Purchase Order# 


niilll 






OF 


SUBOBJECT 


UNIT 


ISSUE 

QTY. 

CLASS 

Bi# 

PRICE 

TOTAL 














Total 



JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


See Attached EC 


CELLSITE-1745 


m 















REQ.# 


4/6/2007 J 

DATE ORDERING OFFICE/COST CODE APPROVED BY 


Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 



SPECIAL INSTRUCTION: 


Ship to Code: 

Delivery Restrictions: M-F, 8am-4:30pm, except holiday s 

Government's Estimate: 

Previous PO # 

Previous Contract# 


Page 1 1 


JULIAN DATE 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 



CELL/OTD 01519? 


CELLSITE- 17458 







ri j 




DinveaiFVo»|-^B]L^^ 

JOedtessify'^nTTanuaiy^ 

JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION IN 
ACCORDANCE WITH TITLE 41, UNITED STATES CODE 253(c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U. S. Depa^ ent of Justice, Federal Bureau of Investigation (FBI), 

, Operational Technology Division (OTD). The 
contracting activity is the Property Procurement and Management Section (PPMS), 
Telecommunications Contracts and Audit Unit (TCAU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


The proposed acquisition strategy is to award a non-competitive contract effort for 



DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET 
AGENCY'S NEEDS 



^SEef®T)^^ 822 IEinr 

Page 1 


CELL/OID 015177 


CELL5ITE-17464 







4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER 

THAN FULL AND OPEN COMPETITION 


(U) The Statutory Authority is 41 U.S.C. 253 (c) (6). The Regulatory Authority is FAR 
6.302-6 (a) (2), Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


5. 


DEMONSTRATION THAT THE CONTRACTOR'S UNIQUE QUALIFICATIONS OR 
THE NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY 
CITED 


^secr et; 






Page 2 


bl 

b3 

b7E 


CtlL/OTD 015118 


CELLSITE- 17465 









iSi 


6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE 
SOLICITED FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICAL 

(U) Since this procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 

Further, FAR 5.202 (a) (1), provides Contracting Officer authority to not publish a 
procurement action when "the synopsis cannot be worded to preclude disclosure of an 
agency's needs and such disclosure would compromise the national security", (e.g., 
would result in disclosure of classified information). This procurement is not being 
publicized in the Feder al Business Opportunities (FedBizOpps), or any other periodica ls 
because to do so would 

I bl 

b3 

b7E 

7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the 
government for this acquisition will be fair and reasonable. Techniques may include a 
technical analysis of proposed direct costs, audit, or comparison of proposed indirect 
factors with audited factors in use elsewhere in the Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS 
OR A STATEMENT OF REASONS A MARKET SURVEY WAS NOT CONDUCTED 



Page 3 


tELl/OlO 015179 


CELLSITE- 17466 








provide. 

9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 

(U) I I See paragraph (5) 

above for facts supporting the use of other than full and open competition. 

10. A LISTING OF SOURCES. IF ANY. THAT EXPRESSED. IN WRITING. AN 
INTEREST IN THE ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS. IF ANY, THE AGENCY MAY TAKE TO 
REMOVE OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY 
SUBSEQUENT ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurements to determine whether full and open 

competition is appropriate and in the best interests of the government. b3 

b6 

12. CERTIFICATIONS b7C 

b7E 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 
U.S.C. 253(c)(6) and FAR 6.302-6, foil and open competition need not be provided for 
when the disclosure of the agency's needs would compromise national security, unless the 
agency is permitted to limit the number of sources from which it solicits bids or 
proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby 
certify to the best of my knowledge that all information contained herein is complete and 
accurate to the best of my knowledge. 


L Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that 
all information contained herein is complete and accurate to the best of my knowledge. 


Page 4 


CELI/OID 015180 


CELLSITE-17467 




TBD, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Supervisory Contracting Officer (Date) 


FBI Chief Contracting Officer (Date) 


Office of General Counsel 


(Date) 


Approved By: 


Competition Advocate (Date) 


^5ECRE5T93522flifl8" 

Page 5 


b6 

b7C 


m.m 015U1 


CELLSITE-17468 


ALL l:-'r .-■■■■ i ■ 

HEprr'i ■■ n 

_ j ■_ _■ _ 


ACQ UISITION PLANNING FOR M 


1. Unit/Section/Division: 


FEDERAL BUREAU OF INVESTIGATION 

OTD 


2. Description of Requiremeni 


WITT-held StingRays; Harris training for WITT Personnel. 


b3 

b7E 


3. Estimated Cost: 


5. Distribution of Dollars: FY - (100%) 6. 

FY- FY- 

FY- FY- 


4. Term of Contract: Q^e year 


Subobject Class/Budget Item: 
Product or Service Code: 


7. Market Research (state how performed & attach): 


See EC 


Commercial Item: 0 Yes □ No Competitive: 0 Yes □ No 

If no to one or more above, explain: 


8. Sources Considered: □ FBI Personnel 

□ 100% Small Bus. 
D Hubzone 

□ A-76 


□ Other Government Personnel 
D 8a Setaside 
D Women-owned 


□ Required Sources 

D Disadvantaged (FAR Part 8) 

□ Other Federal Contracts 


9. If Information Technology: D IRM Review O AIS Approval 

10. Type of Procurement: D Brand Name or Equal □ Performance-Based Service Contract 

0 Brand Name Only D Functional Specifications D Commercial Item 0 Compatibility 

11. Contract Type: 0 Firm-Fixed Price 0 (IFB) 0 RFP 0 RFQ 0 IDIQ Contract 

0 Firm-Fixed Price w/Economic Adj. 0 Reimbursable Agreement 0 Time & Material 

0 Cost-Reimbursement 0 Incentive 0 BOA 0 Letter Contract (DOJ Approval) 

12. Lease vs Purchase (if lease, analysis attached): 13. Environmentally Preferable Item: 0 Yes 0No 

14. Inherently Government Function (justified): 0 Yes 0 No 

15. Lead Time Required: To be filled in by Contracting Officer 


Approval: 

Technical Staff Member/(date) Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


tlLL/OlD 015183 


FBI/DOJ 


CELLSITE-17470 






ALL 

HEREIN l:': nvr T -■ r r T “'T 

DATE Q4 - 0 j L : I 'i ;L 1 1 1- M 


ADDENDUM TO FBI REQUISITION 


Requisition]] 


] originated by the 


Operational 
’ contracting action. 


Technology Division, was initially conceived as a “single purchase' 

After additional consideration, it has been de emed to be far more cost effective (In 

dollars, and man hours) to compete this as an 

contract action. 


b3 

b7E 


Competing 

as ar 


action will allow for faster delivery of 


1 Additionally, it wi 

11 reduce the burden that placed on the finance division 


irom processing 


^contracting actions. 


The POC for this addendum is EH 


WITT. 


CEIL/OTD 015176 


CELLSITE- 17473 






DME - 1 


Statement of Work 

Technical Equipment Procurement, and Engineering Services, and 


Training Support for thq 
Intercep 


KVireless 


and Tracking Team Program 


1.0 Introduction 

1.1 Organization 

This Statement of Work is for the provision of services to the U.S. Department of Justice, 
Federal Bureau of Investigation (FBI), Operational Technology Division (OTD) 

1.1.1 Identification and Address 

United State Department of Justice 
Federal Bureau of Investigation 
Engineering Research Facility, Building 27958A 
Quantico, VA 22135 

1.2 Scope 

The scope of this requirement includes support for th d I WITT Program. Functional 
support areas will include I This support will enable 


1.3 Background 


2.0 Task 

2.1 T his is a Firm Fixed Price (FFP) contract anticipated to be awarded under a GSA 
contract. 

2.2 System Software Support 

Contractor will provide engineering and technical support, as required, to the various 

Contractor will provide technical expertise to 

support system architecture and design studies and analyses, including engineering 
tradeoffs across Unit Programs, and related projects. Contractor will undertake special 
studies and other inquiries as may be assigned and deliver special reports. 

2.3 Program Management 

Contractor will provide management of FFP efforts to include assignment and 
management of required staff, timekeeping and invoicing for labor hours, travel costs. 
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and their direct costs and progress reports. Required documentation will include oral 
weekly and written monthly progress reports. 


3.0 Labor Mix 

The FFP effort for this task is one (1) Senior System Engineer/Managing Associate foil 
time equivalent (FTE), one (1) part time Program Manger, and up to 8 staff weeks of 
similar labor for surge capacity, as required. This effort includes authorized subcontract 
labor, if any. 

4.0 Deliverables 

4.1 Contractor will deliver oral weekly and written monthly status reports to the 
client. The monthly status reports will be delivered no later than the fifteenth (15*) 
calendar day of the month and will include the status of the work accomplished to date, 
future plans, financial status to date, and issues/ concerns affecting this Task. 

4.2 Contractor will deliver reports and analyses as directed by the COTR in the 
format specified by the COTR. These will include software code, diagrams, and other 
documents as required. 

5.0 Qualifications 

5.2 Senior Systems Engineer 

The Senior Systems Engineer will have five (5) or more years of technical experience 
performing requirements analysis for, and software system design of enterprise-wide or 
large scale computer systems. The Senior Systems Engineer will have in-depth 
imderstanding of structured software analysis and complex architecture design 
concepts/methods. The Senior Systems Engineer will possess knowledge of commercial 
operating system software, database management software, diverse application software, 
and software engineering best practices. 

5.3 Program Manager 

The Program Manager will have 12 or more years of experience in relevant fields and 
three years of experience managing technical projects and programs as the single 
authorized interface with Government management personnel. Requires competence in 
complete program development from inception to deployment and has a demonstrated 
ability to provide guidance and direction at the program level. Possess knowledge of best 
practices in the management and control of personnel, funds, and resources for directing 
information system programs. 

6.0 Administrative Considerations 

6.1 Contact Persons 

The FBI’s Contracting Officer (CO), Contract Specialist (CS), and the Contracting 
Officer’s Technical Representative (COTR) will perform the administration and 
monitoring of this Work. The COTR will provide all the technical assistance and 
clarification required, through completion of this Work. FBI contact persons for this 
Work are as follows: 
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6.1.1 FBI Contracting Officer (CO) 

To be determined 

6.1.2 FBI Contract Specialist (CS) 

To be determined 


6.1.3 Contracting Officer’s Technical Representative (COTR) 

(7b be determined) 

Contracting Officer’s Technical Representative 
Federal Bureau of Investigation (FBI) 

Engineering Research Facility 
Building # 27958A 
Quantico, VA 22135 

6.2 Place of Performance 


Contractor will perform work at FBI-provided facilities. The work identified as Time and 
Materials will be performed in FBI space. Contract or will attend meetings and make 
routine visits to the FBI Headquarters and l ~l at the Engineering Research Facility, 


Quantico, Virginia, at metro Washington, D.C. locations, as designated by the COTR. 
The core working hours for FBI provided facilities are 7:30 a.m. to 6:00 p.m., Monday 
through Friday. 


6.3 Period of Performance 

The period of performance will commence from the date of task award to 12 months with 
one (1) 12-month option. 


6.4 Security 

6.4.1 Contractor will be required to handle classified and unclassified information 
during the work. Additional details will be covered in the contract’s DD-254. 

6.4.2 Contractor personnel involved in this Work may be required to possess security 
clearances up to the Top Secret level. Contractor personnel involved in this work are 
required to possess U.S. citizenship. 


7.0 Government-Furnished Resources 

7.1 Information Sources 

The FBI will supply all required information resources needed to undertake and complete 
this Work. Such resources include agency information resources and documentation. The 
COTR will provide information relating to the performance of the Work. The COTR will 
coordinate preparations with Contractor in arranging interface meetings with functional 
and technical personnel as needed. 

7.2 Documentation 

The COTR will provide access to available documentation that will be required by 
Contractor in the performance of this Task Order. 
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8.0 Contractor-Furnished Resources 


Contractor will provide all general and administrative supplies when performing tasks 
outside Government-provided facilities. 

9.0 Other Direct Costs 

The only Other Direct Costs (ODC) anticipated are minor costs, such as reproduction 
costs, local travel, and office automation and data processing equipment for Contractor 
personnel. 

10.0 Evaluation Factors for Award 

Award will be made to the offeror whose proposal, conforming to this solicitation, is 
determined to be the best overall value to the Government. Technical factors are more 
important than price. Past performance shall be used as a major part of evaluating an 
offeror’s past performance. 

10.1 Technical Factors 

10.2 Approach 

10.1.1 Overall Understanding/Approach 

The Offeror shall provide a concise summary of its imderstanding of the requirement, and 
describe its general approach to complete tasks specified in paragraphs 3.1 through 3.4 of 
Section C. This summary shall be evaluated to determine the offeror's grasp of 
requirements and the comprehensiveness and viability of its approach. 

10.2.1 Key Personnel 

The Government shall evaluate the quality of the offeror's Key Personnel in terms of their 
qualifications, experience, and training, especially with regard to the nature of work 
described in this solicitation. 


10.3.1 Past Performance 

The Offeror shall describe its past performance on no more than three (3) similar 
contracts and subcontracts (no more than 2 pages each) held within the last three (3) 
years. Past performance evaluation questionnaires will be submitted to previous/current 
clients (Contracting Officer Technical Representative and/or Contracting Officer) and 
forwarded the Government Contracting Officer for this solicitation. 

The Government shall evaluate the quality of the offeror's past performance. Examples 
of technically relevant performance in support of Law Enforcement activities will receive 
relatively more credit than non-Law Enforcement performance. The assessment of past 
performance will be used in two ways. 

First, the assessment of the offeror's past performance will be used as one means of 
evaluating the credibility of the offeror's technical and management proposal volumes. A 
record of marginal or unacceptable past performance may be considered an indication 
that the promises made by the offeror are less than reliable. Such an indication may be 
reflected in the Government's overall assessment of the offeror's proposal. However, a 
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record of acceptable--or even excellent-past performance will not result in a favorable 
assessment of an otherwise unacceptable technical or management proposal. 

Second, the assessment of the offeror's past performance will be used as one means of 
evaluating the relative capability of the offeror and the other competitors. Thus, an 
offeror with an exceptional record of past performance may receive a more favorable 
evaluation than another whose record is acceptable, even though both may have 
acceptable technical and business proposals. 

In investigating an offeror's past performance, the Government will consider information 
in the offeror's proposal and information obtained from other sources, including past and 
present customers and their employees; other Government agencies, including state and 
local agencies; consumer protection organizations and better business bureaus; former 
subcontractors; and others. 

Evaluation of past performance will be a subjective assessment based on a consideration 
of all relevant facts and circumstances. It will not be based on absolute standards of 
acceptable performance. The Government is seeking to determine whether the offeror 
has consistently demonstrated a commitment to customer satisfaction and timely delivery 
of quality goods and services at fair and reasonable prices. This is a matter of judgment. 
Offerors in the competitive range will be given an opportunity to address especially 
unfavorable reports of past performance, and the offeror's response-or lack thereof-will 
be taken into consideration. 

The Government's conclusions about the overall quality of the. offeror's past performance 
will be highly influential in determining the relative merits of the offeror's proposal and 
in selecting the offeror whose proposal is considered most advantageous to the 
Government. 

By past performance, the Government means the offeror's adherence to contract 
schedules, including the administrative aspects of performance; the offeror's control of 
costs, including costs incurred for changed work, the offeror's reputation for reasonable 
and cooperative behavior and commitment to customer satisfaction; and, generally, the 
offeror's business- like concern for the interests of the customer. 

10.4.1 Management Approach 

The Government shall evaluate the quality of the offeror's Management Approach. The 
Management Approach will be evaluated in terms of the offeror's ability to direct and 
control all aspects of performance described in the Statement of Work. 

10.5.1 Price 

The evaluation of price will be based on fair and adequate price competition. The 
Government reserves the right to award to other than the lowest proposed price after 
consideration of all evaluation factors. 

The Government will not include proposed prompt payment discounts in its 
consideration. 

11.0 Evaluation of Options 
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Except when it is determined in accordance with FAR 17.206(b) not to be in the 
Government’s best interests, the Government will evaluate offers for award purposes by 
adding the total price for all options to the total price for the basic requirements. 
Evaluation of options will not obligate the Government to exercise the options(s). 

12.0 Evaluation Criteria 

Proposals will be evaluated to determine the offer(s) most advantageous to the 
Government. The responses from project/contract references, as well as any other 
information contained in their proposal and/or available from outside sources, will be 
utilized in the source selection decision to determine the most advantageous offer (best 
value) to the Government. 

13. 0 Evaluation Factors For Award 

Selection of an offeror for award will be based on an evaluation of proposals in the 
following areas: Technical Factors and Price. The Technical Factors, taken together, are 
more important than Price. 

Among the Technical Factors, Key Personnel and Past Performance are the most 
important factors and have equal weight. 

The remaining Technical Factors, Technical Approach and Management Approach are of 
equal importance. 

For each Technical Factor, except Past Performance, the evaluation will consist of an 
assessment of the degree to which the services offered in the proposal provide added 
value, added capability, and/or reduced risk. In addition, the evaluation will identify the 
strengths, weaknesses, and risks in each offeror's proposal based on the evaluation factors 
identified herein. 

Offerors that, because of a lack of relevant past performance, are unable to provide the 
project/contract references requested will receive a Neutral rating for that item. 

Although price is considered secondary to technical capabilities, it will be a significant 
criterion for award as part of an integrated assessment with the Technical Factors, which 
are intended to identify those Offerors with the knowledge, expertise, experience, and the 
resources to fulfill the requirements of the contract. 
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ACQ UISITION PLANNING FO RM 


DATE OJ-n-'i-:-"-:.-. . ■ - - ) 


FEDERAL BUREAU OF INVESTIGATION 


Unit/Section/Division: 


OTD 

DescrintionofReauirement: Procurement of 





3. Estimated Cost: 


4. Term of Contract: Q^e year 


5. Distribution of Dollars: FY-_^ 
FY- FY- 


6. Subobject Class/Budget Item:| 
Product or Service Code: 


FY- FY- 


7. Market Research (state how performed & attach!: 





Commercial Item: 0 Yes 0 No Competitive: 0 Yes 0 No 

If no to one or more above, explain: | | 
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8. Sources Considered: 0 FBI Personnel 

0 Other Government Personnel 

0 Required Sources 

0 100% Small Bus. 

0 8a Setaside 

0 Disadvantaged (FAR Part 8) 

0 Hubzone 

0 Women-owned 

0 Other Federal Contracts 

0 A-76 



9. If Information Technology: 0 IRM Review 

0 AIS Approval 



10. Type of Procurement: 0 Brand Name or Equal 0 Performance-Based Service Contract 

0 Brand Name Only 0 Functional Specifications 0 Commercial Item 0 Compatibility 

11. Contract Type: 0 Firm-Fixed Price 0 (IFB) 0RFP 0 RFQ 0 IDIQ Contract 

0 Firm-Fixed Price w/Economic Adj . 0 Reimbursable Agreement 0 Time & Material 

0 Cost-Reimbursement 0 Incentive 0 BOA 0 Letter Contract (DOJ Approval) 

12. Lease vs Purchase (Iflease, analysis attached): 13. Environmentally Preferable Item: 0 Yes 0No 

14. Inherently Government Function (justified): 0 Yes 0 No 

15. Lead Time Required: To be filled in by Contracting Officer 


Approval: 

Technical Staff Member/(date) Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contraeting Officer or CCO/(date) 


FBI/DOJ 
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IT Acquisition Form 

Section 7 Attachment 


Requirements Analysis 



b7E 


Wireless Intercept and Tracking Team conducted an 
evaluation oi me systems ana naVe submitted the following comments regarding 
compliance of Section 508 requirements. 

1 1 94.3 General Exceptions 


Systems are critical to the direct fulfillment of m issions and are not used for 
routine administrative and business applications. 


Subpart B - Technical Standards 
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Subpart C - Functional Performance Criteria 
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Subpart D - Information, Documentation, and Support 

(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 

System Security Plan 

A System Security Plan has been completed and in place for use of the laptop controllers 
used to control the systems. E C dated 06/3 0/2004 from Security Division has been 
attached to requisition packagt 
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Sole Source Justification 


Independent Government Cost Estimate 

WITT has submitted a quotation from the vendor, which details the cost of this 
procurement. Pricing is according to GSA price listings. 


Life Cycle Cost Estimate 


IWITTI 


WITT currentlv 

1 

ring through 
Lonitoring 
Dment, which 
roviding 
y^ments as the 

luest for a 

Earned Value Manaaement Plan 

1 |WITT continuouslv ensures planning, scheduling, and budget monito 

its program management efforts. | WITT has an extensive inventory m 

systems which is capable of identifying regions that require more/less equi] 
is updated daily for planning purposes. Detailed reports can be generated p 
management the proper information to plan future procurements and deplo; 
need arises. 

Privacy impact Assessment 

The Office of General Council has been contacted and has reviewed the rec 
Privacv Impact Assessment (PIA). 


WITT has 
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Risk Assessment 

I l iVITT has identified through research and devel opment efforts that the risk of these 


JWITT has a proven and 


systems not satisfying missions undertaken to be low. [ 
successful history with the vendor of these systems. The vendor has the technical 
knowledge and maturity in their products, and the ability to deliver on time. Sufficient 
funding is also in place for this procurement, and as well as plans for the m; 
over the full lifecycle of these products. Refer to acquisition planning fo: 
specific estimates and distribution of costs. 



CELL/OTD 015166 


CELLSITE- 17485 





Page 1 of 1 


IT ACQUISITION FORM 


See next page for instructions, or Please attach to front of FD-369. 

http://ocio.fbinet.fbi/resources/acauisition.htm Maii to IMU Acquisition Staff, Room 9991, JEH 


1. 



Office IdI I Cost Code:l 1 SP#;i FD-3e9#J 

2. 

IT Product Type(s) Requested and Associated: 
Total Costs: (as funded on the FD-369) 


3. 

Proposed Acquisition Characteristics: □ COTS fC 

R#: . ) n Existing (Contract #: ) □ New 

4. 

CIO Category Supported (Select ONE)j 


5. 

Director Priorities Supported (Select ONEj 


6. 

Estimated life cycle: .5 years 

a. 

Will this be attached to a network? jfio If Yes, which network? jSelect... 

b. 

If a request for contractor services, will the contractor also provide h/w or s/w products? ^elert.77 
If Yes. have vou notified vour ITS? S-ele.c.t... (Ticket#: ) 

Tl 

r~ 


1 1 


What rr svstem or oroiect does this acquisition support? (Click on sv.stem or orolect to view master lists)i 

«««»«please confirm that the following documents are part of your acquisition package, where applicable. 

7. 

Requirements Analysis? _yes 

e. Independent Gov't Cost Estimate? yesZT. Z 

a. 

Analysis of Alternative(s)? y^s. 

f. Life Cycle Cost Estimate? yes. 

b. 

Section 508 statement? yes 

g. Earned Value Management Plan? yes. 

c. 

System Security Plan? yes 

h. Privacy Impact Assessment? Yes 

d. 

lustification for Limited Competition? yes 

i. Risk Assessment? Yes 

8. 

If your total acquisition request exceeds $lmillion, or Is for services only, please include a one page synopsis of your requirement.’ 

9. 

Customer Signature (Mandatory) 

Date 

Division Signature (Mandatory) 

Date 

CIO OPP Signature 

Date 

CTO Signature 

Date 

ao Signature 

Date 

CFO Signature 

Date 
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IT ACQUISITION FORM 
INSTRUCTIONS FOR USE 


step 1 

Please fill out your name, telephone number, office ID (i.e., Ny, IP, ITOD, etc.). Spending Plan number (SP#) if known, and the FD- 
369 number fin case this form is separated from the FD-369). 

Step 2 


Step 3 

The intent of this section is to assist Finance Division (FD) in planning for resource allocation based on the proposed acquisition 
method for purchasing the IT Product(s). Reminder, as of May 1, 2004, ah acquisition requests for non-standard, non-baseline IT 
Product(s) must be entered into the ITATS/COTS application via the Service Center (Field, check with your senior ITS, or HQ, your 
administrative office, to confirm who has access to the Service Center) and receive a Change Request number (CR#) before FD will 
process the acquisition. If this is an amendment or increase to an existing contract, please provide the current contract number 
'Contract#). New is self-explanatory. 

Step 4 

This section is intended to highlight which of the Chief Information Officer's (CIO) IT system or project categories are supported by this 
acquisition: Investigative, Intelligence & Analytical (IIA), Electronic Surveillance Collection (ESC), Law Enforcement Support (LES), 
Administrative/Managerial Support (AMS), Core Infrastructure (CORE), or Information Assurance & Security Related 
(IAS). Select only ONE. See EC, Case ID# 66F-HQ-A1188261-B Serial 172. 

Step 5 

This section is intended to highlight which of the Director Priorities are supported by this acquisition: 1. Protect the United States from 
terrorist attack; 2. Protect the United States against foreign intelligence operations and espionage; 3. Protect the United States against 
cyber-based attacks and high-technology crimes; 4. Combat public corruption at all levels; 5. Protect civil rights; 6. Combat 
transnational and national criminal organizations and enterprises; 7. Combat major white-collar crime; 8. Support significant violent 
crime; 9. Support federal, state, local and international partners; 10. Upgrade technology to successfully perform the FBI's mission. 
Select only ONE. 

Step 6 

This section is intended to ensure that you have properly planned for all the enterprise architecture (EA), budget and life cycle 
management costs Regarding your acquisition. In other words, have you planned: a. How the product will work within, or the Impact 
on, the FBI's EA; b. When acquiring services, will the Contractor provide the hardware or software product(s) and how those products 
will Impact the FBI's EA; c. How will the acquired product(s) be maintained over the next two years; d. If the product(s) will be 
integrated Into an IT system or project as listed under the six (6) IT categories from Step 4, and the name of the system or project. 

Step 7 

Thin section is intended to ensure that voii have comnleted all the necessarv contractual documents for the method of acoiiisition vo i 
are niirsiiino. If vou are unsure or unaware of whether any of these documents are required, please contact either 


Step 8 

Self-explanatory. 

Step 9 

This section is mandatory and is intended to ensure that the proper level of authority has been obtained in order to process this 
acquisition. You are only responsible to obtain the Customer Signature and Division Signature. The Customer Signature should 
reflect the actual recipient of the IT product(s), in case the Requestor filling out this form is different. The Division Signature should 
reflect that the fiscallyresponsible person within the Customer's division has acknowledged the stated costs and funds are available for 
commitment and obliaation. The fiscallv resoonsible oerson is the person recognized bv FD as havinq the authoritv to aoorove 
acquisitions at certain funding levels, and FD keeps this list. Contact| |you are unsure who has proper funding 

authority. 


CFO/CIO Rev 2.0 04/14/05 
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REQ.# 

11/8/2006 


DATE 

Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext: 
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JULIAN DATE 



Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 




SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 



JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 


See Attached EC 
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Hi rarra^HTior ramjMEO^ 

HEREIN IS UHCIASSIFIED EKCEET 
HHEffi SflC« O^mWISE 



DATE; 0 

DECliSSIJ'f CN:; ^ 


JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION IN 
ACCORDANCE WITH TITLE 41, UNITED STATES CODE 253(c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U. S. Depart ment of Justice, Federal Bureau of Investigation (FBI), 

Operational Technology Division (OTD). The 
contracting activity is the Property Procurement and Management Section (PPMS), 
Telecommunications Contracts and Audit Unit (TCAU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 

(U) The proposed acquisition strategy is to award a non-competitive contract effort for 

[Harris Corporatiod 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET 

AGENCY'S NEEDS 


(uj 

is responsible for providing the FBI with 




|rhe FBI's Wireless Intercept and Tracking Team 

(WITT) 


1 




(U) | I wittI 

FY06 procurement is 


[Harris Co rporation. This proposed 

Requisition ! I in the amount of 


CELLSITE-17489 

cell/0^ ams 


:sge^r 

Fage 1 





|has been submitted to fund this requirement. 

4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER 
THAN FULL AND OPEN COMPETITION 

(U) The Statutory Authority is 41 U.S.C. 253 (c) (6). The Regulatory Authority is FAR 
6.302-6 (a) (2), Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

5. DEMONSTRATION THAT THE CONTRACTOR'S UNIQUE QUALIFICATIONS OR 
THE NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY 
CITED 

|IJ) Harris Corporation ^ 

Harris 


bl 
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6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE 

SOLICITED FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICAL 

(U) Since this procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 
Further, FAR 5.202 (a) (1), provides Contracting Officer authority to not publish a 
procurement action when "the synopsis cannot be worded to preclude disclosure of an 
agency's needs and such disclosure would compromise the national seciirity", (e.g., 
would result in disclosure of classified information). This procurement is not being 
publicized in the Feder al Business Opportunities (FedBizOpps), or any other periodi cals 
because to do so would! j 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the 
government for this acquisition will be fair and reasonable. Techniques may include a 
technical analysis of proposed direct costs, audit, or comparison of proposed indirect 
factors with audited factors in use elsewhere in the Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS 
OR A STATEMENT OF REASONS A MARKET SURVEY WAS NOT CONDUCTED 
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COMPETITION 


(Ul 


See paragraph (5) 


above for facts supporting the use of other than full and open competition. 


10. A LISTING OF SOURCES. IF ANY. THAT EXPRESSED. IN WRITING. AN 
INTEREST IN THE ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other 
sources were given the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS. IF ANY. THE AGENCY MAY TAKE TO 
REMOVE OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY 
SUBSEQUENT ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurements to determine whether full and open 
competition is appropriate and in the best interests of the government. 

12. CERTIFICATIONS 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 b 3 

U.S.C. 253(c)(6) and FAR 6.302-6, full and open competition need not be provided for b 6 

when the disclosure of the agency's needs would compromise national security, unless the b7C 

agency is permitted to limit the number of sources from which it solicits bids or b 7 E 

proposals. 


(U) As the Acting Contracting Officer Technical Representative (COTR) of record, I 
hereby certify to the best of my knowledge that all information contained herein is 
complete and accurate to the best of my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that 
all information contained herein is complete and accurate to the best of my knowledge. 


JContracting Officer (Date) 
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issesEt; 


(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Supervisory Contracting Officer (Date) 


FBI Chief Contracting Officer (Date) 


Office of General Counsel 


(Date) 
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Approved By: . 

Competition Advocate (Date) 
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(Rev;'05-0 1-2008) 


s 


!T//NOFORN/20350709 


jECIASl-li ' 
ON O'.s-'i 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE Date: 07/09/2010 

To;- Finance Attn; 

From; ^ Operational Technology Division 

Contact; 

Approved By; 

Drafted By: 


|IT) Case ID # ; ^ /NF) 268 - HQ -1068430 

lUj Title; tK//NF) WIRELESS INTERCEPT AND TRACKING TEAM 

|H| Synopsis; /NF) To request finance division initiate a request 

for information t ol J 
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S|i6fi:|T/ /NOFORN/ 20350709 

To: Finance From: Operational Technology Division 

Re: l^/NF) 268-HQ-1068430, 07/09/2010 


Set Lead 1: (Action) 

FINANCE 


AT WASHINGTON. DC 
FOR INFORMATION, ONLY 


CC: 


♦♦ 
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JULIAN DATE 


Supply Technician: 
Program Manger; 
Funding Approved; 
COTR: 

Room# & Ext: 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 




NATIONAL STOCK 


ITEM# 

NUMBER 

SER# 



SPECIAL INSTRUCTION: 
Ship to Code: [ 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


M-F. 8am-4:3Qpm. except holida ys 


Total 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 
See Attached EC 
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Period of Performance 

Security 

Scope of Authority 

Points of Contact 

BACKGROUND AND ACTIVITY OBJECTIVES 

Background 

Objectives and Scope of the Activity 
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Proposal Submission 
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Other Direct Costs (ODCs) 

Deliverables and Reports 

Other Reporting Requirements 
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Introduction 


Scope of Document 

This document describes the activity to be ex ecuted and the deliverables required bv the 
Federal Bureau of Investigatio n in relation to 


This document will be part of the contract and shall serve as an applicable document 
throughout the execution of the work, with amendments as agreed to at Contract Review 
(CR) meetings, if appropriate. 


Contract Type Contemplated 

Cost Reimbursement 


Period of Performance 

The length of this activity shall be from date of award 8 months. This activity may be 
incrementally funded, which may result in extensions to the end date of this activity. 

Security 

This activity shall be at the security 1i ' i l^il i l l I (Hj 

Scope of Authority 

The offeror is advised that the Contracting Officer is the only person who can legally 
obligate the Government for the expenditure of public funds in coimection with this 
procurement, and that only the Contracting Officer or the COTR is authorized to accept 
or reject deliverables. 

Points of Contact 

Contracting Officer’s Renresentative fCOR^ 


b3 

b6 

b7C 

b7E 


Contracting Officer’s Technical Representative fCOTR^ 


ERF Building 27958A 
Quantico, Va 22135 


FBT SRciiritv Officer 


ERF Building 2795 8 A 
Quantico. Va 22135 
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Presentation and Demonstration 


• The contractor shall provide presentations/and or demonstrations which shall 
reflect the results of these methodologies. 

Proposal Submission 

The FBI will request proposals for this task, Request for Proposal (RFP). The contractor 
shall submit a written cost and technical proposal for consideration before the due date 
and time for this RFP. This proposal shall be for a Cost Reimbursement Type of Task 
Order, and as a result, the contractor shall submit a payment schedule as part of the cost 
proposal 

Travel 

As part of the Cost Proposal, the contractor shall provide all anticipated travel costs, if 
known, to include: origination; destination; number of trips; number of persons; and a 
breakdown of lodging, meals, transportation and related costs. Actual expenses are 
limited by the Government Travel Regulations and must be pre-approved by the FBI. 


S 
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other Direct Costs (ODCs) 

The contractor shall provide a breakdown of any ODCs in the Cost Proposal. The 
breakdown shall include an identification of any “open market items" or the contracting 
vehicle used for the ODCs. 

Deliverables and Reports 

The contractor shall provide the following deliverables and reports: 

• DRAFT RESEARCH REPORT: The Contractor shall deliver to the Government 
a draft research report describing its research and evaluation performed in 
accordance with sub section titled. Task Description. If the research indicates that 
methods described above are not reflective of a realizable solution, the reports 
shall contain contractor’s recommendations and/or modifications for 
improvement. The report shall cite, reference or describe all data, data sources, 
methodologies, findings, and determinations used or discovered during the 
research and evaluation. 

• FINAL RESEARCH REPORT: The Contractor shall deliver a final research 
report that embodies the draft research report and also addresses or incorporates, 
as appropriate, all comments or questions from FBI that were submitted to the 
Contractor in response to the draft research report. 

The draft and final research reports shall be submitted in both hard copy and electronic 
copy, with electronic versions in MS Word format (or MS Excel if applicable). Delivery 
by email is not acceptable. 

Other Reporting Requirements 

The contractor shall provide a status briefing and report to the FBI every 3 months from 
the start date of the activity. This briefing should contain at a minimum the following: 

Reporting Period Information 

1 . A narrative review of work accomplished during the reporting period and 
significant events. 

2. Problem areas 

3 . Anticipated activity for the next reporting period 

4. Description of any travel or unique services provided 

5. Other relative information as necessary 

In addition the contractor shall provide the following: 

• The contractor shall inform the COR in writing of the actual task starting date on 
or before the starting date. 

• The contractor shall bring problems or potential problems affecting performance 
to the attention of the COR as soon as possible. Verbal reports will be followed 
up with written reports when directed by the COR. 

• The contractor shall notify the COR when 75 % of the task has been expended. 

• Additional written reports may be required and negotiated. 
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Introduction 


Scope of Document 

This document describes the activity to be e xecuted and the deliverables required b v 
the Federal Bureau of Investigation in relation to 


(U) This document will be part of the contract and shall serve as an applicable document 
throughout the execution of the work, 'with amendments as agreed to at Contract Review 
(CR) meetings, if appropriate. 

Contract Type Contemplated 

(U) Time and Material 


Period of Performance 

(U) The length of this activity shall be from date of award 8 months. This activity may 
be incrementally funded, which may result in extensions to the end date of this activity. 

Security 

U J ^ This activity shall be at the security level,^E^^^:^S3r 


Scope of Authority 

(U) The offeror is advised that the Contracting Officer is the only person who can legally 
obligate the Government for the expenditure of public funds in connection with this 
procurement, and that only the Contracting Officer or the COTR is authorized to accept 
or reject deliverables. 


Points of Contact 

(TJV Contracting Officer’s Representative (COR) 


(TJj Contracting Officer’s Technical Representative fCOTR^ 


ERF Building 27958A 
.Ouanticn. Va 22135, 


tUi Security Officer 


ERF Building 27958A 
Onantim Va 9.9.n5 
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Specific Requirements 

Task Description 

(U) The contractor shall research and evaluate methods that shall meet the objectives 
described in section titled, Objectives and Scope of the Activity. In particular, the 
contractor shall research and develop techniques and solutions that shall provide the 
following: 


(U) Specifically, the contractor s)ia11 ana1v7e. document, and nrnvide a stndv nii the 
similarities that exist between the 



(Ul Presentation and Demonstration 

• (U) The contractor shall provide presentations/and or demonstrations which shall 

reflect the results of these methodologies. 


Proposal Submission 

(U) The customer shall request proposals for this task. Request for Proposal (RFP). The 
contractor shall submit a written cost and technical proposal for consideration before the 
due date and time for this RFP. This proposal shall be for a Time and Material Task 
Order, and as a result, the contractor shall submit a payment schedule as part of the cost 
proposal 
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Travel 

(U) As part of the Cost Proposal, the contractor shall provide aU anticipated travel costs, 
if known, to include: origination; destination; number of trips; number of persons; and a 
breakdown of lodging, meals, transportation and related costs. Actual expenses are 
limited by the Government Travel Regulations and must be pre-approved by the FBI. 

Other Direct Costs (ODCs) 

(U) The contractor shall provide a breakdown of any ODCs in the Cost Proposal. The 
breakdown shall include an identification of any “open market items" or the contracting 
vehicle used for the ODCs. 

Deliverables and Reports 

(U) The contractor shall provide the following deliverables and reports: 

• (U) DRAFT RESEARCH REPORT: The Contractor shall deliver to the 
customer a draft research report describing its research and evaluation performed 
in accordance with sub section titled. Task Description. If the research indicates 
that methods described above are not reflective of a realizable solution, the 
reports shall contain contractor’s recommendations and/or modifications for 
improvement. The report shall cite, reference or describe all data, data sources, 
methodologies, findings, and determinations used or discovered during the 
research and evaluation. 

• (U) FINAL RESEARCH REPORT: The Contractor shall deliver a final research 
report that embodies the draft research report and also addresses or incorporates, 
as appropriate, all comments or questions from the customer that were submitted 
to the Contractor in response to the draft research report. 

(U) The draft and final research reports shall be submitted in both hard copy and 
electronic copy, with electronic versions in MS Word format (or MS Excel if applicable). 
Delivery by email is not acceptable. 

Other Reporting Requirements 

(U) The contractor shall provide a status briefing and report every 3 months from the 
start date of the activity. This briefing should contain at a minimmn the following: 

(TJ) Reporting Period Information 

1 . (U) A narrative review of work accomplished during the reppfting period and 
significant events. 

2. (U) Problem areas 

3 . (U) Anticipated activity for the next reporting period 

4. (U) Description of any travel or unique services provided 

5. (U) Other relative information as necessary 

(U) In addition the contractor shall provide the following: 
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• (U) The contractor shall inform the COR in writing of the actual task starting 
date on or before the starting date. 

• (U) The contractor shall bring problems or potential problems affecting 
performance to the attention of the COR as soon as possible. Verbal reports will 
be followed up with written reports when directed by the COR. 

• (U) The contractor shall notify the COR when 75 % of the task has been 
expended. 

• (U) Additional written reports may be required and negotiated. 
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STATEMENT OF WORK 


Task Order 


1.0 Mnf) introduction 


j 


|G) 1.1 |S^/NF) Project Description and Background 


bl 
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(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
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4.0 (U) Deliverables 

(U) This section describes the deliverable items from the task order. 

• (U) Monthly Status Report (at customer discretion) 

• (U) Monthly Program Review (at customer discretion) 

• (U) Technical Proposal 

• (U) System Testing Plan 

• (U)l 


• (U) System Demonstration at customer facility 

• (U) Final Technical Summary Report 


b7E 


4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This program, all documentation, all associations, ail 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and crirriinal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


- Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 


Programmatic and Technical Personnel 


a) 

b) 

c) 


\- Project Manager/COTR 


Program Manager/COTR 


\- Unit Chief 
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Here is your revised copy. 
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Lisa: Please add the 1 and 2. -below to the attached. And renumber b 7 C 

b7E 



^ I think it wa d lA /ho said someone there was doing the agr eemen t for i 1 1 asked if there 

was coordination and he didn't know. This was before the start of Tuesday' j h neetinq, I'm not sure if you were in the 
room at that time. 
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don't shoot the messenger, I'm heard it Tuesday and thought you should be aware of it. 


Here is my attempt to capture the 
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Thanks, 


From; | 

Sent: Wprinp<;dav. Dprpmhpr OR. 701 n 1 •?7 PM 

b3 

To: 

b6 

Subject: WlnT| | 

b7C 

UNCLASSIFIED 

b7E 

NON-RECORD 



What was the read from 


UNCLASSIFIED 


DERIVED FROM: Multiole-Sgurces 
DECLAS0FfcONrZg2O12O8 
SECRET7/NOFORN ' 


deriVeb^r Oiyi:Jlftti1tIpie^ources 
DECLASSJFP(5N;^0201 208 
SECRET//NOFORN ' 


DERiVEDEROM: Multiplcr^^rces 
DECLASSIFyT3Nr26201208 
SECRETi/NOFORN ~ 


DERIVED FROM: Multiole-Smirces 
DECLASSTFy^ORr2g20^1 208 
SECRET//NOFORN 


DERiVEDJROM: Multipirgouroes 
DECLASSIFr^ONtloioi 208 
SECRET//NOFORN 



IL 
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IE; 

£E 



Subject: 


av. December 09. 2010 8:50 AM 




RECORd 




are the ones responsible for the other 




From: 

Sent: 

To: 

Cc: 

Subject: 


RECORC 


0 ^ I think it was | [vho said someone there was doing the agr eeme nt foij 1 1 asked if there 

was coordination and he didn't know. This was before the start of Tuesday' ^ [ meeting, I'm not sure if you were in the 
room at that time. 

I - don't shoot the messenger, I'm heard it Tuesday and thought you should be aware of it. 

Here is my attempt to capture thel lat the end of page 1 : 



Renumber following items as appropriate. 
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Also. Provide me the statement concerning |you want to see in this] |l will confer with OGC and add same to 
the document. 
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From: | | 

Sent: Wednesday. December 08. 2010 1 :27 PM 

To: I I 

Subject: wiii i | 

UNCLASSIFIED 

NON-RECORD 


What was the read from 


UNCLASSIFIED 


DERiVEa FROM: IVUritlpie^^urces 
DECLASSlF:;^: 20201 208 
S^RET/yl^OFORN^ ^ 
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Also. Provide me the statement concerning you want to see in this I will confer with OGC and add same to 

the document. 



From: 

Sent: 

To: 

Subject: 
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Also. Provide me the statement concerninj mu want to see in this! 1 1 will confer with OGC and add same to 

the document. ' 

Can you advise il| |correct. 
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Sent: 

To: 

Subject: 
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_ Wednesday. December 08. 2010 
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:27 PM 
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From: 

Sent: 

To: 

Cc: 
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(OTP) (FBI) 


I uesaav. juiv ub. kiui 


FD)(FBI) 
^5 PM 


KOTD) (FBI) 


RE: I I — 
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General SOW for the Contract 

TO #1 - cons olidatio n of outstanding efforts from previously awarded contract 
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jeneral SOW 6-24-.. Work Task 0... Work Task 0... 
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From: | t OTD) (FBI) 

Se nt; Tuesday, July 05. 2011 3:41 PM 


To: 

Cc; 

Sutetl l I — SECRET 


FD)(FBI) 
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* * * * * 
Statement of Work 
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Statement of Work 


• rU') To provide en gineering services fon 


• (U) To report, track, and document processes and outcomes. 
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bl 

I b3 

2.0 REQUIREMENTS AND DELIVERABLES 

(U) 2.1 TASKING 

(U) Work under this SOW shall be task-oriented. Each task shall be coordinated with the 
Contractor by the Contracting Officer’s Technical Representative (COTR) and awarded on a task 
by task basis through the Contracting Officer (CO), As indicated in each Task Order (TO) SOW, 
the Contractor shall provide services to include the following: 





Providir 

e and enhancing sv.stems 

Systems 



• System s quality assurance: 


• Systems| | 

• Reporting, tracking, documentation development, and presenting; 

• Project management to include scheduling, cost management, process analysis and 
evaluation, project control, and risk management. 

(U) The CO shall specify the intended pricing type, firm fixed-price or cost-plus fixed fee, 
during request for TO proposals. Reference the solicitation documentation for additional 
information regarding “Ordering Procedures.” 

(U) For key personnel, the COTR shall require the Contractor to provide a resume demonstrating 
, experience, skills, and education. Once key personnel are approved by the FBI, replacement of 
those personnel on by the Contractor is subject to review and approval by the COTR. All 
Contractor personnel shall possess the knowledge and skills necessary to complete the work 
identified by the FBI. 
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Statement of Work 

(U) The Contractor shall be expected to apply a broad base of engineers and support personnel 
with varying backgrounds in order to maintain the efforts under this contract. At a minimum, the 
Contractor shall include a copy of the job descriptions to include experience levels and formal 
education required for each labor category presented in the proposal. 

(U) Services provided under each TO .shall be performed in accordance with this SOW for the 
contract as well as contractual terms and conditions. All services and enhancements under this 
contract shall be conducted with all appropriate legal authority. 

If} ^2.2 REQUIREMENTS 


The Contractor shall meet the system level criteria for performance as stated below: 



the required authority. 

(U) 2.3 DELIVERABLES 


(U) The Contractor shall provide any of the following as required in specific Task Order 
requirements documentation: 
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Projeci 


Deliverables 


o Production Kun Equipment 
Documentation 

o White Paper Study Reports 
o Baseline Design Documentation 
o Monthly Project Status Reports 
Meetings or Briefings 

o Kick-Off, Program Management, Status or Technical Integration Meetings 
o Review or Technical Briefings to include any required materials 


(U) 3.0 REPORTING AND STATUS REVIEW REQUIREMENTS 

(U) 3.1 Project Progress Reports: Project progress shall be reported to the COTR on a monthly 
basis. At a minimum, the report shall include the following information per Task Order: 
technical accomplishments and status, upcoming milestones, issues/concerns/risks, action items, 
and projected cost or schedule overruns. 


(U) 3.2 Other Reports: Other reports that may be required by the contractor on a per-task order 
basis shall include: 


• Test Procedures Report 

• Installation Report 

• 

• System 

• Training Plans and Manuals 

• Task Order Closeout Report 

• Contract Closeout Report 

(U) 3.3 Phase Review Meetings: Formal phase review meetings shall be conducted at a 
minimum at the conclusion of each Task Order Phase and include reports for project plans, 
status, and results. 

(U) 3.4 Other Review Meetings: Other meetings that may be required by the contractor on a 
per-task order basis shall include: 

• Monthly or Periodic Technical Integration Meetings - To review technical progress, 
address any technical challenges and barriers, and communicate with project team 

• System Requirements Review - To review and baseline the requirements to be satisfied 
by the proposed system (product) 

• Preliminary Design Review - To review and concur on initial system design concepts 
including exploitation techniques and implementation methodology 

• Critical Design Review - To review and approve final system design 

• Test Readiness Review - To review test readiness and authorize initiation of testing 

CEIL/OTD OZ2737 
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• Operational Readiness Review - To review operational readiness and officially accept 
system (product) 

tF| 4.0 SPECIAL CONSIDERATIONS 
(U) 4.1 Health and Safety 

(U) In certain configurations if the Contractor systemsf 


Contractor shall provide information regarding these topics in writing and make recommendation 
to reduce such risk. 

|f ) ^ 4.2 Security and Restrictions Considerations 
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1.0 (U) INTRODUCTION 
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(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical strategy: Section 3 lists and describes the tasks to be accomplished; Section 4 
lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 


Scope 


(U) Within this statem ent of work, all references to|_ 
l are defined as a product that is 



□□ 


(U) The follo wing requirements as identified in Sectio n 2 shall be provided for under this 
T ask Ord er toF lAII capabilities shall be availa ble for ^ ^ 

utilization! I b7E 


|n order to provide all requirements below shall not be accepted. 

2.1 Task Overview 


3£eftEf^OFORNi3§3««325 
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2.2.1.10 The system shall perform the following general sequence of operations: 

2 . 2 . 1 . 10 . 
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2.2.3.11 (U) The system shall perform the following general sequence of operations: 

2.2.3.II.1X 


2.2.3.11.: 


2.2.3.11.3 
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2 . 2 . 4.10 



s; 


1T//NOFORN/2I 
^ 14 ^ 







'SjaaRi:;f//NOFORN/53S05^ 


3.0 (U) Task Descriptions 

This section describes the tasks to be completed. It is divided into five major 
areas shall be completed under this Task Order: 

(a) General Project Tasks - General project tasks include a kickoff meeting to 
be conducted at the customer’s facility, a general project status review 
conducted at the midpoint of the project, and a monthly meeting at the 
customer’s discretion status reports identifying current task status, risks, 
mitigations, percent complete, expected date of completion, and actual date 


(4 


(d 


ll — 


to address 


the following requirements: 




(e) Demonstration - Conduct a demonstration of a fully operational system 


b3 
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4.0 (U) Deliverables 


(U) This section describes the deliverable items from the task order. 


(U) Monthly Status Report 
(U) Monthly Program Review 


(U) System Power Requirements for| 
(U) Syste m Testing Plan 


(U) Systerr 

(U) System Demonstration at customer facility 
(U) Pictorial system connection diagram 

|j2eftE3y/NOFORN/2fe$fl?^ 
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SE536*«i^OFORN/^g36e22§ 
• (U) Final Technical Summary Report 


4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This program, all documentation, all associations, all 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information outside those parties designated by the COTR must 
be approved in writing by the COTR, to include, but not limited to, partners, technical 
and contract information and personnel. This program in its entirety is restricted from 
any and all disclosure to any entity considered foreign to the United States. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 

The Contracting Officer (CO) is the oniy person from the FBi with the authority to 
negotiate contractuai issues or changes and obiigate funding. The Contractor is 
responsible for any changes made without authorization of the CO. 


Contracting Officer 


The following Bureau personnel may be contacted after award of the contract in 
performance of this work and for technical guidance, but are hot authorized to negotiate 
contractual issues or obligate funding: 


Programmatic and Technical Personnel 


a) 

b) 


- Project Manager/COTR 
Program Manager/Unit Chief 
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(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical strategy; Section 3 lists and describes the tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 


fU) Within this state ment of work, all references to a| 
I are defi ned as a product that is[ 


(U) The follo wing requirements as identified in Sectio n 2 shall be provided for under this 
Task Order t d lAII capabilities shall be available 

for utilization | 

I in order to provide all requirements below shall not be accepted. 


2.1 Task Overview 
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2.1. 2.3 












W 2AA ^M^) System Capabilities 
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2.2.3.11 (U) The system shall perform the following general sequence of operations; 
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3.0 (U) Task Descriptions 

IF) section describes the tasks that shall be completed under this Task Order. 

It is divided into five major areas: 


(a) General Project Tasks - General project tasks include a kickoff meeting to 
be conducted at the customer’s faciiity, a general project status review 
conducted at the midpoint of the project, and a monthly or bi-monthly at the 
customer’s discretion status reports identifying current task status, risks, 
mitigations, percent complete, expected date of completion, and actual date 
of completion. 

(1 




a 


(e) Demonstration - Conduct a demonstration of a fully operational system 
according to the requirements described herein at the customer facility to 
include 1 ' 
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4.0 (U) Deliverables 


(U) This section describes the deliverable items from the task order. 


(U) Monthly Status Report 
(U) Monthly Program Review 
(U) System Power Requirements for 

(U) Syste m Testing Plan 

(U) Systerr 

(U) System Demonstration at customer facility 
(U) Pictorial system connection diagram 
(U) Final Technical Summary Report 
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4.1 Security Standards and Regulations 

, (U) SECURITY STATEMENT: This program, all documentation, all associations, all 
stated and implied requirements are subject to the security requirements of this contract 
and all Contractor personnel shall adhere to and meet security requirements. Any 
breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and 
contract information outside those parties designated by the COTR shall be pre- 
approved in writing by the COTR, to include, but not limited to, partners, technical and 
contract information and personnel. This program in its entirety is restricted from any 
and all disclosure to any entity considered foreign to the United States. The contractor 
shall set up procedures to insulate the program procurement or parts and protection of 
program information as agreed upon by the COTR. 

5.0 Customer Representative 

The Contracting Officer (CO) is the oniy person from the FBI with the authority to 
negotiate contractual issues or changes and obligate funding. The Contractor is 
responsible for any changes made without authorization of the CO. 


\- Contracting Officer 


The following Bureau personnel may be contacted after award of the contract in 
performance of this work and for technical guidance, but are not authorized to negotiate 
contractual issues or obligate funding: 


Programmatic and Technical Personnel 


a) 


Project Manager/COTR 


b) 


Program Manager/Unit Chief 
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1.0 (U) INTRODUCTION 
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(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical approach; Section 3 lists and describes the tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 

2.0 Scope 

Within this staten ient of work, all references to 




are define d as a product that is 
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2.1 Task Overview 
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2.1.3 Operating Requirements 

2.1.3.1 I 


2.1 .3.2 

2.1. 3.3 

2.1. 3.4 

2.1. 3.5 (U) The system shall be 


|tl| 2.i.4 System Capabilities 
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2.2.1. 9 The system performs the following general sequence of operations:. b3 
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2.2.2.10 The system performs the following general sequence of operations 
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2 . 2 . 4.10 


3.0 (U) Task Descriptions 

III) This section describes the tasks to be completed. It is divided into five major 

areas: 


(a) General Project Tasks - General project tasks include a kickoff meeting to 
be conducted at the customer’s facility, a general project status review 
conducted at the midpoint of the project, and a monthly or bi-monthly at the 
customer’s discretion status reports identifying current task status, risks, 
mitigations, percent complete, expected date of completion, and actual date 
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4.0 (U) Deliverables 

(U) This section describes the deiiverabie items from the task order. 

• (U) Monthiy or Bi-Monthiy Status Report 

• (U) Monthiy or Bi-Monthiy Program Review 

• (U) System Power Requirements for 

• (U) System Testing Pian 

• (U) System 

• (U) System Demonstration at customer faciiity 

• (U) Pictbriai system connection diagram 

• (U) Finai Technical Summary Report 


4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This program, aii documentation, aii associations, aii 
stated and impiied requirements and aii personnei must adhere to and meet security 
requirements. Any breech of security wiii result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnei. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


\- Contracting Officer 


The following Bureau personnel may be contacted in performance of this work] but are 
not authorized to negotiate contractual issues: 


Programmatic and Technical Personnei 



- Project Manager/COTR 



Project Manager/COTR 



- Unit Chief 
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Ifor the ident ified procurement involving 
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Reference: 319W-HQ-A1487699-SECD Serial 4 

319W-HQ-A1487699-SECD Serial 93 
319W-HQ-A1487699-SECD Serial 481 



I and 

for the Operational 
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To: Finance From: Security 

Re: 260A-HQ-1528742, 12/14/2010 


Technology Division 
Technology Unit. 



Tracking 


Upon review of this request, the procurement does not 


No further action by ASU will be taken unless notified 


lid be directed to 


Unit Chief 


I Please provide direct feedback regarding 

the Unit ' s performance in this area by clicking here: 
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Date: 02/02/2012 


Attn! 
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Attn i 
Attn: 


mology Unit 


Approved By: 


Drafted By: 



Case ID #: (U) 268-HQ-1068430 

Title: (U) 


Synopsis: (U) To provide details of. 



Details: (U//FOUO) The OTD Tracking T 

manages the FBI capability for 



The logxstxcal detaxls follow below. 


) The point of c ontact for this training is 
telephone numberl 



Monday. Please contac 



regardxng the traxnxng facxlxty. 


MT#37426 
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DATE 10-25-2012 b'c .-.-.r:' : i 

UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To; Criminal Investigative 
Finance 

From: Opf,rational Technol nav 

Contact ; 

Approved By; 


Date; 10/09/2008 



kTTU/ERF 


Drafted By; 

Case ID #: (U) 268-HQ-1068430 

Title; (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis; To request that the Tracking Technology Unit's 
Wireless Intercept and Tracking Team (WI TT) provide training for 


Enclosure (s) ; FD-369 


in the amount of a 


Details; The Tracking Technology Unit's Wireless i jlnterceot and 
Tracking Team (WITT) is tasked with supporting the 
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To: Criminal Investigative From: Operational Technology 

Re: (U) 268-HQ-1068430, 10/02/2008 



CELLSITE-4283 




s: 




To: Criminal Investigative From: Operational Technology- 

Re: (U) 268-HQ-1068430, 10/02/2008 


LEAD(s): 

Set Lead 1: (Action) 


CRIMINAL INVESTIGATIVE 


AT WASHINGTON. DC 


T] 

approve the I 

tie Criminal Investiaative Division is reauested to 


1 1 Punaing tor amoi 

int ot 3~ 

1 IS specified 

the attached FD-369, requisition 



Lead 2 : (Action) 


FINANCE 


AT PSFO. DC 


Tt ^e Finance Division is requested to approve the 
procurement 


Funding for amou nt of 3 
369, requisition | 

CC: 


IS specified on the attached FD- 
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ftEREIK I'- "~r 
DATE ic-;;-;': 


(OTP) (FBI) 


From: 

Sent: 

To: 

Subject: 


JtD) (FBI) 


Friday Fphman/Pfi 9(111 fi-?n PM 


Statement of Work(s) fori 


I have completed 3 Statement of Works 


] as follow for thejj 


b7C 

b3 

,b7E 


"[rhe package is now ready for submittal to Quan tico Contra ct Unit. All of the required documents were 
sent earlier and I have since made changes to only one documenl[ [which I will attach here. The dates on the 


previously prepared documents may require change to reflect current date. 1 plan to prepare one more SQW to address 
additional requirements. 


(07a) Statement of 
Work Task 0... 



(07b) Statement of 
Work Task O... 



(07c) Statement of 
Work Task 0... 


rn?) ArniikiHnn 

Plan 


From: 


3M 

Ser 

To: 

Sut 

t:' 

’hursdav. Februarv 17. 2011 1:14 


(ject Plan buDmission to u i L 


UNCLASSIFIED 

NON-RECORD 


b3 
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I reviewed the Action Items in red that were sent nut to QTD frnn[ 
This requirement is for FY12 APs only. I verifie d with! 
requirement, she will not need a copy of the AP 
document and assigned an AP #. 


egarding a reque st for acquisition plans (AP). 
)ecause thef 


^nd because the [contract is an FY11 
jviii provide her with a copy once they have finalized the 


CELL/OTD QZZn? 
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I will review the AFl 
next week). I will a[ 


pent out for | ^ nd provide any recommendations by the end of the week (worst case early 
so veriry the process for acquiring the remaining signatures and get back to you with an answer. 


Hrivp. a good day, 


^ Ha\/P ij 


Contracting Officer 

Science and Technoiogy Contracts Unit 
Finance Division 
JEH Bldg Rr 
QT-ERF Rm 
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Federal Bureau of Investigation 


CELL/OTD OZZW 


iRN/2 


1 


CELLSITE-4287 








SEC] 


(U) The structure of this statement of work consists of -the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical approach; Section 3 lists and describes the tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 


2.0 Scope 


b7E 






125 


? 


2.1.1.7 

X 


2.1.1.8 

X 


2.1.1.9 

X 


2.1.1.10 

X 


2.1.1.11 

2.1.1.12 

X 

X 


2.1.1.13 

X 


2.1.1.14 

X 



2.1 .2 Key Technology Area 


bl 

b3 

b7E 




2.1.3 Operating Requirements 

2.1. 3.1 I 


2.1. 3.2 

2.1.3.3 

2.1. 3.4 

2.1. 3.5 


b3 
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|U) 2.1.4 System Capabilities 

. (S//NF) I 


2.2 Concept of Operations 
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2.2.3.1 1 (U) The system performs the following general sequence of operations: 
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3.0 (U) Task Descriptions 

This section describes the tasks to be completed. It is divided into five major 


areas: 
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4.0 (U) Deliverables 


(U) This section describes the deliverable items from the task order. 
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4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This program, all documentation, ail associations, all 
stated and implied requirements and ail personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel, the 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 


b6 
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Programmatic and Technical Personnel 
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Task Order 2 



1.0 (U) INTRODUCTION 







(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical approach; Section 3 lists and describes the. tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 

















2.2.1.I 


2.2.1.11 The system performs the following general sequence of operations: 




2.2.2.12 The system performs the following general sequence of operations 

2 . 2 . 2 . 12 . 


2 . 2 . 2 . 12 . 


2 . 2 . 2 . 12 . 
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4.0 (U) Deliverables 


(U) This section describes the deliverable items from the task order. 


• (U 

• (U 

• (U 

• (U 

• (U 

• (U 
. (U 

• (U 
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4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This prograrh, all documentation, all associations, all 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract informatiori. must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


k Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 


Programmatic and Technical Personnel 
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Statement of Work 


Task Order 3 


Federal Bureau of Investigation 






1.0 (U) INTRODUCTION 



bl 
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b7 




t 



(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirernents; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical approach; Section 3 lists and describes the tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 


2.0 Scope 
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2.2.1. a 


b3 

b7E 


2.2.1. 9 The system performs the following general sequence of operations: 






2.2.3.11 (U) The system performs the following general sequence of operations: 





|U) This section describes the tasks to be completed. It is divided into five major 

areas: 

(a 

(b 

(c: 

(d: 

(©: 
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b3 

b7E 
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4.0 (U) Deliverables 

(U) This section describes the deliverable items from the task order. 


b3 
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4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This program, all documentation, all associations, all 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


[- Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 


Programmatic and Technical Personnel. 
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b 
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Statement of Work 


Task Order 1 


Federal Bureau of Investigation 



/OTD 022914 
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(U) The structure of this statement of work consists of the following: Section 1 provides 
a broad project description and background of the task requirements; Section 2 details 
the specific system requirements, key technology areas, concept of operations, and 
technical approach; Section 3 lists and describes the tasks to be accomplished; Section 
4 lists the deliverables, and Section 5 lists the customer representatives, roles and 
contact information. 



2.1 Task Overview 











2.1 .3 Operating Requirements 
2.1.3.1 


2.1. 3.2 

2.1. 3.3 

2.1. 3.4 
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2.1. 3.5 


fill 2A.4 System Capabilities 
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2.2.2.12 The system performs the following general sequence of operations 

2.2.2.I2.1I 


2.2.2.12.2 


2.2.2.12.3 
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2,2.3.11 (U) The system performs the following general sequence of operations: 







b3 

b7E 


3.0 (U) Task Descriptions 

This section describes the tasks to be completed. It is divided into five major 

areas: 
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(U) This section describes the deliverable items from the task order. 
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4.1 Security Standards and Regulations 


(U) SECURITY STATEMENT: This program, all documentation, all associations, all 
stated and implied requirements and ail personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


[■ Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 

b6 

Programmatic and Technical Personnel b7 C 


a 

b 

c 
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2AA Technical Concept of Operations 
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3.1 Security Standards and Regulations 


(U) Refer to 


ptatement of Work section 2.3 for guidance. 


(U) SECURITY STATEMENT: This program, ail documentation, all associations, all stated 
and implied requirements and all personnel must adhere to and meet security requirements. 
Any breech of security will result in immediate termination of the program and possible 



CEU/OTD 022BA2 
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repercussions, both contractual^^d^minal^I^ dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


Contractor Furnished Documentation 


(U) Refer to 
S//NF ' 



tatement of Work section 2.6 for list. 



3.3 (U) Status Reporting 


(U) Refer t 
guidance 



tatement of Work Section 3.3 for 


3.4 (U) Formal Meetings 


(U) Refer t 
guidance 



tatement of Work Section 3.4 for 


3.5 (U) Government Furnished Equipment 
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b) 

tS) 


Source Selection Procedures: 
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[Si 


d) Contracting Considerat ions; The proposed acquisition strategy is 
award a contract effort fo 


e) 


1 1 (j snail dVaiUatfi the lecimlcai 
proposal tor each specific task order from each vendor and will 
determine which proposal is the optimal solution based on technical 

merits and operational ad vantages. 

Budgeting and Funding:] [per year, dependant on 


:o 


specific task orders, will be available jhom TTU’s base budget 



g) Priorities, Allocations, and Allotments: N/A 


bl 
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h) Contractor versus Government Performance: Contract tasks will 
be for engineering services and purchase of equipment that are not 
readily available within the government. 

i) Inherently Governmental Funetions: The contractors will not be 
completing inherently government functions. 


C E 1... L O "I" D O Z Z 32 ‘ 


SEC] 
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j) Management Information Requirements: The contractor’s 
performance will be monitored by the Contract Officer Technical 
Representative (COTR) and reported to the Unit Chief The program 
has also been entered into the OTD Program Management Office’s 
database for tracking at the Section Chief level. 


k) 


1) Test and Evaluation: 


bl 
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b7E 


b7E 


m) Logistics Considerations: Logistical requirements will be by 
individual tasks to include warranty, maintenance, upgrade and 
technical support of purchased items. 


n) Government Furnished Property: The government may furnish 
property based on specific task orders. This property will remain at the 
contractor’s facilities, and the property will be tracked by the COTR. 


o) Government Furnished Information: The government may furnish 
information based on specific task orders. The information will remain 
at the contractor’s facilities, and the information will be tracked by the 
COTR. 

p) Environmental and Energy Conservation Objectives: The contract 
will use energy star components whenever possible. 


q) Security Considerations a 


r) Contract Administration: The performance of the contract will be 
verified by the COTR. 

s) Other Considerations: None 
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t) Milestones for the Acquisition Cycle: 

Topic Date 

(1) Acquisition Plan Approval 

(2) Statement of Work 

(3) Specifications 

(4) Data Requirements 

(5) Completion of Acquisition Package Plan 

(6) Purchase Request 

(7) Justification and Approvals and/or 

Determination and Findings 

(8) Issuance of Synopsis 

(9) Issuance of Solicitation 

(10) Evaluations of Proposals, Audits, and 

Field Reports ^ 

(1 1) Beginning and Completion of Negotiations 

(12) Contract Preparation, Review, and Clearance 

(13) Contract Award 

Prepared by and approved: 


T echnical Staff Member (date) Budget Staff Member (date) 


Legal Review (if applicable) (date) Contracting Officer (date) 


Competition Advocate (Section Chief - PPMS) (date) . 


Reviewed & Updated/Revised: 
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her about 11:45am. She will be faxing the following: 

• Technical Proposal 

• echnical. Proposal 

) 

We will also be mailing/FedExing the following: 




8/6/2010 







From: 

3ent: Tnocrlaw gontomhor 1/1 9nini-1-/14AI 

To: 

f 

Subject: FW: 


Review (Please Forward 


SE^RE^OFORN 
RECORD 268^HQ-1 068430 


Approved 


From: 

Sent: 

To: 

Subject: 


TiiPgHav qpnhpmhpr 14. ?nin 10 


TW; 


25 AM 


teview (Hiease rorward) 


SECBEytfWQFORN 
Record 268-hO-io68430 


b3 

b6 

b7C 

b7E 


approved 


Unit ChiRf 


From: 

Sent: 

To: 

Cc: 

Subject: 


luesaav. aeptemper i^. 2 uiu iO:ll AM 





Review (Please Forward) 


, SiCRE3Y/iabFORN 

RECORD ^8-HQ-1 068430 


Hi 

This is the write up for thd 


review. Please forward to 


f there are no more additional issues. 


Evaluation: 

Technical: 

The technical portion of the proposal is complete and sufficient, which also meets our desired objectives. 

Finance: 

The financial portion of the proposal provided sufficient information to allow us to manage costing and accounting during 
the task execution. 
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|1. CONTRACT ID CODE 

PAGE 0 

c ppn Mn 

5. PROJECT 

NO. (If appl 


AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

14. REQUlSmON/PURCHASE REQ. NO. 


2. AMENDMENT/MODIFICAITON NO. 

Mod 1 


3. EFFECTIVE DATE 

06/04/10 


6. ISSUED BY 


CODE 


Federal Bureau of Investigation 
I I Room 6853 

935 Pennsylvania Ave . NW 
Washington, DC 20535 


7. ADMINISTERED BY (If other than Item 6) CODE 

Same as Item 6 . 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State and ZIP Code) 


CODE 


[facility code 


(X) |9A. AMENDMENT OF SOLICIATION NO. 


b3 

b6 

b7C 

_b7E 


9B. DATED (SEE ITEM 11) 


IDA. MODIFICATION OF CONTRACT/ORDER NO. 

] 


10B. DATED (SEE ITEM 11) 


06/04/10 


11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ 


is not extended. 


I I The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers I — I is extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified In the solicitation or as amended, by one of the following methods: 

(a)By completing items 8 and 1 5, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

yourde^re to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE 

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN 1 1 bM 1 4 Ahb MAUh IN 1 Hb UUN 1 HAC UhUth 
NO. IN ITEM lOA. 



B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes In paying office, 
aoDrooriation date, etc.) SET FORTH IN ITEM 1 4, PURSUANT TO THE AUTHORITY OF FAR 43.1 03(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

K 

D. OTHER (Specify type of modification and authority) 
FAR 32.7 Funding 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFIGATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 



b7E 


cv.ont nrnvirtpH herein, ell terms and conditions of the document referenced in Item 9A or IDA, as heretofore changed, remains unchanged and in full force and effect. 

1 5A. NAME AND TITLE OF SIGNER (Type or print) 

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print) 


1 5B. CONTRACTOR/OFFEROR 

1 5C. DATE SIGNED 

16B. UNITED STATES OF AMERICA 

1 6C. DATE SIGNED 

(Signature of person authorized to sign) 


(Signature of Contracting Officer) 


NSN 7540-01-152-8070 
Previous edition unusable 

STANDARD FORM 30 (REV. 10-83) 
Prescribed by GSA FAR (48 CFR) 53.243 
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U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


IMPORTANT; Mark cil packages and papers with contract and/or order numbers 


1. Date of Order ’ ■ 2.' Ord er No. 3. Mod. No. 4. Mod. Date 

06/04/2010 


6. To Contractor (Name, Address and Zip Code): 



8. Issuing Office (Address correspondence to); 

FEDERAL BtJREAU OF INVESTIGATION 
PROCUREKEMT SECTION 
ROOM 6823, JEH F. B. I. BLDG. 
WASHINGTON, D. C. 20535 


7. Ship to (Consignee and address, Zip Code): 

FFDFR Ai: BUREAU OF INVEST IGATlOn 
ATTN : 

BOTLDiMG 2795SA 

OUAMTICO, VA 22135 


9. Send Invoice to: (Name, Address and Zip Code): 


FEDER 


1 OF IMVEST IBATIQH 


22135 


10. Business Classification 


Line No. 
(A) 


Supplies or Services 
(B) 



11. F.O.B. Point 

DESTINATION 


13. Schedule 


DUE DATE;06/01t/2011 


12. Discount Terms 

NET 30 DAYS 



INCREMENTAL FUNDING FOR ONGOING EFF IRTS UNDER THE 

ALL TECHNICAL GUIDANCE WI LL BE 
PROVIDED BY| |lOTR FOR THIS 

EFFORT. SERVICES WIlL BE PERFORMED ILN ACCORDANCE WETH 
THE SOW. PERIOD OF PERFORMANCE: 6/4 '1 0-6/4/ 1 1 . TER IS 
AND CONDITIONS ARE THOSE IN EFFECT UNDER THE CONTR'iCT. 
CONTRACTOR F-v P-P-Pnc; FimnTHr-i />T THEIR OWN RISK. INVOICES 
TO BE SENT TO 


-X- •*■*•*•*■*■*•***■ 




all PAYMENTS BY THE GOVERNMENT UNDER THIS ORDER SH 
BE MADE BY ELECTRONIC FUNDS T-RAKSFE] 

SHALL PROVIDE THIS INFORMATION OH E. 

SUBMIT SF-3881 FORM TO: FBI, COMMEl 

■ RM. 1SS7, .1 

935 -PENNSYl 


14. Type Of Order 15. 

□ A. Purchase - Please furnish the followInB under the terms, and □ B. Delivery - This delivery order Is subject to Instructions con- Grand 

Conditions specified on both sides of this order, the above .quotation talned on this side only of this.form and Is issued subject to the terms Total 

number II Jndicated, and the attached sheets, if any, Including delivery and conditions of the above-numbered contract, 

as Indlckted. ■ 



b6 

b7C 

b3 

b7E 


iXKXKXXKKXK 


See Instructions on Reverse 


Point of Contact - Purchase Order Information: 


16. United States of America 

By (Signature) 


Point of Contact - invoice Payment Status: 
Commercial’ Payments Uni^ 


17. Name (Typed) 


, Tjtle: Contracting Officer 


XXXXXXXXXXX 















12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 



1 

Purchase Order for Supplies or Services 


1 IMPORTANT: Meirk £ill DBcksaes snd Dcoors with conlrcct cand/or order numbers 



1. Date of Order' 


3. Mod. No. 

1 4. Mod. Date I 

{ 5. Page No. 

06/04/2030 



mhki 


6. To ConitatAor (NameyAddfessand'ZIp Code): 


TIGAT3 0K- 


ATI N ! 

BUILD I MG 27958 A 
QUANTJCO, VA 22335 


8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU 'DF IHVESTIGATIOM 
PROCUREMENT SECTION 
ROOM 6823, JEH F. BLDG'. 

WASHINGTON, D. C. 20535 


’9. Send Invoice to: (Name, Address arid Zip Code): 

FFnFR AT. ^BIIRFAIJ OF INVEGTIG ATI ON 


ATTN: 

BUILDING 2795SA 
QUANTICO, VA 22135 


b3 

b6 

b7C 

b7E 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


Quantit|^Ordered 


Unit 

(D) 


Unit Price 

(E) 


Amount 

(F) 


WASHINGTON 

IF THIS INFORMATION IS .NOT AVAILABL 
THE INVOICE WILL BE CONSIDERED AN 1 
SHALL BE RETURNED. 

A PROPER INVOICE SUBMITTED FOR PAYM 
contain THE FOLLOWING: THE NAME OF 
INVOICE NUMBER; THE CONTRACT OR PUR 
THE INVOICE DATE; DESCRIPTION ( I . E. 
NUMBER), PRICE AND QUANTITY OF GOOD 
RENDERED; SHIPPING AND/OR PAYMENT T 
BANKING / ROUTING NUMBER TO ALLOW E 
NAME, TITLE AND TELEPHONE NUMBER AN 
SUBSTANTIATING DOCUMENTATION AS KEQjJ 
CONTRACT. 


DC 20535 
TO THE G 
tIPROPER IN 

; -X -a •!( * * f * n *■ 

;NT TO THEI 
fHE VENDOR 
3HASE ORDeI 
NAME DR I 
OR SERVI 
RMS; TAXP 
^T PAYMENT 
) ANY OTHE 
IRED BY T 


PVERN 

VOICE 

-X ■* ■»> 

FBI 

AN 

R NUM 
TEM L 
CES 
AYER 
; CON 
R 

HE 


lENT, 

AND 

lx * V X -X 

II) ST 

BER; 

INE 

ED^/ ; 
I'ACT 


b3 

b6 

b7C 

b7E 


14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and 
Conditions speblfled on both sides 'ot this 'order, the above quotation 
number, If Indicated, and the attached sheets, II ariy, Inbluding.dellvety 
as Indibaleii. ' 

CONTRACTOR •NUMBER. 


□ 6. Delivery - This delivery order Is sublect to Instructions con- 
tained on this side only ol this form and Is Issued subject lb the terms 
and conditions of the above-nunibered contract. 


15. 

Grand 

Total 




Point of Contact - Purchase Order, (hformatlon: 


See Instructions on Reverse 


JL UlUl Ui IJUllUitil XUIUIUUXI 

Cotnfnefcial Payments Unit - 


16. United Stt 

By (Signal 


17. |ilBme(7y; 
Title; Con 


piiUlsUHli. LIU 


12470 















>KH<H«K!Ki)c|i!(e>kM<*H«((iK)K -COMM. JOURNAL- *!KH(!KH<M<!K*M0l0Xil!*H<H0K)K*!« DATE SEP-16-2010 TIME 09:20 HiHoH^KSKHolc* 

MODE - MEMORY TRANSMISSION START-SEP-16 09:19 END-SEP-16 09:20 



FILE NO. -021 





STN 

NO. 

COMM. ONE-TOUCH/ 

ABBR NO. 

STATION NAME/TEL NO. 

PAGES 

DURATION 

001 

OK ■ a 



005/005 

00:01:02 


)|iHoKHeKHoKHol<s»K*Ho»l<>KH<*Hom<*)KH<>KH<)Ks|<***l<*** - 



HEliLlN 
DATE 1 




ALL I’i-U'CfiiAIiOii CCNT.L.'iHEZ 


\iy \i/ ^ 


PD-448 

Revised 

1O-27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 



Subject: 

Pleasa find attachai 


\ecompanylng 2 pag* SF-30 Mod 1 , 


b3 

b6 

b7C 

b7E 


CrS™ m.»on, sljn th. SF-30, ood Bx b,c» t. th. ouBbor bb.«. 


Brief DeseripUon of Communication Faxed : 

Thank you for your assistance and have a good day. 



WARNING 

Information attached to the cover sheet Is U.S. 6 * 41 )?°PlMse"noHfy theori^ 

repnsductlon, distribution, or use of this Information is prohibited (18.U5C., S / 

Immediately to arrange for proper disposition. 


infbrmation disclosure, 
local FBI Office 


I « A nnn/i\ 


Pace 1 of 1 


FEDERAL BUREAU OP INVESTIGATIONCE LLSIT E - 1 2471 






AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


1 . CONTRACT ID CODE 

PAGE 

OF PAGES 


1 

1 2 


2. AMENOMENT/MODIFICAITON NO. 

Mod 1 


6. ISSUED BY 


CODE 


3. EFFECTIVE DATE 

09/14/10 


^ Pp-dp-ral Bureau of Investigation 

935 Pennsylvania Ave. NW 
Washington, DC 20535 


4. REQUISITION/PURCHASE RED. NO. 


5. PROJECT NO. (If 2 pplicble| 


7. ADMINISTERED BY (If other than Item 6) CODE 

Same as Item 6 . 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code) 


CODE- 


PACILITY CODE 


(X) |9A. AMENDMENT OP SOLICIATION NO. 


SB. DATED (SEE ITEM 11) 


I OB. UAIkU (SEE 1 1 EM 


ni 


09/14/10 


b3 

b6 


1 0A. MODIFICATION OF CONTRACT/ORDER NO. b 7 C 

b7E 


11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers n is extended, CU is n<» extended. 
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or os amended, by one of the following methods: 

(a)By completing items 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (cl By separate letter or telegram which inclucics a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change on offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA Ilf required) 


1 3. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE 

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 



B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAB 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

K 

D. OTHER (Specify type of modification and authority) 
PAR 32.7 Funding 


E. IMPORTANT: Contractor Q is not, is required to sign this document and return copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organiaed by UCF section headings, including solicitotion/contract subject matter whore feasible.) 

Please see attached document for details. 




1 5A. NAME AND TITLE OF SIGNER (Tvoc or orintl * '■■iti rnr nniirni 

:TING 0FFICER (Type or print) 

Contracts Manager 1 

1 Contracting Officer 

15B. CONTRACTOR/OFFEROR 

■i 

16B. UNITED STATES OF AMERICA 

16C. DATE SIGNED 

(Signaturo of person authorized to sign) 

(Signature of Contracting Officer) 


b6 

b7C 


NSN 7540-01-152-8070 
Previous edition unusable 


Prescribed by GSA FAR (48 CFR) 53.243 


CELLSITE- 12472 





















ALL INFCRI-feJ i::h ' -in ■ 

HEREIt! IS IIH:.-.: - S’: 

DATE lo-ii-LOii L: LILT:- i;.::.;::- 


SF-30 AMENDMENT OF SQLICITATIQN/MODIFICATION OF CONTRACT 

SF-30 PAGE 2 OF 2 


Purchase Order Numberl 
Modification # 1 


The purpose of t 
for services unde: 



is to provide incremental funding in the amount of[ 
ask Order. Period of Performance: 9/14/10-9/ 14/1 


technical guidance to come 
performed in accordance with the sow and documents below. 


7M 

jServices to be 


b3 

b6 

b7C 

b7E 


Documentation Incorporated: r 

The followin^ ocuments are hereby incorporated into the SOW for this Task Order undeij 



Award Summary: 

The FBI the hereby awards this Task Order on the following estimates provided in 

^ated 9/9/10 under the previously agreed up on Cost-Plus 

Fixed Fee pricing: 


Developmem 


The Total estim ated cost of this Tas k Order is[ 
funding through In the amount 


The FB I provides incremental 


b3 

b6 

b7C 

b7E 


General: 

Terms and conditions are ^ose in effect und er the contract. Contractor exceeds funding at own 


risk. Invoices to be sent to 


:OTR. 


CELLSITE-12473 







12-201 (Rev. 9-6-2006) 





U.S. Department of Justice ' ; . 

Federal Bureau of Investigation - - -- 


Purchase Order for Supplies or Services 



1. Date of Order 

09/14/2010 


2. Orde 

r.No. 

3. Mod. No. 4. Mod. Date 





5. Page No. 



LBATIOH 


8. Issuing Offica (Address correspondence to): 

FEDERAL BUREAU OP IHVESTIGATIOH 
PROCUBEMEKT SECTIOH 
ROOM 6S23, JEH F. B. I. BLDG. 
WASHINGTOH, D. C. 20S35 


10. Business Classification 


11, F.O.B. Point 

DESTIKATIQH 


mmPAn of ji 

ATTH: 

BUILDING 2'/ybBA 

QUAMTICO, VA 22135 


9. Send Invoice to: (Name, Address and Zip Code); 

FEDER AL BUREAU OF IHVESTI6 ATI0N 
ATTN; 

BUILDIwu 

QUANTICO, VA 22135 

12. Discount Terms 

NET 30 DAYS 


Line No. 
(A) 


Supplies or Services 
(B) 


13. Schedule 


DUE DATEJ09/U/2011 


Unit 

(D) 

Unit Price 
(E)- 

Amount 

(F) 





ENGINEERING SERVICES 


INCREMENTAL FUNDING FQEj EA: 

GUIDANCE TO COME FROm| 

SERVICES TO BE PERFORMED IK ACCORD. 
POP; 9/14/10-9/14/11. TERMS AND COi 
EFFECT UNDER THE CONTRACT. CONTRA^ 
AT OWN RISK. SEND INVOICES TO^ 

ALL PAYMENTS BY THE GOVERNMENT UND: 
BE MADE BY ELECTRONIC FUNDS TRANSF 
SHALL PROVIDE THIS INFORMATION ON : 
SUBMIT SF-3881 FORM TO; FBI, COMM! 

RM. 1987, 
935 PENNS 


5K ORDER. TECH OCAL 


EDITIONS ARE TH 3SE IN 
irOR EKCEEDg FUN HNG 
\ COT ?. 

II R ■■ H I. B ■ ■■ ■■|i. ««*««« 

2R THIS ORDER STALL 
2R (EFT). THE VENDOR 
2ACH INVOICE OR 
SRCIAL PAYMENTS UNIT 
J. EDGAR HOOVER BLDG 
rLVAHIA AVENUE, NW 


b3 

b6 

b7C 

b7E 


14. Type Of Order 

□ A. PurchiM - Please furnish the following under the terms, and 
Conditions specified on both sides of this order, the above quotation 
number It Indicated, and the attached sheets, If any, Including delivery 
as Indicated. 


□ B. Delivery -This delivery order Is subject to Instructions con- 
tained oh this side only of this form and Is Issued sub)ecl to the tenns 
and conditions ol the above-numbered contract. 


15 . 

Grand 

Total 


XKXXXXKXXXK 


See Instructions on Reverse 



16. United States of America 

By (Signature) 

17. Name (Typed) 

Title: Contracting OfUcer 


xxxxxxxxxxx 


,474 



12-201 (Rev, 9-6-2006) 


U.S. Department of Justice 

Federal Bureau of Investigation 



Purchase Order for Supplies or Servicei' 




1. Date of Order 2. Ordeil 

09/14/2010 

6. To Contractor (Name, Address and Zip Code) 


2. Ofde. 

i-No. 

3. Mod. No. 

4. Mod. Date 









FEDER AL BUREAU OF I 

ATTKs 

BUILDIMG 27958A 
GUAHTICO, VA 2213i3 


U QF IKVESTIGATXQH 


8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF IMVESTIGATIOK 
PROCUREMEHT SECTION 
ROOM 6823, JEH F. B. I* BLDG. 
V/ASHItIGTON, D. C« 20S3S 


9. Send Invoice to: (Name, Address and Zip Code): 

FEDER AL BUREAU OF INVESTIG AT ION 
ATTN i ^ ^ 

BUILDING yyybBA b6 

QUANTICO, VA 22135 b7C 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


Line No. 
(A) 


Supplies or Services 
(B) 


13. Schedule 


Quantity Ordered Unit 

(C) (D) 


Unit Price 
(E) 


Amount 

(F) 


WASHINGTON, DC 20535 

IF THIS INFORMATION IS NOT AVAILAB -E TO THE 30VER 
THE INVOICE WILL BE CONSIDERED AN EKPROPER INVOIC 
SHALL BE RETURNED. 

iJ#******-*^ 4!' **•*‘1*"® *■*■**■** 

A PROPER INVOICE SUBMITTED FOR PAY lEKT TO THE FBI 
CONTAIN THE FOLLOWING: THE NAME OF THE VENDOR; AN 
INVOICE NUMBER; THE CONTRACT OR PUJCHASE ORDER NU 
THE INVOICE DATE; DESCRIPTION (I.E NAME OR ITEM 
NUMBER), PRICE AND QUANTITY OF GOO)S OR SERVICES 
RENDERED; SHIPPING AND/OR PAYMENT TERMS; TAXPAYER 
BANKING / ROUTING NUMBER TO ALLOW TFT PAYMENT; CO 
NAME, TITLE AND TELEPHONE NUMBER AID ANY OTHER 
SUBSTANTIATING DOCUMENTATION AS REQUIRED BY THE 
CONTRACT. 


WENT, 
i AND 

:<***«* 

MUST 


1BER; 

-INE 


ID# ; 
iTACT 


b3 

b6 

b7C 

b7E 


14. Type of Order 

□ A. Purchase - Please furnish Ihs (ollowing under the terms, and 
Conditions speollled on both sides of this order, the above quotation 
number if Indicated, and the attached sheets, If any, In cluding delivery 

ae InHlr^ofaH 

CONTRACTOR NUMBER 


□ B. Delivery -This delivery order Is subject to Instructions con- 
tained on this side only of this form and Is issued subject to the terms 
and conditions ot the above-numbered contract. 


15. 

Grand 

Total 



See Instructions on Reverse 


Point of Contact - Purchase Order Information: 







statement of Work 











Hyp' 

echnicai Questions / Responses 



Sponsor and Contractor during th 
protected appropriately to meet th 


protected a^ropriateiy to meet tn 

( (A ^ 


development process and 
in cost and schedule constraints. 



(U///FOUO) Response: T he Sponsor will have full control of disclosure and 
access of anj specific capabilities. The Sponsor will also have control 


thq These ca pabilities will be agreed upon between the 

Sponsor and Contractor during th d b evelopment process and 

protected appropriately to meet the intent within cost and schedule constraints. 

(U///FOUO) Please clarify 


b3 

b7E 



(U//FOUO) Response: The Sponsor will ha ve full control of disclosure and 
access of an>l Isoecific capabilities 



Page 3 of 5 


9/1/2010 












TE-12493 




Special Handling Inswuctlonss 

Please eonflrm receipt of documentation: 

^ ^ VxlcV^ aboOe ► 


Brief Description of Communication Faxed: 

Thank you for your assistance and have a good day. 


WARNiwe 

Informeklofl eccecheri to the cover sheet Is D.S. Government Property, . If you are not the Intended recipient of this information olsdosure. 
' reproduction, distribution, or use of ih/s information Is prohibited (18.USC, § 641). Please notify the originator or local. Ftil Office 
immediately to arrange for proper disposition. 





b6 

b7C 


FD-448 (Revised 10-27-2004) 


FEDERAL BUREAU OF INVBSTJ&H1I 



















ALL 

HEREIN IS riT:,: r- 
LrME 


U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 


• 26 August 2010 


Contract: | 

Subject: Request for Clarification orj 

Task Order Proposals ^ 


■ EnrlnspH nlpacp find thp FRT’g rarp onses to | I fechnical and/or Cost proposals for the 


Task Orders to be performed under the above Contract. Please 

review and prepare responds or for discussion to any questions or requests for clarifications 
regarding the Cost and Technical Proposals for next week. 

This proposed tasking is intended as a Cost-Plus Fixed Fee requirement and as such, in 
accordance with the previously agreed upon terms and conditions of this cnntract revise the Cost 


dncumentatinn t.n reflect ^ 10% fee structure. All Terms and Conditions under the 

are unchanged and binding for all subsequent actions, including tliis 


intended t asking. 


b3 

b6 

b7C 

b7E 


To reduce administrative burdens, please make necessary changes to those affected pages and 
provide them for replacement in original documentation. 


If I can be of further assistance with this effort vou may contact me at 



ginnorolv 


Contracting Officer 


(j 


CELLSITE- 12506 





c9o3‘5<?0^'3 ^ <i>erM€A tffsw %clf^ ShoojUi 
SECfeBl7^FORN/20350825 


Technical Questions: 


Reference Documents 

• Doc A 

• Doc b J 
Statement of Work 

Clarifications 


echnical Proposal 


DME: l0-:.^-2'r :• 

CUSS S I r'l F j 1 ; i : : ; : ? ■ 

REASON; 1.- 'O, Si 
DECLASSIFY ON: i ■■ ' ■ 


ALL INFC-IL^ATIGN CGiri';. i li. ' ■ 
HEREIN IS UHCLASSIFIE.r E;-“-T 
WHERE SHOWN CTHlRWISl 





CjHm 




T//NOFORN/20350825 







V/NOFORN/20350825 



-COMM. JOURNRL' 


MODE = MEMORY TRANSMISSION 
FILE NO.^Sll 

STN COMM. ONE-TOUCH/ STATION NRME/TEL NO 
NO. ABBR NO. 

001 OK » 


date JUL-01-2010 h«k*W time 15:11 ****^=:^** 
START=JUL-01 15:10 END=JUL-01 15: 11 


PAGES DURATION 

001/001 00500:17 

ALL IHFCFi'ATI !■ : :.i:: ' 
HEREIN IS 

DATE 10-19-.2.J12 lT 6' 


juu I. ^yiu 5i:43n(i nMMCVtn 


- - 


r, 1 


THfi HIGHEST OASSIFICATION CONTAWeD 
HE^NIS: 


OATC: 


OFAXi 


> iJJf3e M 



SECURE FAX HEADER SHEET 


to; P«T .1, 


FROM 



cnatA4/HM. 

Oh>J),h !//! 


PM 



STU-IH FAX#-* 
UHCUA8S FAX# : 


UNCLASSIFIED 
SUBJECT/COMMENTI 




f ITfL t Jf. 


THIS FAX-CONSISTS OP HEApER 


♦ fy.J 


PAGES. 





the HIOHEffT CLAS8IF1CATI0M C«»n-AINED> 
HEREIN IB: 


b3 

b6 

b7C 

b7E 



THIS 


header EHEET is UHCIASSIFIEO 


ELLSITE-12510 









JUL 13.2010 

FD-448 

Revised 
lb-27‘2004 


4:28PM RETRIEVER 


C Immediate 


C Top Secret 


(?. 


Name pf Office; 


Attn! 


Name of Office: 

FBI - Qyantteo Contracts Unit 




Approved; 


NO. 598 P. 1 


federal bureau of investigation 

FACSIMILE COVER SHEET 


PRECEbENCe 


C Priority 


CLASSIFICATIOM 

r" Confidential 


TO 


C Routine 


C Sensitive 


C Unclassified 




Pats: 

07/13/2010 




■ 



FROM 


irir)win3»y.>«.. MumLcr;‘ 


Number of Pages: (including cover) 

30 


Originator's Facsimile Number; 


SubiPttt 


DETAILS 


Special Handllnsi 

Unclass Faxi 


Secure Faxi 


Brief Description of Communication Fa:eed: 

Thank you and have a good day. 


b3 

b6 

b7C 

b7E 


ra?rSSnfSfu£n?5r'!Jro?thSiSmw«o™^ 

Immediately to airange for proper disposition. P™niDicea (jb.usc, § 641). Please notify the originator or local FBI Office 


/ y. \}Jy TS/'O 


FD-448 (Revised 10-27-2004) 


Page i or i 


FEDERAL BUREAU OF rN 0 it!liglflB^ 12512 , 




>KX!»«l»K!loK>K>KHc>K>K>l«K!K -COMM. JOURNAL- >K>K>KH!>K>K>K>K>l<>l<HoK>loK*>K>k))«K DATE JUL-13-2010 >«>K>K>K>t« TIME 14:27 >K»ot!»<>t:H;>KH: 

MODE = TRANSMISSION START=JUL-13 14:26 END=JUL-13 14:27 

FILE NO. =028 


STN 

NO. 

COMM. 

ONE-TOUCH/ 
ABBR NO. 

STATION NAME/TEL NO. 

f 

PAGES 

DURATION 

001 

634 

<01> 

SEND 

000 

00 : 00 : 00 


Mi IMFOimilON CONTMNED 

ffiRlIN IS OTCLASSIFIED 

DATE 10-18-2012 BY 65179 DMe/SlK 


>K>t:>t:>(:>)«K>l<>K>(!>K>«>K>K>l<>K>K>l«l<>K>l<>l«l<>l«t<>l«K>t(>l«lolol<>l«K5K>K>K — — - - >K>t<>t:»«K>l«l<Hc>K 


b3 

b7E 



CELLSITE-12513 



U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, DC 20535 
13 July 2010 


Subject: 


Dear 


Please find enclosed a copy of the Statements of Work (SOW) for engineering services 
developed by the Federal Bureau of Investigation (FBI). 

The FBI is interested in obtaining a proposal for this task to be performed in accordance 
with the subject Contract. Contractor shall provide technical and cost proposals to support 

tasking as set forth in the Statement of Work. ^ 3 

b6 

If there are any question regarding this SOW please submit them to my office within the b 7 C 
next five (5) business days. . b7E 


It is therefore requested that your company review the enclosed SOW and if the proposed 
contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical proposal should 
be submitted in accordance with the terms and conditions of the FBI's Contract prior to but no 
later than August 3, 2010 1 :00 P M EST. Unclassified proposals maybe email to 


Should you have any questions concern ing this matter, please contact m e a 
response may be faxed t( secure far 


r 




Contracting Officer 


Attached: Statement of Work fon 


CELLSlTE-12514 




STA TEMENT OF WORK 


Mi iNFCRiiiiici; lt; 

aEOTIH 13 LT:i':iA33 i ; L i 

raiRE SHCyril OlKEPi i E:: 

rogram 



ClASSl-'n: : .-.-■I < 

r 

REASON : i . ' 'C, 
de:;la.ss.ifv ic-L:- 



b3 

b7E 


Federal Bureau of Investigation 


Deriv 




CELLSITE-12515 






(U//FOUO/LES) All documentation as described in th^ | 

Statement of Work section 2.6 will be made available for the government. 


(UZ/FOUD/LESIA 


I requirements as detailed in sections 3.1, 3.2 and 3.3 of the 
Statement of Work will be included under this Task Order, 
us reporting required in section 3.3 will be acceptable in an 


Weekly 

email format and delivered to both the CO and COTR. 


1.2 (U//FOUO) Deliverables 


b3 
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• (U//FOUO) Weekly Status Report (See Section 3.3) 

• (U//FOUO) Monthly Program Review (See Section 3.3) 

• (U//FOUO) System Testing Plan (See Section 3.2) 

• (U//FOUO)l ' 


• (U//FOUO) System Demonstration at contractor facility 

• (U//FOUO) r 

• (U//FOUO) Final Technical Summary Report (See Section 3.2) 


i'Sj 



ET//NOFORN/20350401 
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3.1 (U//FOUO) Security Standards and Regulations 


(U//FOUO) Refer to 
guidance. 



tatement of Work section 2.3 for 


(U//FOUO) SECURITY STATEMENT: This program, all documentation, all associations, aii 
stated and impiied requirements and all personnei must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program and 
possible repercussions, both contractual and criminal. All dissemination of the program and 
contract information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


3.2 (U//FOUO) Contractor Furnished Documentation 



(U//FOUO) Refer t 
list. 


3.3 (U//FOUO) Status Reporting 


(U//FOUO) Refer to 
guidance 


tatement of Work section 2.6 for 



tatement of Work Section 3.3 for 


3.4 (U//FOUO) Formal Meetings 


(U//FOUO) Refer to 
guidance 



tatement of Work Section 3.4 for 


3.5 (U//FOUO) Government Furnished Equipment 

(U//FOUO) Government shall not supply any systems for fulfillment of this task. 

SE9^f//NOFORN/20350401 
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UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 
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UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 
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Meeting / Action items 


Page 1 of 2 


From: 

Sent; 

To: 

Cc: 

Subjeci 


Thursday. July 01. 2010 5:38 PM 


: RE: 


Thank you 


Meeting / Action items 


or this letter. 


I wish to address i mmediately th 
project next week. 

INCLASSIFIED. Th6 primary piace ot peirormance win as at oul 
effort. The Technical Point o f Contact 
cell phone al{ 
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we will begin efforts on this 


and e-mail 


ilt 




he can be reached at work 


by 


Please copy Contracts on all e-mails. 


Deliverables will be per our 9/14/09 proposal. We are looking at our schedule, and will work to have a 
final product by the 9/30/1 0 end date; however, more information on the schedule with be forthcoming. 


Best regards. 


"This information is oniy intended for the use of the individual or entity named in this email, if you are not 
the intended recipient, you are hereby notified that any disclosure, copying, distribution, or use of the 
contents of this information is strictly prohibited, if you have received this email in error, please notify me 



Froiri 

Se nt; Thursday, July Ul, 201U B:12 PM 

To| 

Cc 


Subject: Kb 


Meeting / Action items 


Good Afternoon, 


Thank you for taking the time to discusj and other action items today on conference call. Please find the 

attached response to the list of action items from our 6/23/10 program meeting and other referenced topics from 
our conversation earlier today. I wrote the letter prior to our discussion, as a result, please be advised, some 
information may be redundant. 
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If you would like a signed copy of the letter please let me know to which # you would like me to fax it. 
Have a good dav. , 


7/2/2010 
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Meeting / Action items 


Page 2 of 2 


Ser 

It! Monday. June 28. 2010 5:12 PM 

To: 

Cc: 




Subjec 


Meeting / Action items 


Good day, attached is the action items from our recent meeting 23 June 2010. Please note that 
there are several actions that require input from the Customer for due dates. We would 
appreciate your support in filling in these dates and returning the enclosure with the dates to us 
hopefully within 10 business days. 


Mtg_Action_lt.doc» 


Thank you so much, it was such a pleasure to meet you last week. 

Best regards, 

"This Information is only intended for the use of the individual or entity named in this email. If you are not 
the intended recipient, you are hereby notified that any disclosure, copying, distribution, or use of the 
contents of this information is strictly prohibited, if you have received this email in error, please notify me 

and delete it immediately. " 
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7/2/2010 
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evised Estimate at Completion Documentation 


4/21/1 1 FBI Revision 



Total Invoiced ^ $ 

Proposed Contract Value $ 

Re mainin g after Invoiced Total ^ $ 

Hol j b f Invoiced Contract Value ^ $ 

Remaining after "Hold" $ 

Funds Remaining on PO'^ $ 

Total Remaining for Reallocation $ 

$ to Hold: for Contract Close out & Voucher 9 ^ $ 

Total Remaining for Reallocation ® $ 

Note 1: The “Invoiced Total” provides a sum of all invoiced costs to date to include 


Note 2: Corresponds tc |^ehruaiv “Contract Value” and subtract the “Invoiced Total”; this revised 

calculation should correspond to | [ “Remaining” figure. 

Note 3 1 I requested tha | | be held for residu al adm inistration and potentia l A djustments. The FBI 

can accept this proposal. Our revised figure reflects| [pf the Total Invoiced Amount. 


Note 4: Purchase Order 


provider 



Note 5- Per conference call 4/2 V I i j I will pro vide Vo ucher 9 in April for rates adjustments per FYl 1 

jalendar year foi l | The FBI will reserv k f the pnn tract value and the Voucher 9 estimate for 

this anticipated Voucher figure and contract close out ot tm pontract. 

Note 6 : Remaining for realloca tion mi nus the fun ds reserved for contract close out and voucher 9. T his figure 
may be available foi askings! Is the tangible follow-on effort from th< effort. 
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Revised Estimate at Completion Documentation 


4/19/1 1 FBI Revision 


Summary of Completion Estimates & Remaining Funds 


Note 1: The “Invoiced Total” provides a sum of all invoiced costs to date to include : 
etc. This figure should correlate “Total Price” or Fphn^a rj 


discrepancy in Invoice #6 is currently being processed 
approval and processing. 


Voucher Number 

Invoice Amt 


1 

$ 



2 

$ 



3 

$ 



4 

$ 



5 

$ 



6 

$ 


- 

7 

$ 



8 

$ 



Total Invoiced ^ 

$ 



Proposed Contract Value 

$ 



Remaining after Invoiced Total ^ 

$ 



Hold^ pf Invoiced Contract Value ^ 

$ 



Remaining after "Hold" 

$ 



Funds Remaining on PO ^ 

$ 



Total Remaining for Transfer 

$ 




n 
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Please note tnat me 


nd Invoice #8 is still being reviewed prior to 


Note 2: Corresponds to| 

February 

calculation should correspond tc 

«C 


February “Contract Value” and subtract the “Invoiced Total”; this revised 
Remaining” figure. 


jrequested tha | | be held for residu al adm inistration and potential] 

can accept this proposal. Our revised figure reflect^ [of the Total Invoiced Amount. 


Note 3 


The FBI 


Note 4: Purchase Order 


provide(T 


“U. 

I I p'- -i _ — I II 1 

jproposed Contract Value as the estimated cost for this effort, i he proposed figure 

^ T?r>T — -An- 


br thd 


The FBI acknowledges 


when subtracted from the 
intended for transfer to th^ 



;he remaining 
askable bucket. I he 


the FBI wishes to include in the Remaining” funding 
Inal figure on the above chart adds this remaining 


funding on the PO to the ‘Remaining after Hold” 


24 
















We have reviewed our records and it appears we processed the invoice #6 we originaily received 
(Attachment 1). I expedited the payment process for the difference and was able to submit the Invoice for 
the remaining balance to our payment office today. It should be rectified in a few days. 

Could you please give a short summary of the work that was completed under th | lilling for 

Invoice #8? I thought we had completedihis-nmifict; or are these the hours you estimaiea woUld be 
up and mailing back^ Should we anticipate any other invoices under 


I’ve finished running through the figures for thj pstimate at Completion figures. Attached is my 

summary of remaining funds which differ slightly to your February EAC since I added actuals from the last 
few months and other residual funding on the PO. Please review and let me know when you would like to 
discuss the differences. I’ve included a quick explanation to assist in your review. Please let me know if 
you have any questions. 



b3 

b6 

b7C 

b7E 



Hello, 


I have attached the invoices for this month. 


Please note: inded 3/31/2011 (Voucher No 8) 

Voucher No. 6 fot l I is for the difference in the incorrect in voice paid 

includinR an extra month of charges that you should have receivecj 


vs the one which 

The difference is 



4/20/2011 
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In Reply Please Refer to; 


2 March 2011 

935 Pennsylvania Ave. N.W-. 
JEH Bldg Room 6853 
Washington, D.C. 20535 


Attention: 


Contracting Officer 

Subject: 


Reference: 

(a 



Attachment: 


Estimate at Completion Calculation 


Dea 








Please see the attached information regarding liabilities of accrued expenses through March 31, 2011, the 
end of the Period of Performance for this task. 


The following information was used when calculating the EAC: 


1 . Actuals as of Friday 2/25/1 1 

2. I [ beginning 2/26/1 1 which includes the following: 


a) 

b) 

c) 

d) 




Shipping Ctiarge to 



3. 


Please note the attached represents the estimate at completion a1 lurrent forward pricing 

rates. There will be a rate impact with f inal invoicing. Therefore it may be in your best interest to 
leave a recommended minimum oJ bf the contract value on the contract until closure. 


For technical questions please contact[ 


or contact the undersigned a 



Prrvntram Manappr at 
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Very truly yours, 


112527 


Contracts 





Page 1 of 1 






From: 

-T*l ’ 



Subject: RE: Docs For Today's Meeting 
Thank j - Have a great weekend! 

From^ 

Se ntiThursdav. Ap ril 21 , 2U11 1:1^ PM 

Toi l I 

Subject: RE: Docs For Today's Meeting 


i 


To summarize our meeting today: 1 

- A summary of the FBI’s intention for the remaining funds on b coming via e-fax 

- I have reached out again for direction and decision regardingTRe ECP - hope to provide 

an answer by end of week if p ossible 

- The FBI was notified ol| rate changes and will anticipate a 9**’ Voucher fo to 

cover the se changes 

- I I Invoicing of Lines out of order - the FBI will handle any administration internally, please 

disregard any prior inquires on this topic • 

- I will also reached out regarding the anticipated testing and hope to discuss with on Monday 

when returns to the office. 






JKHoKHoKsKiKiKHololoKHoKsK -COMM. JOURNfiL- >K>K*>l«>l<*iKiWI<>K>W<>l<>KH^ DATE fiPR-21-2011 HoloioK* TIME 13:59 »>I0I<!KH0«>|« 


MODE » MEMORY TRANSMISSION 


START=APR-21 13:58 END=APR-21 13:59 



FILE NO. -339 





STN 

COMM. ONE-TOUCH/ 

STATION NAME/TEL NO. 

PAGES 

DURATION 

NO. 

ABBR NO. 





001 

OK » 1 



001/001 

00:00:23 






- 



- - 


|. HolololoKMololoK 






1 IS 1 






U.S. Departmeat of Juttico 


Federal Bureau of Investigadoa 
Washington, DC 20535 


21 April 2011 


Contract: 

Subject: 


Remaining Funds Allocation 


GoodMominJ 


The Federal Buifi 
funding on thq 


lau of tnvestioatifm nrovides this l etter describing our intent for the remaining 

After various revisions of estimates at 


<»nmplption from the FBI ancj [ the FJBi has drtermined to categorize and allocate the 
remaining funding on this referenced PO in the following manner. An official modification and 


remaining funding 
further direction will be forthcoming 
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Original Proposed Contract Value , 



Estimated Completion Value 4/21/1 1 



Funding Remaining on PO based on Estimated Completion Value 



Funding to Hold for Contract Close Out and AntioipMed Voucher # 9 , 



Funding Remaining fo 






If there are any questions please do not hesitate to contact my office. 


Contracting Officer 

Science and Technology Contracts Unit 


If 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, DC 20535 


21 April 2011 
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Contract: 

Subject: 


Remaining Funds Allocation 


Good Momind 


The Federal Bureau of Tnvestipatinn nrnvides this 


etter describing our intent for the remaining 
L After various revisions of estimates at 


ftmding on th( 

completion from the FBI and 
remaining funding on this referenced PO in the following manner. An official modification and 
further direction will be forthcoming. 


]Ee FBI has determined to categorize and allocate the 


Summary of Funding 


Original Proposed Contract Value 


Estimated Completion V alue 4/21/11 


Funding Remaining on PO based on Estimated Completion Value 


Funding to Hold for Contract Close Out and Anticipated Voucher # 9 






If there are any questions please do not hesitate to contact my office. 


if 




uoniraciiiiguiiicer 

Science and Technology Contracts Unit 


CELLSITE- 12530 







To: 


Finance 


Attn: 


ERF A226 









SEC 


1T//NOFORN/20350325 



to-: 

Re: 


Finance 



From: Operational Technology Division 

268-HQ-1068430, 03/25/2010 
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SEOiaT//NOFORN/ 2 0 3 5 0 3 2 5 


To: finance From: "^Operati^al Technology Division 

Re: %SV/NF) 268 -HQ-1068430, 03/25/2010 


LEAD(S) : 

Set Lead 1: (INFO) 


FINANCE 

AT WASHINGTON. DC 


)^/NF) For information purposes the following 
modification is being requested of FBI contracti 


ohai-g.mp. pt- nf work (SOW)T Funding IS speciriea on one 


attached FD-369 


for this effort. 


bl 
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♦♦ 
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CELLSITE- 12534 









f AO rev. 11/07 

A 31 /"CIO 

CELLSITE-12537 


cmg 





























Services , „ 

b3 

Suggested Vendor: ]q g 

b7C 

bVE 



SPECIAL INSTRUCTIOIF 
Ship to Code: 

Delivety Instructions: 
Government's Estimatel 
. Previous PO # 

Previous Contract # 


M-F 8am-5pm except holidays 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
see attached EC ' 
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/ 


ACQUISITION SECURITY REQUEST 


Request Date: 03/25/2010 


Anticipated Procurement Date: 04/30/2010 


VENDOR INFORMATION 


□ Reseller With Access to FBI Facilities □ Reseller With No Access to FBI Facilities 


Vendor Name: 


Vendor Address: 


□ Manufacturer 


□ Hardware □ Software □ Maintenance 


Vendor Name: 


Vendor Address: 


El Contractor Providing Claissified'Services 


Vendor Name: 


Vendor Address: 



□ DD Form 254 Required 



PRODUCT/SERVICES INFORMATION 


□ FISMA System □ Critical Asset System □ Telecommunications □ Audiovisual 



2. What entity will be purchasing 
and using the product (Location, 
Division, Section, Unit, and 



Wireless Intercept and Tracking Team 


FBI personnel will be installing and maintaining 





MATION 


4. Highest Classification / Security 
Requirements (i.e. Top Secret, Top 
Secret SCI, Secret, SBU, LES, etc.) 


5. Who is installing and maintaining 
the equipment/software (FBI 
personnel, vendor, other)? 


6. Will the vendor require access to 
classified information/systems? 


Contracting Officer Name/ Phone: 


FBI COTR Name/Phone: 


Program Manager/Technical POC: 


Requisition Number: 


Purchase Order Number: 


Contract Number: 


DOCUMENTATION ATTAC 


□ Answers to the Acquisition Risk Questions (the replacement for the SF-328) 

□ Key Management Personnel Listing (KMPL) 

El FD-369 Requisition for Supplies and/or Equipment 

El Statement of Work (SOW) - Required if a classified contract ^ 


PRIORITY 


All requests will be handled by date received by ASU unless specific issues affecting the priority, 
i.e. Director’s Priority, are specificaliy provided in writing by the Contracting Officer. 


Comments: 


-b3 . 
b6 
b7C 
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Revised 07/01/08 


Return to Acquisition Security 
Unclassified Fax: 2 
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U.S. Department of Justice 
Federal Bureau of Investigation 







Purchase Order for Supplies or Services 








1. Date of Order 

OS/04/2010 

2. Ordi 


3. Mod. No. 

4. Mod. Date 

5. Page No. 


6 . To Contractor (Name. Address and Zip Code): 


PFr.F! ??ftt OF T.nvp Ei iG/.Tj OM 

ATTH 


BU3LDIKG 

OUAHTICO, VA 22131:- 


f 


8. Issuing Office (Address correspondence to); 

FEDERAL BUREAU OF IKVESTIGATl OK 
PROCUREMEMT SECTIOH 
ROOM 6823, JEH F. B. I* BLDG. 
WASHJtfGTOK, D. C. 20S3S 


9. Send Invoice to: (Name, Address and Zip Code): 

FEDER AL BUREAU OF IMVES TIGAT XOKb 3 

b6 
b7C 

b7E 


ATTK*. 

BUILDIKG 27908A 
OUANTICO, VA 22135 


10. Business Classification 


11. F.O.B. Point 

DESTIRATION 


12. Discount Terms 

HET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services i 
(B) 


CDMTRAC 


DUE DATE; 09/ 


FUNDING FOR ITEMS, QUANTITIES, ANE 

IK-jmiS-QEDEE ATI. TKr.fTWTn.AT. GlITD / 

C 

SEHVIUES WILL BE FERFURME'D Ui. ALCC 
PERIOD OF PERFORMANCE; 6/4/10-6/4/ 
CONDITIONS ARE THOSE IN EFFECT UNI 
CONTRACTOR EX CEEDS FUNDING A T THE] 
TO BE SENT TO 


ft ■»! ■* « ft ft V' ft ft ft ft +,■ ft ftl ft ft ft ft ft ■s 

ALL PAYMENTS BY THE GOVERNMENT UNE 
BE MADE BY ELECTRONIC FUNDS TRANS 
SHALL PROVIDE THIS INFORMATION ON 
SUBMIT SF-3S81 FORM TO; FBI, COMJl 

RM. 1987, 
935 PENKSI 


Quantlt|^Ordered 


14/201Jr 


Unit 

(D) 


Unit Price 
(E) 


Amount 

(F) 


i SERVICES 
HCE WILL 
OTR FOR T 
BDANCE V;i’l 
11. TERMS 
ER THE COl 
R OWN RISJ 


IDEM 
5E PR 
ill IS El 
'll THE 
AND 
ITRAC 
IIP! 


HER 


ft ft ft ft ft ft ft ft 

ER THIS Oil 
(EFT). 
EACH IN VO 
ERCIAL PA1 
J. EDGAR 
YLVANIA A’l 


■IFIED 
diVIDED 
■FORT. 
SOW. 


ft * ft ft 

(DER 
THE 
:CE 01 
rMENT£ 
HOOVE 

;enue, 


DICES 


ft ft +/ ft ft ft 

ilHALL 

VENDOR 

UNIT 

!:r bldg 

mi 


b3 

b6 

b7C 

b7E 

b4 


14. Type of Order 

□ A. Purchase -Please furnish the following under the terms, and 
Conditions specified on both sides of this order, the above quotation 
number il Indicated, and the attached sheets, it any, including delivery 
as Indicaled. 


□ B. Delivery • This delivery order is subject to instructions con- 
tained on this side only of this form and is issued subject to the terms 
and conditions of the above-numbered contract. 


16. 

Grand 

Total 




XKXXXXXXXXX 


See Instructions on Reverse 


Point of Contact - Purchase Order Information: 


Point of Contact - Invoice 
Commercial Payments Unitl 


16. United States of America 

By (Signature) 


17. Name (Typect) 

Title: Contracting Officer 


xxxxxxxxxxx 





12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


1. Date of Order 


2. Order No. 


3. Mod. No. 


4. Mod. Date 


OG/04/2010 


ess and Zip Code 



8. Issuing Office (Address correspondence to): <■ 

FEDERAL BUREAU OF IHVESYIGATIOM 
PROCUREMENT SECTION 
ROOM 6823, JEH F. B, I. ELDG. 
VJASHIKGTON, D. C, 20S35 


7. Ship to (Consignee and address, Zip Code): 

FEDER AL BUREAU OF IKV ESYI GAT TOR 
ATTN J 

BUILDING 279G8A 
QUANT ICO, VA 223.3b 


9. Send Invoice to: (Naine, Address and Zip Code): 

FEDER AL BUREAU OF INVES TIGATION 
ATTN: I 

BUILDING 27958A 
QUAHTICO, VA 22135 



to. Business Classification 


Line No. 

(A) 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 


13. Schedule 


Supplies or Services 

(B) 


Quantity Ordered Unit 

(C) (D) 


NET 30 DAYS 


Unit Price 

(E) 


V/ASHINGTCH, DC 20S35 

IF THIS INFORMATION IS NOT AVAILAELE TO THE GOVEF.KMENT, 
THE INVOICE WILL BE CONSIDERED AM IMPROPER ;:NVOICE AND 
SHALL BE RETURNED. 

* 41 * « * ■if -W ii ■« -jn:' * +1 ■»! •»«■»! •«««•>>'«■ 4/ +' +1 •:•**■*«•***♦>** *■ 


A PROPER INVOICE SUBMITTED FOR PA\ 
CONTAIN THE FOLLOWING: THE NAME OF 
INVOICE HUMBER; THE CONTRACT OR PL 
THE INVOICE DATE; DESCRIPTION <I.E 
NUMBER), PRICE AND QUANTITY OF GOC 
RENDERED; SHIPPING AND/OR PAYMENT 
BANKING / ROUTING NUMBER TO ALLOW 
NAME, TITLE AND TELEPHONE HUMBER /, 
SUBSTANTIATING DOCUMENTATION AS RE 
CONTRACT. 


MENT TO TJIE FB3 MUST 
THE VENDOR; Af 
RCHASE ORDER NIMBER; 
. NAME OR ITEM LINE 
DS OR SERi'ICES 
TERMS; TA):PAYEF ID^>; 
EFT PAYMENT; CENT ACT 
HD ANY OTHER 
QUIRED BY THE 


14. Type of Order 

n A. Purchase - Please furnish the following under the terms, and D B. Delivery - This delivery order is subject to instructions con* 

Conditions specified on both sides of this order, the above quotation tained on this side only of this form and is issued subject to the terms 

number if Indicated, and the attached sheets, if any. Including delivery and conditions of the above-numbered contract, 
as Indicated. 


Grand 

Total 


Amount 

(F) 



XKKXXXXXKXK 


See Instructions on Reverse 


Point of Contact • Purchase Order Information: 


16. United States of America 

By (Signature) 


Point of Contact - Invoice 
Commercial Payments Unii 



17. Name (Typed) 


Title: Contracting Officer 


xxxxxxxxxxx 


















12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 





1. Date' of Order 2. Orde 

06/04/2010 


6. To Contractor (Name, Address and Zip Co 


Purchase Order for Supplies or Servic^ 


4. Mod. Date 





8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF IKVESTIGATIOK 
PROCUREKENT SECTION 
ROOK 6823, JEH F. B. I. BLDG. 
V/ASHINGTON, D. C. 20S3S 


7. Ship to (Consignee and address, Zip Code); 

FEDER AL BUREAU OF yUVE ST IG AT I OK 
ATTKs 

BUILDi'HG 27?bBA 

QUANTICO, VA 2213^;* 


9. Send Invoice to: (Name, Address and Zip Code): 

trEDF RAf. BUREAU OF INVEST IGATION 
ATTK : I 

BUILDING 279b8A ^3 

QUANTICO, VA 22135 . ^ 


10. Business Classification 


11. F.O.B. Point 

DESTIHATIOM 


12. Discount Terms ’ 

NET 30 DAYS b7: 


13. Schedule 


Line No. 

(A) 


Supplies or Services , 
(B) 


Quantity Ordered Unit 

(C) (D) 


Unit Price 
(E) 


Amount 

(0 


*• *' tv « V « r 1 

MOD .1 DATED 9/ 14/ 10 TO EX'] 
DELIVERY PER TASK LEAD T0| 

■: « 4> fr «■ t 

rPMn POP 

♦i- -K* •>; •Ji ■fj' ^ 

MOD 2 DATED 2/ 15/ 11 
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14. Type of Order 

□ A. Purchase • Please furnish the lollowing under the terms, and □ B. Delivery - This delivery order Is subject to instructions con- 

Conditions specilied on both sides of this order, the above quotation tained on this side only of this form and is issued subject to the terms 

number It Indicated, and the attached sheets, it any, Includlrvi rtfllivBrv and mnilillflns 111 Ihfl abflYe-twmhstgd contract. 

as indicated. 

CONTRACTOR NUMBER 


Point of Contact • Purchase Order Information: 


15. 

Grand 

Total 


See Instructions on Reverse 



Commercial Payments Unit 













-COMM. JOURNRL- >W*>K>W>k>k>K)KJKJl^^ DATE FEB-15-2011 >KHo|ok>k TIME 14:46 >HHoioKii«>KH< 


MODE = MEMORY TRANSMISSION 
FILE NO. =255 


START=FEB-15 14:45 END=FEB-15 14:46 


STN COMM. ONE-TOUCH/- STATION NAME/TEL NO. 
NO. ABBR NO. 


001 


OK 


PAGES DURATION 
004/004 00:00:46 






- 


- Xolololott - 


()(oK>ioK 


ALL 

isromiiOH coinAiHED 


FO>448 

Revised 
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FACSIMILE COVER SHEET 
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DATE ia-lS-2012 BY €5179 Mffl/SlW 


PRECEDENCE 


0 Immediate 


C Priority 


O Routine 


CLASSIFICATION . 


0 TOP Secret 

C secret f' 

Confidential 

O Sensitive 

C Unclassified 



TQ 



1 

pate; 

02/15/2011 



1 



u 


A»n! 




Koom; 










FROM 





b3 

b6 

b7C 

b7E 


Name of Office: 

FBI “ Science and Technology Contracts Unit 


iNumber of Pages: (Including cover) 


nrinlnnrn/.s Name! 


Hpuiuueu. 


Inrlfiln.Mi-'g Telenhoni 


e Number: 


[oriainator's Facsimile Nu mber; 


DETAILS 


Subject; 

Please find attached Mod 2 to th| 


special Handling Instruction;; 

Please confirm receipt of this PO. 


Brief Description of Communication Faxed: 

Thank you for your assistance and have a good day. 


WARNING , 

lmm«di«*ly to arrange for proper disposition. 


fbderal bureau of investigation 


-j 4 PA 


Page i of 1 







12-201 (Rev. 9-6-2006) 



ALL :k? 
■££?.! IK 
LAI I 10 

U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 


1. Date of Order 2. Or 

06/04/2010 


6. To Contractor (Name, Address and Zip Code, 




8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF IHVESTIGATIOH 
PROCUREMEKT SECTION 
ROOM 6823, JEH F. B. I. BLDG. 
WASHINGTON, D. C. 20535 


4. Mod. Date 


7. Ship to (Consignee and address, Zip Code); 

FPr.pp /'T PitPPAit nr nj 

ATTN i I 

BUILDING 279S8A 
©UAKTICD, VA 22135 


9. Send Invoice to: (Name, Address and Zip Code); 

rtiiCTmAil ng XJH 

ATTN I 

BUILDING 27958A 
QUAKTICO, VA 22130 



^SJIGATION 


CSTIGATIOK 


10. Business Classification 

OTHER LARGE BUSINESS 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 


NET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services 


Quantity Ordered 


TRACT d 


DUE DATE: 09/ 


FUNDING FOR ITEMS, QUANTITIES, AN 



PERIOD OF PERFORHARCE: 6/4/10-6/4/ 
CONDITIONS ARE THOSE IN EFFECT UNI 
CONTRACTOR EX Cgc^c g i umTwnt /'T THE3 
TO BE SENT TO 

t: ■! I I II ■ ■ ■' ■ ■ ■ li ■ I I ■■ - J II ■ ' « -in' * 

ALL PAYMENTS BY THE GOVERNMENT UNI 
BE MADE BY ELECTRONIC FUNDS TRANSF 
SHALL PROVIDE THIS INFORMATION ON 
SUBMIT SF-3881 FORM TO: FBI, COMI'; 

RM. 1987,1 
935 PENNE 


14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and □ B. Delivery - This delivery order Is subject lo inslruofions eon- 

Conditions specilied on both sides of this order, the above quotation lalned on this side only of this form and is issued subject to the terms 

number II Indicated, and the attached sheets, if any. Including delivery and conditions of the above-numbered contract, 
as Indicated. 



Unit Price 
(E) 


’IFIED 

JVIDED 

•FORT. 

: SOW. 


DICES 

-K ■). * 

IHALL 

VENDOR 

y 

I UNIT 

:r bldg 
Nv; 


15. 

Grand jk 
Total W 


Amount 

(F) 


b4 

b6 

b7C 

b3 

b7E 


XXKXXXKXXXX 


See Instructions on Reverse 


Point of Contact - Purchase Order Information; 


16. United States of America 

By (Signature) 


Point of Contact - Invoice Pr 
Commercial Payments Unit - 


17. Name (Typed) 


AAAAAAA 


Title: Contracting Officer 




















12-201 (Rev. 9-6-2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


1. Date of Order 

06/04/2010 


6 , 


To Contractor Warns. Address and Zip Codgr. 


1 2. Order No. I 

3. Mod. No. ^ 

4. Mod. Date 

5. Page No. 




bL 

1 7. Ship to (Consignee and ac 

Idress, Zip Code): 

• 


FEDER AL BUREAU OF IKVE ST 1 G AT IQH 
ATTH i 


BUILD'iKG 27yb8A 

OUAMTICO, VA 2213S 


b3 

b6 

-b7C 

b7E 


8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF IHVESTIGATIOM 
PROCUREKEKT SECTIOH 
ROOM 6823, JEH F. B. I. BLDG. 
V/ASHIMGTOH, D. C. 20535 


9. Send Invoice to: (Name, Address and Zip Code): 

FEDERAL BUREAU OF INVESTIGATION 
ATTN; 




BUILDING 2'/9baA 

QUAKTICO, VA 22135 


10. Business Classification 

OTHER LARGE BUSINESS 


11. F.O.B. Point 

DESTINATION 


12. Discount Terms 

NET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplles.or Services 
(B) 


Quantlt^MOrdered 


Unit 

(D) 


Unit Price 
(E) 


Amount 

(F) 


WASHINGTC 

IF THIS INFORMATION IS NOT AVAILAE 
THE INVOICE WILL BE CONSIDERED AH 
SHALL BE RETURNED. 

A PROPER INVOICE SUBMITTED FOR PAI 
CONTAIN THE FOLLOWINGS THE NAME OF 
INVOICE NUMBER; THE CONTRACT OR PL 
THE INVOICE DATE; DESCRIPTION <I.E 
NUMBER), PRICE AND QUANTITY OF GOC 
RENDERED; SHIPPING AND/OR PAYMENT 
BANKING / ROUTING NUMBER TO ALLOW 
NAME, TITLE AND TELEPHONE NUMBER /: 
SUBSTANTIATING DOCUMENTATION AS RE 
CONTRACT. 


K, DC 205J| 
LE TO THE 
IMPROPER 


|5S 

GOVEI 

NVOIt: 


MENT TO T] 
THE VEND5 
RCHASE OR 
NAME OR 
DS OR SER’ 
TERMS; TA3 
EFT PAYME 
ND ANY OT 
QUIRED BY 


# « « * 4 

!E FB3 
)R; All 
;l|)ER Nl 
ITEM 
IBICES 

payefI 
; ccl 
']|1ER 
THE 


l?Tj 


^‘NMENT, 
E AND 

MUST 

MBER ; 
LINE 

ID#; 
NTACT • 


14. Type of Order 

□ A. Purchase - Hleass lumish the following under the terms, and 
Conditions specified on txith sides of this order, the above quotation 
number If Indicated, and the attached sheets, II any. Including delivery 
as Indicated. 


□ B. Delivery - This delivery order is subject to instructions con- 
tained on this side only of this form and Is Issued subject to the terms 
and conditions of the above-numbered contract. 


15 . 

Grand 

Total 


KXXKKXXXXXX 


See Instructions on Reverse 


Point of Contact • Purchase Order Information: 


Point of Contact - Invoice ] 
Commercial Payments Unit 


16. United States of America 

By (Signature) 


17. Name (Typed) 

Title: Contracting Officer 


xxxxxxxxxxx 


KEBWEazeio 















12-201 (Rev. 9-6r2006) 



U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Services 




1. Date of Order 

OS/04/2010 

,2. Order 

6. To Contractor (Afame, Address and Zip Code 



7. Ship to (Consignee arid address, Zip Code): 

FEbEl^ /.L DURCAU OF ItiVES TIGATIOH 
ATTK: I 

BUILDING 27SU8A 
QUAKTICO, VA 2213L< 


8* Issuing Offlco (Address correspondence to): 

FEDERAL BUREAU OF ItlVESTIGATIOfl 
PROCURENEKT SECTION 
ROOK G023, JEH F. B. I. BLDG. 
WASHIKGTOH, D. C. 20S3L 


9. Send Invoice to; (Name, Address aiid Zip Code); 

m(T?FAtt nr tm 


ATTHi 

BUILDiub ^yybUA 

OUAKTICO, VA 2213S 


10. Business Classification 

OTHER LARGE BUSINESS 


^Supplies or Services > 

,(B) 


11. F.O.B. Point 

DESTIKATIOH 


EEAiLJa£L_LMM£ST IG AT lOK 

b3 

yybUA , ^ 

VA 2213S 

b7C 

12. Discount Terms b7E 

NET 30 DAYS 


13. Schedule 


« *• r.‘ r.' •»; « * * i; *■ i- c- * ■)." r. tt », « fr i> r, * 4 , v «■ * t if. *■ r- 4- 4“ 4: ■ ; 4. % r 4; ■; 4> 4 > 4 ; » « 1 '. 

KOD 1 DATED 9/14/10 TO EKTEHD POP TO 9>pLA2.’ I I 
DELIVERY PER TASK LEAD TO PROVIDE TIKE | 

4 >- r. 4; 4; «• 4: *• 41 4 ' « *■ *■ t: *■ is- «' « ■ ■■"“ * ‘ " " " " " *' * ' * 

OD 2 DATED 2/lS/i: 



b3 

b6 

b7C 

b7E 


.14. Typo of Order 

□ A. Purchase • Please furnish the following unde the terms, and 
Conditions, specified on bpth sides of this order, the 
number if Iridicated, and the attached sheets, -If any, Ir 
as Indicated. 

COfltRACTOR HUMBER 


Point of Contact • Purchase Order Infomiatlon: 


• This delivery order Is sub)ect to instructions con- 

J s.tprni and is issued subject to the terms 
'numbered contract. 


.15. 

Grand 

Total 



Commercial Payments Uni 















12-201 (Rev. 9-6-2006) 

T 



U.S. Department of Justice 
Federal Bureau of Investigation 




Purchase Order for Supplies or Services 



1 0 M. 1-1 Mnri Mn 1 4. Mod. Date 

1 5. Pane No. 


06/04/2010 


6. To Contractor /Namo. Address and Zio Cod 


7. Ship to (Consignee and address, Zip Code): 

fTr-nPRAi auDPAff np thv 

ESTI CATION 

ATTHs 

BUILD 

QUANT 



ING 27ybBA 
ICO, VA 22135 


8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF IHVESTIGATIOH 
PROCUREMEKT SECTION 
ROOM 6823, JEH F. B. I. BLDG. 
WASHIHGTON, D. C. 2053S 


FP-np-R M. RHRRAH OF THyES^ ISATIOt^ 
ATTHs 


BUILDINU 2/yt)8A 

QUANTICO, VA 22135 


b3 

b6 

b7C 

b7E 


10. Business Classification 

OTHER LARGE BUSINESS 


11. F.O.B. Point 

DESTIHATIOH 


12. Discount Terms 

MET 30 DAYS 


13. Schedule 


Line No. 
(A) 


Supplies or Services \ 
,(B) 


Quantlt|MDrdered 


Unit 

(D) 


Unit Price 
(E) 


Amount 

(F) 


V/ASHIKGTO 

IF THIS IHFOBMATIOK IS NOT AVAILAB 
THE INVOICE WILL BE COHSIDERED AH 
SHALL BE RETURHED. 

A PROPER IHVOICE SUBMITTED FOR PAY 
CONTAIN THE FOLLOVJIKB: THE NAME OF 
INVOICE NUMBER? THE CONTRACT OR PU 
THE INVOICE DATE? DESCRIPTION (I.E 
NUMBER), PRICE AND QUANTITY OF GOO: 
RENDERED? SHIPPING AND/OR PAYMENT ' 
BANKING / ROUTING HUMBER TO ALLOV? : 
NAME, TITLE AND TELEPHONE NUMBER h. 
SUBSTANTIATING DOCUMENTATION AS REi 
CONTRACT. 

• * 4> * « r- « i> * ■«H<- * « * * * 

MOD 1 DATED 9/14/10 TO EX TEND POP 
DELIVERY PER TACK LEAD TO 


DC 2053| 
E TO THE 
[CMPROPER I 

lENT TO TH 
THE VENDO 
IJCHASE ORD 
NAME OR 
)S OR SERV 
TERMS? TAX 
2FT PAYMEN 
-ID ANY OTH 
iaUIRED BY 

m 9/14/11 


120VER 

noic 

K- •» « * 

^ FBI 
R? AN 
SR NU 
ITEM 
ICES 
|?AYER 
r? CO 
SR 
THE 

FOR 


IKENT, 
Z AND 

S -S' « * * 

MUST 

>IBER? 

.INE 

IDb? 

UTAGT 




14. Type of Order 

□ A. Purchite-Hleass furnish the following under the terms, and 
Conditions specllled on both sides of this order, the above quotation 
number If Indicated, and the attached sheets, II any, Inclu jlno delivery 
as Indicated. 

COHTRACTOR HUMBER 


Point of Contact - Purchase Order Informatlorfr 


1 



Commercial Payments Unit J 




□ B. Delivery • This delivery order Is subject to Instructions con- 
tained on this side only of this form and Is Issued subject to the terms 
and conditions ol the above-numbered contract. 


B - BUYER 

CELLSITE- 12612 




12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 


Purchase Order for Supplies or Service 


IMPORTANT: Rterk ell peckeqeo end DOBJers with contrcct cnd/or order numSKJro ' 






1. DateofOrder ’ 2. Or 

06/04/20-10 



3. Mod. No. 


4. Mod. Date 


5. Page No. 


7. Ship to (Consignee and address, Zip Code): 

FFnP.R AT. niinPAii of imv cot i c ATI dr 
ATTK: 

BUILDIKB 27g58A 
QUAKTICO, VA 221 35 


ess correspondence to 

FEDERAL .BUREAU OF INVESTl GATIOH 
PROCUREMEMT SECTIOM ■ • 

ROOM 6823, JEH F.B.J. BLDG., 
WASH3NGTOH, D. C. 20535 



10. Business Classification ■ . ' ’ 


11. F.O.B. Point 

DESTIHATION 


12. Discount Terms 

HET 30 DAYS 


Line No. 
(A) 


Supplies or Services 
(B) 


13. Schedule 


DUE DATE: 06/0 


FUNDING FOR ITEMS, QUA 
IN THTQ ni;>nFP tff 

BY 

SERVILES WILL BE PEki-'U 
PERIOD OF PERFORMANCE: 


QUANTITIES, AND 
TFrHMTrAT QJiiDAN 

CO 

MEU IN ALGOR 
6/4/10-6/4/1 


P « -X * * *• * 


CONDITIONS ARE THOSE IN EFFECT UNDE 
CONTRACTOR E XCEEDS FUNDING A T THEIR 
TO BE SENT TC 

X-XX-XXXXXXXXX xl II II JI JI JI J | ! ■ II JI II I. II I I I I X X X X X *• X 

ALL PAYMENTS BY THE GOVERNMENT UNDE 
BE MADE BY ELECTRONIC FUNDS TRANSFE 
SHALL PROVIDE THIS INFORMATION ON E 
SUBMIT SF-3881 FORM TO: FBI, COMME 

. RM. • 1987, 
935 PENNEY 


14. Type of Order 

□ A. Purchase -Please furnish the fallowing under the terms, and 
Conditions specltled on both sides of. this order, .the above .quotation 
number If Indicated, and the attact)ed sheets. If any, Including delivery 
as Indicated. 


Unit 

Unit Price 

Amount 

(D) 

(E) 

(F) 




□ B. Delivery -This delivery order Is sub)ect to Instructions con- 
tained on this side o.rtly of this form and Is Issued sub]ect to the terms 
and coiiditlons of the above-numbered contract. 

15. 

Grand jjk - 
Total T 

IXXXXXXXXXK 

• 

See Instructions on Reverse 


Point of Contact - Purchase Order Information: 


Point of eontact'-'Invo ice Payment Status: 
Commercial Payments Xl 


By (Signature) 


17. Name(r/pecO 

Title: .Contracting Officer 


XXXXXXXXXXX 



















U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 


IMPORTAffT; Mark ell packegos end peoors with oontract anci/of ordor numbers 

1. Date of Order g /ir/tar M^ 3. Mod. No. 4. I 

OS/04/2010 


6. To Contractor (Name, Address and ZipVd 


4. Mod. Date 



8. Issuing Office (Address correspondence to): 

FEDERAL BUREAU OF IHVESTIGATIOK 
PROCUREMENT- SECTION 
ROOM G823, JEH F. B. 1. BLDG. ■ 
V'/ASHIKGTON, D. C. 20535 


10. Business Classification 


11. F.O.B. Point 

DESTINATION 


7. Ship to (Consignee and address, Zip Code); 

FEDERAL BUREAU OF INVEST] GAT 
ATTN 

BUILi’iNG - 2Vybt!A 

OUANTICO, VA 22135 


9. Send Invoice to: (Name, Address arid Zip Code): 

FEDE RAL BUREAU OF INVE STIGAT 
ATTN j ~ 

BUILDING 27958A 
OUANTICO, VA 22135 


12. Discount Terms 


5. Page No. 


b3 

’b6 

b7C 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


MET 30 DAYS 


Unit Price 
(E) 


WASHINGTON 

IF THIS. INFORMATION IS NOT AVAILABL 
THE INVOICE WILL BE CONSIDERED AN I 
SHALL BE RETURNED. 

A PROPER INVOICE SUBMITTED FOR PAYM 
CONTAIN THE FOLLOWING; THE NAME OF 
INVOICE NUMBER; THE CONTRACT OR PUR 
THE INVOICE DATE; DESCRIPTION <3.E. 
NUMBER), PRICE AND QUANTITY OF GOOD 
RENDERED; SHIPPING AND/OR PAYMENT T 
BANKING / ROUTING NUMBER TO ALLOW E 
NAME, TITLE AND TELEPHONE NUMBER AN 
SUBSTANTIATING DOCUMENTATION AS REG 
CONTRACT. 



Amount 

(F) 


b3 

b6 

b7C 

b7E 


14. Type of Order 

□ A. Purchase - Please furnish the following under the terms, and D B. Delivery -This delivery order Is sub]ect to Instructidhs' con* 

Conditions specified orr both sides of this order,, the above quotation tained on this side only qt this forni and is issued subject to the terms 

number it Indicated, and the attached sheetl if aiiy, Inc'liiding delivery and conditions of the above-numbered contract, 

as Indicated. ^ 

CONTRACTOR MUMPER • , 




rmation: 




Commercial Payments 


17. Name (| 

. Title: Coniracth 
















12-201 (Rev. 9-6-2006) 







U.S. Department of Justice 
Federal Bureau of Investigation 





Purchase Order for Supplies or Services 


IMPORTANT: Mark alt Dackaass end Dancrs with contract and/or order numbers 


3. Mod. No. 4. Mod. Date 


7. Ship to (Consignee and address, Zip Code): 

FEf.»EK|LI -Mini , Mr r-i 

ATTK : 

P-U I L pi tn. — 

OUAKT7CO, VA T’FiF'i 


6. To Contractor (Name, Address andZIp 



8. Issuing Office (Address correspondence to): 

l EDFRAL nUHFAU Or= IMVFnTIBATTOM 

I'EOGUkEHrjr! • T3 oh 

ROOri G823, JEH F. D.2. BLDG. 

WAr-IlINOTOH, D. C. 


9. Send Invoice to: (Name, Address and Zip Code): 

■ rr-nrr^ M puppaii r,r ttjv! 

ATTN : 

BUILDING 27GL8A 
QUANTICO, VA 2T.135 


iYEGTlDAT 


5. Page No. 


jl N ■ 

b3 
• b6 
b7C 

ILN]37e 


10. Business Classification 

OTHER LARGE PUGINFob 


11. F.O.B. Point 

DFETINA.TTON 


12. Discount Terms 

NET 30 DAYF 


13.' Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 


FUNDING FOR ITEMS, OUAKTiTIES, A15D' SERVICES, iC’ENTI 
In THIS riRDFR. ALl. TECHNICAL GUID ANCE WILL BE PROV 
.BY COTR FOR THIS EFF 

SERVICES WILL' BE Ft'HKLIRNEl) J.N ACCOR I»AHCE WITH THE 
■PERIOD OF PERFORMANCE: G/4/I 0- f /4/1 L. TEEMS A1H> 
CONDITIONS ARB> THOSE ■ I-N EFFECT UNDE i THE CONTRACT- 


14. Type of Order 15. 

_ fSranri m ' ' v V 

□ A. Purchase -Haase furnish the following under the terms, and □ B. Delivery - This delivery order is sublect to Instructions con- ^ , v. aaji 

Conditions specilied on both.sides of this order, the above.quotatipn mined on this side onjy.of this fomj and Is issued subjert to the terms Total " 

number if Indicate, 'and the attached sheets, if any, Including delivery and conditions dl the above-numbered (mntiact. 

as indiimted; Instructions on Reverse 



Amount 

(F) 



b3 

b6 

b7C 

b7E 


Point of Contact - Purchase Order information: 


Point of Contact - Invoice Pf 
Commercial Payments Unit - 


16. United States of America 


.By (Signature) 

» 

17. Name (Typed) , 

XEXXXNy.XNKX 

Title: Contracting Officer 



























U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 




1. Date of Order 

OG/04/20J 0 




3. Mod. No. 


7. Ship to (Consignee and address, Zip Code): 

irpnGRAl, P.lIRGALl OF niVESTIGATI DM 


RFORR AK RUREALl OF 3 1 
ATTH ; 

BUILDlwu 

OUAKTir.O, VA 223 35 


8. Issuing Office (Address correspondence to); 

FEDERAL BUREAU OF 3 MVEST3 GATI OK 
PROCUREI'IEKT SECT3 0N 
ROOM £823, JEH F. B. 3 . BLDG. 
WAEH3 33GTOM, D. C. 20535 


10. Business Classification 

OTHER LARGE BUSINESS 


11. F.O.B: Point 

DESTINATION 


9. Send Invoice to: (Name, Address and Zip Code); 
FEDERjM Plli:>I^Aff OF TRVRC;'! 

[•I6ATI0N 

ATTN : 1 

1 

BU3 i.DlNG VVyUBA 

b3 

QUANTICO, VA 22135 

‘ b6 

' 

b7C 


NET 30 DAYS 


b7E 


13. Schedule 


Line No. 
(A) 

Supplies or Services 
(B) 



nONTRACTOR EXCEEDS FUNDING AT THEIR 

OWN RISK., INVO 


to BE SENT TO 




r. « « * ^ -if * -rf ^ -JC K X 


ALL PAYMENTS BY THE GOVERNMENT UNDE 

? THIS ORDER SH 


BE MADE BY ELECTRONIC FUNDS TRANSFE 

? (EFT). THE V 


SHALL PROVIDE THIS INFORMATION ON E 

)CH INVOICE OR 


SUBMIT SF-38ei FORM TO: FBI, COMME 

iCTAL PAYMENTS 


RM. 1987, 

J. EDGAR HOOVER 


935 PENNSY 

.VANIA AVENUE, 


WASHINGTON 

DC 20535 


IF THIS INFORMATION IS NOT AVAILABL 

b TO THE GOVERN 


THE INVOICE WILL BE CONSIDERED AN 3 
SHALL BE RETURNED. 

1PR0PER INVOICE 


* * * n + -X * it -X -P -X * i* -X rX 



■ * ’ . ‘ 'Jv ** • ■ ,x 

i 



Unit Price 
(E) 


Amount . 
(F) 



14. Type of Order 

□ A. Purchaae- Please furnish IhB following under the terms, and □ B- De"v»'y * ™s delivery order Is sublect to 

Conditions specitlsd.on both sides oUhls order, the above quotation talned on this side only of this fotm and Is Issued subject to the terms | Otal 

number if Indicated, and the attached sheets, if any, Including delivery and conditions of the above-numbered contract, 

as Indicated. * . ’ ' 


Grand A ::.3b;xxxKXXXX 

Total W 

See Instructions on Reverse 


Point of Contact - Purchase Order information: 


Point of Contact -invoice B 
Commercial Payments Unit J 


■ 16. United States of America 

By (Signature) 

"17. Name, (ryped) 

, Title: Contracting Officer 


XXXXXXXXXXX 








12-201 (Rev. 9-6-2006) 


U.S. Department of Justice 
Federal Bureau of Investigation 



Purchase Order for Supplies or Services 

IMPORTANT: Meric all Dacitanes and oah 

ers v-’lth contract and/o'rordsr tiumbers 



1. Date of Order ' ' ' -2. ( 

■ “ ' 3. Mod. No. 

4. Mod. Date 

5. Page No. 

0CV04/2010 



■ • w> 


6. To Contraclor (Namei AMress’ahd'Zii 



7. Ship to (Consi^ee and address, Zip Code); 

PFT,FR M: bureau- of IHVCG TIBATrOH 
ATTN : _ b 

BUILl'ilj'iu j-/ ' b 
QUANTTCO, VA 22135 


b3 

■b6 

b7C 




ess correspondence lo 

FEDERAL BUREAU OF INVESTIGATTOM 
PRClCUREMEfrr ' EECTTDM 
ROOM 6823, JEM F.B. I. BLDG. 
WASHINGTON, D. C. 20535 


10. Business Classification 

OTHER LARGE BUSINESS 


11. F.O.B. Point 

DESTINATION 


9. Send Invoice to: (Nahie, Address and Zip Code): 
PEDERfl PMPrrAti np tmvtt 

ATTN: 

BUILDING 2735BA 
OUANTICO, ■ VA 2213S 


12. Discount Terms 

MET 30 DAYS 


_1.~. ’~7 TO 


XJ / i_J 


JTTGATION 


13. Schedule 


Line No. 
(A) 


Supplies or Services 
(B) 



Unit Price 

(E) 


Amount. 
(F)' • 


A PROPER INVOICE SUBMITTED FOR PAYK 
CONTAIN THE FOLLOWING: THE NAME OF 
INVOICE NUMBER; THE CONTRACT OR PUR 
THE INVOICE DATE; DESCRIPTION (I.E, 
NUMBER), PRICE AMD QUANTITY OF GOOD 
RENDERED;' SHIPPING AND/OR PAYMENT T 
BANKING / ROUTING NUMBER TO ALLOW E 
NAME, TITLE AND TELEPHONE . NUMBER AN 
SUBSTANTIATING DOCUMENTATION AS REQ 
CONTRACT. 


INT TO THE FBI :1UST 
FHE VENDOR; AN 
IHASE ORDER NUMBER; 

NAME OR ITEM LINE 
3 OR SERVICES 
3RMS; TAXPAYER ID^;. 
:-T PAYMENT; CONTACT 
:> ANY OTHER 
JIRED BY THE 



14. Type Of Order 

□ A. Purchase - Please furnish the following under the terms, and 
Conditions specl|l^.on both sides of this order, .the.^ove .(quotation 
number If Indicated, and the attached sheets, it aiiy, Including delivery 
as Indicated. ■ . • ■ 

CONTRACTOR NUMBER 


Point of Contact - Purchase OrdoFlnforinatlbni 


□ B. Delivery - This delivery order Is subject to instructions' con- 
tained on this side only ol this form and is Issued subject to the terms 
and cbhditloris of the abovd-nutiibered contract. 



Commercial Payments Unit 
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Tuesday, August 24, 2010 2:41 PM 


Update - Meeting and Documentation 


b3 

b6 

b7C 

b7E 


I just fax ed vou the follo wing documents: 
Mod 1 tq + SF-30 providing 


IVlOd 2 » 


Clarification Letter + Questions for Clarification (3 pages); 2) 
the service agreement for the PO. 


Below is also a proposed brief list of the topics for discussion on Tuesday 8/31/10. We are not bound to these 
topics - I’d like to allow for flexibility for discussion day of. 

• Contract Administratio n of Task Ord er Letter Proposals 

• Cnn.«;nliriatPr< I InrlatPrT 


contract Pricing 


inreiienTiiai-cuppertv riants ciariti cation 


Official Letter frorr l l >roviding current status: 
o What documentation or requests were submitted and for what 
o VWiat is the current status of documentation, etc.? 


Please let me know if you have any questions or additions to the list above. Please let me know you received the 
fax. 

Thanks again for ail your help. 


Lomracmg uttid6t 

Federal Bureau of Investi gation 


8/24/2010 


CELLSITE-12618 






28. The 
provide! 


o cnange. 


during performance and will notify the customer as necessary. 


f 

this 



Your edits to the comments look fine. 


A 



Sen t; -Monday, August 23. 2 010 4:19 PM 
To: I 

Subject: RE: Proposal 


I went over your questions/comments witj | 
words. Please review, especially the sections 
phone today. 


and we've updated with a few contractual 
in red, revised per our discussion on the 


Once I get your review on this document, I will send out to for response. 
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CELLSITE-12619 
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)K!K!I«K***>I<H<H«KH<!1«|0K -COMM. JOURNAL- DATE JUL-12-2010 >H>|o|oKH! TIME 15:49 


f 


MODE = MEMORY TRANSMISSION 
FILE N0.-835 


START=JUL-12 15:48- END=JUL-12 15:49 


STN 

NO. 

COMM. 

001 

OK 


ONE-TOUCH/ STATION NAME/TEL NO. 
ABBR NO. , 


PAGES DURATION 
007/007 00:01:07 
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FD-448 

Revised 

10-27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 


lololoUXoK 

liii-'UtLiAimr --AIMED 
SERE'IH IS OMSIi-.S"-- ■■ rSD 

OMl 10-18-2012 BY 55179 DMH/SIM 


precedence 


O Immediate 


C Priority 


O Routine 


CLASSIFICATION 


G Top Secret 


C Secret 


G ConOdentlel 


O sensitive 


O Unclassified 


TO 


Name of Office; 


iPawImilB Number;- 


pate: 

07/.12/2010 


b3 

b6 

b7C 

b7E 




jKOsm: — ' 1 


1 FROM 


Name of Office: 

FBI - Ouantlco Contracts Unit 

Number of Pages: (Including cover) 

7 


1 

|Orlglnator’5 Telephone Nun 

\ber: 


■noer; 






DETAILS 


Subject: • 

Please find attached Task Order Letter requesting proposals undj 


Special Handling Inttructlont: 

Please confirm receipt. 


Brief Description of Communication Faxed: 

thank you and have a good day. 


WARNING 

Information attached to the cover sheet Is U.S. Government Property. If you are not the intended recipient of this Information disclosure, 
reproduction, distribution, or use of this Information is prohibited (IB.USC, g 641). Please notify the originator or local FBI Ome* 
immediately to arrange for proper disposition. 
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federal bureau of investigation 
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Mi liTFORMATioti c:in.-.:7i; 

aEK Ejy IS UNCiASSiii^;:: 
OWE lO-ie-2012 BY 6517S 


From: 

Sent: 

To: 

Cc: 


J ^ 

1 w If rivi 


Task Order Letter 




Good Afternoon 


b3 
b6 
b7C 
b7E 

the attached ofF7HeT^^=7omon^oMb'^^ requesting technical and cost proposals according to 

the attached official Statement of WorK. This document will be unclassified. Please let me know when you revive 


I’m faxing over a Task Order L'etter f 


Thank vnii and have a good day, 


Contracting Officer 
Federal Bureau of Investiq atinn 




7/12/2010 
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FD-448 

Revised 

10 : 27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 


O Immediate 


PRECEDENCE 

O Priority 


O Routine 


CLASSIFICATION 


C Top Secret 


O Secret 


O Confidential 


O Sensitive 


O Unclassified 


TO 


Mamp nf nffiro 


Attn: 


iFapcimilc Miimhor" 


Date: 

07/12/2010 


<• 

ilH 


FROM 


1 r 


Name of Office: 

FBI - Quantico Contracts Unit 

Number of Pages: (including cover) 

7 

iiiiii 


lOriginator's Telephone Number: 








-b3 

b6 

■b7C 

b7E 


DETAILS 


Subject: ' 


Please find attached Task Order Letter requesting proposais unde^ 


Special Handling Instructions: 

Please confirm receipt. 


Brief Description of Communication Faxed: 

Thank you and have a good day. 


* 


WARNING 

Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this information disciosure, 
reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Piease notify the originator or iocal FBI Office 
immediateiy to arrange for proper disposition. 


CELLSITE-12623 

FEDERAL BUREAU OF INVESTIGATION 


FD-448 (Revised 10-27-2004) 


Page 1 of 1 




FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 1212582-1 

Total Deleted Page(s) = 95 
Page 7 ~ Duplicate; 

Page 8 ~ Duplicate; 

Page 9 ~ Duplicate; 

Page 10 ~ Duplicate; 

Page 1 1 ~ Duplicate; 

Page 12 ~ Duplicate; 

Page 36 ~ Duplicate; 

Page 37 ~ Duplicate; 

Page 38 ~ Duplicate; 

Page 39 ~ Duplicate; 

Page 40 ~ Duplicate; 

Page 60 ~ Duplicate; 

Page 61 ~ Duplicate; 

Page 62 ~ Duplicate; 

Page 63 ~ Duplicate; 

Page 64 ~ Duplicate; 

Page 65 ~ Duplicate; 

Page 66 ~ Duplicate; 

Page 67 ~ Duplicate; 

Page 68 ~ Duplicate; 

Page 69 ~ Duplicate; 

Page 70 ~ Duplicate; 

Page 71 ~ Duplicate; 

Page 72 ~ Duplicate; 

Page 73 ~ Duplicate; 

Page 74 ~ Duplicate; 

Page 75 ~ Duplicate; 

Page 76 ~ Duplicate; 

Page 77 ~ Duplicate; 

Page 78 ~ Duplicate; 

Page 79 ~ Duplicate; 

Page 80 ~ Duplicate; 

Page 81 ~ Duplicate; 

Page 82 ~ Duplicate; 

Page 83 ~ Duplicate; 

Page 84 ~ Duplicate; 

Page 85 ~ Duplicate; 

Page 86 ~ Duplicate; 

Page 87 ~ Duplicate; 

Page 88 ~ Duplicate; 

Page 89 ~ Duplicate; 

Page 90 ~ Duplicate; 

Page 91 ~ Duplicate; 

Page 92 ~ Duplicate; 

Page 93 ~ Duplicate; 

Page 94 ~ Duplicate; 

Page 95 ~ Duplicate; 

Page 96 ~ Duplicate; 

Page 97 ~ Duplicate; 

Page 98 ~ Duplicate; 

Page 99 ~ Duplicate; 

Page 100 ~ Duplicate; 



Page 101 ~ Duplicate; 

Page 102 ~ Duplicate; 

Page 103 ~ Duplicate; 

Page 104 ~ Duplicate; 

Page 105 ~ Duplicate; 

Page 106 ~ b1 ; b3; 

Page 107 ~ Duplicate; 

Page 108 ~ Duplicate; 

Page 109 ~ Duplicate; 

Page 110- Duplicate; 

Page 1 1 1 - Duplicate; 

Page 1 12 - Duplicate; 

Page 1 13 - Duplicate; 

Page 1 14 - Duplicate; 

Page 204 - Duplicate; 

Page 208 - Duplicate; 

Page 273 - Duplicate; 

Page 274 - Duplicate; 

Page 275 - Duplicate; 

Page 276 - Duplicate; 

Page 277 - Duplicate; 

Page 306 - Duplicate; 

Page 307 - Duplicate; 

Page 308 - Duplicate; 

Page 309 - Duplicate; 

Page 310 - Duplicate; 

Page 31 1 - Duplicate; 

Page 317 - Duplicate; 

Page 318 - Duplicate; 

Page 319 - Duplicate; 

Page 320 - Duplicate; 

Page 321 - Duplicate; 

Page 359 - Duplicate; 

Page 360 - Duplicate; 

Page 361 - Duplicate; 

Page 436 - b1 ; b3; b5; b7E; 
Page 437 - b1 ; b3; b5; b7E; 
Page 467 - Duplicate; 

Page 468 - Duplicate; 

Page 469 - Duplicate; 

Page 470 - Duplicate; 

Page 471 - Duplicate; 

Page 472 - Duplicate; 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



rrj 


(Rev. 05-01-2008) 


ALL ccNrA:i:Ei' 

rlEREIi: IS 'JimASSIFIi:- EXCEPT 
rtHIRE SHCrtCI CIHERATSI 


ET/ /NOFORN/ 20350224 


GLA?:-'i ; M- ■ - ■ i - 

:.::i 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To ; Finance 


Date: 02/24/2010 


Attn: 


From: np^-rati nnal Tpchnnl nav nivi.q-inn 

Contact : 

Approved By: 


1/TTU/QT-ERF 


Drafted By: 

Case ID #: )s(^/NF) 268- HQ -1068430 (None) 

Title: (U) 


Synopsis: (n) To request finance division initiate contract^ual 

action for I 


T^mr 


as described in tiae attacJied, statement of Work 


DeH?vedr-Froiii-, ^ M^ Xtj-p3r€— SOTlrces' 

— 


; 

b3 

b5 

b6 

b7C 

b7E 


Enclosure (s) : 


j(J| (W/NF) Statement of Work (SOW) 

j/sy'/NF) Justification for other than full 

and open competition (JFOC) 

Tn (\^//NF) Security Addendum 

VNF) FD-369 






JsieK^2/20350224 

To: Finance From: Operational Technology Division 

Re: ^/NF) 268 -HQ-1068430 , 02l2Al2010 



2 


2 0 3 5 0 2 2 4 


To; 

Re; 


Finance 


From: Operational Technology Division 

268-HQ-1068430, 02/24/2010 





0 3 5 0 2 2 4 

To: Finance From: Operational Technology Division 

Re : ^/NF) 268 -HQ-1068430 , 02/24/2010 


TTTT — raDie i 


b3 

b5 

b6 

b7C 

b7E 



(U) The Contracting Officer Technical Repres entative (COTR) f or 

this procurement is Electronics Engineer (EE) who 

can be contacted at the Engineering Research Facility, located in ■ 
Quantico, Virginia, for any questions. 


^g53«C£2/2 0 3 5 0 2 2 4 
4 


024^S T3 

CELLSITE- 18420 




.Zs^eRSEZ/2 0 3 5 0 2 2 4 

To: Finance From: Operational Technology Division 

Re: (^/NF) 268-HQ-1068430, 02/24/2010 


LEAD(s) ; 

Set Lead 1; (Action) 
FINANCE 


AT WASHINGTON. DC 


^/NF) 




numpsr 

budget 

■arrs 

item and 


The Finance Division, Engineering C ontracts 
to initiate contractual action with^ 


as specified on the attached FD-369 requisition b3 

L att ached SOW. Fundi ng is available i n TTU b7E 

and □ in the amount of 


♦♦ 


Zs§WCS5;^/ 2 0 3 5 0 2 2 4 


CEi T£> 


O Z? .4- a 79 

CELLSITE-18421 



UNCLASSIFIED//FOUO/SBU/LES/20350325 

STATEMENT OEWORK 


Task Order 1 


1 (U) SCOPE 



UNCLASSIFIED//FOUO/SBU/LES/20350325 

^ CEIL/OTD OZ^BST 


CELLSITE-18428 




UNCLASSIFIED//FOUO/SBU/LES/20350325 

1.3.1 (U) Key Technology Areas 

(U) Refer to CLASSIFIED Concept of Operations / SOW Document 

2 (U) Concept of Operations 

(U) Refer to CLASSIFIED Concept of Operations / SOW Document 

3 (U) Requirements 


3.1 (U) Security Standards and Regulations 

(U) Refer to Statement of Work section 2.3 for guidance. 

(U) SECURITY STATEMENT: This program, all documentation, ali associations, ail stated 
and implied requirements and all personnel must adhere to and meet security requirements. 
Any breech of security will result in immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


b3 

b7E 


3.2 (U) Contractor Furnished Documentation 

(U) Refer to Statement of Work section 2.6 for list. 

(U) Refer to CLASSIFIED Concept of Operations / SOW Document 

(U) A system connection diagram pictorial card to assist the operator during set- 
up. 

3.3 (U) Status Reporting 

(U) Refer tc Statement of Work Section 3.3 for 

guidance 


3.4 (U) Formal Meetings 

(U) Refer tc Statement of Work Section 3.4 for 

guidance 


3.5 (U) Government Furnished Equipment 



UNCLASSIFIED//FOUO/SBU/LES/20350325 

2 cEii^oro 


024888 

CELLSITE- 18429 










UNCLASSIFIED 


(Rev. 05-01-2008) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE Date; 12/16/2010 



To; Finance Attn; I I 

Finance Division 
Quantico Contracts Unit 



Case 'ID #; 268-HQ-1068430 


Title; WIRELESS INTERCEPT AND TRACKING TEAM 



CELLSITE- 18431 





UNCLASSIFIED 




To: Finance From: Operational 'Technology Division 

Re: 268-HQ-1068430, 12/16/2010 


LEAD(s) ; 

Set Lead 1: (Info) 

FINANCE 

AT WASHINGTON. D.C. 
For information only. 

CC; 


♦♦ 


b3 

b5 

b6 

b7C 

b7E 


UNCLASSIFIED 

2 


C E'LL/OT ID 


02IA'907 


CELLSITE-18432 





^ ^ Enc 1 osure (s) : ^/NF) Acquisition Plan, Statement of Needs, 

Project Plan, Statement of Work, Justification for Other Then 
Full and Open Competition, Security Addendum, and| 



^^^0K^^/NOFORN/2 0 3 6 0 2 2 8 


CELL/O TD 


iZ4 


CELLSITE- 18438 







/NOFORN/ 2 0 3 6 0 2 2 8 

To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 2/28/2011 



CELLXOTD 


CELLSITE-18439 




To: 
Re : 


7/NOPORN/ 2 0 3 6 0 2 2 8 


Finance From: Operational Technology Division 

(U) 268-HQ-1068430, 2/28/2011 


bl 

b3 

b5 



/NOFOEN/ 2 0 3 6 0 2 2 8 


To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 2/28/2011 



CEL L O TO 02492Pp j | R441 



/noporn/ 20360228 

To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 2/28/2011 

b3 



/NOFORN/ 2 0 3 6 0 2 2 8 
5 


OZ4919 

CELLSITE- 18442 


CEL 





/NOFORN/ 2 0 3 6 0 2 2 8 

To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 2/28/2011 


(U) The Contracting Officer Technical Represephaijive 
(COTR) for t his procurement is Electronics Engineer (EE) 


and can be contacted at the Engineering Research 


Facility, located in Quantico, Virginia, for any questions. 


thatf 


(U) Contractincf Officers are responsible for ens uring 




b3 

b6 

b7C 

b7E 


/NOFORN/20360228 

6 


c e: I I, /o 


02,492|^ELLSITE-18443 





//NOPORN/2 0 3 6 02 2 8 


To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 2/28/2011 


LEAD(s) : 

Set Lead 1; (Action) 

FINANCE 


AT PSFO. DC 

M/nf) The Finance Division is requested to initiate 


a five-vear ei 

laineerina services and eauinment nrocurement b 8 

contract wit 

Hi 



1 as specified on 

It of Needs. b7C 

the attached 


Acquisition Plan and Stateme] 

CC: 


b7E 


♦♦ 


/NOFORN/ 20360228 
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CELL/OTD 024922 


CELLSITE- 18444 



fill. CCNTMIIED 

HEPEI^I IE imCL!.33IFIE.D EXCLET ' “ - 

HttERs vinmwiSE -"L---- ^ i ” -i ^ - •- =■ ■" ■■ ‘ - : 

■^BeRE^/NOFORN/20360131 D-ECLASSIFi CS: ^ 

JustiHcation for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 

1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the Finance 
Division, Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 



/NOFORN/ 2 0 3 6 0 13 1 


CELL-^OTD 024923 


CELLSITE-18445 




SJ3SR£!t/ /NOFORN/ 2 0 3 6 0 1 3 1 


il-)- 


4. roENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

bl 

b3 
b7E 

5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 




Se^RI^C^/NOFORM/ 2 0 3 6 0 1 3 1 

CELL/OTD 024924 


CELLSITE- 18446 



/NOFORN/ 2 0 3 6 0 13 1 


;-Si 


6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 

FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), 
provides Contracting Officer authority to not publish a procurement action when "the synopsis cannot be 
worded to preclude disclosure- of an agency's needs and such disclosure would compromise the national 
security", (e.g., would result in disclosure of classified information). This procurement is not being 
public ized in the Federal Business Opportunities ('FedBizOnns'). or anv other periodicals because to do so 
wouldl I 


bl 

7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST 3 

TO THE GOVERNMENT WILL BE FAIR AND REASONABLE ^ j 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 



9 . 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(u:| 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


/NOFORN/ 2 0 3 6 0 1 3 1 


CELL/OTD OZ4-9Z5 CELLSITE-18447 





JjlBRgnil^/NOFOIlN^ 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


<? 


/ NOFORN/ 2 0 3 6 0 1 3 1 


0Z49Z6 


CELLSITE- 18448 


^S^RgJ^/NOFORN/ 20360131 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to 
the best of my knowledge that all information contained herein is complete and accurate to the 
best of my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. • 


, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of my 
knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 


/NOFORN/20360131 

CELL/OT 


b6 

b7C 


024927 


CELLSITE- 18449 



3J5ejffi^Z/NOFORN/20360131 



(U) Subject: Requisition Security Addendum 

(U) Summary: This addendum further expands on the referenced 



^§Bag*®^/NOFORN/20360131 


CELL/OTD 0Z49Z3 


CELLSITE- 18450 



bl 

b3 

b5 

b7E 


January 31, 2011 


Chief Security Officer 
Operational Technology Division 


Jlecia^sxf^T'Snlj^ni^^ 


rM90601 


ifes^^OFORN/20360131 
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* * *^bSrs^^ * * 

I'AIE; i.. 

REAS"!;; 1 . i '■.-.j. 
DECLASSITV CN; i - • ' - 

STATEMENT OF NEED 

PROJECT/ACTIVITY :| Contract 

PROJECT/ACTIVITY LEADER: 

■ ALL iHFCRK&iisij ; ji; i Allii: 
HEREIN IS 01ILLASS:LIL.- i 

JfHEEE Sfl.CW'! CTHEB.K 1 SE 

PURPOSE : 


(U) To request authorization to initiate a new project/activity 
with a competitive vendor within the Tracking Technology. Unit's 
(TTU) Wireless Intercept and Tracking Team (WITT) . 

THE NEED STATEMENT: 




CELL/0 TD 024930 ' CELLSITE-18452 




* * * 




* * * 


STATEMENT OF NEED 



[268-HQ-1068430] 


* * * 


CELL/ 


* * * 


[January 31, 2011] 

OZ4'931 



* * * 



CELLSITE-18454 



J 




STATEMENT OF NEED 


SPECIAL CONSIDERATIONS/CONSTRAINTS 


(U) Program technical risks are mitigated by securing an 
alternative solution provider, fostering competition among 
qualified vendors to provide the optimal solution, use of 
commercial and government controlled interface standards, 
implementation of commercially available sub- co mpone nts and 
utilization of pre-existing FBI technology. The| contract will 
define, integrate and extend Commercial Off the sneif (COTS) and 


developed and tested 
been removed. 


program on previously 
significant risk has 


[268-HQ-1068430] 

* * * * * 

[January 31, 2011] 


CELL/OTD 

024933 








STATEMENT OF NEED 
APPROVAL 


Prepared by: 

(Project Leader) Printed Name Signature Date 


Concurred by: 

(Quantico Contracts Printed Name Signature Date 

Unit Chief) 


b6 

b7C 


Approved by : | I 

(TTU Unit Chief) Printed Name Signature Date 


[268-HQ-1068430] 



[January 31, 2011] 
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Justification for Other than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(1) 

IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The Federal Bureau of Investigation’s (FBI) Quantico Contracts Unit (QCU) has prepared this 
Justification for Other Than Full and Op en Comnetition in resnonse to a reauirern ent from the 

Operational Technology Division (OTD)j | Tracking 

Technnlnpv Unit tTTTTY fhr the establishment of a delivery order fori 


NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed Firm-Fixed Price delivery order has a total estimated value oi 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S 
NEEDS 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN 

FULL AND OPEN COMPETITION 


(U) This contract action is authorized by 41 U.S.C. 253(c)(1), as set forth in the Federal Acquisition 
Regulation (FAR) 6.302-1, "Only one responsible source and no other supplies or services will 
satisfy agency requirements. 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



CELL/0 TD 


O Z 4 9 9 O 
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DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) This requirement will be posted on Federal Business Opportunities, therefore any company that 
is an authorized reseller of the requested items will have an opportunity to submit a quote. 


bl 

b3 

b7E 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WELL BE FAIR AND REASONABLE 


(U) The Contracting Officer will ensure that the anticipated cost to the Government will be fair and 
reasonable. Techniques may include an analysis of propose direct costs, audit or comparison of 
proposed indirect factors with audited factors in use elsewhere in the Government, comparison of 
proposed rates to published rates, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


IS) 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 



10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN 

THE ACQUISITION 


(U) No companies have expressed interest in writing in regards to this procurement. 



9 9 'IS 


CELL/OTD 
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b6 

b7C 

12. SIGNATURES 

TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) As Technical Representative of the requiring office, I have reviewed the data provided in support 
of the Justification and Approval to Procure Using Other Than Full and Open Competition. I certify 
that the data is accurate and complete to the best of my knowledge and belief 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE 

OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will continue to scan the market to identify potential sources on subsequent 
acquisitions. 


I Date 

Contracting Officer’s 
Technical Representative 


APPROVED BY: 

As the Contracting Officer of Record, I hereby certify, to the best of my knowledge, that the 
information contained herein is accurate and complete. 


I Date 

Contracting Officer 


CELL/OTID 


024992 


CELLSlTE-18514 




Justification for Other than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(1) 

IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The Federal Bureau of Investigation’s (FBI) Quantico Contracts Unit (QCU) has prepared this 



snt from the 
Tracking 

tiftietit 6t & dfeiivfeiy di'dfef 161 


NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed Firm-Fixed Price delivery order has a total estimated value on 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S 
NEEDS 


(U) The pu rchase orde r will be Firm-F ixed Priced wi th an estimated value ofl 


Requisitiorl 


in the amount on 


is being used to fund this acquisition. 


IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN 
FULL AND OPEN COMPETITION 


bl 

b3 

b7E 



(U) This contract action is authorized by 41 U.S.C. 253(c)(1), as set forth in the Federal Acquisition 
Regulation (FAR) 6.302-1, "Only one responsible source and no other supplies or services will 
satisfy agency requirements. 

DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


CELL/OTD 024993 
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bl 

b3 

b7E 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) This requirement will be posted on Federal Business Opportunities, therefore any company that 
is an authorized reseller of the requested items will have an opportunity to submit a quote. 

7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED 
COST TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The Contracting Officer will ensure that the anticipated cost to the Government will be fair and 
reasonable. Techniques may include an analysis of propose direct costs, audit or comparison of 
proposed indirect factors with audited factors in use elsewhere in the Government, comparison of 
proposed rates to published rates, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 



9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 



10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN 

THE ACQUISITION 


(U) No companies have expressed interest in writing in regards to this procurement. 








11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE 
OR OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will continue to scan the market to identify potential sources on subsequent 
acquisitions. 

12. SIGNATURES 


b6 

b7C 


TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) .As Technical Representative of the requiring office, I have reviewed the data provided in support 
of the Justification and Approval to Procure Using Other Than Full and Open Competition. I certify 
that the data is accurate and complete to the best of my knowledge and belief. 


Date 

Contracting Officer’s 
Technical Representative 


APPROVED BY: 

As the Contracting Officer of Record, I hereby certify, to the best of my knowledge, that the 
information contained herein is accurate and complete. 


I Date 

Contracting Officer 


CE 


„.L Oi'TD 
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(Rev. 05-01-2008) 


ALL ILTCEMAi::!." CONTAIllED 
3L?£Ii: IS UirCLASSIFIED EXCEPT 
KHIRE SHCICI ITrlERKlSI 




FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE ' Date: 02/18/2010 



lUj Case ID #: 268 -HQ-1068430 (Pending) 

Title: (U) 

Synopsis: (U) To provide background on the intended sole source 



W Enclosure (s) j Justification for Other than Full and Open 

Competition 


b6 

b7C 


b3 

b5 

b7E 




CEL I 


lO 2 4 9 9 '6 


CELLSlTE-18518 













1 . 


To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 02/.25/2010 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT PSFO, DC 


(U) It is requested t hat the O uantico Contracts Unit 




to 



T T 




CC; 


. - (ENCL) 



b3 

b5 

b6 

bVC 

b7E 



3 


CELL/OTD 02499.8 
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MJL INFCh-'--'/ .. : : ;M 

HEREIH I- -r.i-; 

DAiE cj-i;-2jL: ;'i 


Statement of Need 
To accompany Requisition I 


b3 

b5 

b6 

b7C 

b7E 



Tracking Technology Unit 


CEi-L 


,ni 5 




CELLSITE- 18522 





(Rev. 01-31-2003) 



Enclosure (s) : FD-369 

Checklist . 


in the amount of 



CELL/0 TD 0:S 15 0 01 
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To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 11/04/2008 


[•SniiiSElSiil 


MiBiBnKrsnsi 







To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 11/04/2008 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


AT PSFO. DC 


Quantico Contracts Unit (OCU)is recaiested to exer cise 
option year four of contract I 







(Rev. 05-01-2008) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : Finance 


Attn; 


Date: 11/12/2008 

Rm B239 ERF-QT 


Approved By: 


Drafted By; 

Case ID #: (U) 268-HQ-1068430 

Title; (U) WIRELESS INTERCEPT AND TRACKING TEAM 


Derxved~: 

Declasai- 


Enclosur e { s > ; FD - 3 6 9 

and Statement of Work 


1^1 


Jdurces 


in the amount of 




CE 
















To: Finance From: Operational Technology 

Re: (U) 268-HQ-1068430, 11/12/2008 


LEAD(s) : 


Set Lead 1: (Action) 
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(Rev. 05-01-2008) 

UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY Date: 07/31/2009 

To: Finance Attn: 

From : Op erational Technology Division 

I I^TTU/OT-ERF-E 

Contact ; 

Approved By : 

Drafted By: 

Case ID #: 268 -HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 

Synopsis: The Quantico Con tracts Unit (QCU) is reauested to 


) : ASU Checklist, FD-369 

Vendor Quote. 


in the amount of 



UNCLASSIFIED 


CELL.XO Ti:> 

0Z!50'13 







UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 07/31/2009 


using budget iteiti l | Subobj ect class ifications 


to be applied to the contract vehicld 


and 


The Contracting Officer Technical Repr e-eenteti (COTR^ for this 
procurement is Electronics Engineer (Ee] and 

can be contacted at the Engineering Research Facility, located in 
Quant ico, Virginia, for any q uestions. Contracting Officers are 
responsible for ensuring thatl I 


b3 

b6 

b7C 

b7E 


UNCLASSIFIED 

2 

C E L L 


D 


025014 


CELLSITE-18531 



i 

1 


UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 07/31/2009 


LEAD(s) : 

Set Lead 1:. (Action) 
FINANCE 

AT PSFO. DC 





il-1 IHFORii.Al.1: i; J . 

KEPEiM :■ 

DATE 04.-lS-i0.13 j.' 


STATEMENT OF NEED 


b3 

b6 

b7C 

b7E 


Based on the c ost estimate it is requested that the Tracking Technology UnitJ 


pperational Technology Unit be anoro yed to utilize OTP funding to 
support this urgent and co mpelling requirement to provide a 


Unit Chief 

Tracking Technology Unit 


02 


501 6 
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(Rev. 05-01-2008) 


?.ii I. r: 

HEREI'E-- if L 
DATE C'4-l;f-2'yi ■ 

UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : Training 

From : nrig-y-al-i r>na1 Tgr->irw-.1 t^mr 


Date: 10/29/2008 


Attn: 


Training Services Unit, QT 


Unit/ Q T- ERF 

Contact : 

Approved By: 


k Tracking Technology 


Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis: The Tracking Technology Unit (TTU) , Wireless Intercept 

and Tracking Team (WITT) , request that a TR number be issued for 


uiaiiiiiiy cu "nt! iieiu. m r i u u . 


Details: The Tracking Technology Unit (TTU) , Wirele qg Tnh a i"r< Q r»i- 

and Track ing Team (WITT) , request that the following 


Vendor : 

Approval • _ DQJ approval orq cess completed tor FY09 
Location: 

Amount : 

The 


ruapp.qHarv .gki 11 hn I 


1 training courses will provide the 


1 


J The training courses will be held on various dates in FY09 


b3 

b5 

b6 

b7C 

b7E 


UNCLASSIFIED 


CEL.L/0'^ 


Z5017 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430 , 10/20/2008 


LEAD(s) : 

Set Lead 1: (Action) 

TRAINING 

AT OUANTICO. VA 

The Delivery, Support and Logistics Unit is requested b3 

to approve the TTU/WITT training classes based on the information 
provided. b7C 

b7E 


CC: 


♦♦ 


UNCLASSIFIED 


C E II. TD 



CELLSITE- 18535 



ill 

HEREIM Iz 

DATE 04-15-2011 .1 


STATEMENT OF NEEDS 


The Tracking Technology Unit (TTU), Wireless Intercept and Tracking Team (WI 
responsible for providing FBI field divisions witlj 


T)is 


anT 


In response to this tasking, TTUAVITT has identified and determined that 


1 


lThe training courses provide 


b3 

b6 

bVC 

b7E 


TTU/WITT Unit Chief 


CEL, 


■lO 'ir D 


02501 9 


CELLSITE- 18536 






FEDERAL BUREAU OF INVESTIGATION 


(Rev. 01-31-2003) 


Precedence: ROUTINE 

To : Finance 


Attn: 


Date: 4/02/2009 



Rm B239, ERF-QT (Enc) 



Case ID #: 268-HQ-1068430 


Title: WIRELESS INTERCEPT AND TRACKING TEAM 


b3 

b5 

b6 

b7C 

b7E 










To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 4/02/2009 


b7E 



To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 4/02/2009 


LEAD (s) ; 

Set Lead 1 : (Action) 

FINANCE 

AT PSFO. DC 

TTU requests that the Engineering Contracts Unit issue 
pa-yment action acainst the attached FD-369 to ac quire the identified 

is availabl' 


using Budget Item 


] Funding for th q amount o^ 
Subobject Class 


b3 

b6 

b7C 

b7E 


CC; 



(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : Finance 


Attn: 


Date: 4/16/2009 


Rm B239, ERF-QT (Enc] 


From: Op erg 


Contact : 


^ERF 



Approved By; 


Drafted By; 

Case ID #: 268-HQ-1068430 

Title; WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis: To request that the Engin eering Contracts Unit (ECU) 

init-iatp r)?i-\mwani- for the procurement I 


Enclosure (s ) : Vendor price quote, FD-369 


in the amount of 


Details: The Tracking Technologv Unit (TTU) has been tasked with the 




Consequently, TTU requests that the ECU issi^ 
t the attached FD-369 to acquire the identified 


ent action 


Contracting Officers are r 


for ensurin 



CELL/OTD 02502-^ 


;iTE-] 








To: 
Re : 








Finance From: Operational Technology 
268-HQ-1068430, 4/16/2009 


LEAD(s) : 

Set Lead 1; (Action) 

FINANCE 

AT PSFO, DC 



♦♦ 


2 

■CELL/OTD 


»250Z5 
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t- (Rev. 05-01-2008) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


To ; Finance 



Attn; 


Attn; 


Date; 01/26/2009 



From ; Op 



Contact; 


Approved By; 


Drafted By; 



-ERF 


Case ID #; (U) 268-HQ-1068430 

Title; (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Uj Synopsis; ^ The Fina 
described ecruipment from 


Derivedn'fOirr^^^^EEIiiNS® 
Declassirfy"15nl 20^401^ 


r^0080301 


(UJ Enclosure (s) ; FD-369 | | in the amount of 

vendor quote, ASU checklist and ASR form. 







To: Finance From: Operational Technology 

Re: (U) 268-HQ-1068430, 01/26/2009 


bl 

b3 

b5 

b6 

b7C 

b7E 


(U) The Contracting Officer's Te chnical Repres entative for this 
task is Electronics Engineer (EE^ who may be 

contacted at the Engineering Research Facility, Quantico, 
Virginia. 



' L L 


iij 






To: Finance From: Operational Technology- 

Re: (U) 268-HQ-1068430, 01/26/2009 

LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 



CC: 


♦♦ 







^S^e^^E/20231010 

Security Addendum to Requisition 


ALL iHFCPj-'Aiic!': lt; 

HEREIN IS OlTELASSl: ...i.. LiL.'L. i 

WHERE SHOWN OIREFfWlSL 






DATE; f-' ' ' . 

: : . ; : : : ' : : : : : 

REASCH; 1..; 

DECLASSIFY CH; H--: - 


statement of Need 
To accompany Requisition 


ALL iRFCReiiiicL l'e; 

HERE IK IS LlK:.LASS,l,i'.,i L L^VL. i 
WHERE SHOWSt CIHERWISL 


I Wireless Intercept and 

Tracking Team (WITT) is tasked with supporting the Bureau's 


bl 

b3 

b5 

b6 

b7C 

b7E 


Fundi ng approval is therefore requested for this effort. 

Fund ing of L, If or this req uest is available under Budget 

Code I ~| Sub-object Class 

(U) Contracting Officers are responsible for ensuring that 


Wireless Intercept and Tracking Team 


CELL/OTD 


KTrt 

' l&Kh »»■'* Wl' 


3i 


CELLSITE-18546 





4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for -when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 




CEL L/0 TO OZ503QELLSITE-18547 





number of sources from which it solicits bids or proposals. 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 

bl 

b3 

bVE 


6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express -written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
Federal Business Opportunities CFedBizOppsT or anv other periodicals because to do so wouldl 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


CELLy'O TD 


0Z503, 


s 


!T 



9. 




ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


m 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


b7E 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 

OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


CELL/0 TD 025033 



(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained' herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 




b6 

b7C 


CELL/0 TD -OZ5CJ34 


CELLSITE- 18550 












5b^!^E^/20331202 

4. Statutory Authority; 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 
(c) (6) . The regulatory authority is FAR 6.302-6(a) (2) . Full and Open 
competition need not be provided for when the disclosure of the agency's needs 
would compromise national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals . 


5 . Demonstration that the nature of the acquisition justifies the use 

of the above authority; 





Js5ge^:X//20331202 


6. Efforts made to ensure offers are solicited from as many potential 
sources as practicable, including compliance with subpart 5.2 and. 


bl 
b3 
b7E 

7 . Determination that the anticipated cost to the Government will be 
fair and reasonable: 


if not, whiob nn imrtA-r FAP anni-itag. 


(U) A price analysis will be conducted by the Contracting Officer prior to 
award to determine that all prices are fair and reasonable. 



(U) See paragraph (5) above for the facts supporting the use of other than 
full and open competition. 

10. A listing of the sources, if any, that expressed in writing an 
interest in the acquisition: 


^j3gS3^//20331202 


0ZSO3T. CELLSITE-18553 





T//20331202 


(U) since the procurement was not publicized pursuant to FAR 5.202(a) (1) , 
other commercial sources were given the opportunity to express written 
interest in this procurement . 


no 


11. A statement of the actions, if any, the agency may take to remove 
or overcome any barriers to competition before any s-ubsequent 
acquisition for the supplies or services are required: 


(U) The FBI will continue to do market surveys to identify potential sources 
on siibsequent acquisitions. TTU has a successful record of- finding and 
developing new contractors . 


Conclusion: 


-m 


Certifications : 


bl 

b3 

b6 

b7C 

b7E 


Technical Representative Certification: 

As Technical Representative of the requiring office, I have reviewed the data 
provided in support of the Justification and Approval to procure using other 
than Full and Open Competition. I certify that the data is accurate and 
complete to the best of my knowledge and belief. 


cuxiuracuing Officer ' s 

Technical Representative (Proposed) 


Date 


Contract Specialist Certification: 

I hereby . certify that the information in this justification is accurate and 
complete to the best of my knowledge and belief . 


Date 

Contract Specialist 
Quantico Contracts Unit 

Reviewed: 

Unit Chief: 


rS^efeeJ^20331202 


0Z5'O:33 


CELL/OTD 



3toffit^20331202 


b6 

b7C 


yuancxco uoncraccs Unit 


Date 


SE^!8E5^/20331202 


C E L L T D OZ 5039 


720340424 









m. INFOliaHOH COIIMIID 
HEBEIN IS TMCM.3SIFIID ElCIPl 
WEE-RE. SHOHH C‘lHEHIfI3.E. 

Seciority Addendum to Requisition! I 


bl 

b3 

b6 

b7C 

b7E 


OTP Chief Security Officer 



7/20340424 


C 


D 




CELLSITE-18556 




(U)PARTONE 

^SUMMARY. 



DATE; ij!-.!..--;' 

C1AJ3Z7IIZ I'.' 3IIII- r'.’-'Liril 
REASCil; 1.:. {2,y 
DECLASSIFY CiU O-i-'.r.- 


ALL INFOK-fAIISR :: C;] I.'-. I L' L ; 
HEREIN IS Ui;cLA3SJFl,.i:'' Y 

WHERE SHOWN OlHEPWISE 


Statement of Work 

Federal Bureau of Investigation Requisition 








SE^ig^7/20331202 


-{S-) 





'S^eB^lJ:^0331202 


CELL/’O TID 

0Z5043 
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AIL ii:roRMA::cK ccmiaii: 

IS 'j:::la33IFIe::' 
iiHIRE 3H3'.i:i IIEERftlSI 


Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 

The oroDOsed acquisition strateev is to award a non-comnetitive contract effort fo 


DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 




CELL/OT0 OZ5044 CELLSITE- 18560 







authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE b 7 E 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security". 


(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 


Federal Business Onnortunities tFedBizODDsT or anv other neriodicals because to do so wouldl 1 


1 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


0,ZS04 5CELLSITE-18561 


€ELL/0TD 






bl 

b3 

b7E 


9. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(Ul 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 








(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


b6 
• b7C 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


', Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Coimsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed acquisition strategy is to award a non-competitive contract effort for 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 


bl 

b3 

b7E 


4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
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5. 




6 . 


DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express ■written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so would|~ 


bl 

b3 

b7E 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has. adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed- indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 
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9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 

See paragraph (5) above for facts 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, tvithin the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 






(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 2/23/2008 



Approved By : b 6 

b7C 

b7E 


Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 



UNCLASSIFIED 


CELL/0 TD 



CELLSITE- 18568 








UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 2/13/2008 


The Contracting Officer Technical Represe ntative ( COTR) for this 
procurement is Electronics Technician (EE) and can 

be contacted at the Engineering Research Facility, located in 


Quanticov Virginia, for any q uestions. Contracting Officers are 
responsible for ensurinq that! I 



UNCLASSIFIED 
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OZ5053 . 
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UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 2/13/2008 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 



UNCLASSIFIED 
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Justification for Other Than Full and Open Competition 
In Accordanee With 41 U.S.C. 253 (c)(6) 

1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


bl 

b3 

b7E 


(U) The proposed acquisition strategy is to award a non-competitive contract effort for| 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 


Si 


4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for v^hen the disclosure 
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5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE b 7 E 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security". 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 



(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
Federal Business Opportunities (FedBizQpps), or any other periodicals because to do so woul(j 
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b3 

b7E 


9. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(UJ 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 
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(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained .herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 

(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 

, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Coimsel 

(Date) 


Approved By; 

, Competition Advocate (Date) 
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DME B4-l€-2013 BT NSIC35 

UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 


. H 

^ (Rev. 05-01-2008) 


Precedence : ROUTINE ■ 

To.: All Field Offices 

From: Op erational Technology 

Contact: 

Approved By: 

Drafted By: 

Case ID #: 268-HQ-1068430 
Title: WIRELESS INTERCEPT AND TRACKING TEAM 


Date: 10/15/2008 


yTTU/ERF 


Synopsis: Tracking Technol ogy Unit (TTU) , Wireless Intercept and 

Tracking Team (WITT) training | | 


Details: Tracking Technology Unit ( TTU) , Wireless Inter cept and 

Tr acking Team (WITT) wi ll be offering 
at 


in FY0.9 , The schedule is as 


training 
follows : 


b3 

b6 

b7C 

b7E 


requests anyone want- inn- l-r. any of the 


classes must send their request to |. The request 

has to include three dates (one preferred and two alternate’ 
dates) that they would like to attend along with complete contact 
information, i.e. office numbers, cell numbers, and email 
addresses. A schedule of the classes will be generated and sent 
out to every attendee. After the s chedule is made it is mandatory 
for each person to sign up through 


If anyone 
with someone 


fails to sign up then that person wiii pe repiacea 
else. It i s the attendees re sponsibility to find an alternate 


and contact 


if they can not attend the class in 


UNCLASSIFIED 


035065 
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CELL>--OTD 








UNCLASSIFIED 


To: All Field Offices From: Operational Technology 

Re: 268-HQ-1068430, 10/15/2008 


which they are scheduled to att end . 
taken off the schedule for FY09 


exception of an "emergency" situation. 


That person will then be 
I training classes with the 


b3 

b7E 


UNCLASSIFIED 

2 


CELLyQTD 02 


UNCLASSIFIED 


To: All Field Offices From: Operational Technology- 

Re: 268-HQ-1068430, 10/15/2008 


LEAD(s) : 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 


WITT requests anyone wantii ^a to attend anv of the 
classes please send their request to 


CCi 


♦♦ 
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UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: ■ 268-HQ-1068430, 11/05/2008 


The Contracting Officer Technical Representative — ( CDTR ) — fcir this 


procurement is Electronics Technician (ET)| | and 

can be contacted at the Engineering Research Facility, located in 

Quant ico, Virginia, for any qi^estions . Contracting Officers are 

responsible for ensuring that 
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b5 

b6 

b7C 

b7E 


UNCLASSIFIED 
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UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 11/05/2008 


LEAD(s) ; 

Set Lead 1: (Action) 


FINANCE 


AT PSFO. DC 


The Quant i CO Contracts Unit (OCU) is requested to initiate 
the procurement of I 




Funding 


_ por this request is available using budget 

items 

and 

_ Subobject classifications 



Set Lead 2 : (Action) 
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[ 


CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 

The Criminal Inv estigative Division is recruested to 
approve the procurement of T \ 


Fundi ng o f 


items □ and I I Subob j ect classifications 


for this request is available using bu dget 


Set Lead 3 : (Action) 


AT WASHINGTON DC 


The 

1 is reauested to 

approve the procurement or | 


1 1 

Funding of 1 1 for this reguest is available using bud 

.get 

items] 1 andl 1 Subobiect classifications 



CC: 


UNCLASSIFIED 
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): ASU Checklist, FD-369 

Vendor Quote . 


in the amount of 



UNCLASSIFIED 


n-j^_SQ71 








UNCLASSIFIEi) 

To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 2/13/2008 


The Contracting Officer Technical Represe ntative (COTR) for this 
procurement is Electronics Technician (ET)| | and 

can be contacted at the Engineering Research Facility, located in 
Quant ico, Virginia, for any q uestions. Contracting Officers are 
responsible for ensuring that I 


b6 

b7C 


UNCLASSIFIED 

2 
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UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 2/13/2008 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT PSFO. DC 


The Quant i CO Contracts Unit (OCU) is requested to initiate 
the procurement of 


Fun ding of 

Itor tnis reque st is available usin g ouoaet item i I 


Subobject classifications 
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UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date; 10/09/2008 


To; Criminal Investigative 


Finance 


From; Op erational Technoloc 


Attn: 


Attn; 



Approved By; 



Drafted By; 

Case ID #; (U) 268-HQ-1068430 

Title; (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis; To request that the Tracking Technology Unit's 
Wirelp.HR Tntp-rcpnt and Tr-acki-na Tpam (WTTT^ provide training for 
the 


Enclosure (s) ; FD-369 

price quote, 


in the amount of 


Vendor 


Details ; 

Trackincr Team (WITT) is tas 


Wireless Intercept and 



has identified the need 



UNCLASSIFIED 
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To: Criminal Investigative From: Operational Technology 

Re: (U) 268-HQ-1068430, 10/02/2008 



The Contracting Officer Technical Represe ntative (COT R) 
for th is procurement is Electronics Technician (ET) I I 

and can be contacted at the Engineering Research Facility, 
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To: 
Re : 


Criminal Investigative From: Operational Technology 
(U) 268-HQ-1068430, 10/02/2008 


LEAD(s) : 


Set Lead 1: (Action) 

CRIMINAL INVESTIGATIVE 

\ 

AT WASHINGTON. DC 


The Criminal Investigative Division is requested to 


approve the orop urement training for _ 

Funding for am m|nt of 


the attached FD-369, requisition 


E 


is specified on 


Lead 2 : (Action) 


FINANCE 


b3 

b6 

b7C 

b7E 


AT PSFO. DC 


The Finance Divisi on is recruested to approve the 

procurement training for the I I 
Funding for amour ^t ofl ^ I is specified on the attached FD- 
3.69, requisition 


CC: 


♦♦ 


UNCLASSIFIED 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 



DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 




0250r8 





9 . 




10 . 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(U 

sujiporimg me use oi omer cnen luii ana open competmon. 


See paragraph (5) above for facts 


A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 


11 . 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


b6 

b7C 

b7E 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


, Supervisory Contracting Officer 


(Date) 


CELL^OTD 025030 CELLSITE- 18592 




, FBI Chief Contracting Officer 


(Date) 


Office of General Counsel 


(Date) 


Approved By: 

, Competition Advocate (Date) 
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9. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AP«) OPEN 
COMPETITION 


m 

supporting the use of other then lull and open competition. 


See paragraph (5) above for facts 


b6 

b7C 
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10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources' were given 
the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, foil and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 

(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 

, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


(Date) 


C E L L /O T £> O 2 5 O S 4 


, Supervisory Contracting Officer 




, FBI Chief Contracting Officer 


(Date) 


Office of General Counsel 


(Date) 


Approved By: 

, Competition Advocate (Date) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 


To: Criminal Investigative 

Finance 


From : Op erational Technoloc 


Approved By: 


Drafted By: 


Case ID #: (U) 268-HQ-1068430 


Attn: 


Attn: 



Date: 10/02/2008 



^TTU/OT-ERF 


Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 



Ey^OnT 


□ 1002 


FD-3 69 I in the amount of 

nd Memorandum ot Understanding (MOU) . 



Wireless Intercept and Trackin 


Team (WITT) utilizes 
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(U) The Contracting Officer's TechnicaJ Eenraaentative for this 

task is Electronics Engineer (EE who may be 
contacted at the Engineering Researcn Facility, Quantico, 
Virginia. 




2 


OELLy'QTD 025089 





V 


To: Criminal Investigative From: Operational Technology- 

Re: (U) 268-HQ-1068430, 10/02/2008 


LEAD(s) ; 

Set Lead 1: (Action) 

CRIMINAL INVESTIGATIVE 






s 




* 


DECU.r-;iF.' : •- 

OH 04-1?-:.^ i 



U.S. Department of Justice 


Federal Bureau of Investigation 


In Reply, Please Refer to Bldq 2 795 8 -A 

File No. 


October 2, 2008 


Attention: Finance Department 

Dear To Whom It May Concern: 



b3 

b5 

b6 

b7C 

b7E 




Specific technical details shall be handled by the FBI COTR, 
can be reached at the following: 


Attn: 

ERF Bld^ 
Quant i CO . 
PH: 


□ 


Ve. 


who 


.q-i 


PM, Tracking Technology Unit 



CELL./0 TD 


0:2 5091 

CELLSITE- 18601 





I/O TD 


025Q9Z 

CELLSITE- 18602 











(U) The Contracting Officer' s Technical R epresentative for this task 
is Electronics Engineer (EE) who may be contacted at the 

Engineering Research Facility^ Quant ico, Virginia. 


2 

C E L L/0 T D 02 50 93 

CELLSITE- 18603 



t 


T6: Operational Technology From; Operational Technology 

Re: (U) 268-HQ-1068430, 12/30/2008 


LEAD(s) : 



♦♦ 






^^U/OTD 







U.S. Department of Justice 


Federal Bureau of Investigation 


In Reply, Please Refer to 
File No. 


Attention: Finance Department 



December 30, 2008 


Dear To Whom It May Concern: 


Subj ect 



Funds are to be allocated as below 









Mi nrra^HTiar raKcijDNEo 

- - y ^ T A '”j “l I 

HEREIN IS UHC1A33IEIED EXCEBl 

MER E SHOW ar*E»ISE .rJ 

E*E 

U.S. Department of Justice 
Federal Bureau of Investigation 






CELL/OTD 


CELLSITE-18606 
























other Requirements 

• During final completion of prototypes, the FBI shall be 
made available prototypes to further provide feedback 
for optimal development purposes . 

• Vendors shall provide at a minimum, monthly status 
reporting, in the form of verbal feedback as well as 
written. 


Any other questions or specific technical detail questions should 
be directed towards the FBI COTR, who can be reached at the 
following: 


Attn: I 

ERF Bldg. T 

Ouant^ico. Va 22135 
PH: 





J* 

(Rev. 05-01-2008) 


.\LL CCNIAIirED 

HIREI1-: IS 'ji::l?.33ifie:' except 

1?HEF.E 3HC>;:i -IIKERfilSE 




C1AS3IF r 
REASON;: 1. ' -r 
DECLA55.:7i -IN; 11 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 
To : Finance 


Date: 10/16/2008 



From: O perational Technology Division 


t 


1atu/qt-erf 


Contact : 

Approved By 

Drafted By: 

Case ID #: (U) 268-HQ-1068430 

Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis: To request contract action to initiate the 
proposed research. 



Derive< 
D€ 


e Sources 


On: 2033 




Enclosure (s): 


(SOW) 


FD-369 


in the amount of 


Memorandum of Understanding (MOU) and Statement of Work 


Details : 


Wireless 


Intercept and Tracking Team (WITT) | 




bl 

b3 

b5 

b6 

b7C 

b7E 



CELLxOTD 0Z5101 

CELLSIT'E-18611 









To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 10/16/2008 



lU) Sole Source Justification 



2 

C E L L /O T D 025102 

CELLSITE- 18612 






To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 10/16/2008 


I ^ Further details and the nature of the sole source 

' justification have been described further in the attachment 

entitled "Justification for Other Than Full and Open Competition" 
for this procurement. 


¥ 


For informational purposes, 


is OCR listed. 


the vendor 


(U) The Contracting Officer Technical Representative 
(COTR) for this procurement is Electronics Engineer (EE) 

and can be contacted at the Engineering Research Facility, 


located in Quant ico, Virginia, for any questions 


bl 

b3 

b6 

b7C 

b7E 



3 


CELL/0 ID 0ZS103 


CELLSITE-18613 







To: Finance From: Operational Technology Division 

Re: (U) 26-8-HQ-1068430, 10/16/2008 

LEAD(s) : 

Set Lead 1: (Action) 

PSFO 

AT WASHINGTON. DC 

P) ^ The Finance Division, Engineering Contracts Unit, 
is requested to initiate procurement action. 


Set Lead 2 : (Action) 



CEIL/O TD 






(Rev. 01r31«2003) 


_:sse«i;57 / 2 0 3 3 0 3 2 1 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To : Finance 


Date: 03/21/2008 


Attn: 

Attn: 



From: Op erational Technoloc 


-ontact : 


Approved By: 


Drafted By: 



Case ID #: (U) 268-HQ-1068430 (Pending) 

Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis : M To request contract action to initiate the 

proposed research. 


jU) ^ 0 % s Mill 

Enclosure (s) : (U) Vendor P rice Quote, FD369 in the 

amount of CCR Vendor Information, proposal and 

proposed estimated project plan. 


Details: (U) 

Intercept and Trackincr Team (WITT) 



To: ?? From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 03/21/2008 





— S&CRgJ 


To: ?? From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 03/21/2008 


Further details and the nature of the sole source 
’ ' justification have been described further in the attachment 

entitled "Justification for Other Than Full and Open Competition" 
for this procurement. 


-tui 


()^) For informational purposes, 
is CCR listed. 


the vendor 


(U) The Contracting Officer Technical RepreseijLtahijiie- 
(COTR) for this procurement is Electronics Engineer (EE) 


and can be contacted at the Engineering Research Facility, 

located in Quantico, Virginia, for any questions. 


b3 

b6 

b7C 

b7E 


3 


CEL 




OTD OZ5'107 



To: ?? 

Re : (U) 


i 


From: Operational Technology Division 

268-HQ-1068430, 03/21/2008 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT PSFO, DC 

(M The Finance Division, Engineering Contracts Unit, 
is requested to initiate procurement action for the services as • 
identified on the attached FD-369. 


Set Lead 2 : (Action) 


AT WASHINGTON. DC 


w! I is requested to 

approve funding for the procurement action for the services as 
identified on the attached FD-369. 


CC: 

♦♦ 


b3 

b6 

b7C 

b7E 


4 


C£LL/0TD 


>2 


51 



(Rev. 05-01-2008) 


UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 




UNCLASSIFIED 


CELL/OTD 0251109 

CELLSITE-18619 






UNCLASSIFIED 


To: Finance From: Operational Technolgoy Division 

Re: 268-HQ-1068430, . 02/13/2009 



b3 

b5 

b7E 


UNCLASSIFIED 

2 


CELL/OTD 025110 


CELLSITE- 18620 




UNCLASSIFIED 


To: Finance From: Operational Technolgoy Division 

Re: 268-HQ-1068430, 02/13/2009 


LEAD(s): 

Set Lead 1; (Action) 


FINANCE 

AT PSFO, DC 

The Quantico Contr acts Unit (OCU) is recfuested to 
initiate the procurement for 


b3 

b6 

b7C 

b7E 


FV ■:?nnq in anrinn-ri- of the Bure au ' s 

Funding of 


] for this request is 


■ 1*1 * 

available u sing budget items Subobject classifications 


CC: 


♦♦ 


UNCLASSIFIED 

3 


CELL/OTD 


0251 1 1 

CELLSITE- 18621 





ill 

KtPEi;i ;= UIlCLkSEIFIEl EXIEIT 
WHERE ErlCWN CTHIIWIEE 


7/20330612 


DATE; 04-j --.1' V 
ciAssiJTEi El j 

REASON'; i.i 

DECLASS I ry CN; u-^- i - -I - 


JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION 
IN ACCORDANCE WITH 41 U.S.C. 253 (c) (6) 

Identification of the agency and the contracting activity: 



Nature and/or description of the action being approved: 



Description of the supplies or services (including estimated value) 



Derxve 

Declaa 


4. Statutory Authority: 


(U) This procurement action is authorized by 41 U.S.C. 253(c) (6), as set forth 
in Federal Acquisition Regulation (FAR) Part 6.302-6. 


7/20330612 


cell 


^OTD 025112 






rjj 


^eiSE^20330612 


5 . Demonstration that the nature of the acquisition justifies the use 
of the above authority: 


6. Efforts made to ensure offers are solicited from as many potential 
sources as practicable, including compliance with subpart 5.2 and, 
if not, which exception \mder FAR 5.202 applies: 


(U) Full and open competition of this procurement could r 
the FBI with insight into areas of interest to the FBI. 


j>rovide adversaries of 



no 

advertisement will be 


maas. 


bl 

b3 

b7E 


7 . Determination that the anticipated cost to the Government will be 
fair and reasonable: 


(U) A price analysis will be conducted by the Contracting Officer prior to 
award to determine that all prices are fair and reasonable. 

8. Market Survey: 


9. Any other facts supporting the use of other than ful and open 



720330612 


CEL 


TD 


Cj!Z51 1 3 

CELLSITE-18623 



3^e«E3V/20330612 


competition : 

(U) See paragraph (5) above for the facts supporting the use of other than 
full and open competition. 

10. A listing of the sources, if any, that expressed in writing an 
interest in the acquisition; 

(U) Since the procurement was not pxiblicized pursuant to FAR 5.202(a) (1), no 
other commercial sources were given the opportunity to express written 
interest in this procurement . 

11. A statement of the actions, if any, the agency may take to remove 
or overcome any barriers to competition before any subsequent 
acquisition for the supplies or services are required: 

(U) The FBI will continue to do market surveys to identify potential' ’sources 
on subsequent acquisitions. TTU has a successful record of finding and 
developing new contractors . 

Conclusion: 

bl 
b3 
b6 
b7C 
b7E 

Technical Representative Certification: 

As Technical Representative of the requiring office, I have reviewed the data 
provided in support of the . Justification and Approval to procure using other 
than Full and Open Competition. I certify that the data is accurate and 
complete to the best of my knowledge and belief. 



I Date 

Contracting Officer's 

Technical Representative (Proposed) 

Contract Specialist Certification: 

I hereby certify that the information in this justification is accurate and 
complete to the best of my knowledge and belief . 


Date 


CEL.Ly'0TD 


12 ^ 


51 1 


^SEe*ee£^20330612 



33eeieEi^203306i2 


Contract Specialist 
Quantico Contracts Unit 

Reviewed; 

Unit Chief; 


Quantico Contracts Unit 


b6 

b7C 


Date 


CELL.^OTD 025115 

CELLSlTE-18625 


^Si©B^T^20330612 



statement of Need (Critical Need) 
Requisition 

The Tracking Technology Unit (TTU) , Wireless Intercept and 
Tracking Team (WITT) , is responsible for the development, 



TTU/WITT projects that the increase in investigative case work 

uires this technology, and request that this requisition 
be funded on a critical needs basis . 



CELL/OTD 025116 


CELLSITE- 18626 




Statement, of Neec ^ 
Requisition 









HEREIN IS •'li ‘ 

Statement of Need to Accomt 
Requisition 

)any 








CELLSITE-18630 





(Rev. 05-01-2008) 


UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


Date: 4/16/2009 


To: Finance 


Attn: 





s) : ASU Checklist, FD-369 

Vendor Quote. 


in the amount of 




The Contracting Officer Technical Represe ntative (COTR) fo r this 
procurement is Electronics Technician (ET) and 

can be contacted at the Engineering Research Facility, located in 

UNCLASSIFIED I 


OZ51Z1 


tr tr tr 







UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, 4/16/2009 


Quant ico, Virginia, for any q uestions. Contracting Officers are 
responsible for ensuring that I ~| 


b3 

b7E 


UNCLASSIFIED 

2 


C E L L /O ■{“ 0 


'251 ZZ 


CELLSITE-18632 




UNCLASSIFIED 


To: Finance From: Operational Technology Division 

Re: 268-HQ-1068430, A/16/2009 


LEAD(s) ; 

Set Lead 1: (Action) 

FINANCE 


AT PSFO. DC 


The Quant i CO Contracts Unit (OCU) is recruested to initiate 
tha nrocurfiiTip.nt nf I _ I 

F undi ng of 


for this request is avail able using budget item 


Subobject classifications 


CC; 


b3 

b6 

b7C 

b7E 


UNCLASSIFIED 

3 


C E L I, Ti: 


* n'i* 





UNCLASSIFIED 


CELL/ O ID OZ51Z5 


CELLSITE-18634 






>V- 


To: Finance From: Operational Technology- 

Re: 268-HQ-1068430 , 12/02/2008 




LEAD(s) : 

Set Lead 1: (Action) 

TRAINING 

AT OUANTICO. VA 

The Delivery, Support and Logistics Unit is requested b3 
to approve the TTU/WITT training classes based on the information 
provided. , b7C 

b7E 


CC: 


♦♦ 


UNCLASSIFIED 

2 


025126 , 


OELL/OTD 



STATEMENT OF NEEDS 



0251 ZT 

CELLSITE-18636 


CELL/0 TD 



STATEMENT OF NEED 




CELL/OTD 


0Z51 23 CELLSITE-18637 




CELL/0 ID 


0Z51Z9 


CELLSITE-18638 






(Rev. 01-31-2003) 



Enclosure (s) : FD-369 in the amount of 

Vendor Quote, IT Acquisition form 



CELL/OTD 0251 3d 










To: Finance From: Operational Technology- 

Re: 268-HQ-1068430 , 11/14/2008 



To: Finance From: Operational Te 

Re: 268-HQ-1068430 , 11/14/2008 

LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT PSFQ. DC 

[Ebfi Wni-T-i nQQ-y--i nrr Or-in t- r- 1- c 


Set Lead 2 : (Action) 


AT WASHINGTON. DC 


approve fimaing ror cne procurement: 


cc 











(Rev. 05-01-2008) 


JSaSRffiI^/2 0 3 3 12 0 2 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 12/03/2008 


To : Finance 


Attn: 


Contact : 


Approved Bys 


Drafted By: 



Case ID #: (U) 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 



Enclosure (s) : 


Statement of Work and FD369 


Details : 

Intercept ana Tracking Team (WITT 


Wireless 



3^eRfi^/2 0 3 3 12 0 2 


CELL/ O T D O 2! 5 1 3 3 CELLSITE- 18642 







'|j3SRfi^2/2 0 3 3 12 0 2 

To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 12/03/2008 



(U) The Contracting Officer Technical Repraa gntativa (COTP^ for 
this procurement is Electronics Engineer (EE) and 

can be contacted at the Engineering Research Facility, located in 
Quantico, Virginia, for any questions. 


/20331202 

2 


CEL I /O" 


OZ5134cellsITE- 


18643 





AT WASHINGTON. DC 




All I^IFIFJ'ATIC]! 
MEIREI^I IS UlICLikS 
MHERI ElCi^N Ciai: 


ICiriAIHEl 
EIFIEI EXIIFT 
?.«:SE 


^SscrssC 


GLASSIrMf : -. i ' , ■. ■ - - 
REASCH: 1 .' 

DECLASSIFY ziv, 0 : -I r 


Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


bl 

b3 

b5 

b7E 



Derivec 


nTy^OriI^2^ 


150615 


CELL /O TO OZ51 36 






4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 




6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


— ERT N.q xggg — — 2t)trgxi^T5 
Declassify On: 20350228 


C tZl 


.y-il 


02513 ,^- 



7 . 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security",, 
(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so woulq 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


b3 

b7E 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


m 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 

OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate and in the best interests of the government. 


Derived 

[gsTfyOm 20T! 



CELL.'-'-OTD 


OZ57 S^tELLSITE- 18647 




12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of '41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency -is 
permitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the 
best of my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


xxxx. Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


b6 

b7C 



Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer (Date) 


Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 


DerivedT~Ffc 

JScIassify On: 20351 


C 


TD 0Z5139 

CELLSITE- 18648 


20090615 




^]Eei^5^20350228 

CELL/0 ID 

025140 



CELLSITE- 18649 





2sSCISEX//20350228 

CELL/OT-D 025141 CELLSITE-18650 



r.ij 


All ICirrAIHIl 

KEPEi;? ;E iniCLASEIFIEL EXILE! 
KHERE EHCWN CiaEE.Vs’IEE 


3E6«E:;^/20341224 



^§fi€fffiIZZ20341224 


CELL/'OTD 0251? 4’3^ELLSITE-18651 







3^Si«lZ720341224 


CELL/OTO 02514-3 


CELLSITE-18652 





20341224 



CELLSITE-18654 
C E L L ^'"O ID 0251 4 5 


SECRET//20341224 




(Rev. 05-01-2008) 


]3BJgRfi^2/NOFORN/ 2 0 3 5 0 3 3 1 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRICDRITY 


To : Finance 


Date: 03/31/2010 


Attn: 



Contact : 



Approved By: 


Drafted By: 

Case ID #: (U) 268-HQ-1068430 

Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 

I Synopsis: )^/NF) The Finance Div ision is reques ted to initiate 

“rocurement action in the amount of I Ifor the purchase of 



Derive 


090615 


5n: 2035033; 


Enclosure (s) ; /NF) FD-369 I I in the amount of 

\ Vendor Quote, and Justification for Other Than Full and 
Open Competition (JFOC) . 


Details: 



/NOFORN/ 2 0 3 5 0 3 3 1 


CE'LL/0 


j £> 02 5 146 celLSITE- 18655 





(U) The Contracting Officer Technical Representative (COTR^ for this 


and can be 


procurement is Electronics Engineer (EE) 
contacted at the FBI Engineering Researcn Facility , located in 

Quant ico, Virginia. 


Contracting Officers are responsible for ensuring that 



^^SiC5?g^/NOFORN/2 03 50331 


CELL3TE_-18656 

' 'I4r 






To: 
Re : 


/NOFOKN/ 2 0 3 5 0 3 3 1 


Finance From: Operational Technology 
(U) 268-HQ-1068430, 03/31/2010 


LEAD(s) : 

Set Lead 1: (Info) 

FINANCE 

AT PSFO. DC 

FOR INFORMATION ONLY 

CC; 

♦♦ 


b6 

b7C 


. s 


13^ /NOPORN/ 2 0 3 5 0 3 3 1 

3 


n.^fELL9TE- 18657 


CELL/OTD 



(Rev. 05-01-2008) 


ALL ccNrA:i:Ei' 

HLPZIK IS 'JirClASSIFIi:- EX.CE?! 
ViHiRE SHOAII CIZERnlSI 


^SE^Rfi^Z^NOFORN/ 2 0 3 5 0 3 2 5 

_ BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

.To: Finance 

From: Ooerational Technol 


Date: 03/25/2010 


Attn: 





Derivec 

DecXasf 


TO90615 


3nl 2035^ 


Enclosure (s) : )>^/NF) Statement of Work and FD369 



)>^/ /NF) It is requested that t he Engineering Contracts Unit 



4^) The Contractina Officer Technical Reoresentative 
this procurement is Electronics Engineer (EE) 

(COTR) for 

and 

/NORFORN/ 2 0 3 5 0 3 2 5 


CELL..'-0 TD 

02:51 61 


CELLSITE-186^ 









tr 


-^aECl5E52/NOFOKN/ 2 0 3 5 0 3 2 5 

To: Finance From: Operational Technology Division 

■ Re: <)g;^/NF) 268-HQ-1068430, 03/25/2010 


can be contacted at the Engineering Research Facility, located in 
Quantico, Virginia, for any questions. 

(U) Contracting Officers are responsible for ensuring that 

LEAD(s); 

Set Lead 1: (Action) 

FINANCE 




/20340909 


2 


OZ5162 

CELLSITE- 18664 



(Rev. 05-01-2008) 


/NOFORN/ 2 0 3 5 0 4 0 6 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : Finance 


Date: 04/06/2010 


Attn: 


From: Operational Technology Divisio 


E 


Tracking Technology Unit 


— contact ! 

Approved By: 

Drafted By: 

W Case ID # : ^/NF ) 268 - HQ -1068430 

|U) Title: (J^/NF) WIRELESS INTERCEPT AND TRACKING TEAM 

|U| Synopsis: ]^/NF) To request fi nance division initiate a 

contract mof^i f i rat i on artfnn f o-r I 



Derivec 
Dec] 


20090615 


3n: 20350 


||_I| Enclosure {s>: ^/ /NF ) FD3 6 9 

' : /NF) f 


/ /NORFORN/ 2 0 3 5 0 4 0 6 


bl 

b3 

b5 

b6 

b7C 

b7E 



CEL 


L/O TD OZ5163 


CELLSITE- 18665 




I -1 

/NOFORN/ 2 0 3 5 0 4 0 6 

To: Finance From: Operational Technology Division 

If) Re: ]>^/NF), 268-HQ-1068430, 04/06/2010 



b5 

or b6 

and b7C 

can be contacted at the Engineering Research Facility, located in kit? 

Quantico, Virginia, for any questions. O/b 



(U) The Contracting Officer Technical Represei 
this procurement is Electronics Engineer (EE) 
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To: Finance From: Operational Technology Division 

Re : 268-HQ-1068430 , 04/06/2010 

LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 
FOR INFORMATION ONLY 

CC: 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 

1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the Finance 
Division, Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


bl 

b3 

b7E 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 
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5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 

FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), 
provides Contracting Officer authority to not publish a procurement action when "the synopsis cannot be 
worded to preclude disclosure of an agency’s needs and such disclos ure would compromise the nation al 
security", (e.g., would result in disclosure of classified information). 
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7. 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST 
TO THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


(U) 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
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peraiitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to 
the best of my knowledge that all information contained herein is complete and accurate to the 
best of my knowledge. 


Contracting Officer's Technical Representative (Date) 

b7C 

(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my 
knowledge that all information contained herein is complete and accurate to the best of my 
knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate . (Date) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : Finance 


Date: 03/25/2010 


Attn: 


From : nr^g-rat - 1 nna 1 i-.mr n-i tr-i a -i r-.Tj 


Contact 
Approved By: 

Drafted By: 

Case ID #: 

Titlei 



[Trar'k-inn Technology Unit 


268-HQ.-1068430 
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To : Finance 

Re: JB^/NF) 


From: Operational Technology Division 

268-HQ-1068430, 03/25/2010 



/NOFORN 


Finance From: Operational Technology Division 

9^/NF) 268-HQ-1068430, 03/25/2010 


^/NF) Sole Source Justification 


^;s^/NF) Further details and the nature of the sole source 
justification have been described in the attachment entitled 
"Justification for Other than Full and Open Competition" for this 
procurement . 


informational purposes, the vendor 


(U)- Contractinq Officers are responsible for ensurinq that 
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To: Finance From: Operational Technology Division 

TO Re: ^/NF) 268-HQ-1068430, 03/25/2010 

LEAD(s) : 

Set Lead 1: (Action) 


FINANCE 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Quantico Contracts Unit (QCU). 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 
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DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 




bl 


■^2ESftei//N0F0RN t)3 

b7E 



DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


^ Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
_ Federal Business Opportunities rFedBizOppsT or anv other periodicals because to do so wouldl _ 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 



ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(UJ 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 


Derived FrotnrHFBXJig^^ 
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(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given Jq g 
the opportunity to express written or' oral interest in this procurement. n 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, foil and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the 
best of my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


Contracting Officer (Date) 


(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 



Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer (Date) 


Office of General Counsel 

(Date) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: Finance Attn: 

From : Onerati nnal Tf^cbnnl nav n-ivi.qinri 


Date: 03/25/2010 


Contact : [ 

Approved By: 


[r-rack-i na 


Technology Unit 


Drafted By: 

(U) 

|Tjj Title: )»^/NF) 



268-HQ-1068430 


Synopsis: ^^^/NF) To request finance division initi ate contrac t 

modification action for the continued development off 


lU) Enclosure (s) : ^^^^)l^/NF) Statement of Work and FD369 
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b7C 

b7E 




(U) The Contracting 
this procurement is 
can be contacted at 
Quant ico, Virginia, 


Officer Technical Repr e s ep t a t -i irp 
Electronics Engineer (EE) 
the Engineering Research 
for any questions . 


I POTT? 1 fpx 

and 

Faciricy, located in 
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To: Finance From: Operational Technology Division 

Re; )5g^/NF) 268-HQ-1068430, 03/25/2010 


Contracting Officers are responsible for ensuring that 
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To : Finance 

; Re: ^//NF) 


SEps(^T/ /NOFORN/2 0350325 


From: Operational Technology Division 

268-HQ-1068430, 03/25/2010 


LEAD(s) : 

Set Lead 1: (Info) 

■ FINANCE 

AT WASHINGTON. DC 
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b7C 

b7E 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the ageiicy is permitted to limit the 
number of sources from which it solicits bids or proposals. 
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5. 




6 . 


DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 
|bl 

b3 

b7E 


DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED 
FROM AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publi cized in the 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so would 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WELL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 

Vnoforn 
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acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


bl 

b3 

b7E 


9. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(u: 

supporting me use or omer men run ana open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate and in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it, solicits bids or proposals. 

(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the 
best of my knowledge. 
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Contracting Officer's Technical Representative (Date) 

(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 

xxxx, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

Supervisory Contracting Officer (Date) 

, FBI Chief Contracting Officer (Date) 

Office of General Counsel (Date) 

Approved By: 

, Competition Advocate (Date) 
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JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION 
IN ACCORDANCE WITH 41 U.S.C. 253(c) (6) 

Identification of the agency and the contracting activity; 



Nature and/or description of the action being approved: 



Der^vedJEr^m^^ 

Declagsirfy-^^oirp^^ 

4. Statutory Authority: 

(U) This procurement action is authorized by 41 U.S.C. 253(c) (6), as set forth 
in Federal Acquisition Regulation (FAR) Part 6.302-6. 

5 . Demonstration that the nature of the acquisition justifies the use 
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6 . Efforts made to ensure offers are solicited from as many potential 

sources as practicable, including compliance with subpart 5.2 and, 
if not, which exception under FAR 5.202 applies: 



7 . Determination that the anticipated cost to the Government will be 
fair and reasonable: 


(U) A price analysis will be conducted by the Contracting Officer prior to 
award to determine that all prices- are fair and reasonable. 

8 . Market Survey : 



9 . Any other facts supporting the use of other than ful and open 
competition: 



CELL/0 TD 025220 


CELLSITE-18701 



(U) See paragraph (5) above for the facts supporting the use of other than 
full and open competition. 


10. A listing of the sources, if any, that expressed in writing an 
interest in the acquisition: 


(U) Since the procurement was not piiblicized pursuant to FAR 5.202(a) (1), no 
other commercial sources were given the opportunity to express written 
interest in this procurement . 

11. A statement of the actions, if any, the agency may take to remove 
or overcome any barriers to competition before any subsequent 
acquisition for the supplies or services are required: 

(U) The FBI will continue to do market surveys to identify potential sources 
on subsequent acquisitions. TTU has a successful record of finding and 
developing new contractors. 


bl 

b3 

b6 

b7C 

b7E 


Conclusion; 


Certifications : 


Technical Representative Certification: 

As Technical Representative of the requiring office, I have reviewed the data 
provided in support of the Justification and Approval to procure using other 
than Full and Open Competition. I certify that the data is accurate and 
complete to the best of my knowledge and belief . 


uonrraeting UEiicfer's 

Technical Representative {Proposed) 


Date 


Contract Specialist Certification: 

I hereby certify that the information in this justification is accurate and 
complete to the best of my knowledge and belief. 


CELLED TO QZ5ZZ1 
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§: 




Contract Specialist 
Quantico Contracts Unit 

Reviewed: 

Unit Chief: 


Date 
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I Date 

Uuantico contracts Unit 
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CEL L/0 ID 



statement of Need 


I wireless Intercept and 

Tracking Team (WITT) is tasked with supporting the Bureau's 


Fundina_arim:Q2 
Funding of 
Code □ SuP-oPject 
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-is therefore requested for this effort, 
for this requ est is available under Budget 


Contracting Officers are responsible for ensuring that 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the FBI 
Finance Division (FD) and Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


bl 
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3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 


CELL/OTD 025241 
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number of sources from which it solicits bids or proposals. 


5. 



6 . 


DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
. Federal Business Opportunities ('FedBizOnnsl. or anv other periodicals because to do so wouldl 
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7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 
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s 


provide. 


9 . 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(u; 

supporting the use ot other then lull and open competition. 


See paragraph (5) above for facts 
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10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, foil and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 
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(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 
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(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE Date; 10/09/2007 


To; Finance Attn; 

Criminal Investigative Attn; 



Synopsis; ^ To request the purchase of the identified 


m M 


Enc losur e ( s ) t ( ^) FD - 3 6 9 , 



Security 


Addendum, and Justification for Other Than Full and Open 
Competition. 
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To: Finance From: Operational Technology Division 

TO Re: 268-HQ-1068430, 10/09/2007 
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To: .Finance From: Operational Technology Division 

Re: » 268-HQ-1068430, 10/09/2007 
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To: Prance From: Operational Technology Division 

Re: M) 268-HQ-1068430, 10/09/2007 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 


AT PFSQ. DC 


reo uisitio: 
the 



That _ Finance Division process t he attached 
in the amount of 


for equipment from 


Set Lead 2 ; (Action) 


b3 

b6 

bVC 

b7E 


CRIMINAL INVESTIGATIVE 


AT WASHINGTON. DC 


apj 

fU) ^ The Criminal Investigative Division reauesj 
prove the allocation of I for equipment from the| 

ted to 


I for funding of requisition 


I 


CC; 


♦♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 03/21/2008 


To : Finance 


Attn: 



concacc : 


Approved By: 


Drafted By: 



Case ID #: (U) 268-HQ-1068430 (Pending) 

Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 


Svnoosis : 



Der±ve< 

Declasi 


Ll/2033 


Enclosur e (s) : (U) Vendo r Price Quote No. I | FD369 

I ~| in the amount of CCR Vendor 

Information. 


Details: (U) | 

Intercept and Tracking Team (WITT) 



/20330312 
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(U) The Contracting Officer Technical Represe ntative 
(COTR) for this procurement is Electronics Engineer (EE) 
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To: 
Re : 



?? From: Operational Technology Division 

(U) 268-HQ-1068430, 03/21/2008 


and can be contacted at the Engineering Research Facility, 
located in Quantico, Virginia, for any questions. 
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To: ?? From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 03/21/2008 


LEAD(s): 

bl 

Set Lead 1: (Action) b3 





ALL Ii:?::RMA::Ch‘ CCNIAIirED 

HEREIN IS ■L::LA33IFIE:' except "A:E; . 

imiE SHOiW *IttEE*Iafc -- 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). ^ ^ 

b3 

2, NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED b7E 


■IS] 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 


4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 
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6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security". 


(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
Federal Business Oonortunities fFedBizOnnsY or anv other periodicals because to do so would I 



7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 
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bl 

b3 

b7E 


9. 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(u: 

supporting me use ol other then tuil and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 
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Contracting Officer's Technical Representative (Date) b7C 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

^ (Date) . 


Office of General Counsel (Date) 


Approved By: 

, Competition Advocate (Date) 
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statement of Need 
To accompany Requisition[ 


Wireless Intercept and Tracking Team 



0!Z5 


iiC. 




CELL/OT ID 
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IT Acquisition Form 

Section 7 Attachment 


Requirements Analysis 


The Wireless Intercept and Tracking Team (WITT), in support 


[WIT' 

specified in requisition 


has identifi ed an essential and critical need for upgrades as 


Analysis of Alternatives 


Section 508 Statement 

Wireless Intercept and Tracking Team conducted an 

evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 



Subpart B — Technical Standards 


b3 

b7E 
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Subpart D - Information, Documentation, and Support 


(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 
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System Security Plan 


A System Security Plan has been completed and in place for use of the 


attached to requisition 
amended to include the 

3ackag< 


An update to the Svstem Securitv Plan is being; 





Sole Source Justification 


Independent Government Cost Estimate 

I f WITT has submitted a quotation from the vendor, which details the cost of this 
procure ment. Pricing has been negotiated and specified on GSA contract 
I l and has. been deemed fair and reasonable, and comparable with other 

procurements of this nature. 


Life C ycle Cost Estimate 



WITT estimates this WITT 




Earned Value Management Plan 


1 fWITT continuously ensure; 

its program management efforts. 

3 planning, sc 


VITT 



1 Detailed reports can be generated providing . 


management the proper information to plan future procurements and deployments as the 
need arises. 


Privacy Impact Assessment 

The Office of General Council has been contacted and has reviewed the request for a 


Privacy Tmnact Asses.sment tPTAY 


WITT has 





Risk Assessment 



WITT has identified through research and development efforts that 


The manufacturer 


n 

plans tor the m 
planning formj 

J Suffic 
aintenap 

ient funding is also in place for this procurement, and as well as 
ice over the full lifecycle of these products. Refer to acquisition 
|for specific estimates and distribution of costs. ' 
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IT Acquisition Form 

Section 7 Attachment 


Requirements Analysis 


The Wireless Intercept and Tracking Team (WITT), in support 


[ WI TT has identifi ed an essential and critical need for upgrades as 
specified in requisitioi 


Analysis of Alternatives 


Section 508 Statement 


Wireless Intercept and Tracking Team conducted an 
evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


Subpart B - Technical Standards 


b3 

b7E 


CELL/OTD OZSZT3 


CELLSITE-18731 







■CELL/0 TD 



b3 
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Subpart C - Functional Performance Criteria 



Subpart D - Information, Documentation, and Support 


(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 


CELL/OTD 


0252F5 


CELLSITE- 18733 



System Security Plan 

^ A System Security Plan has been con 

been attached to requisiti on package 
being amended to include 


eted and in place for use of | 

EC dat ed 01/3/2008 from Security Division has 
An update to the System Security Plan is 


Sole Source Justification 


Independent Government Cost Estimate 

I l has, in the past, procured multiple systems of this type from the ven dor, and 

pricing information has normally been negotiated and available on GSA contrac 

The current. amoimt as indicated on requisitior and described on the attached 

FD-369 has been deemed fair and reasonable, and comparable with other procurements 
of this nature. 

The upgrades requested have not been placed on the current GSA schedule, although the 
cost of the total procurement and independent government estimate has been allocated for 
this procurement. 


Life Cycle Cost Estimate 


b3 

b7E 



Earned Value Management Plan 

I f iVITT continuously ensure s plann ing. S( 
its program management efforts. I IwiTl 






management me proper imormation to plan future procurements and deployments as the 
need arises. 

Privacy Impact Assessment 

The Office of General Council has been contacted and has reviewed the request for a 
Privacv Impact Assessment ('PIAI.I ^ 

WITT has 
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CELL/OTD 025Z79 


Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 

(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 

2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED bl 

b3 

b7E 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition, is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 
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DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 

(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so would] 

b7E 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the . 
Government, and rigorous negotiation. 

A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 


CEIL/OTD 0Z52S5 
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COMPETITION 


(U j 

supporting the use of other then full and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 

OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


b3 

b7E 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 
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(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


. , Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 


To ; Finance 


Date: 1/03/2008 


Attn: 


Attn: 



From : Op erational Technoloc 


[ttu/erf 


Contact : 


Approved By: 


Drafted By: 



Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 



Enclosure (s) : Justification for Other Than Full and Open 
Competition, IT Acquisition form. Notific ation of t he Approval to 

Operahe CAliH dated 06/30/2004, and FD369 in the amount 

of 

Details : 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430 , 1/3/2008 






V 


To: Finance From: Operational Technology- 

Re: 268-HQ-106.8430 , 1/3/2008 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 



Set Lead 2 ; (Action) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY 


Date: 3/18/2008 


To : Finance 


Criminal Investigative 


Attn: 


Attn: 



From: Op 



Contact : 


Approved By: 


Drafted By: 



T-ERF 


Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 



Enclosure (s) : 
Vendor Quote, 


FD-369 



Wireless Intercept 


and Trackina Team (WITT) supports FBI 



WITT has historically 
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• To: Finance From: Operational Technology- 

Re: 268-HQ-1068430 , 3/18/2008 


LEAD(s) ; 

Set Lead 1; (Action) 
FINANCE 


AT PSFO, 


The Enqineerinq Contracts Unit is requested to 


available as specified on the attached form FD-369, 


Funding is 
Requisition 


b3 

b6 

b7C 

b7E 


Set Lead 2 : (Action) 

CRIMINAL INVESTIGATIVE 



CELL/OTD 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence; ROUTINE Date; 1/14/2008 


To; Finance Attn; 

Criminal Investigative Attn; 


Prom ; Op erational Technology 

Contact ; 

Approved By; 

Drafted By; 

Case ID #; 268-HQ-1068430 
Title; WIRELESS INTERCEPT AND TRACKING TEAM 
Synopsis; To request the procurement of 


l/TTU/ERF 


Enclosure (s) 
Vendor price 


FD-3 

quote. 




in the amount of 


Details 






To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 1/14/2008 


The Contracting Off icer .Technical Represe ntative (CO TR) 
for thi s procurement is Electronics Technician (ET) I I 

I I and can be contacted at the Engineering Research Facility, 

located in Quant ico, Virginia, for any que stions . Contracting 
Officers are responsible for ensuring that I 


b3 

b6 

b7C 

b7E 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 1/14/2008 


LEAD(s) ; 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

The Engi neering Contracts Unit is reque sted to initiate 
the procu rement ofl _ _ I Fund ing for 

amount of 
Subob j ect 


Class 

Set Lead 2 : (Action) 

CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 


nr available using Budget Item □ and 


approve the p rocuremenET 
for amount of Q 
Subobject Class 


CC: 


[i.s reoueatefi to 

Fund ing 


■ is available using Budget Item I I and 


♦♦ 


C E L.„ i iQi ■"IP IQ, 3 


""'ll iL'""' 

= -500 
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DATE 04-1S-20L::; 3:' 


statement of Need 
To accompany Requisition f 



b3 

b6 
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Funding approval is therefore requested for 
for this request is available under 


suo-oDject Class 


this effort j The 

Budget Code □ 


JWITT 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To ; Finance 

Criminal Investigative 
Prom; Op erational Technolo 


Date: 03/18/2008 


Attn; 

Attn; 




[ttu/ot-erf 

Contact: | 



Approved By; 



Drafted By; 

Case ID #; 268-HQ-1068430 

Title; WIRELESS INTERCEPT AND TRACKING TEAM 
Synopsis: To recruest the procurement ' 


Wireless Intercept and Tracking 


Team (WITT) . 


Enclosure (s) ; 
Vendor Quote-, 



amount of 



CELL/OTO 0Z5312 


CELLSITE- 18750 










To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 03/18/2008 


The Contracting Officer Technical Represe ntative 
for t^ is procurement is Electronics Technician (ET) 


(COTR) 


f 


and can be contacted at the Engineering Research Facility, 
located in Quant ico, Virginia, for any gnp pi- i nns . Cnni-.-rsct-.-i na 
Officers are responsible for ensuring that 


b6 

b7C 

b7E 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 03/18/2008 


LEAD(s) : 

Set Lead 1: (Action) 


FINANCE 


AT PSFO, DC 


The r<r. TTnit- ts ho 

the -procurement of 


Funding in t he a mount of 

is available -using Budget Item □ Subobject Class 


Set Lead 2 : (Action) 


b3 

b6 

b7C 

b7E 


CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 

The Criminal Inv estigative Division is requested to 
approve the procurement of 

~| F undi ng in the amount of 
using Budget Item □ Subobject Class 






r.iu 


V 

(Rev. 01-31-2003) 
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5^/20221130 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY Date: 11/30/2007 

To: Finance Attn: 

Attn: 


Criminal Investigative Attn: 

From: Operational Technology Division 


Contact: 
Approved By: 

Drafted By: 


TTU/QT-ERF-E 


bl 

b3 

b5 

b6 

b7C 

b7E 


Case ID #: (U) 268-HQ-1068430 

Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis ! 


ibi 


Enclosure (s> 


Derxv^dr-grom, : ^ 

FD-3fip (E005648) in the amount of 

and Memorandum of Understanding (MOU) 
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To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 11/30/2007 


b3 

b5 

b6 

b7C 

b7E 


Tu) The Contracting Officer Technical R epresentative 
(COTR) for this task is Electronics Engineer (EE)| 
and can be contacted at the Engineering Research Facility, 
located in Quantico, Virginia. 



(U) Contracting Officers are responsible for ensuring 


^2SSSR:|f7/2 022 113 0 
2 
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To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 11/30/2007 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 










'(Rev. 06-04-2007) 
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DATE 04-18-2<- ■ - - 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: Finance Attn: 

Attn: 
Attn: 



b3 
b5 
b6 
b7C 
b7E 

Case ID #: 268-HQ-1068430 


Title: WIRELESS INTERCEPT AND TRACKING TEAM 






Date: 03/18/2008 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 03/18/2008 


Fundi ng for the amount of 


Items 


Subob j ect Code 


is available- using Budget 


The Contracting Officer Technical Repres entative (CO_T R) 
for th is procurement is Electronics Technician (ET) 


and can be contacted at the Engineering Researcn Facility, 

located in Quant ico, Virginia, for any que stions . Contracting 

Off-irp-r.q -rf^gnongi b1 -Fn-r ra-n.onr-i nrr f 


b3 

b6 

b7C 

b7E 
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To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 03/18/2008 


LEAD(s) ; 

Set Lead 1: (Action) 

FINANCE 


AT PSFO. DC 


b3 

b6 

b7C 

b7E 


CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 

The Criminal Inv esticrative Division is requested to 


approve the procurement of 


1 1 Fiiridir 

|CT for 

the amount 

of 


is available using Budget Items 


Subobj ect 


Code 


The Ouan tico Contracts Unit is requested to initiate 
the procurement of I 



rnr- r.hp~~? 

mDimt Of 

1 is available using Budget 

Items 

Subobj ect Code 

1 ^ 


Set Lead 2 : (Action) 


Set Lead 3 ; (Action) 


AT WASHINGTON. DC 


approve tH 



1 .Q -r(=rTnpi.c!l-fiH hn 







Fundincf for t 

of 

Cod 


is available using Budget Items 



Subob j ect 


CC: 
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(Rev. 01-31-2003) 


ALL IK£’CR;-;.-. . : mi ■ 

HEREIN If' “i r I ^-T^- 
DATE o-j-io-jjL: I'i 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date: 3/18/2008 


To: Finance Attn: 

Criminal Investigative Attn: 


From: Op erational Technology 

contact: I 


Approved By: 


Drafted By: 


ttu/ot 


-ERF 


b3 

b5 

b6 

b7C 

b7E 


Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis: To request procurement of 


Enclosure (s) : 
Vendor Quote, 


FD-369 


in the amount of 



CELL/OTO 0Z5323 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430 , 3/18/2008 



CELLSITE- 18762 



To: Finance From: Operational Technology- 

Re: 268-HQ-1068430 , 3/18/2008 


LEAD(s) ; 

Set Lead 1; . (Action) 

FINANCE 














(Rev. 01-31-2003) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 03/12/2008 


To : Finance 


Attn: 


'QT-ERF 


Approved By: 


Drafted By: 



Case ID #: (U) 268-HQ-1068430 (Pending) 

Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis : 


Derive? 

Dedarst 


Ey On: 


Enclosur e (s) ; 
amount od 


Vendor P rice Quote, FD369 | 

I CCR Vendor Information. 


in the 
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ELL/OTID C32 53Z7" 
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To: ?? From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 03/12/2008 


K) 


Sole Source Justification 



competitive bid, and non-advertisement have been described on the 
attached JFOC. 


bl 

b3 

b5 

b6 

b7C 

b7E 


(U) The Contracting 
( COTR ). for this procurement is 
and can be contacted at 


■ 

located xn Quant ico, Virginia, 


Officer Technical Repres entative 
Electronics Engineer (EE) | 
the Engineering Research Facility, 
for any questions . 



2 
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ri2ECS?§5L. 


To: ?? From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 03/12/2008 


LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 


bl 

b3 

b5 

b6 
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CELLSITE-18767 
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IT Acquisition Form 
Section 7 Attachment 


DATE; - ^ ^ 

Q-ECLASSlFy Gi': - 

ALL IKFGti-G-Li I G:-..i G . i ^ ' 

HERE IK IS Uli;:LAG.-I-'Tr- -----t 
WHERE SECWi CTnERWlLC 


Requirements Analysis 


The Wireless Intercept and Tracking Team (WITT) 


bl 

b3 

b7E 



Section 508 Statement 


Wireless Intercept and Tracking Team conducted an 
evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


Subpart B ~ Technical Standards 




CELL/0 


lUJU;' ’“a" ji* 

U:.u.K ,5i irjiK,! 






CELL/OTD .025335 





Subpart D - Information, Documentation, and Support 


(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 




CELL/OTD 0Z5336 


CELLSITE- 18770^ 




System Security Plan 


A System Security Plan has been completed and in place for use ofl_ 


attached to requisition packagef 


E C dated 06/3 0/2004 from Security Division has been 
An update to this EC has already been 


submitted and approved and can be obtained from the security division. 


Sole Source Justification 


Independent Government Cost Estimate 

TTU has submitted a quotation from the vendor, which details the cost of this 
procurement. Pricing has been negotiated and has been deemed fair and reasonable, and 
comparable with other procurements of this nature. 

Life Cycle Cost Estimate 


Earned Value Management Plan 

TTU continuously ensures pl anning, scheduling, and budget monitoring through its 
urogram management efforts. I 


Privacy Impact Assessment 

The Office of General Council has been contacted and has reviewed the request for a 
Privacy Impact Assessment (PIA). 


Risk Assessment 

TTU has identified through research and development efforts tha{ 


I Sufficient funding is also in place for this procurement, 

and as well as plans for the maintenance over the full lifecycle of this product. 


S 


CELL/OTD 025337 








1 



(U) Security Addendum to EC dated 02 / 12/2001 


bl 

b3 


This addendum further expands on the referenced EC with 
regard to sole source justification. 


b7C 

b7E 



March 12, 2008 


Chief Security Officer 
Investigative Technology Division 
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: iNTCPiikr::h' ccNrAiirEi' 

:J:-r.IN 13 TniASSIFIII- EXCEPT 

shcv.ci cihepkisi 
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Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


DATE; . 

CLA3 3 1 F I E I j V :.l 3 1 1 1- FT .■311111 
RE.A301I; 1 . -I 3.', ,V 


1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U.S. Department of Justice, Federal Bureau of Investigation (FBI), Tracking 
Technology Unit Unit (TTU), Operational Technology Division (OTD). The contracting activity is the 
Engineering Contracts Unit (ECU). 


2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 



4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


CELL/OTD 025342 


CELLSITE-18773 







6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security". 


(e.g., would result in disclosure of classified information). This procurement is not being publicized in the 



7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 




CELL/OTD 025343 


CELLSITE- 18774 



bl 

b3 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED b 7 E 



9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 


(U See paragraph (5) above for facts 

supporting the use of other then tlill and open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, -within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, tmless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 


CELL /O ID O "■•sL 

^ «™i|„ 


CELLSITE- 18775 






(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


Contracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory-Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 


CELL/OTD 


*^'3' K2T 
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2. Nature and/or description of the action being approved: 



3 . Description of the supplies or services (including estimated value) : 



CEll/OTD 025352 


CELLSITE-18783 







720330602 


statutory Authority; 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 

(c) (6) . The regulatory authority is FAR 6.302-6(a) (2) . Full and Open 

competition need not be provided for when the disclosure of the agency's needs 

would compromise national security unless the agency is permitted to limit the , o 

number of sources from which it solicits bids or proposals. 

b7E 
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CELLSITE- 18784 
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A Statement of the actions, if any, the agency may take to remove 
or overcome any barriers to competition before any subsequent 
acquisition for the supplies or services are required: 


(U) The FBI will continue to do market surveys to identify potential sources 
on siibsequent acquisitions . TTU has a successful record of finding and 
developing new contractors . 

Conclusion: 


Certifications : 


Technical Representative Certification: 

As Technical Representative of the requiring office, I have reviewed the data 
provided in support of the Justification and Approval to procure using other 
than Full and Open Competition. I certify that the data is accurate and 
complete to the best of my knowledge and belief. 


bl 

b3 

b6 

b7C 

b7E 


I Date 

Contracting Officer's 

Technical Representative {Proposed) 


Contract Specialist Certification: 

I hereby certify that the information in this justification is accurate and 
complete to the best of my knowledge and belief. 


concfact spsciai'ist 
Quantico Contracts Unit 

Reviewed : 

Unit Chief : 


Date 


I Date 

Uuantico contracts Unit 
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Statement of Work to Accompany 
Federal Bureau of Investiga tion Requisition 


(U) PART ONE 

(U) SUMMARY. The Federal Bureau of Investigation (FBI), Operational Technology Division 
(OTD), Tracking Technology Unit's (TTU) Wireless Intercept and Tracking Team (WITT) is 

bl 
b3 
b7E 

(U) PART TWO 
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meet the described criteria: 
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Statement of Work 

Federal Bureau of Tn vesti gati o n Requisition 


(IT> PART ONE bl 

b3 

^SUMMARY. b7E 



art PART TWO 
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ffj) 3. ^ Monthly Status Reporting 
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jU) 5. Operational Deployment 
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DATE: ■ 

CLASsiriL’ Dv 
SEASON: 1.4 <-j, 

DECLASS I FY CH : 0 4 - 1 - 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 04/1/2008 

To: Finance Attn: 

Criminal Investigative Attn: 


From : O perational Technninav Di vi .g-i nn 


QT-ERF 


V.»UJI.XUUU u 




Approved By: 


Drafted By: 


Case ID #: (U) 268-HQ-1068430 


■Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis : ' To request contract action to initiate the 

proposed research. 


(f) 



Enclosure (s) : 
amount of 


(U) Ven dor Price Quote, FD369 


and proposed estimated project plan. 


in the 

JFOC, CCR, Vendor Information, proposal 
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Details : 






To: ?? From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 04/1/2008 
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'To: ?? From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 04/1/2008 



b7E 


Set Lead 1; (Action) 


FINANCE 

AT WASHINGTON. DC 

The Finance Division, Engineering Contracts Unit, 
is requested to initiate procurement action. 


Set Lead 2 : (Action) 


CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 

^ The Criminal Investigative Division is requested 
to approve the critical procurement action. 

CC: 


♦♦ 
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following ; 
following ; 
following ; 


following 

following 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 
12 July 2010 
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b7E 


Subject: Contract 


Dead 


Please find enclosed a copy of the Statements of Work (SOW) for engineering services 
developed by the Federal Bureau of Investigation (FBI).. 

The FBI is interested in obtaining a proposal for this task to be performed in accordance 
with the subject Contract. Contractor shall provide technical and cost proposals to support 
tasking as set forth in the Statement of Work. 

If there are any question regarding this SOW please submit them to my office within the 
next five (5) business days. 

It is foerefore requested that your company review the enclosed SOW and if the proposed 
contract vehicle is appropriate, Cost-Plus Fixed Fee (CPFF), a cost and technical proposal Should 
be submitted in accordance with the terms and conditions of the FBI's Contract no later than 
August 2, 2010 1 :00 PM EST o r sooner. Unclassified proposals maybe email to 


b6 

b7C 

b7E 


Contracting Officer 


1 — 

Should you have any questions concerning this matter, please contact me at 


|response may be faxed to 


secure fax 



Sincerely.' 



Attached : Statement of Work for 


Tasking 


b3 

b7E 


CELLSITE- 19771 



UNCLASSIFIED 

STATEMENT OF WORK 




JProgram 
ask Order 1 


b3 

b7E 


Task Overview 

This Task Order requires that the Contractor provide engine ering services and 
operational support to the Operational Technology Division’s! I 



through studies, enhancements, and operational 



support to tne 


The FBI is the principal investigative arm of the United States Department of 
Justice. It is charged with gathering and reporting facts, locating witnesses, and 
obtaining evidence in cases involving Federal jurisdiction. The mission of the 
FBI's Operational Technology Division is to provide forensic services to the FBI 
and other law enforcement agencies and to support their ability to conduct lawfully 
authorized electronic surveillance. To that end, the Operational Technology 
Division is engaged in a number of development projects and activities that focus 
on developing the forensic, collection, surveillance, and tactical comr nunications 
capabilities required for law enforcement to accomplish its obi ' ' 




The focus of this overall effort i s to provide the engineering s ervices required to 
enhance the functionality of th e| Inecessarv to support 

specific ca se requirements forj . 


le systems snail oe aesignea, installed, and tested to assure that the 
configured system is operationally correct. The contractor shall support the 
system installation anc remote troubleshooting as required. 

expertise may be required. 

The purpose of this SOW i.«s tn dfi.«;nrih<=> thp tagkinn nejrggggry to support the FBI'S 

ability tq under specific legal 

guidelines. The task shall be achieved through en gineering support to the c urrent 
platform for processing and presentation of l and 

tne development of capabilities that are designed to meet specific case 
requirements. 


b7E 


UNCLASSIFIED 

1 


CELLSITE-19772 




UNCLASSIFIED 


1.2 Deliverables 

• Project Management Plan (See Section 2.2) 

• Weekly Status Report (See Section 2.3) 

• Monthly Program Review (See Section 2.3) 

• System Testing Plan (See Section 2.2) 

• System Demonstration at contractor facility 

• Final Summary Report (See Section 2.2) 


Category of Efforts 


The FBI currently owns 

that have been used by| 


in support of FBI 

investiaations. OTD’s 

is also a user of the 

Ifor similar usage but different operational goals than 

1 he FBI’s goal is to field all| 

with 

the minimum capabilities provided bv 

1 — 

as described below. 

studies are intended to provide the FBI 

witn approaches to resolving future issues 

hrough reports, prototypes, or 


demonstrations. This scope of work defines these three categorie s of effort: 


1.3.1 Key Areas 


a) 


systems require 


It has been determined that the existing 

The contractor shall perform the following[ 


□ 



b3 

b7E 


b3 

b7E 


b3 

b7E 


UNCLASSIFIED 

2 
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c) 

sees a number of lonaer term issues that 

leauire aueruion 


1 

In order to be mitigating the risks associated 

withi 

/vould require the vendor to perform studies 


that will help guide future efforts. The contractor shall perform the 
following studies: 




d)[ 

Keauirements -1 1 

has requirements specific to their 

1 

( 

operational use of 

This would perhaps make a or 

^ 1 

[ 

The contractor shall perform the following: 




b3 

b7E 


b3 

b7E 


2 Requirements 


2.1 Security Standards and Regulations 


Refer to 


Statement of Work section 2.3 for guidance. 


SECURITY STATEMENT: This program, all documentation, ali associations, aii stated and 
impiied requirements and aii personnei must adhere to and meet security requirements. Any 
breech of security wiii resuit in immediate termination of the program and possibie 
repercussions, both contractuai and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to inciude, but not iimited to, 
partners, technical and contract information and personnei. The contractor shaii set up 
procedures to insuiate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


b3 

b7E 


2.2 Contractor Furnished Documentation 


Refer to|_ 
guidance. 


Statement of Work sections 2.6 and 3.2 for 


Project management plan shall consist of the Contractor’s proposed solution to 
include the composition of required project team, complete task schedule, and 
total labor and non-labor costs for fully implementing the proposed solution. 


UNCLASSIFIED 
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2.3 Status Reporting 

Refer to Statement of Work Section 3.3 for guidance. 

2.4 Formal Meetings 

d7E 

Refer to Statement of Work Section 3.4 for guidance. 

2.5 Government Points of Contact 

FBI Contracting Officer’s Technical Representative 

b6 
b7C 

Technical Point of Contact 

b3 
b6 
b7C 

b7E 


heaerai bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico, VA 22135 


UNCLASSIFIED 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, DC 20535 


24 August 2010 


Contract: 

Subject: 


r 


Request for Clarification onl 



Task Order Proposals 


Please review the attached questions and requests for clar ifications regarding the Cost and 
Technical Proposals repeived in response to FBP j | Task Order statement of work and 
letter dated July 12, 2010. Please provide a response to these questions and any modifications to 
the originally submitted cost and technical proposals no later than 2PM EST Thursday August 26, 
2010 . 


b3 

b6 

b7C 

b7E 


If I can be of further assistance with this effort 

jou may contact me at 





Sincerely, 


Contracting Officer 


b6 

b7C 
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Government Questions and Requests for Clarification 
Technical and Cost Proposal forthe l 

Proposals Dated August 6, 2010 


Comment 

Throughout the propose refers to a number of IR&D project s that re late to the 

scope of work being bid. It is not clear how much of the IR&D worl j ~| is proposing as 
part of this effort or if they are putting it in the proposal to show experience in the area. 
AlsO; if they are going to claim ownership to the entire product being procured by the 
Government due to inclusion of all or part of a previous IR&D effort, it needs to be clearly 
defined what percentage of the full product is from their IR&D. 

See comment for paragraph 9.0 below. 


should disregard the c olumn of information labeledi iThere is no 

Government requirement to r I 

The requirement to interface with is no longer valid. This item shall be 

removed from the SOW. Item is hereby deleted in Tull. 

This item directly relates to and may become a duplication of effort for of items 3.1.3 and 
3.1.4. Please clarify, explain, and provide full disclosure as to how these tasks are/are not 
a duplication of effort. 

The requirement to f is no longer valid. This item can be 

removed from the SOW. Item is hereby deleted in full. 

Items 7 & 18. 1 [wants full rights of the result of this effort to sell as a co mmercial 
product, and therefore will potentially be provided an unfair advantage in this 

Please advise if you 


understand and comply. ^ 

Item 30. An NDA shall be required of for this effort as previously agreed. All 
personnel supporting efforts under P [ shall be required to sign the NDA (FD- 

868 ). 

Based on the fact that this is an unclassified req uirement, hours are excessive and shall be 
reduced. Hour s shall be substantially reduced to [ 

for the duration of this tasking. 

Product testing sh all not be done l 

See also page 34. Contractor shall adjust cost and technical proposal 

accordingly. Technical guidance shall be provided by COTR for this portion of the tasking. 
Subtask #1 on page 29 shall be revised and all requirements stated in the P roposal s hall be 
removed except for the following requirements from Section 1.3.1 from thd ~bOW: 

fronri page 2. The Contractor shall'revise and reduce the technical and 

cost proposals accordingly. 


1 




Pages 30 & 
31- 

Subtasks 
#4, 5, 7 


Page 31 - 
Subtask #9 


Page 32 - 
Subtask 
#11 


Page 34 - 
Subtask #1 


These tasks are related and may potentially impact each other. From task #7 it is unclear 
if these hours are paying for the IR&D effort or in addition. Please clarify. 


The requirement fo 


upport has been removed. Item is hereby deleted in full. 


It is unclear what this task is doing. Should it be part of the l&T as identified on page 34 in 
the paragraph titled System Integration and Test Effort? Please clarify. 


1) Page 29, Subtask 11 and Page 24, Subtask #1 "Systems 

l&T" appear'to be duplicative efforts. Please revise cost and technical proposals to 
remove the duplicative portions or explain how both testing scenarios are required. 

2 ) The hours for this subtask appear to be excessive. 



Development task. Proposed hours for 


The Government shall provide a current] |as GFE.| |may require 

additional components and will most likely charge for handling of the GFE. Hours 
proposed by the Contractor are excessive and shall be reduced. f 


^lease advise if you 

understand and comply. Adjust cost proposal accordingly. 


hall identify which portion of subtask #1, page 42, is to be funded b 


funding and v yhich p ortions are intended tc 
describe how | l intends to incorporate 


The Government is unclear what is meant by the sentence 



clarify. 


is bidding topurchas 


I The Gov ernment shall provide these 

items as GFE from make and model information provided by| jpiease adjust cost 
proposal to reflect the deletion of this item. 


|is no longer a requirement. See comments to paragraph 3.2.2 above. 

Item is hereby deleted in full.- 















>B>H)K*!K>K5K>K>I«K*>K)|!>|0|! -COMM. JOURNAL- JKJioHHoHMOHHotaHHoloHHoHHot!** DATE AUG-25-2010 H<*>loioH TIME 13:56 


MODE = MEMORY TRANSMISSION START=AUG-25 13:55 END=AUG-25 13:56 

FILE N0.-945 


STN 

NO. 

COMM. 

ONE-TOUCH/ 
ABBR NO. 

STATION NAME/TEL NO. 

PAGES 

DURATION 

001 

OK 

s 1 



006/006 

00:01:02 




^>3 

b7E 






FD-448 

• Ravised 
10-27-2004 


FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE COVER SHEET 


PRECEDENCE 

O Immediate O Prlotity ^ r, Routina 

CLASSIFICATION 

C Top Secret C Secret C Confidential 0 Sensitive O Unclassified 


TO 


Name of Office: 


Date: 


0B/25/Z010 

Attn: 





1 1 

mui 

1 


FROM 


Name of Office: 

FBI - Science and Technology Contracts Unit 

Number of Pages: (Including cover) 

6 



lOrifilnakor’s Telenhor 

le Number: ^ 

lOrlolnetor's Facsimile N 

jmber: 

1 1 



b3 

b6 

b7C 

b7E 


DETAILS 

Subject! 

Plaase find the attached Responses & Request for Clarifications on| |to Proposals. 


b3 

b7E 


Special Handling Instructions: 

Plaasa confirm receipt. 


Brief Description of Communication Faxed: 

Thank you for your assistance and have a good day. 


WARNING 

Information attached to the cover sheet Is U.S. Government Property. If you are not the intended recipient of this Information disclosure, 
reproduction, distribution, or use of this Information Is prohibited (18.USC, § 641). Please notify the originator or local FBI Office 
immediately to arrange for proper disposition. 


CELLSITE-19782 


F0-44B (Revised 10-27-2004} 


Page 1 of 1 


FEDERAL BUREAU OF INVESTIGATION 



ALL : 

:^rvr-|.- t'.-; Tri^ -: 


FD-448 


FEDERAL BUREAU OF INVESTIGATION 


Revised 

10-27-2004 


FACSIMILE COVER SHEET 


O Immediate 


PRECEDENCE 

O Priority 


C Routine 


CLASSIFICATION 


P Top Secret 


O Secret 


O Confidentiai 


O Sensitive 


O Unclassified 


TO 


Name of Office: 


Facsimile Number: 


Date: 

08/25/2010 


Attn: 




<• 



b3 

‘b6 

Number of Pages: (including cover) b 7 C 

6 b7E 


FROM 


Name of Office: 

FBI - Science and Technology Contracts Unit 




Number: 







Number: 


Approved: 


DETAILS 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, DC 20535 


25 August 2010 


Contract: 

Subject: 


[ 


Request for Clarification on 


Task Order Proposals 


Enclos ed please find the FBI’s responses tol 


‘Conditions and Assumptions” for the 


Task Order to l::!e performed under the above Contract. Please review and respond to any 
questions or requests for Clarifications regarding the Cost and Technical Proposals. This 
proposed tasking is intended as a Cost-Plus Fixed Fee requirement and as such, in accordance 
with the previously agree d upon terms and conditions of this contract, revise the Cost 
documentation to reflect a I | fee structure. All Terms and Conditions under the Contract ] 

I | are unchanged and binding for all subsequent actions, including this 


intended Tasking. 


b3 

b6 

b7C 

b7E 


b3 

b7E 


Please provide a response to these questions and any modifications to the originally submitted 
cost and technical proposals no later than noon EST on Friday August 27, 2010. To reduce 
administrative burdens, please make necessary changes to those affected pages and provide them 
for replacement in original documentation. 


If I can be of further assistance with this effort ■ 

^ou may contact me at 


• 



Sincerely, 


Contracting Officer 


b6 

b7C 
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[ Task Order; 

Responses to Conditions and Assumptions pages 11-13. 


Please note that all terms and conditions for the 


Contract are in affect and 


negotiated and agree d upon per signatures on 9/10/uy. t he following conditions and assumptions 


were provided in the 


proposal: 


1. The basis for this proposal is the Base IDIQ Contract No\ 

Sponsor’s RFP dated 12 July 2010 and accompanying documents. 


and associated documents; the 


- The FBI concurs. ‘ 


b3 

b7E 


2. Proposed pricing and schedule assume full funding at award. Should incremental funding be 
required, the Contractor will provide a funding profile at negotiations and provide funding 
limitations notices per FAR 52.232-22 Limitation of funds, to ensure funding is provided in a timely 
fashion to support the proposed schedule. 

- The FBI intends to incrementally fund this tasking. See original RFP clause included in 
Section I. 

3. Proposed pricing assumes effort will be awarded on a single Task Order/Delivery Order under 
which only one CLIN per task order. If multiple CLINs are to be awarded. Contractor reserves the 
right to update its proposal to include additional administrative costs associated with managing 
multiple CLINs. 

- Number of CLINs will be determined at time of award and at no additional cost to the FBI. 

4. Proposed prices are exclusive of international, federal, state, local, excise, sales, gross receipts, 
use, business and occupation tax, and similar taxes arising from or in connection with the proposal, 
and such taxes, if assessed will be invoiced by the Contractor and paid by the Sponsor. 

See original contract. The federal government is tax exempt. 


5. Period of Performance is 8 months which includes 7 months for program execution and 1 month to 
perform final task order closeout activities. 


The FBI accepts this assumption. 


|w asserting its right to protect intellectual property (IP) in accordance with F.A.R. Clause 
5z.zji/-i4 Rights in Data - General. Any IP claim will be submitted under separate cover. 


The FBI will review all claims submitted by vendor and determine IP rights on an individual 
basis. 


b3 


7\ 


requests the Sponsor incorporate into the IDIQ Terms and Conditions, Alternate II (Dec b7E 
2uu/) of clause F.A.R. 52.227-14, Rights in Data- General. This clause will be applicable to this and 
subsequent efforts. 


The FBI concurs. This clause is incorporated via Mod 6 td 
8/23/10. 


fully executed 


CELLSITE-19785 



8 . 

ahociamllwith 


will not provide documentation, specifications, drawin^^ . source code, or prototypes, 
a with our intellectual property (IRAD). As suclii requires Clause H- 10 and 


Paragraph 2.6(i) be revised or deleted with respect tc IP. 


See original contract terms and conditions agreed upon under contract. H-10 remains as 
stated. Negotiations regarding IRAD funding will be addressed on a case by case basis. 


P. No estimates have been included for providing Contra ctor team member working notes called out 
in Paragraph 2.6(f). Note; this is not a standard practice\ \i>ill assess the cost and schedule 
impact if this review is required. 

- The FBI concurs. If required, vendor will be advised. 


10. Weekly status reports will be submitted via e-mail and shall address technical problems, risks, 
issues, production, technical assessments, and security items, and concerns (SOW 3.3 and 3.4.1). 

- The FBI concurs. 


b3 

b7E 


11. This proposal assumes all customer meetings are held at the contractor ’s facility. 

- The FBI concurs. 

* 

12. Formal meeting Agendas will be sent via email or secure fax.. 

- The FBI concurs. 

13. At customer direction. Monthly Program Reviews may be held by telephone. 

- The FBI concurs. 

14. Invoices will be billed by element of cost, consistent with the contractors current invoice format. 
No hourly information will be on the invoices; however, this data can be incorporated into the 
monthly customer report. 

- Hourly information shall be required and can be incorporated into the monthly customer 
report. 

15. Production, Technical Assessments, and Security Reviews (SOW 3.4.1), when needed; will be 
incorporated into Weekly or Monthly Status Review. 

- The FBI concurs. 


16. All deliverable data submissions are considered approved if no comments are received by 10 
business days after submission to the Customer. Multiple iterations for report revisions are not 
considered in this proposal estimate. 


See Section E.l ofthd 


incorporated into the 


of awarded contracj 

Contract, the FBI retains the right to 30 days for inspection and acceptance of submitted 
deliverables. 


1 7. The proposed price for the study option assumes that the option will be exercised at the same 
time as the base award in order for it to be completed, with the base program period of performance. 


b3 

b7E 
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The FBI intends to exercise Option Year 1 for thel 


Contract in September 2010 
with same terms and conditions as agreed upon in the contract, for the 60 month period. If 
this statement does not address #17. Please advise. 


18. This proposal assumes will have the right to incorporate any results of this program into 

its commercial products as applicable. 


shall notify the FBI of any results, capabilities, or functionalities related to this tasking 
that are intended to be incorporated into commercial products. 


19. This proposal assumes Pictorial System Diagrams (SOW 2.6) will be included in PDR and CDR 
packages and not separate deliverable. 


The FBI concurs. 


b3 

b7E 


20. As authorized by F.A.R. 52.232-28, 

requests electronic funds transfer of payments to: 


- The FBI concurs. See contract awarded 



2l\ pas not included in its estimate of cost incurred or to be incurred any amount for 

termination liability costs to which may be entitled in the event of a termination for 
convenience by the Government. 


22 


See Contrac I for all terms and conditions that are applicable to this agreement. 

urrently has a website available for government customers; this proposal assumes 

"|Web Site satisfi es the Sp onsor’s requirement (SOW 3.10). If additional 

Reserves its right to assess the impact. 


this existing 
capabilities above this are required 


- The FBI concurs. 


23. Invoicing will be monthly aftei| "jjeriod end, the terms of vvhich would be 100% due Net 30 


subject to the FAR 52.232-25, Prompt Payment Clause. 


The FBI concurs. See contract awarded 


b3 

b7E 


b3 

b7E 


24. FOB Point is destination, 
r The FBI concurs. 


25. No warranty terms are offered. 


Warr anty terms, if applicable, will be in accordance with the terms of the contract] 
[signed 9/1 5/09. 


26.1) 

no aaaitiondl burdens. 


products are required for this effort they are priced at the 


mrice list value with b3 

^ b7E 


The FBI concurs. However, please see Cost Proposal page 37 and 38 and adjust pricing 
accordingly. 
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27. The Consolidated Materials Listing (CML) is not auditable 
continuing to firm material pricing to provide for negotiations. 

Please clarify assumption. 


at proposal submissior^ ^s 


28. \ 

will monitor and assess this during performance and will 

notijy the customer as necessary. 

- The FBI concurs. 


29. In supp ort of the effort. 


performed by 


Wo 


'ho is the 
pnd are , 


'\vill be developed and 


^eveloper. Actual modifications t( \ \ must be 


'nd are not priced in this proposal. 


- ■ The I ] portion of this tasking has been deleted from the SOW and no services shall be 

required under this Tasking. 


30. This task is uncla ssified an d will be 
security classification 


worked in a suitable environment commensurate with the 
hssumes that no security clearances or NBA will be required. 


TheF. 

Atth 

with 



Ke[ 


s 'that work to be performed under this tasking are 
FBI meeting on 6/24/10 , both parties agreed that al 


inclassififtd. 

jmployees involved 
Jcontract shall sign the FD-Sts. me classification level 


of this tasking does not exempt it from the need for and requirements of the NDA. 


b3 

b7E 


b3 

b7E 


b3 

b7E 
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27 August 2010 

935 Pernisylvania Ave. N.W. 
JEH Bldg Room 6853 
Washington, D.C. 20535* 


In Reply Please Refer to: 


Attention: 

Subject: 

Reference: 


Contracting Officer 


Fact-finding Responses - 


Proposal, dated 6 August 2010 


(a) 

(b; 

(of 


proposal. 


Contract No 


j dated 6 August 2010 


Uoyemment Questions and Requests for Clarification, dated 24 August 2010 


Dear^ 




^ , . through its 

; IS suDmittmg the attached responses to the Government’s referenced c, fact- 
finding questions. Attached also as a result of our responses is our updated proposal price 
summary, with the| [sections that were revised for this update. 


hlC 

b7E 


b3 

b6 

b7C 

b7E 


negotiations. For technical auRsfinns please contact 


r 



5 undersigned at 


or 


Very truly yours. 




Cc: 



Enclosures: 


b3 

b6 

b7C 

b7E 
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Proposal Update Summary Price Table {21 August 2010) 






Development 


Total 

Cost: 

Fee @ 12 % 
Price: 







P. 23 12.0 Subtask 4. 

J o 1-0 1-01 Subtask # 4 : Secur ity 

Hours reduced fromi Indtitaining LOE estirnating methodology as follows: 


b3 

b4 

b7E 


P- 9.4 Table 

P l-01-01 Travel 

- Travel location changed from LA to Wash, DC. 

V 

P. 29 Subtask #1 

1 01-01-54 Subtask #!: | 

- Hours reduced fromT hs follows: 


P. 31 Subtask #9 

01-01-54 Subtask #9: 1 Support 

Subtask # 9 deleted: Hours reduced from 


P.37 b3 

l. | 1 01-01-07 Subtask#!: MMS Labor b7E 

Based on revised CML ('provided! hours reduced fromi I as fnllrtws- 

allocate as tbllows: 

Manager f I 

Admini stration 

Clerical! j 


2. 1 j o 1-0 1-08 Products (Added) 
Added Produces Table and Pricing 


P. 46 

n 1 01-02-07 
Deleted 


P. 49 

01-03[ 

- - Deleted 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Friday. September 10 . 2010 2:23 PM 


RE: Updated Cost Proposals 


j. - Ill nine with the revisions submitted by| | I would like to start the 

with the award of the task. We will have to incrementally fund that project' 

Thank.q. 


From: 


7 


Sen t: Friday, September 1 0, 2010 10:04 AM 
To: 

Cc: 


Subject: FW: Updated Cost Proposals: 
Hi 


b3 

b6 

-b7C 

_b7E 


[ 


Please review and evaluate the attached documents for | | Let me know if you have any 

questions, comments, or concerns. I hope to finalize and award the Task Order on Tuesday 
of next -week and will need your final reviews and any information you want incorporated 
into the contract by that time. 

Please let me know if you have any questions. 

Thanks again. 


b3 

b6 

b7C 

b7E 


From: 

Sent: xnursaav. September 2U1U 5:14 PM 
To: 

Cc: 

Subj 


ect : Updated Cost Proposals :|^ 


b3 

b6 

b7C 

b7E 


Here i s the rem aining proposal update documents to go along with the items faxed earlier 
today. I ~| 


[ 


FF_Response . pdf » 


□ 


«R(=>.=;nnn.<:!(=!.=; to 

1 Froposal Questions - Final. pdf » < 

Meeting Action Items 

odf» <1 

1 Summary Price Update Sep 10.pdf» | 

1 Price 



SeplO .pdf» 


[Pricing Summary Changes. pdf» 


b3 

b7E 


j_Updates Sept 10.pdf» 


Summary Price Update Sept. 10.pdf» 4 


Price Summaries 


|_9-9-10.pdf» 


1 
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System Test Flan Acceptance 
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Good Aftemoon[ 


Please accept this letter as the Federal Bur eau of Inv estigation’s official acceptance of the 


System Test Plan documentation Revision! 


dated April 15, 2011. 


If there are any questions please do not hesitate to contact my office. 




uontractmg umcer 

Science and Technology Contracts Unit 
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Good Aftemoon T I 

Please accept this letter as the Federal Bur eau of Inv estigation’s official, acceptance of the 
System Test Plan documentation Revision dated April 15, 201 1. 

If there are any questions please do not hesitate to contact my office. 
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Subject: Responses to[ 
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Good Afternoon 


Please accept this letter as the Federal Bureau of Investigation’s official acceptance of the 
following documents provided via e-mail 2 June 201 1 at 5:54PM. 


Acceptance Test Procedure, Revision A, dated 3 1 May 201 1 
System Requirements, Revision A, dated 23 May 201 1 


If there are any questions please do not hesitate to contact my office, 

, Sinrprpiv 


Contracting Officer 

Science and Technology Contracts Unit 
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I left off the System Test Plan frm the reviewed and accepted list. Please add this deliverable on your letter, along with th€]^7g 
System Requirements and Acceptance Test Procedures. 




Peroui 


Per our conversation, I have reviewed the documents forwarded by the below email and find them acceptabie as 
submitted. 


Thanks. 
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Federal Bureau of Investigation 
I I Room 6853 

935 Pennsylvania Ave. NW 
Washington, DC 20535 


7. ADMINISTERED BY (If other than Item 6) 

Same as Item 6 . 
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10A. MODIFICATION OF CONTRACT/ORDER NO. 


10B. DATED (SEE ITEM 11) 


09/14/10 


11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers □ is extended, □ is not extended. 
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the foilowing methods: 


copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 
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or (c) By separate letter or telegram which includes a' reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 



B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

K 
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FAR 43.103(b) Unilateral - Administrative Change 


E. IMPORTANT: Contractor is not, Q is requireid to sign this (document and return copies to the issuing office. 
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Except as provided herein, all terrhs and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and In full force and effect. 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


2. AMENDMENT/MODIFICAITON NO. 

Mod 3 


6. ISSUED BY 


3. EFFECTIVE DATE 
05/18/11 


14. REQUISITION/PURCHASE REQ. NO. 


17. ADMINISTERED BY (If other than Item 6) 


15. PROJECT NO. (If applloble) 


ppHp-ral Rtirsati of Investigation 

Room 6853 

935 Pennsylvania Ave. NW 
Washington, DC 20535 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State and ZIP Code! 


Same as Item 6 . 


9A. AMENDMENT OF SOLICIATION NO. 



CODE [FACILITY CODE j | 05/18/11 


1 1 . THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ The above numbered solicitation Is amended as set forth in Item 14. The hour and date specified for receipt of Offers I I is extended, I I is not extended. 
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 

(a)By completing items 8 and 15, and returning _____ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 


1 2. ACCOUNTING AND APPROPIRATION DATA (If required) 


CHECK ONE 



13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM .14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 
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C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


p. OTHER (Specify type of modification and authority) 

FAR 32.7 "Funding" 


copies to the issuing office. 


E. IMPORTANT: Contractor Q is not, 0 is required to sign this document and return : 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 

The purpose of this modification is t o provide th e final increment of fund ing for continued 

engineer ing services i n the amount of I I per the originally agreed Task Order 

total of I I An additional | | is provided to contribute towards contract close 

out. Services are to be p erformed in accordanc e with the SOW and Terms & Conditions of the 
Task Order and | Contract. | | represents the previous PO for this effort with 

FYl-0 funding. POP: 5/S’8/ll-8/15/ll . Technical guidance is to come from COTR, | 

Invoice to COTR. Contractor exceeds funding at own risk. b 
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15B. CONTRACTOR/OFFEROR 


1 5C. DATE SIGNED ‘ 1 1 6B. UNITED STATES OF AMERICA 


16C. DATE SIGNED 


(Signature of person authorized to srgn) 


(Signature of Contracting Officer) 


NSN 7540-01-152-8070 
Previous edition unusable 


STANDARD FORM 30 (REV. 10-83) 
Prescribed by GSA FAR (48 CFR) 53.243 
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SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

SF-30PAGE2OF2 


Purchase Order Number: | 
Modification # 1 


[Task Order under] 


The purpose of thi s modifi cation is to provide incremental funding in the amount of| 


services under the 
guidance to come froin 
in accordance with the sow and documents below. 


for 


Task Order. Per iod of Perfor mance: 9/14/10-9 /14/11. All technical 
technical lead ! 


Services to be performed 


Documentation Incorporated: 

The follo-wiii g documents are hereby incorporated into the SOW for this Task Order under ] ] 


7/12/10: 


FBI I ] Task Order Letter, Statement of Work, and accompanying documents dated 


a ost and Technical Proposals dated 8/9/10; 

nical questions and requests for clarifications e-mailed 8/24/10; 


[ 


7BT 

FBI Re sponses to Conditions and Assumptions e-mailed 8/25/10; 

Response to FBI 8/24 a nd 8/25 docu mentation dated 8/27/1 0; 

Revisions dated 9/9/1 0: [~ i Meeting Action Items - ] ] Responses to 

Proposal Questions, an(^__JProposal Update Summary Price Table (8 


September 2010). 

FBI Revised Responses to Conditions and Assumptions e-rnailed 9/14/10; 


Award Summary: 


The FBI the hereby awards this Task Order on the following estimates provided in j ~] 

I I Proposal Update Smnmary Price Table (8 September 2010)” under the previously agreed 
up on Cost-Plus Fixed Fee pricing: 


Development: 


b3 

b4 

b6 

b7C 

b7E 


b3 

b7E 


b3 

b4 

b7E 


The Total estimated cost of this Ta sk Order is 
funding through PO| lin the amountol 


The FBI provides incremental 


General: 

Terms and conditions are those in effect under the contract. Contractor exceeds funding at own 
risk. Invoices to be sent to| 


COTR. 


b6 

b7C 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


4. REQUISmON/PURCHASE REQ. NO. 


1. CONTRACT ID CODE 


3. EFFECTIVE DATE 

09/14/10 


2. AMENDMENT/MODIFICAITON NO. 

Mod 1 


6. ISSUED BY CODE | 

Federal Bureau of Investiaation 
I ~~| Room 6853 

935 Pennsylvania Ave. NW 
Washington, DC 20535 


8. NAME AND ADDRESS OF CONTRACTOR (No., street, county. State and ZIP Code) 


5. PROJECT NO. (If applicble) 


7. ADMINISTERED BY (If other than Item 6) 

Same as Item 6 . 



(X) |9A. AMENDMENT OF SOLICIATION NO. 


1 9B. DATED (SEE ITEM 11) 


IIOA. MODIFICATION OF CONTRACT/ORDER NO. 


CODE ^ IfACILITY CODE ^ 09/14/10 

' n . THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

□ The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers □ Is extended, is not extended. 

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: 

(a)By completing items 8 and 1 5, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which Includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is received prior to the opening hour and date specified. 

12. ACCOUNTING AND APPROPIRATION DATA (If required) 

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE |A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 

~ B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: ~~ 


D. OTHER (Specify type of modification and authority) 

FAR 32.7 Funding 


E. IMPORTANT: Contractor Q is not, 0 is required to sign this document and return copies to t 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings. Including solicitation/contract subject matter where feasible.) 

See attached page for details . 


copies to the issuing office. 


Except as providad herein, all terms and conditions of the document referenced in Item 9 A or 10A, as heretofore changed, remains unchanged and in full force and effect. 

1 5A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTR ACTING OFFICER (Type or print) g 


1 5B. CONTRACTOR/OFFEROR 


(Signature of person authorized to sign) 



Contracting Officer 

1 5C. DATE SIGNED 

16B. UNITED STATES OF AMERICA 


(Signature of Contracting Officer) 


b7C 

1 sc. DATE SIGNED 


Prescribed by GSA FAR (48 CFR) 53.243 
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Ml INFOPJiaTi:;:^ 

HEREIN IS UNCI.';.:'.' ! 

DATE .10-23-2012 Ei 5E1T2 E.El, O:'-; 


SF-30 AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

SF-30PAGE2OF2 


Purchase Order Number: | 

Modification # 1 . 

IXask Order undei 


The purpose of th 

services under th 

guidance to come from [ 



cation is to provide incremental funding in the amount oi l 
ask Order. Period of Performance: 9/14/10-9/14/11. All technical 


for 


3 technical lead 


Services to be performed 


in accordance with the sow and documents below. 


The following documents are hereby incorporated into the SOW for this Task Order under[ 


FBI 
7/12/10: 


Task Order Letter, Statement of Work, and accompanying documents dated 


FBI 


Cost and Technical Proposals dated 8/9/10; 
tecMical questions and requests for clarifications e-mailed 8/24/10 
FBI Re sponses to Conditions and Assumptions e-mailed 8/25/10; 

Response to FBI 8/24 and 8/25 doc umentation dated 8/27/10; 

Meeting Action Items 

_Wc 


Revisions dated 9/9/10 
Proposal Questions, an3[ 


Responses to 


^posal Update Summary Price Table (8 


September 2010). 

FBI Revised Responses to Conditions and Assumptions e-mailed 9/14/10; 


Terms and conditions are those in effect under the contract. Contractor exceeds funding at own 
risk. Invoices to be sent t d I COTR. 


b3 

b4 

b6 

b7C 

b7E 


b3 

b7E 


b6 
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HEREIH IS DNCLASSIFIED 

DATE 10-20-2012 BY €5179 DHH/31R 




FD-448 


FEDERAL BUREAU OF INVESTIGATION 


Revised 

10-27-200'» 


FACSIMILE COVER SHEET 


PRECEDENCE 

O Immediate C. Priority C Routine 

CLASSIFICATION 

O TepSeeret O Secret P Confidential 0 Sensitive Q Unclassified 


TO 


Name of Office: 

iFacsimile Number; 

Date; 


1 1 l_ 

09/14/2010 


1 

Room: 

Teleohone Number; 

1 *■ 





FROM 


Name of Office: 

FBI - Science and Technology Contracts Unit 

Number of Pages: (Including cover) 

•7- 

OriglnetorisName: 

^ lnriQtnw^n^\ THRnhcj 

ne Number: 

1 

Originator's Facsimile Number: 


1 


Approved; 


DETAILS 


Subject: 

Please find the attached PO| 


1 " 


TPlease also find attached Mod 1 to| 


J Tas k Order u nder 
rthel I 


b3 

b6 

b7C 

b7E 


b3 

b7E 


Special Handling Instructions: 

Please confirm receipt of the modification, sign the SF-30, and fax back to the number above. 


Brief Description of Communication Faxed; 

Thank you for your assistance and have a good day. 


Informah'on attached to the cover sheet Is U.S. Government Property. If you ere net the intended recipient of this informeilon disclosure, 
reproduction, distribution, or use of this Information Is prohibited (18.USC, § 641). Please notify the originator or local FBI Office 
Immediately to arrange for proper disposition. 


FD-448 (Revised 10-27-2004) 


Page 1 of 1 
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hQ 

I’m attaching the revised responses to Conditions & Assumptions for ] | - incorporating the updates we made 
together on 8/31/10. The handfui of updates are in Blue colored text. I should have the award documentation to 
you for| I in the next few hours. 

Regarding your response to my | | e-mail yesterday - 1 don’t understand your response. Should I 

anticipate a revised quote for pricing tor these units so I can incorporate into the contract? 



Contracting Officer 


Fe deral Bureau of Investigation 

( 0 ]| 

(F)l 


b3 

b6 

b7C 

b7E 
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b6 

b7C 
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9/14/2010 
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Task Order: REVISION 


Responses to Conditions and Assumptions pages 11-13. 


Please note that all terms and conditions for the 


Contract are in affect and 


negotiated and agre ed upon p er signatures on 9/1 5/09. The following conditions and assumptions 
were provided in the proposal: 


1. The basis for this proposal is the Base IDIQ Contract No. 
Sponsor ’s RFP dated 12 July 201 0 and accompanying documents. 


"\md associated documents; the 


b3 

b7E 


- The FBI concurs. 

2. Proposed pricing and schedule assume full funding at award. Should incremental funding be 
required, the Contractor will provide a funding profile at negotiations and provide funding 
limitations notices per FAR 52.232-22 Limitation of funds, to ensure funding is provided in a timely 
fashion to support the proposed schedule. 

- The FBI intends to incrementally fund this tasking. See original RFP clause included in 
Section I. 


3. Proposed pricing assUmes effort will be awarded on a single Task Order/Delivery Order under 
which only one CLIN per task order. If multiple CLINs are to be awarded. Contractor reserves the 
right to update its proposal to include additional administrative costs associated with managing 
multiple CLINs. 


Number of CLINs will be determined at time of a ward and at no additional cost to the FBI. 
REVISION PER 8/31/10: The FBI will work withl [contracts of fice to format funding 


on one PO line, if possible, for administrative and funding ease within 
will also use “M” PO #s when possible for ease of tracking purposes. 


The FBI 


4. Proposed prices are exclusive of international, federal, state, local, excise, sales, gross receipts, 
use, business and occupation tax, and similar taxes arising from or in connection with the proposal, 
and such taxes, if assessed will be invoiced by the Contractor and paid by the Sponsor. 

See original contract. The federal government is tax exempt. 

- REVISION PER 8/3 1/10: The FBI concurs. 


b3 

b7E 


5. Period of Performance is 8 months which includes 7 months for program execution and 1 month to 
perform final task order closeout activities. 

- The FBI accepts this assumption. 


p assertingdts right to protect intellectual property (IP) in accordance with F.A.R. Clause 


52.22'/- 1 4 Rights in Data - General. Any IP claim will be submitted under separate cover. 


- The FBI will review all claims submitted by vendor and determine IP rights on an individual 
basis. 

- REVISION PER 8/31/1 0: Please refer to final documentation under separate cover letter. 


CELLSITE-19827 



7. 1 \ requests the Sponsor incorporate into the IDIQ Terms and Conditions, Alternate II (Dec 
2007) of Clause F.A.R. 52.227-14, Rights in Data- General. This clause will be applicable to this and 
subsequent efforts. 


The FBI concurs. This clause is incorporated via Mod 6 to 
8/23/10. 


fully executed 


REVISION PER 8/3 1/10: Please refer to final documentation under separate cover letter. 




\vill not provide. documentation, specifications, frawin^^ source code, or prototypes. 


associated with our intellectual property (IRAD). As s^Ci 
Paragraph 2.6(i) be revised or deleted with respect to 


requires Clause H-10 and 


See original contract terms and conditions agreed upon under contract. H-10 remains as 
stated. Negotiations regarding IRAD funding will be addressed on a case by case basis. 


9. No estimates have been included for providing Contra ctor team member working notes called out 

in Paragraph 2. 6(f). Note; this is not a standard practice vill assess the cost and schedule 

impact if this review ^ is required. 

- The FBI concurs. If required, vendor will be advised. 

10. Weekly status reports will be submitted via e-mail and shall address technical problems, risks, 
issues, production, technical assessments, and security items, and concerns (SOW 3.3 and 3.4.1). 

- The FBI concurs. 


b3 

b7E 


11. This proposal assumes all customer meetings are hdd at the contractor ’s facility. 

- The FBI concurs. 

12. Formal meeting Agendas will be sent via email or secure fax.. 

- The FBI concurs. 

13. At customer direction. Monthly Program Reviews may be held by telephone. 

- The FBI concurs. 

• 14. Invoices will be billed by element of cost, consistent with the contractors current invoice format. 
No hourly information will be on the invoices; however, this data can be incorporated into the 
monthly customer report. 

- Hourly infomation shall be required and can be incorporated into the monthly customer 
report. 

15. Production, Technical Assessments, and Security Reviews (SOW 3.4.1), when needed; will be 
incorporated into Weekly or Monthly Status Review. 

- The FBI concurs. 
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16. All deliverable data submissions are considered approved if no comments are received by 10 
business days after submission to the Customer. Multiple iterations for report revisions are not 
considered in this proposal estimate. 


See Section E.l of thd 


of awarded contract! 


incorporated into the 


Contract, the FBI retains the right to 30 days for inspection and acceptance of submitted 
deliverables. 


17. The proposed price for the study option assumes that the option will be exercised at the same 
time as the base award in order for it to be completed, with the base program period of performance. 


^Contract in September 2010 


The FBI intends td exercise Option Year 1 for the 

with same terms and conditions as agreed upon in the contract, for the 60 month period. If 
this statement does not address #17. Please advise. 

REVISION PER 8/31/10: Please refer to guidance from Technical Read and any revisions to 
SOW agreed upon under other documentation. 


18. This proposal assumes 
its commercial products as applicable. 


will have the right to incorporate any results of this program into 


[shall notjfy the FBI of any results, capabilities, or functionalities related to this tasking 

that are intended’ to be incorporated into commercial products. 

19. This proposal assumes Pictorial System Diagrams (SOW 2.6) will be included in PDR and CDR 
packages and not separate deliverable. 

- The FBI concurs. 


20. As authorized by F.A.R. 52.232-28 


•equests electronic funds transfer of yayments to: 


The FBI concurs. See contract awardeJ 


b3 
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\ has not included in its estimate o f cost incurred or to be incurred any amount for 
termination liability costs to whic^ \nay be entitled in the event of a termination for 
convenience by the Government. 


See ContracJ 


for all terms and conditions that are applicable to this agreement. 


•22 


t mtly has a website available for government customers; this proposal assumes 

eb Site satisfi es the Sp onsor’s requirement (SOW 3.10). If additional 
[reserves its right to assess the impact. 


this existing 

capabilities above this are required] 


The FBI concurs. 


The FBI concurs. See contract awarded 


b3 

b7E 


23. Invoicing will be monthly afteij period end, the terms of which would be 1 00% due Net 30 
subject to the FAR 52.232-25, Prompt Payment Clause. 


24. FOB Point is destination. 


b3 
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The FBI concurs. 


25. No warranty terms are offered. 


.Warranty terms, if applicable, will be in accordance with the terms of the contracq 
signed 9/15/09. 


26. If WPG products are required for this effort they are priced at the 
no additional burdens. 


vprice list value with 


- The FBI concurs. However, please see Cost Proposal page 37 and 38 and adjust pricing 
accordingly. 

27. The Consolidated Materials Listing (CML) is not auditable at proposal submission. Harris is 
continuing to firm material pricing to provide for negotiations. 

- Please clarify assumption. 

REVISION PER 8/31/10: See revised cost proposal for final documentation. 


b3 
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28. 

notijy tne customer as necessary. 
- The FBI concurs. 


ytarris will monitor and assess this during performance and will 


29. In supp ort of the effor t, 
provided to | who is the 


performed by\_ 


f ill be dev eloped and 

developer. Actual modifications to \ \ must be 


and are not priced in this proposal. 


The | I portion of this tasking has been deleted from the SOW and no services shall be 
required under this Tasking. 


30. This task is unclassified and will be worked in a suitable environment commensurate with the 
security classification. Harris assumes that no security clearances or NBA will be required. 

- The FBI agrees that work to be performed under this tasking are unclassified. 

- At the Harris-FBI meeting on 6/24/10 . both parties agreed that all Harris employees involved 

with th( [ contract shall sign the FD-868. The classification level 

of this tasking does not exempt it from the need for and requirements of the NDA. 


b3 

b7E 




CELLSITE-19830 












b6 

b7C 
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29 June 2010 In Reply Please Refer to: 

935 Pennsylvania Ave. N.W. 

JEH Bldg Room 6853 
Washington, D.C. 20535 


Attention: 

Subject: 


Contracting Officer 


IDIQ Program Action items 


Reference: (a 

|lDIQ Contract No. 


(b) Program Meeting, 23 June 20 

b 


Dear£ 


Harris Corporation, Government Communications Systems Division (HG CSD) through its Wifeless 


Solutions is submitting the attached questions regarding the] 
Work (SOW). 


Task Order 1 Statement of 


We appreciate this opportunity to provide you with this data submittal and look forward to your 
answers/clarifications. For techni cal questions please contact f^ 

lor contact the' undersigned m 

Please copy 


b3 

b6 
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Very truly yours. 


b3 

b6 
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I Task Order 1 Questions 

R6gardjng Section “1.3.1 Key Areas" of tne | | sow, the items are iisted as "examples" of what 
should be done on the Task. In order to properly bid these activities, we are making the following 
assumptions. The contractor requests that you review these assumptions, verify their accuracy and 
provide more clarification where necessary. 


1 ) 


2 ) 


We assume that the items listed in Sections 1 .3.1a an d 1.3.1b are the complete list of the activities 
JhaLnfifi^to be completed before fielding the| [system to the| 

Please confirm. 


a. If not, what are the addit ional requirements? 
In 1.3.1b, we assume that the 


bullet refers to the 


Jwould be improved to reduce the occurrences of this. 


types and 


Please confirm. 

a. If not, please clarify. 

3) In 1 .3 . 1 b, please include in the SOW the complete list of the | 

their definitions.' For reference, the table below is the list of the types fi-om earlier discussions 
with the sponsor, along with specific assumptions that need to be verified. For each row, the 
Current Restriction column indicates what the legal guidelines were at the time, and the Sponsor 
Propose d Restric tions column indicates what the proposed new legal guidelines were moving 
toward. ' ' 

clarifica 


Task Order 1 would implement the Sponsor Proposed Restrictions column given 
ion of our Assumptions. 


■b3 
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b7E 
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4) We assume that the investigation efforts listed in Section 1.3.1c are not required to be completed, 

developed, and implemented as par t of the | | release that will be sent to the | 

Please confirm. 

5) What are the priorities of the investigation efforts in Section 1 .3 . 1 c? 

6) We assume that the. expected output of the investigation efforts in Section 1.3.1c will be a report, 
prototype, or demon stration. Pleas e confirm. 

7) We assume that the Requirements” listed in Section 1.3. Id are not required to be 

completed, developed, and implemented as n^rt of the| [release that will be sent to the 
^_| Please confirm. 

8) What is the priority of the Requirements” in Section 1.3. Id, and what are their 

priorities in relation to the investigation efforts listed in Section 1.3.1c? 


2 
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10 June 2011 
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In Reply Please Refer to: 

<' 

935 Pennsylvania Ave. N.W. 

JEH Bldg Room 6853 
Washington, D.C. 20535 


Attention: 

Subject: 

Reference: 


IDIQ 


] Contracting Officer 

Final Deliverables 


(a] 


IDIQ Contract No 


(b) Purchase Order; 


[Task 13 


Pear l I 

Attached please find the items listed below: 
Two unclassified CDs containing: 




Operations Manual Rev - 
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Two unclassified CDs containing: 


1 . 

2 . 

3. 

4. 

5. 

6 . 

7. 

8 . 

9. 

10 , 
11 , 
12 , 


System Diagram 

Monthly Status Review (MSR) slides 16 November 2010 
Monthly Status Review (MSR) slides 26 January 2011 

Test Readiness Review (TRR) slides (including| [Final Demonstration 

Slides) 

Final Contract Review (FC R) Slides 

System Requi rements Rev B l I 

P peration s Manual Rev - ^ 

System T est Plan Rev - I I 

Acceptance Test Procedure (ATP) Rev A 

Study Report slides^ 

Tech Memo - 001 - 

Tech Memo - 002 - Final Technical Summary Report 
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For technical questi ons please contact i 

or contact the undersigned at 


Very truly yours, ^ J 

b6 

b7C 

b7E 


Contracts 
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UNCLASSIFIED 

STATEMENT OF WORK 
Program 
I Task Order 1 


1 SCOPE 


b3 
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1 . 1 Task Overview 

This Task Order requires 
operational support to the 


ie Contractor provide engineering service s and 

I through 


studies, enhancements, and operation al support to the 


The FBI is the’principal investigative arm of the United States Department of 
Justice. It is charged with gathering and reporting facts, locating witnesses, and 
obtaining evidence in cases involving Federal jurisdiction. The mission of the 
FBI's Operational Technology Division is to provide forensic services to the FBI 
and other law enforcement agencies and to support their ability to conduct 
lawfully authorized electronic surveillance. To that end, the Operational 
Technology Division is engaged in a number of development projects and 
activities that focus on developing the forensic, collection, surveillance, and 



UNCLASSIFIED 

1 
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UNCLASSIFIED 


1.2 Deliverables 

• Project Management Plan (See Section 2.2) 

• Weekly Status Report (See Section 2.3) 

• • Monthly Program Review (See Section 2.3)- 

• System Testing Plan (See Section 2.2) 

• System Demonstration at contractor facility 

• Final Summary Report (See Section 2.2) 


1.3 


Category of Efforts 

The FBI currently owns! 

investigations. I I is also a us er of th^ 
but different operati onal goals thani |_ 
categorie s of effort: | 


that have been used by 

in support of 


for 
Bl 

for similar usage 


I’ 


This scope of work defines three 


1.3.1 Key Areas 


a)[ 


systems reauirel 


~f- It has been determined that the existing 



Examples of such 

are listed below, however 

this list is not fully inclusive of items 
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b) 






— 

Examples of the 

I 


that will be identified are provided 


below: 


b3 
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UNCLASSIFIED 
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UNCLASSIFIED 


c) 


require attention.! 


~|sees a number of longer term issues that 




In order to be mitigating the risks associated 
with I Vould require the vendor to perform studies 

that will help guide future efforts. Examples of such studies are listed 
below, however this list is not fully inclusive of items that may become 
necessary during the course of this task: 




b3 
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d) 


Requirements -I 


o perational use ofl 


has requirements specific to th eir 


This would perhaps make a 


or 


] 


but are not limited to: 


Examples of these requirements include, 


b3 
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2 Requirements 


2.1 Security Standards and Regulations 


Refer to 


Statement of Work section 2.3 for guidance. 


SECURITY STATEMENT: This program, all documentation, all associations, all stated and 
implied requirements and all personnel must adhere to and meet security requirements. Any 
breech of security will result in immediate termination of the program and possible 
repercussionsf 'both contractual and criminal. All dissemination of the program and contract 
information must be approved in writing by the COTR, to include, but not limited to, 
partners, technical and contract information and personnel. The contractor shall set up 
procedures to insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 


2.2 Contractor Furnished Documentation 


UNCLASSIFIED 
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Refer to 
guidance 


UNCLASSIFIED 

I Statement of Work sections 2.6 and 3.2 for 


Project management plan shall consist of the Contractor’s proposed solution to 
include the coitiposition of required project team, complete task schedule, and 
total labor and non-labor costs for fully implementing the proposed solution. 


2.3 Status Reporting 


Refer td 


Statement of Work Section 3.3 for guidance 


2.4 Formal Meetings 


Refer td 


Statement of Work Section 3.4 for guidance 


2.5 Government Points of Contact 


FBI Contracting Officer’s Technical Representative 


Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A 
Quantico. VA .22135 


fTechnical Representative 
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1 4 June 2011 In Reply Please Refer to :| 

935 Pennsylvania Ave. N.W. 

JEH Bldg Room 6853 
Washington, D.C. 20535 


Attention: 

Subject: 

Reference: 


Contracting Officer 


I I IDIQ -| |ECP 


(all 

IDiO Contract No 

(bl Purchase Order: 

Task 15 
•_5-23-ll.pdf 

( TO Lette 


Attached : | | ECP 


Dear[ 


Please find a s the attached, our proposal in resp onse to this request. Please note that this offer is 
to produce a ~f and is valid if awarded by 21 June so as to not 

impact the pending 


deliveries. 


For technical quest ions please contact \ 

or contact the undersigned atl 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


Very truly yours. 
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■i. AMENBMENTTMCBlFfeAlTONTIS;' ' 
Mod 5 


i.EEEEiWEEiCTE 

Aug 3, 2011 


6. ISSUED BY 


CODE 


Federal Bureau of Investigation 
I I Room 6853 

935 Pennsylvania Ave . NW 
Washington, DC 20535 


7. ADMINISTERED BY (I father than Item 6) 


Same as Item 6 . 


CODE 


9A. AMEI^OMENT of SOLICIATION NO. 

b3 

b6 

b7c’ 

1 oA. MObIPliAtIbN 6f cONTfiAiVoftbER N6. b 7 E 


8. nAMe ANE) ADDRESS OF CONTRAaOR (No., street, county, State and ZIH Code) 


CODE , 


FACILITY CODE 


W 


□ 


X 


9B. DATED (SEE ITEM U) 


lOB. DATED (SEE ITEM 13) 

05/18/2011 


1 1. THIS ITEM ONLV APPLIES TO AMENDMENTS OF SOLICITA T TOW g 


□ The above numbered solicitation Is amended as set forth in Item 14. The hour and date specified for receipt of Offers 


n is extended, is not extended. 


Offers must acknowledge receipt of this amendment prior to the hour and date specified In the solicitation or as amended, by one of the following methods: 

(a)By completing items 8 and 1 5, and returning _ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAiLURE OF YOUR ACKNOWLEDGMENTTO BE RECEIVED AT THE PLACE 
DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment your desire to change an offer 

already submitted, such change may be made.by telegrarrr or letter, prpyjded each telegram or letter makes reference to the solicitation and this 
amendment, ancfis recelvecf prior to the opening hour and date specified. 


1 2. ACCOUNTING AND APPROPIRATION DATA 


(If required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRAaS/ORDERS. 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE 

A. THIS gH Aha OftbEft 15 ISiUEb AUftSUAMT T6: iSpeci/yau'thFrTiy) THE CHANtSES SET POftTri IN ITEM 14 are made in the coNTRAa order 

NO.INITEMIOA. 


c 

L 


□ 

L 

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes In paying office, 

appropriation date, etc. ) SET FORTH IN ITEM 1 4, PURSUANTTO THE AUTHORITY OF FAR 43.1 03(b). 


n 

L 

g. THIS SUPPLEMEMTAL AOhEEMEMT IS EMTeREb IMT6 PURSUANT T6 AUThOftlTV 



L 

D. OTHER (Specify type Of modification and autharlty) 
FAR 43.103 "Unilateral" 


E. IMPORTANT: Contractor ^ is not, PI is required to sign this document and return copies to the issuing office. 


1 4. bKdRlMlbN 61= AMENDMENT/M0 DIFICATi6n ( organized by UCF section headings, Includlngsollcltatlon/contraa subject matterwhere feasible.) 


The pur pose of this modif icat-ion is to officially incorporate the finalized cost document^ion 

for the! I BCP dat ed 6/28/11 a nd e-mailed to CO 7/7/2011. This document estimates the ^ b3 

I I to cost I I No other changes are made to this .Tasking or ECP.. 

b7E 


Excect as orovlded herein, all terms and conditions of the document referenced in Item 9A or 1 0A, as heretofore changed, remains unchanged and In full force and effect. 

— "• ITftACT IKIcSaPFCTR (Typeorprintr 


' 1 SA. NAMS And title of SIGNl-fi (Type or print) 




1 SB. CONTRACTOR/OFFEROR 

(Signature of person authorized to sign) 


isdOATESiaNEC)' 




NSN7S40-OM52-8070 
Previous edition unusable 


16C.DA' 

e 


eSItS'NEP 
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Prescribed by GSA FAR (48 CFR) 53.243 
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Jt^age 1 ot 1 


From: 

Sent: 


Thursday, March 31, 2011 4:22 PM 


Subject: 
Attachments] 
Hi Folks: 


i/hite Pa per 

l/V. Paper, pdf 


b3 

b6 

b7C 

b7E 


Please find attached the promised white paper regardin g potential 

Task. We have included non-budgetary ROMs for these ] | and have estimated them as 

standalone tasks (i.e. no assumption that any will be awarded in parallel with each other or with the 
existing baseline). Should there be parallel efforts we will likely have economies of scale from overlaps 
in common elements (PM, Q A, CM, etc.). We would like to arrange a telecon next week at your 
convenience to discuss these and how you would like to proceed from here. 

Have a great weekend. 



b3 

b6 

b7C 

b7E 


4/21/2011 




Good Afternoon 


Please find attac hed a request for eng ineering ch ange proposal for \ to the 

existinq l I Task order u nder the | [ Contract. Also attached are supporting 

documents for the I I Work Statement. Please let me know if you have any questions 

or any documentation does not come through clearly. 
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ALL INFCPl-aT.f.:.i. J 

tiEPETM ■' 

DATE l-j-ic-i:.! 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, DC 20535 
23 May 2011 


Subject: | jContraq | 

Request for Engineering Change Proposal 


Dean 


Please find attached the sup] 
developed by the Federal Bureau oi 
Sept ember of 2010 for these reques 
I [ shall be performed in accordan 
engineering change proposals (ECI 
and similar costs were agreed upor 
not anticipate an extensive Cost Pr 
minimum. Additional supporting d 
Idocument, 


If there are any question re ^ 
five (5) business days. It is reques 
vehicle is appropriate, Cost-Plus I 
accordance with the terms and co| 
sooner. Unclassified proposals shall oe eniitut-u 


0 


:s of W ork rSOW) 
;d undeJ 


m 



;o the original Task for 
hnical and cost 
the SOW. Labor rates 
, as a result, the FBI does 
' are required at a 
1 in the SOW 


office within the next 
1 if the proposed contract 
ihould be submitted in 
,2011 at 1:00 PM EST or 




above oJ 


Should you have any questions concerning this matter, please contact me at the e-mail address 


b3 

b6 

b7C 

b7E 



Contracting Officer 


Attached : Supplemental Statement of Work for 


Support Graphics & Examples 
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Government Furnished Information (GFI) 


As part of this Task Order enhancement documentation the Government will provide the 
following information: 






From: 



Sent: 

Thursday. June 23. 1 9:15 AM 


To: 

Ke: Keviseal ftCP 

b3 

Subject: 

b6 

b7C 

Yes please. Thanks for makina this eco oossible. 

b7E 


IT 


From: I 

To ! 

Sent: Thu Jun 23 08:3 8:44 20 11 
Subject: FW: Revised! Iecp 


OK...SO they're meeting us 'A way on some of the items. 


These changes should supposedly bring the costs down to below[ 


b3 

b4 

b6 

b7C 

b7E 


They won't r e-run the numbers for us - so I'll try to come up with a revise d copy later today. Sounds like they'll get it 
underj “[Assuming once I rerun the #s, the cost estimate will be under how would you like me to proceed? 


From: 

Sent; Wednesday, June 22, 2011 4:29 PM 

Toi l ~1 

Subject; RE: Revised ] ECP 
Hif 


b3 

b4 

b6 

b7C 

b7E 


ii£i 


We ca n’t do anything about the 
We can! 


It’s work on the contract and we have to cha rge it. 


but we are 


committea to providing you this capability. 


Please provide an NTE of approximately ! j to get started. Once we receive this we will begin work. We will update 
the proposal after we receive^ the NTE, this way we will not incur any additional proposal prep costs. 


b3 

b6 

b7C 

b7E 


Let me know if you have any questions. 
Thanks, 



This information is only intended for the use of the individual or entity named in this email. If you are not the intended recipient, you 
are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is strictly prohibited. If you 
have received this email in error, please notify me and delete it immediately. 


From: I 

Se nt! WednesdaV f June 22, 2011 4:06 PM 

To; | , , 

Subject: R^: Revised | |ECP 


HiED 


b3 

b6 

b7C 

b7E 


Thank you for taking the time to taik with me this afternoon. Per our conversation here are our continued reservations 
with the ECP: 


Please let me know if you have any questions. I will be in DC tomorrow and QT on Friday. 




Have a good evening. 


Lontrdttind UtttCST 

Quantico Contracts Unit 


Federal Bureau of Investigation 
HQ: (O) 

QT: (O) 


b3 

b4 

b6 

b7C 

b7E 


From[ 

Se nt: Tuesday, June 21, 2011 3:4 2 PM 

ToJ ■ 

Cc: 


>: 

■«i 

mject: re: 


Subject: RE: Revised | | ecp 


Good Afternoon 


b3 

b6 

b7C 

b7E 


were called off to a meeting so I volunteered to provide explanation for the hours given in the 

price summary. 
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Not knowing anything about the other] 
comment on the simiiarities or differences betw 
can oniy teii you what it wiii cost to change the 


you referenced, we can't reaiiy _ 

e requested changes to] j We b7E 


I 


I 


We've taken a cioser iook at the hours and beiieve they are a fair estimate of the work required. What foiiov 
is the tasking for each set of hours. 




orporaiion 


ne 21, 2011 12:03 PM 


Subject: RE: Revised] | ECP 






I'm in DC today if you have any questions. 



Please let me know if you have any questions. 

Thank you, 

b6 

b7C 

b7E 

This information is only intended for the use of the individual or entity named in this email. If you are not the intended recipient, you 
are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is strictly prohibited. If you 
have received this email in error, please notify me and delete it immediately. 
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ilBSjSiiB iBiBB 
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ITMOOinUTHE.CONTftACT/OKDBflKO.MDUCffllBDIIVITFMI*. 
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X imiwgwwMmncommRDeasMDirttoraRHUiniMMmmnwfflwm 
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ot bhli nodlRiaeibiOts IB be pe'ovldi funding tax x.iixy±amM tax bh* 
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l ywltiftg. aervledb nro ta »a gbevwefl 
nEzZofi, son, and tSP Asnsenaabs. sor fob 
^dbd through S/30/11 Cer ttonsldbdncy. P»n 
□ «nd da«« «a at owa ><iafc. laohnlonl ^,ddi 
a to eOTR ®h« following aoavmn 


j hro ba ha grovidafl in aoeeadanea with the Tanjia a. ceaetbien g of 
(ffsemanta. bop fori L « u/in/'ii .a a i/iif erlglnal f i Tael; 

lor donsletsney. Pi i. | I Contraabor ahali not eaepaad 

ak. laalmioal mU.dthaB mil nama irbm I I TLr 

*h« following doavmicnbation lo hwebv ineorposatBd mto tho award 
1) son and aupjrert dOda e*nUlilBd n/S3/ll at 4r33BK; 3) XBP, , 


, Qgi uoxicraoci uun ruu aupppirc: a,oc» rq tta.axnf »«>r| ■ 

("^ ftflo e'*Mailed 6/14/11 at Biiofrt/ 3) a"»nRil chain c/zd/ii at Si43FMr ana 4)| | 

SQV (JABa HCO (a ba revised end agtsad upan ASAP. I— I 
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AMENDMENT OF SOUCITAUON/MODiFICATtON OF CONTRACT 

'i.AMMWEUr/MOLill-'lt'AlliiWfJO. "■ 


Mod 4 
Q/liSUW»r 


TcoCr 


uemmaATt^ 

Jun 23 f soap. 


I.CONTRACT.IDCODe 

™uia i' iopQita-iA{i i fitu. w r' — ■ — 


ffftdfirni Bnratin m Investigation 

Room S853 


tmuiayivanua 


Ave. MM 


Maahdngten, do sos 3 s 

0. MAMI: ANUflOfes OP CO;< I iiJol imer. eauntv. irnrr nnilrmrnM- 


. ADMINISTKK60 BV (Homer man liom 0 
Same aa item 5. 

■W 


tAfaij lii-' e'flcia" 

.111 


CODE 


FACIIITYCODE ■" : 

"1 VTHliii ITEM 6NLV?{yp|[Ui j T6 ' AMENBMENW O Fy flt l grfATl ' o l Ng ' 


□ 


W. AMIiNOMlNi"OI' siJUi/AIION NO, 
sIBTuA'iElp 'istili'i-MUJ 




t 6 ai MQoiFii;AiioN OF uj wmAilWdAbfift no:"* 


!JKHi,OAT(ICi tiBBlTEMi3) 

os/ie /2011 


P TJia«b«wnumbEredsoIlcllaHonlsaM»nde£lfl5t«fonhlnltemM.Thahiiurfl«()dTO5i>«cm.clfcrTecelpterorfeB P, Is extended, P IfnMOXKMcd, 

'be solicitation oral emended, byijn4jftltdf6llevvIftamathod!i 

WBye«mplot.n?I«ms8.nd1E,and,etumlns „coplesnfthean,,ndmont,(»8yStWowledBln9,erelptnfVhl«a«^ 



If fay virtue of Ihls nivwmdittCMydurdesIrett) thenge en offer 


tx.floogvNiirioflND APP«opiSATl6l>i Data AMi'W 


CHECK ONE 




t<ai4TRACTS/ORDBRS. ' 

IT WIODIFIBS THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM! 14. 

:A,TniSCHANGilOROeAl> ISSUliyflUHUUA!^ 1 1 Or 


N0,INm5M1dA, 


i^pm/mnmm iwa gtAN6HS'ill!V W Ai H in 1 1 tM k' AA'i! rlUbl! IN Wli'CONTftACTOftDEft ' 


B. THE ABOVE NUMPBRED CONTRACT/ORDER IB MODI PIED TO REPLECf THE ADMINISTRATtVE CHANGES 
oppioptJatlimdmtll. ) 3 srFOHTHINmH 14 ,PURSUANTTOTHBAUTH 6 RHYOPFAftn 3 .I 03 |l)). 

Cl ■fHlSitiApieMBNTALAeHliIit»lDNriSXN)|iRlil)|NIOt‘UKSUANn'OAUHo"l!ir»'0p( '■ ' 


(tuch OS tUangei In paying ofgec, 


oihtR (Sps^li^iypootmooittsotiononoovtnonty/ ' 

PAR 32.7 ''Funding'' and 43 . 103 "Bilateral" 


El IMPORTANT: Contractor Q Is not, |Scl Is required to slnn this docutnant and return 

in, DBSEniPnwIT5FAME?tP}A^^iMODIPICA'nON ( OAtenrredO;rryt.'BfKr/onA9nd/nnV.'/nr/i,'rf/nnrnf/r/./ifrnn/Mnp/„..,„,iv..tiM.M^JIiTet,!, I 


copies to the Issuing office. 


[ 



1 


the Contraat, SOM, and SiCF agreements, pop forn3jLa_AZ 
Is exfc^ded through 8/30/11 Sox consistency. PoFI 
■ , I r isk. Taohnical guidand^ will 


Cid)ftdit.ich 6 Of 
] Tasic 


.1 no t Bxnopd 


I I P.AAU uv&a 

i ffl'O a cg to GOg Rl — , jwu,a.wy»x«a wuuuiiiB:uii«tim)n Re noreoy incorporacea into tn 

I 6nd contract I 1 ) SOW and support does e-mailed B/23/11 jtt 4t33PM; 2) BCP__ 

I E/14/11 at BtlOPM/ 3) e-mail chain 6/23/lx at 3i43PM; and 4)^ 

0 tee revised and aareed utaon asap. I 1 


iuuir vosa HOC to tee revised and agreed upon ASAP. 

OAiasheretafarediangcd, remains unchpitgod And! 

IlfaA.NAMBANt ' lll ' CUUPVOl'i r i.At ' IIINNIl FBmr 


NSN7»tO<0t<tj2.B07O 
Pmvious coition unusable 



d 

15CPATI 

ROTT 


livnirnepnn'ff 


TdaTJSTE8ldNBW‘“ 

wA 
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■ ~~~j „ ‘icpntracfcor shaxx ny,. oauuku 

fish. Taohnioal guidarfd^ will come fromf T tli t.. o 

J* ?h®„fdllowing doaumantation is heretey incorporated into the award 
>1 1 ) sow and atAOnoart dorHo ts/'S'S/il n- n .'■•atsiuf. n 1 mnn 1. /I 


b4 

b6 

b7C 

b7E 
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RE; Revised |~ | ECP 


Page 1 of 3 


RE: Revised ECP 



Sent: Tuesday, June 21, 2011 3:42 PM 




b3 

M.L INFCFL%Ti:t; 

.HEREIN IS U.N:.U-..I'r-'T-- 'd7C 

DATE 10-20-2Q11 IV I/;;;.' II ' 7 g 




ere called off-to a meeting so I volunteered to provide explanation for the hours given 


in the price summary. 


Not knowing anything about the other referenced, we can't realiy 

comment on the similarities or differerices betwee n those efforts and the requested changes to 

We can only tell you what it will cost to change the 


b3 

b4 

b6 

b7C 

b7E 


WeVe taken a closer look at the hours and believe they are a fair estimate of the work required. What 
follows is the tasking for each set of hours. 



CELLSITE- 19906 

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAADeXhyFxaVHTqCf... 6/22/2011 






RE: Revised | |ECP 


Page 2 of 3 



I'm in DC today if you have any questions. 


Thank you, 

□ 


From 



Ser it; Tuesday. Ji 

To; 

Cc;| 

Subject: Revised 


June 21. 2011 11:43 AM 


b3 

b6 

b7C 

b7E 


hQ 

Please let me know if you have any questions. 

Thank you, ' , ^ 

• V, > b3 

b6 

b7C 

b7E 

This rnidmaildn IS omy imemnu JUI u e use of the individual or entity named in this email. If you are not the intended 
recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is 
strictly prohibited. If you have received this email in error, please notify me and delete it immediately. 
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Re: Revised 


ECP -6.28.11 





Sent: Thursday, July 07, 2011 6:18 PM 

To: 


b3 

b6 

b7C 

b7E 


.ih.g''F'bp''lnni<'g 


I nariKs. 


From; 
To: 


? 


Sent: Thu Jul 07 13:3 5:55 20 11 
Subject: FW: Revised I IeCP - 6.28.11 

Hi 


Attached is their finai version. Please verify your acceptance of the 


document and let me know if you have any questions. The PO is completed and all funding allocated against it so 


Thanks, 


b4 

b6 

b7C 

b7E 


Contracting Officer 
Quantico Contracts Unit 


Federal 
HQ: (0)1 
QT: (O) 


Bureau of Investigation 


From: 

Sen t; Thursday, July 07, 2011 1:17 PM 
To; I ■ 

Cc: 


Subject: Revised 
Hil 


ECP - 6.28.11 


I have attached the latest ECP revision that corresponds to last ] | PO. 
Please let me know if you need anything else. 

Thanks, 
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b7C 

b7E 
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This information is only intended for the use of the individual or entity named in this email. If you are not the intended 
recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is 
strictly prohibited. If you ha\>e received this email in error, please notify me and delete it immediately. 




Contracting Officer 
Quantico Contracts Unit 


Federal Bureau of Investigation 
HQ: (01 
QT: (0) 
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https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAADeXhyFxaVHTqCfU... 7/8/2011 




From: 

Sent: 

To: 

Subject: 


Thursday. June 07. 2012 10:06 AM 


New Task Order under 


I [the test covers the requirements that we requested in our SOW, let’s move forward. Thanks 


b3 

b6 

b7C 

b7E 


From: 

To 

Sent: Thu Ju n 07 10:03:14 2012 '' 

Subject: RE:| ]New Task Order underF 


Hi | I 


b3 

b6 

b7C 

b7E 


Any update on the test. How are things looking? If we can finalize the evaluations in the next day or two I should be a....^ 
to rhake the award. I received the funding document. 

Thanks. 

□ 


From! 

Se nt! Tuesday 
Toi l 

Subject: Re: 


.2012 12:45 PM 


New Task Order under f 


Thanks ] 1 1 will take a look at it and get back to you 


b3 

b6 

b7C 

b7E 


From:l 

To: | I 

Sent: Tue Ma y 29 12:43:02 2012 

Subject: FW:| jNew Task Order underF 


Hi ] I 


I tried to forward this to you for your review a few times while I was on travel but I think I was unsuccessful. I apologizfb3 
if this is the third time you receive this.- b6 

b7C 

Thanks, . ■ b7E 

□ 


From: 

Se nt: Monday, May 

Subject: RE: 

Here's the test. 


New Task Order under 






Fromd 


Sent: Thursday, May 17, 2012 2:26 PM 

To: 




Cc: 




Subject: RE: 

New Task Order under [ 


b3 

b6 

b7C 

b7E 


”'CZI 

We're still in the process of reviewing and evaluating the documentation provided. For the most part things are looking 
good; however, we cannot find the test requested in the TO Letter. Please identify where we can find this item or 
provide for our review. 


Thank you. 


From: 

Sent: 

To:r~ 


hnaav. APrii n. zuu ^:i5wr 


Subject: RE; 


Jlew Task Order under[ 


b3 

b6 

b7C 

b7E 


Third Email with attachments 


From: 


Sent: Wednesday, April 25, 2012 1:54 PM 

To: l I 


Subject: 


^ New Task Order under 


Good 


Afternoonjj 


b3 

b6 

b7C 

,b7E 

_J 


■ Attached, please find a Task Order Request Letter and accompanying SOW for a new task order under the| 

Contract. The FBI requests a technical and cost proposal in accordance with the Contract to obtain the identified 
services. Within the next 5 business days, please submit any questions regarding this requirement to my office, directly 
Proposals are due by 1PM on 10 May 2012. E-mail submission is preferred. 


Than1< vou for vou r assistance. 




uontrac 

Federa 

)ting unicer 
Bureau of Investiaation 

HQ: (0 
QT:i2; 


BB: 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, DC 20535 


25 April 2012 



Subject: 


Contrac] 

Task Order Letter Request 


Please find enclosed a copy of the Statements of Work (SOW) for [developed by 

the Federal Bureau of Investigation (FB!). This require ment describes the | | 

l The FBI intends to award this requirement 

as a new Task Order under the existing l T ^ntract utilizing Firm Fixed Price (FFP) 

provisions. The FBI is interested in obtaining a proposal for this task to be performed in 
accordance with the subject Contract. Contractor shall provide technical and cost proposals to 
support tasking as set forth in the Statement of Work. Contractor is requested to provide pricing 


I In the future, the FBI may 


consider 


to the Contract price list. 


The award of this TO is contingent upon receipt of funding. If there are any question 
regarding this SOW please submit them to my office, in writing, within the next five (5) business 
days. It is therefore requested that your company review the enclosed SOW and if the proposed 
contract vehicle is appropriate, a cost and technical proposal should be submitted in accordance 
with the terms and conditions of the FBI's Contr act no later than 10 May 2012 at 1 :00 PM EST 
or sooner. Unclassified proposals maybe email to 

Should you have any q uestions concernin g this matter, please contact me at | 

. 1 [ response may.jje faxed to[ [ 



Contracting Officer 


Attached: Statement of Work for 


fasking 
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Good Afternoon 


Attached, please find a Task Order Request Letter and accompanying SOW for a new task order under the| 

Contract. The FBI requests a technical and cost proposal in accordance with the Contract to obtain the identified 
services. Within the next 5 business days, please submit any questions regarding this requirement to my office, directly. 
Proposals are due by 1PM on 10 May 2012. E-mail submission is preferred. 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 


2. AMENDMENT/MODIFICAITON NO. 
Mod 7 


6. ISSUED BY 




4. REQUISITION/PURCHASE REQ. NO. 


5. PROJECT NO. (If applicble) 


17. ADMINISTERED BY (If other than Item 6) CODE 


Federal Bureau of Investigation 
Room 6853 

935 Pennsylvania Ave . NW 
Washington, DC 20535 


Same as Item 6 . 


9A. AMENDMENT OF SOLICIATION NO. 



09/15/09 


1 1 . THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 


□ The above numbered solicitation is amended as set forth in item 14. The hour and date specified for receipt of Offers □ is extended, d] is not extended. 
Offers must acknowiedge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the foilowing methods: 

(a)By compieting items 8 and 1 5, and returning copies of the arhendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 

or (c) By separate ietter or telegram which includes a-reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE 
PLACE designated FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment 
your desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this 
amendment, and is receivad prior to the opening hour and date specified. 


12. ACCOUNTING AND APPROPIRATION DATA (If required) 


13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFIES THE CONTRACT/QRDER NO. AS DESCRIBED IN ITEM 14. 


CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 
NO. IN ITEM 10A. 


B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 


C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 


D. OTHER (Specify type of modification and authority) 

FAR 43.103(a) Bilateral 



E. IMPORTANT: Contractor Q is not, 0 is required to sign this document and return 


copies to the issuing office. 


14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.) 

This mod incorporates the following: 1) Add to the 

above contract. Pricing and specifications per quote ] [ gated 9/15/10 in e-mail on 

9/16/10 at 3:34PM are hereby incorporated into the contract; 2) Per FBI Security Office and 
Legal Council requirement, all personnel contributing to efforts under this contract shall 
sign the SF-868 NDA with an FBI employee as witness, preferably the COTR; 3) The following b3 
product names have been updated and shall hold all contractual weight and ' 

product/ servi ce/specification requirements as agreed upon in previous documentation, includin 

restrictions : T — — I 1 b7C 

b7E 

Except as provided herein, all terms and conditions of the document referenced In Item 9A or 1 0A, as heretofore changed, remains unchanged and In full force and effect. 


1 5A. NAME AND TITLE OF SIGNER (Type or print) 1 1 6A. NAME AND TITLE OF CONTRACT ING OFFICER (Type or print) 



1 5B. CONTRACTOR/OFFEROR 


I15C. DATE SIGNED 


Contracting Officer 


16B. UNITED STATES OF AMERICA 


16C. DATE SIGNED 


(Signature of person authorized to sign) 


NSN 7540-01-162-8070 
Previous edition unusable 


(Signature of Contracting Officer) 


STANDARD FORM 30 (REV. io- 83) 
Prescribed by GSA FAR (48 CFR) 53.243 
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amendment OF SOLICITATION/MODIFICATION OF CONTRACT _ 

' — ' |4. RBOUISITION/PURCMASE HtU. NU. 


2. AMENDMENTMODIHGAITON NO. 

Mod 7 
e. ISSUED BY 

P^flpral Bureau p£ Inveotigation 
I I Room 6853 

935 Pennsylvania Ave . NW 
Washington, DC 20535 


|3. EFFECTIVE DAIt 

09/lg/lO 


ll.CONTBACTJOCOBE 


IpabF'of paces 
1 1 1 


. AnnB,=RS OF CQNTSACTOB |N»- itTMl, wnly. b1.1. .na Air 


f?: ADMINISTERED BY (IF OBlirthart ll«m 

Same as Item 


15. PROJECT NO. Of ippIicWA) 


|SA. AMENDME*^ OP 60UCIATION No7 


9B.0AT£D(8EE item 11) 


llOA. M6blRCAT]ON 0^ CO NTHACT/OflPEI^Qr 

>^|iot.DAVi6Is£iiiT!Mn) “ 
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: NO.INnwIflAi 
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PAR 43.103(g) Bilataral 


E. IMPORTANT: Contractor □ Is not, 0 Is required to ilqn this doeument and return ' 
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to the 
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"This information is oniy intended for the use of the individuai or entity named in this emaii. if you are not 
the intended recipient, you are hereby notified that any disciosure, copying, distribution, or use of the 
contents of this information is strictiy prohibited, if you have received this emaii in error, piease notify me 
and deiete it immediateiy. " 
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(U//FOUO) - Please advise or 
more importantly its ability to 


nd capability o 


and 
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tr SftTKTffr * 


STATEMENT OF NEED 


PROJECT/ACTIVITY 




Contract 


PROJECT/ACTIVITY LEADER; 



PURPOSE: 

(U) To request authorization to initiate a new project /activity 
with a competitive vendor within the Tracking Technology Unit ' s 
(TTU) Wireless Intercept and Tracking Team (WITT) . 

THE NEED STATEMENT; 



STRATEGIC MISSION ELEMENT 


[268-HQ-1068430] 


[February 25, 2011] 


* * * 


022287 







CELLSITE-8588 


STATEMENT OF NEED 


PROPOSED PROJECT/ACTIVITY SUMMARY 
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[268-HQ-1068430] 


[February 25, 2011] 




* * 


iJt 

^ kJiliUXVS 




* * 


STATEMENT OF NEED 
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(U) Program technical risks are mitigated by securing an 
alternative solution provider, fostering competition among 
qualified vendors to provide the optimal solution, use of 
commercial and government controlled interface standards, 
implementation of commercially available sub- c omponen ts and 
utilization of pre-existing FBI technology. The :ontract will 

define, - integrate and extend Cgmmercial Off the s hfi.it (COTS) and 
Government Off the Shelf (GOTS) 


developed and tested [ 
been removed. 


1bv basing the program on previously 

significant risk has 



b3 
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APPROVAL 


[February 25, 2011] 






90 

;-8590 


[268-HQ-1068430] 


* * * 


* * * 




STATEMENT OF NEED 


Prepared by: 
(Project Leader) 


Piiiimu wdiiie signature Date 


Concurred by: . 

(Quantico Contracts i^rintea Name ^ Signature Date 

Unit Chief) 


Approved by: . | 

(TTU Unit Chief) Printed Name Signature Date 
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[February 25, 2011] 


* * * 
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S TATEMEN T OF WORK 

Ilontract j ^3 

b7E 

Task Order 3 
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4.0 (U) Deliverables 


(U) This section describes the deliverable items from the task order. 


• (U 

• (U 

• (U 

• (U 

• (U 
. (U 

• (U 

• (U 


b3 

b7E 


4.1 Security Standards and Regulations 

(U) SECURITY STATEMENT: This, program, all documentation, all associations, all 
stated and implied requirements and all personnel must adhere to and meet security 
requirements. Any breech of security will result in immediate termination of the program 
and possible repercussions, both contractual and criminal. All dissemination of the 
program and contract information must be approved in writing by the COTR, to include, 
but not limited to, partners, technical and contract information and personnel. The 
contractor shall set up procedures to insulate the program procurement or parts and 
protection of program information as agreed upon by the COTR. 

5.0 Customer Representative 


- Contracting Officer 


The following Bureau personnel may be contacted in performance of this work, but are 
not authorized to negotiate contractual issues: 

Programmatic and Technical Personnel 


c 

- Project Manager/COTR 


k 

Program Manager/Unit Chief 
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STATEMENT OF NEED 


REQUISITION for Goods or Service 


Date; 3/16/2012 
Drafted bv : 


fracking Technology Uniti 


Unit Submitting the Requisition: T racking Technology Unit 
Reauisition Titlel 


Reauisition Amoun 


b6 

b7C 

b3 

b7E 

I 


Justification of Need; {Provide brief overview): Click here to enter text. 
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Classic 

Lued By: 

C12W12B 

Derives 

jlfy OTTr 

><5^ / Uo ± 

FBI NsisCG^ 


CLLLxOiTD OZ22E 





















STATEMENT OF NEED 
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itmt( 



* * ’Jj_^SH€S?Ei5" * * * 

STATEMENT OF NEED 
APPROVAL 


Prepared by : 

(Project Leader) Printed Name Signature Date 


Concurred by: 

(Quantico Contracts Printed Name Signature Date 

Unit Chief) 


b6 

b7C 


Approved by : | | 

(TTU Unit Chief) Printed Name ■ Signature Date 


Approved by: Keith A. Bryars 

(TTU Section Chief) Printed Name Signature Date 


[268-HQ-1068430] 


* 




* * 


'"■* L. IL /( j "jf" 


[February 15, 2012] 
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S'gELLSITE-8746 


Date: 3/20/2012 


STATEMENT OF NEED 


REQUISITION for Goods or Service 


Drafted bv: El 


Tracking Technology Unit! 


Unit Submitting the Requisition: T racking Technology Unit 


Requisition Title 


Requisition Amount 



Justification of Need : (Provide brief overview): Click here to enter text. 




Classified By: C12^X2BT5 
Declassif^jSR-:=^53^3 2 0 

om : FBI Nsisc5^^2068O615 


■O TO 


CELL5ITE 
<Oi ■:2,;2,2'«SO 











Description of Requirements : {Provide brief description): Click here to enter text. 
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ACOTJTSmON PI.ANNTNG FORM 





1 

|||BH 


1 





b7E 


Mi INFOPilATIOH cc.Nr:s:.t<L . 
HEBE.IN IS UNCLASSIFIED EX'i-' 


FEDERAL BUREAU OF INVESTIGATION otherwise 

AP# 


1. Unit/Section/Division: Tracking TechnoloevUnit. 


Technoloev Division 


Operational 
















2. (U//FOUO) Application of Should-Cost: An IGCE for each fiscal year of file 
contract has been included. The contract funding shall be for specific task orders as 
defined in the Statement of Work and for the procurement and enhancement of new 
hardware platforms. 

3. (U//FOUO) Capability or Performance: Contractor costs will be directly related to 
the individual task orders and their specific Statement of Work. Contractor personnel 
have the necessary skills and experience to support these tasks. 

4. (U//FOUO) Delivery or Performance-Based Requirements: Delivery 
requirements will be dependant on individual task orders and their specific Statement 
of Work. 



3. Plan of Action: 


C E L " O D 02ZZii:5 3 
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-ts-h 


iSl 


X 


g) (U//FOUO) Priorities, Allocations, and Allotments: Not Applicable 

h) (U//FOUO) Contractor versus Government Performance: Contract 
tasks will be for engineering services and purchase of equipment that 
are not readily available within the government. 


i) (U//FOUO) Inherently Governmental Functions: The contractors 
will not be completing inherently government functions. 


j) (U//FOUO) Management Information Requirements: The 

contractor’s performance will be monitored by the Contract Officer 
Technical Representative (COTR) and reported to the Unit Chief of 
TTU. The program has also been entered into the OTD Program 
Management Office’s database for tracking at the Section Chief level. 



1) (U//F0U01Test and Evaluation: 


m) (U//FOUO) Logistics Considerations: Individual tasks may require' 
logistical requirements such warranty, maintenance, upgrades and 
technical support of purchased items. O perational need s may require 


the COTR to prioritize certain tasks witlij_ 


n) (U//FOUO) Government Furnished Property: The government may 
furnish property based on the needs specific task orders. This property 
will remain. at the contractor’s facilities and will be tracked by the 
COTR. All go veriiment .furnished property will be returned to the 
government at the conclusion of the contract. 


bl 
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o) (U//FOUO) Government Furnished Information: The government 
may furnish information based on specific task orders. The 


C E L, Ti::> 



itjHW iSmi if 


CELLSITE-8753 



information will remain at the contractor’s facilities, and the 
information will be tracked by the COTR. No government furnished 
information will be published or shared with outside sources by the 
contractor without prior expressed written consent by the COTR and 
CO. 

p) (U//FOUO) Environmental and Energy Conservation Objectives: 
The contract will use “Green” or energy star components whenever 
possible. The CO ■will include all required “Green” clauses in the 
contract. 



r) (U//FOUO) Contract Administration: The technical performance of 
the contract will be verified by the COTR. The contract will be 
administered by the CO. 

s) (U//FOUO) Other Considerations: None 


C E L L T0 
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+ t) (U//FOUO) Milestones for the Aequisition Cyele: 

Topie Date 

(1) Acquisition Plan Approval ■ 

(2) Statement of Work 

(3) Specifications 

(4) Data Requirements 

(5) Completion of Acquisition Package Plan 

(6) Purchase Request 

(7) Justification and Approvals and/or 

Determination and Findings 

(8) Issuance of Synopsis 

(9) Issuance of Solicitation 

(10) Evaluations of Proposals, Audits, and 

Field Reports 

(1 1) Beginning and Completion of Negotiations 

(12) Contract Preparation, Review, and Clearance 

(13) Contract Award 

Prepared by and approved: 


Technical Staff Member (date) Budget Staff Member (date) 


Legal Review (if applicable) (date) Contracting Officer (date) 


Competition Advocate (Section Chief - PPMS) (date) 


Reviewed & Updated/Revised: 


C:EL 71 



f"6 “"J> 
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Statement of Work 


(U) The Contractor shall be expected to apply a broad base of engineers and support personnel 
with varying backgroimds in order to maintain the efforts under this contract. At a minimum, the 
Contractor shall include a copy of the job descriptions to include experience levels and formal 
education required for each labor category presented in the proposal. 


(U) The Contractor shall appoint and designate qualified technical personnel as the primary point 
of contact to be responsible and accessible during normal business hours to address technical 
questions and inquiries fiom the cus tomer relating to system confi guration and equipment 

operations, system design capability, md system diagn osis and 

troubleshooting. The qualified technical personnel shall have a broad knowledge nt 

of products, a strong fimdamental unders tanding of cellular technology ! 

and be able to provide technical resolution and 

recommendation to technical questions and issues raised by the customer. There may be exigent 
circumstance that necessitates an immediate action and response due to mission criticality at 
which time the customer will provide ample notification to the Contractor for availability request 
of the qualified technical personnel to be in the standby support position. 


(U) Services provided under each TO shall be performed in accordance with this SOW for the 
contract as well as contractual terms and conditions. All services and enhancements under this 
contract shall be conducted with all appropriate legal authority. 

^2.2 REQUIREMENTS 



X 


Statement of Work 



(U) 2.2.7 The Contractor system shall requir ind any 

advanced enhanced features under this contract to ensure such use are limited to personnel with 
the required authority. 


(U) 2.2.8 The Contractor shall provide replacement parts and modules tq 

under warranty that have been identified to have failed components within a period of 3 to 5 
business days. This requirement shall not predicate on the customer having spare parts or 
modules. 


(U) 2.2.9 The contract shall provide to the customer a system checkout test procedure 
documenting the various steps the contractor has performed in checking and verifying system 
functionality of all relevant mode of operations described in the statement of work to ensure that 
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(U) 2.3 DELIVERABLES 

(U) The Contractor shall provide any of the following as required in specific Task Order 
requirements documentation: 

• Proje ct Deliverables 

o 

o 

o Production Run Equipment 

• Documentation 

o White Paper Study Reports 
o Baseline Design Documentation 
o Monthly Project Status Reports 

• Meetings or Briefings 

o Kick-Off, Program Management, Status or Technical Integration Meetings 
o Review or Technical Briefings to include any required materials 


C 


ELI '■"■OTD £ 


If 221 45 


bl 

b3 

b7E 


b3 

b7E 









statement of Work 

(U) 3.0 REPORTING AND STATUS REVIEW REQUIREMENTS 

(U) 3.1 Project Progress Reports: Project progress shall be reported to the COTR on a monthly 
basis. At a minimum, the report shall include the following information per Task Order: 
technical accomplishments and status, upcoming milestones, issues/concerns/risks, action items, 
and projected cost or schedule overruns. 

(U) 3.2 Other Reports: Other reports that may be required by the contractor on a per-task order 
basis shall include: 


b3 
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(U) 3.3. Delivery Schedule: The Contract shall provide a period of performance or timeline of 
the expected completion date of each sub-task. In the event the identified sub-task is not 
completed by the expected date, the Contract shall document and notify the customer in the 
monthly status report and provide a revised schedule of delivery. 

(U) 3.4. Delivery Schedule: The Contract shall provide a period of performance or timeline of 
the expected completion date of each sub-task. In the event the identified sub-task is not 
completed by the expected date, the Contract shall document and notify the customer in the 
monthly status report and provide a revised schedule of delivery. 

(U) 3.5 Phase Review Meetings: Formal phase review meetings shall be conducted at a 
minimum at the conclusion of each Task Order Phase and include reports for project plans, 
status, and results. 


(U) 3.6 Other Review Meetings: Other meetings that may be required by the contractor on a 
per-task order basis shall include: 


• Monthly or Periodic Technical Integration Meetings - To review technical progress, 
address any technical challenges and barriers, and communicate with project team 

• System Requirements Review - To review and baseline the requirements to be satisfied 
by the proposed system (product) 

• Preliminary Design Review - To review and concur on initial system design concepts 
including exploitation techniques and implementation methodology 

• Critical Design Review - To review and approve final system design 

• Test Readiness Review - To review test readiness and authorize initiation of testing 

• Operational Readiness Review - To review operational readiness and officially accept 
system (product) 
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4.0 SPECIAL CONSIDERATIONS 


(U) 4.1 Health and Safety 


nj> In certain (c onfigurations if the Contractor systems 

md any aspects of the systems pose a health and safety hazard tor the user, the 
uontractor snail provide information regarding these topics in writing and make recommendation 
to reduce such risk. 


4.2 Security and Restrictions Considerations 







JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION 
IN ACCORDANCE WITH 41 U.S.C. 253(c)! & 41 U.S.C. 253(c)6 

All information contained herein is classified as “SECRET” unless otherwise noted (U). 

1. Agency and Contracting Activity and Identification of Document: 


(U) The Science and Technology Contracts Unit (STCU) of the Federal Bureau of Investigation 
(FBI) has prepared this Justification for Other Than Full and Open Competition in response to 
requirements from the Tracking Technology Unit (TTU) of the Operational Technology Division 
(OTD). This docum ent provides justification to establish an Indefinite Delivery-Indefinite Ou^ titv 
(IDIQ) contract with _ [This 

contract vehicle will procure highly specialized^ 


related engineering services to modify and enhance these products. The intended duration of this 
contract is a base year and four (4) one-year options with provisions for Firm Fixed-Price (FFP) and 
Cost-Plus Fixed Fee (CPFF) pricing. 
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2 . 


Nature and/or Description of the Action Being Approved: 
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5. Demonstration that Nature of Acquisition Justifies Use of the Above Authority: 
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6. Efforts made to ensure offers are solicited from as many potential sources as 
practicable, including compliance with subpart 5.2 and, if not, which exception under Far 
5.202 applies: 




CEL L./O 


021879 


7. Determination that the anticipated cost to the Government will be fair and reasonable: 

(U) Contractor proposals will be subject to cost and price analysis, audit review, and technical 
evaluation. The Contracting Officer will ensure that the anticipated cost to the Government will be 
fair and reasonable. Historical data, pricing from similar contracts and rigorous negotiations shall be 
utilized to establish fair and reasonable pricing. 

8. Market Survey: 



9. Any other facts supporting the use of other that full and open competition: 









10. A listing of the sources, if any, that expressed, in writing an interest in the acquisition: 
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(U) Pursuant to FAR 5.202(a) (1), National Security, this procurement will not be publicized and as 
such, no other commercial sources will be provided with the opportunity to express written interest 
in this procurement. Knowledge of sensitive informationjaamliLhe required for a v endor to provide 
a response. Public knowledge of the capabilities of thesj techniques would! 


(Uj 


bs aware of the FBPs need for this capability 


through technical discussion regarding the capabilities and further development of their current 
product line. See Section 9 for additional information. 


b3 

b7E 


11. A statement of the actions, if any, the agency may take to remove or overcome any 
barriers to competition before any subsequent acquisition for the supplies or services required: 

(U) TTU continues to evaluate potential sources for future requirements. The FBI will continue to 
monitor the market and hold discussion with other members of the intelligence community to 
identify additional sources with capabilities to address the goals of these programs and FBI mission 
requirements. If additional resources are identified in the future, these will be included for future 
competitions. 
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12. Signatures: 

Technical Representative Certification: 



As Technical Representative of the requiring office, I have reviewed the data provided in support of 
the Justification and Approval to Procure Using Other Than Full and Open Competition. I certify 
that the data is accurate and complete to the best of my knowledge and belief. 


Date 

t echnical Representative 
Approved By: 

As the Contracting Officer of Record, I hereby certify, to the best of my knowledge, that the 
information contained herein is accurate and complete. 


Date 

Contracting Officer 

Reviewed By: 


Date 

umer, science and Technology Contracts Unit 
Legal Review: 


Procurement Law Unit Date 


Competition Advocate Review: 


\ Date 

Deputy Competition Advocate 
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Decision Criteria: Technical, Cost, Time 

Technical 

b3 





Decision Criteria: Technical, Cost, Time 
Cost 




Time 
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Decision Based on Technical, 
Cost & Time Criteria 









■ Conclusion: Requirements sent March 10, 
2010 with original request. Since that time 
new requirements have been identified by 
government ( user community-classified). 





Decision Criteria: Technical, Cost, Time 
Technical 
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Decision Criteria: Technical, Cost, Time 
Cost 
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Turn 







Revised System Requirements in response to Vendor Proposal; 


:: ::lj 

CLAS:: Ir - 

de.:.la;:: : j'i :m; 


•bl 

b3 

b7E 


Mi INKslMTIQB '.CemiSSS 
HEREIN IS IBPiaSSItlES' ISOM 
WHERE SHOWN OTHERWISE 




FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 

Total Deleted Page(s) = 297 
Page 2 ~ b3; b4; b7E; 

Page 3 ~ b3; b4; b7E; 

Page 4 ~ b3; b4; b6; b7C; b7E; 
Page 5 ~ b3; b4; b7E; 

Page 6 ~ b3; b4; b7E; 


Page 7 ~ b3; b4; b6; b7C; b7E; 


Page 

8 ~ 

b3; 

b4; 

b7E; 

Page 

9 ^ 

b3; 

b4; 

b7E; 

Page 

10 

~ 

b3 ; 

b4; 

b7E; 

Page 

11 

~ 

b3 ; 

b4; 

b7E; 

Page 

12 


b3; 

b4; 

b7E; 

Page 

13 


b3; 

b4; 

b7E; 

Page 

14 


b3; 

b4; 

b7E; 

Page 

15 


b3; 

b4; 

b7E; 

Page 

16 


b3; 

b4; 

b7E; 

Page 

17 

~ 

b3; 

b4; 

b7E; 

Page 

18 

~ 

b3; 

b4; 

b7E; 

Page 

19 

~ 

b3; 

b4; 

b7E; 

Page 

20 

~ 

b3; 

b4; 

b7E; 

Page 

21 

~ 

b3; 

b4; 

b7E; 

Page 

22 

~ 

b3; 

b4; 

b7E; 

Page 

23 

~ 

b3; 

b4; 

b7E; 

Page 

24 

~ 

b3; 

b4; 

b7E; 

Page 

25 

~ 

b3; 

b4; 

b7E; 

Page 

26 

~ 

b3; 

b4; 

b7E; 

Page 

27 

~ 

b3; 

b4; 

b7E; 

Page 

28 

~ 

b3; 

b4; 

b7E; 

Page 

29 

~ 

b3; 

b4; 

b7E; 

Page 

30 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

31 

~ 

b3; 

b4; 

b7E; 

Page 

32 

~ 

b3 ; 

b4; 

b7E; 

Page 

33 


b3 ; 

b4; 

b6; b7C; b7E; 

Page 

34 

~ 

b3 ; 

b4; 

b7E; 

Page 

35 


b3 ; 

b4; 

b7E; 

Page 

36 


b3 ; 

b4; 

b7E; 

Page 

37 


b3 ; 

b4; 

b7E; 

Page 

38 


b3 ; 

b4; 

b7E; 

Page 

39 


b3 ; 

b4; 

b7E; 

Page 

40 


b3 ; 

b4; 

b7E; 

Page 

41 


b3 ; 

b4; 

b7E; 

Page 

42 


b3 ; 

b4; 

b7E; 

Page 

43 


b3 ; 

b4; 

b7E; 

Page 

44 


b3 ; 

b4; 

b7E; 

Page 

45 

~ 

b3 ; 

b4; 

b7E; 

Page 

46 


b3 ; 

b4; 

b7E; 

Page 

47 

~ 

b3 ; 

b4; 

b6; b7C; b7E; 

Page 

48 

~ 

b3 ; 

b4; 

b7E; 

Page 

49 

~ 

b3 ; 

b4; 

b7E; 



Page 

50 

~ 

b3 ; 

b4; 

b7E; 

Page 

51 

~ 

b3 ; 

b4; 

b7E; 

Page 

52 

~ 

b3 ; 

b4; 

b7E; 

Page 

53 

~ 

b3 ; 

b4; 

b7E; 

Page 

54 

~ 

b3 ; 

b4; 

b7E; 

Page 

55 

~ 

b3 ; 

b4; 

b7E; 

Page 

56 

~ 

b3 ; 

b4; 

b7E; 

Page 

57 

~ 

b3 ; 

b4; 

b7E; 

Page 

58 

~ 

b3 ; 

b4; 

b7E; 

Page 

59 

~ 

b3 ; 

b4; 

b7E; 

Page 

60 

~ 

b3 ; 

b4; 

b7E; 

Page 

61 

~ 

b3 ; 

b4; 

b7E; 

Page 

62 

~ 

b3 ; 

b4; 

b6; b7C; b7E; 

Page 

63 

~ 

b3 ; 

b4; 

b7E; 

Page 

64 

~ 

b3 ; 

b4; 

b7E; 

Page 

65 

~ 

b3 ; 

b4; 

b7E; 

Page 

66 


b3; 

b4; 

b7E; 

Page 

67 


b3; 

b4; 

b7E; 

Page 

68 


b3; 

b4; 

b7E; 

Page 

69 


b3; 

b4; 

b7E; 

Page 

70 


b3; 

b4; 

b7E; 

Page 

71 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

72 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

73 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

74 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

75 

~ 

b3; 

b4; 

b7E; 

Page 

76 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

77 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

78 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

79 

~ 

b3; 

b4; 

b7E; 

Page 

80 

~ 

b3; 

b4; 

b7E; 

Page 

81 

~ 

b3; 

b4; 

b7E; 

Page 

82 

~ 

b3; 

b4; 

b7E; 

Page 

83 

~ 

b3; 

b4; 

b7E; 

Page 

84 

~ 

b3; 

b4; 

b7E; 

Page 

85 

~ 

b3; 

b4; 

b7E; 

Page 

86 

~ 

b3 ; 

b4; 

b7E; 

Page 

87 


b3 ; 

b4; 

b7E; 

Page 

CO 

CO 

~ 

b3 ; 

b4; 

b7E; 

Page 

89 


b3 ; 

b4; 

b7E; 

Page 

90 


b3 ; 

b4; 

b7E; 

Page 

91 


b3 ; 

b4; 

b7E; 

Page 

92 


b3 ; 

b4; 

b7E; 

Page 

93 


b3 ; 

b4; 

b7E; 

Page 

94 


b3 ; 

b4; 

b7E; 

Page 

95 


b3 ; 

b4; 

b7E; 

Page 

96 


b3 ; 

b4; 

b7E; 

Page 

97 


b3 ; 

b4; 

b7E; 

Page 

98 


b3 ; 

b4; 

b7E; 

Page 

99 

~ 

b3 ; 

b4; 

b7E; 

Page 

100 


~ b3 

; b4 

; b7E ; 

Page 

101 


~ b3 

; b4 

; b7E ; 

Page 

102 


~ b3 

; b4 

; b7E ; 

Page 

103 


~ b3 

; b4 

; b7E ; 



Page 

104 

~ 

b3; 

b4; 

b7E ; 

Page 

105 

~ 

b3; 

b4; 

b7E; 

Page 

106 

~ 

b3; 

b4; 

b7E; 

Page 

107 

~ 

b3; 

b4; 

b7E; 

Page 

108 

~ 

b3; 

b4; 

b7E; 

Page 

109 

~ 

b3; 

b4; 

b7E; 

Page 

110 

~ 

b3; 

b4; 

b7E; 

Page 

111 

~ 

b3; 

b4; 

b7E; 

Page 

112 

~ 

b3; 

b4; 

b7E; 

Page 

113 

~ 

b3; 

b4; 

b7E; 

Page 

114 

~ 

b3; 

b4; 

b7E; 

Page 

115 

~ 

b3; 

b4; 

b7E; 

Page 

116 

~ 

b3; 

b4; 

b7E; 

Page 

117 

~ 

b3; 

b4; 

b7E; 

Page 

118 

~ 

b3; 

b4; 

b7E; 

Page 

119 

~ 

b3; 

b4; 

b7E; 

Page 

120 


b3; 

b4; 

b7E; 

Page 

121 


b3; 

b4; 

b7E; 

Page 

122 


b3; 

b4; 

b7E; 

Page 

123 


b3; 

b4; 

b6; b7C; b7E; 

Page 

124 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

125 

~ 

b3; 

b4; 

b7E; 

Page 

126 

~ 

b3; 

b4; 

b7E; 

Page 

127 

~ 

b3; 

b4; 

b7E; 

Page 

128 

~ 

b3; 

b4; 

b7E; 

Page 

129 

~ 

b3; 

b4; 

b7E; 

Page 

130 

~ 

b3; 

b4; 

b7E; 

Page 

131 

~ 

b3; 

b4; 

b7E; 

Page 

132 

~ 

b3; 

b4; 

b7E; 

Page 

133 

~ 

b3; 

b4; 

b7E; 

Page 

134 

~ 

b3; 

b4; 

b7E; 

Page 

135 

~ 

b3; 

b4; 

b7E; 

Page 

136 

~ 

b3; 

b4; 

b7E; 

Page 

137 

~ 

b3; 

b4; 

b7E; 

Page 

138 

~ 

b3; 

b4; 

b7E; 

Page 

139 

~ 

b3; 

b4; 

b7E ; 

Page 

140 

~ 

b3; 

b4 ; 

b7E ; 

Page 

141 

~ 

b3; 

b4; 

b7E ; 

Page 

142 

~ 

b3; 

b4; 

b7E ; 

Page 

143 


b3; 

b4; 

b7E ; 

Page 

144 


b3; 

b4; 

b7E ; 

Page 

145 


b3; 

b4; 

b6; b7C; b7E; 

Page 

146 


b3; 

b4; 

b7E ; 

Page 

147 


b3; 

b4; 

b7E ; 

Page 

148 


b3; 

b4; 

b6; b7C; b7E; 

Page 

149 


b3; 

b4; 

b6; b7C; b7E; 

Page 

150 


b3; 

b4; 

b7E ; 

Page 

151 


b3; 

b4; 

b7E ; 

Page 

154 


b3; 

b4; 

b 6 ; b7C; b7E ; 

Page 

155 


b3; 

b4; 

b6; b7C; b7E; 

Page 

156 

~ 

b3; 

b4; 

b 6 ; b7C; b7E ; 

Page 

157 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

160 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

161 

~ 

b3; 

b4; 

b6; b7C; b7E; 



Page 

164 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

168 

~ 

b3; 

b4; 

b7E ; 

Page 

169 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

170 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

171 

~ 

b3; 

b4; 

b7E; 

Page 

172 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

173 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

174 

~ 

b3; 

b4; 

b 6; b7C; b7E ; 

Page 

175 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

176 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

177 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

178 

~ 

b3; 

b4; 

b7E; 

Page 

179 

~ 

b3; 

b4; 

b7E; 

Page 

180 

~ 

b3; 

b4; 

b7E; 

Page 

181 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

182 

~ 

b3; 

b4; 

b7E; 

Page 

183 


b3; 

b4; 

b7E; 

Page 

184 


b3; 

b4; 

b7E; 

Page 

185 


b3; 

b4; 

b7E; 

Page 

186 


b3; 

b4; 

b6; b7C; b7E; 

Page 

187 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

188 

~ 

b3; 

b4; 

b7E; 

Page 

189 

~ 

b3; 

b4; 

b7E; 

Page 

190 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

191 

~ 

b3; 

b4; 

b7E; 

Page 

192 

~ 

b3; 

b4; 

b7E; 

Page 

193 

~ 

b3; 

b4; 

b7E; 

Page 

197 

~ 

b3; 

b6; 

b7C; b7E; 

Page 

198 

~ 

b3; 

b6; 

b7C; b7E; 

Page 

199 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

200 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

201 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

202 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

203 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

204 

~ 

b3; 

b4; 

b7E; 

Page 

205 

~ 

b3; 

b4; 

b7E ; 

Page 

206 

~ 

b3; 

b4 ; 

b7E ; 

Page 

207 

~ 

b3; 

b4; 

b7E ; 

Page 

208 

~ 

b3; 

b4; 

b7E ; 

Page 

209 


b3; 

b4; 

b7E; 

Page 

210 


b3; 

b4; 

b7E ; 

Page 

211 


b3; 

b4; 

b7E ; 

Page 

212 


b3; 

b4; 

b7E ; 

Page 

213 


b3; 

b4; 

b7E ; 

Page 

214 


b3; 

b4; 

b7E ; 

Page 

215 


b3; 

b4; 

b6; b7C; b7E; 

Page 

216 


b3; 

b4; 

b6; b7C; b7E; 

Page 

218 


b3; 

b6; 

b7C; b7E; 

Page 

219 


b3; 

b6; 

b7C; b7E; 

Page 

220 


b3; 

b4; 

b6; b7C; b7E; 

Page 

221 

~ 

b3; 

b7E 

r 

Page 

222 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

223 

~ 

b3; 

b4; 

b7E ; 

Page 

224 

~ 

b3; 

b4; 

b7E ; 



Page 

225 

~ 

b3 ; b4 ; b7E; 


Page 

226 

~ 

b3 ; b4 ; b7E; 


Page 

227 

~ 

b3 ; b4 ; b7E; 


Page 

228 

~ 

b3 ; b4 ; b7E; 


Page 

229 

~ 

b3 ; b4 ; b7E; 


Page 

230 

~ 

b3 ; b4 ; b7E; 


Page 

231 

~ 

b3 ; b4 ; b7E; 


Page 

232 

~ 

b3 ; b4 ; b7E; 


Page 

233 

~ 

b3 ; b4 ; b7E; 


Page 

234 

~ 

b3 ; b4 ; b7E; 


Page 

235 

~ 

b3 ; b4 ; b7E; 


Page 

236 

~ 

b3 ; b4 ; b7E; 


Page 

237 

~ 

b3 ; b4 ; b7E; 


Page 

238 

~ 

b3 ; b4 ; b7E; 


Page 

239 

~ 

b3; b4; b7E; 


Page 

240 

~ 

b3 ; b4 ; b7E; 


Page 

241 


b3 ; b4 ; b7E; 


Page 

242 


b3 ; b4 ; b7E; 


Page 

243 


b3; b4; b7E; 


Page 

244 


b3; b4; b7E; 


Page 

245 


b3; b4; b7E; 


Page 

246 

~ 

b3; b4; b7E; 


Page 

247 

~ 

b 3 ; b 4 ; b 7 E ; 


Page 

249 

~ 

b 3 ; b 6 ; b 7 C ; 

b7E; 

Page 

250 

~ 

b 3 ; b 6 ; b 7 C ; 

b7E; 

Page 

255 

~ 

b3; b4; b6; 

b7C; b7E; 

Page 

266 

~ 

Duplicate ; 


Page 

267 

~ 

Duplicate ; 


Page 

268 

~ 

Duplicate ; 


Page 

269 

~ 

Duplicate ; 


Page 

270 

~ 

Duplicate ; 


Page 

271 

~ 

Duplicate ; 


Page 

272 

~ 

Duplicate ; 


Page 

273 

~ 

Duplicate ; 


Page 

274 

~ 

Duplicate ; 


Page 

275 

~ 

Duplicate ; 


Page 

276 

~ 

Duplicate ; 


Page 

277 

~ 

Duplicate ; 


Page 

278 

~ 

Duplicate ; 


Page 

279 


Duplicate ; 


Page 

280 


Duplicate ; 


Page 

281 


Duplicate ; 


Page 

282 


Duplicate ; 


Page 

283 


Duplicate ; 


Page 

284 


Duplicate ; 


Page 

285 


Duplicate ; 


Page 

286 


Duplicate ; 


Page 

287 


Duplicate ; 


Page 

288 


Duplicate ; 


Page 

289 


Duplicate ; 


Page 

290 

~ 

Duplicate ; 


Page 

291 

~ 

Duplicate ; 


Page 

292 

~ 

Duplicate ; 


Page 

293 

~ 

Duplicate ; 




Page 

294 

~ 

Duplicate ; 

Page 

295 

~ 

b3; 

b4; 

b7E; 

Page 

296 

~ 

b3; 

b4; 

b7E; 

Page 

297 

~ 

b3; 

b4; 

b7E; 

Page 

298 

~ 

b3; 

b4; 

b7E; 

Page 

299 

~ 

b3; 

b4; 

b7E; 

Page 

300 

~ 

b3; 

b4; 

b7E; 

Page 

301 

~ 

b3; 

b4; 

b7E; 

Page 

302 

~ 

b3; 

b4; 

b7E; 

Page 

303 

~ 

b3; 

b4; 

b7E; 

Page 

304 

~ 

b3; 

b4; 

b7E; 

Page 

305 

~ 

b3; 

b4; 

b7E; 

Page 

306 

~ 

b3; 

b4; 

b7E; 

Page 

307 

~ 

b3; 

b4; 

b7E; 

Page 

308 

~ 

b3; 

b4; 

b7E; 

Page 

309 

~ 

b3; 

b4; 

b6; b7C; b7E; 

Page 

310 


b3; 

b4; 

b7E; 

Page 

311 


b3; 

b6; 

b7C; b7E; 

Page 

313 


b3; 

b5; 

b6; b7C; b7E; 

Page 

315 


b3; 

b5; 

b7E; 

Page 

316 


b3; 

b5; 

b6; b7C; b7E; 

Page 

317 

~ 

b3; 

b5; 

b6; b7C; b7E; 

Page 

318 

~ 

b3; 

b5; 

b6; b7C; b7E; 

Page 

319 

~ 

b3; 

b5; 

b6; b7C; b7E; 

Page 

320 

~ 

b3; 

b5; 

b7E; 

Page 

321 

~ 

b3; 

b5; 

b6; b7C; b7E; 

Page 

322 

~ 

b3; 

b5; 

b7E; 

Page 

323 

~ 

b3; 

b5; 

b6; b7C; b7E; 

Page 

324 

~ 

b3; 

b5; 

b6; b7C; b7E; 

Page 

325 

~ 

b3; 

b5; 

b6; b7C; b7E; 

Page 

326 

~ 

b3; 

b4; 

b5; b6; b7C; b7E; 

Page 

327 

~ 

b3; 

b5; 

b7E; 

Page 

328 

~ 

b3; 

b4; 

b5; b6; b7C; b7E; 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



From: 

Sent: 

To: 

Subject: 


10:56 AM 


iummar 


feting — UNCLASSIFIED 


b7C 


Classification:. UNCLASSIFIED 




Here's a s ummary of the action items/things to document that I wrote down from the 8/9-8/10 meeting at Harris. Please 
share with as well if you think appropriate. 


Items to note: 

- I I was notified 7/11/11 orally and 7/12/11 in writing of the FBI 
o 8/9/11 meeti ng provided an update a n 
o Meeting with i loted tha t he's not interests 

^ ■ tiontol Idemonstrating the 


was present for th is portion 





please clarify my above statement since I was not there at this portion of the meeting 

provided 

I Ipo copies mailed tol linternall 



put in place by| Include 


however, the | [warranty as 
definitely for FBlJ \ 



Action Items for | | 

ing FBI 'position 





and verify that the FBI is receiving 



can 1 have a copy of the requirements documents that we approved for each of the Task Orders 


CELLSITE- 14944 








1 pttpr citmmariyinp thp 







Providel lofficial answers to 

|- completed 8/15 


o 


^ ^ 


- review file/documentation to see whalj 1 

memory recalls the FBI deciding to wait for 

1 


1 



nformed that onivl 







will review the 

Icapabilltles with 


r— : 

Iwill send a 

Iback to FBI and send copy of| Ireport 


1 Iwill provide a revised version of thej 

schedule since the FBI has been working off the original 



proposed schedule. 


I will provide 


with a copy of the 


for testing 


ThankJ 


1 

1 


b6 

b7C 

b3 

b7E 


Contracting Officer 


Finance Division 
JEH Bld g I 
QT-ERFl 


Classification: UNCLASSIFIED 
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Subject: RE:[ 

Attachments: 


Mthly_Status_Nov10.pdf 


This information is only intended for the use of the individual or entity named in this email. If you are not the 
intended recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this 
information is strictly prohibited. If you have received this email in error, please notify me and delete it immediately. 


I just noticed that yesterday’s email contained the wrong file under “Contract Letter for 
this delivery”. Here is the contract letter I meant to send you. 


, Mthly_Status_Nov10.pdf» 



This information is only intended for the use of the individual or entity named in this email. If you are not the 
intended recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this 
information is strictly prohibited. If you have received this email in error, please notify me and delete it immediately. 

Hello 

Please find attached the for Period Ending 1 1/26/10. 

Contract Letter for this delivery 

« File j [Ending_1 1 -26-1 0.pdf » 


b6 

b7C 

b3 

b7E 


Monthly Status Report (PE 11/26/10) 

« File _Period-Ending_ll-26-10.pdf » 


In addition, we are also including in this delivery: 

Contract Change Candidates Logs for 


2/24/2011 


CELLSITE-14950 

















I've inclu 
hear about 
bit fluid on 


b6 

b7C 


an item list of topics, not really tied to times. We ape still waiting to.. 
A vailability so I didn't want to commit to strict times, we'll have to be a 
at point. 


Topics: 



Program Status 



of cu rrent capabilities 
scope adjustments 

review / discussion of new task order 

discussion of work package cost (new and current tasks) 

discussion of removal / replacement of existing work packages 


b6 

b7C 

b3 

b7E 



sions 


Close out Q&A / disposition of 
Close out Q&A / disposition of 




Delivery schedule for 
Acceptance testing of ~P 

General Program review / issues: 


hirm dates - Travel coordination 


Delivery s chedule for 

Updates on | ~ 

Invoice update and reconciliation 
Funding update and reconciliation 
Update / review Task master schedi 


baseline 


Discussion of 

Distribution of capabilities across product lin e 
Discussion of I 

Discussion of / Engineering inter-communications 

Discussion of phone support response 

1 


CELLSITE- 14954 
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From: 


Sent: 

Monday, November 22, 2010 2:43 PM 

To: 



□ 

Subject: RE; 



I just got confirmation from accounting that payment was received Yayl Thanks for your help 

Have a great holiday! 


Sales and Administratio n 



b6 

b7C 


Thank you for the message below and the follow-up phone call. The invoice was successfully processed through 
our financial system by our payment uniton Thursday 11/18/10. Mv financial system shows “Paid in F ull” as of 


j ' j - - - - I — j ...... _ ... — 

1 1/18/10. The next step is for the funds to be transferred from thel 

i A f: _l_l_ I-?I_ i.1 1^ _ Xl 


bank 


account. A few days delay while the accounts rectify each other is standard. However, please let me know if you 
do not see the payment within 1-2 weeks. 


Please le t me know if you have any other questions and have a Happy Thanksgiving, 


ir 


From:| 

Sentu 


Monday. November 22. 2010 2:18 1 


T<J 

Cc| 

Sul 


bject: RE 


b6 

b7C 


I am 


trying to find the status on the iate payment of the FBI's purchase from 


iThis 


11/22/2010 


CELLSITE-14983 







16 November 2010 


In Reply Please Refer to: 


Attention: 

Subject: 

Reference: 


Contracting Officer 


Dean 


As documented in 

1 


to the 


at the agreed upon contract pricing: 



will transfer the following items 


No additional fees or burdens will be applied. 

Please provide your concurrence by signing below. 

Should you have co mments please forward to the undersigned at 


b6 

b7C 

b3 

b4 

b7E 

or e-mail to 


Sincerely, Concurrence: 


Contract Administrator Contracting Officer 


Cc: 


■ CELLSITE- 14984 
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From: | 

Sent: 

To: 

Cc: 

Subject: 


Tuesday, November 02 . 2010 7:48 AM 


RE: 


h( 


Thanks for the updates. I will follow the instructions listed below and call you if I have any questions. 

Regards, 

b7C 

b3 

b7E 


This information is only intended for the use of the individual or entity named in this email. If you are not the intended 
recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is 
strictly prohibited. If you have received this email in error, please notify me and delete it immediately. 


From] 


Sen!-! Monday. Mnvpm 

ber 01, 2010 3:48 PM 

To: 

Cc: 



Subject:! 



Hi 


Welcome again to the project and I hope you had a gon ri Halloween w eekend. In an effort to better administer the 
contract and TOs and to better track the expenses under the FBI requests! bdjust actions 

accordingly, per the following changes: 


1 ) 

2 ) 

3) 


Pipasp p-maii gtati ig rgnnrtg AA/ooichy mr^nthty etc.) on Task Orders for services under 


]to: 


I will ensure these status reports are provided to the proper 


Technical POC. 

Please e-mail copies o f Invoices for services and equipment under ] 

I I will ensure the invoices are sent to the proper Technical POC for review and 

verification before processing for payment. ' 

For thfi months nf Oritnhsr r^nviamhpr anH Dp^pmhpr 2010, please provide the hourly work breakdown 
fotj rOs with these monthly invoices. 


Reducing the number of POCs on the e-mail CC will reduce confusion internally and ensure only those with a 
need to know are updated on project statuses or expenses. 


b6 

b7C 

b3 

b7E 


Please confirm receipt of this e-mail and let me know if you have any questions on the above changes. Thank you 
for all your assistance. 


Have a good 


day. 


11/2/2010 


CELLSITE- 14985 
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From: 

I 

Sent: Tuesday, November 23, 2010 4:54 PM 

To: 

Subject: 


b6 

^b7C 

b3 

b7E 


Hi 


It was so good to meet with you last week, transition the contract, and work out a few of the programmatic kinks, 
just wanted to review the Action Items we have on our plate to make sure we weren’t missing anything and could 
track our tasks. Below is a general list of what I have. Please let me know if you have any additional ones. 


1 ) 

2 ) 


Transfer of| 

a. Incorporate in a 
Invoices: C 

Please submit invoices ta 


nas released the equipment from the previous Contract. 


a. 


Just as a reminder,! 


b. 

c. 


for processing 

^is not an FBI employee and as such does not have approval 
authority, especially for anything regarding funding. Please let me know if you have any 
questions. 

Please include the monthly hours-breakdown with the invoices 

Could you please double check the dates listed on 




3) 


I 


T I already verified that the dates are on point for 
Consolidated Price List 

a. I’ll review that document next week and discuss the new products with 


4 ) 


complete our revievys I’ll either discuss any findings with you or send you a 
incorporating the revised price list. 
h. This affects a number of Action Items so I’ll try to complete this p rocess ASAP. 


Once we’ve 
Ito the Contract 


mneouipment delivery to ensure 


"a Coming via fax this afternoon - 1 mailed the original to 


b. 


lifTSepTof 2010 so the quality of the 
fax may not be the best. Let me know if you need me to try a different method of getting the copy 
to you. • ' 

I understand fmm thP mni^niidatfiri price list that the pricing has changed. I’ll discuss the 

quantitie s withi |to see hpw they would like to proceed. I will most likely have 

to send 


5) 

6 ) 


jfor the PO with the adjustment. This will be done once I incorporate the new 
price list into the contract. 

Summary of TO information: POP, Options, Funds,. SOWs etc, 
a. I’m going to put it on my radar for completion next week. 

Letter requiring signat ure for purchase 
need to revie w this purchase withf 


a. 


7)[ 


I 


this equipment ! 

needing to ship the eauipmentlcT 


]to verify how they would like to handle 


also need lo verify property procedures to prevent 


a. 


8) 


i will review the decision with the Team a nd confirm the flexibilities or limitations of our financial 
system regarding reall ocating t he ! j for equipment or requesting reimbursement checks. 

1 1/16/10 Letter Responding to iLetters 

a. I will revise the letter next week as well and inco rporate the update s from last weeks meeting and 
incorporate these decisions into the contract in a ! I 


Thanks again and please let me know if you have any questions or want to discuss anything above. 


Have a Happy Thanksgiving, 


A 




A ^ ^ 


b7C 

b3 

b4 

b7E 



11/23/2010 
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From: 




Sent: ' luesdav. June 14. 2UVI fa!TTTFM 


To: 


Cc: 

Subject: 

Attachments: 



b6 

b7C 

b3 

b7E 


have attached the 


The offer is for a 


I will be on vacation until Monday the 20b Please contact 


if have any questions regarding 


contractual issues while I am out. 


Regards, 


This information is only intended for the use of the individual or entity named in this email. If you are not the intended recipient, you 
are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is strictly prohibited. If you 
have received this email in error, please notify me and delete it immediately. 


1 


CELLSITE- 15039 







Hi 


Thank you for the guidance below. We will take no action regarding the 



task. Please let us know if you have further questions. Thank you! 
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From: 

Sent: 

To: 

Co: 

Subject: 

Good Afternoon I | 

Please accept this e-mail as the FBI's acknowledgement of | [ dated October 11 , 2011 . The FBI acknowledges ] 1 
assumed FBI approval for such docjumentation that does not receive comment within 45 days. The FBI reserves the right 
to reference previously accepted reports and documentation, if additional information becomes available at a later date 
regarding information pertaining to these reports. We acknowledge these timelines and will provide comment and 
questions accordingly. . 

b6 
b7C 
b3 
b7E 




1 


CELLSITE-15042 
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H 


Please verify that the invoice that you received matches the attached. There was a change made on the invoice 
that should have been done before the invoices were submitted to you. We are concerned that you may be 
going off of the incorrect version (I might have accidentally sent out the incorrect/wrong version of the invoice). 


Regarding the l I fhe incurred costs minus the negotiated value was the (1 attached the | [ for your 
convenience). The additional negotiated fee is just the total negotiated fee (including what has already been 
paid) and an estimate at completion, to equal the total amount. 


Please call me to discuss this when you have a moment. I know that this invoice situation can be frustrating. 


b6 

b7C 


Thanks, 


This information is only intended for the use of the individual or entity named in this email. If you are not the intended^ 
recipient, you are hereby notified that any disclosure, copying, distribution, or use of the contents of this information is 
strictly prohibited. If you have received this email in error, please notify me and delete it immediately. 


4 


From; I 

Se nt! Monday. M^rch 28, 2011 3 :1Z W 

Subject: RE: 


b6 

b7C 

b3 

b4 

b7E 


Hi 


We've reviewed a few other estimates int ernally and the numbers are not ma tching those on the | p ur 

leL 


estimate for th e remaining funding on th 

provided for the | land are not able to figure out where 

We've identified 2 areas of issue: 


]We've reviewed the attachment you 





7) Tn arldiHnn, thel Idocumentation provides for a line statinq 


has been 

billing f*^*" •'h^ f^p- on each invoice. Why is there an additional line item for| 




Please.do not hesitate to give me a call if you need further information or clarification. I can share some of our 
calculations if useful. 


CELLSITE- 15044 
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FEDERAL BUREAU OF INVESTIGATION 








eotember 


1, 2011 9:10 AM 



Propose Tecf)/Cost for Task 1 


ROM Task 2 Cost 

X 

i 

View Task 3 
Please confirm. 

Thanks. 


Federal Bureau of Investigation 


b6 

b7C 

b3 

b7E 



















I just want you to be aware of ’ this_issue and if you can determine the caus e, we'd like to 
know why it occured. The original ] [ files are attached. I will forward [ 
separately. 


Thanks. 



b6 

b7C 

b3 

b7E 



Subject: RE: 


b6 

b7C 


From: 


XT' 


Sent: luesaav. 
To:. 

August i-i. 


b6 


Subject: Re: b7C 

Roger. Getting some lunch. Talk with you in 1/2 hour. 


Original Message 

Fro m: I I 

To: I 

Sent: Tue Aug 23 12:27:06 2011 
Subject: 


b6 

b7C 


Please call me when you’re in the office so you can deal with this, I'm missing something 
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Fririav AimiiRtnfi PD11 4:48 PM 


From: 

Sent: 

To: 

Subject: 


A couple of l [ tests are coming up to support the release of the , 

about these dates but there is still a possibility they may change pending the discovery of any|_ 
issues. 


We're pretty confident 


start on 8/16/11: « This test will be a full up 


We will be verifying [ 


b6 
b7C 
b3 


test will probably take a week to com plete. _Sjncj^ 
I I When 


The full up 


is planning to observe tnis testing, we will verify the 
arrives on 8/17/11 we should be ready to start testing on 


conducted! 


1 The Durpose of this testing is to verify 


works and is 

This is a subset of the test. Given it verifiesj 



does not plan to observe this testing. 


1 
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b6 

b7C 

b3 

b7E 


From: | 

Sent: Friday, August 12, 2011 4:31 PM 
To: 

Cc: 

Subject: RE: on 8/17 


I understand that|~ 
week while he is ^ 
following: 


•'eed t 


deliver 


Per 



b6 

b7C 

b3 

b7E 

request, I am authorizing the 


1) The FBI accepts that the | t/\till not be d elivered 

I however, shall be provided at the ss previously 

agreed upon. 

2) The FBI accepts that I will not have completed the offici.)! 

test- procedures prior to deliv ery. Althoue i this off icial process is waived for| 

onl y in this instance, shall ensure is successfully and fully operational to 

fit ! I needs . the authority to make this assessment and assessment at time 

of delivery. Although will not under go this official test procedure, this waiver 

any warranty, service, update, or maintenance agreements for the product, 
hall successfully undergo the official test procedure process. 




e 







Please let me know if you require any other information or if I missed any of the requested 
authorizations. 




b6 

b7C 

b3 

b7E 






1 


CELLSITE- 15052, 





|Due to scheduling conflicts and ongoing mission support we may be unable to coordinate tms meeting tnis 

week. We will provide a potential list of times/dates ASAP. 



I wiil be in QT tomorrow/Friday and HQThurs should you have any questions. We wiii attempt to coordinate a 
teleconference within the next week or so to finalize any outstanding questions. 















b6 

b7C 

b3 

b7E 

b5 


Finance Division 



UNCLASSIFIED 
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From: 



Sent: 

Saturday, August 28, 2010 2:02 PM 


To: 

Cc: 


Subject: RE: Harris calendar 


b6 

b7C 


Hi 


Thanks for the schedule below I’ll these dates in mind when asking for documentation and scheduling meetings. 

In terms of scheduling for next week here’s a tentative outline: 

- Monday - 8/30/10 

o FBI meetings @ VA/DC in the AM. 
o Travel to Melbourne for Harris meetings in the afternoon 
Tuesday - 8/31/10 - 8:30AM start time 
o Contract Administration: 

■ Review/definition of processes/expectations for future TO proposals 

■ Review/confirm, product code names, define process for changing names 
» Contract Pricing - one consolidated, updated price list 

o I 1 


IP discussions 

■ Harri.s to nrnvirt 
- FBI 


[ 


Review or any 


,e letter of IP assertions - pview/discu ss 
review of I P/Classification 
P concerns 


for products 


[ • discussion of timeline for product receipt 
Wednesday - 9/1/10 


Possible yill nvftr fnr nnntrantiial matters 
Review of aoals/vision 


Thurs day - 

o 


J-. Technical discussions 

Review of requests for clarifications & questions 

Review of conditions and assumptions clarifications 

U Technical discussions 

Review of requests for clarifications & questions 
Review of conditions and assumptions clarifications 
9/2/10 

i Technical discussions 

Review of requests for clarifications & questions 
Rev iew of conditions and assumptions clarifications 
} Technical discussions 


b6 

b7C 

b3 

b7E 

b5 


Review of requests for clarifications & questions 
Review of conditions and assumptions clarifications 

Friday -9/3/10 

o Possible spill over for technical reviews 

o FBI travel back to DC/VA 

Should any order of the technical discussions change, the FBI will notifyl f^SAP. 
o To best prepare for the meeting I would recommend at a minimum: 

■ Revised Equipment Pricing List 

■ Be prepared to discuss responses to the questions/clarifications/conditions & 
assumptions 


Addition to Attendee List -I 
9/1/10. 


is a possible attendee for the meetings on Wednesday 


Have a good weekend. 


CELLSITE-15102 


8/28/2010 
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The firs l| |meeting for FY09 is scheduled for Wednesday, October 29 at 1:00 in the E RF Main Conference Room. 

I i RnarH m a mh aijs include the Assistant Section Chiefs or designated representatives , I 

Proposals revie wed at this meeting wil l be competing for the funding provided by the| 

and come from only two units, ~| 

I am sending you the draft agenda showing the pr oposals to be reviewed. I am also including summaries of the 

6 proposals and the entire propo sal text for 5. One proposa l [ was partially funded 

in FY08 from the | l and was required to provide only a quad-chart summary with its request for FY09 b5 

second-increrhent funding. ]3 g 

b7( 

I will also be providing the summaries to subject matter experts listed on the agenda. Feel free to have me add names to ^ 
the list if there are others whom you wish to have participate in the October 29 meeting. - b7I 


Thank you! 
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CELl/OTD 0U288 


CELLSITE-7760 







From: 

Sent: 

To: 


Subject: 

Importance: 



FW: Question on[ 
High 


SLL INFOKM&HON CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


SE6RS^ 

RECORD 319D-HQ-A1487519-FD 


Really short notice Congressinal tasking DUE TODAY (2/3/10). 


Please provide any informa tion you have regarding any base fund ing you have used to augment the enhancement money 


you received to execute thel 


(see email below) ASAP. Thanks! 


Fromj 

Se nt; Wednesday, February 03, 2010 11:55 AM 

To:| 

Cc: 

Subject: FW: Question on| 

Importance: High 


b3 

■b6 

b7C 

b7E 


^ECREf 

RE’CORB 31 9D-HQ-A1 48751 9-FD 


Greetings, 


Here is the email fronj [Please note that when submitting your answer, include 


on the cc line. Thanks. 


From: 

Se nt: Wednesday. February 03. 2010 11:39 AM 

To 

Cc, 

Subject: FW: Question ot_ 


Importance: High 




1 


CEIL/OTD 009694 


CELLSITE-7762 



r.i j 









3 


CEIL/OID 009696 


CELLSITE-7764 


Ejni 



CELLSlTE-7765 




Much appreciate your response. 
Cheers, 





CELLSITE-7766 



r 


:r::: ;E1'; i:': 

ON lC-31-2jL; 



Unit Chief 

b3 

b6 

bVC 

b7E 



Here is the estimated 201 1 cost/funding info we received from I b ack in July or August. It appears tha l l has 
sufficient funding to cover expenses for all approved projects for FY201 1,. so we won't have to make any tough choices. 

n the next few weeks to discuss i I funding activity with each unit. Since 
and spending regardless of funding source, please be ready to identify othe 
you are pursuing or about to pursue when we meet. 



From: 

Sent: 

To: 

Cc: 





CELLSITE-7767 




Subject: 


FYll 





To: 

Cc: 

Subject: 


TW i [ FYTT 



Here is the estimated 201 1 cost/funding info we received from ! I back in July or August. It appears that] |has 

sufficient funding to cover expenses for aii approved projects for FY201 1, so we won't have to make any tough choices. 


1 will arrange a meeting in the next few weeks to discuss] 

Funding activity with each unit. Since am obiioated to 

and spending regardiess of func 

ling source, please be ready to identify other 


you are pursuing or about to pursue when we meet. 


Thanks 


From: 

Sent: 

To: 

Cc: 

Subject: 


Tuesday. September 21. 2010 4:47 PM 


Pm 


SECRET ,— ^ 

recoRb|^ 


Here is l I fYI 1 costs and funding, let me know if you need anything else. 


b3 

b6 

b7C 

b7E 


Project Name 


Funding Type Fundin' 


Cost 
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C £, L L T D< 0 1 24 79 
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CELLSITE-7772 











FUNDING.xls 


Here you go 

SENSITIVE BUT UNCLASSIFIED 


CELL/OTD Q'!2493 
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CELLSITE-7775 




From: 

Sent: 

To: 

Cc: 

Subject: 



RE: UPDATED 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Attached is th d [ portion of my recommendations for allocating FY201 ll funding which I will pre sent at the 

Section Chiefs meeting tomorrow. Overall, it providesi 

II hfilifivfi it i.q rpas nnahifi to expect that l base funds be applied to cover the remaininc 


I FY201 1 

oposed [ Alloca ^ 

When your spend plan is finalized, please let me know how much base funding will be applied to these and other WITT b 6 

projects so I can update the reporting database. b 7 C 

"Thon^e b7E 



From: 

Sent: 

To: 

Cc: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



I As per our meeting yesterday attached is the latest MUST 

HAVE/SUPPORT bare bones request. As discussed my budget is a running 
target tie d to cost module funding and I c annot specif ica,lly identify what 
base funds | I I have to support the □ identified requirements. 

Additionally even if a requi sitio n is stibmitted and approved Finance 
Division is only authorizinq □ funding due to the continuing resolution. 
I will say that l I will use base funds to support, however, at this time 
I simply cannot provide a specific number. . Hope this assists in your 
presentation to the Executive Board. 


2011 FUNDING.xls >> 


CELL/OTD blZ4‘95 


CELLSITE-7776 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



Sorry for any confusion. The attached is the correct subbmis sion form for thg J Piease delete the one you 

may have received earlier. FY1 0 we provide d ~k o develop as well as product 

enhancements. 


bas e funds we could provide per year on P age 2 of the docume nt. I estimated 
roml b finish enhancements required. \ Iwill show the 


continual involvement 


|from| fo finish enhancements required. | 

Te’project to sustain any O&M or minor enhancements required. 






CELLSITE-7779 








ossible to get the three project forms done today? I would like to brief these to thel 
and I are available to assist whomever you assigned these to. 


Imeeting tomorrow. 


Thanks, 












Project Worksheet for 








From: 

Sent: 

To: 

Subject: 


Monday, lam latv in. ?ni1 11:1 RAM 


hw: Nev J~ l ime items 


"SEGREJ/ZMOFOl^f^ 
RE 


GRET//MC 




ossible to get the three project forms done today? I would like to brief these to th^ 
and I are available to assist whomever you assigned these to. 


Jmeeting tomorrow. 


Thanks. 


From: 

Sent: 

To: 

Subject: 


liiacaa'/ laniian/lia yim lT^ 


RE: New 


ine items 


3ECRET//NOF0RN 


I hanks. 


bl 

b3 

b6 

bVC 

b7E 



Unit Chief 


From: | | 

Sent: Tuesday, January 04, 2011 9:46 AM 


CE 


8 


T Ti 

I! filin'*^ 


50 5 


2 


CELLSITE-7785 




PERLVED FROM: Multipfe^ources 
DECL A^S1fYjQNr^021 0104 
SECRETZ/MOFOKN^ ^ 


DERIVEDLEROM.JVIultiple Som^es 

DECLASSlF¥^eNf^im4M ^ 

SECRET//NOFORN 




4 


CELL/OTD 012507 


CELLSITE-7787 



FW] 


Iforms 



these Work Statements the best that he could. n is still working on 


b3 

b6 

b7C 

b7E 
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CELLSITE-7790 










- Any other supporting info, inciuding a PowerPoint overview, would likely be helpful. 


Looking forward to working with you on this. 
Happy New Year! 


C 


ELL/O TD 


Oi Z51 6 




jsfeeicr 


From: 


Sent: 

Wednesday, December 29, 2010 9:41 AM 


To: 

Cc: 



1 

MX INFGRK?.TrC^3 C- i ! im>' ■ 

HRRFTTJ IS imr-T T-JT" "•='""-T 

Subject: [ 

1 



WHERE 3B0WI-} 


~5ECRETZ/felQFgRlvr 
-RECORD 268-RQ=te68430 



Attached. 


bl 

b3 

b6 

b7C 

b7E 



Procurement.doc... 


OERmED FROM: MultipleLSeofces 
DECLASSWQtfe^03Sl 229 
SECRET//WOFORN 


■ctu 


/OT 


D 


Oi 2^'^ 




1 


CELLSITE-7798 




'bhccjbhetT^ 

1 

CELL/OTD 007751 CELLSITE-7802 



r.i j 



5i©Rar 
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CELL/OTD 007F52 


CELLSITE-7803 











(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 


Date: 12/21/2005 


Attn : 


Criminal Investigative Attn: 



Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis: To request the procurement of 


Precedence: PRIORITY 

To: Finance 


b3 

■b6 

b7C 

b7E 


Enclosure (s) : IT Acquisition form, COTS/ITATS approval 

attachment, IT Acqui sition form attachment, Ven dor Pri ce Onn-t-p 
J FD369 r I in the a mount of 


and acquisition planning form 





To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 12/21/2005 


The Contracting Officer Technical Representative 

(COTR) for this .procurement is F.1 octr nni C.q F.nainppr (EE) 

I I who can be contacted on l at the 

Engineering Research Facility, located in Quantico, Virginia, 
if there are any questions. 


b3 

b6 

b7C 

b7E 




To,: Finance From: Operational Technology 

Re: 268-HQ-1068430, 12/21/2005 

LEAD (s) : 

Set Lead 1 : (Action) 

■ FINANCE 



available as snecifieH on the attached form FD-369, 
Requisition 

Set Lead 2 : (Action) 





IT ACQUISITION FORM 


See next page for instructions, or 

■hftp-/ / ocio.fbinet.fbi/resources^acniiisitintvjitt^ 


bate: 05 /10/2005 
[Office ID 


3. 


IT Product Type(s) Requested and Associated: 
Total Costs: (as funded on the FD-369) 


4. 


Proposed Acquisition Characteristics: nC0TS(CR#: See Attach ) fl Existing (Contract #: 


CIO Category Supported (Select ONE): 


5. 


Requestor 


Cost Code: 


Phone; 


Please attach to front of FD-369. 
Mail to IMU Acquisition Staff, Room 9991, lEH 


SP#: 


FD-369# 


Director Priorities Supported (Select ONE 


) P" New 


2 


Estimated life cycle: 5 years 


Jill IMEXMWIOH CMIMHE'D "" 

HEREIN IS IWOASSiriED 
-:.:xTE 10-31-2012 HI €5179 DKH/:3I1. 


a. 


No If Yes, which network? Select. .. 


Will this be attached to a network? No 

If a request for contractor services, will the contractor also provide h/w or s/w products? No 
Ilf Yes, have you notified vour ITS? Select... iTirkpt- #• N/A ) 


What IT system or pro j ect does this acquisition support? (Click on system or project to view master lists) None 


-b3 

b6 

-b7C 

b7E 


^ 


7. 

Requirements Analysis? Yes 

e. Independent Gov't Cost Estimate? Yes 

a. 

Analysis of Alternative(s)? Yes 

f. Life Cycle Cost Estimate? Yes ^ 

b. 

Section 508 statement? Yes 

g. Earned Value Management Plan? Yes ^ 

c. 

System Security Plan? Yes 

~ ~ — — — — — 

h. Privacy Impact Assessment? No -J 

d. 

Justification for Limited Competition? Yes 

i. Risk Assessment? Yes uj 

8. 

ii your total acquisition request exceeds $lmillion, or is for services oniv. nlea<;p inrlndp p — i.- 

9. 


CIO OPP Signature 

Date 

CTO Signature 

Date 

CIO Signature 

Date 

CFO Signature 

Date 


CELLSITE-7810' 








IT Acquisition Form 

Section 7 Attachment 



b3 

b7E 


Section 508 Statement 

Wireless Intercept and Tracking Team conducted an 

evaluation of the systems and have submitted the following comments regarding 
compliance of Section 508 requirements. 


1 1 94.3 General Exceptions 


Systems are critical to the direct fulfillment of missions and are not used for 

routine administrative and business app' 

ications. 





Subpart B — Technical Standards 


CELL-/OTD 026793 


CELLSITE-7811 









Subpart C - Functional Performance Criteria 

C E L L --"-O TD 0Z6794 


CELLSlTE-7812 



Subpait D - Information, Documentation, and Support 


(a) Documentation is offered in hardcopy (paper) as well as softcopy 
(CD) at no additional charge. 

(b) End users are instructed in the product features, visually or through 
instruction verbally at request, at no additional charge. 

(c) Support services accommodate the communication needs of end-users 
with disabilities. 

System Security Plan 

A System Security Plan has been completed and in place for use of the 

I E C dated 06/3 0/2004 from Security Division has been 
attached to requisition package 


b3 

b7E 


CEL 1 ."'OTD 


6795 





Sole Source Justification 


Independent Government Cost Estimate 

WITT has submitted a quotation from the vendor, which details the 

cost of this procurement. Pricing is according to GSA price listings. 

Life Cycle Cost Estimate 

IwittI 





currently 


Earn ed Value Management Plan 

I I wiTT continuously ensure s plann ing, s cheduling, and budget monitoring throug h 
its program management efforts. I I' WITT I I 


I Detailed reports can be generated providing 

management the proper information to plan future procurements and deployments as the 
need arises. 

Privacy Impact Assessment 

The Office of General Council has been contacted and has reviewed the request 
Privacy Impact Assessment (PI A). 


ITT has 



Risk Assessment 

WITT has identified through research and development efforts that 

IWITT 


successful history with the vendor of 


I I Sufficient 

funding is also in place for this procurement, and as well as plans for the m aintenanc e 
over the full lifecycle of these products. Refer to acquisition planning form for 

specific estimates and distribution of costs. 


CELL./Oi TiD 


lO ::2 .i;& 7" '9 <6 


CELLSITE-7814 








Previous PO # 
{previous Contract # 


M-F, 8am-4:30Dn: 

, except holidays 







CELLSITE-7817 

















M.1 

HEREIK IS TiU:'!.' ■■■T-T-- 
DATE 10-20-2G12 EV 


1 . Unit/Section/Division; 


ACO TJTSTTTON PT ANNTNG FO RM 


FEDERAL BUREAU OF INVESTIGATION 
foTD 


2. Description of Requirement; 


3. Estimated Cost! 


4. Term of Contract: 


5. Distribution of Dollars: FY- 1 I 6. Subobject Class/Budget Item: 

FY- FY- Product or Service Code: 

FY- FY- 


7. Market Research (state how performed & attach): See attached EC containing sole source justification 


CommercialTtem: 0 Yes D No Competitive: O Yes 0 No 

If no to one or more above, explain: see attached EC containing sole source justification 


8. Sources Considered: D FBI Personnel D Other Govemipent Personnel 0 Required Sources 

0 100% Small Bus. O 8a Setaside 0 Disadvantaged (FAR Part 8) 

O Hubzone 0 Women-owned 0 Other Federal Contracts 

□ A-76 

9. If Information Technology: D IRM Review Q AIS Approval 

10. Type of Procurement: 0 Brand Name or Equal 0 Performance-Based Service Contract- 

0 Brand Name Only 0 Functional Specifications 0 Commercial Item 0 Compatibility 

1 1 . Contract Type: 0 Firm-Fixed Price 0 (IFB) 0 RFP 0 RFQ 0 IDIQ Contract 

0 Firm-Fixed Price w/Economic Adj. 0 Reimbursable Agreement 0 Time & Material 

0 Cost-Reimbursement 0 Incentive 0 BOA 0 Letter Contract (DOJ Approval) 

12. Lease vs Purchase (if lease, analysis attached): Purchase 13. Environmentally Preferable Item: 0 Yes 0 No 

14. Inherently Government Function (justified): 0 Yes 0No 

15. Lead Time Required: : To be filled in by Contracting Officer 


Approval: 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


b3 

b6 

b7C 

b7E 


Legal Review (If applicable)/(daie) 


Contracting Officer or CCO/(date) 


FBI/DOJ 

CELLSITE-7818 


CEtL/OTD 0Z6802 








(Rev. 01-31-2003) 


ALL INFC.FL:iv.i:.i; 

HEREIN IS ni.?: .' r- 

DATE 10-2C-2012 2^ LZiTS IILI. i:’’ 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 12/22/2004 


To : Finance 


Attn ; 



From: Investigative Technoloc 


Approved By : 


Drafted By: 


Case ID #: 2 68 -HQ- 10684 3 0 





Title: WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 


Synoosis : 


Corporation to su 



Enclosure (s) : FD-3 

vendor price quotes 

Details: The WITT 




CElt/OTD OZ 


iiPLOADED 
JAN 1 0 2005 











To: Finance From: Investigative Technology 

Re: 268-HQ-1068430, 12/22/2004' 



CELLSITE-7821 . 



To: Finance From:. Investigative Technology 
Re: 268-HQ-1063430, 12/22/2004 


LEAD ( s ) : ■ 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON, DC 


The Engineering Contracts Unit is requested to procure 
Stingray, I I 


I Funding is available on FD-369 
Set Lead 2 : (Action) 


AT t^AS KINGTON, DC 


Ji-S r-pmw:^.Qt-prl Li: 


l_Harris Corporation to- 


Funding is available on 


_ approve funding for StinoravT 


FD-369 number f 


CC: 




b3 

b6 

b7C 

b7E 
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CELL/OTD 


0 2b6l308 


CELLSITE-7824 







December 14, 2004 


, Date 

Supply Teclinician; 
Program Manager; 
Funding Approved; 
COTR: 

Room # & Ext: 


Ordering Office/Cost Code 


Approved By 


Julian Date 



Contract Specialist; 

Date Received; 
PPMS Approval: 
Purchase' Order # 



NATIONAL STOCK 

SER.# 

FULL DESCRIPTION 

NUMBER 





QTY. 

SUBOBJECT 

mtf 

UNIT 

TOTAL 


CLASS. 


PRICE 



SPECIAL INSTRUCTI ONS: 

Ship to Code; 

Deliver>' Restrictions; M-F , 8am-4 :30pm, except holidays 

Government's Estimate; 

Previous PO # 

‘Previous Contract it 


b3 

b4 

b6 

b7C 

b7E 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS:g 
See Attached EC ' ^ 





















Enclosure (s) : IT Acquisition form, COTS/ITATS approval 

attachment, IT Acquisition form attachment, Notification of 
the A pproval to Oper ate (A TO) dated 06/30/2004, Vendor Price 
• Ouotel I FD369 | | in th e amount o f 

I and acquisition planning form] ~| 






To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 05/10/2005 


LEAD (s) : 

Set Lead 1 : (Action) 

FINANCE 

AT WASHINGTON, DC 


The En gineering Contracts Unit is requested to 


procure Stingray 



1 1 Funding is availabJ 

Le as 


specified on the attached form FD-369, Requisition 



Set Lead 2 : (Action) 


CRIMINAL INVESTIGATIVE 
AT WASHINGTON, DC 

The Criminal Investigativ e Division is requested to 
approve the procurement of Stingray I 


I Funding is 

available a s specifie d on- the attached form FD-369, 
Requisition 


CC: 


b3 

b6 

b7C 

b7E 


♦♦ 


4 








■ CELLSITE-7832 





IT ACQUISITION FORM 


See next page for instructions, or 
http:/ / ocio.fbinet.fbi/resources/acquisition.htm 

Date: 05 /10/2005 Requestor: Phonel 

Office ID Cost Code: SP#: FD-369# 

2 • IT Product Type(s) Requested and Associated: 

Total Costs: (as funded on the FD-369) 


Proposed Acquisition Characte ristics: F COTS (CR#: See Attach ) f Existing (Contract #: 

CIO Category Supported (You MUST select ONE) ~ ’ 


5. Director Priorities Supported (You MUST select ONE) 


Estimated life cycle: S years 


a- | Will this be attached to a network? No If Yes, which network? Select... 

If a request for contractor services, will the contractor also provide h/w or s/w products? No 
If Yes, have you notified your ITS? Select... (Ticket #: N/A 


Front of FD-369. 
Room 9991, JEH 



r~ New 



j What IT system or project does this acquisition support? (Click on system or project to view master lists) None 
*****Please confirm that the following documents are part of your acquisition pac kage, where applicable. 

7. Requirements Analysis? Yes |e. Independent Gov't Cost Estimate? Yes 

a. Analysis of Alternative(s)? Yes f. Life Cycle Cost Estimate? Y^ 

b. Section 508 statement? Y^ g. Earned Value Management Plan? Yes 

c. System Security Plan? Yes h. Privacy Impact Assessment? No 

d. Justification for Limited Competition? Yes i. Risk Assessment? Yes 

8. If your total acquisition request exceeds $lmillion, or is for services only, please include a one page synopsis of your requirement. 


b7E 


Customer Signature (Mandatory) 


CIO OPP Signature 




CIO Signature 


CFO/CIO 




Date 

For Official Use Only 


Division Signature (Mandatory) 

Date 

CTO Signature 

Date 

CFO Signature 

Date 

Rev 2.0 











FD-369 (Rev. 2-21-89) 


FEDERAL BUREAU OF INVESTIGATION 


Req. # 


May 13, 2005 


REQUISITION FOR SUPPLIES AND/OR EQUIPMENT 


4 



Page 1 of 1 


Date 

Supply Technician; 
Program Manager: 
Funding Approved: 
Requester; 

COTR: 


Ordering Office/Cost Code Approved By 


FY 2005 


Contract Specialist; 

Date Received: 
PPMS Approval: 
Purchase Order # 


Julilan Date 



NATIONAL STOCK 
NUMBER 

SER.# 

FULL DESCRIPTION 

UNIT 

OF 

TSSTIF, 

1 




ea 

2 




ea 

3 




ea 

4 




ea 


Requisition De.scrintion: 


Suggested_Vendon 


QTY. 

SUBOBJECT 

BI# 

, UNIT 

TOTAL 


CLASS. 


PRICE 



’b3 

b4 

b6 

b7C 

b7E 


o 

ro 

CO 

<3 

o 


SPECIAL INSTRUCT IONS: 

Ship to Code: . 

Delivery Restrictions: M-F, 8am-4:30pm, except holidays 
Government's Estimate: 

Previous PO # 

Previous Contract # 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
See Attached EC 


a 

h~ 

O 


IJj 


CELLSITE-7841 
















ACQ UISITION PLANNING FO RM 


1. Unit/Section/Division; 


FEDERAL BUREAU OF INVESTIGATION 
OTD 


2. Description of Requirement: 


To request procurement of 


3. Estimated Cost: 


5. Distribution of Dollars: FY' 

FY- FY- 

FY- FY-. 




\ 4. Term of Contract: 





6. Subobject Class/Budget Item 


Product or Service Code: 


7. Market Research (state how performed & attach): 


See attached EC containing Sole Source Justification 


Commercial Item: D Yes CD No Competitive: D Yes 0 No 

If no to one or more above, explain: Reference eg for sole source Justlficallon ^ 


8. Sources Considered: □ FBI Personnel □ Other Government Personnel 

n 1 00% Small Bus. D 8a Setaside 

□ Hubzone 0 Women-owned 

□ A-76 

9. If Information Technology: O IRM Review 0 AIS Approval 

10. Type of Procurement: 0 Brand Name or Equal 0 Performance-Based Service Contract 

0 Brand Name Only 0 Functional Specifications 0 Commercial Item 0 Compatibility 

1 1 . Contract Type: 0 Firm-Fixed Price 0 (IFB) 0 RFP 0 RPQ 0 IDIQ Contract 

0 Firm-Fixed Price w/Economic Adj. 0 Reimbursable Agreement 0 Time & Material 

0 Cost-Reimbursement 0 Incentive 0 BOA 0 Letter Contract (DOJ Approval) 

12. Lease vs Purchase (iflease, analysis attached): Purchase 13. Environmentally Preferable Item: 0Yes 0 No 

14. Inherently Government Function (justified): 0Yes 0 No 

15. Lead Time Required: To be filled in by Contracting Officer 


0 Required Sources 
0 Disadvantaged. (FAR Part 8) 
0 Other Federal Contracts 


Approval: 


Technical Staff Member/{date) 






Budget Staff Member/(date) 


b3 

b6 

b7C 

b7E 


Legal Review (If applicable V(date) 


Contracting Officer or CCO/(date) 


FBI/DOJ 

C E L L / U F D 02 d't «3 3 


CELLSITE-7842 



(Rev. 01-31-2003) 


dOL 



FEDERAL. BUREAU OF INVESTIGATION 


Precedence: PRIORITY 

To: Finance 


Criminal Invest i aati ye 


Date: 12/21/2005 


Attn : 


Attn : 
Attn : 


From : O perational Technology 

Contact : I 


Approved By: 


Drafted By: 


JQT-ERF 


Case ID #: 268-HQ-1068430 - 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis : To request procurement of Harris Corporation's 

Stingray! | 


b3 

b6 

b7C 

b7E 


Enclosure (s) : IT Acquisition form, COTS/ITATS approval 

attachment, IT Acquisition form attachment. Notification of 
the A pproval to Oper ate (A TO) dated 06/30/2004, Vendor Price 
Quote! FD369 ! | in the amount of 

\ and acquisition planning form| 

Details 



q^DED 






b3 

b7E 


CELLSITE-7846 












To: 
Re : 


Finance From: Operational Technology 

268-HQ-1068430, 12/21/2005 


LEAD (s) : 

Set Lead 1 : (Action) 

FINANCE 

AT WASHINGTON. DC 

The Engineering Contracts U nit is rpangstpH tn 
procure Harris Corporation's Stingray 


] Funding is a yailaPle as specified on 


the attached form FD-369, Requisition! 

Set Lead 2 : (Action) 

CRIMINAL INVESTIGATIVE 
AT WASHINGTON, DC 

The Criminal Investigative Division is requested to 
approve funding for the procurement of Harris Corporation ' s 
Stingray I 


available a s specifie d on- the attached form FD-369, 
Requisition ! ~l 


Funding is 


Set Lead 3: (Action) 


AT WASHINGTON. DC 


is requested to 
approve funding tor the procurement of Harris Corporation's 
Stingray | 


available a s specifie d on the attached form FD-369, 
Requisition j j 


Funding is 


CC: 


♦♦ 


b3 

b6 

b7C 

b7E 


. 4 


C E L L /O T D O Z 6 S 3 7 CELLSITE-7848 






IT ACQUISITION FORM 


ALL i i ■' 

[■“■■■ ■ 


See next page for instructions, or Please attach to front of FD-369. 

http://bcio.fbinet.fbi/resources/acquisition.htm Mail to IMU Acquisition Staff, Room 9991, JEH 


■ 

Date: 05/10/2005 Requestor 

□r 

P 

hone 


Office ID Cost Code: 

SP#: 

FD-369#: 

2. 

IT Product Type(s) Requested and Associated: 
Total Costs: (as funded on the FD-369) 


3. 

Proposed Acquisition Characteristics: F"- COTS 

(CR#: See Attach ) pi Existing (Contract #: ) H New 

m 

CIO Category Supported (Select ONE) 


5. 

Director Priorities Supported (Select ONE) 


6. 

Estimated life cycle: 5 years 

a. 

Will this.be attached to a network? No If Yes, which network? Select... 

b. 

If a request for contractor services, will the contractor also provide h/w or s/w products? No 
If Yes, have you notified your ITS? Select... fTicket #: N/A ) 

c. 


d. 

What IT system or proiect does this acquisition support? fClick on system or orolect to view master listsV'None 

*****PIease confirm that the following documents are part of your acquisition package, where applicable. 

7. 

Requirements Analysis? Yes 

e. Independent Gov't Cost Estimate? Yes 

a. 

Analysis of Alternative(s)? Yes 

f. Life Cycle Cost Estimate? Yes 

H 

Section 508 statement? Yes 

g. Earned Value Management Plan? Yes 

c. 

System Security Plan? Yes 

h. Privacy Impact Assessment? No 

m 

Justification for Limited Competition? Yes 

i. Risk Assessment? Yes 

8. 

If your total acquisition request exceeds $lmillion, or is for services only 

r, please include a one page syr 

lopsis of your requirement. 

9. 


/a 

Date 

1 


1 


Customer Signature (Mandatory) 

Date 

CIO OPP Signature 

Date 

CTO Signature 

Date 

CIO Signature 

Date 

CFO Signature 

Date 


CFO/CIO For Official Use Only Rev 2.0 04/14/05 


b3 

b6 

b7C 

b7E 


^^U/oro 


02683S 


CELLSITE-7849 








































FD-369(Rev. 2-21-89) 



Req. # 


FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUPPLIES AND/OR.EOUIPMENT 


December 8, 2005 
Date 

Supply Technician: 
Program Manager 
Funding Approved; 
Requester: 

COTR: 


Ordering Office/Cost Code 



Approved By 


FY 2006 


Contract Specialist:| 
Date Received: 

■ PPMS Approval; 
Purchase Order # 


Julilan Date 


ITEM NATIONAL STOCK SER. § 
NUMBER 


FULL DESCRIPTION 


UNIT QTY. 
OF 




SUBOBJECT BI# UNIT 

CLASS. PRICE 






























ACQ UISITION PLANNING FO RM 


1 . Unit/Section/Division: 


FEDERAL BUREAU OF INVESTIGATION 
|OTD 


2. Description of Requirement: 


Procurement of Harris Corporation Stingray 


3. Estimated Cost: I 

5. Distribution of Dollars: FY-_^ 

FY- FY- 

FY- FY- 


4. Term of Contract: 


6. Subobject Class/Budget Item: J 
Product or Service Code: 


^ n u/.. u A e See attached EC containing Soie Source Justification 

7. Market Research (state how performed & attach): ^ 2 


Commercial Item: 0 Yes D No Competitive: UlYes IZI No 

If no to one or more above, explain: see attached EC containing Sole Source Justification 


8. Sources Considered: D FBI Personnel 

0 Other Government Personnel 

0 Required Sources 


D 100% Small Bus. 

0 8a Setaside 

0 Disadvantaged (FAR Part 8) 

b3 

D Hubzone 

0 Women-owned 

0 Other Federal Contracts 

b6 

□ A-76 





b7C 

9 . If Information T echnology : 

D IRM Review 


0 AIS Approval 


b7E 

10. Type of Procurement: 

0 Brand Name or Equal 

0 Performance-Based Service Contract 


0 Brand Name Only 

0 Functional Specifications 

0 Commercial Item 

0 Compatibility 


1 1 . Contract Type: 0 Firm-Fixed Price D (IFB) 

0RFP 

0RFQ 

0 IDIQ Contract 



D Firm-Fixed Price w/Economic Adj. 
D Cost-Reimbursement 


D Reimbursable Agreement d Time & Material 
n Incentive D BOA D Letter Contract (DOJ Approval) 


12. Lease vs Purchase (if lease, analysis attached): 13. Environmentally Preferable Item: D Yes QNo 

14. Inherently Government Function (justified): D Yes 0 No 

15. Lead Time Required: To be filled in by Contracting Officer 


Approval: 


Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicableV(date) 


Contracting Officer or CCO/(date) 




FBl/DOJ 

CELLSITE-7859 



1 ux z. 



! Mail A 


MAIL 


Print - Close Window 


From: 

To: 

CC: 


^ .... 

ALL INFOHM.A-TICH LGtJILI I iE: 
HEfillN IS UHCLASSiriliL 




BME 11-01-2012 €517.9 L:!-]..' 5.. 


Subject: FW: Section 508 Compliance 
Date: Thu, 17 Mar 2005 16:55:39 -0500 


b3 

b6 

b7C 

b7E 


H 


It was a pleasure to speak with you. As we discussed, I arn attaching the table of supporting features 
and remarks per Functional Performance Criteria for our products. As we also discussed some 
equipment may fall in the exemption guidelines but either way you have documentation' for the 
Boards request. Please do not hesitate to contact us is you need any additional information. 


Section 1194.41 Information, Documentation and Support - Detail 

Voluntary Product Accessibility Template 
Criteria ■ Supporting Features Remarks and explanations 

(a) Product support documentation provided to end-users shall be made available in alternate formats upon request, at no 
additional charge Documentation is offered in hardcopy (paper) as well as softcopy (CD) at ho additional charge. 

(b) End-users shall have access to a description of the accessibility and compatibility features of products in alternate 
formats or alternate methods upon request, at no additional charge. End users are instructed in the product features , 

visually or through instruction verbally at there request. 

(c) Support services for products shall accommodate the communication needs of end-users with disabilities. 

Support services can accpmadate end users with disabilities. 


CELL/OTD QZ 685 l\ 

http://us.f5 1 0. mail. yahoo. com/yni/ShowLetter?box=Inbox&MsgId=l228_3 68986 1_21 3 8_... 



TITLE OF PROCUREMENT: 

REQUISITION NUMBER: 

REQUESTING DIVISION:^ 

USER DIVISION, SECTION, UNIT: 
EQUIPMENT OR SERVICES REQUESTED: 
PROPOSED DELIVERY DATE: 


FUNDING: 


Budget Item: 

Original Budget: 

Budget Changes (Net): 
Commitment to Date: 

Current Committed Requisition(s): 
Budget Remaining: 

PROCUREMENT METHOD: 


• EERFIN IS 

DATE 10-31-2012 IIV 

Stingray] 


Operational Technology Division 


b3 

■ b7E 

After issuance of Funding document 

PROGRAM: Wireless Intercept and 
Tracking Team (WITT) 


(SEE ATTACHED) 


Sole Source 


ALTERNATIVE METHODS CONSIDERED TO MEET REQUIREMENTS 
(Lease vs. Purchase, etc.): N/A 

IS THIS PROCUREMENT DEPENDENT UPON A PREVIOUS OR SUBSEQUENT 
PROCUREMENT: No 


LIST OF PREVIOUS RESEARCH AND DEVELOPMENT/CONSULTING CONTRACTS OF 
SIMILAR NATURE AND/OR LIST THOSE CONTRACTS WITH THE SAME COMPANY: 


SPECIAL ISSUES: None 

LEGAL AUTHORITY: 

41 use 253(c)(6) 

COMMENTS: 


rPll i 


0,2'i635<5 


CELLSITE-7861 









(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date;. 03/29/2005 




Case ID #; 268-HQ-1068430 


Title: WIRELESS INTERCEPT AND TRACKING TEAM 


























To: Finance From: Operational Technology. 

Re: 268-HQ-1068430, 03/29/2005 



I I Funding is available as specified on the 

attached form FD-369, Requisition 

Set Lead 2 ; (Action) 

CRIMINAL INVESTIGATIVE 

AT WASHINGTON. DC 

The Criminal Investigativ e Division is requested to 
approve funding for the procurement | | 


I Funding is 

available a s specified on the attached form FD-369, 
Requisition 

Set Lead 3 : (Action) 


AT WASHINGTON, DC 


is reauested to 










See back for instructions 
or http://30.100.99.123/itim 


Please attach to front of FD-369 
Mail tol I room 9991, JEH 


FY 2004 IT ACQUISITION FORM 



Requestor: 


Phone 

Office ID: SP# FD-369# 


■ 

IT Product Type(s) Requested and Associated 
Total Costs: (as funded on the FD-369) 



3 

Proposed Acquisition Method: (please circle) 


COTS (CR# Existinq (Contract# 


) 

New 


4 

CIO IT Category Supported: (please circle) 




5 

Director Priorities Supported: (please circle) 







Hlya«e provide the (oHowmq teedback, where applicable: (please circle Y or N) 

6 

Estimated life cycle of h/w or s/w product(s): 


ST vrs. 





a. 

Will this be attached to a network? 



Y CbD 

If Y, which network? 





b. 

If a request for contractor services, will the 



If Y, have you notified vour ITS? Y N fTickat a 



) 

c. 

Have you included this system or project as part of 
your base funding for the next two fiscal years? 

(S) N 


d. 

***** 

Will this acquisition directly support a currently 
implemented IT system or project? 


Y 

If Y, what is the name of the system or project? 



— 

7 

a. 

b. 

c. 

d. 

— Hail, ytjui QUHuiauiun wnere appucaote (please circle Y or Ni 

Have you completed a Requirements Analysis? N e. Have you completed an Independent Gov'T Cost Estimate? (y) N 

Have you completed an Analysis of Alternative(s)? N f. Have you completed a life cycle cost estirhate? (y) N 

Have you completed a Section 508 statement? ^ N g. Have you completed an Earned Value Mgmt. plan? G) N 

Have you completed a System Security Plan? ^ N h. Have you completed a Privacy Impact Assesment? Y 

Have you completed a Sole Source Justification? (3 N i. Have you completed a Risk Assessment? Yy^ N 

8 

If your total acquisition re 

quest exceeds $1 million, or is for services only, please include a one page synopsis of your requirement 

9 

Customer Signature: 


L 


/ /04 Division Signature: 



/ 

/04 


CIO OPP Signature; 





/ /04 CTO Signature; 



/ 

/04 


CIO Signature: 





/ /04 CFO Signature; 



/ 

/04 



N 


b3 
^ b6 
"t b7C 

J b7E 

yi 


CFO/CIO 


For Official Use Only 


05/13/04 CELLSITE-7868 





FD-369 (Rev. 2-21-89) 


Req. # 


Februaiy 1 1, 2005 
Date 

Supply Technician; 
Program Manager: 
Funding Approved: 
Requester: 

COTR: 


ITEM# 


NATIONAL STOCK 
NUMBER 


SER. # 


FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUP PLIES AND/OR EQUIPM ENT 


■“ t. 



Order ing Office/Cost Code 



Approved By 


FY 2005 


FULL DESCRIPTION 


Requisition Descrintion 


UNIT 

OF 

ISSUE 


ea 


ea 


ea 


ea 


ea 



Page 1 of 1 


Julilan Date 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order # 


QTY. 


SUBOBJECT 

CLASS. 


BI# 


UNIT 

PRICE 


TOTAL 


b3 
b4 
■ b6 
lo b7C 

^ b7E 

'0 

w 

a 


SPECIAL INSTRUCTIONS: 
Ship to Code; 


Deliveiy Restrictions; M-F, 8am-4:3Qpm. except holidays 
Government's Estimate: f 
Previous PO # 

Previous Contract # 



a 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM:^ 
See Attached EC ^ 

A 























ACQ UISITION PLANNING FO RM 


1 . Unit/Section/Division: 


FEDERAL BUREAU OF INVESTIGATION 
|OTD 


FY- 


FY-_ 



7. Market Research (state how performed & attach); 


See attached EC containing Sole Source Justification 


Commercial Item: □ Yes □ No Competitive; □ Yes 0 No 

If no to one or more above, explain; Reference attached E C for sole Source Just.fical.on 


8. Sources Considered: □ FBI Personnel □ Other Government Personnel □ Required Sources 

□ 100% Small Bus. □ 8a Setaside □ Disadvantaged (FAR Part 8) 

□ Hubzone D Women-owned 0 Other Federal Contracts 

□ A-76 

9. If Information Technology: DlRM Review □ AIS Approval 

10. Type of Procurement; D Brand Name or Equal D Performance-Based Service Contract 

0 Brand Name Only D Functional Specifications D Commercial Item D Compatibility 

1 1 . Contract Type: 0 Firm-Fixed Price □ (IFB) D RFP 0 RFQ 0 IDIQ Contract 

0 Firm-Fixed Price w/Economic Adj. 0 Reimbursable Agreement . 0 Time & Material 

0 Cost-Reimbursement 0 Incentive 0 BOA 0 Letter Contract (DOJ Approval) 

12 . Lease vs Purchase (if lease, analysis attached): Purchase 13. Environmentally Preferable Item: 0 Yes 0No 

14. Inherently Government Function (justified): 0Yes 0No 

1 5 . Lead Time Required: To be filled in by Contracting Officer 


Approval: 


3 1 of 

Technical Staff Member/(date) 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCOZ(date) 


C E 1., L. /O T D 


OZicSS7"-4 


FBinOJ 


b3 

b6 

b7C 

b7E 


CELLSITE-7877 



‘(Rev. 0 1-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To : Finance 


IlLL iNroK-LJu: 
HEREIN IS 
DATE 10-24 


Attn: 


Date: 02/18/2005 



Criminal Investigative Attn: 


Prom: Investigative 


Approved By; 


Drafted By; 



Case ID #; 268-HQ-106843 0-5'// . 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 

Synopsis; To request p rocureme nt of I 

Stingray 



Enclosure (s) 
acqui 
quote 


FD3 69 


the amount of | | 

Non- IT Waiver, and vendor pr 


Details : 
and Trackin 




IS tasked w 


Wireless I 





C E L i:., / O T D O 2 6 S S 


MAR i 2005 
S,D, J 


■H- 









‘To: Finance From: Investigative Technology- 

Re: 268-HQ-1068430, 02/18/2005 


LEAD (s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON.' DC 


The Engineering Contracts Unit -i .g rprrnP.c|h^H to p rnnnrp 
Stingray 


b-uooJD 3 ect Classilication 
Set Lead 2 ; (Action) 

CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 


Funding is available from 


The Criminal Investigative D ivision is requested to 
approve funding for th^ procure ment of I 

Stingray I 




CC: 




b3 

b6 

b7C 

b7E 




3 


CELL/O 


02 . 




CELLSITE-7893 



FD-369 (Rev. 2-21-89) 



O 


C^iiCIAL INS'I'RUCTIONST 
^ Ship to Code: I 

Deliveiy Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 









ACQ UISITION PLANNING F ORM 


1. Unit/Sectibn/Division; 


FEDERAL BUREAU OF INVESTIGATION 
ITD 


2. Description of Requirement: To request procurement of _ 


Stingray 




. Estimated Cost: 


4. Term of Contract: 


5. Distribution of Dollars: FY- 

FY- FY- 

FY- FY- 


6. Subobject Class/Budget Item: 
Product or Service Code: ^/a 


7. Market Research (state how performed & attach): See attached EC Containing Sole Source Justification 


Commercial Item: El Yes D No Competitive: D Yes 0 No 

If no to one or more above, explain: Reference allached EC (or Sole Source Justification 


8. Sources Considered: 0 FBI Personnel 

0 Other Government Personnel 

0 Required Sources 


0 100% Small Bus. 

0 8a Setaside 

0 Disadvantaged (FAR Part 8) 

b3 

0 Hubzone 

0 Women-owned 

0 Other Federal. Contracts 

b6 

0 A-76 





b7C 

9. If Information Technology: 

0 IRM Review 


0 AIS Approval 


b7E 

10. Type of Procurement: 

0 Brand Name or 

Equal 

0 Performance-Based Service Contract 


0 Brand Name Only 

0 Functional Specifications 

0 Commercial Item 

0 Compatibility 



1 1 . Contract Type: 13 Finn-Fixed Price □ (IFB) □ RFP □ RFQ □ IDIQ Contract 

0 Firm-Fixed Price w/Economic Adj. D Reimbursable Agreement O Time & Material 

0 Cost-Reimbursement 0 Incentive 0 BOA 0 Letter Contract (DOJ Approval) 

12. Lease vs Purchase (if lease, analysis attached): No ■ 13. Environmentally Preferable Item: 0 Yes 0 No 

14. Inherently Government Function (justified): 0 Yes 0 No 

15. Lead Time Required: To be filled in by Contracting Officer 


Approval: 


Technical Staff Meniber/(date) 


’■JiiA 


2ooj> 


Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


C.ELL/OTD 0Z6S92 


FBI/DOJ 

CELLSITE-7895 




(Kev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To: Finance 


Date; 02/18/2005 


Attn: 



Criminal Investigative Attn: 


From: Investigative Technoloc 


Contact ; 


Approved By: 



Drafted By: 


Case ID #; 268-HQ-106'8430 

Title; WIRELESS INTERCEPT AND TRACKING TEAM 


Synopsis; To request procurement of 



Enclosure (s) ; 
acquisition ola 
price quote 


Intercent and Tracking Team (WITT 



CELLSITE-7898 








FD-369 (Rev. 2-21-89) 



FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUPPLIES AND/OR EQUIPMENT 


Req. tt 

February 1 1, 2005 
Date 

Supply Tedinician: 
Program Manager; 
Funding Approved: 
Requester; 

COTR; 



Page 1 of 


Ordering Office/Cost Code 


Approved By 


Julilan Date 



FY 2005 


Contract Specialist: 
Date Received; 
PPMS Approval: 
Purchase Order # 


ITEM# 

NATIONAL STOCK 

SER.# 

FULL DESCRIPTION 


NUMBER 






■ KK1U» 


QTY. 

SUBOBJECT 

BI# 

UNIT 

TOTAL 


CLASS. 


PRICE 

1 



Requisition Descrintion: 



b3 

b4 

b6 

b7C 

■ b7E 


SPECIAL INSTRUCTI ONS: 

Ship to Code: 

Delivery Restrictions: M-F, 8am-4 :30pm, except holidays 
Government's Estimate: 

Previous PO # 

Previous Contract # 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 
See Attached EC 
















Hi iMFORiaiic.N 
HEREIN IS UHCLASSIFIEI; 
DATE 10-24-2012 BY -65179 



2. D.sc,ipti,„ of Requirement: To request proourement of Stingray 


3. Estimated Cost; 


4. Term of Contract: 


5. Distribution of Dollars: FY-_23 

FY- FY-_ 

FY-_, FY- • 


6. Subobject Class/Budget Item: 
Product or Service Code: 


7. Market Researeh (state how performed tt.tt,eh): Market survey conducted Via Internet research and contact / 
communications with multiple vendors (reference attached EC sole source justification). 


Commercial Item: 0 Yes D No Competitive: D Yes 0 No 

If no to one or more above, explain; Reference attached eg for sole Source JustificaSons 


8. Sources Considered: D FBI Personnel D Other Government Personnel 0 Required Sources 

. D 100% Small Bus. D 8a Setaside 0 Disadvantaged (FAR Part 8) 

0 Hubzone 0 Women-owned 0 Other Federal Contracts 

0 A-76 

9. If Information Technology: 0IRM Review 0AIS Approval 

10. Type of Procurement: 0 Brand Name or Equal 0 Performance-Based Service Contract 

0 Brand Name Only ■ 0 Functional Specifications 0 Commercial Item 0 Compatibility 

11. Contract Type; 0 Finn-Fixed Price 0 (IFB) OrFP 0 RFQ 0 IDIQ Contract 

0 Firm-Fixed Price w/Economic Adj. 0 Reimbursable Agreement 0 Time & Material 

. 0 Cost-Reimbursement 0 Incentive 0 BOA 0 Letter Contract (DOJ Approval) 

12. Lease vs Purchase (if lease, analysis attached): No 13. Environmentally Preferable Item: 0 Yes 0No 

14. Inherently Government Function (justified): 0 Yes 0 No 

15. Lead Time Required; ^ To be filled in by Contracting Officer 


oproval: 

Technical Staff Member/{date) Budget Staff Member/fdate) 


Legal Review {If applicable)/{date) 


Contracting Officer or CCO/(date) 














tf 


From: 

Sent: 

To: 

Cc: 

Subject: 


Friday. March 20. 2009 1:23 PM 




b3 

b6 


l^or the new contract package. Note that the intended cap is now I I. Please let me know if you think^^^ 
this looks good for the competition advocate. I 1 ^ ^ 


Here is the 


Thanks, 




DERIVED FROiyi: nfluttmteSources 

DECLASSlFr^N:^03403M 

SECRET 


C E I- L O T E. O -I 3. 0 


1 


CELLSITE-7907 




ISSeRElI. 

Justification for Other Than Full and Open Competition 
In Accordance With 41 U.S.C. 253 (c)(6) 


1 . 


2 . 


IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


(U) The agency is the U.S . Department of Justice, Federal Bureau of Investigation (FBI)J^ 


I Operational Technology Division (OTD). The contracting activity is the 

rOn 


E 


Engineering Contracts Unit (ECU). 

NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 

(U) The proposed acquisition strategy is to award a non-competitive contract effort for highlv-snecia 


ized 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 



[ 




is reque sting this sole source procurement with| , 

I Requisition #E00XXXX, in the amount of $XXXXXX.OO has been submitted to begin 


funding the requirement. 


CELL/ 


PI 30«53 


CELLSlTE-7908 






■SSeRglL 


4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 

5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 
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DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 
AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publicized in the 
Federal Business Opportunities (FedBizOpps). or any other periodicals because to do so wouldl | 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 

(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
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Government, and rigorous negotiation. 


8 . 


9. 


A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


(u j [ continuously conducts market surveys to determine state-of-the-art technologies. The engineers, 
technicians, and technical personnel are in constant contact with equipment vendors, other technical 
members of the intelli gence c ommunity, as well as visiting trade shows, reviewing trade journals, and 

routinely conducts and attends working group (WG) meetings with vendors to 


browsing the Internet 

assess the capabilities, performance, and quality of equipment that meets the needs of the FBI. [ 


assessed available capabilitie s and have determined that other vendo r technologies have not yet achieved 
the advanced capabilities that 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 


(U) 

supporting the use of other then lull and open competition. 


See paragraph (5) above for facts 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 
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(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


pontracting Officer's Technical Representative (Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 
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From: 

Sent: 

To: 

Cc: 

Subject: Post Katrina Acquisitions EC 


\fl/arlnoerl!a\/ Aiimiot'^n OnnR /I ■‘30 P^/l 



UNCLASSIFIED 

NON-RECORD 


Per your request, here's a copy of the EC and other documents that I produced to to the post-Katrina Harris Corp 
equipment buy. 

V/R, 
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Harris_060713.wpd PKatrina_Harris_06 PKatrina_06d713_C 
0713req.xls ritical Needs... 


UNCLASSIFIED 


1 

CELL/OTD 007641 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 


Date: 07/13/2006 


To : ■ Finance 


Attn: 


Criminal Investigative 


Attn: 


From: Operational Technoloc 


ilontact : 


Approved By: 



Drafted By: 


Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 


Synop sis : To request the procurement of 

StinaRa 



Enclosure (s) : IT Acquisition form, COTS/ITATS approval 

at tachment, IT A ccpiisition form attachme nt. FD369 in t he amount 
of and acquisition planning 

Details: In the summer of 2005, the U. S. Gulf Coast bore the 

brunt of Several hurricanes, including Hu rricane Katrina which 
severelv decrra 



Wireless Intercept 


and Tracking Team (WITT) supports FBI 




Harris_0607 1 3 . wpd 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 07/13/2006 


Harris Corporation' s"! 
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WITT has 

determined that it is essential | 

IWITT 




Harris Corporation is 




The WITT intends to continue to use the Harris 

Corporation! 



continuously evaluates 1 

_J 
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To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 07/13/2006 

LEAD(s) : 

Set Lead 1: (Action) 


FINANCE 



is available as outlined on the attached form FD-369. 
Set Lead 2 ; (Action) 


CRIMINAL INVESTIGATIVE 



♦♦ 


3 Harris_060713.wpd 
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JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION 
IN ACCORDANCE WITH 41 U.S.C. 253 (c) (6) 

1. Identification of the agency and the contracting activity; 



Nature and/or description of the action being approved; 



3 . Description of the supplies or services (including estimated value) ; 
(U) is responsible for providing the FBI with 


Intercept and Tracking Team (WITT) 


~\ Thi= TTRT ' g Wi (=>gg~ 
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(U) OTD contemnlates an award to 

the amount p fj | which is funded under recfuisiti on numbers 


for the procurement of 



in 


4. 


Statutory Authority; 


(U) This procurement action is authorized by 41 U.S.C. 253(c) (6), as set forth 
in Federal Acquisition Regulation (FAR) Part 6.302-6. 


:SBefte9C720330612 
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5 . Demonstration that the nature of the acquisition justifies the use 
of the above authority: 



6. Efforts made to ensure offers are solicited from as many potential 
sources as practicable, including compliance with subpart 5.2 and, 
if not, which exception under FAR 5.202 applies: 
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7 . Determination that the anticipated cost to the Government will be 
fair and reasonable: 

(U) A price analysis will be conducted by the Contracting Officer prior to 
award to determine that all prices are fair and reasonable. 

8 . Market Survey : 

(U) n continuously conducts market surveys to determine state-of-the-art 
technologies. The engineers, technicians, and technical personnel are in 
constant contact with equipment vendors, other technical members of the 
intelligence community, as well as vi sitin g trade shows, reviewing trade 
journals, and browsing the Internet. | |routinely conducts and attends 
working group meetings with vendors to assess the capabili ties, performance, 
and quality of equipment that meets the needs of the FBI. □□ assessed 
available capabilities and has determined that no other vendor or reseller is 
able to fulfil this requirement. 

9 . Any other facts supporting the use of other than ful and open 
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competition : 

(U) See paragraph (5) above for the facts supporting the use of other than 
full and open competition. 

10. A listing of the sources, if any, that expressed in writing an 
interest in the acquisition; 

(U) Since the procurement was not piiblicized pursuant to FAR 5.202(a) (1), no 
other commercial sources were given the opportunity to express written 
interest in this procurement . 

11. A statement of the actions, if any, the agency may take to remove 
or overcome any barriers to competition before any subsequent 
acquisition for the supplies or services are required: 

(U) The FBI will continue t o do m arket surveys to identify potential sources 
on subsequent acquisitions . | | has a successful record of finding and 

developing new contractors . 

Conclusion: 


Certifications: 

Technical Representative Certification; 

As Technical Representative of the requiring office, I have reviewed the data 
provided in support of the Justification and Approval to procure using other 
than Full and Open Competition. I certify that the data is accurate and 
complete to the best of my knowledge and belief. 


I Date 

Contracting Officer's 

Technical Representative (Proposed) 
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Contract Specialist Certification: 

I hereby certify that the information in this justification is accurate and 
complete to the best of my knowledge and belief. 


Date 
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Contract Specialist 
Quantico Contracts Unit 

Reviewed; 

Unit Chief; 



Quantico Contracts Unit 
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1^ Address Book Options ^ 


Log Off 
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^ Reply 


to All 


^ Forward 


iS 


Move 


Delete 


Close 
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^ Deleted Items 
^ Drafts [11 
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Junk E-Malt [2] 

Sent Items 
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FW: Siimmaiv of 20 10 Price List Questions and Revisions 


Sent: Thursday, February 10, 2011 8:34 AM 

to: [ 

Attachments: S?l Detail j f'rlclna-l.xls (275 KBI [Open as Web Page] 


b3 


Per our phone conversation Tuesday and our discussion on Monday, you are in concurrence with this revised prices ^ 
iist froni his other responses below, and require no further edits to this list. As a result, I will sene |a _ 

modification to the contract officially accepting this price list as the revised one fori ["lease base all b 7 C 


t officially accepting this price 
future purchases off this price list. 

Thank you. 


b7E 


Froiuj 

Thiir.<;dav. Tanuarv 06. 2011 9:33 AM 

To 

Cc 


Subject: RE: Summary of 2010 Price List Questions and Revisions 

Hi 


Happy New Year - 1 hope you all had. a wonderful holiday. 

Please find attached, the latest revised price list. This incorporates! 
item 1 below and deletes the products in your item 4 below. 
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In your 


Reg arding item 2, here is what has transpired since the September 2009 price list: 


Pprra-rdinrr itom R wp Tiaup iindprrrnrw^ a .gimnifi naTnf! chaVigft 

tc 


change only and thdffe i5 fid impact to tfl 6 jat or lunonmiaiitv or Pi’iomtj 
price list. There is no upgrade path from! 


Ivas renamed 


This, is a name 
Tom last year's 


Please let me know if you require further clarifications 
Regards, 


CELL.,/OTi 


26913 


CELLSITE-11334 














From I 

Se nt; Vridav. uecemfier i'/, zuiu j.:ji fM 

Tol 

Cc 

Subject: Summary of 2010 Price List Questions and Revisions 


V- 


T 
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Good Momind 


We cure reviewing the price list one final time to ensure we have identified all questions or 
concerns. Please accept the information helow as Version 1 of the FBI's Request for Clarification or 
Changes. I reahze some of these repeat; however, I wanted to ensure a clear log was maintained. 


1) The FBI requests the! 


from the Orirrinai Price List 


of September 2009 be ihcmnea m me Kevisea rnce ust or zuiu. rer n-mail from 
prices are as follows: 


ap 


2/15/10, the 


2) The FBI requests tha| [provide _ 

fl-om the September 20yy pnce list, quoted aj” 

: 1 T» : T 1—1. C n -1 r\ rr«l« — J .. —i. 


Revised Price List for 2010. The product quoted hy| 
product number with a different cost. 


in ms 1:<J/15/1U e-mail provided a different 

b3 


3) The FBI requests that | E xplain the difference b etween tha 


I 20 IO). What would be an upgrade path for ajj 


4) The FBI requests the removal of the following products from thq 
contract: 

bane 8) 

(page 8) 

I (page 8) 


auL 

C 


fSept 2009) and b 4 
each to a g 

b7C 

Price List for the ]□ 7 E 



pod day. 


Quantico Contracts Unit 
Federal Bureau of Investigation 
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b7C 

^ Connected to Microsoft Exchange 


% 


O 


CELLSITE- 11335 




t pgQfto Outlook Web Acress [Type here to search ■ j | This Folder j p|) ffl Address Book jgl Options ^ Logoff 



^ Reply ^ Reply to All ^Forward iQMove Delete Close 


Calendar 

FW: Summary of 201 0 Price List Questions and Revisions 

jSSj Contacts 

^ Deleted Items 
^ Drafts [1] 

I 

ILL iNFC.R}'A7i;i: 

Sent: Thursday, February 03, 2011 3:18 PM 

To: 1 1 

HEREIN IS L'NIiAzl!: ;i.- 

EME 11-01-2012 EY ’ -,-Tl 

Attachments: 1.xls (275 KB) lOoen as Web Page] 


Inbox 

Junk E-Mail [2] 

^ Sent Items 

Olick to view all folders « 


Here's the doc I'd like to review at your earliest convenience. 


Quantico Contracts Unit 
Federal Bureau of Investigation 


b3 

b6 

b7C 

b7E 


Harris 1 




Q move 


Manage Folders... 


From] 

Se nt: Thursday, Tanuary Ob, 2011 \i\6'Z AM 
To 
Cel 


Subject: RE: Summary of 2010 Price List Questions and Revisions 




Happy New Year - 1 hope you all had a wonderful holiday. 


Please find attached, the latest revised price list. This incorporates 
item 1 below and deletes the products in your item 4 below. 


b3 

b6 

b7C 

b7E 

in your b4 


Regarding item 2, here is what has transpired since the September 2009 price list; 


We no longer offej 

Our cost to perform the upgrades has increased and the price was adjusted accordingly 
The current offer ing is 


The pricing offered for ar 





Regarding item 3, we have undergone a simple name change. 


was renamed 
s is a name 


Thi 

chanae onlv and there is no impact to the kit or functionality or pricing 

from last year s 

price list. There is no upgrade path frorr 



Please let me know if you require further clarifications^ 0269 '! 5 

C E ^ 


Regards, 


CELLSITE- 11336 

















LL/OTD 026917 
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From 


SentSTrigay, uecemoer i/, ^uiu i:ji PM~ 


Toi 

Cc 


Subject: Summary of 2010 Price List Questions and Revisions 


Good Morning 


We are reviewing the price list one final time to ensure we have identified all questions or concerns. 
Please accept the information below as Version 1 of the FBI's Request for Clarification or Changes. I 
realize some of these repeat; however, I wanted to ensure a clear log was maintained. 


1) The FBI requests th 


September 2009 be included in the Revised Price list of 2010. Per E-mail fror| 
prices are as follows: 


Jfrom th e Origina l Price List of 
V15/10, the 


Ui 

O 


2) The FBI requests that| "[provide 


ide 

ed 


the September 2009 price list, quoted 
Revised Price List for 2010. The product quoted b; 
product number with a different cost. 


h his 12/15/10 e-mail provided a different 


^ 3) The FBI re ouests that | l explain the difference be tween the 
bolO). What would be an upgrade path for a^ 


4) The FBI requests the removal of the following products from the 
contract: 


5£Qt 


2009) and 


each to a 


rice List for the 


b3 

b4 

b6 

b7C 

b7E 


Thank you and have a good day. 










Office Outlook Web Access | Type here to search 


This Folder 


^ ||^ nSB Address Book Options ^ Log Off 


(2^ Mall 


^ Replyl ^ Reply to All 


^ Forward 


Move! ^ Delete 


I 

Calendar 

RE: 


rail 

Contacts 



Close 


Sent: 


Friday, August 20, 2010 9:48 AM 


@ Deleted Items 

To: 



Drafts [1] t 

Cc: 



Inbox . ' 

Attachments: |®lProduct Soecs FBI 


<lsxf12KB1 lOoen as Web Paael 

^ Junk E-Mall [2j 







Sent Items 

Click to view all folders 


C3 move 

^ Manage Folders... 


Let me know if you need anything else. 


-Original Messaoe- 


From:|_ 




Subject: Ke: 

1 [equipment specs 


1 


Can u also provide info for| 
But so far information is g 


BBTT 


^ Q 



b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


Much appreciated for the help. 


From[ 


nrininal Mpcganp 


To: 

Cc: 

Sent : 1 nu Aug 
Subject: RE: 


I equipment Specs 


Sorry for emailing you guys late but I wanted to get you the requested 
info ASAP in case you need more information or clarification. Here's a 
spreadsheet with the requested info. If you need anything else, let us 
know. 


b3 

b6 

b7C 

b7E 


Original Message 

F rom : I 


sent: weanesdav. 

August 18. 2010 4:06 PM 

To: 

Cc: 


Subject: RE:|_ 


[equipment Specs 

Hi 




No problem, we will have it for you by week's end. 
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CELi/0“^'^ 026945 
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rioinal Message 


Sent: Wednesday. Auaust 18. 2010 2:59 PM 

To 

Cc 



Subject: 


equipment Specs 


I am working with some other groups here at 
come up with a information for planning puriJ6S§5'. 
important with a deadline of this week (sorry i just found out about 
thisK I 


[(working group level) to 
It is actually really 


itiucn nora w say on rne Dackgrouna, out is a reaiiy 


important thing that needs to be filled out. 


Could you fill out the following for me forj 




p.s. if this can't be done in the timeframe, please let me know, 
much appreciated for the support. 


b3 

b6 

b7C 

b7E 



^ Connoctcd It) Microsoft Exchange 


vO 

sS- 

On 

^0 

t\f 

O 
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Q 

\ 

1j 

LU 
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CELLSITE-11353 
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Office Outlook Vi/«b Access ( Type here to search 


] [ This Folder 


I Address Book 


I Options 


Log Off 


^Mall 

^ Reply 

^ Reply to All 

Forward 

Move 

^ Delete 

Close 

4- if Q 

Calendar 

-be! 

r 











.. . ... .1 .... .-.II.: . 

jSg] Contacts 





1 



1 1 -O.S' i-io-l't :!::.'ii;- .ill 


Sent: 

Thursday, August 19, 2010 6:09 PM 






@ Deleted Items 
Drafts [1] 

Inbox 

^ Junk' E-Mail [2] 

Sent Items 

Click to view all folders 5# 


To: 

Cc: 

Attachments: ^Product Specs FBI.xIs f29 KBI lOoenasWebPaoel 

Sorry for emailing you guys late but I wanted to get you the requested 
info ASAP in case you need more information or clarification. Here's a 
spreadsheet with the requested info. If you need anything else, let us 
know. 


□ M6V6 ' 

^ Manage Folders... 


fjrininal Hessane----- 

From: 

Se nt: Wednesday. August 18. 201Q 4:06 P H 
To; 

Ccj 

Subject: RE; | [ equipment Specs 


Hi 


No problem, we will have it for you by week's end. 


b3 

b6 

b7C 

b7E 


Original Message 

From: | I 

Se nt: Wednesday. August 18, 2010 2:59 PH 

3 I 

Subject:] Equipment Specs 


I am working ' 
come up with 
imoortant wit 
this) .1 

with some other groups here atj | 
a information for planning purposes 
h a deadline of this week (sorry i 

(working group level) to 
. It is actually really 
just found out about 

1 


1 


Not much more to say on the background, but is a really 


important thing that needs to be filled out. 


Could you fill out the following for me for 
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p.s. if this can't be done in the timeframe, please let me know, 
much appreciated for the support. 
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’ Office Outlook Web Access I Type here to search 




L^NIall 


Calendar 
'S=j Contacts 


@ Deleted Items 
Drafts [1] 

Inbox 

Junk E-Mail [2] 

Sent Items 

Click to view all folders « 


l^t move 

^ Manage Folders... 


Type here to search j [ This Folder ^ jp 


^Replyj^ Reply to All ^Forward! h^Move Delete Close 


RE: 


j Address Book Options 


Sent; Wednesday, August 18, 2010 4:05 PM 
To: I 


No problem, we will have it for you by week’s end. 



-Original Hessaoe- 




j ect : 



equipment Specs 


I am working with some other groups here at | [ (working group level) to 
come up with a information for planning purposes. It is actually really 
important with a deadline of this week (sorry i just found out about 


I Not much more to sav on the background, but is a rpaliv 
important thing that needs to be filled out. 


Could you fill out the following for me fol 


b3 

b6 

b7C 

b7E 



p.s. if this can't be done in the timeframe, please let me know, 
much appreciated for the support. 



CELL/OTD QZ695Z 


4 - 4 
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* ¥>ffice Outlook Web Access | Type here to search 


^ [EO Address Book Options 



t^ReplyJ^ Reply to All I ^Forward ig Move j ^ Delete j j Close 


III 


i=i Contacts 


Sent: Wednesday, August 18, 2010 2:58 PM 
To: I 


@ Deleted Items To: 

Drafts [1] Cc: 

^ Inbox ^ 

Q Junk E-Mall [2] 

sent Items 

I am working with some other groups here at (working group level) to come up with a 
information for' planning purposes. It i s artna l lu raallu imnnrt-ant i . iith 71 rln-irmne of this 
Click to view all folders « week (sorry i just found out about this)| \ 


r~( move 


Manage Folders.. 


that needs to be filled out. 


, OUT IS a reauiy importan 




p.s. if this can't be done in the timeframe, please let me know, 
much appreciated for the support. 



CELL/OTD 0Z£:39'53 

















'WtKWft* 

Office Outiook Web Acces [ Ty pe here to search 


] Address Book |=| Options 




^ Reply! Reply to All I j^Fonward Move! Delete Close 



@ Deleted Items 


Q Junk E-Mail [2] 

Sent Items 

Click to view all folders 


[3 move 

^ Manage Folders.. 


Regards, 



F rom : | 

Conf Monday May 10 PfllP 

To 

Cc| 

Subject: Re: Inventory at 




^ Thanks ^ 


SX.L I.NFCR^i,^Ti.:,i! ..-.iiiLJ 
HEMCIH 13 Ur:_.-.33.;'',.L_ 

DATE 11-05-2012 Bi tails D 


I'll ping the team 


b3 

b6 
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Subject: RE: Inventory at 


How are things coming on the various documents you were planning on 
sending down? We are closed tomorrow so I was hoping y ou could send 
them today. I am closing in on arrangements to work the| 


Please let me know when to expect the documents so I can arrange to have 
the fax manned. 

Any further thoughts regarding th 

We'd really like to get that restarted. 


Thanks, 


- “"V* 
















Original Message 

F rgm :| 

Sent : Menday, May 03, 201G 

Tg| 

Cc 

Subject: RE; Inventery at 
HI Fclks: 


3:30 PH 


b3 

b6 

b7C 

b7E 


Our classified fax number i j I This is NOT an 

autc-answering machine. Ycu will need te contact me to coordinate a 
time to fax documents. I can then call you from the machine to let you 
know it is OK to transmit. 



We have to account for the following inventory items. 


There is a specific form tha t has t o be filled out for these items. If 
you can provide a fax number can get that down to you. 

Thanks, 


. .. Please include your classified fax number as well, so I can get the 
SOW down to you. 


Connected to Microsoft Exchange 
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Technical Specifications 
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UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 
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UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 
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UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 



UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 
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UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 
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UNCLASSIFIED//FOUO/LES 

UNCLASSIFIED When Separated from CLASSIFIED Package 
Technical Specifications 
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>Utci0K<r ^ 

Office Outlook Web Access | Type here to search 


][ This Folder 


J Address Book 


I Options ^ Log Off 


Mall 


Cdlendar 


l=j Contacts 


@ Deleted Items 
Drafts 
^ Inbox 

Junk E-Mail (2) 

^ Sent Items 

Click to view all folders 

JJacds 


move 


Manage Folders.. 


^ Reply 


Harris 


^ Reply to All 


^ Forward: 


Move 


^ Delete 


Close 


4- '9' Q 


Sent: Friday, June 25, 2010 9:02 AM 
To: 

Cc: 
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b7E 


Hi[ 


Per niir discussions out at the WITT OonferencR in San niefro. and hasert nn vnnr inforoct in niirl 


1 


]we are working to loan you one of the first production unitsQ 


] for evaluation 


at Quantico. We should be able to get it up to you in about 2 weeks (the week ending July 9‘“). Should we send it to 
your attention, or to someone else. Please advise. 


Regards, 


HARRIS GCSD 

Wireless Products Group ><)))*> 
P.O. Box 9800 
Mailstop R5-11A 
Melbourne, FL 32902-9800 
















21 December 2010 


935 Pennsylvania Ave. N.W. 
JEH Bldg Room 6853 
Washington, D.C. 20535 


Attention: 

Subject: 

Reference: 


jContracting Officer 

Request for Approval 


Dean 



jtor is respectfully requesting approval to provide 


C 


Please approve by signing below: 


Should you have any questions, please contact me a 


Sincerely, 


cell 

Contract Administrator 










Should you have any questions, please contact me a| 


Sincerely, 


Contract Administrator 


CELL/OTE> 0Zr094 

b3 
b7E 

;iTE- 11464 



2 





4. IDENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 

AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


CELL/OID ffil^^ITE-11477 





rij 



5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 

NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


7. 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so wouldl 


DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 
THE GOVERNMENT WILL BE FAIR AND REASONABLE 


b3 

b7E 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 

8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 


b3 

b7E 


9 . 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 



mm 00994tPELLSITE- 11478 




See paragraph (5) above for facts 


b3 

b7E 


10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 



VLUL/ury 



'V- 



(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


(Date) 


b6 

b7C 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


, Contracting Officer 

(Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 

, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 



ET 


CELL/m 0{9§8|_sije-1148O 





1/29/2007 

DATE 


Supply Technician: 
Program Manger: 
Funding Approved: 
Requester: 

Room# & Ext: 


6Ft=ICE/(i6§T CObE approved by 


Fiscal Year 2007 


ITEM# 


NATIONAL STOCK 
NUMBER 


SER# 


FULL DESCRIPTION 





1 



2 



3 



D 
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Recommend by: Unit Chief 




Requested by/Deliver to: Federal Bureau of Investigation 


ER F Building 27958A Quantico. VA221 35 
Attnl 


SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 


M-F. 8am-4:30Dm. except holidays 


Previous Contract# 
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JULIAN DATE b3 

b6 

Contract Specialist: 

Date Received: 

PPMS Approval: 

Purchase Order# 




CELLSITE-1148 


CEll/OlO 009949 























Justification for Other Than Full and Open Competitinn 

In Accordance With 41 U.S.C. 253 (c)(6) ! V " ' ' ' ’ ' ' ; ' . ’ : 

Si-;.,.!',; i-.h : - ■ 


roENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY 


nrn TIip: agsrirv ig TT S Department of Justice, Federal Bureau of Investigation (FB]|_ 


Engineering Contracts Unit (ECU). 


jOperational Technology Division (OTD). The contracting activity is the 


2. NATURE AND/OR DESCRIPTION OF THE ACTION APPROVED 


(U) The proposed acquisition strategy is to award a 


b3 

b7E 


3. DESCRIPTION OF THE SUPPLIES OR SERVICES REQUIRED TO MEET AGENCY’S NEEDS 




is responsible for providing the FBI with 

I 




1 The FBI’s Wireless Intercept and Tracking Team (WITT) plays a critical role in the | I 

r 





AND OPEN COMPETITION 


(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


5. DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 



CELL/OTD 009958 


CELLSITE-11490 





NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 



6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 

(e.g., would result in disclosure of classified information). This procurement is not being publicized in the 
Federal Business Opportunities (FedBizOpps), or any other periodicals because to do so would I I 

b7E 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 
STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 



b3 

b7E 


9. ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 

COMPETITION 



CEIL/OTD 009959 


CELL5ITE-11491 




SESRET 


S' 


(M 


supporting the use of other then full and open competition. 


See paragraph (5) above for facts 
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10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 

ACQUISITION 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 


11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 


(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 


12. TECHNICAL REPRESENTATIVE CERTIFICATION 


(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, full and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 



CELL/OTD 009960 


CELLSITE- 11492 



(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information contained herein is complete and accurate to the best of 
my knowledge. 


(Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


b6 

b7C 


, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 


SBCRSiT" 
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Funding Approved; 
Requester; 

Room# & Ext: 
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Fiscal Year 2007 


Contract Specialist: 
Date Received: 
PPMS Approval: 
Purchase Order# 




NATIONAL STOCK 



ITEM# 

NUMBER 

SER# 

FULL DESCRIPTION 




Recommend by: Unit Chief| | 

ested by/Deliver to: Federal Bureau of Investiqation 


Buildinq 27958A. Quantico. VA22135 




SPECIAL INSTRUCTION; 
Ship to Code: [ 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


/l-F, 8am-4:30pm, except holidays 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEM: 
See attached EC 


CELl/OTO 009966 


CELLSITE-114' 























(Rev. 01-31-2003) 


HEREIH IE 

DME 11-05-2012 :--r ■ 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 
To : Finance 


Date: 11/28/2006 



From; Operational Technology 

Contact ; 

Approved By; 

Drafted By: 

Case ID #: 268-HQ-1068430 

Title; WIRELESS INTERCEPT AND TRACKING TEAM 


b3 

b6 

b7C 

b7E 


Synopsis; To request that the Engineering Contracts Unit (ECU) 
initiate payment for the enclosed requisition. 




Price Estimates, 


FD-363 


in the amount of 


Details 

the acquisition and tielcLina off 


has been tasked with 



b3 

b7E 


C0lL®lFiaidr499 





To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 11/28/2006 




To: Finance From: Operational Technology- 

Re: 268-HQ-1068430, 11/28/2006 


nt action against 
Funding for the 



♦♦ 


■ 


3 


LEAD(s) ; 

Set Lead 1; (Action) 

FINANCE 



Set Lead 2 : (Action) 


CELL/OID 009969 









This addendum further expands on the referenced EC with 
regard to sole source justification. 





made . 


J it IS recommended that no advertisement 






roENTIFICATION OF THE STATUTORY AUTHORITY PERMITTING OTHER THAN FULL 
AND OPEN COMPETITION 

(U) The statutory authority for conducting this acquisition is 41 U.S.C. 253 (c)(6). The regulatory 
authority is FAR 6.302-6(a)(2). Full and Open competition need not be provided for when the disclosure 
of the agency's needs would compromise the national security unless the agency is permitted to limit the 
number of sources from which it solicits bids or proposals. 


DEMONSTRATION THAT THE CONTRACTOR’S UNIQUE QUALIFICATIONS OR THE 
NATURE OF THE ACQUISITION REQUIRES USE OF THE AUTHORITY CITED 


CELL/OTO 009972 CELLSITE- 11504 







ri'j 


'i 



-m- 


bl 

b3 

b7E 


6. DESCRIPTION OF EFFORTS MADE TO ENSURE THAT OFFERS WERE SOLICITED FROM 

AS MANY POTENTIAL SOURCES AS WAS PRACTICABLE 


(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. Further, FAR 5.202(a)(1), provides 
Contracting Officer authority to not publish a procurement action when "the synopsis cannot be worded to 
preclude disclosure of an agency's needs and such disclosure would compromise the national security", 
(e.g., would result in disclosure of classified information). This procurement is not being publ icized in the 

Federal Riisinftss Onrinrhinitiec tFeHRiyOnns^ or any ntbftr nprinHiralc hftr.aiisp. to Ho sn wniilfi~ 


7. DETERMINATION OF THE CONTRACTING OFFICER THAT THE ANTICIPATED COST TO 

THE GOVERNMENT WILL BE FAIR AND REASONABLE 


(U) The contracting officer has adequate information to ensure that the cost to the government for this 
acquisition will be fair and reasonable. Techniques may include a technical analysis of proposed direct 
costs, audit, or comparison of proposed indirect factors with audited factors in use elsewhere in the 
Government, and rigorous negotiation. 


8. A DESCRIPTION OF THE MARKET SURVEY CONDUCTED AND THE RESULTS OR A 

STATEMENT OF THE REASONS A MARKET SURVEY WAS NOT CONDUCTED 



b3 

b7E 


9 . 


ANY OTHER FACTS SUPPORTING THE USE OF OTHER THAN FULL AND OPEN 
COMPETITION 




See paragraph (5) above for facts 



CELL/OTD iifcl^ITE- 11505 



c 



SBCEET 


supporting the use of other then full and open competition. 

10. A LISTING OF SOURCES, IF ANY, THAT EXPRESSED IN WRITING AN INTEREST IN THE 
ACQUISITION 

(U) Since the procurement was not advertised pursuant to FAR 5.202(a)(1), no other sources were given 
the opportunity to express written or oral interest in this procurement. 

11. A STATEMENT OF THE ACTIONS, IF ANY, THE AGENCY MAY TAKE TO REMOVE OR 
OVERCOME ANY BARRIERS TO COMPETITION BEFORE ANY SUBSEQUENT 
ACQUISITION FOR THE SUPPLIES OR SERVICES REQUIRED 

(U) The FBI will evaluate future procurement actions to determine whether full and open competition is 
appropriate an in the best interests of the government. 

12. TECHNICAL REPRESENTATIVE CERTIFICATION 

(U) Based on the above findings, it is hereby determined, within the meaning of 41 U.S.C. 
253(c)(6) and FAR 6.302-6, foil and open competition need not be provided for when the 
disclosure of the agency's needs would compromise national security, unless the agency is 
permitted to limit the number of sources from which it solicits bids or proposals. 



CEIL/OTD 009974 


CELLSITE-1150 



(U) As the Contracting Officer Technical Representative (COTR) of record, I hereby certify to the 
best of my knowledge that all information cotntained herein is complete and accurate to the best of 
my knowledge. 


(Date) 


(U) As Contracting Officer of record, I hereby certify to the best of my knowledge that all 
information contained herein is complete and accurate to the best of my knowledge. 


b6 

b7C 


, Contracting Officer (Date) 

(U) As the Supervisory Contracting Officer of record, I hereby certify to the best of my knowledge 
that all information contained herein is complete and accurate to the best of my knowledge. 


, Supervisory Contracting Officer 

(Date) 

, FBI Chief Contracting Officer 

(Date) 

Office of General Counsel 

(Date) 


Approved By: 

, Competition Advocate (Date) 




m/m oo99?5 


CELLSITE-11507 








(Rev. 01-31-2003) 


^^^^,^^^ET//20220820 . 

FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


Date: 


08/20/2007 



Title: (U) WIRELESS INTERCEPT AND TRACKING TEAM 


Synopsis: The Engineering Contracts Unit (ECU) is reque sted 
to initiate critical procurement action for thd I 



Derxvec 

Declasedbfy^ On: 


2022 


for Other Than Full and Open Competition. 


pi Enclosure ( s ) : FD - 3 6 9 

Acquisition Plannmg Form, Security Addendum, and Justification 



b7E 


CEIL/OTD 009978 


CELLSITE-11510 







(U) Contracting Officers are responsible for ensuring 
tha l l assessments and completed on all procurements of 

services involving access to classified information/ space, and 
procurements of critical assets . 


/ / 2 0 2 2 0 8 2 0 


mm 009979 


CELLSITE-11511 






S|5^ET//20220820 

To: ■ Finance From: O^rational Technology Division 

Re: 268-HQ-1068430, 08/20/2007 


LEAD(s) : 

Set Lead 1; (Action) 
FINANCE 




Set Lead 3 ; (Action) 

CRIMINAL INVESTIGATIVE 










M.L Il<rFCRVAi:ci; . 

HEREIN IS UNCUkSSITJE:. 

DATE 11-05-2012 EY 6517 5 ITA' 


REQ.# 

8/20/2007 


DATE 

Supply Technician: 
Program Manger; 
Funding Approved; 
Requester: 

Room# & Ext: 


nRDERlNG OFFiCE/COST CODE APPROVED BY 


Fiscal Year 2007 


Page 1 OF 1_ 


Contract Specialist: _ 
Date Received: _ 
PPMS Approval: _ 
Purchase Order# 


JULIAN DATE 


ITEM# 


NATIONAL STOCK 
NUMBER 


SER# 


Fill I RFRrrRiPTinN 


UNIT 

OF 

ISSUE 


EA 


QTY. 


SUBOBJECT 

CLASS 


Bl# 


UNIT 

PRICE 


TOTAL 


Recommend by: Unit Chiefj 

Bflfl uested by/Deliver to: Federal Bureau of Investigation 


SPECIAL INSTRUCTION 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate: 
Previous PO # 

Previous Contract # 


1 ^ 


Building 27958A. Quantico. VA22135 


Total 


M-F. 8am-4:30Dm. except holidays 


JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITtM: 


See attached EC 


CELL/OTD 009981 


CELLSITE-11513 
















ACQUISITION PLAN 


[ 


] 


FEDERAL BUREAU OF INVESTIGATION 


1. Unit/Section/Divisioi 


2. Descrintion of Reauirement: Procurement 

of 





-b3 

b7E 


3. Estimated Cost: ( 


5. Distribution of Dollars: FY- 0'^ | 

FY- . FY- _ 

FY- FY- _ 


4. Term of Contract: 


6. Subobject Class/Budget Iteni: 

Product or Service Code: 


1 Year 


7. Market Research (state how performed & attach): 


Commercial Item: S Yes D No Competitive: D Yes No 

If no to one or more above, explain: See attached security addendum and 


8. Sources Considered: D FBI Personnel D Other Government Personnel 

n 100% Small Bus. D 8a Set aside 

n Hubzone D Women-owned 

□ A-76 


n Required Sources (FAR Part 8) 
D Disadvantaged (FAR Part 8) 

S Other Federal Contracts 


9. If Information Technolo^: DlRM Review 

10. Type of Procurement: [3 Brand Name Only 

n Brand Name or Equal 

11. Contract Type: D BOA 

n Cost-Reimbursement 
fi Firm-Fixed Price 
n Firm-Fixed Price w/Economic Adj. 


D AIS Approval 

D Commercial Item □ 

D Compatibility D 

D IDIQ Contract 

□ (IFB) 

D Incentive 

□ Letter Contract (DOJ Approval) 


Fimctional Specifications 
Performance-Based Service Contract 

n Reimbursable Agreement 

□ rfp 

□ rfq 

D Time and Material 


12. Lease vs Purchase (if lease, analysis attached): No 13. Environmentally Preferable Item: D Yes 0No 

14. Inherently Government Function (justified): CH Yes HNo 

15. Lead Time Required: To be filled in by Contracting Officer. 


Approval: 


08/20/2007 

Technical Staff Member/(date) 


Budget Staff Metnber/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


CEll/Ol!) 009952 


CELLSITE-11514 






(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To : Finance 


Date: 1/29/2007 


Attn: 



Enclosure (s) : Vendor price quote, 

amount of^ 


FD-369 


Details ^ ^ 
the acquisition an 


has been tasked with 















Finance From: Operational Technology 

268-HQ-1068430, 1/29/2007 


This new functionality in-turn, will 




I Consequently, requests that the ECU 

issue payment action ag ainst the attachea fjj- 369 to acquire these 

upgrades . Additionally. I [requests that the 

approve th e expenditure of funds for 
Liiis eiLorL. jjLiiuiinu lok' lmA amount of I lis available 


usinc 


Contracting Officers are responsible for ensuring that 


b3 

b7E 


CEll/OlI) 009954 







To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 1/29/2007 






ACQ UISITION PLANNING FO RM 


FEDERAL BUREAU OF INVESTIGATION 


1. Unit/Section/Division: 


2. Description of Requirement: 


b3 

b7E 



FY- FY- 

7. Market Research (state how performed & attach): Existing Contract 


Commercial Item: D Yes D No Competitive: D Yes D No 

If no to one or more above, explain: 


8. Sources Considered: □ FBI Personnel □ Other Government Personnel □ Required Sources 


□ 100% Small Bus. 
D Hubzone 

□ A-76 

D 8a Setaside 
D Women-owned 

□ Disadvantaged (FAR Part 8) 

□ Other Federal Contracts 

9. If Information Technology: D IRM Review 


□ AIS Approval 


10. Type of Procurement: D Brand Name or Equal 

D Brand Name Only D Functional Specifications 

D Performance-Based Service Contract 
D Commercial Item D Compatibility 

11. Contract Type: D Firm-Fixed Price D (IFB) 

□ rfp 

□ rfq 

D IDIQ Contract 


n Firm-Fixed Price w/Economic Adj. □ Reimbursable Agreement D Time & Material 

n Cost-Reimbursement D Incentive D BOA D Letter Contract (DOJ Approval) 

12. Lease vs Purchase (if lease, analysis attached): 13. Environmentally Preferable Item: D Yes DNo 

14. Inherently Government Function (justified): D Yes 13 No 

15. Lead Time Required: To be filled in by Contracting Officer 


Approval: 

Technical Staff Member/(date) Budget Staff Member/(date) 


Legal Review (If applicable)/(date) 


Contracting Officer or CCO/(date) 


FBI/DOJ 


CELL/OID 009986 


CELLSITE-11518 







I’ve reviewel | evaluating it on the basis price and value. The pricing is accepta ble and is 

comparable to previous contracting efforts. As to contract value, this type of contract] jwill be in the 
Government's interest as it will significantly reduce the number of man-hours spent in generating 
multiple contracts over the next fiscal years. 

I recommend approval and subsequent contract award. 


5 / 16/2007 1 


CELL/OTD 009989 


CELLSITE- 11521 






/OID 009992 






















I 


ITEM# 

NATIONAL STOCK 
NUMBER 

SER# 

FULL DESCRIPTION 

8 




g 




10 




11 




12 




13 




14 




15 




16 





















































CONTINUATION SHEET SUBTOTAL 


JUJ 

<_> 


UNIT 

OF 

I ISSUE! 
EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 


QTY. 


SUBOBJECT 


UNIT 


CLASS 

RItf 

emcE 

TOTAI 


b3 

b7E 


TT 


EA 


EA 














ALL f. ■ 

E3EREIH IS 

QATE 11-OS-201L zv ;y;;; si"-; 



Supply Technician: 
Program Manger: 
Funding Approved: 
COTR: 

Room# & Ext 





SPECIAL INSTRUCTION: 
Ship to Code: 

Delivery Restrictions: 
Government's Estimate 
Previous PO # 



JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEI 
See Attached EC 


Previous Contract # 



CELLSITE- 11527 



























































rrom: 

Sent: 

To: 

Cc: 


Su^ect: 

Classification 


Tuesday 


✓ ^ 


submission — SE 


=T//NOFORN 


ET//NOFORN 


eiaasifi^ By: C92W5^B44 
De c 1 assif^:0Hr:=^SS6^^ 2 
Deprived From: Multiple~~J 




ftLL iiJFGKiiTic.?: :ci:T:-.:niE: b7C 

HEEEIM IS LOiSLASSIi'lli.- s:G.i. ;q7J7 


WHERE 


icwr otherkisf: 


(U) Thanks very much for taking the time to respond to some of the considerations I raised. 



doub ^ 

that you're taking a similar approach with 


I If so. that s some advance homework that you need to address. 

would be willing to provide some insieht/help. You've indica ted , ^ 

"working witfJ ^ ^ 

’ b7C 

b7E 



(U) In the interest of moving forward with your proposal for FY12 funding oi | [ please update your 

December 2010 submission that reflects the scope of the "study" (not procurement), including supportiveiofomialL 
and/or documentation, via the established process. We'll then seek opportunities for you to address th 
The template i s again attached, along with some references. I hope to see additional FY12 submissions tor projects 
associated witH 


'b3 

-b7E 


CELL/OTD 01254 





emplate-Rev06-... 


Additional reference documents: 



inciples-Rev06-ll.di 


b3 

b7E 





CELLSITE-11530 









SfflERE SHOiiiH <n'HERWI3E 


CELi *-'OTD 

01 Z550 

Submission Form, Rev. 03/1 1 

SECRET/ /NOFORN 

Page 1/3 


A 

CELLSITE-11531 







Jteam members are contacting all affected units 
witJiin the U 1 JD (and select groups in other divisions) to properly and fully represent the 
comprehensive interests of the organization. To that end input and participation is actively 
sought. 


C E IL.. I '"f fy 





bverview 



SE’ 


T/NOFORN 


Page 2 of 3 


CELLSITE- 11535 




T/NOFORN 


(U/FOUO) OTD Unit Chiefs are asked to confer with staff niembers and consider how they 
might benefit from enhancement funds available through the _ 


This document, Coupled with a Powerpoint® briefing (attached), may prove helpful in promoting 
further discussion, conveying the importance of this initiative and cultivating project ideas. 


S Members of the FBP 
. ation. As resources al 


Jare available to minimize the burden of unit 


ow, we will assist in defining and drafting your submissions to the 
and help with the periodic progress reports. 


^^^/NF) The importance of your timely contributions cannot be understated 




b3 

b6 

b7C 

b7E 


(U/FOUO) Please contact 
information for the FBI’ 


to discuss potential submissions. Contact 


Is provided in Table 2, below: 


^F)Table 2 
SS^ 


Name 


Contact No. 


SSA 


T paH ThRT rPT'rpgp nfati'i/p 




FBI rep resentative td 


t>KU - 


'inance/ Audit/Reporting 


Contractor - Portfolio Management/Project Inputs 


Contractor - Portfolio Management/Database 


b3 


b7C 

b7E 


Lead to thd 


ss4 

FBF 

Operational Technology Division 


June 1, 2011 



O -1 S' s s s 


bverview 


Pages of 3 

CELLSITE-11536 







seo^tZ/noforn 


bl 

b3 

b7E 


Adherence to the Core Principles 

Project leads are expected to adhere to these core principles when proposing new projects for 
funding consideration as well as during the execution of approved project activities. 


01 June 2011 


K>., '''"'ji ir 

CEL. -OTD L,!i II 



Z/NOFORN 





SMRET//NOFORN 


Project Submission Instructions 







1 -1: : ■ 


Mi INFC-PLMillCH ■:0!n •. i;i-- ■ 

HEREIN IS UHCIASSIFIF.r 7 "T’-T 
WHERE 3BOWH -OTHERWISE 


Overview 


■{Sf 


bi 

b3 

b7E 


[SI- 


The FBi’^ [team will assist bureau units with their initial high-level project plans 

prior to the multi-agency review. To increase the likelihood of approval, it will be helpful 
to keep several elements in mind as you craft your submission documents. 


1 . Describe how your project relates to the current and future challenges presented 
by one (or more) of the specific technologies noted. 

2 . Think in terms of “gaps!" 

Describe current/future operational shortcomings and how the project will 
overcome them. 


■ identify the snecifin hempifitc; that will annmi= tn fhR FRM 


4. is the project sustainable beyond the funding period identified? 

Preference is more likely to be given to projects that will be maintained by 


[ 


Dnce the initiative concludes. 

5. 



uoiiaboration, in development and/or procurement phases, is looked upon 
favorably and demonstrates that duplication of effort is being avoided. 


6. identify the base funds your unit will contribute to the effort. 

Doing so demonstrates your unit’s commitment to the program. (Be aware that 
unit funding is not offset by any enhan cement f unds you receive, nor shouid a 
unit reallocate funds to other projects if] [lonies are provided.) 


b3 

b7E 


fC" » 



B 1’" f ■> -'S /;=■ KZ' is;i, 


SEGRET//NOFORN 


CELLSITE- 11539 






iret//nof6kn 


Process 


Please review the | I document “Understanding the Core Principles” to ensure that 
you understand the ground rules and that your intended submission falls within the 
scope of the program. 


Initial submissinns can be crafted using a Word template designed for that purpose. 

(Filename:| jSubmission Form-Rev06-1 1 .dot). Save the completed template as a t) 7 E 

Word rinni impnt with a filename that begins with your unit’s acronym (for example: 
FY2012.doc) 


Supplement your completed works, 
nature of the project (the challenge 


Create a brief (6 



y information that will help explain the 
anticipated benefits, etc.). 



member of your unit may be asked to present a technical overview to one or both of the 
review groups. 


E-mail rnmnleted submission documents via 
FBI’a heam; 


to the following members of the 


|J, Lead 

jntractor) 

(contractor) 


You will be contacted by a member of the 
su bmission before it is reviewed by (a) tH 
the! 


learn to discuss and fine-tune v our 

land (b) 


Revised June 2011 


r- tr I } f3 1 S.3 

Um/m ttnuj B»>»“ 


r'a -'I 'P' p: Cl! 
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CELL/OTD 009445CELLSITE-13514 




■C£LL/OTD 009446 



: Performance Report 



Project’s Contribution to Initiative 


















From: 

Sent: 

To: 

Subject: 


Wednesday. April 22. 'AOm '/:2g7^ 

reI I 


OH 10-31-2012 


SECRgimiQFO^ 
RECORD OTD^— 


Yes, thanks. | pad already populated the financial stuff and I provided a high level description that will hopefully 

satisfy the financial audience. 


b6 

b7C 

b3 

b7E 


'i"iiu-v«dr Keport.p... 


From: 

Sent: 

To: 

Subject: 






2. 2009 7:06 AM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


J\re we good to go with what I provided yesterday?? 




Tracking Technology Unit 
Operational Tec hnology Division 
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b7C 

b3 

b7E 


From: | 


Sent: 

Tiipcdau Anril 91 innq 9-nQ PM 

To: 


Cc: 

Subject: 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Please provide a brief statement in the last column about how ea ch funding stream contrib uted to th ^ [ litiati 
reply back to me. I will merge the responses into one and pass t< \ 


itiative and 


From Tj TU, please respond to the 50°/£ 
funding. 


tnd the redirected TTU funding, unless you had some of the 


b6 

b7C 

b3 

b7E 
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CELL/OTD 009447 


CELLSITE-13516 

CELL/OTD 009 




Thanks 


From: 

Sent: 

To: 

Cc: 

Subject: 


luesdav. April 2i. 1:24 PW 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b3 

b7E 


I have completed what 1 could on the chart with the info provided to me. Please fill in the "Projects Contribution to 
Initiative" column and return to all three of us when done. 

Zbanks, 


« File: 


ppt » 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


DERIVED ^OM: Mu[tiplaSettrces 
DECLy^STB&ONgSffi 9042F 
SECRET/ZNOFORN 


2 

CELLSITE-13517 


CELL/OID mm 


From: 

Sent: 

To: 

Cc: 

Subject: 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


ALL Il'if-. ■■■ ■ M ::i; ■ 

KERETri I ' !"ii. :':' 

DATE 


■b6 

b7C 

b3 

b7E 


K that's why I sent the revised numbers. 

As you can see we are way behind in the funding world!! 

ssJi 


Tracking Technology Unit 
Operational Tachnningy Division 


From: 

Sent: 

To: 

Subject: 


Tuesday, April 21 , 2009 1:14 PM 



1 — 1 

Jf , - — ... ^ 


u 

Figures 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b3 

b7E 


Thanks !! 

We are going to be fieidin j "[ juestions quite frequently in the future. I wouid suggest segregating that funding out to 
make reporting a lot easier. 


From: 


Sent: Tuesday, April 21, 2009 12:47 PM' 





Subject: FW 


igures 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Best I can do after looking at the req's.. 
do this over the phone.. Sorry 


b6 

b7C 


Just cannot come up with the! 


~|Whe[ ] ~| calied I was in LA and tried tob 7 E 

b3 


ss4 


Tracking Technology Unit 
Operational Tech nology Division 


From: 

Sent: ' I uesdav. April !il. PM 

To: I ~ 


tELL/OTD 0®I4#TE-13519 


1 






Subject: REj figures 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 



From: 

Sent: 

To: 

Subject: 

Importance: 


SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 



racking Technology Unit 
Operational Tech nology Division 



From: 

Sent: 

To: 

Subject: 

Importance: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



CELL/OIO 009451 
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CELLSITE- 13520^ 







Earlier this month, your unit provided tol 

:hat you spen] |o| lout of your existing base funding. 

L b6 
b7C 

Can you please give me a breakdown of which requisitions make up this total. 1 have to complete a report fo 
soon as possible. 





b3 1 

Thanksll 



b7E 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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ALi li' 

HEREIM :£ 

DATE 10-31-2012 


From: 

Sent: 

To: 

Subject: 


I hursdav. June U3, 2U1U 2:2UTM 
RE: SUPPLEMENTAL 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Greetings, 


Sure thing. I have also attached what FD sent to DOJ/OMB on the 
Thanks. 



From: I I 

Sent: Thursday. June 03. 2010 1:06 PM 

To: I I 

Subject: SUPPLbMfcNI'AL 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b7E 


I Can you send me a copy of the submission when completed on the 

personnel supplemental . . Thanks 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


CELLSITE- 13522 

CeLL/OTD 00946 "H 


1 

















Ok... talk to you later. . 







[teamwork is a great thing. We've had a great time working with you and your unit and appreciate your 
■ettorts. 
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b7C 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 

To ; Finance 


Attn: 


Date: 07/13/2006 


Criminal Investigative 
From : -i 1 mor-ViT-ir^l r^r 

-contact: : | 

Approved By: 


Attn: 


Rm 3867 


QT-ERF 


Drafted By: 

Case ID #: 268-HQ-1068430 

Title: WIRELESS INTERCEPT AND TRACKING TEAM 







To: Finance From: Operational Technology 

Re: 268-HQ-1068430, 07/13/2006 



The Contracting Officer Technical Repre 
for this procurement is Electronics Engineer (EE) 
and can be contacted at the Engineering Research 
located in Quantico, Virginia, for any questions. 
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To: Finance From: Operational 1 

Re: 268-HQ-1068430, 07/13/2006 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

. AT WASHINGTON. DC 

The Fngi npPTi ncT Cnn t -ra r- 1- 
the orocnrement of I 


Set Lead 2 : (Action) 

CRIMINAL INVESTIGATIVE 
AT WASHINGTON. DC 



CC 


[)60713.wpd 


CELL/OID 008926 


cell: 








ALL INFORiaii::ii :: . i 



(OTD) (FBI) 


HEREIN IS 

DATE 10-31-2012 3: -Lii- ; 




From: 


;OTD) (FBI) 


Sent: 

Fridav. Seotember 26. 2008 3:28 PM 


To: 

Cc: 



Subject: 

(UlUj (HBl) ^ 

Critical unfunded witt 09 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Attached... 



Critical Unfunded 
WITT 09.wpd 
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SENSITIVE BUT UNCLASSIFIED 
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Critical Unfunded 


HERE I U V< JJ.'L.-.ii';,: 1^.- 
DME 11-02-2012 


Unit: 

TTU 

Short Title: 

WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 

Shortfall Amount: 



Account(s): 



Cost Center: 



One-Time or 

One Time 


Recurring 



Requirement 



Existing Contract(s): 

YES 

Unit Rank: 

1 

SC Rank: 


AD Rank: 





Descrintion of vour shortfall: 



specific amplifiers. This request shall provide capability not currently available and identified 
a critical gap in locating/tracking wireless devices. 

as . 

Whv is this critical? 
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U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C. 20535-0001 

[DATE], 20[YY] 

ALL INFOEMATIOH COFlfilHlD 

HEREIN IS UMCiaSSiriED 

DATE 11-02-2012 BY €5179 DBH/SII 


b7E 


Re: 

Dis 


Lius me uuugdiiiuiis 


and Non- 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 


Dear 


We have been advised by 


bf the 


I Consistent with the conditions on the equipment 


must coordinate witd ttie Federal Bureau ot 
Investigation (FBI) to complete this non-disclosure agreementf 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

Page 1 of 6 
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mm 014560 







UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


and 


Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 2795 8 A, Pod B 
Onantim Virginia 22135 


b7E 
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CELLSITE- 13549 


mm ous6^ 
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Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


b7E 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 





m 
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b7C 

b7E 


Re: 

Disclosure UDiigations 


and Non- 




LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Dead 


We have been advised by 


of the 





must coordinate with the Federal Bureau of Investieation fFBD to 


complete this noiTmsclosure agreement 
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UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 


and 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
PodB 

22135 b7E 



UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 


mm mm 
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UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 


Th( 

sigAaiufes oeiow on ati auth6fiz6d 


Jacceptance of th e above conditions shall be evidenced bv the 
representative and 


Sincerely, 

b7E 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 
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U.S. Department of Justice 
Federal Bureau of Investigation 



LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 



UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

Page 1 of 6 




CELLSITE-13557 







UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Ouantico. Virgiin a 22135 
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b7E 


acceptance of the above conditions shall be evidenced 
zed—fficresqitative and wireless collection equipment 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 
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U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C. 20535-0001 
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Re: 
Distr 


ij^uuiuiiu 


and Non- 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the’ property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), US. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Deal 


\X/e cid’iMOpH IwJ I_q£ ftlfi 

[ 



1 Consistent witL tJhie conditions on tne equipment 

1 1 


must coordinate with the Federal Bureau 


r>T invpgTinruTinn (HKM Tn <-^nrm->K»TP tmg rinn-rngf^i 
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Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958 A, Pod B 

22135 ■ b7E 
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acceptance o 
representativ 



b7E 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
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U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


ALL IMFOEMmON COMIMIIED 

HEREIN IS imCLASSIFIED 

DATE 11-02-2012 BY 65179 BMe/311 
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Re: 

Disclosure Obligations 


and Non- 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 
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We have been advised b’^ oi 


n 

1 Consistent with the conditions on the eauinmenll 


1 




aust coordinate with the Federal Bureau otTnvestieation tFBD to 

complete this non-disci 

osure agreemen 
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Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 2795 8 A, Pod B 

Ouantico. Virginia 22135 t*7E 
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Th« icceptance of the above conditions shall be evidenced 

by me signature below ot an authorized representative. 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 


b6 

b7C 

b7E 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

Page 6 of 6 


mm ou6Qit 


CELLSITE- 13582 



UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Mi INFOEMMIOH COKIaWK..; 

HEREIN IS IMCLASSIFIEC- 

DATE 11-02-2012 B'f €5179 DMH/ 5T'.' 


Re: 

Obi 


.gUUUJllJ 


and Non-Disclosure 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of Investigation (FBI) and 
may be distributed within the Federal Government (and its contractors), U.S. intelligence, law enforcement, public safety or protection 
officials and individuals with a need to know. Distribution beyond these entities without FBI Operational Technology Division authorization 
is prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized 
access. Information bearing the LES caveat may not be used in legal proceedings without first receiving authorization from the originating 
agency. Recipients are prohibited from subsequently posting the information marked LES on a website on an unclassified network. 
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I Consistent with the conditions on the eauinmenT 


dlSClOSUf^ aereementi 
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Sincerely, 


b7E 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
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FEDERAL BUREAU OF INVESTICATION 


Precedence ; ROUTINE 


Date: 02/24/2010 


To : Finance 


Attn: 


From : Op erational Technology Division 


Contact : 


Approved By: 


Drafted By: 





mm 009826 


CELLSITE-13593 





To: Finance From: Operational Technology Division 

Re: (U) 268-HQ-1068430, 02/24/2010 


It is requested t: 

dnntractiial art -inn tn 

hat tho T7-nm‘ ■noo-K'-l ner r<^rvh i-a i-t-l- a TT-n -i h t m' h -j h o 


1 



as further detailed on the attached SOW. 


(U) The Contracting Officer Technical T?f^prp>.c! P , n ta t i ( cotr ) for 


this procurement is Electronics Engineer (EE) 
and can be contacted at the Engineering Research Facility, 
located in Quantico, Virginia, for any questions. 

i.EAD(s); 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 


The Finance Division, Engineering Contracts Unit, 

is requested 'to -i ni t-i a^la ar-Ho-n -Fo-r r'T~iTng»'nt- 

of technologies to I 


attached SOW. 

Set Lead 2 : (Action) 

CRIMINAL INVESTIGATIVE 


]) as speciriea on tne atcacnea EU-Jby ana 


AT WASHINGTON. DC 


■II 


The Criminal Investigative Division is requested 
to approve' contractual action for the development of technologies 
tol 


as specified on the attached FD-369 and attached SOW. 


bl 
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STATEMENT OF WORK 


DATES 11-14-2012 
CLASSIFIED BY €5179 Elffl/STW 
REASON: 1.4 {C, G| 
DECLASSIFY ONS 11-14-2037 


ALL INFOEMATOT CSSIAIMEB 
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WHERE SHOWN .OTiSMISIE 


FEDERAL BUREAU OF INVESTIGATION 


Derivea-FreiniNgSgi^^ 

^^D€d5ili^5n^^Q3^02 
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FEDERAL BUREAU OF INVESTIGATION 


STATEMENT OF WORK 


(U) INTRODUCTION 


(U) This purpose of this paper is to provide the vendor with a statement of work that describes 
requirements for conducting research and development of products. The following shall provide an 
overall description and scope of the task set forth in this STATEMENT OF WOEX. 
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(U) DELIVERABLES 

The following section provides for a delivery schediile as listed in Table 2 below, as well as details 
concerning each dehvery requirement. 

(U) DELIVERY SCHEDULE 


ITEM 

Time Frame 

Monthly Project Status Reports 

NLT Five (5) Business Days of each new month upon project inception, to 
include the following: 

• Schedules 

• Financial Status 

• Overall description of Issues/ Concerns 

BETA System 

Reoccurring - BETA updates delivered as development and productization 
of functions permit. 

Testing, Verification, and 
Demonstration 

Testing and Verification shall be performed throughout the development 
lifecycle as required. 

A government Acceptance test shall be performed prior to final product 
delivery. 

FINAL SYSTEM DeUvery 

NLT than 548 days (1.5 Years) after project inception 

SYSTEM Training 

Ongoing — Provided during delivery of initial BETA System and following 
updates 

Final — Provided to FBI personnel on FINAL SYSTEM Delivery NLT 548 
days (1.5 Years) after project inception 

SYSTEM Documentation 

NLT 30 days after FINAL SYSTEM DeUvery 


J^^Table 3: Delivery Schedule 


(U) DELIVERY ITEM DESCRIPTIONS 



The following provides further descriptions of items described above in Table 3. 

• (S) 
















(U) OTHER REQUIREMENTS 


The following sections shall desctibe other reqxokements related to the development and delivery of 
the SYSTEM described in this STATEMENT OF WORK. 

(U) SPACE REQUIREMENTS 




HniBB¥)¥293Sl252_ 


^ Vendor shall provide the FBI with costs for equipment, to include all hardware and software, 
required for the development and delivery of the SYSTEM. 


(U) GOVERNMENT FURNISHED EQUIPMENT 



Vendor shall provide the FBI with listing of required GFE in response 


to this SOW. 


(U) CONTRACT TYPE 






CELL/OTD 009S78 

















Jpff^ DEPENDENCIES & COLLABORATION 


SCHEDULE 


Text-Arial 14 


MISSION IMPACTS & SUCCESSES 


Mission impacts: 

Text-Arial 14 


Success Stories: 

Text-Arial 14 






tEll/Olb 009882 


S i . L it L ! 




* j 


FBIOOl 


^uNec; 


Deliverable Description: 

Text-Arial 14 


Quantity: 


DELIVERABLES 


Customers 

Deliverable 

Capability 

Maturity 


Type 

Maturity Level 

Date 

Text-Arial 10 





TECHNICAL PERFORMANCE 


Text-Arial 14 


D 









CELL/OTD 0098S3 



Text~Arial 14 






FBI015: 


(S//NF) 


PROJECT IDENTIFICATION 



COST/FUNDING (,000) 








PERFORMANCE SUMMARY 


RISKS & ISSUES 


I Risks: 


Text-Arial 14 


Issues: 

Text-Arial 14 






FBI015 


DEPENDENCIES & COLLABORATION 



CUSTOMERS & REQUIREMENTS 


Customers/Users: 

OTD/TTU 


Requirements: 


SCHEDULE 


Text-Arial 14 


MISSION IMPACTS & SUCCESSES 


Mission Impacts: 

Text-Arial 14 


Success Stories: 

Text-Arial 14 








CEIL/OTD M9886 


FBI015 


JISWJQ 


DELIVERABLES 


Deliverable Description: 

Text-Arial 14 


bl 

b3 

b7E 


Quantity: 


Customers 

Deliverable 

Capability 

Maturity 


Type 

Maturity Level 

Date 

Text-Arial 10 





TECHNICAL PERFORMANCE 


Text-Arial 14 


D 


Cl 


rSniH 











CELI/OID 00988? 





tELL/OlD 009888 



PERFORMANCE SUMMARY 


I, Risks: 

Text-Arial 14 


RISKS & ISSUES 


Issues: 

Text-Arial 14 







(3/VN^5 DEPENDENCIES & COLLABORATION 


Collaboration\Level: 

N/A 


CUSTOMERS & REQUIREMENTS 


Customers/Users: 

OTD/TTU 


Requirements: 


C 


SCHEDULE 


Text-Arial 14 


MISSION IMPACTS & SUCCESSES 


Mission Impacts: 

Text-Ariai 14 


Success Stories: 

Text-Arial 14 








FBI016 






DELIVERABLES 


Deliverable Description: 

Text-Arial 14 

Quantity: 


Customers 

Deliverable 

Capability 

Maturity 

Text-Arial 10 

Type 

Maturity Level 

Date 



TECHNICAL PERFORMANCE 










CELl/OID 009891 






CEIL/OID 009892 



COST/FUNDING (,000) 


PERFORMANCE SUMMARY 







CELL/OTD 009893 



DEPENDENCIES & COLLABORATION 



Collaboration\Level: 

N/A 


CUSTOMERS & REQUIREMENTS 


Customers/Users: 

OTD/TTU 


Requirements: 


C 


SCHEDULE 


Text-Arial 14 


MISSION IMPACTS & SUCCESSES 


Mission Impacts: 

Text-Arial 14 


Success Stories: 

Text-Arial 14 







FBI020: 



(S;VNFj DELIVERABLES 


Deliverable Description: 

Text-Arial 14 


Quantity: 


Customers 

Deliverable 

Capability 

Maturity 


Type 

Maturity Levei 

Date 

Text-Arial 10 





TECHNICAL PERFORMANCE 


Text-Arial 14 










CELL/OTD 009895 



SI 




CELL/OTD 009896 











DEPENDENCIES & COLLABORATION 



CUSTOMERS & REQUIREMENTS 


Customers/Users: 

OTD/TTU 


Requirements: 


C 


SCHEDULE 


Text-Arial 14 


MISSION IMPACTS & SUCCESSES 


Mission Impacts: 

Text-Arial 14 


Success Stories: 

Text-Arial 14 






FBI022 


Deliverable Description: 

Text-Arial 14 


Quantity: 


DELIVERABLES 


Customers 

Deliverable 

Capability 

Maturity 


Type 

Maturity Levei 

bate 

Text-Arial 10 
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TECHNICAL PERFORMANCE 


Text-Ariai 14 
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Lastly, if there is a question, please do not hit reply all. Reply to me and I will answer it for everyone. Any questions or 
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Equipment Day 1 and Day 2 




• Student Disk 
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■ The following are technical reference materials 
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■ Use CALEA Information 


■ CALEA 
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■ Go to the STINGRAY TRAINING GUIDE 
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THE FOLLOWING MATERIAL IS FOR TECHNICAL 
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The Federal Bureau of Investigation, 

presents: 
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Overview 






This course intends to provide an understanding of 
the information needed in order to I I 
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■ The course organization is as follows: 

- Antennas and Antenna Sectors 

- Cellular Network Architecture 

- Frequency Bands and the Cellular Air interface 

- Introduction to 

- Introduction to | 

- Introduction to | 

- Reference materials 

- Course exam 


b3 

b7E 

Os 

O 


o 

o 

\ 

Ui 

O 


CELLSITE-8080 






TT 1=11 


Antennas and Antenna Sectors 





Why do thii 



During the early days of mobile communications, systems used high powered 
transmitters and very tall antenna sites. Equipment was expensive and bulky. One 
tower might service an entire city. This proved to be very inefficient use of the radio 
frequencies available. For instance, during the 1970s the entire mobile phone 

system in New York City could handle only twelve simultaneous calls. 
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During the early 80’s, the FCC made additional frequencies available for 
use in mobile communications. It was after this addition that the cellular 
systems began to come into being. Acellular system uses shorter towers 
spaced closer together and lower powered equipment. 
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Most Cell Sites transmit in 
three equal sectors from 
the tower. Each sector 
can send different 
information to the users. A 
Cell site is also known as 
a Base Transceiver 
Station, or BTS. 
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Os 


The cell sectors of a tower are 
numbered sequentially, ° 

usually with the designators: S 

Alpha, Beta, and Gamma. ° 

*=s| 

The Alpha sector usually 
faces North. Sometimes, the 
service provider uses other 
means, such as 1,2,3, or 
a,b,c. to identify sectors. 

Each Tower site will have a 
unique number identifier in 
the system. 
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The benefit of having 
multiple low powered 
towers allows for the 
same RF channel to 
be reused over a 
relatively short 
distance. This 
increases the number 
of users that the 
system can process. 


- Same RF channel 


Cell sites are not 
always evenly 
distributed. 

Service providers 
have to account for 
the topography of 
the area, as well 
as high usage 
areas, such as 
urban areas or 
along 

expressways. 
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Service providers 
can arrange their | 

systems any way § 

they choose. Some 
systems have the 5 
Alpha tower face ;j 
pointing Northward, “ 
while others may 
rotate their antennas 
away from true 
North. 
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A typical three sector tower 
antenna arrangement 

If the Beta and Gamma sectors 
seem reversed in the photo, 
remember that you are looking 
up at the tower from below. 

Cell maps are drawn as if you 
are looking at the towers from 
above 
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When observing towers that just have antennas on the tips of the triangle pay close 
attention to which direction the broader side of the panel is facing. This is the 
direction indicator for the sector. 
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High Tension line towers being used for sites 
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Church Steeple 



Entire cell site including 
base electronics and power 
supply housed inside a 
fiberglass boulder 
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Cellular Network Architecture 
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Cell towers blanket an area 
of coverage. Each tower is 
equipped with a base station 
transceiver. Multiple towers 
connect to a Base Station 
Controller. This link may 
consists of a hardwire 
connection or by microwave. 
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Multiple Base 
Station controllers 
connect to the 
Mobile Switching 
Center (MSC) (also 
referred to as a 
Mobile Telephone 
Switching Office, 
MTSO). The MSC 
controls the call 
traffic in the system. 
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Within the MSC resides 
the Home Location 
Register, (HLR) and the 
Visitor Location 
Register (VLR). (HLR is 
a separate entity and is 
not part of the MSC 
however the VLR is 
often integrated into the 
MSC.) Each time a call 
is placed, the 
subscriber record is 
checked to see that the 
subscriber requesting 
service has a valid 
account and the 


When a Mobile Station (cell phone) powers on and off, it sends a message to 
the system with it’s identity and parameters. This is called a registration. The 
information is recorded in the HLR. The handset repeats sending a registration 
message periodically as determined by the network. 


prescribed service 
features are made 
available to them. 
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j: Intercept Trockittg leow 



4^ 

\ Bas 


Baf & S^tior 


as^e Statioi 


Bas^e Statioi 


Ba^e^atior 


Base Statioi 


Base Station 
V Controller 


Base Statioi 


Cellular Network /pH 



Base Station 
Controller 


The MSC provides 
on connectivity to the 

Public Switched 
Telephone Network 
(Landline phones), as 
well as connectivity to 
„ data services such as 

Mobile Switching 

1 Center web, email, and 

jlDElD multimedia for people 

° ^ speed data 

Capable phoues or 

HLR/VLR 

cellular data cards. 


HLR/VLR 


^umic 

Switched 
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Base Station 
Controller 


<=’ Mobile Q 
Switching 
Center 
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Once a call is placed 
or received, the 
cellular user 
communicates with 


their service 
provider’s closest cell 
tower 


Mt- 

O 


As the user moves g 
geographically, \ 
“handoffs” will occur d 

o 

between cell towers 
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Frequency Bands and the Cellular e 

Air Interface ^ 




Communication between the mobiles and the network occur in 
two frequency bands in the United States, (800 & 1900MHz).* 
Overseas networks operate in the 900 & 1800MHz bands. 


Cellular Spectrum Allocations in North America 


824 MHz 835 845 849 870 880 890 894 



825 MHz 846.5 869 891.5 


Personal Communications System (PCS) Spectrum Allocations in North America 



1850 1910 1930 1990 

MHz MHz MHz MHz 

* 
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Cellular Spectrum 



PCS Spectrum 



15 MHz 5 15 5 5 15 unlic.unlic. 15 5 15 55 15 

data voice 


1850 

MHz 


1910 1930 

MHz MHz 


1990 

MHz 



- The 800 MHz Cellular band 
has two sections, small “a” 
and small “b”. These were 
the original cellular 
frequencies. 

■ The PCS band is divided 
into six bands, large A-F. 

Bands A-C are 15 MHz 
wide, D-F are 5 MHz wide. 

■ Ownership of these blocks 
are not uniform. A service 
provider might operate in 
“b” in one market and “C” in 
another. 
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Cellular and PCS frequency bands are subdivided into Radio Frequency (RF) channels 
for communication between base stations and mobiles. Mobiles transmit on one 
frequency and listen on another. 



Neighbor 

Channels 


Base Station 







Cellular Spectrum 



Reverse Channels Forward Channels 



15 MHz 5 15 5 5 15 unlic.unMc. 15 5 15 55 15 

data voice 


1850 1910 1930 1990 

MHz MHz MHz MHz 

PCS Spectrum 



The lower set of spectrum 
in both the cellular and 
PCS bands correspond to 
the reverse channels 
transmitted by the cell 
phone to the tower. The 
upper regions correspond f 
to the frequencies j 

BSsJ 

transmitted by the towers © 
the phones 
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To: Operational Technology From: Operational Technology 

--Re: 268-HQ-1068430, 03/07/2007 


LEAD(s) ; 

Set Lead 1: (Info) 

OPERATIONAL TECHNOLOGY 


AT OUANTICO. VA 


CC; 


Read and clear. 


QT-ERF 
J QT-ERF 
QT-ERF-E 
QT-ERF-E 

[qt-erf-e 

QT-ERF 
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The Federal Bureau of Investigation (FBI) requires that contractors shall not divulge, 
publish, or disclose information or produce material acquired as or derived from the 
performance of their duties. For purposes of this clause, "Information" shall include but 
not limited to: In any media or all media including on the Web or Websites; publications, 
studies, books, thesis, photographs, press releases describing any part of the subject matter 
of this contract or any phrase of any program hereunder, except to the extent such is: 

(i) Already known to the contractor prior to the commencement of the contract 

(ii) Required by law, regulation,, subpoena or government or judicial order to be 
disclosed, including the Freedom of Information Act. 

No release of information shall be made without the prior written consent of the Office of 
Public Affairs and the Contracting Officer. The contractor and the author are warned that 
disclosure is not without potential consequences. The FBI will make every effort to review 
proposed publication in a timely manner to accommodate theses and other publications. 
Where appropriate, in accordance with established academic publishing practices, the FBI 
reserves the right to author/coauthor any publication derived from this contract. These 
obligations do not ease upon the completion of the contract. 
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rnjD 


RE; 


Enhancement Task Order - Outlook Web Access Light 


8/24/11 10:43 AM 


”•0 Office Outlook Web Access Type here to search 


I This Folder 


rjl^ i3 Address Book 


I Options @ Log Off 


Mail 

Reph 

Reply to All 

Forward Move 

^ Delete Close 4 . 'Qr 

Calendar 

RE: 


Enhancement 

Task Order 

b7C 

b7E 

i§5] Contacts 


Sent: Wednesday, August 24, 2011 10:37 AM 


@ Deleted Items 
^ Drafts 
Q Inbox 

^ Junk E-Mail [2] 

^ Sent Items 

Click to view all folders 


^ Manage Folders... 


To: 

Cc: 


Here's an addendum to the email I sent yesterday which includes a 


task (Sub Task 


3) that may be of interest. We can fit this into the prop by the Sept 6 delivery date. 


Sub Task 1, 


Scope: Build the 


jto supporl] 

■ NO formal reviews; monthly review to provide status. 

■ No formal acceptance testing. Analysis / demonstration at the end of the program to 


prove the] 

Final report documenting the results of ttie results and analysis and demonstration 


Sub Task 2 , 

■ Scope; Demonstrate 


with the next generation 

We will provide a technical write up of the proposed effort but not a price. We will 
provide a ROM at a later date. Give me an additional week or so to get that to you. 


b3 

b7E 


Sub Task 3, 


Scope: Provide a proof of cnncent implementation of 


first step in implementin 


This is the 


I b ut have not been able to try. 


We already have a concept that we've researched 


Will require] jto demonstrate the concept. 

No formal reviews; monthly review to provide status. 

No formal acceptance testing. Demonstration at the end of the effort. 
Final report documenting the results of the research and demonstration. 


b3 

b6 

b7C 

b7E 


From:| 

liipcnav fliinncl- jm 1 PM 

Toi 
Cc; 


Subject: RE; 


Enhancement Task Order 


To do what you're asking is going to take much more time than we have to reply to the RFP a nd I 
know y ou're on a tight schedule with yea r end funds. What we had originally ROM 'd fori I at 


and then demonstrate it would work in thel 


was to 

There was no PDR/CDR or any kind of test program. There was no 


https://www.324mail.com/owa/?ae=ltem&t=IPM.Note&id=RgAAAAAa61...sl9RRrqeCdR5SakRAFqclpG9AABrYMmmsl9RRrqeCdR5SakRAIPXTaXWAAA) 

CELL/0 ID 030 28 O 


Page 1 of 3 







RE: 


Enhancement Task Order - Outlook Web Access Light 


8/24/11 10:43 AM 


For this RFP, we would like to propose the following: I 

■ We provide you with a prop to" do essentially what we told| |we were go ing to do when 


w e gave him the ROM 

top 


Essentially we propose doing subtask 1 with a small 


effort 


I is a small adde r to the origina l ROM but would be useful for providing 
a demo of the I I capabilities. I I would meet all the requirements you call 


out for Sub Task 1 in the RFP. The only difference is we would not have formal design 
reviews and no acceptance test. We would have monthly reviews to provide progress and 
details of the design as it mature s. The end product of this subtask would be a nalysis / 
demonstrat ion that the I |meets all the requirements necessary to support Ifor;^ ^ 

all specified P | 6 

For Sub T ask 2 we propose to provide you a ROM on the cost to implement f | for all b7C 
[ listed in the RFP. We'r e probably going to need more time to get this ROM b7E 
together as there is a good bit of tasking to be considered. 


Hopefully this provides you what y ou need to award work within the rang e of the original ROM 
while also providing bogies for thel [work should you wish to fundi 


From:| 

Se nt; Tuesday, August 23, 2011 10: 15 AM 

Cal_ 

Subject: RE: 

Hi 


lEnhancement Task Order 


b3 

b6 

b7C 

b7E 


Just to follow up - we have a confirmation from all parties concerned. We would like to review a proposai with work 
packages or the requirements broken down into smalier portions for our review and evaiuation. 


Thank you for your assist ance. 



Lontracting utricer 
Quantico Contracts Unit 
Federal Bureau of Investigation 
HQ:, (0)1 
QT: (O) 


From: | 

Se nt; Tuesday. August 23. 2011 9:5 5 AM 

To: 

Cc: 


Subject: RE:| 
Hi 


Enhancement Task Order 


b3 

b6 

b7C 

b7E 


Per our conversation a moment ago: Please divide the proposai into work packages for our review and evaiuation. 
Should funding become an issue this will enable us to prioritize work. Ps I said, we're trying to get you a more 
detailed answer; however in light of your upcoming meeting in 30 minutes I wanted to provide some guidance. 


https://www.324mail.com/owa/?ae=ltem&t=IPM.Note&id=Rg/W\AAa61...sl9RRrqeCdR5SakRAFqclpG9AABrYMmmsl9RRrqeCdR5SakRAIPXTaXWAAAI 
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RE; 


Enhancement Task Order - Outlook Web Access Light 


8/24/11 10:43 AM 


Thankg 



Contracting Officer 
Quantico Contracts Unit 
Federal Rurpan nf TnvPcHnaHnn 
HQ: (O 
QT: (O; 


b3 

b6 

b7C 

b7E 


From^ 


Sent; Mgndav. August 22. 2Q11 8:18 AM 


aqti HQ 
To; 

Subject[ 


^Enhancement Task Order 


We've received the RFP for th e new task o rder. After the first read, this looks like more than! 


was anticipating funding something like this task order 


worth of work. We knew tha^ 

and thought he had way less than] I 

I need to know if we're totaily off base in our initial assessment of the scope of work for this task b 6 
order. I would hate to go through all the work to propose something that is way beyond your b7C 
expectations. b7E 


4- 


£3 Connected to Microsoft Exchange 


https://www.324mail.com/owa/?ae=ltem&t=iPM.Note&id=RgAAAAAa61...sl9RRrqeCdR5SakRAFqclpG9AABrYMmmsl9RRrqeCdR5SakRAIPXTaXWAAA) 
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M.L rMF;;:F:-‘XJ .i ::m ' : i ■■ m ■ 
HEREii-i I s Til,;:: 

DATE 12-03-2012 3'i f/ :bt:. f 




b3 

b7E 


Overivew 



CELLSltE-1653 


023189 






b3 

t)7E 


(For correction, comments, 



b6 

b7C 


CELL/OTD 023197 


CELLSITE- 16540 




b3 

b7E 




CELLSITE-16541 



CELLSITE- 16543 





CELLED TD 023201 


CELLSITE-16544 





(For correction, comments. 



b6 

b7C 

b3 

b7E 


CELL / 0 ID OZ3202 


CELLSITE- 16545 







5 Steps Process 



CELLSITE- 16547 


b3 

b7E 


b6 

b7C 


CELL5ITE-16549 





5 Steps Process 



C EL t/Cs ID 023207 




CELL.'-OTD OZ3209 


CELLSITE-16552 



Tracking Technology Unit 



CELL/OTD 023Z4 




I ■ ^ V 


If T 4 




Day 2 (8:30am - Late) 

- 8:30 - 9:30am 

■ Classroom (Mission Overview) 

- Field Exercises 

■ Team 1 and Team 2 


Day 3 & 4 (8:30am - Late) 

- 8:30 - 9:30am 

■ Classroom (Mission Overview) 

- Field Exercises 

■ Team 1 and Team 2 

Day 5 

- 8:3 0-10:3 0 

■ Overview (Classroom) 

■ pverview (Classroom) 

- 10:30 -Late 

■ Field Exercise 






Day 1 and 2 

- Learn to ri 








■ Day 3 & 4 

- Scenario Overview 

■ 

- Field Exercises 


- Team 1 and Team 2 






■ Day 5 

- Overview of 

■ 

- Ov erview of _ 

■ 

- Field Exercise 
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Classification: mJCLASSIFIED//FOUO 


Hi 


See below for the materials to be updated / added to the 


I also included quick start 


guides I received from Harris. These guides contains Harris proprietary information. Let us know if there's anything else 
you need. 


Additional Material: 






Classification: UNCLASSIFIED//FOUO 


Have you assigned the Website updates yet? | [ will want an update the first week in January and I will be off the 

week next week. Let me know. Thanks. 


From 



Sent: Wednesday, December 07, 2011 J 

< 

O 

O 

o 

To; 

Subject: Website Chanoes 


Classification: UNCLASS I FIED//FOUO 


I l -per oLir discussion here is the list of areas that need to be addressed and who is responsible 
for completing. Please meet with your team and set a deadline of when items are due since you are 
familiar with each person’s workload. Just le t me know the deadline set so I can s et a tickier and 
send reminders periodically. I briefed bn our discussions and with i l upstairs yesterday, 


b3 

b6 

b7C 

b7E 


so he can provide more guidance to the areas with his/your names. If I missed anything, let me 
know. :0) 


« File: Website Changes 2011.docx » 


Thank you and ha ve a glorious day! 


Management & Program Anal yst 


Classification: UNCLASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 


Classification: UNCLASS I FIED//FOUO 


Classification: UNCLASS I FIED//FOUO 


CELU/OTD 02238 5! 

3 

CELLSITE-5826 



From: 

Sent: 

To: 

Subject: 


V45 PM 


:: Revised ECs ton 


Classification: UNCLASSIFIED 


You may want to review the test attached— the question for number 1 is missing, and I altered the classification line- 
double check to ensure it is correct. I also fixed some of the grammatical and punctuation errors, but you may want to 
review one more time before submitting. :0) 

□ Written Exam 
vl.O.doc 


From^ 

Sp nt-; MnnHav. Dririhpr 

To: l 

Subject: Revised ECs foJ 


Classification: UNCLASSIFIED 



Below docs are fo| [request. 

« Fil e: COU RSE AGENDA.docx » 

« Fil^ [Written Exam vl.O.doc » 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


^2372 


1 


CELLSITE-5833 




Is that what we are reporting we are using from our base funds? 



C E L "Fi: 


O" 


s 


13 


CELLSITE-5913 









Here is the estimated 2011 cost/funding info we received from back in Juiy or August. It appears that l I has 
sufficient funding to cover expenses for all approved projects for FY201 1 , so we won't have to make any tough choices. 







Mi INFORM&IICN m ' 

HEREIN 

DATE 12-05-2012 EY C51‘l/:i:rj: 



UNCLASSIFIED 

NON-RECORD 











Thanks for the unique question. I will come back to you with an answer, whatever it turns out to be. 
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SECRET, VMOhURN 


OPERATIONAL TECHNOLOGY DIVISION 


b3 

T7E 


Wireless Intercept and Tracking Team 

FY09 Accomplishments / Update 

Part 2 

04 AUG 2009 




CELL/0 TD 01 5SZ7^ 



O T ' T-'^T-' / 

oi^/Nw^xvi -/ 1 /; 


N’OrOiiN 
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■ Technologies 
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Overview and Program Milestones 




WITT Training 

Stats: 

■ Currently over 





Contact Information 


Supervisory Special Agent 



office 

cell 



24/7 HOTLINE!!!!! 



Questions or Comments 




Answers to 



(U) It is acceptable for the| 
£Oirxent system capabilities of 


to include 


A delivery timetable of the 


critical to address immediate needs . 


however is 


(U) Please identify the resource efforts, costs and overall 
scheduling impact to perform an investigative studies of 

in the first phase and 


we shall determine whether it is feasible to accomplish the 
task in the first phase or consider it for subsequent phase. 
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NON-RECORD 


Sent to you already right after we completed mod. 
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to final version of the slides.. 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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Please send a list of names and SSN's so I can get their clearances in, access to the training facilities, and directions out 
to the students. 
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days-. ) 


Moot court practical exercises (three 







From: 

Sent: 

To: 


i3ur«RsV«FstiiikUTA»:wiiiiisn^rifluvT/ 



UNCLASSIFIED 

NON-RECORD 


To all WITT Coordinators and WITT operators, 







Feb 1-5, 2010 
Office, VC 

may be able to squeeze a 
March 22-26, 2010 


April 1 2-16. 2010 


June 14-18, 2010 
in. 


July 19-23, 2010 
in. 


Potomac, MD 


San Diego, CA 


Philadelphia. PA ] 

] 

1 


Norman, OK 


Orlando, FL 


Sept 20-2 4. 2010 ( both) Philadelphia, PA 

fiinde ri hvl 


Hopefully you read all of that.l 

[ Please get back to me soon if you 

can make it to Potomac. If you can make it to one of the others - please let me know and I will put you on the list. 
If we get too many people t we will go with first come. 


Thanks for the support. The way I see it we should be able to get a 
class this year and all of you can take the 


least Of vnu thr ough the actual iiye 


as soon as 


is done. 


UNCLASSIFIED 
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As for [ve ha ve been training ar>p roximately| 
of those slots go t d being usefol 


'd like to have 


:en to twelve (10-12) 
it is even more 


to those wno may utiiiz ^ 

important to the street agent who will use the survey process in his/her everyday investigative capacity. With 
that said, we hope to get between T [ this year. The date is not cemented but we're 


targeting the third week in January. We hope to have the dates nailed dovm by weeks end. 
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I called yesterday and told me to supply some info for a tasking that had come down. Please let me know if b 7 E 
you need any additional info. 



Training info as follows: 
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targets should be plenty. SC | [ would like to see the equipment in locations it will be most productive. Any thoughts? 
All other locations seem to be working extremely well together. 


Thank you for your efforti 
both favorably. 


We had the opportunity to speak about WITT ancj |a/ITT yesterday and publicized 




01 748 
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UNCLASSIFIED 
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sorry, I need to go back to counting school. Totals should read: 




Total 


I've been looking at too many NY inspection numbers. Does this look ok?? Thanks, 

— Original|i vi a ggan a... . . 

From: 

Sent: Tuesday. October lA 20Ufe PM ^ ^ 

To: 

Subject: 

UNCLASSIFIED 

NON-RECORD 


Here is the info I have.. / 
considered trained undei 



|WITT trained personnel, 
s this accurate? 



arson hel are 
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■ I ^WITT Training Workbook 

■ Student Disk 
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GN iz-jc-gil: 


From: 

Sent: 

To: 

Subject: 


Thtirsdav SsntemhRr Hfl ?nifl 1 1-14 AM 


SEC^Emtq^FQRN^ ^ 

RECORD^6^^n^Q4i)68430 


Here is the 


Anything marked with red is not directiy traceabie to exact wording. Some may be 


inferred but not defined, others may not be compiiant. These are the areas where we need to question them. 
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ssibly leverage to share any information identified in today’s 
meeting, or use as an access method to communicate easily. 
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Today’s Presentation 



Discuss suites of tools with requirements for 











T echnology/Capabilities/T ool 
Mapping to Mission Goals 


Technique/T ool 


MISSION GOALS 


Technique/T ool 



In General - Techniques/Tools 
are multi-purpose (Re-use) 

POPULAR EXAMPLES of Techniaues/Tools 






Background 


Before we go into each Mission Goal and Describe Capabilities... 


bnd the FBI 


A little about the US 


b3 

b7E 
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Current Popular Commu nications Technolo pies 
throughout U.S. 
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Mission Goals Continued. . . 


c© 

o 

■T" 

o 

Let’s get back to Mission Goals ... ^ 

o 
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Question td 


What systems are used? 
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Technology/Capabilities to 
Mission Goals 
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Reference Data / Data Sources 

Enhancements 






TOPICS 



SPECIFIC TOPICS 


OTHER TOPICS 
Today’s Wireless Devices 
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“Provide the FBI with technologies to support 







Focus Areas] jWITT applies research and development and liaison efforts to meet, at a 

minimum, requirements the foilowing mission focus areas. 






CELL/OW 019661 
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submits the following representative case scenarios, for 
Wscussion, that represent and increasing demand for FBI 


assistance, where the 


has 


b3 






SLC 





□ Background: 
Request to[ 


■isi- 


n TgrhnifiiiAS ncinlnvAri- 


S 
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□ Background: 


□ Techniques Deployed: 


sfesR^T 





□ Background 


□ Techniques / requirements 






□ Background 



Kfairial 



CELLSITE-6884: 



□ Background 


WITT has traditionally provided coverage fo 


□ Technologies available 


bl 

b3 

b7E 
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Issues 


■ Commercial Markets are implementing newer wireless standards and 

services in networks at accelerated rates. 


■ Technical Sol utions are normally available 


Methodology 

Description 

Investment 

Procurement 









Product 
Development / 
Enhancement 





Internal 
Development • 

Develop systems completely in-house 4 

'b. : :: 

' 
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Focus Areas - NUT applies research and development and liaison efforts to meet, at a 
minimum, requirements the following mission focus areas. 












Wireless Intercept 
Tracking Team 


WITT Program Briefing 






xT 



Overview and Program Milestones 


Program Mission 
WiTT Team Members 


Historicai Perspective 
Training 


Future Focus 
Appendices 

CELL/OTD 019370 
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Training Provided 



an 


i 


i’ . . 

equipment deployed to 


and training provided 



Ten courses include: 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 
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Preparation for Court Testimony 





Preparation for Court Testimony 
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Locating a Subject 


■ Builds upon historical analysis when available 



■ Requires legal authority, varies by mission 
specifics 


CELL/OTD 019382 
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into FY 2011 and beyond, our efforts are being 
focused in the following directions: 



X 







Appendix A: WITT 
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Appendix D: WITT 
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Appendix G: WITT Training 


• Who Gets Trained? 



• Duties inciude responsibility for cases invoiving: 









Appendix H: WITT Training 
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Appendix J: Court Order Required 


Call Related Network Information 






Appendix L: Program Milestones 
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DATE 05-lc-;0i; j 


To: 


Subject: 

HI to All, 


Stingray training guide 


Jasked that I forward this to you. It's a step by step guide fo[ 


comments or suggestions, please let me know and we can trv to incorporate them. 

I don't believe that I have met any of you. I 


] If you have 


J 


r 


-■ I Tm back 

_[no stlv in the training area. If there is anything that I can do to help you 


supporting[ 


out, just give me a call. TakeCarej | 



StingRayJTraining. 
Guide.doc (1... 
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COURSE AGENDA 



Day 2 : 1"*Half 
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[Repeat the exercise with 

I 




Day 3: 1"*Half- 
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2"^ Half - Classroom 

- Written Exam 

- Questions & Answers 

- Wrap-Up and System Tear Down 
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From: 

Sent: 

To: . 
Subject: 

Importance: 


PGC) (FBI) 

av, February 24 . 2010 12:53 PM 
l (OTD) (FBI) 

'Jon-uisciosure Agreement with 


WITT| I 


UNCLASSIFIED 

NON-RECORD 


I may have misspoken a bit when we talked earlier today about the tasking for drafting the | | 

NDA for .1 was right that } asked both of us to work 

on this, but what he wanted was for you to work on a draft of the agreement and for me to 
review/finalize that with you before it went to him. Sorry if I caused any confusion about who was 
doing what, but it looks like you are supposed have the lead and then work with me (OGC) to finalize 


I had mentioned tc j | a while back that I previously drafted an MOD for the l I folks 
concerning their ] program and that we might be able to use that as a kind of pony here, 

since it's a similar (but not identical) situation of FBI wanting to 

I've attached a copy of it here in case you want to take a look. It dates back to summer 


of 2006, anc|_ 
pushed out to 


Jmay have since modified it, but it should give you a basic idea of what they 



but I thought I'd pass it on so you would not have to start from 


scratch. 


Let me know whenever you have a draft and we can discuss/finalize it for] ~| 


Thanks and sorry for any confusion. 


CELL/OTD 017635 


CELLSITE-16669 








^5 


17-1 n-ni 

si I 


Draft.do... 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bu reau of Investigation 
Direct Dial; 

Fax: 


b3 

b6 

b7C 

b7E 


This message may be protected by the deliberative process and/or attorney-client privileges. Please do not disseminate 
outside the FBI without the express permission of OGC and/or the sender. 


UNCLASSIFIED 
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(OTD) (FBI) 

From: 


(ITED) (FBI) ] 


Sent: 

To: 

Cc: 

Subject: 


Thursday. March 18, 2010 2:41 PM 
THOMAS. MARCUS C. (OTD) (FBI) 

COOK. PATRICK B. (OTD1 (FBI): DICLEMENTE. ANTHONY P. (OTD1 (F BII: STRUYK. 
JAMES L (LA) (FBI): ! I (OGC) (FBI) 

FW: Draft NDA - second review 


b7C 


COSaPeffflgifeFORN 
RECORD 319-0 


b3 

b7E 



From: I t OGO (FBli 

Sent: Mnnriav Marrh ?^in 4;37 PM 

To: I b lDI (FBI) 

Subject: RE: Draft NDA - second review 

UNCL^SSl^iE^ 

NON-RECORD 


b3 

b6 
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b7E 



Pony_NDA re wm 


□ 


it needs to be formated properly. 


From: 

Sent: 

To: 

Subject: 


I (OTD) (FBI) 

Tuesday. March 09, 2010 1:14 PM 
|(OGC) (FBI) 

kb: Draft NDA 


NON-RECORD 


b6 

b7C 


Looks good, with a couple of points. 


1 . Wherein the notification for 

I'm pretty sure you b3 

meant TTS, but not completely sure. Does 

Just making sure. b 7 E 


2. Your thoughts trailed on you at the end. The last sentence just stops. 


CEU/OTD 0176Z8 
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Thank! 



b7E 


« File: Pony_NDA re WITT ,201 0021 6.wpd » 

I your review. ' ' 
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LES//FOUO 


2""‘ Half-f 



- Written Exam 

- Questions & Answers 

- Wrap-Up and System Tear Down 
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Wkehss fntmept siteF Feffm 
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f*t B 
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Program Briefing 
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Vendors Evaluation 



WITT has looked into the following vendors for 
multi-band denial of service system: 




WITT attended and participated in May and June of 2010 



■ More operational exercise is scheduled and WITT intends to participate 


CELLSITE-167 









Technical Requirements 

tmd Tmt&kg Tcow " 


W ITT has identified the following critical r equirements essential 

to and are continuing to 

work with potential vendors to adopt the best solution. 






■ Solution will likely 





Implementation Planning 
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Federal Bureau of Investigation 







Dlil'Es 12-17-2012 
CLASSIFIED BY 65179 DMH/Sl 
REASON: 1.4 {C, SJ 
DECIASSIFY ON;. 12-17-2037 
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Project Briefing 




Mi INFOB»TION COHI1.INED 
HEREIN IS DNC1A3S1FIED EXCEPl 
wfiERE, SHOW OIBERWISE 


Trackina Techno o 




December 201 1 


SP5RET//NOFORN 
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a) Ensure mission objectives and operational requirements remain same 

b) Ascertain strategy and technical approach to solution remain so und 

c) I I 

d) Provide project/program update including development schedule 

e) 

f) 

g) 

h) 
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bl 
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s! Planned Operation Strategy 




S^eRiT 



Current Assessed System Capabilities 
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Q! 
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Projected Strategy & Implementation 
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EXERCISE SUMMARY REPORT 






Wireless Intercept 
Tracking Team 





b7E 


Charting the course through 
FY 2008 and beyond. 





In Overview 

■ The WITT Team 

■ The WITT’S Mission 

■ WITT Engineering & Research Endeavors 

■ WITT’S New Rollouts 

■ WITT Case Resolutions 

t 



CELLSITE-16725 














WITT’S Mission 


The Wireless Intercept and Tracking Team (WITT) 
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b7E 


iOi2Z'l 


Wltekss htetcspi and Tracking roflm 



Engineering Endeavors 


The Goals 





nSiuc^^H^H 



The Gleanings 


WyTT 






■ Training will be coordinated through WITT 











ifP f 

Silii 


Capabilit 
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■ System operates with the 


CELL/O TO 





Systems 


I 
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■ System resides with the WITT Team at the ERF 



CELLSITE- 16734 



WITT Case Statistics 


^^There are three types of lies: 
Lies, Damn Lies, and Statistics 


Attributed to: 

Mark Twain, Benjamin Disraeli, and others... 





WITT Case Resolutions 









WITT Case Resolutions 







-1 







Questions or Comments 
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■ WITT| past Training 

- FY2006 - I [ Trained 

■ Trained by WITT personnel 

■ Trained by Harris 

- FY2006- -I 1 WITT trained 

- FY2006- 
~ FY2006- 

- FY2006- 


Total ! 1 trained = 

Total VCMO/CID Agents trained 






O 

\ 

J 

LiJ 

U 






t\b6 

Cb7C 

b7E 


Training April 24-May 5, 2006 (VCMO) 

- Same attendees 


* -j 
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■ Training wiil cover 


■ Supplementai classes may be added based on funding and need 



CELL/OTD 02 







- Focused on 


Research and Development Efforts 


Completed Efforts 

- September 2005 - Concepts Presented to Funding Board 

- October 2005 - Funds Allocated 

- February 2006 - WITT Receives Funds 

Initiated 


Funds Received 


- February 2006 -1 

- August 2006 - 

Ongoing Efforts 

- October 2006 - Task Kickoff (Period of Performance 1 year) 

Future Efforts 

- October 2007 - Technical Research completed for 


- September 2007 - Identify follow-on funds and research 


to b3 

b7E 


in 


1 = 

O 


id 
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■ WITT 




Successes 


Successful VCMO 
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Document Details: 

Case ID: 319W-HQ- 

A1487699 

I 

Serial: 

r. - 

HEREIN 

DATE 12-17-20.^ 2 - ■ - ^ - ’ 

367 

Ref Case ID: 

66F-HQ-1299302 

Ref 

Serial: 

9 

Office: 

1 1 

Type: 

EC 

Date: 

■05/15/2006 



To: 

ALL DIVISIONS 

From: 

OPERATIONAL 

TECHNOLOGY 

Author: 

Topic: 

Approver: 

THIS ELECTRONIC COMMUNICATION (EC) UPDATES FBI 
POLICY 

Classification: 

Authority: 

SCI Flag: 

IRS Tax: 

U 

Duration: 

Rule(6e): 

Handling 



, Caveats: 


Secure 

document: 


Document Text 


Precedence : ROUTINE 


Date: 05/15/2006 


To: All Divisions 


All Legats 

International Operations 
Administrative Services 


Attn: EADs and ADs (Encs.) 

ADICs (Encs.) 

SACs (Encs.) 

On-Scene Commanders (Encs.) 
CDCs (Encs.) 

( (Encs . ) 

K Encs. ) 

Attn: Legat (Encs.) 

ALATs (Encs.) 

Attn: SAC (Encs.) 

Attn: Manuals Desk (Encs.) 


From: Operational Technology- 

Tactical Operations Section 
Contact : I 


Approved By: Haynes Kerry E 

Fuentes Thomas V 
Thomas Marcus C 


DiClemente Anthony P 
Clifford Michael 


Motta Thomas Gregory 


Drafted By: 


[Law 


b6 

b7C 
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mhtml:file://S:\TTS\TTl |^Website\Deployment of FBI 
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Deployment of FBI 


Page 10 of 10 


substantive FBIHQ Divisions, the LEGAT, and 010. | |can be 
contacted anytime day or night at I ' ‘ * . 


or via SIOC. 


LEAD(s) : 

Set Lead 1 : (Action) 

ALL RECEIVING OFFICES 

Please bring to the attention of appropriate personnel. 

1 -r 


CC; 


] QT ERF (Encs.) 


(Encs. ) 


1 - Mr. DiClemente, 

1 - Mr. Clifford, QlnsKP . ; 

1 - I I QTERF (Encs.) 

1 - Each OTD Assistant Section Chief, QTERF (Encs.) 
1 - Each OTD Unit Chief, QTERF (Encs.) 


Document Text 
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Web-based Automated Case Support 
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From: 

Sent: Tuesday, July 08. 2008 10:08 AM 

To: 

Subject: 


Mi INE'ORiarf:-:i • m ■ 

HEREIN IS Fi;:': ■■:■■■■■■ 

DATE 04-3c-;o,i:: j: 

b3 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Here's some briefing materiais... 


Wireless Intercept Tracking Team 




10262007_WrTT 

Briefing.ppt 


UNCLASSIFIED 


CELL/OW 007705 CELLSITE-17228 
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From: 

Sent: 

To: 

Subject: 



Monoav. xeDtemner y.h 'AUiia pm 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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SENSITIVE BUT UNCLASSIFIED 


CELL/0 ID 




1 


CELLSITE- 17285 



Subject: 


Briefing for 01 152009 


^£eRgT//NOFORN 
RECORD 268-HQ-1 068430 


Attached is a briefing for upcoming meeting. First set of slides talk about our focus, mission. Second set of slides are 
example case work we do. Third set of slides explains all the areas we need to move and some near/long term goals. 
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b6 

b7C 





I t wnr 

01152009.ppt 



ffU/oro mo63 
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CELLSITE- 17306 



Sg5RET//REL TO 
RECORD^68-HQ- 


Here's the presenation I came up with. I decided not to taik about much, aithough focus more on the operationai issues. 



DERiVED-FRQM:jyi«ttrojg-^^ 

DEetASSlFY ON: 20340605 

^BegET//REL TO USA and~GBR 


C E L I ' O T D O i 2 '9 3 1 
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Antho ny DiClemente 
Chief, |_ 


Oneratinnal Tfinhnningy Division 


b3 

b7E 


Classification: ^CRE2 


Classification: /SECREI 


Cai/OID 059623 


2 


CELLSITE-16297 




, (OTD) (FBI) 

From: 


(OTD)(FBI) 

Sent: 

Monday. January 24. 2Q11 1:26 PM 

To: 

I 

l(OTD) (FBI) 

Subject: 

Scanned file 




b6 

b7C 

b7E 

T^an^you ancC Have a 6(essecC day, 


JidmihistrativeJLssistant 
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CEIL/OTD 009685 


CELLSITE-16353 





From: 

Sent: 

To: 

Subject: 


(OTP) (FBI) 

loGC) (FBI) 
l-riaav. l-ebruarv lb).~?OT d 10:18 AM 
~^ (OTD) (FBI) 
FW: NEW LEGISLATION 



UNCLASSIFIED 

NON-RECORD 


From: 

Sent: 

To: 

Subject: 


I (OGC) (FBI) 

Thursday, February 04 . 2010 1:57 PM 
I ^~1 0TD) (FBI) 

RE: NEW LEGISLATION 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


Here's the most recent version of the legislative proposal (as of last Fall). We are continuing to try to 
push this in connection with the bills that have been floating, around in Congress and 


b3 

generally, but things have been a little quiet on that front as of late. I will let you know if there are any^g 
developments. 

b7E 


I managed to find the last version of the 
provided to the 


]mOU that I had - it is the draft we 


It dates back to summer of 2006, which was over a year before we got the 
Jnay have since modified it to account for some of the stuff that ] [ imposed 

We 


on us, but it should give you a basic idea of what they pushed out to the 
definitely need to add some language about 


We can 


work on shoring this up over the next few weeks so that it is ready for prime time whenever 
gets, authorized and these folks come knocking... 




FBI 

Legislatiye Kropos... 


37-10-0 6 | | m0U 
I | L)rart.ao... 


From: 


(OTD) (FBI) 


■CELL/OW 007737 


1 



Sent: 

To: 

Subject: 


NEW LEGISLATION 


10 8:29 AM 
toGC) (FBI) 


UNCLASSIFIED 

NON-RECORD 


[ Can you ema il me on the new proposed legislation language that you 

wrote addressing . It was b3 

to clarify existing authority, or establish new authority to provide clear b6 
and unambiguous standing authority for federal law enforcement b7C 


SSA I 

Unit Chief 

Tracking Technology Unit 
Operational Tech nology Division 


b7E 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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CELL/OTO 007738 


CELLSIT'E-16357 




CELL/OID 009679 


CELLSITE- 16368 



Users Manual 



Version 2.5 
September 1**, 2006 


Wireless Intercept and Tracking Team 
Tracking Technology Unit 







TABLE OF CONTENTS 


1. SCOPE 1 

2. SYSTEM OVERVIEW 1 

3. INSTALLATION 2 

4. USING THE APPLICATION 3 

5.. ADDITIONAL FEATURES 6 
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CELLSITE- 16376 





(OTD) (FBI) 


DATE: 

reasc;m;: l. 3 r:. :■■ 
DECLASSIFi j ■ 1 ; - 


From: 

Sent: 

To: 


Cc: 

Subject: 


Monday. Fe 


(OTD) (FBI) 


t COOK, PATRICK B. ( OTD) (FBI); 
DICLEMENTE. A NTHONY P. (OTD) (FBI) 


JOFORN 


ECORD I 


ALL UTFOSKATlcat CSNKJO'- ' 
HEREIN ;s uw.:la33if.tfe iy::--T 
WHERE S.EiCiffi CTHERWI3E 


(S ) U pdated information: 



I asked for a summary of the issues, and was advised as follows: 



There may be other questions as well, but this is what I could get in advance. 


l(OTD) (FBI) 

Wednesday, January 27, 2010 10:00 AM 

THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI);r 



iOFORN 


(ECORDF 


Gentlemen, 


bl 

b3 

b6 

b7C 

nb7E 


• CELL/OTD 009700 







I'm not certain what their concerns are at this point, but I believe they are as follows: 



Should we call an internal meeting to discuss further? 



b3 

b6 

b7C 

b7E 
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tEll/OlD 009701 


CELLSITE- 16389 




CELL/OTD 009706 




CEIL/QID 009T07 




CELl/OIO 009708 



bl 

b3 

b7E 


98 


/NOFORN 


CELLSITE-163 



mm 009709 






CELL/QTl) 00971S 







Dm: 01-0?-..'-! :• 

CLASSIFIEZ Z'V -Ijl"! i.-z; or'v 
REASON.; 1,? i"-} 

DECLA3 3 1 FY CH ; ? 1 - G ■■ :.■. - - 


b6 

Mi INFORMATION CONTAINED b7C 

HEREIN IS UNCLASSIFIED EXCEFI 
WaiEE: SHORN 01HEEWIS.E. 


I Since you have informed AD Thomas of 

projects Can you advise me as to what they are 


issues with two WITT □ 
ormally so I can address. 


bl 

b3 

b6 



Attached are the slides for the two projects that were briefed: 



The l l arouD will be here Thursday afternoon for a second round of briefings, and I don't think these issues will be 
brought up in that venue, but they will likely come up within a week or so. 


SSA| I 

Unit Chief 

Tracking Technoiogy Unit 


Operational Technology Division 



b6 

b7C 
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CELLSITE-16399 







From: 

Sent: 

To: 

Cc: 

Subject: 


(OTD) (FBI) 

Thursday, January 28, 2010 7:30 AM 


(OTD) (FBI): THOMAS, MARCUS C. (OTD) (FBI) 
RE: FY09/1 0 Executive report 


COOK, PATRICK B. 


JSECRETt/NOFORN 
RECORD 200 


SSA| I 

Unit Chief 

Tracking Technoiogy Unit 
Operational Tec hnoioav Division 


From: 

Sent: 

To: 

Subject: 


Tuesday 


l(OTD) (FBI) 

lanuarv 26, 2010 8:09 AM 
l (OTD) (FBI) 
xecutive report 


SEeRET//NOFORN 
RECORD 200 


I'm assisting T I with the | | 09/10 Executive report. One of the takeaways from the meeting yesterday was 
develo ping some success stories to include in the report. I want to include a couple (2 or 3) of success stories from both 
I landTTU. T he stories only need to be a few sentences describing the situation, actio n, and results . They should 
bi Th e following p rojects were rhentioned as having success stories: FBI-001 1 I FBI-014 

I HbI-025 FBI-02(J I 


Would you mind passing this on tq |to have them provide a couple of success stories? If there are success 

stories in other projects that would fit better have them include that instead. I need to have everything together by COB 
tomorrow. If you have any questions give me a call. 


Thanks, 



sources 


^SSIFY ON: 2^ 
rT//NOFORN ~ 
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DERIVED-FRQM: MuJtote-Sgurcis^ 

DECLASStPrON: 2dg50t26 , 

^ECRgT//NOFORN 
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CELUOTD 009724 CELLSITE-16410 



TRACKING TECHNOLOGY UNIT 
WIRELESS INTERCEPT TRACKING TEAM 



tai/Qll) 009T25 


CELLSITE- 16411 







Fr< 

Se 
To 
Subject: 


OTD) FBI) 




Fw: Diagram 


NON-RECORD 


l iust sent an email concermna needs. oil I At the end I mentionedr 


=YI the below is between 



From: 

Sent: 

To: 

Cc: 

Subject: 


I (OTD) (FBI) 



RE: Diagram 


NON-RECORD 



From: 

Sent: 

To: 

Cc: 

Subject: 


Friday, July 17, 2009 2:15 PM 


r. Diagram 


SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 





CELL/6ID 003559 






pdf 


*<ri -I 



Many of the other solutions are| 
depending on the needs of the case. 

If you have any questions, I will be TDY next week but reachable by cell. 


b3 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIEP" 
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SENSITIVE BUT UNCLASSIFI 
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CELL/OTD 003560 


CELLSITE-16414 





(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


I (OTD)(CON) 
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Presentations: Instructions and Templates 
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Attached please find two Powerpoint files related to the upcoming FBl I I briefings. The first file contains an overview 
of the briefing process, general presentation instructions and specific guidance for completing the slides for which you are 
the des ignated Project Lead. To r educe the burden, I have already entered much of the required information from the 
I { database maintained for all ! { projects. The second file contains the partially completed slides for each of the , 
briefings you are scheduled to present on November 5th. 
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BRIEFER 

0800 

Introductipns/Opening Remarks 
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014 
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015 
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1500 
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028 
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■Questions /Comments 


Should you encounter any difficulties with the template, or if you have any questions I can assist you with, please give 
a call. 


D /U 

b7E 


Once you have completed your slides according to the instructions please return the file to me. 
DEADLINE: October 19 


Note; I will be out of the office much of today and all day tomorrow, but expect to be availabl e all day on T hursday. ' That 
same dav I ho pe to have time to forward you the slides for your two remaining projects (#02 ^ [ and #013- 

which you are scheduled to brief on Monday afternoon, November 8th. 


Regards, 
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Instructions 


Print pages 2-6 and refer to them as you prepare your presentation. 


November 5/8, 2010 


LN 








"S^^SEjmOFORN 


Instructions: Slide #A 


Introductory Slide - Overview 

For Existing Projects (previously briefed): 

Add text and graphics as necessary to provide a high level overview of the project. 

You will open your presentation with this single slide, providing an introduction into what the challenge is and how you are addressing it. 
Edit as required 


For New Projects (never briefed before): 

Add text and graphics as necessary to provide a comprehensive overview of the project, identify the challenge and how you are addressing it, and 
elaborate on the Concept of Operations (CONOP) and technical performance information. Include a maximum of five (5) slides. 

Edit as required 
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to be added. If so you can type it in and just forward me a saved copy of the document for record 
keeping. 
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The Federal Bureau of Investigation (FBI) requires that contractors shall not divulge, 
publish, or disclose information or produce material acquired as or derived -from the 
performance of their duties. For purposes of this clause, "Information" shall include but 
not limited to: In any media or all media including on the Web or Websites; publications, 
studies, books, thesis, photographs, press releases describing any part of the subject matter 
of this contract or any phrase of any program hereunder, except to the extent such is: 

(i) Already known to the contractor prior to the commencement of the contract 

(ii) Required by law, regulation, subpoena or government or judicial order to be 

disclosed, including the Freedom of Information Act. 

No release of information shall be made without the prior written consent of the Office of 
Public Affairs and the Contracting Officer. The contractor and the author are warned that 
disclosure is not without potential consequences. The FBI will make every effort to review 
proposed publication in a timely manner to accommodate theses and other publications. 
Where appropriate, in accordance with established academic publishing practices, the FBI 
reserves the right to author/coauthor any publication derived from this contract. These 
obligations do not ease upon the completion of the contract. 
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NOTES FOR PROJECT LEAD 



(S//NF) 



OVERVIEW 


I think you will find it helpful to print out the separate “instructions” file and have it handy as you complete 
this briefing. 

Please check to ensure that listed technologies properly match deliverables (Slide ‘D’). 

Duplicate slide ‘D’ as necessary when multiple deliverables are involved. 

I know that you’ve recently been designated as the project lead, so please confer witi For specifics 
that you might be unsure of. 

If I can help, please feel free to call. 
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Tracking Technology Unit 
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(U) Security Addendum to EC dated 03/16/2006 


p(<s) This addendum further expands on the referenced EC with 
regard CO sole source justification. 




March 16, 2006 


Investigative Technology Division 

Derived From: G-3 

Declassify On: March 16, 2031 
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018521 





At the September 1 0, 200^ brief for AD Thomas, he requested additional detail about the 

projects listed in the portforia 

To assist me in preparing for this brief, please review and update the attached slides was kind enough to 

pre-populate the slides for you to reduce the burden. 


Please return these to me by COB 12/8 in order for me to review and consolidate. 
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The unit executing the project is indicated. 
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current data from the 
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modify this description, please bring 
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Describe the current status of all 
contractual deliverables. Six lines of 
text are available. 

Please edit as required for each 
project. 
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are currently scheduled (i.e., 
significant milestones). Six lines of 
text are available. 
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Essential to include any concern that FY10 
monies may not be expended as planned. 
Include amounts that may be available for 
reallocation to other projects. 

Three lines of text are available. 
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Progress Report 
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□ Specific Technoiogy area 
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■ Technologies 

□ Commercial Networks 

□ Research and Development Status 

□ R&D Competing Technologies 

■ Future Focus 
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Methodology 


Issues 

■ Commercial Markets are implementing newer wireless standards and 
services in networks a t accelerated rates. 

■ I tactical systems are norma lly available 
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Future Focus 

Continuation of following efforts 

Technologies Goals 
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1 Washington. D.C. 20535 _ 










We feel your pain. In the land of common sense, our rationale has no place] ^nd. I will take this issue up with our 

management and try to get it resolved. If it makes you feel any better, this has happened to others recently - although 
in not as egregious situation as this. 







If we can't do this with this particuiar factuai scenario, then 1 can't see a clearer one coming along. Common sense 
doesn't always win. 













where you gave some guidance re: use of WITT/Triggerfish, etc. and our agent's notes weren't completely clear on what b6 


ymir piiidanrp had hppn <;n I am rparhinp nut tn ynii <;inrp I havp hppn arivi.qpd that you arp thp subject matter expert. b7C 
Our new CDC is not really upon this matter from the b 7 E 



I have seen some thing s on thi 
but it seems t o me that! 
usually covers 


Ithat suggest we always getl 


rhe other thing this type of order 



From: 

Sent: 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 



« Fild 



htm » « File 


WITT.doc » « File 

1 


doc » 


before but not in a formal setting. I wanted to pass this! 


lonto you 


I know we've talked about this] 

because I hear you understand the fights we go through as case agents and are willing to help us out when we need it. 
don't even know if you can hain directly hut at laa st you can look a t this, and get a feeling of how ir nportant this is to all 


case agents who work witf(_ 


I 


hich is almost all 


ases these days^ 


> 


as our 


representative from your unit and now I hear he has left. I'm hoping that you could work with me oh tnis issue oecause it is 
bigger than I can handle on my own. 


These three attachments (in order) are thq 


l our posted comments and then thq 

1 If you look at them in order I think you'll get the idea of what 


b3 
b5 

Mike t hey alrea dybG 


do). This seaways into our equally enormous task ofl 


officed 


2 


a routine case. They'll lust sav use the 


pna tne tact that 


he b7C 
b7E 


I'll be in San Diego all next week but my UC is cc'd and I'll have my Blackberry. I think you should maybe come to our 
next class May 13-15, and see what we're doing. It's good stuff and we could use someone to talk about legality. They're 
supposed to let me know when 


]and then we'll have 14 days to make comments. I'd like to 


meet with you or at least have spoken with you by the 23rd when 1 get back, so I can start making our second response to 
the posting. 

Thanks, 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


3 


CELLSITE-11769 









ALL IMFOP.'-rVVi i: h . 
HEK£IN 13 ri.;: 



DATE li-OS-iOi; j.' ::L‘7 7^ 

From: 



1 



Sent: 

1 uesdav, December 30. 2UU8 3:1 / PM 




To: 

Cc: 





Subject: 

RE: WITT 






SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Based on my rudimentary understanding 


oi 


and the guidance we've been given from 


DOJ and in turn disseminated to the field, etc., I agree with your response. 


From: | | 

Sent: Tuesday. December 30. 2QQ8 2:19 PM 

To: I ^ 

Subject: FW: WITT 


b3 

b5 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Please read the following and let me know if yoii agree with my response to the CDC in| 
Thanks, 


You have asked whethel 


The simple answer to vour questions isl I 

b3 

b5 

b6 

If you are also seeking tol b 7 ^ 


Please let me know if you need further information or if I have failed to adequately answer your question. 




Asst. General Counsel 


1 


CELL5ITE-11770 












No problem... let me know what I can do to help. The U.S. Attorney's Office can also reach out to OEO (Office of 
Enforcement Operations) at main DOJ if they want other go-by's. I have found OEO to be very helpful and your USA's 
office can reach out to them if they want DOJ, instead of FBI, guidance. 


From: | | 

Sent: Friday, December 12, 2008 3:48 PM 

To: I I 

Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED b3 

NON-RECORD 

b7C 

b7E 


Thanks for getting back to me so quickly.’ I appreciate your help, and I will probably need your guidance as I discuss this 
with the U.S. Attorney's Office. 


From: 

Sent: 

To: 

Subject: 


Friday, December 12, 2008 2:45 PM 

wm 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Good talking to vou a few minutes aao. I have gone through some old materials a nd have attacheq 

I am happy to work with you on this 

language if you or the AUSA needs additional information. 

« File; WITT Order-Unknown.wpd » « File: WITT Application-Unknown;wpd » 


I also direct your attention to tha 


I hope you find this information helpful, and please do not hesitate to contact me should you have any additional 
questions. 


b3 

b5 

b6 

b7C 

b7E 



PRIVILEGED DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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CELLSITE-11772 




Does.this reconcile with what you have researched/worked on? 



UNCLASSIFIED 

NON-RECORD 


This information, below, is a significant change if it is correct as this ruling dictates that WlTl 


NOW, IT true, we win nave to nave 


Could you check on this or point me in the right direction and I will check for us?? 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 


2 


CELLSITE- 11774 








1 

From: 

1 

Sent: 


Wednesday, October 15, 2008 9:1 

3 AM 

To: 




Cc: 





Subject: RE: Witt 


UNCLASSIFIED 

NON-RECORD 


I work withi 


I just wanted to let you know that the US attorneys office is stating that OEO 


Thanks 


sJ 





Desk 

Fax: 

Cell: 



b3 

b5 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


Tiis'^rlav. Ortoher 14. ?nnfi ?:nq PM 

i-w: win 


UNCLASSIFIED 

NON-RECORD 


From: |_ 
Sent: 

To: 

Subject: 


Tiip<;i1av Spnt-pmhpr -id. VtltlH 


Ub: Witt 




PM 


UNCLASSIFIED 

NON-RECORD 


Thanks. Looking forward to seeing you presentation. October is filling up but November is open for me. 


Assisiaiinjeiieia/ Counsel 
Science and Technology Law Unit 
Office of the General Counsel 


3 


CELLSlTE-11775 






Forlpral Riirpgri nf Inupctinatinn 

(Offic^ 

(Cell)l 

(Secure] 

(Fax)r 


From: 

Sent: 

To: 

Subject: 


luesaav. septemDer JU. ^UU B i:17 PM 
Rb: Witt 


UNCLASSIFIED 

NON-RECORD 


Actually we finalized them last week and burnt a new CD, but in light of the new decision] |we have modified 

the presentation once again. We are teaching a class tonight and I will get with my partner and get you are newest 
version. Also, 1 did speak with our local Magistrate Judge regarding training in October. She recommended that we 
set the date(s) and they will try and get everyone there. So look at your calendar and come up with some dates that 
work for you in Oct/Nov. 


From: 

Sent: 

To: 

Subject: 


rtiocHa\/ Qontemhor •^n ?firiR 9;25 AM 
Rbi Witt ^ 


UNCLASSFIED. 

NON-RECORD 


Did you ever finish this project? I would really like to see your slides. 


Assistant Oeneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 

Fpripral Riirpati nf Invpgtinatinn 


a 


(Offica 
(Cell) 
(Se cure]T 
(Fa>r^ 




b3 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


Thursday. August 21. 2008 3:13 PM 

im 


UNCLASSIFIED 

NON-RECORD 


just wanted to send you a quick email ref our conversation last night. I will send you via bumail a copy of our 

WITT presentation. I will try to include the teaching points that we use when talking about the slides (some of the 
slides are self explanatory, but others need explanation). As soon as we figure out how to marry those two up, I will 
send it out. I am looking into conducting training for the US Dist Ct and the US Attys office sometime in October. I will 
let you know if we get some po ssible dates. I would like to have you or someon e from OCG give a short presentation 
regarding legal issues involving 


4 


CELLSlTE-11776 












2 


CELLSITE- 11778 






Did you folks review ai raft? See below, and also please have someone answer the questions in the e-mail below. 
Thanks, 



Just wa nted to follow-up on this issue and if OTD had a chance to iook at the draft sent over by in 
addition] has sent a few more questions regarding this issue. Thanks! 


Assistant General Counsel 




CELLSITE-11779 






Will do, thanks. We'll be in touch. 





Attached is a write-up of the WITt| Jthat I prepared - using information 

from a variety of sources. Would you please distribute it to the appro priate people within the FBI to (a) make sure the 
facts are accurate; and (b) get answers to my q uestions? I've also aoll Ito the co urt that will 

need to be reviewed at our end. But getting the down will be 

more than half the battle. 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


4 







Have we made any progress on this issue from your side of the house? We may have a case or two 
that we can consider. I propose we get together and hammer out the remaining legal issues. Let me 
know what you guys think. 


Assistant General Counsel 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


DERiyEtTFROM: Multmte^oui^s 
DECLASSIFICATt6N.£XEMPTI0N 1 
SECRET^ 


DERivEDTH^QiVIjM 
DECI^SSlHe^rnOTst^XEMPTIO 1 
SECRET 


PgRtVED FROM: Multiple-SOifrces 
DECLASSIFlC^g^HO^rEXEIVIPTION 1 
SECRET ^ 


DERiygPiH^M: MiUtmirSoi^ 
DECLASSlHGAlTDt^EM^PTION 1 

secret 


pSivEPi^ M: jyuritt^le^^rces 

PECLASSIFtCATtefrLEXEMPTION 1 

secrEt 


tgle Sources 
CEMPTION 1 


PERIVEP 

PECLASi 

secret 


PERIVEPFRGM: Maltfgle Sources 
PECLASSHnCATIOlvrEXEIVIPRON 1 
SECRET 


pjRlVEB-EROM: Multiple-Sgurces 
PECLASSIElCATtQREXEMPTION 1 
SECRET 


PERIVEDJROM: MultirOe-SoCfces 
PECj^ASSlFtejrri^N~^EMPTION 1 
SECRET ^ — - 


5 


CELLSITE -11781 



Subject: 


FW: Wmi 


Here is the latest correspondence on WITT. You can see near the bottom of the email chain, what questions remain for 
the FBI to address. 


From: 

Sent: 


to: I l 1 

Subject: RE: WITT 

b3 

siCREI^^ 

b5 

RECdRtTxxxx 

b6 

b7C 

• 

b7E 


What's up . . . Still haven't heard from OTD, I've got a call in and will find out where they're at with 
this. So I hear your Falcons are going to start the rookie? My Vikes should be solid, but all depends 
on "fragile toes" aka Tarvaris Jackson. Talk to you later. 


Assistant General Counsel 


Wednesday. August 27. 2008 8:29 AM 


From: 


Sent: 

lUfcisudv. rtuuubi.,> 0 . zuuou.izn'i — — 


To: I . I ^ 

Subject: FW: WITT 


I have taken over for 
Give me a call tomorrow if possible and lets 


Did you or OTD get a chance to get back to her on her questions below? 
'discuss where we are on the questions below. 


Thanks, 


From: 

Sent: 

To: 

Subject: 


[ 


hiesHav. August ib. iUUU d:44 I 


FW: WITT 




b3 

b5 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Cc: 

Subject: 


Wedne.sdav. June 25. 2008 1:58 PM 


1 



mm 




RECOTO'xxxx 


2 


CELLSITE- 11783 



b3 

b5 

b6 

b7C 

L 

Bo here they are; 



-d 





■1 


1 


reviewed the draft brief and form and had some additional questions abou 



Thanks! 





From: 




Sent: Wednesday. Mav 21. 2UUb 

To: I I 1 \ 


Subject: RE: wm| 


Will do, thanks. We'll be in touch. 


Assistant General Counsel 


From: 

Sent: 

To: 

Cc: 

Subject: 


b3 

b6 

b7C 

b7E 





RE: WITT 




^SECRET 

REGdl^B^xx 


3 


CELLSITE-11784 





Attached is a write-up of the W1TT| 

from a variety of sources. Would you please distribute it to the approp 
facts are accurate; and (b) get answers to my q uestions? I've also ao 
need to be reviewed at our end. But getting the 
more than half the battle. 


I that I prepared - using information 
Ithin thft FRI tn makfi siirs the 

that will 
bnwn will be 



b3 

b5 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Have we made any progress on this issue from your side of the house? We may have a case or two 
that we can consider. I propose we get together and hammer out the remaining legal issues. Let me 
know what you guys think. 



SENSITIVE BUT UNCLASSIFIED 





4 


CELLSITE- 11785 




1 Hnn't havp faYnpripnr.pi with thip anrl r^an't roall\/ ni\/p aHvdpo ho\/nnrt roartinn \/\/hgt 

lhag jpft hphinri The 


presentation 1 was looking at is available here 



1 , 



These and other documents are available from this page 






1 





PRIVILEGED DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURF, ClI ITRIDF THF FBI WITHOUT PRIOR OGC APPROVAL 


, Assistant General Counsel, OGC STLtj 


Orig inal Message 

From: | 

Sent: Thiirgriav. Aiiongt 7 ^. 7007 9:06 AM 

To: 


Cc: 

Subject: RE: WITTl 


UNCLASSIFIED 

NON-RECORD 


Sorry, not me. 


Assistant bsnsrai uourtsei 
SciencjP nnri Tpr.hnnlnn\{ Law Unit 
Phone 


Cell phond 
Secji irp nhnnd 
Fa> 


b3 

b5 

b6 

b7C 

b7E 


— Original Me 

From: 

Sent 

To: 

Cc:| 

Subject: 

Importance: 


r- n 

Wednesday. August 22, 2007 7:07 PM 


FW: wmi 
High 


UNCLASSIFIED 

NON-RECORD 


Do any of you have any thoughts on the below or prior experience with these issues, iij 


Assistant General Counsel 
Science and Technology Law Unit 
O ffice of the General Cou nsel 
w 
bl 


absence? 


PRIVILEGED DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 


— Original Mess^ 

From: 

SerUj 

To:^ 


s^ 




T 'M]/ b: j PM 


3 


CELLSITE- 11788 






Subject: 


RE: WITT 


UNCLASSIFIED 

NON-RECORD 


Thank you! 


— Original Messa 

From: [ 

Sent: 

To: [ 

Subject: 


Wsdnpfidav. Aiiniif;!??. 


kh: Wil 


] 


^nn? 1 •14 PM 

J 


UNCLASSIFIED 

NON-RECORD 


Running into more meetings.... wil! take a look later this afternoon and hope to get back to you soon, 
hnnfifiillv hy tomorrow morning. 

b3 
b6 

Assistant General counsel bVC 

Science and Technology Law Unit b7E 

nf fii-o i-if tho r^onoral P nimcial 

w; 
bb 


PRIVILEGED DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 


— Original Me 

From: 

Sent: 

To: 

Subject: 



UNCLASSIFIED 

NON-RECORD 


I sent the below message td 


for some legal assistance, but got her "out of office" reply. Would 


you have time to address these questions? 


Thanks, 


Original Me^ 

From: |_ 

Sent: P 

To: 

Cc: L 

Subject: 


WaHnocHaw Aliniicr?? 7nn7 1?-S’^PM 


wrfn 


UNCLASSIFIED 

NON-RECORD 


4 


CELLSITE- 11789 









SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I have no idea. 



b3 

b5 

b6 

b7C 

b7E 



I have seen this, but i heard that it was never approved, uploaded, etc.. Do either of you know if it was approved? 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Subject: 








UNCLASSIFIED 

NON-RECORD 


Additional information. 




Just wanted to pass this along as a trend that at least our US Attorneys office seems to be heading toward. 


Thanks again 



1 


CELLSITE- 11813 









Subject: Kt: witt 

UNCLASSIFIED 

NON-RECORD 


will have to sen d this up to OGC for additional information. I haven't heard this from any other source. Thanks. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FfidfiraJ Bureau of Investigation 
(OfficfiJ \ 


(Cell 
(SecuoiL 
(Fax)^ 


From: 

Sent: 

To: 

Cc: 

Subject: 


ID 

Wednesday, October 15, 2008 9:13 AM 
Kh! Wirt 


UNCLASSIFIED 

NON-RECORD 


b3 

b5 

b6 

b7C 

b7E 


I work withf 


just wanted to let you know that the US attorneys office is stating tha 



Thanks 


Desk 

Fax: 

Cell: 


From: I I 

Sent: Tuesdav. October 14. 2008 2:09 PM 

To: I 1 

Subject: FW: Witt 

UNCLASSIFIED 

NON-RECORD 


2 


CELLSITE-11814 





From: 

Sent; 

To: 

Subject: 




1 

,:49 PM 






UNCLASSIFIED 

NON-RECORD 


Thanks. Looking forward to seeing you presentation. October is filling up but November is open for me. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 



b3 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


iiiwnav. ssnwmfijir .-in. 2uu8~i':l7 PM 
Kb: Witt 


UNCLASSIFIED 

NON-RECORD 


Actually we finalized them last week and burnt a new CD, but in light of the new decision| |we have modified the 

presentation once again. We are teaching a class tonight and I will get with my partner and get you are newest version. 
Also, I did speak with our local Magistrate Judge regarding training in October. She recommended that we set the date(s) 
and they will try and get everyone there. So look at your calendar and come up with some dates that work for you in 
Oct/Nov. 


From: | | 

Sent: Tuesday. September 30. 2008 9:2 5 AM 

I 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


Did you ever finish this project? I would really like to see your slides. 


Assistant Genera 


Counsel 


Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

(Offic el J 

(Cell)' 


3 


CELLSITE- 11815 





(Seci^tel 
(Fax) 


From: 


Sent: 

Thursday, Auaust 21, 2008 3:13 P 

To: 

1 1 

Subject: 

Witt 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


I just wanted to send you a quick email ref our conversation last night. I will send you via bumail a copy of our WITT 
■presentation. I will try to include the teaching points that we use when talking about the slides (some of the slides are self 
explanatory, but others need explanation). As soon as we figure out how to marry those two up, I will send it out. I am 
looking into conducting training for the US Dist Ct and the US Attys office sometime in October. I will let you know if we 
get som e possible dates. I would like to have you or some one from OCG give a short presentation regarding legal issues 
involving 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


4 


CELLSITE-11816 


Monday. Uecembfir m. ’AUUH 


AM 


From: 

Sent: 

To: 

Cc: 


Subject: RE 


UNCLASSIFIED 

NON-RECORD 


I sent the attached email out in early November. This reflects general DOJ/OGC guidance as it went out to all CPC's - 1 
recoqnizel 


Also, just FYI. it is mv understanding that OTP is workin g on 



OGC Guidance 
ncerning Reque: 


b3 

b5 


Section Chief 
Science and Technology Law Office 
Office of the General Counsel 
HQ[ 
bb: 

PR. 


hlC 

b7E 


VILbbtU UtLIbtH ATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 


APPROVAL 


From: 

Sent: 

To: 

Subject: 


Mnnilav. Osremher 01 . 7008 10:1?. AM 




FV 



UNCLASSIFIED 

NON-RECORD 


regard to| 

Thanks, 

CDcj 


PIpa.cia raviaw tha halnw ipassaga from one 

please advise. 


SSAs. If there is a comprehensive OGC policy in 


From: 

Sent: 


Wednesday, November 26, 2008 1:15 PM 


1 


CELLSITE-11817 




WpHnPsHav Fphriian/n4 90nQ C)-4.'^ 


ALL ■ 

■MA ; i ' ■ 


aELiiK IS 

— r “ 


DAii ii-05-2:ii: L'. 

. : L‘7 :::: 



From: 

Sent: 

To: 

Cc: 

Subject: 


WpHnPsHav Fphriian/n4 9000 C)-4.'^_AM 


TEl 


Follow Up Flag: 

Follow up 

b3 

Flag Status: 

Flagged 

b5 



b6 

UNCLASSIFIED 


b7C 

NON-RECORD 


b7E 


I did have a question regarding the last sentence of the second oar aa rapH 









Also, I'm concerned about th( 








OGC Guidance 
ncerning Reque: 


From: 

Sent: 

To: 

Subject: 


'A/oHnocHa\f Fohriiar\;n4 7000 QO? AM 



tW: 




UNCLASSIFIED 

NON-RECORD 


I am assuming there is no problem with this so I am going to go ahead and send it out. 


From: 

Sent: 

To: 

Subject: 


Tuesday. January 20. 2009 10:17 AM 


b3 

b6 

b7C 

b7E 


1 


CELLSITE- 11828 





fiii iNFCPj'i^.T I it : 
KERFiM :h .i_ 



UNCLASSIFIED 

NON-RECORD 




Please see 

1 1 



write-up about this matter below, which I reviewed ini 


Bbsence. I agree with 


assessment that there does not seem to be anything else for OGC to do regarding this matter 


right now. 



b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


|did not get the opportun ity to rea d/take action on this yesterday. He asked that I forward it to you for your review 
and that you then pass it on td lin case she had any questions. 


Thanks. 


From: | 

1 

Sent: 

Wednesday, Auaust 06, 2008 11:34 AM 

To: 



1 

Subject: 

4b 



UNCLASSIFIED 

NON-RECORD 




1 


CELLSITE-11830 






Thanks, 



UNCLASSIFIED 

NON-RECORD 


No, he did not raise this issue with me. Is there anything you wouid iike me to do? 



UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

NON-RECORD 


b3 

b5 

b6 

b7C 

b7E 


Where do we stand on the guidance related to WITT 


. Section Chief 

Science and Technology Law Office 
Offi ce of the General Co unsel 

HOi I 


bb 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


From: 

Sent; 


Friday, August 01, 2008 7:45 PM 


3 


CELLSITE- 11832 





To: 

Cc: 

Subject: 


FW: 


UNCLASSIFIED 

NON-RECORD 


FYI. Did you know about this kerfluffle? 



UNCLASSIFIED 

NON-RECORD 


I don't see you on this and thought you ought to at least know about the chatter. My understanding is that there is 
proposed policy in the AGG Implementation Guide that discusses the issue but I haven't seen it. 



UNCLASSIFIED 


NON-RECORD 






Hope that helps, 



ompliance 


Learn about the OIC an 


This communication may be Privileged or otherwise Deliberative, and should not be disseminated outside of the FBI 
•without the concurrence of OGC. 



UNCLASSIFIED 

NON-RECORD 


b5 

b6 



UNCLASSIFIED 

NON-RECORD 


All - we need to get back to the Staffer on this] |- this has been a recurring issue for years with us and I remember 

a white paper that was done that addressed our concerns. I am fairly certain it was an OTD document. Could you have 
someone see if that rings a bell? 



UNCLASSIFIED 

NON-RECORD 


6 

CELLSITE-11835 









Classification: 


Class i?i:e4~^g;^ C48W86B^ 
Declassify 

Derive(i-j4:'6m: FBI NSiSC’ 


b3 

b6 

b7C 

b7E 

b5 


Hey there legal beagle expert on all techie matters. Is the below still correct to the best of your knowledge as it relates 


To: 



Cc: 

Subject: 




I 



TfflS E-MAIL MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY 
WORK PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 

ADC 



Sounds ok, but nothing was attached. Can you please send? 


2 


CELL5ITE-11840 










If we can't do this with this particular factual scenario, then I can't see a clearer one coming along. Common sense 
doesn't always win. 










TfflS E-MAIL MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY 
WORK PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 



CELLSITE- 11922 


2 
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Old Definition New Definition 


"pen register" 
means a device 
which records or 
decodes electronic 
or other impulses 
which identify the 
numbers diaied or 
otherwise 
transmitted on the 
teiephone iine to 
which such device 
is attached.... 


"pen register" means a device 
or process which records or 
decodes dialing, routing, 
addressing, or sionaiina 
information transmitted bv an 
instrument or faciiitv from 
which a wire or eiectronic 
communication is 
transmitted, provided, 
however, that such 
information shall not include 
the contents of any 
communication. . .. 














3127 Pen Register device or process: 

• “records or decodes dialing, routing, addressing, or signaling 
information 

- transmitted bv an instrument or facility from which a wire or 
electronic communication is transmitted” 


httD://30.1 00.99.1 8/ogc/usabook/usabook/esis/1 3esis.htm 


eELSiTP:i'd4 
















DOJ/CCIPS: Pen/T rap nr^ffti 


any “signaling information" transmitted from 
cellular telephone to: 

1 ) Identify a target phone or 

2) Locate a phone 


-Signaling i nformation” k any 

content information “transmitted by” a 
telephone Instrument 







■ WITT equipment 












- is generated by the network for network 
purposes regardless of a LE order. 


- is necessary to the successful processing of a 
call by the provider; a call cannot be 
processed without it. 

- exists in the network as a record prior to its 
being obtained by LE. 

- has no relationship to the cpntent of a 
communication. 

- is delivered to LE under CALEA only at the 
beginning and end of a call. 




- Origination (of an outgoing call from target 
phone) 

- Answer (at answer of a call terminating to the 
target phone) 

- Release (at the end of the call for both incoming 
and outgoing calls) 

■ (http://www.tiaonline.org/standards/search_results2.cfm?document_no= 
J-STD-025-A www.tiaonline.org) 








Recent Court Decisions 

- CALEA prohibits cx)llecting location information 
“solely pursuant” to a PR/TT 

- SCA 18 use 2703(d) 



■ In re Application for Pen Register and Trap/Trace Device with Cell Site 
Location Authority, 396 F.Supp2.d 747 (S.D.Tx. 2005) 


" In the Matter of an Application of the United States for an Order (1 ) 
Authorizing the Use of a Pen Register and a Trap and Trace Device and 
(2) Authorizing Release of Subscriber Information and/or Cell Site 
Information, 396 F.Supp.2d 294 (E.D.N.Y. 2005) 

■ In re Application of the United States for an Order Authorizing the 
Installation and Use of a Pen Register and a Caller Identification System on 
Telephone Numbers (Sealed) and Production of Real 

Time Cell Site Information, 2005 WL 3160860 (D.Md. Nov. 29, 2005) 

■ In re Application of the United States of America for an Order for Disclosure 
of Telecommunications Records and Authorizing the Use of A Pen Register 
and Trap and Trace, 2005 WL 3471754 (S.D.N.Y) 

■ In the Matter of the Application of the United States of America for an Order 
Authorizing the Release of Prospective Cell Site Information, 2006 U.S. 
Dist. Lexis 589 (D.C. Jan 11. 2006) 












Advise of| 

Authority to collect 
Not retain records? 






Incidental collection on non-target users: 18 U.S.C. § 
3123(b)(1)(C) requires that order specify number or 
other identifier to which order appiies. 




b5 








■ Maintaining/Purging “Pen” 









■ U.S. V. Balzano. 687 F.2d 6 (1®* CIr 1982) (USSS Nigra recx)rding, re-recorded onto 
device, but lost “original” removable medium — destruction of original recording on 
the device was not done in bad faith b/c nature of equipment was such that original 
was erased in the re-recording process) 







to ifi 1 1 Q o R I Thsrsfors, pursusnt 

to 18 U.S.C. § 3123(d). I request that this application an( 
order be seated until othorwise ordered hv thio gn, 








eniei 


or OEO (business hours) 


Emergencies involving: 

■ Immediate danger of death 





^OG. Part 2. 10-10.7.1 (pen register) 10-10.17.1 (trap & tram) 










Maryland. 442 U.S. 435, 744 (1979). 


■ no legitimate expectation of privacy in information knowingiy conveyed 
to a third party 

■ In re Digital Analyzer found “[n]o logical distinction between telephone 
numbers called and a party’s own telephone number (or ESN number), 
all of which are regularly voluntarily exposed and known to others. 885 
F. Supp. at 199 fcitino Smith v. Man/land. 442 U.S. 735, 742-45 
(1979)). 











Certification Course 
Legal Training 



Science and Technology Law Unit 
Office of General Counsel 
Federal Bureau of Investigation 





TOPICS 


■ The Law (Title III) 

■ Pen Register/ T rap and T race 



■ Cell Phone Locating - WITT 

■ Loan of ELSUR Equipment 



■ Stored Communications 


Computer Trespasser Exception 










Law Enforcement Sensitive 


■ Law Enforcement Sensitive (LES) 
collection devices, systems, techniques, 
and related information are not to be 
disclosed. Only the product of the 
technical operation is disclosed. 

■ Examples: WITT equipment is LES; CART 
SOPs are LES. 




Law Enforcement Sensitive 


■ FOLIO (For Official Use Only) - a caveat applied 
to sensitive but unclassified information that may 
be exempt from release under FOIA 

■ LES (Law Enforcement Sensitive) is another of 9 
potential exemptions under FOIA to protect law 
enforcement sources and methods, evidence, 
reports, tools and techniques, etc. 


FOUO/LES is unclassified information 




Law Enforcement Sensitive 


■ Law Enforcement Sensitive (LES) 
equipment enjoys “qualified privilege” 

■ State/local vs. Federal prosecutions 

■ Testimony - how to . . . 


b5 





The Law 

■ Title III & Electronic Communications 
Protection Act 

• Title III, 18 use sec. 2510, Omnibus Crime 
Control and Safe Streets Act, Commonly 
referred to as the Wire Tap Act 

• As amended by the ECPA, Title III prohibits 
the interception of wire and oral 
communications, and electronic 
communications. 

• Provides for criminal penalties and civil 
damages against anyone who 
“intentionally intercepts, endeavors to 
intercept” any covered communication. 



Title III Order 



■ Under Title 111, the government may apply for a court 
order authorizing an interception. 18 U.S.C. §2516(1) 

■ Application must specify the offense being 
investigated, the nature and location of the facilities 
where the communications are to be intercepted, and 
a particular description of the communications sought 
to be intercepted. 18 U.S.C. § 2518(1) 

■ Standard: Probable cause to believe that a particular 
offense is being committed and that targeting the 
specified facility will yield communications concerning 
the offense. 18 U.S.C. § 2518(3) 



Title III Order (cent.) 


■ Good for up to thirty days. Extensions allowed, 
but same standard applies to extension. 1 8 
U.S.C. §2518(5) 

■ Required to “minimize” the interception unrelated 
to criminal activity. 18 U.S.C. § 2518(5) 

■ Requires a finding that normal investigative 
Drocedures are unlikely to be successful or are 
:oo dangerous. 18 U.S.C. § 2518(3)(c) 

■ Requires notice to the target within 90 days. 1 8 
U.S.C. §2518(8)(d) 



Pen Register/ Trap and Trace 



■ Court ordered surveillance 

■ Government must certify that information 
likely to be obtained by use of device “is 
relevant to an ongoing criminal 
investigation.” 18 U.S.C. § 3122(b)(2) 



What is the Pen/Trap “addressing information” 


■ Dialing, Routing, Addressing, Signaling Information 

■ Transmitted by Instrument or Facility from which a 
Communication is Transmitted (outgoing call) (pen) 

■ Identifies Originating Number or Other D/R/A/S or is 
Reasonably Likely to Identify the Source (incoming 
call) (trap) 

" Utilized in Processing or Transmission of 
Communications 

■ Is not “Contents of any.. .Communications” 



Limitation: 


Thou shall NOT collect the Contents of 
any communication 

• 18 use sec. 3121 (c) - “use technology 
reasonably available to restrict ... so as 
not to include the contents of any wire or 
electronic communications” 

• 18 use sec. 3127 pen/trap definition: 
“shall not include the contents of any 

communication” 







Cell Phone Locating (cont.) 




Collection of cell phone location directly by LEO 







Loan of ELSUR in Support of Federal, State, and Local 

Requests for Assistance 


■AG Order 2954-2008 
■ DIOG 11.11 



Basic Subscriber Information 



Can be obtained w/ Subpoena, 2703(d) order, or 
Search warrant, consent 

Provider must give government: 

■ Name, Address 

■ Local and long distance telephone connection records, or records of session 
times and durations : 

■ Length of service (including start date) and types of service utilized; 

* Telephone or instrument number or other subscriber number or identity, 
including any temporarily assigned network address: and 

■ Means and source of payment for such service (including any credit card or 
bank account number) 





Transactional Data 


■ “A record or other information pertaining to a 
subscriber to or customer of such service (not 
including the contents of communications).” 

§ 2703(c)(1) (Everything that’s not content & not 
subscriber information) 


■ Example: 

- Cell-site data; 

- Addresses / Identities of past e-mail correspondents 

- Incoming e-mail traffic information; 

- Account logs that record usage e.g., URLs (web surfing 
activity) 


Q&A? 



Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility - Extensi 


Quantico, VA 





Certification Course 
Legal Training 



Science and Technology Law Unit 
Office of General Counsel 
Federal Bureau of Investigation 



TOPICS 



■ The Law (Title III) 

■ Pen Register/ Trap and Trace 


■ Cell Phone Locating - WITT 

■ Loan of ELSUR Equipment 



■ Stored Communications 

■ Computer Trespasser Exception 






General Operational 
Guidelines 





Law Enforcement Sensitive 


■ Law Enforcement Sensitive (LES) 
collection devices, systems, 
techniques, and related information 
are not to be disclosed. Only the 
product of the technical operation is 
disclosed. 


■ Examples: WITT equipment is LES; 
CART SOPs are LES. 




Law Enforcement Sensitive 


■ FOLIO (For Official Use Only) - a caveat 
applied to sensitive but unclassified 
information that mav be exempt from 
release under FOIA 


■ LES (Law Enforcement Sensitive) is another 
of 9 potential exemptions under FOIA to 
protect law enforcement sources and 
methods, evidence, reports, tools and 
techniques, etc. 

■ FOUO/LES is unclassified information 



Law Enforcement Sensitive 


■ Law Enforcement Sensitive (LES) 


equipment enjoys "qualified privilege" 

■ State/local vs. Federal prosecutions 

■ Testimony - how to ... 



5 



The Law 



■ Title III & Electronic Communications 
Protection Act 


-Title III, 18 use sec. 2510, Omnibus Crime 
Control and Safe Streets Act, Commonly 
referred to as the Wire Tap Act 

-As amended by the ECPA, Title III prohibits 
the interception of wire and oral 
communications, and electronic 
communications. 

- Provides for criminal penalties and civil 
damages against anyone who "intentionally 
intercepts, endeavors to intercept" any 
covered communication. 



Title III Order 



■ Under Title III, the government may apply for a 
court order authorizing an interception. 18 
U.S.C. §2516(1) 

■ Application must specify the offense being 
investigated, the nature and location of the 
facilities where the communications are to be 
intercepted, and a particular description of the 
communications sought to be intercepted. 18 
U.S.C. § 2518(1) 

■ Standard: Probable cause to believe that a 
particular offense is being committed and that 
targeting the specified facility will yield 
communications concerning the offense. 18 
U.S.C. § 2518(3) 


Title III Order (cent.) 




■ Good for up to thirty days. Extensions 
allowed, but same standard applies to 
extension. 18 U.S.C. § 2518(5) 

■ Required to "minimize" the interception 
unrelated to criminal activity. 18 U.S.C. § 
2518(5) 

■ Requires a finding that normal investigative 
procedures are uniikeiy to be successful or 
are too dangerous. 18 U.S.C. § 2518(3)(c) 

■ Requires notice to the target within 90 days. 
18 U.S.C. § 2518(8)(d) 


« 



jf0%. 


Pen Register/ 
Trap and Trace 


Court ordered surveillance 

Government must certify that 
information likely to be obtained 
use of device "is relevant to an 
ongoing criminal investigation 
U.S.C. § 3122(b)(2) 


ff 


i4: 






ff£* 





\\ 


What is the Pen/Trap 
addressing information"? 


Dialing, Routing, Addressing, Signaling 
Information 

Transmitted by Instrument or Facility from which 
a Communication is Transmitted (outgoing call) 
(pen) 

Identifies Originating Number or Other D/R/A/S 
or is Reasonably Likely to Identify the Source 
(incoming call) (trap) 

Utilized in Processing or Transmission of 
Communications 

Is not "Contents of any... Communications" 


10 


a:ir 





■ Thou shall NOT collect the Contents of 

any communication 

- 18 use sec. 3121 (c) - "use technology 
reasonably available to restrict ... so as 
not to include the contents of any wire or 
electronic communications" 


- 18 use sec. 3127 pen/trap definition: 
"shall not include the contents of any 

communication" 


C] 




Cell Phone Locating - WITT 






Cell Phone Locating (cont.) 


Collection of cell phone location directly by LEO- 




17 







Loan of ELSUR in Support of 
Federal, State, and Local Requests 

for Assistance 


AG Order 2954-2008 
DIOG 11.11 


18 




Basic Subscriber Information 


Can be obtained w/ Subpoena, 2703(d) order, or 
Search warrant, consent 

Provider must give government: 

■ Name, Address 

■ Local and long distance telephone connection records, or records 
of session times and durations: 

■ Length of service (including start date) and types of service 
utilized; 

■ Telephone or instrument number or other subscriber number or 
identity, including any temporarily assigned network address: and 

■ Means and source of payment for such service (including any 
credit card or bank account number) 


28 




Transactional Data 


■ "A record or other information pertaining to a 
subscriber to or customer of such service (not 
including the contents of communications)." 

§ 2703(c)(1) (Everything that's not content & 
not subscriber information) 


■ Example: 

■ Cell-site data; 

■ Addresses / Identities of past e-mail correspondents 

■ Incoming e-mail traffic information; 

■ Account logs that record usage e.g., URLs (web surfing activity) 


29 



Questions? 



Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 

Quantico, VA 



40 
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Certification Course 
Legal Training 



Science and Technology Law Unit 
Office of General Counsel 
Federal Bureau of Investigation 






Evidence/Intelligence Collection 





The Law 


■ Title III & Electronic Communications 
Protection Act 

• Title III, 18 use sec. 2510, Omnibus Crime 
Control and Safe Streets Act, Commonly 
referred to as the Wire Tap Act 

• As amended by the ECPA, Title III prohibits 
the interception of wire and oral 
communications, and electronic 
communications. 

• Provides for criminal penalties and civil 
damages against anyone who 
“intentionally intercepts, endeavors to 
intercept” any covered communication. 



■tie III Order 



■ Under Title III, the government may apply for a court order 
authorizing an interception. 18 U.S.C, §2516(1) 

■ Application must specify the offense being investigated, the 
nature and location of the facilities where the 
communications are to be intercepted, and a particular 
description of the communications sought to be intercepted. 
18 U.S.C. §2518(1) 

■ Standard; Probable cause to believe that a particular offense 
is being committed and that targeting the specified facility will 
yield communications concerning the offense. 18 U.S.C. § 
2518(3) 





Title III Order (cont.) 


■ Good for up to thirty days. Extensions allowed, 
but same standard applies to extension. 1 8 
U.S.C. §2518(5) 

■ Required to “minimize” the interception unrelated 
to criminal activity. 18 U.S.C. § 2518(5) 

■ Requires a finding that normal investigative 
procedures are unlikely to be successful or are 
too dangerous. 18 U.S.C. § 2518(3)(c) 

■ Requires notice to the target within 90 days. 1 8 
U.S.C. §251 8(8)(d) 





Interception v. Search 


■ Title III real time inter ception of electronic 
communications, 


Collection of stored data - a search of 
memory 





Pen Register/ Trap and Trace 


■ Court ordered surveillance 

■ Government must certify that information 
is likely to be obtained by use or device “is 
relevant to an ongoing criminal 
investigation.” 18 U.S.C. § 3122(b)(2) 





What is the Pen/Trap “addressing information”? 


■ Dialing, Routing, Addressing, Signaling Information 

■ Transmitted by Instrument or Facility from which a 
Communication is Transmitted (pen) 

■ Identifies Originating Number or Other D/R/A/S or is 
Reasonably Likely to identify the Source (trap) 

. ■ Utilized in Processing or Transmission of 
Communications 

■ Is not “Contents of any.. .Communications” 



if* tsfe 

l-gi* 1 1 *io I 


Limitation 


Thou shall NOT collect the Contents of 
any communication 

• 18 use sec. 3121 (c) - “use technology 
reasonably available to restrict ... so as 
not to include the contents of any wire or 
electronic communications” 

• 18 use sec. 3127 pen/trap definition: 
“shall not include the contents of any 

communication” 
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stored Communications & Records 
ECPA18USC SEC. 2701 


■ Content of communication in “storage” 

■ Subscriber Records 




Transactional Records 




Unauthorized Access to Stored 
Communications 


■ 18 use § 2701 (Electronic Communications 
Protection Act) 

* Unauthorized access to communications in 
“electronic storage” (e.g., one user snooping in 
another’s inbox) 

- intentionally access without authorization a facility through 
which an electronic communication service is provided and 
thereby obtain a wire or electronic communication while it is 
in electronic storage.” 

* Inapplicable when authorized by the Service 
Provider, §2701 (c)(1) 

* Excepts conduct authorized by a “user” of that 
service with respect to a communication of or 
intended for that user. §2701 (c)(2) 

a ]i 




Disclosure of Stored Content & Records 


General rule: a public provider {e.g., an ISP) may 
not freely disclose the content or records of its 
customer’s communications to others [18 U.S.C. § 
2702] 


Non-Public Providers may voluntarily disclose 
for any reason 





Law Enforcement Exception 


■ 18 use sec. 2703 

■ Required disclosure of customer communications 
(in electronic storage) or records 

■ Requires search warrant (FRCP 41 ), Federal 
subpoena, or Federal court order 

■ 180 day rule 


Notice to subscriber or customer 




What’s a § 2703(d) Court Order? 


■ “Articulable facts” order 

• “Specific and articulable facts showing that there are 
reasonable grounds to believe that [the specified 
records] are relevant and material to an ongoing 
criminal investigation” 

■ A lower standard than probable cause but higher 
than pen/trap 

■ Notice may be delayed: up to 90 days (may 
extend) to avoid flight, destruction of or 
tampering with evidence, witness intimidation, 
seriously jeopardizing an investigation 





Nationwide Search Warrants for E-Mail 


Investigators may use section 2703(a) warrants 
to compel disclosure of stored communications 
from providers anywhere in the country 

Issued “by a court with jurisdiction over the 
offense under investigation” 


Consistent with use of federal grand jury 
subpoenas and orders under section 2703(d). 



Basic Subscriber Information 


Can be obtained w/ Subpoena, 2703(d) order, or 
Search warrant 

Provider must give government: 

■ Name, Address 

■ Local and long distance telephone connection records, or records of session 
times and durations : 

■ Length of service (including start date) and types of service utilized; 

■ Telephone or instrument number or other subscriber number or identity, 
including any temporarily assigned network address: and 

■ Means and source of payment for such service (including any credit card or 
bank account number) 





Transactional Data 


■ “A record or other information pertaining to a 
subscriber to or customer of such service (not 
including the contents of communications).” 

§ 2703(c)(1) Everything that’s not content & not subscriber 
information 


" Example; 

- Cell-site data; 

- Addresses / Identities of past e-mail correspondents 

- Incoming e-mail traffic information; 

- Account logs that record usage e.g., ULRs (web surfing 
activity) 


Use § 2703(d) order to collect prospectively 



CONTACT INFO 


Assistant General Counsel 
Office of the General Counsel 
Science and Technology Law Unit 
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Wake up. 

It’s time to leave. 



Certification Course 
Legai Training 


b7E 


Science and Technology Law Unit 
Office of General Counsel 
Federal Bureau of Investigation 
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TOPICS 



■ General guidelines 

■ The Law (e.g.. Title III) 

■ Pen Register/ Trap and Trace 



■ Stored Communications 

■ Computer Trespasser Exception 


o iiiaoiii:-- 




General Operational 
Guidelines 



o ]i II a: II 





General Operational 
Guidelines 


What is your legal authority? 
Why is it important? 
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Law Enforcement Sensitive 


■ Law Enforcement Sensitive (LES) 

collection devices, systems, 
techniques, and related information 
are not to be disclosed. Only the 
product of the technical operation is 
disclosed. 

■ Examples; WITT 


b7E 
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Law Enforcement Sensitive 


■ FOLIO (For Official Use Only) - a caveat 
applied to sensitive but unclassified 
information that mav be exempt from 
release under FOIA 


■ LES (Law Enforcement Sensitive) is another 
of 9 potential exemptions under FOIA to 
protect law enforcement sources and 
methods, evidence, reports, tools and 
techniques, etc. 

■ FOUO/LES is unclassified information 



Law Enforcement Sensitive 


Law Enforcement Sensitive (LES) 
equipment enjoys "qualified privilege 

State/local vs. Federal prosecutions 

Testimony - how to ... 


rr 





The Law 



■ Title III & Electronic Communications 
Protection Act 

-Title III, 18 use sec. 2510, Omnibus Crime 
Control and Safe Streets Act, Commonly 
referred to as the Wire Tap Act 

- As amended by the ECPA, Title III prohibits 
the interception of wire and oral 
communications, and electronic 
communications. 

- Provides for criminal penalties and civil 
damages against anyone who "intentionally 
intercepts, endeavors to intercept" any 
covered communication. 

o i II a: 1 1 



Title III Order 




Under Title III, the government may apply for a 
court order authorizing an interception. 18 
U.S.C. §2516(1) 

Application must specify the offense being 
investigated, the nature and location of the 
facilities where the communications are to be 
intercepted, and a particular description of the 
communications sought to be intercepted. 18 
U.S.C. § 2518(1) 


■ Standard: Probable cause to believe that a 
particular offense is being committed and that 
targeting the specified facility will yield 
communications concerning the offense. 18 
U.S.C. § 2518(3) 


8 



Title III Order (cent.) 



■ Good for up to thirty days. Extensions 
allowed, but same standard applies to 
extension. 18 U.S.C. § 2518(5) 

■ Required to "minimize" the interception 
unrelated to criminal activity. 18 U.S.C. § 
2518(5) 

■ Requires a finding that normal investigative 
procedures are unlikely to be successful or 
are too dangerous. 18 U.S.C. § 2518(3)(c) 

■ Requires notice to the target within 90 days. 
18 U.S.C. § 2518(8)(d) 



Pen Register/ 
Trap and Trace 


rnurt nrriprpd qiirvpillanrp 



Government must certify that 
information likely to be obtained by 
use of device "is relevant to an 
ongoing criminal Investigation." 18 
U.S.C. § 3122(b)(2) 



Mt.'* ’*■''^ 1 . 
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What is the Pen/Trap 
addressing information"? 


Dialing, Routing, Addressing, Signaling 
Information 

Transmitted by Instrument or Facility from which 
a Communication is Transmitted (outgoing call) 
(pen) 

Identifies Originating Number or Other D/R/A/S 
or is Reasonably Likely to Identify the Source 
(incoming call) (trap) 

Utilized in Processing or Transmission of 
Communications 

Is not "Content of any... Communications" 
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Limitation 


■ Thou shall NOT collect the Contents of 
any communication 

- 18 use sec. 3121 (c) - "use technology 
reasonably available to restrict ... so as 
not to include the contents of any wire or 
electronic communications" 

- 18 use sec. 3127 pen/trap definition: 
"shall not include the contents of any 

communication" 



^ Cell Phone Locating - WITT 


■ As the FBI configures and deploys 
WITT equipment it is a PRT&T device. 
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Loan of ELSUR in Support of 
Federal, State, and Local Requests 
for Assistance 


AG Order 2954-2008 





stored Communications & Records 
ECPA 18 use SEC. 2701 


■ "Electronic storage" is defined at 18 U.S.C. § 2510(17) 
as: (A) any temporary, intermediate storage of a wire or 
electronic communication incidental to the electronic 
transmission thereof; and (B) any storage of such 
communication by an electronic communication service 

for purposes of backup protection of such 

CO m m u n icatio n 



■ For stored information, search warrant or 2703(d) order 
or subpoena with notice 

■ Under 2703(b) notice can be delayed 


25 
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Disclosure of Stored Content 

& Records 


■ General rule: a public provider {e.g., an ISP) 
may not freely disclose the content or records 
of its customer's communications to others [18 
U.S.C § 2702] 

■ Non-Public Providers may voluntarily 
disclose for any reason 
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Law Enforcement Exception 


■ 18 use sec. 2703 


■ Requires disclosure of customer 
communications (in electronic storage) or 
records 


■ Requires search warrant (FRCP 41), Federal 
subpoena, or Federal court order (2703d 
order) 

■ 180 day rule 

■ Notice to subscriber or customer 
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What's a § 2703(d) Court 

Order? 


"Articulable facts" order 

- "Specific and articulable facts showing that there are 
reasonable grounds to believe that [the specified 
records] are relevant and material to an ongoing 
criminal investigation" 

A lower standard than probable cause but 
higher than pen/trap 

Notice may be delayed: up to 90 days 
(may extend) to avoid flight, destruction 
of or tampering with evidence, witness 
intimidation, seriously jeopardizing an 
investigation ^ 




Nationwide Search Warrants 

for E-Mail: 


■ Investigators may use section 2703(d) 
warrants to compel disclosure of stored 
communications from providers anywhere 
in the country 

■ Issued "by a court with jurisdiction over 
the offense under investigation" 


■ Consistent with use of federal grand jury 
subpoenas and orders under section 
2703(d). 
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Can be obtained w/ Subpoena, 2703(d) order, or 
Search warrant, consent 

Provider must give government: 

■ Name, Address 

■ Local and long distance telephone connection records, or records 
of session times and durations: 

■ Length of service (including start date) and types of service 
utilized; 

■ Telephone or instrument number or other subscriber number or 
identity, including any temporarily assigned network address: and 

■ Means and source of payment for such service (including any 
credit card or bank account number) 





Transactional Data 



■ "A record or other information pertaining to a 
subscriber to or customer of such service (not 
including the contents of communications)." 

§ 2703(c)(1) (Everything that's not content & 
not subscriber information) 

■ Example: 

■ Cell-site data; 

■ Addresses / Identities of past e-mail correspondents 

■ Incoming e-mail traffic information; 

■ Account logs that record usage e.g., URLs (web surfing activity) 




Title III (18 U.S.C. 2511-17) - Consent 
vs. Computer Trespasser Exception 


■ Need a court order to monitor the 
content of data communications - or 
an exception (consent). 
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Relevant Exceptions to 
T i t l e III 


Computer Trespasser exception. 

Consent of a party to the 
communication. 

Service Provider exception. 




Consent of a Party to the 
Communication - the Victim 

impoter 





Consent of a Party to the 

Comjmmir atinn - Banners 


Implied consent 









The Computer Trespasser Exception 

(18 U.S.C.§2511(2)(i)) 


Requires: 

■ consent of the computer owner - authorization. 

■ the person performing the intercept must be 
"lawfully engaged in an investigation." 

■ the person performing the intercept must have 
"reasonable grounds to believe the contents of the 
communications will be relevant to the 
investigation." 

■ interception must be limited to communications 
"transmitted to, through, or from" the computer 
and MAY NOT capture communications other than 
those to or from the trespasser - broader than 
consent. 







The Computer Trespasser 

lied) — 



Legal tips: 




The Computer Trespasser 
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Another legal tip: 


39 



The Computer Trespasser 



Practice tips: 



Service Provider Exception 



Authorizes interception or disclosure "while 
engaged in any activity which is a necessary 
incident to the rendition of service or the 
protection of the rights or property of the 
provider of the service" 






Questions? 



Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 

Quantico, VA 
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Assistani i^enerai counsel 
Science & Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 









Evidence Sought 

Undelivered email 
less that 180 
days old 

Stored content 


Most transactional 
Records (net flow data) 

Basic subscriber 
info, and 
billing records 


Legal process 

Search warrant 

Subpoena or 2703 order 
with notice 
(or search warrant) 

2703(d) order 
(or search warrant) 

Subpoena 
(or 2703(d) order 
or search warrant) 
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spapser - broader than / 
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DIVISION 











General Operational Guidelines 
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Wake up. 

It’s time to leave. 
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Physical Surveillance 
Course - 
Legal Training 


Science and Technology Law Unit 
Office of General Counsel 
Federal Bureau of Investigation 




TOPICS 


General Discussion/Guidance 


Wireless Intercept Tracking Team 
Title III 

Law of Consent 

Loan of ELSUR Equipment 



General Operational Guidelines 


• Law Enforcement Sensitive collection 
devices, systems, and techniques are not 
to be disclosed. Only the product of the 
technical operation is disclosed. 


CELLSITE-1002' 



Law enforcement sensitive 


• FOUO (For Official Use Only) - a caveat 
applied to sensitive but unclassified information 
that may be exempt from release under FOIA 

•LES (Law Enforcement Sensitive) is another of 9 
potential exemptions under FOIA to protect law 
enforcement sources and methods, evidence, 
reports, tools and techniques, etc. 

•FOUO/LES is unclassified information 


CELLSITE-10028 


Law Enforcement Sensitive 

• Law Enforcement Sensitive (LES) 
collection devices, systems, techniques, 
and related information are not to be 
disclosed. Only the product of the 
technical operation is disclosed. 

• Examples: WITT equipment is LES; CART 
SOPs are LES. 


CELLSITE-lOOZd 


Law Enforcement Sensitive 

• Law Enforcement Sensitive (LES) 
equipment enjoys “qualified privilege” 

• State/local vs. Federal prosecutions 

• Testimony - how to ... 


CELLSITE-1003 



Cell Phone Locating - WITf 



T-lll 

• Title III & Electronic Communications 
Protection Act 

-Title III, 18 use sec. 2510, Omnibus Crime 
Control and Safe Streets Act, Commonly 
referred to as the Wire Tap Act 

-As amended by the ECPA, Title III prohibits 
the interception of wire and oral 
communications, and electronic 
communications. 

- Provides for criminal penalties and civil 
damages against anyone who “intentionally 
intercepts, endeavors to intercept” any covered 
communication. 


CELLSITE-10O3B 


Title III Order 

• Law enforcement exception - the government may 
apply for a court order authorizing an interception. 

18 U.S.C. §2516(1) 

• Application must specify the offense being 
investigated, the nature and location of the facilities 
where the communications are to be intercepted, 
and a particular description of the communications 
sought to be intercepted. 18 U.S.C. § 2518(1) 

• Standard: Probable cause to believe that a 
particular offense is being committed and that 
targeting the specified facility will yield 
communications concerning the offense. 18 U.S.C. § 
2518(3) 


CELLSITE-1003 


Title III Order (cent.) 

• Good for up to thirty (30) days. Extensions 
allowed, but same PC standard applies to 
extension. 18 U.S.C. § 2518(5) 

• Required to “minimize” the interception 
unrelated to criminal activity. 18 U.S.C. § 
2518(5) 

• Requires a finding that normal investigative 
Drocedures are unlikely to be successful or are 
:oo dangerous. 18 U.S.C. § 2518(3)(c) 

• Requires notice to the target within 90 days. 1 8 
U.S.C. § 2518(8)(d); Delayed notice may be 
authorized by court. 


CELLSITE-1004i 


m 


Pen Register/ 

T rap and T race 

• Court ordered surveillance 

• Government must certify that information 
likely to be obtained by use of device “is 
relevant to an ongoing criminal 
investigation.” 18 U.S.C. § 3122(b)(2) 


CELLSITE-10041 


What is the Pen/Trap “addressing 

information”? 


• Dialing, Routing, Addressing, Signaling 
Information 

• Transmitted by Instrument or Facility from which 
a Communication is Transmitted (outgoing call) 
(pen) 

• Identifies Originating Number or Other D/R/A/S 
or is Reasonably Likely to Identify the Source 
(incoming call) (trap) 

• Utilized in Processing or Transmission of 
Communications 

• Is not “Contents of any. . . Communications” 


CELLSITE-1004 


Limitation: 


• Thou shall NOT collect the Contents of 
any communication 

- 18 use sec. 3121 (c) - “use technology 
reasonably available to restrict ... so as 
not to include the contents of any wire or 
electronic communications” 

- 18 use sec. 3127 pen/trap definition: 
“shall not include the contents of any 

communication” 


CELLSITE-1004 



Law of Consent 

Versus Court Order/Search Warrant 




Loan of ELSUR Equipment 

• AG Order 2954-2008 

• DIOG Ch. 1 2 - Assistance to Other 
Agencies 

• OTD Policy J 


CELLSITE-1004 



CONTACT INFO 


Assistant General Counsel 
Office of the General Counsel 
Science and Technology Law Unit 


^ic.fbi.gov 



Physical Surveillance 
Course - 
Legal Training 


Science and Technology Law Unit 
Office of General Counsel 
Federal Bureau of Investigation 



TOPICS 

• General Discussion/Guidance 

• Title III 

• Law of Consent 

• Loan of ELSUR Equipment 


CELLSITE- 10041 



General Operational Guidelines 


Law Enforcement Sensitive collection 
devices, systems, and techniques are not 
to be disclosed. Only the product of the 
technical operation is disclosed. 



Law enforcement sensitive 


• FOLIO (For Official Use Only) - a caveat 
applied to sensitive but unclassified information 
that may be exempt from release under FOIA 

•LES (Law Enforcement Sensitive) is another of 9 
potential exemptions under FOIA to protect law 
enforcement sources and methods, evidence, 
reports, tools and techniques, etc. 

•FOUO/LES is unclassified information 


CELLSITE-1005 


Law of Consent 





Loan of ELSUR Equipment 

AG Order 2954-2008 

DIOG Ch. 12 - Assistance to Other 
Agencies 

OTD Policy - 



CONTACT INFO 


Assistant General Counsel 
Office of the General Counsel 
Science and Technology Law Unit 


@ic.fbi.gov 



TOPICS 


• General Discusslon/Guidance 



• Title III 

• Law of Consent 

• Loan of ELSUR Equipment 

CELLSITE-1006, 




Wireless Intercept 
Tracking Team 




Legal Authority for use of WITT in 
Support of Federal, State, and Local 
Requests for Assistance 

■ 18 use §3121 -§3125 

■ AG Order 2954-2008 

■ DIOG 11.11 







Legal Authority for use of Pen Register 

Trap and Trace 


. b5 


■ 18 use § 3121 states, "... no person may 
install or use a PRT&T device without first 
obtaining a court order ..." 

■ The FBI may not use WITT without an order. 









Legal Authority to Deploy WITT 


When is a Rule 41 Search Warrant necessary? 
(Probable cause standard) 
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FBI Technical Assistance to US Federal, 
State and Local law enforcement 

Agencies 


■ It must be lawful. (4.a) 

■ Appropriate and consistent with the law. (4.b) 

■ Appropriate use of personnel and financial 
resources. (4.c) 

■ Not jeopardize any ongoing sensitive or 
classified investigation. (4.d) 
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Request by Executive Level Official in 
writing (letterhead, email, fax, etc). (5.a) 






The Requesting Agency shall certify 

that: (5.c) 

Technical Assistance will be used 
lawfully. (6.C.1) 


"X 




CELLSITE-1008' 








Supporting the Request shall be the 
written certification of an appropriate 
attorney for the prosecutorial office.(5.d) 


■ It is lawful and authorized under the relevant law 
of the applicable jurisdiction for the Requesting 
Agency: 

> To make use of the FBI Technical Assistance 
requested and(5.d.1) 


> For the FBI to provide the Technical 
Assistance requested, including the FBI 
personnel involved.(5.d.2) 



CBXSITE-IO 









■ The CDC shall review the request, the 
certification(s) and supporting court order and 

other legal process.(6.1. a) 




Continued 


> Is Authorized under the AG Order No 2954-2008. 

(6.1. C.1) 

> Can be implemented as specified within the order or 
other legal process. (6.1 .c.2) 

> Is lawful, reasonable and appropriate. (6.1.C.3) 

> Complies with FBI policy. (6.1. C.4) 




FBI Field Office 


Approving Official 







Law Enforcement Sensitive 

■ Law Enforcement Sensitive (LES) 
collection devices, systems, techniques, 
and related information are not to be 
disclosed. Only the product of the 
technical operation Is disclosed. 

■ WITT equipment is LES. 



Law Enforcement Sensitive 

■ FOUO (For Official Use Only) - a caveat applied 
to sensitive but unclassified information that mav 
be exempt from release under FOIA 

■ LES (Law Enforcement Sensitive) is another of 9 
potential exemptions under FOIA to protect law 
enforcement sources and methods, evidence, 
reports, tools and techniques, etc. 

■ FOUO/LES is unclassified information 



CELLSITE-10O9I 



Testimony Re WITT Equipment 





U.S.C. § 3127(3)) 

- BEST PRACTICES 
Emergency Pen Register Authority 


- Federal v. State Orders 

- Voluntary Disclosures 


Loan of ELSUR Policy 
- Using State Orders 



Protecting Sensitive Techniques 

- Use as evidence 



Old Definitinn 

■ "pen register" 
means a device 
which records or 
decodes electronic 
or other impulses 
which identify the 
numbers diaied or 
otherwise 
transmitted on the 
teiephone iine to 
which such device 
is attached.... 



New Definitinn 


* pen register" means a device 
or process which records or 
de^des dialing, routing, 
addressing, or sionaiina 
information transmittAri Hy 
instrument or facility from 
which a wire or elAr.trAni/> 
communication is 


transmittAfi^ provided, 
however, that such 

Mormation shall not include 
the contents of any 
communication 
















DOJ/CCIPS & OEO 


signaling information'': any non-content 


information “transmitted by a telephone instrument 

httD://30.1 00.99.1 8/oac/usabook/usabo ok/esis/13esis.htm 













DOJ: Pen/Trap order | 

to use a Pen Register Device to obtain 
“signaiing information” transmitted from a 
celluiar telephone to: 

1) Identify a target phone or 

2) Locate a phone 







Use PR/TT order to authorize use of WITT gear 



1 . authorize installation & use 


2. Advise of potential 



3. Not retain records beyond use to locate target phone 

















47 U.S.C. § 333 prohibits interference with ceiiuiar 
freauencies 


18 use 3124: requires that a pen register be 
impiemented with “minimum of interference” to 
those accorded service- 



























■ Immediate danger of death or serious injury or 
immediate threat to a national security interest 



- MIOG,Part2, 10-10.7.1 







Consent (18 USC 3121(b)(3)) 



«®fes^'S^b 7 E 



Voluntary Disclosure by Provider (18 use 

2702 (c)( 4 )) : if provider “reasonably believes that an 
emergency Involving immediate danger of death or 
serious physical injury to any person Justifies the 
disclosure of: “a record or other information 
pertaining to a subscriber or customer of such 
















1 . is Q^nsrstcd by th© notwork for notwork 
purposes regardless of a LE order. 

2. is necessary to Provision of Service & a call 
cannot be processed without it. 

3. exists in the network as a RECORD or otht^r 
information prior to its being obtained by LE. 

4. NON-Content data; not substance of a 
communication. 

5. is delivered only at the beginning and end of 
calls per CALEA J-Std 













vA-i-wss-ati^rt^saft^^ 






• '-• 

1 . CALEA prohibits collecting location information 
solely pursuant” to a PR/TT 

2. 18 use 2703(d) (stored commumcatinn anfl 








^ (47 use 1002) requires 

carriers to expeditiously isolates” 

- “call-identifying information”: includes cell site 
information utilized in processing calls 

- for government access "before, during, or 

immediately after the transmission of a [ 1 

communication" (i.e.. In real-time or near real- 
time) 

CALEA J-Standard: location information Is 
delivered after generation of data by the carrier’s 
ne^ork and use in the provision of service (e a 
call origination. Answer, call release) ' ’ 









1 .i^ii' 
















■ no legitimate expectation of privacy in information knowingly conveyed to a third 
party 


■ In re Digital Analyzer found “[n]o logical distinction between telephone numbers 
called and a party’s own telephone number (or ESN number), all of which are 
regularly voluntarily exposed and known to others. 885 F. Supp. at 199 (citing 
Smith V. Maryland. 442 U.S. 735, 742-45 (1 979)). 










ISSTsa'S 53" 

testimony) of informant. ' '' ^^'sclosure of identity (and 


is protected device, location of install, etc. 


u. m> 


then Balancing of interests 


2000, 
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denied. 479 U.S. 854 (1986) (concealed microphone in office, defendant 
sought information about location of device claiming necessary to 
demonstrate that voices on tape could have been distorted by way mic was 
hidden and the distortion led to misidentification of the voice), recognized a 
qualified government privilege not to disclose sensitive investigative 
techniques. 



With United States v. Foster. 986 F.2d 541, 543 (D.C. Cir. 1993) 
(defendant sought location of observation post: officer’s observation of drug 
transaction was key evidence implicating defendant; surveillance not taped 
or photographed, so no alternative evidence for jury to examine to determine 
whether surveillance post provided clear view from which officer could make 
accurate identification of defendant). 





- Defendant sought nature & details of pen register used to 
determine the geographical location of a cellular phone 


- Court found the information protected by qualified investigative 
techniques privilege & national security privilege 

- Balanced government’s interest in maintaining privilege with 
Defendant’s need for the information 


Defendant had the Product of the Surveillance : the 
cellphone used in making threatening calls was found in 
defendant’s house during search of residence; 

■ Defendant did not need to know how the technology traced the 
geographic location of the phone. 

■ locating the phone in the residence confirmed the accuracy of 
the geographic surveillance; 

- Moreover, Defendant could challenge the technology used to 
establish that phone found in residence was the one that actually 
made the criminal calls. 









b7C 


Contact Info: 


Assistant General Counsel, 

Science &Technology Law Unit, 
Office of the General Counsel 

•DOJ (CCIPS): www.cybercrime.gov 
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Cellular Tracking and 
Other Legal Issues 


June 2008 


Overview 

DOJ’s Policy on Cellsite Simulators: Pen Register Device (18 U.S.C. 3 127(3)) 

- BEST PRACTICES 

Emergency Pen Register Authority 

- Federal v. State Orders 

- Voluntary Disclosures 

Prospective Cell Site Location data 

- Distinguished from WITT 

GPS/Triangulation from provider 
Protecting Sensitive Techniques 

- Use as evidence 
Loan of ELSUR Policy 

- Using State Orders 

- Liability-scope of authority 

1 b7E 
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Pen Register Device: 
18 use 3127(3) 

New Definition 



■ "pen register" means a 
device which records 
or decodes electronic 
or other impulses 
which identify the 
numbers dialed or 
otherwise 
transmitted on the 
telephone line to 
which such device is 
attached.... 


■ "pen register" means a device or 
process which records or decodes 
Muling, routing, addressing, or 
signaling information 
transmitted by an instrument or 
facility from which a wire or 
electronic communication is 
transmitted, provided, however, 
that such information shall not 
include the contents of any 
communication .... 


CELLSn%-484 



New Law: USA Patriot Act 



DOJ/CCIPS & OEO: 



“signaling information”; any non-content information 
“transmitted by” a telephone instrument 


httD://30.100.99.18/ogc/usabook/usabook/esis/13esis.htm 



DOJ Opinion; 



DOJ: Pen/Trap order 





to use a Pen Register Device to obtain 
“signaling information” transmitted from a 
cellular telephone to: 

1) Identify a target phone or 

2) Locate a phone 



3. Will not retain records beyond use to locate target phone 
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Disruption of Service 



rights & Minimize 









Sensitive Techniaue 




Emergency Provision 

3125(a)(1) 


[ 



■ DOJ command Center| 

■ OEO (business hours) | 

■ Emergencies involving: 

■ Immediate danger of death or serious injury or immediate 
threat to a national security interest 


- MIOG, Part 2, 10-10.7.1 






Alternative authority 



Consent (18 USC 3121(b)(3)) 


Voluntary Disclosure by Provider (18 USC 2702(c)(4)) : if 
provider “reasonably believes that an emergency 
involving immediate danger of death or serious physical 
injury to any person justifies the disclosure of: “a record 
or other information pertaming to a subscriber or 
customer of such service.” 



WITT Function vs. 
Location (Tower/Sector) data 

from Provider 


CELLSITE-41 




What is GeU site 
location data 



Tower/Sector data: 

1 . is generated by the network for network purposes regardless of 
a LE order. 

2. is necessary to Provision of Service & a call cannot be 
processed without it. 

3. exists in the network as a RECORD or Other Information 
prior to its being obtained by LE. 

4. NON-Content data; not substance of a communication. 

5. is delivered only at the be g in n ing and end of calls per CALEA 
J-Std 




Obtaining Cell Site Data 

CALEA prohibits collecting location information 
“solely pursuant” to a PR/TT- 47 USC 
10029(a)(2)(B) 

2. 18 use 2703(d) (Stored Communications Act) 



CALEA DeUvery of 
location data 

■ Near Real-Time : CALEA (47 use 1002) requires carriers to 
“expeditiously isolates” 

- “call-identifying information”: includes cell site information 
utilized in processing calls 

— for government access "before, during, or immediately after the 
transmission of a [ ] communication" (i.e., in real-time or near 
real-time) 

■ CALEA J-Standard: location information is delivered after 
generation of data by the carrier’s network and use in the 
provision of service (e.g., call origination. Answer, call release) 
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CALEA amended SCA 18 USC 
2703(d) ("Ttansactional Data”) 


Prospective disclosure 
of Cell site data 



Guidan 


■ AND Use a PR/TT order for WITT gear 

1 . 

2, Advise of | 

3. Notretainl Irecords 
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4**^ Amendment 
Privacy Interest 


Smith V. Maryland 442 U.S. 435, 744 



no legitimate expectation of privacy in information knowingly conveyed to a third party 



In re Digital Analyzer found “[n]o logical distinction between telephone numbers called 
and a party’s own telephone number (or ESN number), all of which are regularly 
voluntarily exposed and known to others. 885 F. Supp. at 199 (citing Smith v. Maryland 
442U.S. 735, 742-45 (1979)). 



4* Amendment 
Privacy Interest 

b5 

b7E 


■ See Kvllo v. United States. 533 U.S. 27 (2001) (use of dermal imager to measure heat emitted from home 

constituted a search in part because there was no objective reason for the home owner to know that a device would 
be routinely used to detect and measure heat emitt^ from his home). 
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■ See, e.g.. United States v. White. 401 U.S. 745, 752 (1971) (plurality opinion) (party 
to conversation accepts the risk that his listener may betray his confidences); Hoffa v. 
United States. 385 U.S. 293, 300-03 (1966). 


CELLSITE-4862 









Court order: 2703(d) 



2703(d) order- 



[will provision for up t 

max. chai^ge 

Lansuaue: 







Increased Investigative Use 

of Technique 


WITT policy EC 268-HQ- 1068430-serial 342 or 66F-HQ- 
C1384970— serial 13634 entitled Wireless Intercept and Tracking Team 
(WITT), dated 08/24/2004. 







Cellular Tracking as 
Evidence 



Protecting Sensitive 
Techniques 

• Qualified Government Privilege in Non-disclosure 
based on Roviaro v. United States, 353 U.S. 53 

(1957): disclosure of identity (and testimony) of informant. 

• Generally technique, type of device, location of install, etc. is 
protected 

• unless Defense can establish disclosure is necessary to defense, I.e., no 
other/adequate means to cross-examine/test evidence; if so: 

• then Balancing of interests 


• ^ also Javme S. Walker "The qualified privilege to protect sensitive investigative 

techniques firom disclosure." LEB Vol 69 N0. 5 at 26 (May 2000). ^35 
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LOAN of ELSUR: 
STATE Authority 



Contact Info: 


Assistant General Counsel, 

Science &Technology Law Unit, 
Office of the General Counsel 

•DOJ (CCIPS): www.cybercrime.gov 
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Violent Gang Safe Street Task 
Forces Legal Issues 
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Assistant General Counsel 
Science and Technology Law Unit 
Office of General Counsel 
Federal Bureau of Investigation 

July 29, 2010 



Science & Technology Law Unit 


TOPICS 



■ General discussion and DES / OTD policy 
discussion 

■ Law Enforcement Sensitive (LES) — what is it 
and why is it important 

■ Pen Register/Trap and Trace and WITT 

■ ELSUR support for State and locals 

■ Other topics as time permits 
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The Disclaimer 

Comments /Materials are subject to the 

case law or statutes in your 
jurisdiction. The law in your federal 
circuit may be different. 

Consult YOUR Chief Division Counsel! 
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General Operational Guidelines 
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Law Enforcement Sensitive 



■ Law Enforcement Sensitive (LES) collection 
devices, systems, techniques, and related 
information are not to be disclosed. Only the 
product of the technical operation is disclosed. 

■ Examples: WITT equipment is LES; CART 
SOPs are LES. 
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Law Enforcement Sensitive 


- FOUO (For Official Use Only) - a caveat appHed 
to sensitive but unclassified information that may be 
exempt from release under FOIA 

•LES (Law Enforcement Sensitive) is another of 9 
potential exemptions under FOIA to protect law 
enforcement sources and methods, evidence, reports, 
tools and techniques, etc. 

■FOUO/LES is unclassified information 


« 
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Law Enforcement Sensitive 


■ Law Enforcement Sensitive (LES) equipment 
enjoys “qualified privilege” 

■ State/local vs. Federal prosecutions 

■ Testimony — how to . . . 

> 

> 

> 
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WITT 


WITT = Wireless Intercept Tracking Team 
WITT doesn’t intercept; and 
WITT doesn’t track 
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^Pen Register/Trap and Trace 


Court ordered surveillance 

Government must certify that information 
likely to be obtained by use of device “is 

relevant to an ongoing criminal 
investigation.” 18 U.S.C. § 3122(b)(2) 
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What is the Pen/Trap "addressing 

information”? 


■ Dialing, Routing, Addressing, Signaling (DRAS) 
Information 

■ Transmitted by Instrument or Facility from which a 
Communication is Transmitted (outgoing call) (pen) 

■ Identifies Originating Number or Other D/R/A/S or is 
Reasonably Likely to Identify the Source (incoming call) 
(trap) 

- Utili2ed in Processing or Transmission of 
Communications 

■ Is not “Contents of any. . .Communications” 
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Limitations: 


Thou shall NOT collect the Contents of any 
communication 

>18 use sec. 3121 (c) — "use technology 
reasonably available to restrict ... so as not to 
include the contents of any wire or electronic 
communications " 

>18 use sec. 3127 pen/trap definition: "shall not 
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Legal Authority for use of Pen Register Trap 

and Trace - Summary 

■ Besides 18USC § 3121 — 3125 (... relevant to an ongoing criminal 
investigation . . .) 

■ PRT&T captures . dialing, routing, addressing, and signaling information 

55 



■ 18 use § 3121 states, 'U . . no person may install or use a PRT&T device 
without first obtaining a court order ...” (GALE A) 

■ The FBI may not use WITT without an order. 
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Legal Authority to Deploy WITT 
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Legal Authority to Deploy WITT 


When is a Rule 41 Search Warrant necessary? (Probable 
cause standard) 
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Legal Authority For Technical Assistance 
to Federal, State, and Local Law 
Enforcement Agencies 

18 use §3121 -§3125 
AG Order 2954-2008 
DIOG 11.11 
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FBI Technical Assistance to Federal, State 
and Local Law Enforcement Agencies 



■ It must be lawful. (4.a) 

■ Appropriate and consistent with the law. (4.b) 

■ Appropriate use of personnel and financial resources. 

(4.C) 

■ Not jeopardize an)^ ongoing sensitive or classified 
investigation. (4.d) 
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The Requesting Agency shall certify 

that: (5.c) 


Technical Assistance will be used lawfully. (5. c.l) 
Shall not be used outside of its jurisdiction. (5.C.2) 
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Supporting the Request shall be the written 
certification of an appropriate attorney for 
the prosecutorial office. (5.d) 


It is lawful and authorhed under the relevant law of 
the applicable jurisdiction for the Requesting 
Agency: 

> To make use of the FBI Technical Assistance 
requested and(5.d.l) 


> For the FBI to provide the Technical Assistance 
requested, including the FBI personnel 
involved. (5.d.2) 
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Request by Executive Level Official in 
writing (letterhead, email, fax, etc). (5.a) 
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In Emergency Situation 
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I Procedures for field office approval for 

technical assistance (6) 


■ The CDC shall review the request, the 
certification(s) and supporting court order and 
other legal process. (6.1. a) 
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> Is Authorized under the AG Order No 2954-2008. 

(6.1.C.1) 

> Can be implemented as specified within the order or other 
legal process. (6.1.C.2) 

> Is lawful, reasonable and appropriate. (6.1.C.3) 

> Complies with FBI poUcy. (6.1.C.4) 
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FBI Field Office 
Approving Official 
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4^^ Amendment Concerns 



• Zweibon v, Mitchell, 516 F.2d 594 (D.C. Cir. 1975), cert, den., 425 U.S. 
944 (1976) (damages authorized against FBI agents engaged in 
unjustified warrandess wiretap for national security) 



U.S. V. Ehrlichman^ snpra (government official who authorizes or 
conducts warrandess search for national security purposes is 
subsequendy determined no authority existed for search) 
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■ Title III & Electronic Communications 
Protection Act 


> Tide III, Omnibus Crime Control and Safe Streets 
Act 

. Codified at 18 use §2510 
• Commonly referred to as the Wire Tap Act 

> Prohibits the interception of wire and oral 
communications, and electronic 
communications. 

> Provides for criminal penaldes and civil damages 
against anyone who “intendonally intercepts, 
endeavors to intercept” any covered communicadon. 
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Title III Order 

■ Law enforcement exception - the government may apply 
for a court order authorizing an interception. 18 U.S.C. 
§2516(1) 

* Application must specify the offense being investigated, the 
nature and location of the facilities where the 
communications are to be intercepted, and a particular 
description of the communications sought to be 
intercepted. 18 U.S.C. § 2518(1) 

■ Standard: Probable cause to believe that a particular 
offense is being committed and that targeting the specified 
facility win yield communications concerning the offense.18 
U.S.C. § 2518(3) 
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Title III Order (cont.) 



c 




>> 

O) 

o 

o 



o6 


o 

o 

c 

2 

‘o 

a> 


Good for up to thirty days. Extensions allowed, but 
same PC standard applies to extension. 18 U.S.C. § 
2518(5) 

Required to “minimize” the interception unrelated to 
criminal activity. 18 U.S.C. § 2518(5) 

Requires a finding that normal investigative procedures 
are u nlik ely to be successful or are too dangerous. 18 
U.S.C. § 2518(3)(c) 

Requites notice to the target within 90 days. 18 U.S.C. 
§ 2M8(8)(d); Delayed notice may be authorized by 
court. 
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&1 Title III vs. Pen/Trap 


Pen/Trap (non-content; 

>1 


> 

> 

> 


Title III — content of communications 



> 
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■ Must have the consent of a “party” to the 
communication 
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Questions? 
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iic.fbi.gov 


Office of the General Counsel 
Science and Technology Law Unit 
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CELLSITE-15240 









Monday. April 23. 2012 10:35 AM 


All iNFii-i.Tr:;; :i':.'-.i i: 

HEREIN 13 DlCCLA33I'r.i_ 

DATE 11-06-2012 Bl' c5;.7'j/-i'; m,. - 


From: 

Sent: 

To: 

Subject: 


Classification: UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 


Violent Crimes has a req uest to send t he WIT] 
for purposes of telling th( 
a lot? 


fo 


hey are looking for | | to provide them langua ge to use 
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Do we have language that we use to use when the WITT guys were going 


Confidentiality Statement : 

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The 
message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient of 
this message, please destroy it promptly without further retention or dissemination (unl ess otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by calling l 


Classification: UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 
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From:[ 

Se nt; Tuesday, January 10. 2012 12 :23 PM 

Toj 
Cc 


Subject: RE: WITT — UNCLASSIRED 
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Classification: UNCLASSIFIED 


Thanks, r | 

It's th^ [who want the info, so for planning purposes, please know that we'll have to coordinate a conference ■ 

call or something. 







Thank s for your time! 


Classification: UNCLASSIFIED 
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Classification: UNCLASSIFIED 
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To:| 

Subject: RE: WITT — UNCLASSIRED 


Classification: UNCLASSIFIED 



Classification: UNCLASSIFIED 


Thanks,[~ | 


it's the who want the info, so for planning purposes, please know that we'll have to coordinate a conference 

call or something. 



Hi| I 


WITT 







2 - 







THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


Fromf 
Sent_ 
To; 

Cc: 




:46 AM 


Subject; Rb: Wil I — UNCLASSIFIED 
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Classification: UNCLASSIFIED 


Following up on this once again. 


From;| | 

Sent: Wpfinp<;riav. nrfrnhpr O';. 7()^ 1 1 :70 PM ~ 

To;| 

Subject; RE: WITT — UNCLASSIRED 


Classification: UNCLASSIFIED 


I've been digging out since 1 got back, and will get an answer to your shortly. 
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THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


From ;| | 

Se nt; Wednesday, October 05, 2011 3:45 PM 

To: I 

Subject: Rb: Wll I — UNOASblKbD 
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Classification: UNCLASSIFIED 








Just checking in to see if this got buried in your email while you were away. We still need a response, please. 
Thanks. ^ 

b7C 

From: 

Se nt: Tuesday. September 13. 2011 1:11 PM 

To [ n 

Subject: RE: Wll I — UNCLASSIRED 

Classification: UNCLASSIFIED 



AG^ 


Thanks 


will respond to this WITT inquiry. 
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From{ 





1 ^ 


Subject: FW: WITT — UNCLASSIRED 


Classification: UNCLASSIFIED 


I 


Could you or another Wl 



please weigh in on the below email? 


Thanks, 
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From[[ 


] 


Se nt: Monday. September 12. 2011 5:09 PM 

ToJ 


Subject: WITT - UNCLAS5IPIE0 
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Classification: UNCLASSIFIED 
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CELLSITE-15248 




Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 
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CELLSITE-15249 


Sorry for not getting back to you sooner. I have your questions, but they're not simple yes/no ansv^ers, and I want to be 
able to give you a full answer. I hope to get back to you a round the week of the 19*^ as I am TDY for 5 days over the 
next 2 weeks, and handling a complicated trial fori 
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THIS MAY BE A PRIVILEGED A TTORNEY CLIENT A TTORNEY WORK PRODUCT COMMUNICA TION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


Fromq_ 

Se nt: Thursday. November 10. 2011 9:46 AM 

To;f 
Cc: 


Subject: RE: WITT-- UNCLASSIRED 


Classification: UNCLASSIFIED b6 

==================================™™============== ]3 7 Q 


Following up on this once again. 


From: 

Sent: 


im 

Wednesday. October 05, 2011 l:2l 

To: 


Subject: RE: WITT™ UNCLASSIRED 


Classification: UNCLASSIFIED 


I've been digging out since I got back, and will get an answer to your shortly. 
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THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 



Classification: UNCLASSIFIED 



b6 

b7C 


Just checking in to see if this got buried in your email while you were away. We still need a response, please. 
Thanks, 




Classification: UNCLASSIFIED 





ill respond to this WITT inquiry. 


Thanks 



b6 

b7C 
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CELLSITE-15251 





WITT 










b7E 

b3 


Thanks for vour time! 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 
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CELLSITE- 15253 



From: | | 

Se nt: Wednesday. October 05. 2011 1:20 PI 

To: I 

Subject: RE: WITT — UNCLASSIRED 


Classification: UNCLASSIFIED 



THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


From: 

Sent: Wednesday, October 05, 2011 3: 

To: | 

Subject: RE: WITT — UNCLASSIRED 


Classification: UNCLASSIFIED 


□ 

Just checking in to see if this got buried in your email while you were away. We still need a response, please. 

Thanks, 

□ 



Subject: RE: WITT ™ UNCLASSIRED b 7 C 


40 


CELLSITE-15254 




Classification: UNCLASSIFIED 



Classification: UNCLASSIFIED 

Iplease weigh in on the below email? 


b6 

b7C 

b7E 


Could you or another WlTij 


Than 


ks. 








Thanks for your time! 


Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 
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CELLSITE-15256 









Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 


43 






Se nt; Thursday, November 10, 2011 9:46 AM 

To: I 
Cc: 

Subject; RE: WITT -t UNCLASSIRED 


Classification: UNCLASSIFIED 


b6 

b7C 


Following up on this once again. 


From: 

Sent; Wednesday. October 05. 2011 1:20 PM 


To:[ 


Subject: Rb: Wll I -- UNCLASSIRED 


Classification: UNCLASSIFIED 



I've been digging out since I got back, and will get an answer to your shortly. 


b6 

b7C 


THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


From; 

Se nt; Wetifitatiav, uctooer ub, ^uii~:^45 PM 

To: 


Subject: RE: WITT — UNCUSSIRED 


Classification: UNCLASSIFIED 


b6 

b7C 


Just checking in to see if this got buried in your email while you were away. We still need a response, please. 
Thanks, 


45 


CELLSITE- 15258 








ni; ruesdav, September 13. 2011 1:11 PM 


E 


iject: RE: Wm — UNCLASSIFIED 


Classification: UNCLASSIFIED 


AGC|^ 

Thanks 


lA/ill respond to this WITT inquiry. 


b6 

b7C 


From:| | 

Se nt; Tuesday, September 13, 2011 9:53 AM 
To:| 

Cc;l 


Subject: FW: WITT -- UNCLASSIRED 


Classification: UNCLASSIFIED 



please weigh in on the below email? 


b6 

bVC 

b7E 


From: 
Sent: 
To:[~ 


Monaav. beptemoer iz. zuii 


,b:Uy PN 


Subject: WITT — UNCLASSIRED 


Classification: UNCLASSIFIED 


b6 

b7C 

b7E 







CELLSITE-15260 




Classification: 

UNCLASSIFIED 

Classification : 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 


48 







Classification: UNCLASSIFIED 




I've been digging out since I got back, and will get an answer to your shortly. 



THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 
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CELLSITE-15262 




Classification: UNCLASSIFIED 



AGCJ 


will respond to this WITT inquiry. 


Thanks 



b6 

b7C 


Froin:| | 

Se nt: Tuesday, September 13, 2011 9:53 AM 

To:| 

Cc: 


Subject: FW: WITT — UNCLASSIRED 


Classification: UNCLASSIFIED 


HilZD 


b6 

b7C 

b7E 


Could you or another W1TT| 
Thanks, 


please weigh in on the below email? 


From:| | 

Sen t: Monday, September 12, 2011 5 :09 PM 

To: I 

Subject: WITT — UNCLASSIRED 

Classification: UNCLASSIFIED 





b6 

b7C 

b7E 

b3 


5 : 





Thanks for your time ! 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 

Classification: 

UNCLASSIFIED 
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CELLSITE-15264 






Classification: UNCLASSIFIED 
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CELLSITE- 15265 





Subject: 


Friday. December 02. 201 1 9:38 AM 


I 

RE: WITT -- UNCLASSIFIED 


Classification: UNCLASSIFIED 



Sorry for not getting back to you sooner. I have your questions, but they're not simple yes/no answers, and I want to be 
able to give you a full answer. I hope to get back to you a round the week of the 19‘^ as I am TDY for 5 days over the 
next 2 weeks, and handling a complicated trial for 

□ 


THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


From:| | 

Se nt; Thursday, November 10, 2011 9:46 AM 

To;| 

Cc: 

Subject; Kb: Wll I — UNCLASSIRED 


Classification: UNCLASSIFIED 


b6 

b7C 

b7E 


Following up on this once again. 


b6 

b7C 






Classification: UNCLASSIFIED 



THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


From; | 

Se nt: Wednesday, October 05, 2011 3:45 PM 

To^ I 

suDjea: Kh: wii i — UNLUVbbiKbu b 6 

b7C 


Classification: UNCLASSIFIED 


Just checking in to see if this got buried in your email while you were away. We still need a response, please. 
Thanks, 



From:| | 

Se nt: Tuesday. September 13. 2011 1:11 PM 

To:^ 

Subject: Kb: WII I -- UNCUSSlHbl) 

b6 

b7C 

Classification: UNCLASSIFIED 







will respond to this WITT inquiry. 


Thanks 
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CELLSITE-15267 










Classification: UNCLASSIFIED 

Hi l """ I 

Could you or another WIT please weigh in on the below email? 

Thanks, 



b6 

b7C 

b7E 



Subject: WITT — UNCLASSIRED 

b6 

b7C 

Classification: UNCLASSIFIED b7E 


Hil 


DO 








Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 
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CELLSITE- 15269 











fiii iNF;p.:::^.Ti:ii 
HEREIN IS f i_ 

D&TE 11 - 06 - 201 ;: liY ■/■>■■' . : ■ . 




THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


Classification: UNCLASSIFIED//LES/FOUO 
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CELLSITE- 15270 







From: 

Sent: 

To: 

Subject: 


ALL ZKrCRMA.T::.-. ■ : ■ 

HEREIN IS IINII.- 'T-'Tr- 

DATE. II-O'S-ZOIZ Zi .'■■j IT Z ■' =3 


WoHnocHow Hotrihor ntj 9ni-l PM 

RE: WITT -UNCLASSIFIED 


Classification: UNCLASSIFIED 



b6 

b7C 


Just checking in to see if this got buried in your email while you were away. We still need a response, please. 
Thanks, 


To:[ 


From: 

Sent: Tuesday, September 13, 2011 1:11 PM 


Subject: RE: WITT™ UNCLASSIRED 


Classification: UNCLASSIFIED 


AGd 


will respond to this WITT inquiry. 


Thanks 


b6 

b7C 


Froi 

Sen 

To: 

Cc: 

t:‘ 

Fuesdav. Seotember 13. 2011 9: 

53 AM 


1 ^ 


Subject: FW: WITT — UNCLASSIRED 


Classification: UNCLASSIFIED 


b6 

b7C 

b7E 



Could you or another WITT 


please weigh in on the below email? 


Thanks. 
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CELLSlTE-15271 







hQ 







Classification: UNCLASSIFIED 
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CELLSITE- 15273 








All INFll-.r^ 





KEPF.::-i 

DATE ll-06-lOi; i: 

1 

1 • ! 


= - ■ 

"J 


From: 

Sent: 

To: 

Subject: 


I hursdav. Santemher 29. 201 1 3:05 PM 


bonference 


Classification; UNCLASSIFIED 


I currently have OGC scheduled to speak at the| [conference on Monday October 17 from 3:30pm-4:30pm. 
Attached is the draft schedule. 


As far as talking points, I think it is impo rtant to discuss so me of most significant matters that have been brought to you 
attention over the past 18 months from | ~ I k now you are constantly a«;kpH fnrtprhniral Ippal assKtanrp^ 


I know I have received questions from the field mostly about 


WITil 




sessions with 

Unit to provide additional guidance. 


You may be able to piggyback oti those 


b6 

b7C 

b7E 


Please give me a call if you have any questions. 


Classification: UNCLASSIFIED 
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CELLSITE-15274 






Very helpful. Thanks. 

I will copy you on the final response i send to the CDC. 


b6 

b7C 

b7E 









THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC’S PRIOR PERMISSION. 



THIS MAY BE A PRIVILEC3ED ATTORNEY-CLIENT/WORK-PRODUa COMMUNICATION. DO NOT DISCLOSE OUTSIDE THE FBI WITHOUT OGC’S PRIOR PERMISSION. 


Fromf 

Sent: Monday, September 26, 2011 2:14 PM 

To:| 

Cc:| 


Subject: RE: Use of WITT technology^ 


Classification: UNCLASSIFIED 


b6 

b7C 

b7E 






b6 

b7C 

b5 


THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 

From: | 

Se nt: teiaav, beptemper Zb, zuii hm 

To:| 

Cc: l 

Subject: FW: Use of WHT technology ! 

Classification: UNCLASSIFIED 


Thoughts? Thanks!!! 

b6 

^ b7C 

b7E 


THIS MAY BE A PRIVILEGED ATTORNEY-CLIENT/WORK-PRODUCT COMMUNICATION. DO NOT DISCLOSE OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


Fromj 

Sent: ivinnflav. .Spnl-pmhpr 7 ^. 7011 11 ;4f} AM 

To: 


Subject: Use of WITT technology 


b6 

b7C 

b7E 

b5 

b3 


’Wireless Intercept and Tracking Team - WITT)4, 
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CELLSITE- 15277 





Thanks for any information. 


b3 
b7E 
b5 
b6 
b7C 

ATTORNEY CLIENT WORK PRODUCT. DO NOT FURTHER DISSEMINATE WITHOUT THE PERMISSION oF 
THE AUTHOR. 



Classification: UNCLASSIFIED 
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CELLSITE- 15278 















From: 



Sent: 


^ 

To: 

Cc: 



Subject: 

RE: Use of Witt technology by] 



Classification: UNCLASSIFIED 


IWITT. 


WITT 


b6 

b7C 

b7E 

b5 

b3 


THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC’S PRIOR PERMISSION. 


From 

gopfr-T^nnrtax/ viontomhor vm 1 ^■f]4 p[vf 

To: 

Cc: 


Subject: RE: Use of WITT technology 


Classification: UNCLASSIFIED 


b6 

b7C 

b7E 

b3 

b5 


Thankc Aniipctinn thniigh- Hn \/nii l^nnu/ 


whether what he states it's true: tha 



oea 
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CELLSITE- 15279 







b6 

b7C 

b5 


THIS MAY BE A PRIVILEGED ATTORNEY-CLIENT/WORK-PRODUCT COMMUNICATION. DO NOT DISCLOSE OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 




THIS MAY BE A PRIVILEGED A TTORNEY CLIENT A TTORNEY WORK PRODUCT COMMUNICA TION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


b6 

b7C 

b7E 
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CELL5ITE-15280 





Classification: UNCLASSIFIED 


Thoughts? Thanks!!! 


b6 

b7C 

b7E 


THIS MAY BE A PRIVILEGED ATTORNEY-CLIENT/WORK-PRODUCT COMMUNICATION. DO NOT DISCLOSE OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 



Thanks for any Information. 



ATTORNEY CLIENT WORK PRODUCT. DO NOT FURTHER DISSEMINATE WITHOUT THE PERMISSION OF 
THE AUTHOR. 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 
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CELLSITE- 15281 




Classification: UNCLASSIFIED 
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CELLSITE- 15282, 











THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


b6 

b7C 

b7E 


Thoughts? Thanks!!! 


I 


THIS MAY BE A PRIVILEGED ATTORNEY-CLIENT/WORK-PROOUa COMMUNICATION. DO NOT DISCLOSE OUTSIDE THE FBI WITHOUT OGC’S PRIOR PERMISSION. 


b6 

b7C 

b3 

b7E 

b5 



Thanks for any information. 




From^ 

Se nt; fendav. September 26. 2011 1 :44 PM 

To: I 

Subject: hw: use or wi 1 1 tecnnoiogyl 


Classification: UNCLASSIFIED 
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CELLSITE- 15284 










L b6 

b7C 

ATTORNEY CLIENT WORK PRODUCT. DO NOT FURTHER DISSEMINATE WITHOUT THE PERMISSION OF 
THE AUTHOR. 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 
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CELLSITE- 15285 




THIS MAYBE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


From :| 

Se nt: Monday, September 26, 2011 1:44 PM 

ToJ ■ 

Cc: 


Subject: FW: Use of WITT technology^ 


Classification: UNCLASSIFIED 


b6 

b7C 

b7E 



THIS MAY BE A PRIVILEGED ATTORNEY-CIIENTAVORK-PRODUCT COMMUNICATION. DO NOT DISCLOSE OUTSIDE THE FBI VYITHOUT OGC'S PRIOR PERMISSION. 
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CELLSITE-15286 











Thanks for any information. 


ATTORNEY CLIENT WORK PRODUCT. DO NOT FURTHER DISSEMINATE WITHOUT THE PERMISSION OF 
THE AUTHOR. 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 
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CELLSITE-15287 




Mi INFOP&iUJ: i: ' 

KEPEIM : r. ’::.-.- - 

DATE lL-n6-201j jl l I L ‘ i ;i: i r; 



Thoughts? Thanks!!! 

b6 

b7C 

b7E 


THIS MAY BE A PRIVILEGED ATTORNEY-cllENT/WORK-PRODUCT COMMUNICATION. DO NOT DISCLOSE OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 



Thanks for any information. 



ATTORNEY CLIENT WORK PRODUCT. DO NOT FURTHER DISSEMINATE WITHOUT THE PERMISSION OF 
THE AUTHOR. 
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CELLSITE-15288 






Classification: UNCLASSIFIED 
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CELLSITE- 15289 




suDjeci: 


Fwrwrr 


Classification: UNCLASSIFIED 


b6 

b7C 

b7E 

From: | 

Se nt: Monday, September 26. 2011 10:06 AM 

To j ~l 

Subject: WITT 


Classification: UNCLASSIFIED 



Classification: UNCLASSIFIED 


85 


CELLSITE- 15290 













order. 


think that pretty much sums up what we were looking for. I'll get with thd 


on the execution of the 


Thanks for the clarification 



and, ThanksJ 


for making it all happen! 


b6 

b7C 

b7E 


From: 

Se nt: Monday. September 19, ZOli 4:18 PM 

To 
CC! 


I 


Subject: Kb: Win' Requesf/Clarification — SE' 




Classification: 



T 


Declas'si55>0fi;l^^^2 1 0 91 9 
om : fS1''NSI SC 


b6 

b7C 

bl 

b3 

b7E 



From: 


Se nt: Monday, September 19, 2011 2 :25 PM 

ToJ 


Subject: hw: wii i Requestyciarltication 


Classification 

s 


ion — SE^K^ 



b6 

b7C 
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CELLSITE- 15292 




Declassi£^n^©H’^^O2i091 9 

D©^±^fed^rom: FBI NSISC^ 

sorry, I had to run out of office to tend to some duties. I'li get back with you tomorrow morning on this. 
1 still have not had a chance to coordinate with] [to pull the 














Classification: 



91 





I |.i think that pretty much sums up what we were looking for. I'll get with th 
order. 



n the execution of the 


Thanks for the clarification and, Thank* for making it all happen! 

□ 






I [ sorry, I had to run out of office to tend to some duties. I'll get back with you tomorrow morning on this. 
I still have not had a chance to coordinate with □ o pull the | I 






r tr 
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CELLSITE- 15300 






I See the link below. 

Please call with questions; look forward to speaking again. 

Thanks again, | | 



Classification: SEtjpiET 




SLcieti 


9; 





From: | 



Sent: 

Tuesday. September 13. 2011 4:12 

?M 

To: 1 1 

Subject: 

RE: WITT — UNCLASSIFIED 



Classification: UNCLASSIFIED 


b6 

b7C 


Thanks! I have a feeling another fight is brewing between groups, so I want to make sure the responses provided are 
accurate. 


From J 

Sent: Tiie«;flav. Spntpmhsr 1.'^. 7011 1:11 PM 

Toil 

Subject: RE: WITT-- UNCLASSIRED 


Classification: UNCLASSIFIED 


b6 

b7C 


AGC|^ 

Thanks 


wili respond to this WITT inquiry. 



From: 


Se nt: Tuesday, September 13, 2 011 9:53 AM 


Tol 


Cc 





Subject: 1-W: WIN — UNCLASSIRED 


Classification: UNCLASSIFIED 




Could you or another WITTT 


please weigh in on the below email? 


Thanks, 


b6 

b7C 

b7E 


From 4 I 

Sent: Monday, September 12, 2011 5:09 PM 
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CELLSITE- 15302 








To:| I 

Subject: WITT — UNCLASSIFIED 

b6 

Classification: UNCLASSIFIED b7C 

b3 
b7E 







Thanks for your time! 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


Classification: • UNCLASSIFIED 
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CELLSITE- 15304 









Classification: UNCLASSIFIED 


H 


Could you or another WITT| 
Thanks . 


please weigh in on the below email? 


b6 

b7C 

b7E 


Classification: UNCLASSIFIED 


b6 

b7C 

b3 

b7E 
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CELLSITE-15305 







Subject: questions — UNCLASSIRED 


b6 

Classification: UNCLASSIFIED b7C 

====================================================== 3 

b7E 


All— for what it's worth: 






Hopefully this is at least somewhat helpful. 
Thanks. 


Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 
Classification: UNCLASSIFIED 


b6 

b7C 

b3 

b7E 
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CELLSITE-15307 



Classification: UNCLASSIFIED 
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CELLSITE- 15308 


ALL ::;F:r:u:: 

HERKIN IS 

DATE 11-07-2012 hV . 


From: 

Sent: 

To: 

Cc: 

Subject: 


IriPsHav Marnhr; ^ 


FW: WITT Slides 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


As per 


but of office. These need to be included in the materials for the CDC Conference. 


b6 

b7C 


THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


From: 

— r 


^■11 1 1 1 IIMM II 1 fcblllllB III 

>rM 

To: 



Cc: 




Subject: wii i biiaes 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


asked me to send you these slides which are for handouts only for the CDCs (they will not be briefed). 
Thanks. 


b6 

b7C 


THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 

108 

CELLSITE-15311 





b7E 


Wfn 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


109 



From: 

Sent: 

To: 

Cc: 

Subject: 


Tuesday. March 22. 2011 5:15 P M 

WITT Slides 


ALL ■ 

HEREIN IS OTJCUlSSI-T r- 

DATE. 11-07-2012 E'l 6.E1- 2/ =3 


SENSITIVE BUT UNCLASSIFIED 
NONrRECORD 


asked me to send you these slides which are for handouts only for the CDCs (they will not be briefed). 


Thanks. 


b6 

bVC 

bVE 


THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 




WITT 



SENSITIVE BUT UNCLASSIFIED 




















1 



THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 

b6 

b7C 

b5 

b3 

b7E 


PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK PRODUCT. DO NOT 
DISSEMINATE WITHOUT OGC APPROVAL. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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CELLSITE-15316 





THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. 

b6 
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CELLSITE-15317 




Thanks! 


THIS MESSAGE MAY CONTAIN PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK 
PRODUCT. DO NOT DISSEMINATE WITHOUT OGC APPROVAL. , ^ 


b7C 

b5 


From| 

fipnl-; Thiir«ylav. Mnvpmhpr 04 7010 7 

To;| 

Subject: RE 


52 AM 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b5 

b7E 


Thanks for coDvina me. 


^itT 


From: 

Sent: 

To: 

Cc: 

Subject: 


Wednesday. November 03. 2010 9:39 AM 


TWI 


b6 

b7C 

b5 

b3 

b7E 
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CELLSITE-15318 




PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK PRODUCT. DO NOT 
DISSEMINATE WITHOUT OGC APPROVAL 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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CELLSITE-15320 


' Mi INFOEH&lICM'i !.: ' 

HEREIN nrci’-.. 

DATE 11-07-2012 3'f 


From: 

Sent: 

To: 

Subject: 


Thursday. Nnvfimhfir (14. 2Q1Q Q;30 AM 


RE: Re 


kWITT 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 


Thank^ | Your memory is bett e than m ine. Now that you mention our discussions, I do reeall. Thanks for getting 
me straight on tnis. I'li resolve this witi J 








Thanks 


□ 

UNCLASSIFIED 

UNCLASSIFIED 


b6 

b7C 

b5 

b3 

b7E 
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CELLSITE-15322 



ALL 

aEREIK IS UI'JCl.LS:': 
:a:i 


From: 

Sent: 

To: 

Subject: 


Thursday. October 07. 2Q1Q 10:18 AM 


FW: WITTI 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


Friday. June 25, 2010 10:11 AM 

' 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Government furnished equipment 


b6 

b7C 

b7E 



r 


To: 1 

1 


Subject: 

SENSITIVE BUT UNCLASSIFIED 


b6 

NON-RECORD 


b7C 

b7E 



b3 


I don't know 


From: 

Sent: 

To: 

Subject: 


Friday, .nine 7.S. 7010 6:77 AM 




1 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 





imiii 
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CELLSITE-15323 








SENSITIVE BUT UNCLASSIFIED 


121 


CELLSITE- 15324 


(T) 

o 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



From: 

1 

Sent: 

Tuesdav. Seotember28. 2010 9:21 AM 

To: 

1 

Subject: 

FW 


UNCLASSIFIED 

NON-RECORD 

b6 

b7C 

b7E 


From: 

I 

r 

Sent: 

Monday. September 27. 2010 3:55 PM 

To; 

1 : 

1 

Subject: 

FW^ 



UNCLASSIFIED 

NON-RECORD 


From: 

Sent: 

To: 

Subject: 








UNCLASSIFIED 

NON-RECORD 
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b6 

b7C 

b7E 


I hear you. I've explained this policy to the case agents and supervisor, but they're adamant about using the data. And 
they have the support of their AUSA. I've brought this to the attention of my ASAC and CDC. I will share your statement 
with them. 


Thanks, 


From: 


Sent: ‘ Mridav. August Ob. 201U 9:!>1 AM 


To: 




Subject: 





UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 






Sent: 

To: 

Subject: 


2010 10:10 AM 


Friday. August 06. 


FW: 


UNCLASSIFIED 

NON-RECORD 


] 


b6 

b7C 

b7E 


This is the first iVe heard about this issue, i do not recall talking to sender re this matter. 


□ 


From: | 


Sent: 

Thi irsdpv. Ai inr isT 0'^ . ?ni n P M 

To: 1 


Subject: 

Hw: 




UNCLASSIFIED 

NON-RECORD b6 

b7C 

I b7E 


Here's the email to my CDC containing 


opinion and the! 


Thanks. 


From: 

Sent: 

To: 

Subject: 


Wednesday. August 04 . 2010 11:11 a1 

^ ~l 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 

b5 


Call me If you need any additional answers or clarifications. 


Thanks, 

IZ^ 


Regarding 


email below and the[ 






Hope this is helpful, 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


b6 

b7C 

b3 

b5 

b7E 





b7E 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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b6 

b7C 

b3 

b7E 

b5 













□ 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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b6 

b7C 

b7E 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


133 


CELLSITE-15336 





I am interested in knowing what your CDC's office thinks about this as well. 

Thanks for the unique question. I will come back to you with an answer, whatever it turns out to be. 
John 
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b5 

b7E 
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Thursday, September 02, 2010 4:39 PM 
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DERIVED FROM: 


DECLASSIFY ON: 20350903 
SECRET 


ence Investiqations 


DERIVED FROM: G-SKRETsificatio 


terintelliqence Investiqations 
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SL 




SEOTET/VNQEQBlJ 


RECORD 





Please let me know if you need anything else. 


Thanks, 




SECkET//NOFORN 


1 fi \ 

tS 


record! 


b6 

b7C 

bl 


DERIVED FROM: G-3 FBI Classification 

DECLASSIFYON: 20350902— ^ 

SECRET ~ 


7 , Foreign Counterintelligence Investigations 


DERIVED FROM: G-3 FBI Classificatic 
DECLASSIFY^QNr20350gP3^ 
SECRET 



DERIVED FROM: G-3 FBI Classifica 


rForeiqn Counterintelligence Investigations 
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From: 

Sent: 

To: 

Subject: 


Friday AiimiRtnfi ?nin i nfi PM 


UNCLASSIFIED 

NON-RECORD 


I hear vou. I've explained this policy to the case agents and supervisor,! 

I I've brought this to the attention of my ASAC and CDC. I will share your statement 

with them. 

Thanks, 

I I 


From: 

Sent: 

To: 

Subject: 


Friday. AuQii.gl-nfi.?ninq:S1 AM 


UNCLASSIFIED 

NON-RECORD 


The utilization ofl 

[ This is done by human means.. 

ss Ji 

Unit Chief 


b3 

b5 

b6 

■b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


Fririav. AiiQii<:tnfi. 7010 in:in AM 


UNCLASSIFIED 

NON-RECORD 


This is the first I've heard about this issue, 1 do not recall talking to sender re this matter. 


From: 

Sent: 

To: 

Subject: 


Thiircriav Annuel- 9010 PM 
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b3 

b5 

b6 

b7C 

b7E 


Hope this is helpful, 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
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CELLSITE-6352 



Engineering Research Facility 
Bidg. 27958A Room A-207B 
Quantico. Va , 221 35 


SCIENCE & TECHNOLOGY LAW UNIT 


OFFICE OF THE GENERAL COUNSEL 


artiole. 


]'WITT' 




Also, please note that the ba nner "\ A(ITT 
p ia ac a ta i f a into Consideration the information above hafnrJ 


in thff email below has nothing to dn with thaT 


^discussed in the 


if you have any concerns or questions aboui 


Please contact the 


Thanks. 


. b3 
b5 
b6 
b7C 

b7E 



From: | | 

Sent: Thut^ av. April 29, 2010 5: 18 PM 

To: r~ 3i. EMPLOYED 

Subject: wm| | 

UNCLASSIFIED 
RECORD 197A HO C63379 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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UNCLASSIFIED 

UNCLASSIFIED 
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1 

All I :r:::i-.:i:;: :: : :: i: 

HEREIN 13 

DATE 11- 09-20-1 ; ■■ 


From: 

Sent: 

To: 

Subject: 


Frirlav Aiiniist DR 9010 19-R1 PM 



UNCLASSIFIED 

NON-RECORD 


The utilization ofanv 


J l his is done by human means.. 


SSAL 
Unit Chief 



From; | H 

Sent: Friday, August 06, 2010 10:10 AM 

To: 

Subject: 

UNCLASSIFIED 

NON-RECORD 


This is the first I've heard about this issue, I do not recall talking to sender re this matter. 


b3 

b5 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


Thursday. August 05. 2010 3:39 PM 


UNCLASSIFIED 

NON-RECORD 









UNCLASSIFIED 

NON-RECORD 
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Hope this is heipfui, 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 

Oiiantirn \/a 22135 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


Also, please note that the banner "WlnE 
I 1 "WITT" 


article. 

Please take into consideration the information above before 
I ~l if you have any concerns or questions about 


discussed in the 


Please contact the 
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Thanks. 


From: 

Sent: 

To: 

Subject: 


Thur sday. April 29, 2010 5:18 PM 
. EMPLOYEES 




UNCLASSIFIED 
RECORD 197A HO C63379 


WITT 



WITT 


WITT 


Thi<i hrip jf e-mail is intended as a follow-up to thp ni/7n/?nin P-maii i had spnt n 
I Below is a short article duo out of thel 


J 


b3 

b5 

,b6 

b7C 

b7E 


<< File: 


Bad Guys.pdf >> 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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vLi li:?:::.'-.:: 

HEP.E IN 1 i' J,. ! ; L.-.1 1 ,1 : . i 
DATE 


From: 

Sent: 

To: 

Subject: 


Thursday. June 24. 7010 5:39 


UNCLASSIFIED 

NON-RECORD 



If my comments above are correct, you may forward this response to 


Jas required. 


From: 

Sent: 

To: 

Subject: 


WPflnp«yla\/ liing x-l VUIMKTIHPM 


UNCLASSIFIED 

NON-RECORD 


Please see the email belo w. Can you assist me in answering this question. I don't recall any discussions regarding a 


b3 

b5 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


_ WPflnpqflav. limp 7 ^ 701 n 4-4S PI 




UNCLASSIFIED 

NON-RECORD 


Sorry to bother vnu anain 


Thanks AGAIN 
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To: 

Cc: 

Subject: 


UNCLASSIFIED 



UNCLASSIFIED 



From: 

Sent: 

To: 

Subject: 



UNCLASSIFIED 




UNCLASSIFIED 

NON-RECORD 


301 


CELLSITE-6361 










UNCLASSIFIED 

NON-RECORD 


when we meet. I have one more. issue that I would like to address. In regards to the current mentality to obtain a 



Can we pick this up tomorrow morning? 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 














UNCLASSIFIED 

NON-RECORD 



From: 

Sent: 

To: 

Cc: 

Subject: 


ThiircaHau Anril 99 7nin4-nPM 


b5 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Can we pick this up tomorrow morning? 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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UNCLASSIFIED 


NON-RECORD 



UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 


ALL i ' 

HEREIN IS n-: I.,' T--- 

DATE 11-Q3-20,U- I;:' ; - 3 :i: L 7^ 









I'll give the easy answer, or at least the ones that I would recommend. We have two options. 









With that, it appears to me that the next step in the process is to have 





321 


CELLSITE-6368 













3ne«i=i: 


CELLSITE-6370 
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RECORD 319 


I'll ask the hard question. Who will pay 

I And just an update, I reviewed the minor revisi ons/clarifications that U 
few minor additional revisions, I am of the opinion that the! 


and with a 



RECORD 319-0 
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b6 


Yes I am here all week long. If possible, please send us a draft, and I will coordinate having di take a look at 
it before uploading so we're ail in agreeance of the wording in the document. Call me on my cell phone if you need me to 


b7C 


come over... 




Thanks] j I’ll go thru this tomorrow. Will you be working tomorrow if 1 need to talk to you? Will | | oi| jneed 

to go thru the final before I send it up my chain? 

□ 





My remarks are below for the re-write, starting with paragraph 2. Paragraph 3 is the one that is most different... to include 
footnote 11. I didn't know what to do about footnote 12. ^ 
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To; 

Cc: 

Subject: 


b3 
b6 
b7C 
b7E 

In response to your question "Provide an update o n OTD support tcj | this is where we 

currentiy stand. TTU has made cont act with o discuss and define their operationai needs. With that information 

TTU deveiope ^< "> rtotnmnnt j of work. las reviewd and approved the SOW, which wiii now become part of a task 

order under thJ program. 

Let me know if you need anything else. 












Importance: High 

^ECRETtfW6roRN 

RECORCj^^ 

I [ Please handle this 

ss A 

Unit Chief 

Tracking Technoiogy Unit 
Onerationai Tec hnoioay Division 


b6 

b7C 


From: 





Sent: 




To: 

Cc: 



Subject: 

Update on Actions arising from iast quarterij 

[update for AD Thomas 


SESRET^NOEQRN 
RE CQRgt ^^ 


b5 

b6 

b7C 



OTD 

Operational 


Technology Division 


DERIVE!>t^Oiyi: Jtftfltide Sources 
DECLASSIFy^ 20191207 
SECRETZ/fiOFORN^ 


DERIVeb^ROM: Mutthlle^ources 
DECLASSIF^PBWI 20191 207 
SECRETfffiOFORN 


DERIVEl^FROM: Multmle Sources 

DECLASSIFy^&t^01912d7 

SECRET/yl^OFORN 
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DERIVED FROM: MultiplB-StfiTrces 
DECLASS^FY;0^1^^912d7 ^ 

SECRETtfNO^ORtij^ ^ ~ 


DERivEl>RR OM: IVltttti0le^^rces 
DECLASSIE¥^n^s2D191207 
SECRET//NOFORN 


DERiVE&EROM: Muftttfle^urces 
DECLASSIFig3&l<t20191207 
SECRETffflOFORN 


bERi\CED FROM: Multiptygburces 
DECLAS^tF^ON^^I 91 207 
SECRETffNOFORN^ 

DERn^EB^ROM: MuftMlTsources 
DECLASSIFt^Bia: 201 91 2^ 
SECRETZ/fiOFORN 



b6 

b7C 

b7E 



In response to your question "Provide an update o n OTD support to this is where we 

currently stand. TTU has made con tact with! I to discuss and detine tneir operational neeas. With that information 
TTU developec } a statemen} : of worl^ |has reviewd and approved the SOW, which will now become part of a task 
order under the program. 

Let me know if you need anything else. 



Can you answe 




uestions about the Concept of Operations of the 


and the use of the 


□ Can you answer ] [ question about the Legal analysis for] 



b3 

b6 

b7C 

b7E 


b5 

b6 

b7C 

b7E 








□ 


b5 

b6 

b7C 




















Can you answei 


uestions about the Concept of Operations of thef 


and the use of the 


[ Can you answe [ juestion about the Legal analysis for[ 

I Can you answe question about 
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OTD rep to 1C Wireless Working Group 
Operational T echnology Division 


DERIVED FROM: Multiete' Sources 
DECLAS^IF^fc^tNrjOl 91 207 
SECRETffFlOFORiil^ ^ 


DERi\yED.FROM: MulUefe^ources 

DECLASSlFnKaN^191207 

SECRE T/ZNOFORl^ 



DECLASSlFYtWfe^01912^ 
SECRET//NOFORN ~ 
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Hi IMFORMHIGH C-ir.. i i ' 

HEREIN IS UNCLJiSSIF:"- 

miE 11-14-2012 By til" f/iHi-Jv f r; ■■ 7^ 






Sincerely, 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 



PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK PRODUCT. DO NOT DISSEMINATE 
WITHOUT OGC APPROVAL. 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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Hope this answers your questions.. 



Tracking Technology Unit 
Operational Technology Division 



ISI- 










ThonUe 



DERIVED FROM: G-3 FBI Classificatti 

DECLASSIFICATION-EXEMPTteftI 

SECRET 


^ofeigiTC^nterlntelliaence Investigations 










,4 





From: 

Sent: 

To: 

Subject: 


Mnni^Q'/ Mny/amhorno OnOO Q- 'I g /\|\/| 


RE: Cellular Analysis and Survey Team 



UNCLASSIFIED 

NON-RECORD 

^b5 

b6 

b7C 

b7E 


SSA 

Unit Chief 
Tracking Technoiogy Unit 

phnology Division 


From; 

Sent: 

To: 

Subject: 


M6hd5V. UA. iUU9 9:06 A M 

RE: Cellular Analysis and Sun/ey Team 


UNCLASSIFIED 

NON-RECORD 
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From: 

Sent: 

To: 

Subject: 


Mnnriav. Nnvpmhpr 07 7000 Q-Q-^ AM 


RE: Cellular Analysis and Survey Team 


UNCLASSIFIED 

NON-RECORD 


I'm ad 


that day and 



SSA I 
Unit Chief 

Tracking Technoiogy Unit 
pnemtinnal Tp.chnology Division 


is in 


From: 
Sent: - 
To; 

Subject: 


Monoav. Novewoei' U2. 2UU9 8:35 AM 


FW: Cellular Analysis and Survey Team 
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From: 

Sent: 

To: 

Subject: 


TTiiircrtav <;pnl-pnnhor 17 7000 2:01 PM 


FW: Updated 


UNCLASSIFIED 

NON-RECORD 


FYI 


SSA 
Unit C7775T 


Tracking Technoiogy Unit 

nnorafinnal Too/j;70/0gy DMsion 


b3 

b5 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Cc: 

Subject: 





upaaiec 




UNCLASSIFIED 


NON-RECORD 


T he ord er I previously sent to you guys was redone by our AUSA for the current! 


I am conducting here 


in j | The latest and greatest A pplication and Order is attached for vour use in vour districts if vour AUSAs would Tike 






b6 

b7C 

b7E 





office 

fax 

cell 



Electronic Tech Request: 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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CELLSITE- 19274 





From: 

Sent: 

To: 

Cc: 

Subject: 


RE: Satellite TV Piracy Case - OIA Question 


SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 



ALL iNFCR}-'.AT iciiT;-:!/:: 

DATE. ll-lS-2012 Et --.v i 


:009 2:15 PM 


b6 

b7C 


b5 

b6 

b7C 





I've asked 


ILU, to responc 

botheOIAniip.c;tinn. 

f the case agent needs assistance with the 

this I'd recommend that he cal! SSA 


OTD. 


From: 

Sent: 

To: 

Subject: 


Kt: bateiiite i v piracy ease - ulA Question 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

b7E 


I'll send this around and see what I can come up with. 


From: | | 

Sent: i-h<Hau hiiu -ii jiniu -i‘i > um~~ 

To: 

Cc: 

Subject: FW: Satellite TV Piracy Case - OIA Question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I [ ■ here's the question. I'm out for the afternoon and all. next week, but aval 
person," could you please have them contact the case agent directly? Thanks 


ahip nn RR |f you track down the "answer 


From: 

Sent: 

To: 

Subject: 


[ 


Wednesday. July 29, 2009 12:0 0 PM 
Satellite TV Piracy Case - OIA Question 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



SENSITIVE BUT UNCLASSIFIED 
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CELLSITE- 19276 




SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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SSA[ 

Unitunw 
Tracking Technology Unit 
Operational Tec hnology Division 
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b7C 
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UNCLASSIFIED 
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UNCLASSIFIED 


UNCLASSIFIED 
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UNCLASSIFIED 
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CELLSITE- 19300 


UNCLASSIFIED 
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CELLSITE- 19301 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 
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CELLSITE-19302 









UNCLASSIFIED 


UNCLASSIFIED 
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CELLSitE- 19304 



UNCLASSIFIED . 
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CELLSITE- 19305 
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UNCLASSIFIED 
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UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

NON-RECORD 







Sent: 

To; 

Subject: 


Tuesday. January 20. 2009 10:49 AM 


UNCLASSIFIED 

NON-RECORD 


Can you take a look/give me a sanity check on this? From a CDC... 
Thank you. 


This weekend so me issues came up and I wanted to make sure that I an n giving the correc t advise on the issue of| 

I I I am aware of no cases in the 6th Circuit that have used [ that courts in other circuits 

have used. 



UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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CELLSITE-17868 







From: 



Sent: 

Tiifi.«!dav .laniiarv^n S>nnP 

PM 

To: 

Subject: 




UNCLASSIFIED 

NON-RECORD 


You are correct. We do not n eed to ao td 
the next few weeks it remaina 


As for SAC, until the po licy is approved which should be in 


SSA| 

llnifnhif>f 


From: 

Sent: 

To: 

Subject: 


Tuasdav. January 20. 2009 12:13 PM 


UNCLASSIFIED 

NON-RECORD 


Please review the CPC's synopsis of howf 
second paragraph 


lis authorized. Anv comments? I think he has it wrong at the end of the 


b3 

b5 

b6 

b7C 

b7E 


Assistant General Counsel 


Office of the General Counsel 
Federal Bureau of Investigation 


From: | | 

Sent: Tuesday, January 20, 2009 10:49 AM 

To: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


Can you take a look/give me a sanity check on this? From a CDC... 


560 


CELLSITE-17869 



Thank you. 



b3 

b5 

b6 

b7C 

b7E 



Let me know if I am off base. Thanks. 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


561 



From: I I 

Sent: Tuesday. January 20. 2009 12:50 PM 

To: 

Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


IVe asked 
sennnd p aragraph 


for his yiews on this as well. I am only concerned with one sentence, the last of the 


It is not clear to me vi/hat is intended here. Is this a piece of the prior sentence relating to 



Assistant General Counsel 

Office of the General Counsel 
Fp.riRral Riirsaii nf Invp.gtifiatinn 


From: 

Sent: 

To: 

Subject: 


TiiPgflav laniiatv 70 7000 in-4Q AM 


UNCLASSIFIED 

NON-RECORD 


Can you take a look/giye me a sanity check on this? From a CDC... 
Thank you. 


This weekend so me issues came up and I wanted to make sure that I am gi yina the correct adyise on the issue of| 

I 1 1 am aware of no cases in the 6th Circuit that haye used the | [ that courts in other circuits 

haye used. 
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Let me know if I am off base. Thanks. 

UNCLASSIFIED 

UNCLASSIFIED 
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CELLSITE- 17872 


ill 

HEREIN 13 

DATE 11-16-20X2 3;;' T- /-:ri- 


From: 

Sent: 

To: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


Can you take a look/give me a sanity check on this? From a CDC... 
Thank you. 



Let me know if I am off base. Thanks. 


UNCLASSIFIED 
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WHERE s:-:cwi'i - 


I recordI 


Assistant General Counsel 


ice of the General Counsel 
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(S-) 


Fromq_ 

Sept; Thursday. November 20. 2008 6:28 P 

To 
Cc 




Subject: Final Draft 

Zs^BRET 


RECORD 


Attached is the final draft of thej] 


yesterday (1 1/19/08) at 10:27 a.m. 


submission. It incorporates the edits that 


sent t 


a 


Please review the entire draft carefully to make sure we correctly incorporated your comments and let us know if you have 
any questions or comments. Our current plan is to file the attached version with the tomorrow (Friday) as an 
unsigned "read copy" (i.e., proposed final submission). 


-bl 

-b3 

b6 

b7C 

b7E 


Thanks, 


DEmviETFROM: MuMble^^rces 
DECLASSIFJ^^]^^M331 1 20 
SECRET " 


DEI^ivEtrFRQM: MultiPte'Sou^ 
DECLASSIFY bfif26331 120 
SECRET ^ 


D^^IVED FROM: IVIultiDle.Sufif^s 
DECLASSiFTON: 203311M 
SECRET 



DERIVEBlFROM: Multiple-Sources 
DECLASSIFTmi:<£ffi?31 1 20 
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DERiv^DH^OM: MiUtmir§ouroes 
DECLASSIFY-gNf20331 120 
SECRET^ 


DERIVED^ 


fipie Sources 


DECLASSIFY^rir203311^ 

secret 


DERIVEB^ROM: Muttiai^^i 
DECLASSIF^3&ftfC20331 12^ " 
SECRET ^ 


ources 


DERiviD-FROM: Mufttpi^urces 
DECLASSIF>^bl^0331120 
SECRET^ 




DERIVEDTH^iyiUVmitiple Sources 
DECLASSIF3Khk20331 1 20 
SECRET^ 




DERiVEBLfROM: Multiole'S^rces 
DECLASS1FY^M^20S31 1 M 
SECRET 
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Section Chief 

Science and Technology Law Office 
Office of the General Counsel 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

















^ESReC r 

record! 


Attached is- the final draft of the^ 
■yesterday (11/19/08) at 10:27 am 


It incorporates the edits that ) ] sent to 


Please review the entire draft carefully to make sure we correctly incorporated your pnmmp nts and let us know if you have 


any questions or comments. Our current plan is to file the attached version with the| 
unsigned '-'read copy" (i.e., proposed final submission). 

Thanks, 


;omorrow (Friday) as an 


bl 

b3 

b6 

b7C 

b7E 


DE^iyEPJRONh-iauTtiple Sources 
DECLASSrFV~DNK20331 ilo 
SECRET 


DERIVEbTROiyi: Maffipj^ources 
DECLASSlF>dfe^331 1 20 
SECRET ^ 



DECLASSIF 

SECRET ^ 




DER^VEbTROM>Muit^ Sources 
DECLASSlFYmtK20331 1 20 

secret 


DERIVEDTrQM: IVUritipi^ources 
DECLASSIFY^.eW:^0331 120 
SECRET^ 


PERivEDTROM: KhritipiTsources 
DECLASSIFY^OFlT'20a31 1 20 
SECRET ^ 
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CELLSITE- 178-83 



DE^lVEOJROM: MaWplTsources 
DECLASSiF^^(5N^0331 1 20 
SECRET 
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CELLSITE- 17884 



Section Chief 

Science and Technoiogy Law Office 



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 
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CELLSITE- 17885 
























Having read the submission, I have a couple of questions and await OTD's technical review. 



RECORD 


Attached is the final draft of the] 

yesterday (11/19/08) at 10:27 a.m. 


It incorporates the edits that ) I sent to 



Please review the entire draft carefully to make sure we correctly incorporated vour comme nts and let us know if you have 
any questions or comments. Our current plan is to file the attached version with th^ [omorrow (Friday) as an 
unsigned "read copy" (i.e., proposed final submission). 


Thanks, 
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DER^VED^FROI^fl^M^t^ple Sources 
DECLASBtfy^: 20331120 
SECRET 


DERIVED FROM: Mufflble Sources 
DECLAgSHiV-Ofi: 20331120 
SECRET ' 


DERIVED FROn/l>Multiple Sources 
DECLASSb^N: 20331120 

secret" 


DERIVEDH^ROM: Bflulttple Sources 
DECLASSiPn3Rrai331120 
SECRET ^ 


DERIVEITFRQM: Mttfflple Sources 
DECLASSlFY^Klr2Q331 1^ 
SECRET 
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CELLSITE- 17890 









Please review the entire draft carefuiiy to make sure we correctly incorporated your comm ents and let us know if you have 
any questions or comments. Our current pian is to fiie the attached version with the | [ tomorrow (Friday) as an 
unsigned "read copy" (i.e., proposed finai submission). 


b3 

Thanks, b 5 

■ b7C 

■ b7E 
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CELLSITE-17891 






Subject: OGC Guidance Concerning Requests for Historical Cellular Telephone Location Information, 

GPS Triangulation and WITT 


UNCLASSIFIED 

NON-RECORD 


This e-mail is being sent to all CDCs and ADCs, 

A recent decision in the District Court for W.D. Pa. regarding the iegal authority required to obtain historical cellular 
telephone location information has received widespread press coverage. Several CDCs have contacted us with 
questions. Because of the possibiiity that magistrate judges in your divisions may rely on this opinion, OGC provides 
the foilowing guidance. 






I any questions regarding the above, please let me know. AGC|_ 
] ILU, are also available to address any questions you may have. 


ISTLU, and AGC 


Section Chief 

Science and Technoiogy Law Office 



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


UNCLASSIFIED 
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CELLSITE-17893 




Subject: FW: DRAFT: OGC Guidance Concerning Requests for Historical Cellular Telephone 

Location Information 


UNCLASSIFIED 

NON-RECORD 

To follow up on your email from yesterday, I ha ve attac hed a draft email re: historical cellular telephone location 
information and WITT. I prepared the email for T I to send to all C DCs and ADCs. As far as I know, it has not 
gone out yet and please do not share it with anyone until after sends it out. It will also ultimately be uploaded 
to the STLU website. 



This e-mail is being sent to all CDCs and ADCs. 


A recent decision from a District Court in the W.D. Pa. has received widespread press coverage. In the expectation 
that magistrate judges in your divisions may rely on this opinion, OGC provides the following guidance. 


CELLSITE- 17894 




DOJ's Final Magistrate's 
amorandum of Law decision (WDPA).p... 



Please let me know if you have any questions. 
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CELLSITE-17895 



UNCLASSIFIED 


UNCLASSIFIED 


604 


CELLSITE-17896 



UNCLASSIFIED 

NON-RECORD 


I am no expert on the WITT policy, yet I understood that onl: 



UNCLASSIFIED 

NON-RECORD 
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CELLSITE- 17897 





From: 

Sent: 

To: 

Subject: 


E 


Wednfisdav. Ortoher IS. 7008 r-.Ta PM 




RE: WitJ 



UNCLASSIFIED 

NON-RECORD 


. Does this reconcile with what you have researched/worked on? 


From: I I 

Sent: Wfidnasriav. Ortohsr I S. POPS 1:31 PM 

Subject: FW: Wit d I 

UNCLASSIFIED 

NON-RECORD 


This information, below, is a significant change if it is correct as this ruling dictates that 


Could you check on this or point me in the right direction and 1 will check for us?? 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 


b3 

b5 

b6 

b7C 

b7E 


From: I 1 

Sent: Wednesday, October 15, 2008 9 :13 AM 

To: 

Cc: 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


work with 


just wanted to let you know that the US attorneys office is stating thalL 



Thanks 
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CELLSITE-17898 






From: 

Sent: 

To: 

Subject: 



UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

NON-RECORD 


Thanks. Looking forward to seeing you presentation. October is filiing up but November is open for me. 



Assistant General Counsel 


Science and Technology Law Unit 


Office of the General Counsel 




b3 

b6 

b7C 

b7E 



UNCLASSIFIED 

NON-RECORD 


Actually we finalized them last week and burnt a new CD, but in light of the new decision out of PA, we have modified 
the presentation once again. We are teaching a class tonight and I will get with my partner and get you are newest 
version. Also, I did speak with our local Magistrate Judge regarding training in October. She recommended that we 
set the date(s) and they will try and get everyone there. So look at your calendar and come- up with some dates that 
work for you in Oct/Nov. 






Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


Did you ever finish this project? i wouid realiy like to see your slides. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investiga tion 


From: 

Sent: 

To: 

Subject: 


1 ~r 

ThiircHaw Aiiniic4-01 2008.2^.3 PM 

hmiE ^ 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


■just wanted to send you a quick email ref our conversation last night. I will send you via bumail a copy of our 
WITT presentation. I will try to include the teaching points that we use when talking about the slides (some of the 
slides are self explanatory, but others need explanation). As soon as we figure out how to marry those two up, I will 
send it out. I am looking into conducting training for the US Dist Ct and the US Attys office sometime in October. I will 
let you know if we get some pnsRihip datss i wm iid iik<a tn havs vni I nr .cnmsnnq from OCG give a short presentation 
regarding legal issues involvinc 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


CELLSITE- 17900 



UNCLASSIFIED 


UNCLASSIFIED 
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ALL IMF: Fj-.'-.T I : i! : ::i : : : f i : 
HEREIN 13 LK.':_,-.3f 



DATE 11-16-2012 BT ' •.•'•i' ' • < . 

From: 




Sent: 

1 1 1 1 1 III III Mini II Hill 1 


to: 



1 

Subject: 

RE: Witll 

1 



UNCLASSIFIED 

NON-RECORD 


Thanks. That's what I thought. Might be a miscommunication. Let's see what | ~| says tomorrow and then we can 
figure out who/how to communicate this with the field and USAO. 


From: | | 

Sent: Wednesday. October 15. 2008 3:19 PM 

To: 

Subject: RE: Wi q | 

UNCLASSIFIED 

NON-RECORD 


No, this does not reconcile with the research I have done on 


b3 

b5 

b6 

b7C 

b7E 


will be in tomorrow and she may have more information on the issue. 


From: | | 

Sent: Wednesday. October 15. 2008 2:37 PM 

To: 

Subject: Kb: Witt F 1 

UNCLASSIFIED 

NON-RECORD 


Does this reconcile with what you have- researched/worked on? 
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CELL5ITE-17902 





Could you check on this or point me in the right direction and I will check for us?? 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 












Subject: FW: Witt 

UNCLASSIFIED 

NON-RECORD 


From: I f 

Sent: Tuesday. September 30, 2008 1: 49 PM 

To: I I 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


Thanks. Looking forward to seeing you presentation. October is filling up but November is open for me. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigat ion 


From: I I 

Sent: Tuesday. September 30. 2008 1:17 PM 

To: I I 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


Actually we finalized them last week and burnt a new CD, but in light of the new decision out of PA, we have modified the 
presentation once again. We are teaching a class tonight and I will get with my partner and get you are newest version. 
Also, I did speak with our local Magistrate Judge regarding training in October. She recommended that we set the date(s) 
and they will try and get everyone there. So look at your calendar and come up with some dates that work for you in 
Oct/Nov. ■ 


25 AM 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


From: | 

Sent: Tuesday, September 30. 2008 9 

To: I 


Did you ever finish this project? I would really like to see your slides. 


Assistant General Counsel 
Science and Technology Law Unit 


614 


b3 

b7E 


CELLSITE- 17904 





Office of the General Counsel 
Federal Bureau of Investigation 


From: 

Sent: 

To: 

Subject: 


Thursday. August: 71. 7008 3:1 3~PM 




UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


I li ust wanted to send you a quick email ref our conversation last night. I will send you via bumail a copy of our WITT 
presentation. I will try to include the teaching points that we use when talking about the slides (some of the slides are self 
explanatory, but others need explanation). As soon as we figure out how to marry those two up, 1 will send it out. I am 
looking into conducting training for the US Dist Ct and the US Attys office sometime in October. I will let you know if we 
get some nnssihle dates I wni ild like tn have vni i nr spmeone from OCG give a short presentation regarding legal issues 
involving 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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CELLSITE- 17905 






UNCLASSIFIED 

NON-RECORD 



b7C 

b7E 



UNCLASSIFIED 

NON-RECORD 


Does this reconcile with what you have researched/worked on? 



UNCLASSIFIED 

NON-RECORD 
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CELLSITE- 17906 




This information, below, is a significant change if it is correct as this ruling dictates thal 



Could you check on this or point me in the right direction and I will check for us?? 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 



UNCLASSIFIED 

NON-RECORD 











UNCLASSIFIED 

NON-RECORD 


Thanks. Looking forward to seeing you presentation. October is fiiling up but November is open for me. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigatinn 


From: I I 

Sent: Tuesday. September 30. 2008 1:17 PM 

To: I I 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


Actually we finalized them last week and burnt a new CD, but in light of the new decision out of PA, we have modified the 
presentation once again. We are teaching a class tonight and I will get with my partner and get you are newest version. 
Aiso, I did speak with our local Magistrate Judge regarding training in October. She recommended that we set the date(s) 
and they will try and get everyone there. So look at your calendar and come up with some dates that work for you in 
Oct/Nov. 


From: 

Sent: 

To: 

Subject: 


Tuesday. September 30. 2008 9 :25 AM 
RE: Witt 


UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


Did you ever finish this project? I wouid realiy like to see your slides. 


[ 


] 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 


Federal Bureau of Investigat ion 


From: 

Sent: 

To: 

Subject: 


Thiirolav Aiiniigt- 71 7finR ^-1? PM 


Witt 


618 

CELLSITE- 17908 



UNCLASSIFIED 

NON-RECORD 


I I just wanted to send you a quick email ref our conversation last night. I will send you via bumail a copy of our WITT 
presentation. I will try to include the teaching points that we use when talking about the slides (some of the slides are self 
explanatory, but others need explanation). As soon as we figure out how to marry those two up, I will send it out. I am 
looking into conducting training for the US Dist Ct and the US Attys office sometime in October. I will let you know if we 
get som e possible dates. I would like to have you or sorn eone from OCG give a short presentation regarding legal issues 
involving! 


b3 

b6 

b7C 

bVE 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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Mi INFOEM&'].T:':i ■ : m • m ■ 

HEREIN 

DATE 11-16-2011' 21 1 1 ‘ f / :i: 'I. 73 


From: 

Sent: 

To: 

Cc: 

Subject: 


WpHnpgHaw nrtnhorl^ 9nnS O-fiA PM 


RE: Witt 


UNCLASSIFIED 

NON-RECORD 


Thanks for taking the time to look into this. I re-read the e-mail from our US Attorney and iust so I am not putting word s 
in her mouth she stateq 



Just wanted to pass this along as a trend that at least our US Attorneys office seems to be heading toward. 


Thanks again 


SA 


b3 

b5 

b6 

b7C 

b7E 


From: I P 

Sent: Wednesday. October 15. 2008 1 :27 PM 

To: I I 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


I will have to send this up to OGC for additional information. I haven't heard this from any other source. Thanks. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investia atio n 
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From: 

Sent: 

To: 

Cc: 

Subject: 


r 

Wednesday. October 15. 2008 9:13 AM 
Rb: Witt 


UNCLASSIFIED 

NON-RECORD 


I work with I 1 1 just wanted to let you know that the US attorneys office is stating that 


Thanks 


.941 


From: 

Sent: 

To: 

Subject: 


TiiP^av. nrtnhpr 14. 7nna PM 


FW: Witt 


UNCLASSIFIED 

NON-RECORD 


From: I I 

Sent: Tuesday. September 30. 2008 1:49 PM 

To: I I 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


b3 

b5 

b6 

b7C 

b7E 


Thanks. Looking forward to seeing you presentation. October is filling up but November is open for me. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investiga tion 
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From; | | 

Sent: ■ Tuesday. September 30. 2008 1:17 PM 

To: I I 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


Actually we finalized them last week and burnt a new CD, but in light of the new decision out of PA, we have modified the 
presentation once again. We are teaching a class tonight and I will get with my partner and get you are newest version. 
Also, I did speak with our local Magistrate Judge regarding training in October. She repommended that we set the date(s) 
and they will try and get everyone there. So look at your calendar and come up with some dates that work for you in 
Oct/Nov. 


From: I 1 

Sent: Tuesday. September 30. 2008 9:25 AM 

To: I T 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


Did you ever finish this project? 1 would really like to see your slides. 

b3 


b6 

Assistant General Counsel 

b7C 

Science and Technology Law Unit 

b7E 

Office of the General Counsel 
Federal Bureau of Investigation 


From; | I 

Sent: Thursday, Auqust'21, 2008 3 :13 PM 

To: I I 

Subject: Witt 

UNCLASSIFIED 

NON-RECORD 


I just wanted to send you a quick email ref our conversation last night. I will send you via bumail a copy of our WITT 
presentation. I will try to include the teaching points that we use when talking about the slides (some of the slides are self 
explanatory, but others need explanation). As soon as we figure out how to marry those two up, I will send it out, I am 
looking into conducting training for the US Dist Ct and the US Attys office sometime in October. I will let you know if we 
get som e possible dates. I would like to have you or so meone from OCG give a short presentation regarding legal issues 
involvingf 


UNCLASSIFIED 
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UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 



Mi INF : i'i.T I, : i ! : ::.i : li : 
HEREIN IS C!v:.:_,-:SS.,;- 


From: I I 

Sent: Wednesday. October 15. 2008 2:37 PM 

To: I 


Subject: RE: Wittf 


UNCLASSIFIED 

NON-RECORD 


Does this reconcile with what you have researched/worked on? 


From: 


Sent: 

Wednesday. October 15. 2008 1:31 PM 

To: 

1 n 

Subject: 



UNCLASSIFIED 

NON-RECORD 


This information, below, is a significant change if it is correct as this ruling dictates thalf 


Could you check on this or point me in the right direction and I will check for us?? 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investiga tion 


b3 

b5 

b6 

b7C 

b7E 


From: 1 1 

Sent: 

Wednesday. October 15. 2008 9 

To: 


Cc: 


Subject: 

RE: Witt 

UNCLASSIFIED 

NON-RECORD 



i work withC 


I just wanted to iet you know that the US attorneys office is stating that 
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Thanks 



From: 

Sent: 

To: 

Subject: 


Tuesday, October 14, 2008 2T09 PM 
FW: Witt 


UNCLASSIFIED 

NON-RECORD 


From: 

Sent: 

To: 

Subject: 


Tuesday. September 30. 2008 1:49 PM ■ 
RE: Witt 


UNCLASSIFIED 

NON-RECORD 


b3 
b5 
b6 
' b7C 
b7E 


Thanks. Looking forward to seeing you presentation. October is fiiiing up but November is open for me. 


Assistant Generai Counsei 
Science and Technoiogy Law Unit 
Office of the Generai Counsei 
Federai Bureau of Investiga tion 


From: | | 

Sent: Tiip<y1av. spntpmhpr '^ll. vnnA 1 :17 PM 

To: I I 

Subject: RE: Witt 

UNCLASSIFIED 

NON-RECORD 


Actually we finalized them last week and burnt a new CD, but in light pf the new decision out of PA, we have modified the 
presentation once again. We are teaching a class tonight and I will get with my partner and get you are newest version. 

Also, i did speak with our local Magistrate Judge regarding training in October. She recommended that we set the date(s) 
and they will try and get everyone there. So look at your calendar and come up with some dates that work for you in 
Oct/Nov. 
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From: I 1 

Sent: Tuesday. Sentemher 30. 2008 AM 

To: I I 

Subject: RE: Witt 


UNCLASSIFIED 

NON-RECORD 


Did you ever finish this project? i would really like to see your slides. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigat ion 


From: | | 

Sent: Ttiursdav. August 21. 2008 3: 13 PM 

To: I I 

Subject: Witt 

UNCLASSIFIED 

NON-RECORD 


b3 

b6 

b7C 

b7E 


I lj ust wanted to send you a quick email ref our conversation last night. I will send you via bumail a copy of our WITT 

presentation. I will try to include the teaching points that we use when talking about the slides (some of the slides are self 
explanatory, but others need explanation). As soon as we figure out how to marry those two up, I will send it out. I am 
looking into conducting training for the US Dist Ct and the US Attys office sometime in October. I will let you know if we 


get some 
involving [ 


possible dates. I would like to have vou or som eone from OCG give a short presentation regarding legal issues 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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UNCLASSIFIED 




From: 

Sent: 

To: 

Subject: 




Access to Wl I if 


ALi i'l-;?:::.'-.:: :: 
DATE 11-1 <5-2 o::.? - r 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investiga tion 


From: 

Sent: 

To: 

Subject: 


r 

, -niursdav, September 04. 2008 11:41 AM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

b7C 

b7E 


Done. Take a look and let me know.. 


SSJ\ 

Unit Chief 


From: 

Sent: 

To: 

Subject: 


Thursday. September 04. 2008 11:24 AM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Definitely as I've lost access tcl 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investi gation 


and never had access td 
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From: 

Sent: 

To: 

Subject: 




8 11:18 AM 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I have a bunch of stuff. Would it help if I gave you access to the WITT LEGAL folder I have?? 
Unit Chief 


From: 

Sent: 

To: 

Subject: 


Thiirciiiav <;pnt-pmhpr 04 7nn«l i-1fiAM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thank Very helpful. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigat ion 


b3 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


Thiirglav- .qenrpmhsr 04. ?nns in;n7 AM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Does this help 

ssa I 

Unit Chief 
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PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Qiianticn Va 22135 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

— Original Message 

From: I 1 

Sent: Friday. October 05. 2007 10:20 AM 

To; 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Is anySocCy wor^nfj on Canfiuafie to incorporate tfie 


b3 
Lb 5 
b6 
b7C 
b7E 


lHan^youfor any assistance you can provide me would Be gladCy appreciated 


I've asBec^ 


]o 


(boBjnto tfiis matter too. 


(P.S. 


\it was nice speaking to you. I was at tde weeB^of 9/10-13/07, 6u^ 

Void me you were away. 
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— Original Message 

From: I 

Sent: Wednesday, October 03, 2007 6:32 AM 

To: 

Cc: 

Subject: . 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



nrin inal Mpccanp 

From: 1 I 

Sent: Tuesday, October 02, 2007 10:48 AM 

To: 

Subject: 


b3 

b5 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


http: / 


ydocs/Leqal 


legal march2007 .ppt 


Hope all is well. ' Please click on the link and go to Slide #31 of this Science and 
Technology Law Unit PowerPoint. 

It should have the language you need. 


Regards, 


SENSITIVE BUT UNCLASSIFIED 
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SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


From: | | 

Sent: Friday, September 12, 2008 4:09 PM 

To: I 1 

Subject: FW: Judge limits searches using cellphone data 


UNCLASSIFIED 

NON-RECORD 

b6 

b7C 


From: 

Sent: 

To: 


Cc: 

Subject: 


Friday. September 12. 2008 3:54 PM 


FBLALLCDCs 

Judge limits searches using cellphone data 


UNCLASSIFIED 

NON-RECORD 


Attached is the original court ruling from Feb 19, 2008. Wednesday's court ruling, which upheld the ruling in February, 
was only 3 pages. 



3riginaLcelLsite_rul 

ing.pdf 


ABC News 

Cops Need Warrant for Cellphone Location Data, Judge Rules 

Ruling Deals Blow to Investigators 

ByRYANSINGEL 

Sept. 12, 2008 — 

The government cannot force your cellphone provider to turn over stored records about your location vyithout 
proving to a judge there is probable cause you have violated the law, a federal district court ruled Wednesday. 

The ruling from Judge Terrence McVerry of the Western Peimsylvania U.S. District Court deals a blow to 
investigators who have been getting cellphone location data on in the past simply by proving to a judge that the 
information would be relevant to an investigation. That's the same standard used to force a telephone company 
to reveal the name and address of a subscriber. 
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McVerry upheld a February decision written by five magistrate judges, who found that the government's request 
for historic cellphone location data for a person required a stricter standard. Little is known about how often 
investigators ask for such data, since the hearings are one-sided and the decisions are almost never published so 
as not to tip off the targets. 

However, the ruling does not hold force across the country, and as the government's objection to the 
ruling noted, other judges have disagreed with the logic of protecting this data as if it were very sensitive. 

The orginal decision(.pdf) found that "location information so broadly sought is extraordinarily personal and 
potentially sensitive; and that the ex parte nature of the proceedings, the comparatively low cost to the 
Government of the information requested, and the undetectable nature of a [cellular service provider] 's 
electronic transfer of such information, render these requests particularly vulnerable to abuse." 

The government appealed, arguing the records only reveal a phone's location when it is actually used and that 
there's no constitutional right to have these stored records protected. 

"Wireless carriers regularly generate and retain the records at issue, and because these records provide only a 
very general indication of a user's whereabouts at certain time in the past, the requested cell-site records do not 
implicate a Fourth Amendment privacy interest," the government wrote (.pdQ. 

But the friend-of-the-court brief (.pdf) from the Electronic Frontier Foundation and the Center for Democracy 
and Technology and others disagree — arguing that law enforcement wants the data to pinpoint where a person 
was or is and that the data will only get more precise in the future. 

"Law enforcement uses the fact that the suspect's phone contacted the cell tower nearest his home to infer he is 
home, nearest the narcotic's kingpin's house to infer that they are together, nearest the drop off point to argue 
that he was present when the contraband was delivered," the groups wrote. "One can also imagine that the 
government can ask for all the numbers that made calls through the tower nearest a political rally to infer that 
those callers attended the rally." 

The distinction matters since generally speaking police officers don't need a warrant to plant a tracking device 
on a car, unless that vehicle goes onto private property. Tracking someone onto private property requires a 
warrant. 

As for what the police need to prove to a judge in order to turn your cellphone into a tracking device — that's a 
question that federal judges remain split on, despite the Justice Department's own recommendation that 
investigators get warrants based on probable cause. 

Copyright © 2008 ABC News Internet Ventures 

UNCLASSIFIED 


UNCLASSIFIED 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I have a bunch of stuff. Would it help if I gave you access to the WITT LEGAL folder I have?? 
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From: 

Sent: 

To: 

Subject: 


Thursday. September 04. 2008 11:16 AM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks| | Very helpful. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investiga tion 


From: 

Sent: 

To: 

Subject: 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Does this help 
Unit Chief 


b3 

b5 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Cc: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Friday. October 05. 2007 11:08 AM 


I have argued to[ 
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to better address thi^^ 


b7E 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico. Va. 22135 


SCIENCE & TECHNOLOGY LAW UNIT 


OFFICE OF THE GENERAL COUNSEL 


— Original Mpgganp- 

From: I 

Sent: 

To: 

Subject: 


Friday. October 05. 2007 10:20 AM 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



I've as^(^ 


to (bo^into tins matter too. 


(P.S\ 


it was nice spea^ng to you. I was at tde weed^of 9/10-13/07, But 


toCcC me you were away. 


b3 

b5 

b6 

b7C 

b7E 


— Original Message — 

From: | , , , . _ 

Sent: Wednesday, October 03, ^007 6:32 AM 

To: 

Cc: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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Thanks for the information rfiaardincf 


Please review and let me know if there are any issues that I can address before it goes to | | Thank you for your 
assistance. 



— Original Message- — 

From: 


Sent: Tuesday. October 02. 2007 10:48 AM 

To: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



b3 

b5 

b6 

b7C 

b7E 


Hope all is well. Please click on the link and go to Slide #31 of this Science and 
Technology Law Unit PowerPoint. 

It should have the language you need. 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


10:07 AM 


From: 

Sent: 

To: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Does this help 



From; 

Sent: 

To: 

Cc: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
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PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico, Va. 22135 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


b3 

b5 

b6 

b7C 

b7E 


--Original lyipgganp — 

From: | 

Sent: Friday. October 05. 2007 10:20 AM 

To: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 






iJian^youfor any assistance you can provicCe me wouCcC 6e gtacCCy appreciatecC 


I've as^(\ \to Coo^into this matter too. 

<P.S- [it was nice speaking to you. I was at the weeh^of 9/10-13/07, hut 

I toh£ me you were away. 





SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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http: / 


Idocs/Leqal; 


legal march2007 .ppt 


Hope all is well. Please click on the link and go to Slide #31 of this Science and 
Technology Law Unit PowerPoint, 

It should have the language you need. b3 

b6 

b7C 

b7E 


Regards . 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent: 

To: 

Subject: 


Friday. Anril n4 PODS 3-11 PM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Before I address the questio n from the e-mail I have a couple of comments on the EC. First. I'm not sure it is a good idea 
to put all of the discussion onF I 


Now to the e-mail. I haven't seen anything addressing this particular issue. Here is how I would analyze it. 


■b3 

b5 

b6 

bVC 

b7E 


Assistant General Counsel 
Science and Technology Law U nit 


From: 

Sent: 

To: 

Subject: 


Thursday. Anril 0.-=l. POOR ,S:?q PM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Any thoughts on the second question asked in this email? 
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Attached is a draft monthly training EC to advise] {personnel on the law surrounding the use o 

Could you or one of your unit members review it to make sure I’m not saying anything incorrect. 


t l I technoloqy. 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent: 

To: 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Any thoughts on the second question asked in this email? 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Attached is a draft monthly training EC to advise l b ersonnel on the law surrounding th« 

Could you or one of your unit members review it to make sure I'm not saying anything incorrect. 


Dersonnel on the law surrounding the use of ! k chnoloav. b7E 




MarOS.wpd 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


716 


CELLSITE- 17938 




Ail : i:?: r : lA i : : : : ; : : : . : : : 

HEB.E I I'ii i i- J,; ! .' l .-.z E ,i : . ^ 

DATE 11-19-,;' i 




From: [ 

Sent: 

To: 

Subject: 



Wednesdav. October 24. 2007 ' 

!0:13AM 


UNCLASSIFIED 

NON-RECORD 


Acting Unit Chief 

Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 


— Original M 

From: 

Sent: 

To: 

Cc: 

Subject: 


essa 


Tuesday. October 23. 2QQ7 4:39 PM 




UNCLASSIFIED 

NON-RECORD 


Sorry for the delay in responding, I was unexpectedly out of the office for a couple of weeks for family reasons. 


b3 

b5 

b6 

b7C 

b7E 


As noted in the attached emailsl 




may be able to provide any update on this issue. 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC 
APPROVAL 


Office of Integrity and Compliance 
JEH7646 . 
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UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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Cc: 


Subject: 

RE: |.egal Guidance 

Importance: 

High 

UNCLASSIFIED 

NON-RECORD 


Thanks, those are ail good (hopefully useful) links. 

1 1 1 hope your meeting went well, sorry for the delay in getting back to you. As to your questions: 





PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico. Va. 22135 


SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 


ubject: RE: | 


Thursday. August 23. 2007 10:31 AM 


3-egal Guidance 


UNCLASSIFIED 

NON-RECORD 




UNCLASSIFIED 

NON-RECORD 


Sorry, not me. 


Assistant General Counsel 
Science and Technology Law Un it 


— Original Mi 

From: 

Sent; 

To:^ 


loe 


] 


Wednesday. August 22. 2007 7:07 PM 


Cc:| 

Subject: 

Importance: 


FW l L egal Guidance 
High 


UNCLASSIFIED 

NON-RECORD 


Do any of you have any thoughts on the below or prior experience with these issues, iri absence? 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 


b3 

b6 

b7C 

b7E 


PRIVILEGED DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT ' 
PRIOR OGC APPROVAL 


— Original Messai 

From: | 

Sent: 

To:[ 


Subject: 


n 

Wednesday. August 2 2. 2007 5:25 PM 
RE i L egal Guidance 


UNCLASSIFIED 

NON-RECORD 


Thank you! 


— Original Mi 

From: 

Sent: 

To: 

Subject: 


.ae- — 




Jegal Guidance 


f 


] 


_ Wprinp<y1av. Aiiniigl- 27. 70(17 1:54 PM 


UNCLASSIFIED 

NON-RECORD 


Running into more meetings.... will take a look later this afternoon and hope to get back to you soon, 
hopefully by tomorrow morning. 
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Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 


PRIVILEGED DELIBERATIVE DOCUMENT- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 


— Original M 

From: 

Sent: 

To: 

Subject: 


ess|fl 


^Wednesday. August 22. 2007 1:5| PM 
Legal Guidance 


UNCLASSIFIED 

NON-RECORD 


I sent the below message to I [ for some legal assistance, but got her "out of office" reply. Would 

you have time to address these questions? 

Thanks, 


— Original Messafl«=™a. 

From: | 

Sent: 

To: 

Cc: 

Subject: 


Wednesday. August 12 . 2007 12:53 PM 


Legal Guidance 


UNCLASSIFIED 

NON-RECORD 


b3 

b5 

b6 

b7C 

b7E 


I am working with our USA office here in the| 

language the Magistrates ca n live with when we intend^ 


1to formulate court order 


JWe have a meeting tomorrow morning to further discuss some of the 


hurdles, and the AUSA with whom I am working has asked me to solicit your input on these 
questions: 
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Your input is appreciated. 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


b6 

b7C 
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Mi INFCP.VL'.!i..:: ■ : ill •• 

r:rp.E:.:K :.? 
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Science & Technoiogy Law Unit 
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Engineering Research Facility 
Bldg. 27958A Room A-207B 
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Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantinn Va 22125 
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Sent: Wednesday, October 26, 2005 2:46 PM 

To: FBI_ALL CDCs 

Cc: HQ DIV09 STLU 

Subject: 

Attachments: 
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Sent: Wednesday, October 26, 2005 1:30 PM 
To: FBI ALL CDCS 


Cc: HO DI\ ^9 STLU 
Subject: RE| 
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To Update you on the status of current litigation on the authority tol 
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To: FBI ALL CDCs 

Subject:! 
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Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Faciiity 
Bldg. 27958A Room A-207B 
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Sent: Thursday, September 01, 2005 9:36 AM 

To: FB I ALLCDCs 

Subiect T I 
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There is a rapidly growing trend among magistrate judges throughout the nation [ 
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Bidg. 27958A Room A-207B. 

■b6 

b7C 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



775 


CELLSITE- 17967 



From: 

Sent: 

To: 

Subject: 

Attachments: 


Tii<acHa\/ Qoi-itamhor 90 Or\r\l^ 
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1 

Case of Interest A 1 
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Federal Bureau of Investig ation 
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i HQ_DIV09 STLU 

>ject: RE: Recent Case of Interest 
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discussed below. 
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Sent: Friday, September 16, 2005 1:57 PM 

To: HQ_DIV09_STLU 

Subject: Recent Case of Interest 
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Attached for those who haven't already seen it is what is being described as a "first of its kind' 
decision recently issued by 
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Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
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From: 1 

Sent: 

Tuesday. August 16. 2005 4:24 PM 

To: 



Subject: 



Attachments: 
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Se nt; Thursday, August 11, 2005 11:43 AM 
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Cc J 

Subject ^ I 
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As you will see from the attached memo, the issue is under debate-there is no precedent holding 
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I meant to include you on this discussion thread. I'm Acting UC while 
sign-off authority for this EC. I hope to get this out of STLU today. 


is on AL, and I have 





From 



Se nt; Tuesday, August 02, 2005 6:14 PM 

Tod 


Subject: RE: Slightly revisec j EC 
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I hope these comments are helpful. Than ks for the a dvance copy and opportunity to 
comment. Let me know what you think. - 

Original Message 

From: 


Se nt: Tuesday, August 02, 2005 1:59 PM 


To: 

Cc: 

Subject: Slightly revised 


EC 
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As I discussed in my last email, here is the same EC revised siightly at the front 
end and the back end. 

Thanks, 
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me equipment is running properly, in eacn locaiion. 



P.S. If we support this, we'll need to use 
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From: 

Sent: 

To: 

Subject: 


Monday. November 29. 2010 3 :18 PM 
FW: Equipment for 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


What does he need?? 


UnitUiJ^ 

Tracking Technology Unit 
Onarafinnal Tnnhnnlngy Division 


From: 


1 

Sent: 

ivionaav. iMovemoer z'j. ./uiu j:iJT 

TO 

To: 1 1 

Subject: 

equipment roq | 



Ud 
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This is SSa[~ 



Ifrom the 

^unit. Recentiv 1 visited 

down in vour unit and we discussed various 

K 



that were of use to the field. 


technoiogie: 

I foilowed up with an EC that I beiieve you guys have see n. Im just wondering what steps I need to take now in order to 
get the equipment out the field etc 1 spoke witi j ~[ arlier today and he said to contact you. Whatever you guys 
need from me please lust let me k now and ill get on it. 1 know the field is really looking forward to getting/using the 
equipment! Thanks a lot 


SSA 
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Subject: Kb: 
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I will have my Engineer answer... 



Can you provide answers.. 
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Tracking Technology Unit 
Operational Te chnology Division 


From: 


Original Message- 


To: 

Sub 





ject: RE: 
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To: r 


Cc: DICLEMEpE 
Subject: RE^ 
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(UTd) (FBI); 
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tor into. . 

I will stand down on requesting 


I will forward to SC Diclementi 


support on a 60 day TDY assignment. 


P.S. I received the two cellular phones yesterday 
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FYI. Thought the I 


jupport was of interest!!! 


SSA| I 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 


From :] 

Sent: Monday. 

Subject: 
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. From: 
Sent: 
To: 


Subject: 
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I^ECORD 268-HQ-1 068430 
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Thanks, 



The intent of this emaii is to provide a brief sypnosis of the events found, verified, and vaiidated' and to solicit feedbib 7 E 
if the reported items are incomplete or inaccurate. A compre hensive white paper shall be produced, made available 
on the WITT website, and be announced to all of the An EC shall also be forthcoming. 



CELLSITE- 19632 






hall be presented in the white paper. Do 

b6 
b7C 
b7E 

SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 




CELL/OTD 008564 


3 


CELLSITE-19633 







UNCLASSIFIED 

NON-RECORD 




UNCLASSIFIED 

NON-RECORD 


This e-mail is being sent to all CDCs and ADCs, 

A recent decision in the District Court for W.D. Pa. regarding the legal authority required to obtain historical cellular 
telephone location information has received widespread press coverage. Several CDCs have contacted us with 
questions. Because of the possibility that magistrate judges in your divisions may rely on this opinion, OGC provides 
the following guidance. 
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1 have attached copies of the Magistrate's decision as well as DOJ's final Memorandum of Law in support of the 
appeal. 
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If you, have any questions regarding the above, please let me know. AGC _ 
ILL), are also available to address any questions you may have. 


STLU, and AGC 


Section Chief 
Science and Technology Law Office 
Offi ce of the General Counsel 
HQ:| I 

Chantilly: I 
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KO, IMFORM&TIOW CCHTA: 
maEiH IS ■aNc;L5.ssiFTi2 
mil 11-08-2012 EY 6517; IMl I'f 


IN THE UNITED STATES DISTRICT COURT 
FOR THE WESTERN DISTRICT OF PENNSYLVANIA 

IN THE MATTER OF THE ) 

APPLICATION OF THE UNITED ) 

STATES OF AMERICA FOR AN ) Magistrate's No. : 07-524 

ORDER DIRECTING A PROVIDER ) 

OF ELECTRONIC COMMUNICATION ) 

SERVICE TO DISCLOSE RECORDS ) 

TO THE GOVERNMENT ) 


GOVERNMENT'S MEMORANDUM OF LAW 
IN SUPPORT OF REQUEST FOR REVIEW 

AND NOW comes the United States of America by its attorneys, Mary Beth Buchanan, 
United States Attorney for the Western District of Pennsylvania, and Soo C. Song, Assistant United 
States Attorney for said district, and hereby seeks review of the Opinion and Memorandum Order 
entered on February 1 9, 2008, by United States Magistrate Judge Lisa Pupo Lenihan at Magistrate's 
No. 07-524M, denying an application by the United States seeking disclosure of historical cell-site 
information pursuant to Sections 2703(c) & (d) of the Stored Communications Act (“SCA”), 18 
U.S.C. § 2703(c) & (d) (the "Opinion and Order") } Copies of the Application and the Opinion and 
Order are attached as Exhibits A (filed separately under seal) and B, respectively. For the reasons 
set forth below, the government respectfully submits that this Court should reverse the Magistrate 
Judge's order and grant the Application in the instant case. 

I. FACTUAL AND PROCEDURAL HISTORY 
A. Historical Cell-Site Information 


Cellular telephone companies keep, in the regular course of their business, records of certain 


’ The Opinion and Order has since been published as In re Application of the United 
States, 534 F. Supp. 2d 585 (W.D. Pa. 2008). Although authored by Magistrate Judge Lenihan, 
the Opinion and Order was signed by all but one of the Magistrate Judges in this district. 
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information associated with their customers’ calls. Exhibit C contains an exemplar of these records 
from a major carrier, Sprint-Nextel, the same carrier whose records are at issue in the present case.^ 
As reflected in Exhibit C, the records include for each call a customer made or received: (1) the date 
and time of the call; (2) the telephone numbers involved; (3) the cell tower to which the customer 
connected at the beginning of the call; (4) the cell tower to which the customer was cormected at the 
end of the call; and (5) the duration of the call. The records may also, but do not always, specify 
a particular sector of a cell tower used to transmit a call.^ No such record is created when the phone 
is not in use. 

Cell tower information is useful to law enforcement because of the limited information it 

provides about the location of a cell phone when a call is made. As one court has explained: 

The information does not provide a “virtual map” of the user’s location. The 
information does not pinpoint a user’s location within a building. Instead, it only 
identifies a nearby cell tower and, for some carriers, a 120-degree face of that tower. 

These towers can be up to 10 or more miles apart in rural areas and may be up to a 
half-mile or more apart even in urban areas. 

In re Application of United States for an Order for Disclosure of Telecommunications Records, 405 
F. Supp. 2d 435, 449 (S.D.N.Y. 2005) (citation omitted). No Global Positioning System ("GPS"), 
that is, satelhte-derived data, or other precision location information is contained in the historical 
records provided pursuant to the requested orders. Indeed, cell-site records do not even indicate a 
phone’s distance from the serving tower, let alone its specific location. 


^ Because these records contain sensitive information pertaining to a recent investigation, 
certain identifying information - the telephone numbers involved - has been redacted. 

^ Cell towers are often divided into three 120° sectors, with separate antennas for each of 
the three sectors. To the extent this information does exist in a particular instance, it does not 
provide precise information regarding the location of the cell phone at the time of the call, but 
instead shows only in which of the three 120°, pie-slice sectors the phone was probably located. 
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B. The United States’ Application Pursuant to 18 U.S.C. § 2703(d) in this Investigation ■ 

Pursuant to 18 U.S.C. § 2703(c)(1), the United States may require a provider of electronic 
communication service to disclose “a record or other information pertaining to a subscriber to or 
customer of such service (not including the contents of communications)” when it obtains a court 
order for such disclosure pursuant to 18 U.S.C. § 2703(d) (hereinafter, a "2703(d) order"). A 
2703(d) order is issued by a court when the government provides “specific and articulable facts 
showing that there are reasonable grounds to believe that the contents of a wire or electronic 
communication, or the records or other information sought, are relevant and material to an ongoing 
criminal investigation.” 18 U.S.C. § 2703(d). 

On February 22, 2008, the United States filed an application with Magistrate Judge Lenihan 
seeking a 2703(d) order directing Sprint Spectrum to disclose certain historical connection and cell- 
site information associated with a specified cell phone. See Exhibit A. The cell phone records are 
relevant and material to an ongoing investigation into large-scale narcotics trafficking and various 
related violent crimes. 

In June 2007, the Bureau of Alcohol, Tobacco, Firearms and Explosives ("ATF") learned 
from a confidentialsource that a particular subject and his associates use their wireless telephones 
to arrange meetings and transactions in furtherance of their drug trafficking activities. Additional 
investigation, along with information from the source, indicates that the subject's narcotics supplier 
lives in another state. Because the subject and his confederates use a variety of vehicles and 
properties to conduct their illegal activities, physical surveillance has proven difficult. In order to 
develop better information on the location and identity of the drug supplier, the instant Application 
seeks historical cell-site records concerning a phone known to be used by the subject. Section 
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2703(d) orders are broadly used and widely accepted for these types of purposes in federal criminal 
investigations across the country. 

On F ebruary 1 9, the Magistrate Judge denied the Application, ruling in a written opinion that 
the United States is barred as a matter of law from obtaining historical cell-site information pursuant 
to a 2703(d) order. 

II. ISSUE PRESENTED 

The issue before the Court is purely a question of law, namely whether the government may 
obtain historical cell-site usage records pursuant to an order under 1 8 U.S.C. § 2703(d). 

III. SUMMARY OF ARGUMENT 

Section 2703(d) permits the government to obtain a court order compelling historical cell-site 
usage information from a wireless carrier. The plain language of the statute unambiguously states 
that the government may require “a provider of electronic communication service” to disclose “a 
record or other information pertaining to a subscriber” pursuant to a 2703(d) order. As explained 
below, historical cell-site information satisfies each element of the statute, a position endorsed in 
recent months by several other courts. 

In reaching the opposite conclusion, the Opinion and Order contains numerous errors, both 
as to the facts of the rmderlying technology and as to the interpretation of applicable law. hideed, 
as discussed below, we believe the Opinion and Order materially relies on at least one statute (and 
several cases) wholly inapplicable to the government’s request for stored'records of past customer 
activity. In addition, because wireless carriers regularly generate and retain the records at issue, and 
because these records provide only a very general indication of a user ’ s whereabouts at certain times 
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in the past, the requested cell-site records do not implicate a Fourth Amendment privacy interest. 
Because the Opinion and Order misstates both the relevant facts arid the applicable law, we 
respectfully urge the Court to reverse. 

IV. ARGUMENT 

A. Historical Cell-Site Information Falls Within the Scope of Sections 

2703(c) and (d) 

As the Third Circuit has often reiterated, ‘“[t]he plain language of the statute is the starting 
place in our inquiry.’” United States v. Introcaso, 506 F.3d 260, 264 (3d Cir. 2007) {quoting Staples 
V. United States, 511 U.S. 600, 605 (1994)). “Tf the language of a statute is clear[,] the text of the 
statute is the end of the matter.’” Id. {quoting United States v. Jones, 471 F.3d 478, 480 (3d Cir. 
2006)). 

The Stored Communications Act (SCA), 18 U.S.C. §§ 2701 et seq., establishes a 
comprehensive framework regulating government access to customer records in the possession of 
communication service providers. The statute’s structure reflects a carefully crafted series of 
Congressional judgments; it distinguishes not only between communications contents (§ 2703(a), 
(b)) and non-content records (§ 2703(c)), but also, between different classes of non-content records. 

18 U.S.C. § 2703 unambiguously states that the government may require “a provider of 
electronic communication service” to disclose “a record or other information pertaining to a 
subscriber to or customer of such service (not including the conterits of communications)” pursuant 
to a 2703(d) order.'* See 18 U.S.C. § 2703(c)(1). As explained below, cell-site information quite 

'* As noted above, a 2703(d) order is issued by a court when the government provides 
"specific and articulable facts showing that there are reasonable grounds to believe that the 
contents of a wire or electronic communication, or the records or other information sought, are 
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clearly satisfies each of the three elements necessary to fall within the scope of this provision. 

First, a cell phone company is a provider'of electronic communication service. “Electronic . 
communication service” is defined to mean “any service which provides to users thereof the ability 
to send or receive wire or electronic communications.” 18 U.S.C. §§ 2510(15) & 271 1(1). Cell- 
phone service providers provide their customers with the ability to send wire communications, and 
thus they are providers of electronic commimication service. See 1 8 U.S.C. § 25 1 0(1) (defining wire 
communications). 

Second, cell-site information constitutes “a record or other information pertaining to a 
subscriber to or customer of such service (not including the contents of communications).” 
Historical cell-site information is a record stored by the provider concerning the particular cell tower 
used by a subscriber to make a particular cell phone call, and it is therefore “a record or other 
information pertaining to a subscriber or customer.” See In re Application of United States for an 
Order for Disclosure of Telecommunications Records, 405 F. Supp.2d 435, 444 (S.D.N.Y. 2005) 
(noting that cell-site data is “information” and “‘pertain[s]’ to a subscriber.. .or customer of cellular 
telephone service”). 

Third, cell-site information is non-content information, as it does not provide the content of 
any phone conversation the user has over the cell phone. See 18 U.S.C. § 2510(8) (defining the 
“contents” of a communication to include information concerning its “substance, purport, or 
meaning”). Thus, because historical cell-site information satisfies each of the three elements of 
§ 2703(c)(1), its disclosure may be compelled pursuant to 2703(d) order. 

While the statute is unambiguous and thus resort to the legislative history is unnecessary, the 

relevant and material to an ongoing criminal investigation." 18 U.S.C. § 2703(d). 
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legislative history of § 2703(c)(1) nevertheless confirms that it encompasses cell-site information. 
When the SCA was first enacted as part of the Electronic Communications Privacy Act (“ECPA”) 
in 1986, it permitted disclosure pursuant to a 2703(d) order (or subpoena) of the same catch-all 
category of “record[s] or other information pertaining to a subscriber or customer of such service 
(not including the contents of communications)” now codified at 18 U.S.C. § 2703(c)(1). fee ECPA 
§ 201, P.L. 99-508, lOOStat. 1848, 1862(1986). Theaccompanying 1986 Senate report emphasized 
the breadth of the “record or other information” category of information: “the information involved 
is information about the customer’s use of the service[,] not the content of the customer’s 
communications.” S. Rep. No. 541, 99th Cong., 2d Sess. 38 (1986), reprinted in 1986 U.S. Code 
Cong. & Admin. News 3555, 3592 (1986). Moreover, cellular telephones were one of the new 
technologies of particular .importance to Congress when it enacted ECPA, so there is no basis to 
exclude cellular telephone usage records fi:om the scope of § 2703. See H.R. Rep. No. 647, 99th 
Cong., 2d Sess. 20-21 (1986). 

Numerous recent decisions confirm the government’s view that 2703(d) orders maybe used 
to obtain historical cell-site records. For instance, in September 2007, United States District Court 
Judge Steams in Boston reversed a magistrate judge’s denial of a 2703(d) application for such 
records. See In re Applications, 509 F. Supp. 2d 76 (D; Mass. 2007) (“Stearns D. Mass. Opinion”). 
After conducting a careful analysis of the SCA’s text. Judge Steams held that “historical cell site 
information clearly satisjies” the statute’s definitional requirements, rejecting the magistrate’s 
analysis and granting the application. Id. at 80. 

The following month. Judge Rosenthal, in Houston confronted a similar situation: a 
magistrate judge had denied the government’s application for, inter alia, historical cell-site data 
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under the authority of § 2703(d). See In re Application, 2007 WL 3036849 (S.D. Tex. Oct. 17, 
2007) . Here, too, the district court found the magistrate’ s obj ections on this question wholly without 
merit, reversing and holding that “the Government’s request for historical cell-site information is 
within the statutory authorization.” Id. at *5. 

And most recently, on March 26, 2008, a federal magistrate judge in Atlanta issued an 
opinion rejecting a defendant’s motion to suppress historical cell-site records acquired by means of 
a 2703(d) order. See United States v. Suarez-Blanca,JAo. l:07-CR-0023-MHS/AJB (N.D. Ga. Mar. 
26, 2008) (copy attached as Exhibit D). In his opinion endorsing the government’s approach, the 
magistrate noted - and disagreed with - the Magistrate Judge's Opinion and Order in the present 
case. Id. at 32-33. 

B. No Other Authority Limits the Compelled Disclosure of Historical Cell-Site 

Information Pursuant to a 2703(d) Order 

The Opinion and Order errs at the outset by proposing to answer a legal question that is 
simply not relevant to this case. Instead of addressing the question at hand - whether the 
government may obtain historical cell-site records via a 2703(d) order - the decision below places 
a great deal of emphasis on determining the proper authority for obtaining such information 
prospectively . Prospective cell-site information is not at issue in this case. The decision never fully 
recovers from this initial wrong turn, and as a result conflates the legal principles actually relevant 
to the government’s Application. 

In the course of the analysis, the Magistrate Judge cites several authorities as purported limits 
on the government’s ability to compel disclosure of historical cell-site information pursuant to 
2703(d) orders. In particular, the Opinion and Order concludes that 47 U.S.C. § 1002(a)(2); the 
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mobile tracking device provision of 18 U.S.C. § 3117; the text of § 2703 itself; the Fourth 

Amendment; and the Wireless Communication and Public Safety Act of 1999 (“WCPSA”) all bar 

the government from compelling disclosure of cell-site information via 2703(d) orders. 

However, as explained below, the cited Title 47 provision applies only to prospective 

evidence-gathering, and not to the instant Application for an order compelling historical records. 

Section 3 1 17 is likewise inapplicable because a user’s own phone is not a “tracking device” within 

the narrow meaning of that statute. On the other haiid, § 2703 not only applies, but on its face 

permits the government’s current Application. Finally, the customer .records at issue are not 

protected- by the Fourth Amendment. As a result, none of these authorities prohibits or even limits 

compelled production of historical cell-site information pursuant to a 2703 (d) order, and the Opinion 

and Order below should therefore be reversed. 

1. 47 U.S.C. § 1002 Does Not Apply to Requests for Historical Records, and Therefore 

Does Not Prohibit Compelled Production of Historical Cell-Site Information 
Pursuant to a 2703(d) Order 

The Opinion and Order below devotes enormous space to discussion of the 1994 

Communications Assistance for Law Enforcement Act (CALEA). hi particular, the decision below 

places great weight on the fact that CALEA, at 47 U.S.C. § 1002(a)(2), states that 

information acquired solely pursuant to the authority for pen registers and trap and 
trace devices (as defined in section 3 127 of title 1 8, United States Code) ... shall not 
include any information that may disclose the physical location of the subscriber. 

(Emphasis supplied.) However, the present Application neither invokes nor in any way relies on the 

pen register/trap and trace statute. On the contrary, the government’s request - for historical, not 

future, cell-site records - relies on the entirely separate authority of 1 8 U.S.C. § 2703(d). 

Because the CALEA provision quoted above mentions only the pen/trap statute, and not 
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§ 2703(d), it would be wholly improper to read into it what Congress chose to omit. Under the 
longstanding canon of expressio unius est exclusio alterius (“the expression of one is the exclusion 
of the other”), a court should presume that if “Congress wanted to include such a requirement ... it 
knew exactly how to do so.” United States v. Thornton, 306 F.3d 1355, 1359 (3d Cir. 2002). In the 
case of CALEA, this omission can hardly be called accidental. Congress wag well aware of 
§ 2703(d) in its deliberations over CALEA; in fact, a separate portion of the Act amended § 2703(d) 
to raise the showing required of the government. See Pub. L. 103-414, § 207(a) (1994).^ 

The decisionbelow simply disregards the fact that 47 U.S.C. § 1002 imposes limits only on 
the pen/trap statute, and not on § 2703(d). Instead, it leans heavily in its analysis on numerous cases 
appl 5 dng the CALEA restriction to govermnent requests for prospective collection of future cell-site 
records.® 


® Nor does expressio unius produce an absurd result in this instance. A pen register order 
may issue where the government has made a mere certification of relevance. See 18 U;S.C. 

§ 3123(a)(1). In contrast, § 2703(d) imposes the higher “specific and articulable facts” criterion. 
See H. Rep. No. 827, 103d Cong., 2d Sess. 31 (1994) (noting that change in required 2703(d) 
showing from relevance to specific and articulable facts “rais[es] the standard’’^ reprinted in 
1994 U.S. Code Cong. & Admin. News 3489, 3511. 

® Magistrates and district courts have disagreed over whether § 2703 and the pen register 
statute can be used together to compel disclosure of cell-site information prospectively, an issue 
not raised in this case. Compare In re Application of United States for an Order for Prospective 
Cell Site Location Information, 460 F. Supp. 2d 448 (S.D.N.Y. 2006) (upholding “hybrid” use of 
2703(d) orders and pen/trap statute to compel prospective disclosure of cell-site information) 
with In re Application of United States for an Order Authorizing Use of a Pen Register and Trap 
and Trace Device, 396 F. Supp. 2d 294 (E.D.N.Y. 2005) (rejecting such hybrid orders). 

However, as the Magistrate Judge's Opinion and Order concedes, see 534 F. Supp. 2d at 
600, even judges who have' rejected prospective hybrid orders for cell-site information have 
agreed that compelled disclosure of historical cell-site information pursuant to 2703(d) orders is 
proper. See, e.g., 396 F. Supp. 2d at 327 (“The applicable statutes allow the government to 
obtain historical cell site information on the basis of a showing less exacting than probable cause, 
but do not allow it to obtain such information prospectively on a real-time basis.”). 
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The Magistrate’s opinion acknowledges the prior decisions holding (or implying) that 
historical cell-site records may be obtained by way of § 2703(d). In the same breath, however, the 
decision below dismisses that same precedent with the surprising claim that the legal distinction 
between prospective and historical cell-site records is “largely-unexplained.” 534 F. Supp. 2d at 603. 
In fact, the government submits that the distinction is indeed clear, depending as it does on the 
explicit wording and stmcture of the pertinent statutes. 

In crafting the federal statutes regulating governmental access to telecommunications records. 
Congress has unambiguously distinguished between historical (stored) and future records. Most 
prominently. Chapter 121 of Title 18 (the Stored Communications Act, §§ 2701 etseq.) stands in 
contrast to the Wiretap Act (Chapter 119) and the pen register statute (Chapter 206), both of which 
exclusively regulate prospective, ongoing surveillance (of content and non-content, respectively). 
Thus, the mechanism for obtaining historical telephone calling records - a subpoena, as provided 
for at § 2703(c)(2)(C) - differs firom the authority under the pen/trap statute for monitoring the 
telephone numbers of future calls to or from a target telephone. 

The decision below improperly disregards this key aspect of the statutes. Because it wrongly 
relies on the CALEA limitation (and cases applying it) to conclude that the statutes “do not 
distinguish between histoiic[al] and prospective [cell-site records],” 534 F. Supp. 2d at 586 n.4, its 
analysis should be rejected. 

2. The Statutory Provisions Concerning “Tracking Devices” Do Not Limit Compelled 
Disclosure of Historical Cell-Site Information 

The Opinion and Order also asserts that the United States may not use a 2703(d) order here 
because historical cell-site information is a communication firom a “tracking device” as defined in 
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18 U.S.C. § 3 1 17. See 534 F. Supp. 2d at 601-07. The analysis, however, is simply not supportable. 
As explained below, “tracking device” communications are excluded only from the definition of 
“electronic communication”; cellular telephone calls are instead “wire commxmications,” a defined 
term with no comparable exclusion. Second, a user’s own wireless phone is not a “tracking device” 
within the narrow meaning of the statute. 

The decision below relies heavily on 18 U.S.C. § 2510(12)(C), which excludes “any 
communication from a tracking device” from the definition of “electronic communication.” Under 
the reasoning of the Opinion and Order^ this provision excludes cell-site records from the reach of 
ECPA. In reaching this conclusion, however, the opinion overlooks one crucial, plainly expressed 
statutory distinction: cellular telephone calls are not “electronic communications” under any 
circumstances. On the contrary, conventional-cellular calls are instead “wire communications” as 
defined at section 2510(1).’ Of equal importance, the “wire” and “electronic” categories are 
mutually exclusive: a “wire communication” cannot, under the express terms of the statute, also be 
an “electronic communication.” See § 2510(12)(A) (‘“electronic communication’ ... does not 
include-(A) any wire or oral commimication”). Thus, properly analyzed under the statute, historical 
cell-site information concerning a wireless telephone call is plainly “a record or other information 
pertaining to a subscriber” using a service provider’s network to send and receive “wire 
communications.” See Stearns D. Mass. Opinion, 509 F. Supp. 2d at 80 (reversing magistrate 

’ The essential distinction is that a “wire communication” necessarily involves the human 
voice. See § 2510(1) (defining “wire communication”) and § 2510 (defining “aural transfer”); S. 
Rep. No. 541, 99* Cong., 2d Sess. 11 (1986), reprinted in 1986 U.S. Code Cong. & Admin. 

News 3555, 3565 (“cellular communications - whether they are between two cellular telephones 
or between a cellular telephone and a ‘land line’ telephone - are included in the definition of 
‘wire communications’ and are covered by the statute”). 
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judge’s contrary conclusion). 

The decision .below overlooks these clearly articulated distinctions. Instead, the opinion 

dwells at length on the definition of an inapposite term (“electronic communication”). Having done 

so, the Opinion and Order further distorts the statute by construing the clear phrase “record or other 

information pertaining to a subscriber” to exclude 

information that is regarding or derived under a service {e.g., a tracking 
capabihty/function) that may be used to facilitate the provision of an electronic 
communication service {e.g., the transmission of voice/text material), but that is not 
itself wa. electronic communication service (as, e.g, by definition). . 

534 F. Supp. at 604 (footnote omitted). Because this unduly complicated interpretation - 

unsupported by even a single citation to the legislative history of the statute - does violence to the 

plain meaning of “pertaining to,” this Court must reject it. See Malloy v. Eichler, 860 F.2d 1 179, 

1183 (3d Cir. 1988) (“Where the language of the statute is clear, only ‘the most extraordinary 

showing of contrary intentions’ justify altering the plain meaning of a statute.”) {quoting Garcia v. 

United States, 469 U.S. 70, 75 (1984)). 

In addition, the decision below errs in finding that the target cell phone was a “tracking 
device” within the meaning of 1 8 U.S.C. § 3 1 17. This overly expansive reading runs contrary to the 
language, structure, and legislative history of ECPA, and it would significantly rmdermine privacy 
protections for users of communication networks. 

The structure of 18 U.S.C. § 31 17 makes clear that a “tracking device” is a homing device 
installed by the govermnent. Specifically, 18 U.S.C. § 3117(a) applies only when a court is 
authorized to issue an order “for the installation of a mobile tracking device.” It then provides that 
“such order may authorize the use of that device within the jurisdiction of the court, and outside that 
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jurisdiction if the device is installed in that jurisdiction.” Id. Thus, the purpose of the tracking device 
statute is to provide a court with extra-territorial jurisdiction over use of tracking devices installed 
within its jurisdiction. Given the limited purpose of the tracking device statute, there is no basis for 
interpreting “tracking device” broadly to encompass devices which the government would never 
have any reason to apply to a court to install or use. See Steams D. Mass. Opinion, 509 F. Supp. 2d 
at 8 1 n. 1 1 (§ 3 1 17 “governs the ‘installation’ of tracking devices. The ‘tracking’ of a cell phone does 
not require the installation of any sort of device.”); In re Application, 405 F. Supp. 2d 435, 449n.8 
(S.D.N.Y. 2005) (same). 

The legislative history of § 3 1 1 7 is equally clear that “tracking devices” are homing devices, 
not cell phones or other communications technologies. Most obviously, the 1986 House Report on 
ECPA cites the two landmark Supreme Court decisions concerning “beeper” homing devices, 
United States v. Knotts, 460 U.S. 276 (1 983) (beeper installed in can of chloroform and used to track 
movements of car) and United States v. Karo, 468 U.S. 705 (1984) (beeper installed in can of ether 
expected to be used in production of cocaine). No mention is made of cellular telephones. 

Likewise, the Senate Report on ECPA includes a glossary of technological terms. The 
glossary, which defines electronic tracking devices separately fi'om cell phones and pagers, defines 
“electronic tracking devices” as follows: 

These are one-way radio communication devices that emit a signal on a specific radio 

frequency. This signal can be received by special tracking equipment, and allows the 
user to trace the geographical location of the transponder. Such “homing” devices are 
used by law enforcement persoimel to keep track of the physical whereabouts of the 
sending unit, which might be placed in an automobile, on a person, or in some other 
item. 

S. Rep. No. 541, 99th Cong., 2d Sess. 10 (1986), reprinted in 1986 U.S. Code Cong. & Admin. 
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News 3555, 3.564 (1986). 

Even more revealing is the fact that the very same 1986 legislation^ addresses cellular 
telephone technology extensively in numerous other provisions unrelated to “tracking devices.” 
Congress enacted ECPA because the Wiretap Act “had not kept pace with the development of 
communications and computer technology.” S. Rep. No. 541, 99th Cong., 2d Se^ 2 (1986), 
reprinted in 1986 U.S. Code Cong. & Admin. News 3555, 3556 (1986). Cellular phones were one 
of the new technologies of particular importance to Congress, see id. at 2 & 9, and cellular 
technology is central to much of ECPA’s legislative history. See id. at 2, 4, 6- 9, 11-12, 21, &29-30. 

Congress made clear that cellular communications were to be protected as wire 
communications by the Wiretap Act and the SCA. In particular, Congress amended the definition 
of “wire communication” to ensure that it encompassed cellular communications by inserting the 
phrase “including the use of such connection in a switching station” into 18 U.S.C. § 2510(1). See 
ECPA § 101, Pub. L. No. 99-508, 100 Stat. 1848 (1986). As noted by the Senate Report on ECPA, 
“[t]his subparagraph niakes clear that cellular communications-whether they are between two 
cellular telephones, or between a cellular telephone and a ‘land line’ telephone— are included in the 
definition of ‘wire communications’ and are covered by the statute.” S. Rep. No. 541, 99th Cong., 
2d Sess. 11 (1986), reprinted in 1986 U.S. Code Cong. & Admin. News 3555, 3565 (1986). 

Despite this extensive discussion of cell phones throughout ECPA’s legislative history, there 
is not a scintilla of evidence in the legislative history that Congress intended cell phones to be 
classified as tracking devices. Instead, all discussion of tracking devices suggests that Congress 


* The tracking device statute was enacted as part of ECPA. See Pub. L. No. 99-508, 100 
Stat. 1848, § 108 (1986). 
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understood tracking devices to be homing devices installed by the government. 

There is no reason to supply “tracking device” with a meaning much broader than that 
intended by Congress, especially because doing so would deny many communications the privacy 
protection Congress intended them to have. If cell phones were classified as “tracking devices,” text 
messages or e-mail transmitted fi-om them would not be “electronic communications” under 18 
U.S.C. § 25 10(12)(C). As a result, such communications would fall outside the scope of the Wiretap 
Act, and it would no longer be a federal crime for an eavesdropper to intercept them. See 1 8 U.S.C. 
§ 2511(l)(a) (criminalizing interception of wire, oral, and electronic communications). This result 
is plainly contrary to Congress’s purposes in passing ECPA, and the Opinion and Order's expansive 
interpretation of “tracking device” should therefore be rejected. 

Moreover, if “tracking device” were given the broad interpretation adopted below, nearly all 
communications devices would be tracking devices. Certainly any device relying on the cellular 
communication system (including many pagers, text messaging devices such as Blackberries, and 
cellular Internet systems) would be a “tracking device.” The same is also true of banking ATMs, 
retail credit-card terminals, or even landline telephones (since it is possible to determine information 
about a person’s location from his use of each). But the Magistrate Judge's reasoning extends much 
further. It is generally possible to determine the physical location of a user connected tothe Intemet, 
and the whereabouts of fugitives and other suspects are frequently discovered based on their use of 
Internet-connected computers. Treating all such devices as “tracking devices” grossly distorts 
§ 3 1 17's scope and purpose, and this Court should reject the Magistrate Judge's overly broad reading 
of the statute. See United States v. Schneider, 14 F.3d 876, 880 (3d Cir. 1994) (a court has an 
obligation to construe statutes to, avoid absurd results). 
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A recent opinion from the Eastern District of California underscores all of these points: 

No use of cell phones and cell towers for tracking was expressly contemplated, and 
perhaps was not even possible in 1 986. Certainly the legislative history gives no such 
indication. 

In addition, it would prove far too much to find that Congress contemplated 
legislating about cell phones as tracking devices. For example, if an agent presently 
used a cell phone to communicate the whereabouts of a suspect by using the phone's 
video feature while he was surveilling the suspect, one could fit this situation into the 
words of the statute-one was using an electronic device which “permitted” the 
tracking of the suspect. Or, take the example of the ubiquitous monitoring cameras, 
such as the “red light,” parking lot or freeway cameras. These cameras track the 
location of many persons, albeit in a confined location, and could also fit in with the 
words of the statute. It is best to take the cue from Congress in this respect of 
electronic tracking devices, and confine § 31 17(b) to the transponder type devices 
placed upon the object or person to be tracked. 

In re Application for an Order Authorizing the Extension and Use of a Pen Register Device, 2007 
WL 397129 (E.D. Cal. Feb. 1, 2007). 

Thus, even if it were the case that cellular telephone calls were “electronic communications” 
- as set forth above, they unquestionably are not - the “tracking device” exclusion from the 
definition of that term is irrelevant because a user’s own phone falls outside the narrow scope of that 
defined term.® For this reason as well, the decision below should be reversed. 


® The Opinion and Order asserts that the use of tracking devices pursuant to 18 U.S.C. 

§ 3 1 17 requires probable cause. 534 F. Supp. 2d at 595. Even if a subscriber’s own cell phone 
were a “tracking device,” it would not follow that a Rule 41 warrant founded on a showing of 
probable cause would be required to obtain historical cell-site records. First, as the Advisory 
Committee Notes to the 2006 amendments to Rule 41 explain, if “officers intend to install and 
use the [tracking] device without implicating any Fourth Amendment rights, there is no need to 
obtain the warrant.” Fed. R. Crim. P. 41, Advisory Comm. Notes to 2006 Amendments, 
Subdivision (b). The Committee Notes further explain that “[t]he tracking device statute, 1 8- 
U.S.C. § 3 1 17, does not specify the standard an applicant must meet to install a tracking device.” 
Id. at subdivision (d). 

Indeed, the statute does not even prohibit the use of a tracking device in the absence of 
conformity with § 3 1 17. See United States v. Gbemisola, 225 F.3d 753, 758 (D.C. Cir. 2000) 
(“But by contrast to statutes governing other kinds of electronic surveillance devices, section 
3117 does not prohibit the use of a tracking device in the absence of conformity with the 
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3. Section 2703('d') Does Not Permit a Court to Demand a Showing of Probable Cause 

The Opinion and Order also asserts that § 2703 permits a court to demand a showing of 
probable cause as a precondition to issuance of a 2703(d) order. This conclusion allegedly flows 
from the express language and structure of § 2703. Instead, the text of the statute points to the 
opposite reading. 

As before, “every exercise of statutory interpretation begins with an examination of the plain, 
language of the statute;” Rosenberg v. XM Ventures, 274 F.3d 137, 141 (3d Cir. 2001). Where 
statutory language is “plain and unambiguous,” no further inquiry is necessary. Id. On its face, 

§ 2703(d) demands a showing of “specific and articulable facts.” Nowhere does that subsection state, 
or even imply, that probable cause is or may be demanded. 

Section 2703(c) permits the government to use any of various methods to obtain stored, non- 
content customer records. As the House Judiciary Committee noted in its report accompanying 
ECPA in 1986, 

the government must use one of tlnee sets of authorized procedures. The government 
can rely on administrative subpoenas or grand jury subpoenas to the extent that such 
processes are legally authorized. Alternatively, the government can use a search 
warrant. Finally, the government can seek a court order directing the disclosure of 
such records. If a court order is sought then the government must meet the 
procedural requirements of subsection (d). 

H. Rep. No. 647, 99* Cong, 2d Sess. 69 (1986) (emphasis added). Current § 2703(c)(1) preserves 
this structure, explicitly making 2703(d) orders a means of compelling records separate from and 
alternative to a warrant based on probable cause. Compare § 2703(c)(1)(A) (authorizing use of 
search warrant under Rule 41) with § 2703(c)(1)(B) (authorizing use of 2703(d) court order). 


section.”) (emphasis in original); In re Application, 405 F. Supp. 2d at 449 n.8 (same). 
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To do as the Magistrate Judge did below, and insist that a § 2703(d) application set forth 
probable cause, is in effect to demand a warrant, and thus to render part of the statute superfluous. 
This contravenes the longstanding canon that a court should, whenever possible, give effect to every 
provision of a statute. See, e.g., Tavarez v. Klingensmith, 372 F.3d 188, 190 (3d Cir. 2004). 

Even if the text of the statute were not clear on its face, an examination of the legislative 
history confirms Congress’s intent that a 2703(d) court order be granted on less than probable cause. 
As originally enacted in 1986, § 2703(d) required only a showing that “there is reason to believe ... 
the records or other information sought, are relevant to a legitimate law enforcement inquiry.” Pub. 
L. 99-508, § 201 (1986). Eight years later,. Congress affirmatively chose to raise the test to the 
current “specific and articulable facts” standard. See Pub. L. 103-414, § 207(a) (1994). As the 
accompanying House Judiciary Committee report makes clear, this is “an intermediate standard ... 
higher than a subpoena, but not a probable cause warrant. ” H. Rep. No. 827, 103d Cong., 2d Sess. 
31 (1994) (emphasis added), reprinted in 1994 U.S. Code Cong. & Admin. News 3489, 3511. 

4. The Fourth AmendmentDoes Not Bar Compelled Disclosure of Historical Cell-Site 

Information Pursuant to a 2703(d) Order 

Finally, the Opinion and Order suggests that a user has a reasonable expectation of privacy 
in historical cell-site information. 534 F. Supp. 2d at 610-1 1. This conclusion is incorrect for two 
distinct reasons. First, under the established principles of United States v. Miller, 425 U.S. 435 
(1976), and Smith v. Maryland, 442 U.S. 735 (1979), there is no reasonable expectation of privacy 
in such information, and, accordingly, no Fourth Amendment-protected privacy interest. Second, 
historical cell-site information is far too imprecise by any measure to intrude upon a reasonable 
expectation of privacy. Thus, the Fourth Amendment does not limit disclosure of historical cell-site 
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information pursuant to 2703(d) orders. 

The cell-site data that the government is seeking is not in the hands of the cell phone user at 
all, but rather is in the business records of a third party - the cell phone company. The. Supreme 
Court has held that a customer has no privacy interest in business records of this kind. Addressing 
a Fourth Amendment challenge to a third party subpoena for bank records, the Court held in United 
States V. Miller, 425 U.S. 435 (1976), that the bank’s records “are not respondent's ‘private papers’” 
but are “the business records of the banks” in which a customer “can assert neither ownership nor 
possession.” Miller, 425 U.S. at 440; see also SEC v. Jerry T. O'Brien, Inc., 467 U.S. 735, 743 
(1984) ("when a person communicates information to a third party ... he cannot object if the third 
party conveys that information or records thereof to law enforcement authorities"). Thus, an 
individual has no Fourth Amendment-protected privacy interest in business records such as cell-site 
connection information, to the extent the records are kept, maintained and used by a cell phone 
company in the normal course of business. If anything, the privacy interest in cell-site information 
is even less than the privacy interest in a dialed phone number or bank records. The location of the 
cell phone tower handling a custonier's call is generated internally by the phone company and is not 
typically known by the customer. A customer's Fourth Amendment rights are not violated when the 
phone company reveals to the government its own records that were never in the possession of the 
customer. 

The Court’s reasoning in Smith v. Marylandleads to the same result. In Smith, the Court held 
both that telephone users had no subjective expectation of privacy in dialed telephone numbers and 
also that any such expectation is not one that society is prepared to recognize as reasonable. See 
Smith, 442 U.S. at 742-44. The Court's reasoning applies equally to cell-site information. First, the 
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Court stated: “we doubt that people in general entertain any actual expectation of privacy in the 
numbers they dial. All telephone users realize that they must ‘convey’ phone numbers to the 
telephone company, since it is through telephone company switching equipment that their calls are 
completed.” Id. at 742. Similar^, cell phone users understand that they must send a radio signal 
which is received by a cell phone company's anterma in order to route their call to its intended 
recipient. (Indeed, cell phone users are intimately familiar with the relationshipbetween call quality 
and radio signal strength, as typically indicated by a series of bars on their phones’ displays.) 

Second, under the reasoning of Smith, any subjective expectation of privacy in cell-site 
information is unreasonable. In Smith, the Court explicitly held that “even if petitioner did harbor 
some subjective expectation that the phone numbers he dialed would remain private, this expectation 
is not one that society is prepared to recognize as reasonable.” Id. at 743 (internal quotation 
omitted). It noted that “[t]his Court consistently has held that a person has no legitimate expectation 
of privacy in information he voluntarily turns over to third parties.” Id. at 743r44. In Smith, the user 
“voluntarily conveyed numerical information to the telephone company” and thereby “assumed the 
risk that the company would reveal to the police the numbers he dialed.” Id. at 744. Here, a cell 
phone user transmits a signal to a cell tower for his call to be connected and thereby assumes the risk 
that the cell phone provider will reveal the cell-site information to law enforcement. Thus, it makes 
no difference if some users have never thought about how their cell phones work; a cell phone user 
can have no expectation of privacy in cell-site information. 

As a business record in the possession of a third party, cell-site information should not be 
judged imder Fourth Amendment standards for transponders and similar tracking devices 
surreptitiously installed by the government. However, even measured against the constitutional 
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standards articulated by the Supreme Court in this area, there is no reasonable expectation of privacy 
in cell-site information. The mere use of a tracking device, even when surreptitiously placed by the 
government, does not implicate Fourth Amendment privacy concerns. See United States v. Knotts, 
460 U.S. TJ6 , 282 (1983) (police monitoring ofbeeper signals along public roads didnot invade any 
legitimate expectation of privacy). To be of constitutionaT concern, a surreptitiously installed 
tracking device must reveal facts about the interior of a constitutionally protected space. See United 
States V. Karo, 468 U.S. 705, 713 (1984) (distinguishing and holding that police monitoring 

of a beeper that disclosed information about the interior of a private residence, not open to visual 
surveillance, required a warrant). 

The Opinion and Order's “Technological Development Overview” makes certain claims 
about wireless telephone location information: 1) that wireless phone companies “store cell tower 
registration histories” reflecting a phone’s location at seven-second intervals; 2) that “the location 
of just the nearest tower itself can place the phone within approximately 200 feet”; and 3) that 
triangulation techniques or GPS capabilities make a user’s location “precisely determinable” to 
within as little as 50 feet. 534 F. Supp. 2d at 589-90. The first two claims are demonstrably false, 
and the third claim (also incorrect) is irrelevant to the separate type of records sought in the instant 
Application. 

On the first issue, the Opinion and Order is correct that a wireless phone, when first powered 
on, “registers” with a nearby tower, and that the phone thereafter periodically re-registers with the 
network over time. (Network awareness of a phone’s approximate recent whereabouts makes 
delivery of incoming calls more efficient.) However, no “history” of these events is maintained: 
once a phone moves into the coverage area of a new tower and registers with it, the prior information 
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is no longer useful, and the network management software simply deletes the prior registration data. 
Put differently, the only “registration” data in a carrier’s possession at any given moment is the 
current information. No tower registration history is kent. 

As Exhibit C makes clear, historical cell-site data retained by the carriers - that is, the 
category of information called for by the government’s Application in this case - reflects only the 
identity of the serving tower (and sector, if applicable) when the phone is in active use. The carrier 
recorded and preserved the cell-site information only at the start and end of actual telephone calls 
occurring over a few days. Plainly, a typical record such as Exhibit C does not even reveal the 
location of a nearby cell tower - let alone the phone user’s own location - at 7-second intervals. 

In making the second claim, the Opinion and Order cites only to a single law student note, 
which says 

[a] very general sense of a phone's is [ 5 /c] can be gathered by tracking the location 
of the tower being used during a call. In urban ^eas, where there are many towers, 
this may give a picture location [^-zc] within a couple himdred feet. In rural areas, 
towers maybe miles apart. A slightly more accurate location picture can be generated 
by tracking which 120 degree “face” of the tower is receiving a cell phone's signal. 

Kevin McLaughlin, The Fourth Amendment and Cell Phone Location Tracking: Where Are We?, 

29 Hastings Comm. & Ent. L.J. 421, 426-27 (Spring 2007). The author’s sole source for these 

claims is a recent decision. In re Application of United States for an Order for Disclosure of 

Telecommunications Records, 405 F. Supp. 2d 435 (S.D.N.Y. 2005), which in fact contradicts the 

key assertion about precision in urban settings: 

In suburban or rural areas, towers can be many miles apart. The Court has examined 
a map of cellular towers of a provider in lower Manhattan, which is one of the areas 
more densely populated by towers. In this area, the towers may be anywhere from 
several hundred feet to as many as 2000 feet or more apart. 

[...] 
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The information does not pinpoint a user's location within a building. Instead, it only 
identifies a nearby cell tower and, for some carriers, a 120-degree face of that tower. 

These towers can be up to 10 or more miles apart in rural areas and may be up to a 
half-mile or more apart even in urban areas. 

Id. at 437 & 449 (expressly rejecting claim that Fourth Amendment protects such general location 
information) (emphasis added). 

The Opinion and Order's second claim also contradicts repeated findings of the Federal 
Communications Commission, which relies on the advice of skilled telecommunications engineers 
(both on FCC staff and those employed by carriers filing public comments). In one proceeding, for 
instance, the FCC found that a certain location-finding technique accurate to within 500-1000 
meters (roughly 1640-3280 ft.) “would be significantly more precise” than “the location of the cell 
site or sector receiving the call.” In re Revision of the Commission ’s Rules to Ensure Compatibility 
with Enhanced 911 Emergency Calling Systems, 15 ^CCKcd. 17442, 17462 (Sept. 8,2000).'“ The 
Commission went on to note that simple cell-site information “can in some instances be misleading, 
as wireless calls are not always handled by the nearest cell.” Id. 

Given a stark choice between crediting a lone law student (in this case, one misstating the 
factual findings of a federal court) and the FCC, the government respectfully suggests to this Court 
that the FCC is more credible. For the same reasons, the Opinion and Order's claim that historical 
cell-site records “place the phone within approximately 200 feet” should also be rejected. 


See also In re Revision of the Commission ’s Rules to Ensure Compatibility with 
Enhanced 911 Emergency Calling Systems, 16 FCC Red. 18305, 18311 n.49 (Oct. 12, 2001) 
(similar technique to locate phone within a 1000-meter radius held to be “a notable improvement 
in accuracy and reliability over ... the location of the cell site or sector receiving the call.”); In re 
Revision of the Commission ’s Rules to Ensure Compatibility with Enhanced 911 Emergency 
Calling Systems, 14 FCC Red. 17388, 17414 (Oct. 6, 1999) (accuracy of 285 meters - 31 1 feet - 
“would be far more accurate than ... cell site location information.”) (emphasis added). 
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The Opinion and Order's third claim - that triangulation techniques or GPS capabilities 
currently make a user’s location “precisely determinable” to within as little as 50 feet - is simply 
inapposite. ' ‘ Those entirely distinct techniques relate to real-time (or prospective) location-finding, 
capabilities, “Enhanced 9-1-1 Phase H” in FCC parlance. As noted explicitly in all of the FCC 
documents referenced above, these prospective location-finding capabilities have been imposed by 
the FCC for the very reason that cell-site data (“Phase I” information) is so imprecise. 

Simply put, the government’s present Application seeks only historical cell-site - that is, 
single-tower and sector - records. It does not seek GPS or “triangulation” information, which is in 
any event almost never available for past time periods.'^ Rather, the government has requested only 
the type of records shown in Exhibit C. 

As an example, the first line of Exhibit C shows a May 1, 2007 call in the Boston area. 
Location Area Code 4361, from Cell ID 49874. A separate spreadsheet (supplied by the carrier) that 
contains only general information about tower attributes - that is, no information about specific 
customer activities or usage - reveals that Cell ID 49874 corresponds to face number 1 (of 3) on a 


" As an aside, the government notes that this is also an exaggeration. Current FCC 
regulations for emergency (911) calls require that, by September 1 1, 2012 - more than four years 
hence - carriers be able to deliver location data at a level of 100 meters for 67 percent of calls 
and 300 meters for 95 percent of calls (for so-called “network-based” solutions), and 50 meters 
for 67 percent of calls and 150 meters for 95 percent of calls (for handset-based solutions). See 
47 C.F.R. § 20.18(h)(l)(i), (ii). These requirements apply only to customer-initiated calls to a 
“public safety answering point” (911 operators). Moreover, the deadline for regulatory 
compliance has been delayed repeatedly in recent years, in large part because of carrier 
opposition or non-compliance. 

Carriers do not typically generate and retain more precise location records in the 
normal course; The exceptions to this general rule are so-called “kiddie tracker” phones, where - 
for a separate fee - some carriers offer a service for parents to monitor the movement of a child’s 
phone. See, e.g., http://www.alltel.com/familyfinder . These services are not included in 
standard feature packages, and are often restricted to certain handsets. See, e.g., id. 
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tower at a particular location north of Boston. Here, this means that the target phone was likely, but 
not necessarily, roughly northeast of the specified tower coordinates. It does not give the coordinates 
of the target phone itself, nor even an approximate indication of its distance from the tower; instead 
it only suggests an area tens of thousands (or more) square yards large in which the target phone was 
used. As noted above by the FCC, the fact that wireless calls are not always handled by the- nearest 
cell further contributes to the generality and imprecision of this information. 

Thus, cellular phone companies’ historical records of cell-site usage are much too imprecise 
to tell whether calls have been made or received from a constitutionally protected space, let alone 
to reveal facts about the interiors of private homes or other protected spaces. See 405 F. Supp. 2d 
at 449 (cell-site information “does not provide a ‘virtual map’ of the user’s location.... The 
information does not pinpoint a user’s location within a building.”). 

As a final basis to support the notion that customers enjoy Fourth Amendment rights in the 
routine business records of their wireless providers, the Opinion and Order cites a range of statutes 
purportedly conferring constitutional rights. For instance, the decision below invokes the Wireless 
Communication and Public Safety Act of 1999 (WCPSA), 47 U.S.C. § 222(f), asserting that it 
“expressly recognizes the importance of an individual’s expectation of privacy in her physical 
location.” 534 F. Supp. 2d at 610. 

In fact, however, the WCPSA offers no such recognition. Instead, the WCPSA simply states 
that “ felxcept as required by law or with the approval of the customer, a telecommunications carrier 
that receives or obtains customer proprietary network information by virtue of its provision of a 
telecommunications service shall only use, disclose, or penriit access to individually identifiable 
customer proprietary network information” in certain specified situations. 47 U.S.C. § 222(c)(1) 
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(emphasis added). The phrase “except as required by law” encompasses appropriate criminal legal 
process. See Parastino v. Conestoga Tel & Tel. Co., No. Civ. A 99-679, 1999 WL 636664, at *1-2 
(E.D.Pa, Aug. 18,1 999) (holding that a valid subpoena falls within the “except as required by law” 
exception of § 222(c)(1)). Thus, the WCSPA does not create or reinforce any constitutional 
expectation of privacy, and therefore imposes no bar to the disclosure of cell-site information 
pursuant to 2703(d) orders. 

More importantly, a federal statute cannot in any event establish a constitutional norm. As 

the Fifth Circuit has observed in analyzing the Right to Financial Privacy Act, 

[wjhile it is evident that Congress has expanded individuals’ right to privacy in bank records 
of their accounts, appellees are mistaken in their contention that the expansion is of 
constitutional dimensions. The rights created by Congress are statutory, not constitutional . 

United States v. Kington, 801 F.2d 733, 737 (5* Cir. 1986) (emphasis supplied). 

Thus, because there is no reasonable expectation of privacy in historical cell-site records, the 

Fourth Amendment does not limit compelled disclosure of such records pursuant to a 2703(d) order. 
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V. CONCLUSION 


For these reasons, the government respectfully submits that this Court should reverse the 

Opinion and Order below and grant the Application in the instant case. 
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In the Matter of the Application of the 
UNITED STATES of America FOR 
AN ORDER DIRECTING A PROVID- 
ER OF ELECTRONIC COMMUNI- 
CATION SERVICE TO DISCLOSE 
RECORDS TO THE GOVERNMENT. 

Magistrate’s No. 07-524M. 

United States District Court, 

W.D. Pennsylvania. 

Feb. 19, 2008. 

Background: United States applied for 
order directing provider of electronic com- 
munication services to disclose records to 
government. 

Holding: The District Court, Lenihan, J., 
held that access to records could not be 
obtained on simple showing of articulable 
relevance to ongoing investigation rather 
than probable cause. 

Application denied. . 

Telecommunications 

Stored Communications Act, either 
alone or in tandem with Pen Registry 
Statute, does not authorize access to indi- 
vidual’s cellular phone-derived location in- 
formation, either past or prospective, on 
simple showing of articulable relevance to 
ongoing investigation rather than probable 
cause. U.S.C.A. ConstAmend. 4; 18 
U.S.C.A. ■§§ 2703, 3117; Fed.Rules Cr. 
Proc.Rule 41, 18 U.S.C.A. 

1. As discussed infra, the Fourth Amendment 
protects us by providing that the "right of 
people to be secure in their persons, houses 
. . . against unreasonable searches and sei- 
zures, shall not be violated, and no warrants 
shall issue, but upon probable cause.” U.S. 
Const. Amend. IV. The test currently em- 
ployed to determine whether a search is sub- 
ject to these Constitutional constraints is tak- 
en from Justice Harlan's concurrence in Katz 
V. United States, 389 U.S. 347, 88 S.Ct. 507, 
19 L.Ed.2d 576 (1967), and looks to whether 
the individual being searched harbors a rea- 


Soo C. Song, United States Attorney’s 
Office, Pittsburgh, PA, for Plaintiff. 

■Before LISA PUPO LENIHAN, 

SUSAN PARADISE BAXTER, 

FRANCIS X. CAIAZZA, AMY 
REYNOLDS HAY and ROBERT C. 
MITCHELL, United States Magistrate 
Judges. 

OPINION AND MEMORANDUM 
ORDER 

LISA PUPO LENIHAN, United States 
Magistrate Judge. 

1. SUMMATION OF OPINION 

The Court writes to express its concerns 
regarding the Government’s ex parte ap- 
plications for cellular telephone (“cell 
phone”) subscriber information from which 
it may identify an individual’s past or pres- 
ent physicaVgeographic movements/loca- 
tions not on a showing of probable cause to 
•believe that the information will provide 
evidence in an investigation premised on a 
reasonable suspicion of criminal activity, as 
under the Fourth Amendment,^ biit rather 
on an articulable, reasonable belief that 
such information is “relevant to a ... 
criminal investigation” under the Stored 
Wire and Electronic Communications and 
Transactional Records Access statutes (the 
“Stored Communications Act” or “SCA”) 
alone or in tandem with the Pen Registry 
Statute (the “PRS”).^ The Court also 

sonable expectation of privacy in the object of 
the search. Where there is a reasonable ex- 
pectation, of privacy, intrusion on that right by 
the Government for investigatory purposes re- 
quires that the Government obtain a warrant 
by demonstrating to the Court that it has 
probable cause, i.e., that- it make a showing of 
a fair probability of evidence of criminal ac- 
, tivily. 

2. The Government’s application for cellular 
telephone information from which it can de- 
rive physical location information on the basis 
of the SCA and'PRS read in tandem is re- 
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writes to set. forth its reasons for conclud- 
ing that, while it recognizes- the important 
and sometimes critical crime prevention 
and law enforcement value of tracking sus- 
pected criminals,® the Government’s re- 
quests for Court Orders mandating a cell 
phone service pro-vider’s covert disclosure 
of individual subscribers’ (and possibly 
others’) physical location information must 
be accompanied by a showing of probable 
cause.^ 

The Court emphasizes that the issue is 
not whether the Government can obtain 
movement/location information, but only 
the standard it must meet to obtain a 
Comt Order for such disclosme and the 
basis of authority. It emphasizes that the 
Fourth Amendment standard is not a diffi- 

ferred to as its "hybrid” or "dual authority" 
theory. 

3. See, e.g., Who Knows Where You've Been? 
Privacy Concerns Regarding the Use of Cellular 
Phones as Personal Locators, 18 Harv. J. Law 
& Tech., 307, 310 (Fall, 2004) (hereafter 
"Who Knows Where You've Been? ") (discuss- 
ing criminal cases in which law enforce- 
ment's access to cell phone location informa- 
tion may have been critical). 

4. The Court recognizes and appreciates that 
the U.S. Attorney for this District has chosen 
not to pursue prospective cell tower informa- 
tion without a probable cause affidavit, and 
accordingly the current application requests 
only historic cell site location Information 
("CSLI”); however, the cases considering 
prospective applications are relevant to this 
discussion and must be addressed as well. In 
addition, because this Court concludes that 
the electronic communications statutes, cor- 
rectly interpreted, do not distinguish between 
historic and prospective CSLI, its analysis 
applies equally to both. 

5. The Supreme Court describes probable 
cause as a "practical, common-sense deci- 
sion" turning oh whether, under the "totality 
of the circumstances”, there is a fair probabil- 
ity that evidence of a crime will be found. 
See Illinois v. Gates, 462 U.S. 213, 238, 103 
S.Ct. 2317, 76 L.Ed.2d 527 (1983). Cf Karo, 
468 U.S. at 717, 104 S.Ct. 3296 (concluding 
that "Government’s contention that warrant- 
less [electronic monitoring] should be deemed 


cult one, requiring only that the Govern- 
nient support its belief of criminal activity 
and the probable materiality of the infor- 
mation to be obtained.® The Court notes 
that it is entrusted with the protection of 
the individual civil liberties, including 
rights of privacy and rights of free associa- 
tion, so paramount to the maintenance of 
our democracy. The Court also observes 
that the location information so broadly 
sought is extraordinarily personal and po- 
tentially sensitive; ® and that the ex parte 
nature of the proceedings, the compara- 
tively low cost to the Government of the 
information requested,, and the undetecta- 
ble nature of a CSP’s electronic transfer of 
such information, render these requests 
particularly -vulnerable to abuse.’ Finally, 
the Court concludes, from its exhaustive 

reasonable [was] based upon its deprecation 
of the benefits and exaggeration- of the diffi- 
culties associated with procurement of a war- 
rant"). 

6. Location information may reveal, for exam- 
ple, an extra-marital liaison or other informa- 
tion regarding sexual orientation/activity; 
physical or mental health treatment/condi- 
tions (including, e.g., drug or alcohol treat- 
ment and/or recovery programs/associations); 
political and religious affiliations; financial 
difficulties; domestic difficulties and other 
family matters (such as marital or family 
counseling, or the physical or mental health 
of one’s.children); and many other matters of 
a potentially sensitive and extremely personal 
nature. It is likely to reveal precisely the kind 
of information that an individual wants and 
reasonably expects to be private. Cf. State v. 
Jackson, 150 Wash.2d 251, 76 P.3d 217, 223- 
24 (2003) (noting that the "intrusion into pri- 
vate affairs” from a device producing a rec- 
ord of our travels is "quite extensive”). 

7. Cf. Susan Friwald, First Principles of Com- 
munications Privacy, 2007 Stan. Tech. L.Rev. 
3, 1 1 (2007) (hereafter "First Principles ") (as- 
serting that electronic communications sur- 
veillance implicates Fourth Amendment's 
core concerns because it is (a) hidden, thus 
requiring greater reliance on the Court's pro- 
tection of the citizen’s interests; (b) and (c)in- 
trusive and continuous, thus requiring higher 
justification; and (d) indiscriminate, i.e., often 
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review of the statutes and cases as to both 
the rapidly-developing law of electronic 
communications and the Fourth Amend- 
ment, together with its extensive review of 
the legislative history and scholarly com- 
mentary, that Congress and the Supreme 
Court still concur in the principle underly- 
ing this Opinion: ie., that law enforce- 
ment’s investigative intrusions on our pri- 
vate lives, in the interests of social order 
and safety, should not be unduly hindered, 
but must be balanced by appropriate de- 
grees of accountability and judicial review.® 
For these reasons, and notwithstanding 
the legitimate and significant benefits in 
law enforcement’s ability to obtain infor- 
mation efficiently and effectively, this 
Court best serves and preserves the fun- 
damental principles underpinning our Con- 
stitutional democracy by (1) a careful and 
thorough parsing of the legislation and (2) 
a cautious and informed balancing of the 
competing interests. 

Thus, absent express statutory authori- 
zation for ex parte access to personal 
movement/location information and/or a 
precedential/binding interpretative ruling, 

obtaining more information than is justified, 
thus requiring judicial oversight regarding 
minimization). 

8. Cf United States v. United States Dist. Ct., 
407 U.S. 297, 317, 92 S.Ct. 2125, 32 
L.Ed.2d 752 (1972) (Powell, J.) ("The Fourth 
Amendment does not contemplate the execu- 
tive officers of Government as neutral and 
disinterested magistrates. Their duty and re- 
sponsibility are to enforce the laws, to inves- 
tigate, and to prosecute. But those charged 
with this investigatory and prosecutory duty 
should not be the sole judges of when to 
utilize constitutionally sensitive means in 
pursuing their tasks. The historical judg- 

' ment, which the Fourth Amendment accepts, 
is that unreviewed executive discretion may 
yield too readily to pressures to obtain in- 
criminating evidence and overlook potential 
invasions of privacy ”). 

9. See, e.g., Edward J. DeBartolo Corp. v. Flori- 
da Gulf Coast Bldg. & Constr. Trad^ Coun- 


this Court cannot accede to the Govern- 
ment’s request. To the contrary, it must 
adhere to the canons of statutory construc- 
tion and read the provisions of the various 
statutes implicated in a manner that (1) 
applies the plain language of the legisla- 
tion and gives effect to each and every 
provision, (2) is. most warranted by the 
legislative history and other indicia of Con- 
gressional intent, and (3) avoids a Consti- 
tutional invalidation of portions of the leg- 
islation.® 

Accordingly, this Court holds that the 
SCA, either alone or in tandem with the 
PRS pursuant to the CALEA,*® does not 
authorize access to an individual’s cell- 
phone-derived “location information”, ei- 
ther past or prospective, on a simple show- 
ing of articulable relevance to an ongoing 
investigation (a “reasonable relevance” 
standard). 

II. STATEMENT OP CASE AND 
STATUTORY PROVISION AT IS- 
SUE 

Currently pending is the application of 
an Assistant United States Attorney re- 
el/, '485 U.S. 568, 575, 108 S.Ct. 1392, 99 
L.Ed.2d 645 (1988) (holding that " ‘every rea- 
sonable construction must be resorted to in 
order to save a statute from unconstitutionali- 
ty’ ”). Cf. Warshak v. United States, 490 F.3d 
455 (6th Cir.2007), rehearing en banc granted 
and opinion vacated (Oct. 9, 2007) (conclud- 
ing that SCA did not comport with Fourth 
Amendment, and was constitutionally invalid, 
to the extent disputed portions allowed disclo- 
sure of e-mail content without a warrant and 
without prior notice); In re Applications of 
the United States for Orders (1) Authorizing the 
Use of Pen Registers and Trap and Trace De- 
vices and (2) Authorizing Release of Subscriber 
Information, 2007 WL 112966?, (E;D.N.Y. 
Sept.18, 2007) (hereafter "Azrack E.D.N.Y. 
2007 Opinion ”) (concluding that Govern- 
ment's reading of the PRS violated Fourth 
Amendment). 

10. The Communications Assistance for Law 
Enforcement Act of 1994, 47 U.S.C. §§ 1001 
et seq. 
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questing “that an Order be issued direct- 
ing that (1) certain records of [a cell phone 
service provider] be disclosed to the Gov- 
ernment, (2) this matter be sealed, and (3) 
[the cell phone service provider] and its 
agents be ordered not to disclose the exis- 
tence of this application, order, and any 
disclosures pursuant thereto”. 

The Government has applied, under the 
Stored Communications Act (the “SCA”), 
18 U.S.C. § 2703, for an Order requiring a 
cellular service provider to disclose the 
“transactional records”— including “histor- 
ical cellular tower data”, “cellular tower 
site information”, and “sectors” — ^main- 
tained with respect to a cellular telephone 
(“cell phone”) number in the name of one 
individual (the “Subscriber”) on the basis 
of its asserted relevance to an ongoing 
criminal investigation of another individual 
(the “Criminal Suspect”).*^ The Govern- 
ment attests that the Criminal Suspect is a 
drug trafficker, that it is experiencing dif- 
ficulty in visually surveilling that person, 
and that fuller knowledge of the Criminal 
Suspect’s whereabouts is important to its 
counter-trafficking operations.’^ Owing to 
continuing technological advances, the in- 

11. The Government asserts that the Sub- 
scriber’s cell phone is “being used by" the 
Criminal Suspect. It provides no specific in- 
formation connecting these two individuals, 
or connecting the Criminal Suspect to the 
cell phone. Because this Order more broad- 
ly denies the Government’s request absent a 
showing of probable cause, it does not ad- 
dress the other infirmities that may arise 
when the Government seeks disclosure of a 
person’s personal location information on a 
statement that her cell phone is being used 
by the target of an investigation. 

12. The Government may reasonably expect 
that information as to the Criminal Suspect’s 
historic whereabouts will provide valuable ev- 
idence of the locations of that person’s 
sources of supply, "stash sites”, and distribu- 
tion networks. See, e.g., In the Matter of the 
Application of the United States of America for 
an Order Authorizing the Release of Prospective 


formation requested.would enable the Gov- 
ernment to identify where the Subscriber 
and any other individuals making use of 
the Subscriber’s cell phone, including the 
Criminal Suspect, have been at any/many 
given times in the past and where they are 
likely to be now and/or in the future. 

The SCA prohibits an electronic commu- 
nications provider, including a cellular ser- 
vice provider (a “CSP”), from disclosing 
various stored, ie. historic, subscriber tele- 
phone account information to the Govern- 
ment, except on appropriate legal authori- 
ty}^ The Government maintains that it 
may obtain historical cellular tower site 
location information (hereafter “CSLI”) — 
and thus the location of the cell phone 
possessor(s) — under provisions of the SCA 
that authorize disclosure of “a record or 
other information pertaining to a substrib- 
er to or customer of such service (not 
including the contents of communications)” 
under legal standards that include a Court 
Order issued upon “specific and articulable 
facts showing that there are reasonable 
grounds to believe that . . . the records or 
other information sought, are relevant and 

Cell Site Information, 407 F.Supp.2d 134, 135 
(D.D.C.2006) (hereafter “Facciola DDC 2006 
Opinion ") (noting Government agent’s affida- 
vit of- same in requesting cellular location 
information). As citations to the formal cap- 
tions of this genre of cases are cumbersome, 
we will (after the initial citation) refer to such 
cases by authoring Judge. 

13. See 18 U.S.C. §§ 2702(a)(3), 2703; see also 
In re the Application of the United States for 
an Order Authorizing the Installation and Use 
of a Pen Register Device, a Trap and Trace 
Device, and for Geographic Location Informa- 
tion, 497 F.Supp.2d 301, 309 (D.P.R.2007) 
(hereafter "McGiverin PR 2007 Opinion ”); 
Deirdre K. Mulligan, Reasonable Expectations 
in Electronic Communications: A Critical Per- 
spective on the ECPA, 72 Geo. Wash. L.Rev. 
1557, 1568 (Aug.2004) (noting that "[t]he 
SCA covers retrospective surveillance”) (here- 
after “Reasonable Expectations ”). 
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material to an ongoing criminal investiga- 
tion.” §§ 2703(c)(1)(B) and (d). 

This Court finds that (1) the SCA ex- 
pressly sets movement/location informa- 
tion outside its scope by defining “elec- 
tronic communications” to exclude “any 
communication from a tracking device (as 
defined in § 3117)”; (2) the SCA does not 
establish an entitlement to information in 
abrogation of any other legal requirements 
that would otherwise apply due to the 
nature of that information; (3) the GA- 
LEA also expressly exempts information 
from a tracking device and, in legislating 
what information CSPs must compile/re- 
tain for disclosure to law enforcement on 
“Court Order or other lawful authoriza- 
tion”, also retains the Fourth Amendment 
or other requirements implicated by the 
nature of the information sought; (4) the 
relevant legislative history further indi- 
cates that Congress did not intend its elec- 
tronic communications legislation to be 
read to requii'e disclosure of an individual’s 
location information; to the contory, in 
enacting the legislation it relied on express 
representations by law enforcement that it 
was not seeking to amend the background 
standards governing disclosure; and (5) 
as reading the statutes as authorizing ex 
parte disclosure of movemenVlocation in- 
formation with no judicial review of the 
probable cause could violate citizens’ rea- 
sonable expectations of privacy, such read- 

14. See, e.g., In re Application for Pen Register ' 
and TrapITrace Device with Cell Site Location 
Authority, 396 F.Supp.2d 747, 764 

(S.D.Tex.2005)(hereafter "Smith SD Tex.2005 
Opinion") (contrasting express and extensive 
Congressional testimony of FBI Director 
Freeh, in advocating for its passage, that CA- 
LEA was "intended to preserve the status 
quo, that it was intended to provide law en- 
forcement no more and no less' access to 
information than it had in the past” and "did 
not' relate to the SCA" with Government's 
subsequent assertion that it was intended to 
expand law enforcement’s access to physical 
location information via the SCA). 


ing- would be disfavored. This Court 
therefore concludes, as more fully set forth 
below, that it must deny the Government’s 
requests for cellular-telephone-derived lo- 
cation information, historic or prospective, 
absent a showing of probable cause. 

III. TECHNOLOGICAL DEVELOP- 
MENT OVERVIEW 

As of December, 2006, there were over 
233 million cellular phone subscribers in 
the United • States, almost ten times the 
number in 1994.*^ Our individual cell 
phones now come ivith us everywhere: not 
only on the streets, but in (a) business, 
financial, medical and other offices; (b) 
restaurants, theaters and other venues of 
leisure activity; (c) churches, synagogues 
and other places of religious affiliation; 
and (d) oim homes and those of our family 
members, friends, and personal and pro- 
fessional associates. Indeed, many indi- 
■viduals no long subscribe to local wireline 
phones, but utilize their cell phone as their 
residential telephone.^® 

Cellular telephone networks divide geo- 
graphic areas into many coverage areas 
containing towers through which the cell 
phones transmit and receive calls. Cell 
phones, whenever on, now automatically 
communicate with cell towers, constantly 
relaying their location information to the 

15. See CTIA — ^The 'Wireless Association’s 
Semi-Annual Wireless Industry Survey 
(2006), http://files.ctia.org. In 1985, when the 
CTIA survey was first taken, the number was 
340,000. By 1994 the number of cell phone 
subscribers had increased to more than 24 
million. 

16. See In the Matter of the CALBA, 17 
F.C.C.R. 6896, 6918 (April 11, 2002) (noting 
that in 1994, when the CALEA was enacted, 
"basic residential telephone service” was al- 
most entirely wireline, but that households 
now substitute wireless telephone service). 
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towers that serve their network and scan- 
ning for the one that provides the strong- 
est signal/best reception. This process, 
called “registration”, occurs approximately 
every seven seconds.*’ 

As we change locations, our cell phones 
automatically switch cell towers. Cellular 
telephone companies “track the identity of 
the cell towers seiwing a phone”.*® When 
a call is received, a mobile telephone 
switching office (“MTSO”) gets the call 
and locates the user based on the nearest 
tower; the call is then sent to the phone 
via that tower. This process works in 
reverse when the user places a call. See 
id. In urban areas, where towers have 
become increasingly concentrated, track- 
ing the location of just the nearest tower 
itself can place the phone within approxi- 
mately 200 feet. This location range can 
be narrowed by “tracking which 120 de- 
gree ‘face’ of the tower is recdving a cell 
phone’s signal.” Id. The individual’s loca- 
tion is, however, most precisely determin- 

17. These location signals are generally set on 
one band (often referred to as a “control 
channel”); the other frequency bands that the 
phone uses are for sending and receiving 
voice and data. See Kevin McLaughlin, The 
Fourth Amendment and Cell Phone Location 
Tracking: Where Are We7, 29 Hastings Comm. 
& Ent. L.J. 421, 427 (Spring 2007) (hereafter 
“Where Are We7 ”); See also Smith SD Tex. 
2005 Opinion, 396 F.Supp.2d at 750 (explain- 
ing that "control channels” are frequencies 
shared by the phone and base station to com- 
municate information for setting up calls and 
channel changing, and that cell phone "regis- 
trations” occur “on a dedicated control chan- 
nel that is clearly separate from that used for 
call content”). 

18. In re Application of United States of Ameri- 
can for an Order: (1) Authorizing Installation 
and Use of Pen Register and Trap and Trace 
Device; (2) Authorizing Release of Subscriber 
and Other Information, (3) Authorizing Disclo- 
sure of Location-Based Services, 2006 WL 
1876847, *1 n. 1 (N.D.Ind. July 5, 2006) 
(hereafter the “Lee ND Ind.2006 Opinion 


able by triangulating the “TDOA” or 
“AOA” information of the three nearest 
cellular towers.*® Alternatively, the phone 
can be tracked extremely accurately — 
within as little as 50 feet — ^via the builWn 
global positioning system (“GPS”) capabili- 
ties of over 90% of cell phones currently in 
use. Id. See also Who Knows Where 
You’ve Been?, 18 Harv. J.L. & Tech, at 308 
(noting that, as of 2004, synchronized sig- 
nal triangulation produced a 3-D location 
accurate to 65 feet). CSPs store cell tower 
registration histories and other informa- 
tion.®" 

In sum, as a result of the proliferation 
of cellular tower sites, the uniform/rou- 
tine inclusion of a GPS device in cell 
phones, and industry’s implementation of 
additional technology required to meet 
Congressional mandates, including that 
more precise TDOA/AOA and other loca- 
tion information be available to emergen- 
cy-assistance providers, CSPs now com- 
pDe and retain extensive personal location 

19. The cell towers measure the strength of the 
phone’s signals — and thus the phone’s relative 
location — through a Time Difference of Arriv- 
al ("TDOA”) or Angle of Arrival ("AOA”) 
method. TDOA compares the amounts of 
travel time from phone to tower, while AOA 
measures the angles at which the phone’s 
signals are received. The MTSO sends a sig- 
nal to the cell phone’s control channel when 
it is time to switch to the frequency of a 
nearer tower. See id. 

20. Although historic call-specific registration 
information was at one time important for 
CSP billings, e.g., roaming charges,- with the 
advent of truly national networks and com- 
prehensive cell, phone "plans”, it has become 
increasingly irrelevant to service fees, and its 
retention now appears related largely to cost- 
considerations {i.e., inexpensive electronic 
storage of all data, without differentiation) 
and industry concerns that CSPs not risk un- 
der-compliance with complicated and some- 
times ambiguous electronic communications 
regulations. 
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information on their subscribers and the 
cell phones in use. 

IV. RELEVANT CONSTITUTIONAL 
AMENDMENT, STATUTES AND 
LEGISLATIVE HISTORY 

A. Fourth Amendment, U.S. Const. 

Amend. IV 

The Fourth Amendment establishes a 
fundamental protection of our right to pri- 
vacy.^^ By requiring that the Govern- 
ment’s investigation of information in 
which we hold a reasonable expectation of 
privacy be conditioned on a showing of 
probable Cause to a detached judicial offi- 
cial, our understanding and implementa- 
tion of the Fourth Amendment seeks to 
balance degrees of intrusion on our civil 
liberties against degrees of promotion of 
legitimate governmental interests. 

For the reasons discussed below, this 
Court believes that citizens continue to 
hold a reasonable expectation of privacy in 
the information the Government seeks re- 
garding their physical movements/loca- 
tions— even now that such information is 
routinely produced by their cell phones — 
and that, therefore, the Government’s in- 
vestigatory search of such information con- 
tinues to be protected by the Fourth 
Amendment’s warrant requirement; ie., 
the Government must meet a probable 
cause background standard.^^ 

21. The Fourth Amendment's protection of pri- 
vacy rights also serves the important function 
of protecting associational rights recognized 
under the First Amendment. See Katz v. Unit- 
ed States, 389 U.S. 347, 88 S.Ct. 507, 19 
L.Ed.2d 576 (1967) (noting that Fourth 
Amendment concerns are heightened where 
associational interests are also at stake). 

22. See discussion infra (noting that law en- 
forcement agents have, until relatively recent- 
ly, obtained Court authorization to obtain 
movementdocation information by a showing 
of probable cause (or more), generally under 
Fed.R.Crim.P. 41 (for installation of a tradi- 


B. Wiretap and Electronic Communi- 
, cations Interception and Intercep- 
tion of Oral Communications, 18 
U.S.C. § 2510 et seq. 

Eighty (80) years ago, Justice Taft, writ- 
ing for the majority over Justice Brandeis 
in dissent, concluded that a search or sei- 
zure of telephone conversations implicated 
no Fourth Amendment concerns because 
there could be no reasonable expectation 
of privacy in your voice projected over a 
wire outside of a building. Olmstead v. 
United States, 277 U.S. 438, 48 S.Ct. 564, 
72 L.Ed. 944 (1928). Congress responded 
to this interpretation with passage of the 
Communications Act in 1934, 47 U.S.C. 
§ 605, which made wiretapping illegal, and 
which the Supreme Court confirmed to 
preclude wiretapping by law enforcement 
in Nardone v. United States, 302 U.S. 379, 
384, 58 S.Ct. 275, 82 L.Ed. 314 (1937). 

In 1967 the Supreme Court delineated 
the procedural safeguards imposed by the 
Fourth Amendment on traditional wiretap- 
ping. Expressly because of the particular 
dangers of abusing electronic surveillance, 
the Court required that law enforcement 
agents had to surmount several require- 
ments beyond those of the probable cause 
warrant needed to search a home. See 
Katz V. United States, 389 U.S. 347, 88 
S.Ct. 507, 19 L.Ed.2d 576 (1967); Berger v. 
New York, 388 U.S. 41, 87 S.Ct. 1873, 18 

tional tracking device) but sometimes under 
Title III (as part of a wiretapping applica- 
tion)). See also Orenstein EDNY Oct. 2005 
Opinion, 396 F.Supp.2d at 322 ("I view the 
plain language of Rule 41 as providing a 
default mode of analysis that governs any 
matter in which the government seeks judicial 
authorization to engage in certain investiga- 
tive activities. The Rule says as much.” Con- 
cluding that "the statutes upon which the 
government relies to secure the requested re- 
lief do not suffice to negate the otherwise 
default requirement of probable cause im- 
posed by Rule 41(d)(1)”). 
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L.Ed.2d 1040 (1967). Congress then in- 
corporated those procedural hurdles into 
the Wiretap Act passed the following year. 
See Omnibus Crime Control and Safe 
Streets Act of 1968, Pub.L. No. 90-351, 
Title III (codified as amended at 18 U.S.C. 
§§ 2510-2522) (hereafter “Title IIF). 

Currently, under 18 U.S.C. § 2518, the 
Govei’nment may obtain a wiretap, and 
listen in on calls to and firom a target 
telephone, only by demonstrating to a Dis- 
trict Judge that (a) there is probable cause 
for belief that an individual has commit- 
ted/is committing/will commit a specified 
offense; (b) there is probable cause for 
belief that particular communications con- 
cerning the offense will be obtained; (c) 
normal investigative procedures have been 
tried and failed or are reasonably unlikely 
to succeed or be too dangerous; (d) there 
is probable cause for belief that the facili- 
ties from which, or place where, the com- 
munications to be intercepted are/will be 
used, in connection with commission of the 
offense, are leased/listed to/commonly used 
by such person.^^ 

With this historical background in mind, 
other legislation implicated by the issue 
subjudice includes: 

23. Given, the additional requirements beyond 
ordinary search warrants, this has been re- 
ferred to as both a "Title III warrant" and/or 
a "super warrant”. See Orin S. Kerr, Internet 
Surveillance Law After the USA PATRIOT Act, 
97 NW. U.L.Rev. 607, 630 (Winter 2003). 

The Courts appear to disagree as to wheth- 
er the Government may request and receive 
CSLI when it meets the "probable cause 
plus” showing. Compare, e.g., Adelman ED 
Wis.2006 Opinion, 2006 WL 2871743, *4 with 
Smith SD Tex.2005 Opinion, 396 F.Supp.2d at 
758. 

24. See, e.g., United States v. Karo, 468 U.S. 
705, 720, 104 S.Ct. 3296, 82 L.Ed.2d 530 
(1984) (holding that use of a warrantless 
beeper to monitor location into private resi- 
dence violates the Fourth Amendment). Cf. 
also Notes to the 1977 Amendments (noting 


C. Fed.R.Cnm.P. 41 — Warrant Issu- 
ing Upon Probable Cause 

Rule 41 of the Federal Rules of Crimi- 
nal Procedure generally provides that the 
Government may secure a warrant upon a 
showing, consistent with the requirements 
of the Fourth Amendment, that there is 
probable cause. This is the standard 
which the Government has long been re- 
quired to meet in order to obtain Court 
approval for the installation and use — by 
law enforcement agents — of a device en- 
abling the Government to record, or 
“track”, the movement of a person or 
thing.2^ 

Rule 41, as amended by the Supreme 
Court in 2006, expressly provides Court 
authority to issue a warrant for the instal- 
lation and use of a tracking device (as 
defined in 18 U.S.C. § 3117) ^ for a renew- 
able period not to exceed 45- days. The 
Rule also contains express provisions re- 
quiring notice within ten (10) days from 
the end of the warrant period (although it 
may be delayed) and the suppression of 
information wrongfully obtained. 

As reflected in the Judicial Conference 
Advisory Committee’s Notes to the 2006 
Amendments, those amendments were in- 

that the trend of Supreme Court cases was to 
give greater priority to the use of warrants as 
the proper way of making a lawful search); 
id. (observing that "[i]t is a cardinal rule that 
. . . law enforcement agents must secure and 
use a search warrant whenever practica- 
ble .... This rule rests upon the desirability of 
having magistrates rather than police officers 
determine when searches and seizures are 
permissible and what limits such be placed 
upon such activities.”) (quoting Trupiano v. 
United States, 334 U.S. 699, 705, 68 S.Ct. 
1229, 92 L.Ed. 1663 (1948), quoted with ap- 
proval in Chimel v. California, 395 U.S. 752, 
758, 89 S.Ct. 2034, 23 L.Ed.2d 685 (1969)). 

25. The Committee was careful to note that it 
"did not intended by [the 2006] amendment 
to expand or contract the definition of what 
might constitute a tracking device.” See 
Notes to the 2006 Amendment. 
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tended to address the use of tracking de- 
vices, “which searches [had been] recog- 
nized by statute [ie., § 3117] and by case 
law [ie., United States v. Karo, 468 U.S. 
705, 104 S.Ct. 3296, 82 L.Ed.2d 530 (1984); 
United States v. Knotts, 460 U.S. 276, 103 
S.Ct. 1081, 75 L.Ed.2d 55 (1983) ]”. The 
Committee further noted that the eviden- 
tiary standard applicable to the installation 
of a § 3117 tracking device was unspeci- 
fied by “the tracking device statute” (ie., 
§ 3117), and that the Supreme Court had 
“reserved ruling on the issue”,^® but that 
“[w]arrants may be required to monitor 
tracking devices when they are used to 
monitor persons or property in areas 
where there is a reasonable expectation of 
privacy.” See discussion infra at Section 
V(C). 

D. Electronic Communications Pri- 
vacy Act of 1986 

The ECPA, enacted in 1986, was a ma- 
jor overhaul of the Omnibus Crime Control 
and Safe Streets Act of 1968. Two of its 
subsections are relevant to consideration 
of the legal standard required for obtain- 
ing a Court Order for movement/location 
information: 

1. Pen Register Statute 

Historically, a “Pen Register” is a device 
which records or decodes electronic or oth- 
er impulses which identify the telephone 
numbers dialed or otherwise transmitted 
on the telephone line to which such device 


is attached (ie., the numbers of outgoing' 
calls). A trap and trace device captmres 
the incoming electronic or other impulses 
which identify the originating number of 
an instrument or device from which a wire 
or electric communication was transmitted 
(ie., the numbers of incoming calls). 
These devices have been in long and fre- 
quent use and are collectively referred to 
as a “Pen Register” or “Trap and Trace”. 

Although they had been in use for some 
time, the standard applicable to the Gov- 
ernment’s installation of a Trap and Trace 
was not addressed until 1979, when the 
Supreme Court concluded that the Fourth 
Amendment’s probable cause protections 
need not apply. See Smith v. Maryland, 
442 U.S. 735, 99 S.Ct. 2577, 61 L.Ed.2d 220 
(1979) (holding that telephone users have 
no reasonable expectation of privacy in the 
telephone numbers they dial to connect a 
phone call). Congress responded to Smith 
by including procedures and evidentiary 
standards governing the installation of a 
Trap and Trace in the provisions of the 
ECPA in 1986. See 18 U.S.C. § 3121 et 
seq}’’ 

Although the statute requires that, ab- 
sent emergency, the Government must ob- 
tain a Court Order prior to installing or 
using a Trap and Trace, it may do so 
merely upon certification “that the infor- 
mation likely to be obtained is relevant to 
an ongoing criminal investigation being 
conducted by that agency.” 18 U.S.C. 

§ 3122(b)(2).^® Such Orders routinely au- 


26: Cf In the Matter of the Application of the 2001, it now includes "a device or process 

United States of America, 441 F.Supp.2d 816; which records or decodes dialing, routing, 

836 n. 3 (S.D.Tex.2006) (hereafter “Smith SD addressing, or signaling information.” The 

Tex.2006 Opinion ") ("The court has not Federal Communications Commission (the 

found any case holding that a standard lower "FCC”) has adopted the position, and the 

than probable cause is acceptable.”). Court of Appeals has held, that the term “sig- 

naling Information” encompasses CSLI. See 
27. The statute as enacted defined a Trap and United States Telecom. Assoc, v. FCC, 227 F.3d 
Trace as a device for capturing "electronic or 450 (D.C.Cir.2000). 
other impulses which identify the numbers 

dialed or otherwise transmitted on the tele- 28. The Court’s ministerial role does not in- 
phone line to which such device is attached.” elude an independent review of whether the 

As amended by the USA PATRIOT Act of application meets the relevance standard; 


CEll/OlD Q08399 


594 


534 FEDERAL SUPPLEMENT, 2d SERIES 


thorize real-time electronic monitoring of 
telephone call information for a limited 
duration, typically sixty (60) days. Id. at 
§ 3123(e). 

2. Stored Wire and Electronic Com- 
munications and Transactional ' 
Records Access 

As noted above, the SCA, a 20-year-old 
criminal-code statute enacted as Title II of 
the ECPA, prohibits electronic communi- 
cation service providers from disclosing 
electronically stored, ie., historic, informa- 
tion to the Government, except as other- 
wise authorized and with appropriate legal 
authority.^® More particularly, under 
§§ 2703(a) and (b), the disclosure of “con- 
tent” information expressly requires either 
a Rule 41 warrant (if it has been in elec- 
tronic storage with the provider for 180 
days or less) or notice to the subscrib- 
er/customer together with an administra- 
tive subpoena or Court Order (if the con- 
tent has been in electronic storage ydth 
the provider for more than 180 days). In 
contrast, the disclosure of basic account 
information requires nothing more than 
an administrative, grand jury or trial sub- 
poena. § 2703(c)(2). 

The statute also provides, in 
§ 2703(c)(1), Records Concerning Elec- 
tronic Communication Service or Remote 
Computing Service, that the Government 
may require the release of “records or 
other information pertaining to a subscrib- 
er to or customer of such service (not 
including the contents of communica- 
tions) only when the governmental enti- 
ty”: 

rather, it is only to review the completeness of 
the certification submitted. See Lee ND Ind. 
2006 Opinion. 2006 WL 1876847 at *2. 

29. See 18 U.S.C. § 2702(a)(3) (prohibiting, ex- 
cept as otherwise provided, a CSP from dis- 
closing any “record or other information per- 
taining to a subscriber to or customer of such 
service ... to any governmental entity"). 


(A) obtains a warrant issued [under] 
the Federal Rules of Criminal Proce- 
dure, 

(B) obtains a court order [under 
§ 2703(d)], 

(C) obtains subscriber/customer con- 
sent to disclosure, 

(D) submits a written request for 
name, address, and place of business, 
relevant to investigation of telemarket- 
ing fraud, or 

(E) seeks [basic account information] 
under § 2703(c)(2). 

Section 2703(d), in turn, sets forth the 
“requirements for court order”, specifying 
that an order for disclosure of (1) content 
records held by the communications pro- 
vider for more than 180 days or held by a 
remote computing service, and to be re- 
leased with notice to the subseriber/cus- 
tomer under subsection (b) or (2) “a rec- 
ord or other information pertaining to a 
subscriber to or customer of such service” 
under subsection (c), issue “only if the 
governmental entity offers specific and 
articulable facts showing that there are' 
reasonable grounds to believe that the 
contents of a wire or electronic communi- 
cation, or the records or other informa- 
tion sought, are relevant and material to 
an ongoing criminal investigation.” 

Finally, and significantly, the SCA de- 
fines “electronic communications” to ex- 
pressly exclude “any communication from 
a tracking device (as defined in § 3117)”, 
ie., “an electronic or mechanical device 
which permits the tracking of the move- 

30. This information is specified to include 
subscriber name; address, telephone connec- 
tion records/records of session times/dura- 
tions; length and types of services; telephone 
or other subscriber number; and means/ 
source of service payment. 

31. The statute does not further define "rec- 
ords or other information”. 
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ment of a person or object”. Id. at § 2711, 
Definitions (incorporating 18 U.S.C. 
§ 2510(12)). 

E. Mobile Tracking Device Statute, 
18 U,S.C. § 3117 (1986) 

This statute, also enacted in 1986, simply 
provides that a Court “empowered to issue 
a warrant or other order for the installa- 
tion of a mobile tracking device” may issue 
an Order authorizing its use outside the 
Court’s jurisdiction. It broadly defines a 
“tracking device” as “an electronic or me- 
chanical device which permits the tracking 
of the movement of a person or object.” 
§ 3117(b). The relevant Senate Report 
notes that “[t]his [jurisdictional] clarifica- 
tion [did] not effect [sic] current legal 
standards for the issuance of such an or- 
der.” S. Rep. 99-541 at 10 (1986), reprint- 
ed in 1986 U.S.C.C.A.N. at pp. 3555, 3588. 
As noted, supra at Section IV(C), the Gov- 
ernment has historically been required to 
meet the probable cause standard for war- 
rants set forth in Fed.R.Crim.P. 41 for 
Court authorization prior to installing and 
utilizing a tracking device. 

F. Communications Assistance for 
Law Enforcement Act of 1994 

(1) Statutory Provisions 

The Communications Assistance for Law 
Enforcement Act of 1994 (the “CALEA”), 
47 U.S.C. § 1001 et seq., was intended to 
mandate communications carriers’ acquisi- 
tion and implementation of technolo- 
gy/equipment capable of providing law en- 
forcement with the “wire and electronic 
communication” information to which it 
was entitled under the statutes relating to 
electronic communication technology. The 
Act required telecommunications carriers 
to ensure, within four (4) years from enact- 
ment (ie., by October 25,1998), that they 
had the ability to provide — subject to 
“court order or other lawful authoriza- 
tion” — law enforcement agencies with: 


access to call-identifying information 
that is reasonably available to the carri- 
er — (A) before, during, or immediately 
after the transmission of a wire or elec- 
tronic communication (or at such later 
time as may be acceptable to the gov- 
ernment); and (B) in a manner that 
allows it to be associated with the com- 
munication to which it pertains, except 
that, with regard to information ac- 
quired solely pursuant to the authority 
for pen registers and trap and trace 
devices (as defined in [§ 3127]), such 
call-identifying infomiation shall not in- 
clude any information that may disclose 
the physical location of the subscriber 
(except to the extent that the location 
may be determined from the telephone 
number). 

Id. at 1002(a)(2). 

The statute defines “call-identifying in- 
formation” to include “dialing or signaling 
information that identifies the origin, di- 
rection, destination, or termination of each 
communication generated or received by a 
subscriber by means of any equipment, 
facility, or service of a telecommunications 
carrier.” § 1001(2). 

The CALEA, as does the SCA, express- 
ly defines out of the “electronic communi- 
cations” covered by the Act, information 
from a “tracking device” under § 3117. 
See § 1001(1) (adopting definitions of 18 
U.S.C. § 2510). 

(2) Legislative History and Imple- 
mentation 

The express purpose of the CALEA was 
to require communications service provid- 
ers to acquii’e/implement technology to iso- 
late and provide — on appropriate lawful 
authority — intercepted “content and call- 
identifying information” to law enforce- 
ment. See H.R.Rep. 103-827(1), reprinted 
in 1994 U.S.C.C.A.N. at pp. 3489, 3489- 
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90.®^ Passage and implementation of the 
GALEA entailed several years of extensive 
negotiations. The extent to which Govern- 
ment’s investigatory access to move- 
mentyiocation information would be impli- 
cated/affected by a requirement that it be 
identified/retained/provided with appropri- 
ate authority was the subject of much tes- 
timony and debate. It was clear, however, 
that Congress was extremely concerned 
that the background requirements be pre- 
served, and that its legislation not be later 
asserted to have affected the judicial re- 
view protections applicable to this constitu- 
tionally-sensitive information. 

More particularly, the legislative history 
of the GALEA indicates that, during his 
lengthy and repeated testimony before the 
Senate and House, then-FBI-Director 
Louis Freeh addressed Congress’ concern 
that with advances in cell phone technolo- 
gy, law enforcement could obtain — by 
CSLI — information of an individual’s phys- 
ical movement previously obtainable only 
through visual surveillance or the covert 
installation of a radio-wave transmitter. 
During the course of his testimony, Di- 
rector Freeh reassured Congress that law 
enforcement was not attempting to obtain 
via the 1994 enactments, or to otherwise 
alter the standards applicable to, move- 
mentdocation information. To the con- 

32. See also McGiverin PR 2007 Opinion, 497 
F.Supp.2d 301 (explaining that CALEA was 
passed to "preserve the government’s ability, 
pursuant to court order or other lawful au- 
thorization, to intercept communications [in 
the face of] advanced technologies such as 
digital or wireless transmission modes . . . 
while protecting the privacy .of communica- 
tions and without impeding the introduction 
of new technologies, features, and services") 
(emphasis added); United States Telecom As- 
soc. V. FCC, 227 F.3d 450, 454 (D.C.Cir.2000) 
(citing FBI’s 1994 Congressional testimony 
that it was ’’precluded . . . from implementing 
authorized electronic surveillance" by "tech- 
nological impediments” such as "the limited 
capacity of cellular systems to accommodate 
large numbers of simultaneous intercepts 


trary, he asserted, the proposed legislation 
would “ensure[] the maintenance of the 
status quo”, that it “[did] not enlarge or 
reduce the government’s authority,” and 
that it “relate[dj solely to advanced tech- 
.nology, not legal authority or privacy 
Director Freeh’s testimony included the 
following: 

The term “call setup information” is es- 
sentially the dialing information associ- 
ated with any communication which 
identifies the origin and destination of a 
wire or electronic communication ob- 
tained through the use of a pen register 
or trap and trace device pursuant to 
court order. It does not include any 
information which might disclose the 
general location of a mobile facility or 
service, beyond that associated with the 
area code or exchange of the facility or 
service. There is no intent whatsoever, 
with reference to this term, to acquire 
anything that could properly be called 
‘tracking’ information. 

Id. at 23. Director Freeh also stated, in 
allaying Congressional concerns: 

Law enforcement’s . . . ability to acquire 
“call setup information” . . . related to 
dialing type information — ^information 
generated by a caller which identifies 
the origin, duration, and destination of a 

[and] growing use .of custom calling features 
such as call forwarding, call waiting, and 
speed dialing”). 

33. Joint Hearing on Digital Telephony and 
Law Enforcement Access to Advanced Tele- 
communications Technologies and Services: 
Hearings Before the Subcomm. On Technol- 
ogy and Law of the Senate Judiciary Comm. 
And the Subcomm. On Civil and Constitu- 
tional Rights of the House Judiciary Comm., 
103rd Cong., 2d Sess., at 2, 28 (Statement of 
Dir. Freeh) (hereafter "Digital Telephony Tes- 
timony”) (emphasis added); id. at 22 (stating 
that the CALEA "provide[s] law enforcement 
no more and no less access to information 
than it had in the past”). 
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wire or electronic communication, the 
telephone number or similar communica- 
tion address. Such information . . . his- 
torically, has been acquu'ed through use 
of pen register or trap and trace devices 
pursuant to court order. 

Several privacy-based spokespersons 
have criticized the wording of the defini- 
tion regarding this long-standing re- 
quirement, alleging that the government 
is seeking a new, pervasive, automated 
“tracking” capability. Such allegations 
are completely wrong. 

Some cellular carriers do acquire infor- 
mation relating to the general location of 
a cellular telephone for call distribution 
analysis purposes. However, this infor- 
mation is not the specific type of infor- 
mation obtained from ‘true’ tracking de- 
vices, which can require a warrant or 
■ court order when used to track within a 
private location not open to public view. 
See United States v. Karo, 468 U.S. 705, 
714, 104 S.Ct. 3296, 82 L.Ed.2d 530 
(1984).^* Even when such generalized 
location information, or any other type 
of ‘transactional’ information, is obtained 
from communications service providers, 
court orders or subpoenas are required 
and are obtained. 

In order to make clear that the acquisi- 
tion of such information is not being 
sought through the use of pen register 
or trap and trace devices, and is not 
included within the term ‘call setup in- 
formation’, we ai-e prepared to add a 
concluding phrase to this definition to 
explicitly clarify the point: except that 
such information (call setup informal 
tion) shall not include any information 
that may disclose the physical location 
of a mobile facility or service beyond 

34. Cf. Facciola DDC 2006 Opinion, 407 
F.Supp.2d at 139 (explaining that a "true" 
tracking device was traditionally, and as in 
Karo, a radio-wave transmitter "affixed to a 
car that permitted its movements to be moni- 
tored"). 


that associated with the number’s area 
code or exchange^ 

M at 29 (emphasis added).®® 

Finally, Director Freeh represented, in 
response to a letter alleging that the Gov- 
ernment was seeking to obtain surveillance 
of individuals through, transactional data: 
This is a false issue for a number of 
reasons. 

First, as is clearly set forth in the ‘pur- 
pose’ section of the proposed legislation, 
the intent of the legislation is to main- 
tain existing technical capabilities and 
to ‘clarify and define’ the responsibility 
of common carriers ... to provide the 
assistance required to ensure that gov- 
ernment agencies can implement court 
orders and lawful authorizations to in- 
tercept the content of wire and elec- 
tronic communications and acquire call 

setup information [It has] nothing 

to do with ‘transactional information’ 
under our federal electronic surveillance 
and privacy laws. All telecommunica- 
tions ‘transactional’ information is al- 
ready protected by federal law and is 
exclusively dealt with in [the SCA]. The 
proposed legislation does not relate to 
[the SCA]. 

Id. at 27 (quoted in Smith SD Tex.2005 
Opinion, 396 F.Supp.2d at 763). 

Following passage of the CALEA, and 
in accordance with Congi’essional di- 
rection, the Telecommunications Industry 
Association (“TIA”) began the long process 
of the “development of the specific techno- 
logical standards” by which industry could 
comply with its law-enforcement-assistance 
obligations. This entailed several years of 
negotiations and consultations amongst in- 
dustry, law enforcement and consumer 

35. Cf. id. at 137 (noting that "[t]he Director’s 
offer and its acceptance by Congress led to 
the exception codified as 47 U.S.C. 
§ 1002(a)(2)"). 


m/m 008403 


598 


534 FEDERAL SUPPLEMENT, 2d SERIES 


representatives “under the auspices of’ 
the FCC. Smith SD Tex.2006 Opinion, 441 
P.Supp.2d at 820; see also 47 U.S.C. 
§ 1006. 

In 1999, the PCC issued a ruling on the 
TIA’s proposed technical specifications and 
protocols (which were published as the 
Interim Standard/Trial Use Standard J- 
STD-025 or the “J-Standard”).^® Six as- 
pects of the FCC ruling were challenged 
and consolidated for judicial review. See 
United States Telecom Assoc, v. FCC, 227 

F.3d 450 (D.C.Cir.2000). The Court of 
Appeals held that the agency had “acted 
arbitrarily and capriciously” and/or “failed 
to engage in reasoned decisionmaking” as 
to five of its interpretations of the CA- 
LEA, but that it could require CSPs to 
have available CSLI as “call-identifying 
information” under the Act. Id. 

G. Enhanced 911 Rules 

As individuals’ use of cellular (rather 
than land-line) telephones rapidly expand- 
ed during the 1990s, it presented increas- 
ing difficulties for emergency service pro- 
viders who had previously determined a 

36. See In the Matter of the CALEA, 1999 WL 
674884, 14 F.C.C.R. 16794 (1999). Although 
it modified industry's proposed technical 
standards in many respects, the FCC rejected 
some of the assistance capabilities which law 
enforcement sought to require. For example, 
the FCC rejected the New York Police Depart- 
ment’s proposal that would have "required 
[CSPs to compile] triangulating signals from 
multiple cell antenna towers to pinpoint a 
wireless phone’s precise location throughout 
a call’s duration." The FCC acknowledged 
that providing law enforcement with triangu- 
lation capabilities would "pose difficulties 
that could undermine individual privacy", 
and concluded that "a- more generalized capa- 
bility that will identify only the location of a 
cell site, and only at the beginning and termi- 
nation of the call, will give [law enforcement 
authorities] adequate information." See Who 
Knows Where You've Been?, 18 Harv. J. Law 
& Tech, at 313 (quoting 227 F.3d 450, 464 
(D.C.Cir.2000)). 


caller’s location from the account address 
of her stationary telephone. Beginning in 
1996, and continuing over several years, 
the FCC issued a series of “Enhanced 911 
Emergency Call Systems” rules requiring 
CSPs to acquire the ability to identify 
more precisely the locations of cell phones 
making emergency calls.®'' 

H. Wireless Communication and 
Public Safety Act of 1999 
In this legislation, amending the Tele- 
communications Act and authorizing a na- 
tionwide “911” emergency service for cell 
phone users. Congress recognized the im- 
portance of an individual’s expectation of 
privacy in her physical location. See PL 
106-81, 113 Stat. 1288 (Oct. 26, 1999) 
(amending 47 U.S.C. §§ 222, 251). More 
particularly, in authorizing the specifically- 
limited disclosure of location information 
to ensure the provision of emergency ser- 
vices, the Act directs that a customer oth- 
erwise not be deemed to have approved 
use/disclosure of, or access to, her CSLI 
absent express prior authoiization. See 47 
U.S.C. § 222(f).®® 

37. See 47 C.F.R. § 20.18 (2004) (requiring 
that licensees "achieve 95 percent penetration 
of location-capable handsets" among sub- 
scribers by end 2005); Laurie Thomas Lee, 
Can Police Track Your Wireless Calls? Call 
Location Information and Privacy Law, 21 
Cardozo Arts & Ent. L.J. 381, 384-386 & nn. 
23-24 (2003) (discussing CSPs' implementa- 
tion of "network overlay" technology to attain 
the required precision). 

38. See Smith SD Tex.2005 Opinion, 396 
F.Supp.2d 747 (concluding, in discussing this 
legislation, that "location information is a 
special class of customer information, which 
can only be used or disclosed in an emergen- 
cy situation, absent express prior cpnsent by 
the customer”); Orenstein EDNY Oct. 2005 
Opinion, 396 F.Supp.2d at 323 (similarly not- 
ing Congress’ recognition of the "special na- 
ture" of location information and concluding 
that "a cell phone user may very well have an 
objectively reasonable expectation of privacy 
in his call location information"). 
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V. ANALYSIS 

Any contention that the Government 
might obtain cell tower site location infor- 
mation (“CSLI") solely under the auspices 
of the PRS appears to have been put to 
bed.®* In a series of published Orders and 
Opinions over the past two years, a signifi- 

39. See CALEA; In re Application of the United 
States for an Order Authorizing Pen Register 
and Trap and Trace Device and Release of 
Subscriber Information and/or Cell Site Infor- 
mation, 384 F.Supp.2d 562, 563 (E.D.N.Y. 

2005) (hereafter "Orenstein EDNY Aug. 2005 
Order") ("The government . . . appears to 
want to put some daylight between a pen 
register and the instrumentality for seeking 
cell site location information — notwithstand- 
ing the fact that the law plainly authorizes a 
court to allow the installation of a pen regis- 
ter on the basis of a showing that is far less 
demanding than the probable cause standard. 
Its reticence in [seeking to obtain location 
information through use of a Pen/Trap device] 
... is understandable . . . [as] Congress ap- 
pears to have prohibited it from doing so."). 

40. See generally Where Are We?, 29 Hastings 
Comm. & Ent. LJ. at 422-24 (summarizing 
that 11 of the 15 decisions published on cell 
phone location tracking within prior two 
years concluded probable cause is required, 
while four authorized limited prospective in- 
formation). 

Among the decisions denying the Govern- 
ment’s requests for CSLI under a hybrid theo- 
ry are: In re the Applications of the United 
States for Orders Authorizing the Disclosure of 
Cell Cite Information, 2005 WL 3658531 
(D.D.C. Oct.26, 2005) (hereafter "Robinson 
Joint Magistrates’ DDC 2005 Order"); Faccio- 
la DDC 2006 Opinion, 407 F.Supp.2d 134; 
Lee ND Ind.2006 Opinion, 2006 WL 1876847 
(affirming Magistrate Judge’s denial of appli- 
cation); Application of the United States for 
an Order Authorizing the Installation and Use 
of a Pen Register and a Caller Identification 
System on Telephone Numbers (Sealed) and 
Production of Real Time Cell Site Information, 
402 F.Supp.2d 597 (D.Md.'2005); In re Appli- 
cation of United States for Orders Authorizing 
Installation and Use of Pen Registers and Call- 
er Identification Devices, 416 F.Supp.2d 390 
(D.Md.2006); In re Application for an Order 
Authorizing the Installation and Use of a Pen 
Register and Directing the Disclosure of Tele- 


cant majority of Courts have also rejected 
the Government’s contention that real- 
time, or prospective, movement/location in- 
formation may be obtained under a hybrid 
theory which purports to combine the au- 
thorities of the PRS and the SCA by seiz- 
ing upon the term “solely” in a provision of 
the CALEA.'“’ In so holding, many of 

comm. Records, 439 F.Supp.2d 456 (D.Md. 

2006); Orenstein EDNY Aug. 2005 Order, 384 
F.Supp.2d 562, on reconsideration, Orenstein 
EDNY Oct. 2005 Opinion, 396 F.Supp.2d 294; 
In re Application of the United States for an 
Order for Prospective Cell Site Location Infor- 
mation, 2006 WL 468300 (S.D.N.Y. Feb.28, 
2006); In re United States Application for an 
Order Authorizing Installation and Use of a 
Pen Register, 415 F.Supp.2d 211 (W.D.N.Y. 

2006) (hereafter “Feldman WDNY 2006 Opin- 
ion ’’); McGiverin PR 2007 Opinion, 497 
F.Supp.2d 301; Smith SD Tex 2005 Opinion, 
396 F.Supp.2d 747; Smith SD Tex.2006 Opin- 
ion, 441 F.Supp.2d 816, 827-37; Adelman ED 
Wis.2006 Opinion, 2006 WL 2871743, ”’3-4 
(affirming Magistrate Judge’s denial of appli- 
cation); In re Application of the United States 
for an Order Authorizing the Disclosure of 
Propsective Cell Site Information, 412 
F.Supp.2d 947, 950 (E.D.Wis.2006) (hereafter 
“Callahan ED Wis.2006 Opinion "). 

But see In re Application for an Order Au- 
thorizing the Extension and Use of a Pen Reg- 
ister Device, 2007 WL 397129 (E.D.Cal. Feb.l, 

2007) (granting request for limited prospec- 

tive CSLI); In re Application of United States 
for an Order, 411 F.Supp.2d 678 (W.D.La. 
2006); In re Application of the United States 
of America for an Order for Disclosure of Tele- 
communications Records and Authorizing the 
Use of a Pen Register and Trap and Trace, 405 
F.Supp.2d 435 (S.D.N.Y.2005) (hereafter 

"Gorenstein SDNY 2005 Opinion ’’); In re Ap- 
plication of United States for an Order for 
Prospective Cell Location Information, 460 
F.Supp.2d 448 (S.D.N.Y.2006); In re Applica- 
tion of the United States, 433 F.Supp.2d 804 
(S.D.Tex.2006) (hereafter "Rosenthal SD Tex. 
2006 Opinion ’’); In re Application of the Unit- 
ed States for an Order (I) Authorizing Installa- 
tion of a Pen Register and Trap and Trace 
Device and (2) Authorizing Release of Sub- 
scriber and Other Information, 2007 WL 
3036849 (S.D.Tex. Oct. 17, 2007) (hereafter 
"Rosenthal SD Tex.2007 Opinion ’’) (reversing 
Magistrate Judge Smith’s denial of applica- 
tion for historic and prospective CSLI), 
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these Courts have repeatedly opined that 
real-time cell-phone-derived movemeni/lo- 
eation information is “tracking” informa- 
tion within § 3117.^^ Few Courts have, 
however, addressed in published opinion 
whether the Government may nonetheless 
covertly obtain a cell phone subscriber’s 

41. A District Court's published consideration 
of the appropriateness of ex parte Court Or- 
ders mandating a CSP’s disclosure to the 
Government of an individual subscriber’s lo- 
cation information on less than a showing of 
probable cause first appeared in a brief Order 
by Magistrate Judge Orenstein of the Eastern 
District of New York in late August, 2005. 
See Orenstein EDNY Aug. 2005 Order, 384 
F.Supp.2d at 563 (rejecting out-of-hand the 
government’s asserted reliance on provisions 
under § 2703(c) and concluding, as matter of 
apparent first impression, that under ’’only 
arguably” permissive subsection, 
§ 2703(d), cell phone that produces CSLI re- 
vealing general geographic location is ’’track- 
ing device” under § 3117 and therefore not 
’’the contents of an electronic communica- 
tion” obtainable under the ECPA without 
probable cause normally required for a war- 
rant) (emphasis added). 

Shortly thereafter. Magistrate Judge Smith 
of the Southern District of Texas issued a 
thorough Opinion providing an extensive re- 
view of the statutory history and concluding 
that prospective cell site data constitutes 
’’tracking device information” under the 
ECPA requiring establishment of probable 
cause. See Smith SD Tex.2005 Opinion,. 396 
F.Supp.2d 747. At the same time. Judge Or- 
enstein had been reviewing his earlier deci- 
sion and issued a much fuller Opinion which 
corrected his preliminary misstep. See Oren- 
. stein EDNY Oct. 2005 Opinion (holding that 
request for prospective cell site information 
was effectively one for installation of tracking 
device, requiring at least probable cause). 

Many other Courts adopted, and sometimes 
expanded upon, these analyses. See, e.g., Lee 
ND Ind.2006 Opinion at ’"4 (concluding, in 
affirming Magistrate Judge’s denial of appli- 
cations for historic and prospective CSLI, 
that ’’converging the [PRS] with the SCA in 
an attempt to circumvent the exception in the 
CALEA is contrary to Congress’ intent to pro- 
tect cell site location information from utiliza- 
tion as a tracking tool absent probable cause 
under the Fourth Amendment”); Adelman ED 
Wis.2006 Opinion at *5 (concluding that ”[i]f 


(or possessor’s) past, or historic, move- 
ment/location information by the authority 
of the SCA. Some have suggested or cred- 
ited (all but twice in dict<L and with little 
substantive discussion), that it may; a few 
have concluded or suggested that it may 
not*^ 

the government is granted access to [CSLI], a 
customer’s cell phone will most certainly per- 
mit tracking of his movements from place to 
place”); McCiverin PR 2007 Opinion, 497 
F.Supp.2d at 310 (concluding that CSLI 
"does not pertain to an 'electronic communi- 
cation service’ within the . . . SCA because it 
is information from a tracking device”) (citing 
M. Wesley Clark, Cell Phones as Tracking De- 
vices, 41 Val. U.L.Rev. 1413, 1473 (2007) (“It 
would appear clear that on [§ 3117]’s face, a 
cell phone easily fits within the term 'tracking 

device' ”)). Indeed, Magistrate Judge 

Smith also expanded on his own analysis the 
following year in Smith SD Tex.2006 Opinion, 
441 F.Supp.2d816. 

42. See, e.g., Callahan ED Wis.2006 Opinion, 
412 F.Supp.2d at 949 (observing, in conclud- 
ing that request for prospective CSI requires 
probable cause — in dicta and without analy- 
sis — that application was “problematic” be- 
cause it requested prospective rather than 
"historical information”); Smith SD Tex.2005 
Opinion, 396 F.Supp.2d at 759, n. 16 (opining 
in dicta that CSPs compilation of tracking 
communications would bring them "more 
comfortably” within the scope of the SCA); 
Orenstein EDNY Oct. 2005 Opinion, 396 
F.Supp.2d at 303 n. 6 (opining, in dicta and 
without explanation, that § 2703(d) “plainly 
allows” the Government to seek historical 
CSLI); id. at 307, n. 10 (repeating that "the 
SCA authorizes a[CSP]’s disclosure to law 
enforcement of historical cell site informa- 
tion, to the extent it maintains such records”, 
this time with express citation to Magistrate 
Judge Smith’s footnote 16); Feldman WDNY 
2006 Opinion, 415 F.Supp.2d at 214 (accept- 
ing, in dicta. Government’s interpretation of 
"the SCA [as] authorizing it] to obtain histor- 
ical [CSLI]”) (emphasis in original). See also 
infra (citing Steams Mass.2007 Opinion and 
Rosenthal SD Tex.2007 Opinion as only ones 
to expressly address and grant pending re- 
quest for covert disclosure of historic CSLI by 
authority of § 2703). 

Compare Lee ND Ind.2006 Opinion, 2006 
WL 1876847 (expressly concluding, in agree- 
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This Court concurs with those majority 
opinions holding that real-time CSLI con- 
stitutes tracking information and further 
concludes, after extensive research and 
careful consideration, that a distinction be- 
tween real-time (“prospective”) and stored 
(“historic”) cell-phone-derived move- 
ment/location information would be at odds 
with (a) the plain language and/or natural 
meaning of the language of § 3117 and 
§ 2703, (b) the I'ule of statutory construc- 
tion requiring that effect be given to each 
and every provision, and (c) unambiguous 
Congressional intent. It would also ren- 
der the related provisions of the electronic 
cohimunications legislation constitutionally 
suspect, at best. More particularly, this 
Court has reached the following under- 
standing of the issues: 

A. The Government’s Positions are 
Precluded by Textual Analysis 

1. The Stored Wire and Electronic 
Communications and Transaction- 
al Records Access Statutes 

The SCA sets forth a prohibition against 
a CSP’s release to the Government of “rec- 
ords or other information” pertaining to a 
communications service subscriber, except 
as otherwise authorized with, e.g., warrant, 
consent, or court order. See 18 U.S.C. 
§§ 2702(a)(3), 2703(c), Records Concerning 

ment with Magistrate Judge's Order, and. on 
applications before it, that Government could 
acquire neither historic nor prospective CSLI 
by authority of § 2703 and absent probable 
cause showing under Rule 41); Robinson 
Joint Magistrates' DDC 2005 Order, 2005 WL 
3658531 (directing without distinction that all 
applications for CSLI under either the SCA or 
the PRS, or both, be returned to the govern- 
ment). Cf. McGiverin PR 2007 Opinion, 497 
F.Supp.2d at 303 (characterizing prospective 
nature of request for cell site information as 
"[i]mportant” without elucidation); but see 
id. at 310 ("The SCA's trail of definitions 
leads, inescapably in my judgment, to the 
conclusion that the discloseable information 
under the statute does not include location 


Electronic Communication Service or Re- 
mote Computing Service. In its applica- 
tion subjudice, the Government requests a 
§ 2703(d) Order to obtain historic cellular 
tower site location information (“CSLI”). 
The Court sees two independently deter- 
minative flaws in the Government’s elec- 
tion to predicate its request on the SCA, 
rather than on a probable cause warrant 
under Fed.R.Crim.P. 41: 

(a) An Electronic Device That Is Able 
and Used to Provide the Govern- 
ment With MovementILocation In- 
formation is a “Tracking Device”, 
Communications From Which are 
(i) Expressly Excluded from the 
Definition of “Electronic Commu- 
nications” Under the SCA and (ii) 
Not Pertaining to the Subscriber 
of an Electronic Communications 
Service Under the SCA 
The scope of the “Stored Wire and Elec- 
tronic Communications and Transactional 
Records Access” Act, a subtitle of the 
“Electronic Communications Privacy Act”, 
is limited to information pertaining to wire 
or “electronic communications”, which are 
expressly defined to exclude communica- 
tions from a device “which permits the 
tracking of the movement of a person or 
object”. On its face, this definition ap- 
pears to unambiguously place the informa- 
tion sought outside the SCA.'*® 

information.”). Cf. also In re Applications of 
the United. States for Orders Pursuant to 
§ 2703(d) to Disclose Subscriber Information 
and Historic Cell Site Information, 509 
F.Supp.2d 64, 66 (D.Mass.2007) (Alexander, 
M.J.) (hereafter “Alexander Mass.2007 Opin- 
ion ”) (holding that disclosure of historic 
CSLI is subject to probable cause standard of 
Rule 41), rev’d, 509 F.Supp.2d 76 (D.Mass. 
2007) (hereafter "Steams Mass.2007 Opin- 
ion "). 

■ 43. Cf. Steve Jackson Games, Inc. v. United 
States Secret Service, 36 F.3d 457, 461 (5th 
Cir.1994) (“Understanding the [ECPA] re- 
quires understanding and applying its many 
technical terms as defined by the Act, as well 
as engaging in painstaking, methodical analy- 
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As technology now stands (and it will no 
doubt continue to rapidly evolve), triangu- 
lation of CSLI enables a covert observer to 
know our physical movementsAocations 
within 50 feet; and our cell phones, when- 
ever on, broadcast this information virtual- 
ly continuously as we go about from place 
to place. Even without triangulation, our 
cell phones transmit — and our CSPs rec- 
ord — ^information of our movements to a 
few hundred feet. It is, therefore, ex- 
tremely difficult to see how a cell phone is 
not now precisely an “electronic . . . device 
which permits the tracking of the move- 
ment of a person or object,” § 3117(b);‘'‘' 
By virtue of cell phone technology, law 
enforcement may now electronically moni- 

sis.”) (quoted with approval in Smith SD Tex. 

2005 Opinion, 396 F.Supp.2d at 753 (conclud- 
ing that "rigorous attention must be paid to 
statutory definitions”)). 

44. The Court notes, moreover, as others have 
pointedly and repeatedly observed, that the 
sweeping definition of § 3117 does not rely 
on a particular degree of precision. See, e.g.. 
Smith SD Tex.2005 Opinion, 396 F.Supp.2d at 
•753 (rejecting as "unpersuasive” argument 
that CSLI is not "information from a tracking 
device” because it does not provide "de- 
tailed” location information); Smith SD Tex. 

2006 Opinion, 441 F.Supp.2d at 836-37 (con- 
cluding that limitations placed on subsequent 
request for CSLI did not alter prior conclu- 
sions); id. at 828 n. 28 (collecting cases re- 
jecting narrowed requests); McGiverin PR 

2007 Opinion, 497 E.Supp.2d at 310 (noting 
courts’ acknowledgment that § 3117 is "strik- 
'ing in its breadth”); Feldman WDNY 2006 
Opinion, 415 F.Supp.2d at 219 (“There is 
nothing in the legislative history of the ,CA- 
LEA to suggest that the exception clause [for 
location information] was intended by Con- 
gress to create some sort of sliding scale . . ., 
with the evidentiary standard for disclosure 
hinging on the type or duration of . . . signal- 
ing information sought.”); Orenstein EDNY 
Oct. 2005 Opinion, 396 F.Supp.2d at 310-11 
(concluding that application for limited CSLI 
did not affect applicability of § 3117, which 
"does not distinguish between general ■vicinity 
tracking and detailed location tracking”); 
Callahan ED Wis.2006 Opinion, 412 


tor our movements with as much — ^indeed, 
ofttimes more — scope and precision as by 
its traditional methods of visual surveil- 
lance and/or installation of a “beeper”. As 
other Courts have observed, tracking de- 
■viee and cell phone technologies have con- 
verged. That is, our cell phones — when 
utilized to record our physical move- 
ments — operate in the same manner and 
to the same purpose as earlier radio-wave 
beepers.'*® This Court concurs, therefore, 
with the several thorough and thoughtful 
opinions to have reviewed the statutory 
language and reached this same conclu- 
sion. 

With those Courts that have opined (or 
assumed) that the Government may none- 

F.Supp.2d at 957 ("[Ejven such less precise 
location information was included in the 
‘tracking information’ about which Congress 
was concerned”); Adelman ED Wis.2006 
Opinion, 2006 WL 2871743 at ’^3 n. 2 (affirm- 
ing Magistrate Judge’s denial despite limita- 
tion of CSLI sought to J-Standard informa- 
tion). 

Cf. Smith SD Tex.2006, 441 F.Supp.2d at 
828, n. 27 (noting that ’’[one law enforcement 
agent had] candidly conceded that [the] strat- 
egy [of requesting more limited CSLI] is guid- 
■ ed not so much by legal principle as by a 
desire to placate recalcitrant magistrate 
judges”) (citing Feldman WDNY 2006 Opin- 
ion ). 

45. See, e.g.. Smith SD Tex.2005 Opinion, 396 
F.Supp.2d at 751 (summarizing that ”a cell 
phone is (among other things) a radio trans- 
mitter that automatically announces its pres- 
ence . . . via a radio signal over a control 
channel” and by which "law enforcement is 
able to track the niovements of the target 
phone”); id. at 754 (recounting law enforce- 
ment’s "pinging” (calling without allowing to 
ring) suspect’s cell phone and using location 
information to re-establish visual surveil- 
lance); id. at 755 (noting as only difference 
that cell phone is on person instead of at- 
tached to vehicle); id. (observing that by 
adopting broad language "Congress may sim- 
ply have been anticipating future advances in 
tracking technology [which have] indeed 
come to pass”). 
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tlieless acquire historic cell-phone-derived 
movemenVlocation information by a 
§ 2703(d) Order, we must, however, re- 
spectfully disagree. The Court finds two 
possible explanations for this largely-unex- 
plained distinction between prospective 
and historic CSLI: (i) that stored CSLI is 
somehow no longer information from a 
tracking device excluded by § 3117 (or 
perhaps that, unlike real-time CSLI, it 
should not be regarded as such because its 
disclosure is somehow less intrusive or 
otherwise less entitled to protection); or 
(ii) that stored CSLI remains outside the 
Act’s definition of an “electronic communi- 
cation” but is nonetheless within the scope 
of § 2703(c) because it is information that 
pertains to a subscriber of an electronic 
communication (ie., cell phone) service. 

(i) Historic CSLI Properly Remains 
Information from a Tracking De- 
vice, Excluded from the Definition 
of an “Electronic Communication” 

The first explanation is tantamount to 
an assertion that the mere storage of what 
appears indisputably to be information 
from a tracking device when garnered, 
alters its character. No such archival al- 

46. Some of the language of Magistrate Judge 
Smith’s 2005 decision suggests that he at- 
tached significance to the real-time nature of 
the CSLI being sought in that case. See, e.g., 
Smith SD Tex.2005 Opinion, 396 F.Supp.2d at 
759. As discussed infra, this Court believes 
that this interpretation fails to give, appropri- 
ate scope to the language of the statutory 
exception. 

47. In the normal contemplation of the lan- 
guage, evidence of past movement is precisely 
“tracking” information. Location is static; 
movement is change in location. There is, 
thus, a temporal element inherent in the term 
"movement”; one can only “track” location 
over time. See Smith SD Tex.2005 Opinion, 
396 F.Supp.2d at 756 (explaining that CSLI 
“allows continuous tracking of actual move- 
ment, i.e., ■ change of location over time”). 
There is no reason to believe that this does 
not include past time. To the contrary, one 


chemy is possible. The frequent and spe- 
cific information of our physical move- 
ments now transmitted by our cell phones 
is, necessarily, and remains, information 
from a device that permits the tracking of 
movement. The source of information 
does not change when it is stored. Com- 
munication from a “tracking device”, 
whether released to law enforcement in- 
stantaneously or with some interval of de- 
lay, is communication firom a “tracking de- 
vice”.^® 

Not only would acceptance of a con- 
tention that stored, or past, movement/lo- 
cation information is no longer “commu- 
nication from a tracking device” fail to 
correspond to normal usage,"*’ it would 
render the SCA’s express exclusion of 
such information superfluous. More par- 
ticularlyj the SCA’s scope is expressly 
limited to “stored” communications, ie. 
only past data,^® and yet it also defines 
the stored electronic communications 
within its scope to exclude communica- 
tions from a tracking device. An inter- 
pretation of “information from a tracking 
device” as not encompassing such infor- 
mation once stored would effectively read 
out this express limitation on what may 
constitute an “electronic communication” 
for purposes of the Act."*® 

can only “track” movement {i.e., changes in 
location) that has happened in the past. In-' 
deed, the apparent origin of the term “track” 
derives from looking at the physical manifes- 
tations of the prior presence of the subject 
being tracked to reconstruct or trace a course 
of movement. Conceptually, then, tracking 
means looking at evidence of past presence, 
i.e., it is necessarily backward-looking. 

48. See, e.g., McGiverin PR 2007 Opinion, 497 
F.Supp.2d at 309 (noting that SCA contem- 
plates orders for stored information and 
therefore lacks provisions Epical of prospec- 
tive surveillance statutes, such as time limits, 
provisions for renewal, or automatic sealing 
of records). 

49. See Cooper Inds., Inc. v. Aviall Servs., Inc., 
543 U.S. 157, 158, 125 S.Ct. 577, 160 L.Ed.2d 
548 (2004) (repeating settled rule that Court 
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(ii) Information Expressly Excluded 
from the ECPA (including the 
SCA) as Outside the Scope of the 
Term “Electronic Communica- 
tion” Cannot Reasonably Be Re- 
Included as “Pertaining to” a 
Subscriber or Her Electronic Com- 
munication Service 

CSLI, as communication from an elec- 
tronic device that permits the tracking of 
an individual’s movements/locations, is in- 
formation of a nature expressly set aside 
by definition. To then say that stored 
information from a tracking device none- 
theless comes directly back — as a record 
pertaining to an electronic communication 
service — into the scope of the SCA, a 
statute that carefully exempts tracking- 
device communications from its definition 
of “electronic communication”, would abro- 
gate that express limitation. As the princi- 
pal subject of this legislation was to de- 
scribe the information encompassed and 

must, if possible, "construe statute to give 
every word operative effect"). 

Because the SCA carefully sets apart track- 
ing device information from its legislation of 
stored information, it appears to acknowledge 
that the passage of time does not alter the 
constitutionally-sensitive character of such in- 
formation. Cf. Alexander Mass.2007 Opinion, 
rev'd Steams Mass.2007 Opinion, 509 
E.Supp.2d at 74 ("[T]he same Fourth Amend- 
ment concerns that drive the necessity for a 
probable cause showing before authorization 
of a prospective tracking device apply equally 
to a 'historical' tracking device.”); id. (ob- 
serving that the "central inquiry” turns on the 
reasonable expectation of privacy under 
Katz ). 

50. The SCA's coverage of records or other 
information under § 2703(c) — if not other- 
wise excluded — turns on whether the infor- 
mation "pertains to” the subscriber of a cov- 
ered communications service in her capacity 
as such. This interpretation is consistent 
with the heading of § 2703(c) and Magistrate 
Judge Smith's conclusion that, based upon 
the legislative history, "[t]he records to be 
disclosed must pertain to the subscriber's use 
of the provider’s electronic communication 


delineate certain procedures regarding its 
disclosure to law enforcement, there could 
be no possible purpose to the “tracking 
device” exclusion other than to limit the 
disclosure of stored information derived 
such devices. 

This Court sees, therefore, no way to 
reconcile the express exclusion of tracking 
device information with the remainder of 
the statutory language but to read the 
provision of § '2703(c) to authorize disclo- 
sure of records and, other information di- 
rectly pertaining to a subscriber/customer 
of an electronic conimunication service. 
That is, information that is regarding or 
derived under a service (e.g., a tracking 
capability/function) that may be used to 
facilitate the provision of an electronic 
communication service (e.g., the transmis- 
sion of voice/text material),®* but that is 
not itself an electronic communication ser- 
vice (as, e.g., by definition), does not “per- 
tain” to the subscriber of an electronic 
communications service within the mean- 
ing of the statute.®^ 

service”. Smith SD Tex;2005 Opinion, 396 
F.Supp.2d at 758 (emphasis added) (quoting 
S.Rep. No. 99-541 at 38, 1986 U.S.C.C.A.N. 
at pp. 3555, 3592). 

51. See 18 U.S.C. §■ 2510(15) (defining an elec- 
tronic communications service as one that 
"provides to users thereof the ability to send 
or receive wire or electronic communica- 

■ tions”). 

52. Magistrate Judge McGiverin of the District 
Court for the District of Puerto Rico has re- 
cently taken a similar path to a similar con- 
clusion, to wit: Because CSLI derived from 
the control channel transmissions of a cell 
phone permits determination of the phone’s 
location over time (i.e., tracking of its move- 
ment), the acquisition/collection of such infor- 
mation uses the cell phone (or its control 
channel subsystem) as a tracking device. 
Thus these (separate/separable) control chan- 
nel communications do not constitute "elec- 
tronic communications”, and the systems for 
transmitting and receiving them do not con- 
stitute electronic communications service. 
See McGiverin PR 2007 Opinion, 497 
F.Supp.2d at 310-11 (agreeing with cited au- 
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To put this another way: Although CSLI pertains to a subscriber’s electronic 
some Courts have opined or suggested communications service because it is used 
(again, almost always in dicta) that the to facilitate the provision of that service, 
registration, or subsequent storage, of or because the CSPs compile it,®* this 


thorities that "when a cell phone is used to 
determine a person’s location it falls within 
the meaning of a tracking device under the 
plain language of" § 3117, thus "cell site in- 
formation cannot constitute an 'electronic 
communication’ " and such information 
therefore "does not pertain to an ’electronic 
communication service’ within the meaning 
of the SCA’’); id. at 310 (concluding that "the 
SCA’s trail of definitions leads, inescapably in 
my judgment, to the conclusion that the dis- 
closeable information under the statute does 
not include location information"). 

Also similarly. Magistrate Judge Smith has 
syllogized that 

a communication from a tracking device, 
such as [CSLI], is neither an electronic nor 
a wire communication under the ECPA, 
and so it does not fall within the range of 
covered services provided by an ’electronic 
service provider’. And since a subscriber 
does not use the phone to track his own 
movements in real time, prospective [CSLI] 
appears to be unrelated to any customer (as 
opposed to law enforcement) use of the 
provider’s services. Thus, painstaking and 
methodical analysis of the SCA’s technical 
terms offers no support for treating pro- 
spective [CSLI] as a transactional record 
under § 2703(c)(1). 

Smith SD Tex.2005 Opinion, 396 F.Supp.2d at 
759. Magistrate Judge Smith went on to 
opine in a footnote, rather surprisingly, that 
"[b]y contrast, historical [CSLI]- more com- 
fortably fits within the category of transac- 
tional records . . . [because CSPs] might legit- 
imately compile such data for customized 
marketing and billing purposes.” Id. at n. 16. 
It is unclear to this Court how compilation for 
the provider’s purposes would bring other- 
wise excluded tracking communications with- 
in the customer's use standard so carefully 
delineated in Magistrate Judge Smith’s 
thoughtful opinion. The Court also notes 
that, more recently. Magistrate Judge Smith — 
in granting portions of the Government’s ap- 
plications for various electronic communica- 
tions information under the PRS and SCA — 
denied requests for historic and prospective 
CSLI. Cf. Rosenthal SD Tex 2007 Opiriion, 
2007 WL 3036849, *1 (reversing as to both). 


S3. See Smith SD Tex.2005 Opinion, supra n. 
54. See also Steams Mass 2007 Opinion, 509 
F.Supp.2d 76 (concluding that historical cell 
site information is a record or other informa- 
tion pertaining to a customer, as it contains 
data specific to the handling of a customer’s 
call). This succinct Opinion is, to this Court’s 
knowledge, one of only two published Opin- 
ions to hold, in deciding a presented question, 
that covert disclosure of historic CSLI may be 
made to the Government under § 2703 on a 
showing of less than probable cause. Id. at 
79, n. 5 ("Although no published opinion has 
directly addressed the issue, a number of 
courts have assumed or implied in dicta that 
the disclosure of historical date is proper un- 
der the SCA’s specific and articulable facts 
standard.’’). But see Lee ND Ind.2006 Opin- 
ion, 2006 WL 1876847 at *1 (expressly con- 
cluding, in affirming Magistrate Judge, that 
Government’s separate applications for his- 
toric and prospective CSLI each requested 
information "unobtainable absent a war- 
rant”). 

In reversing Magistrate Judge' Alexander’s ■ 
denial of the Government’s applications for 
the release of historic CSLI under the SCA, 
Judge Stearns did not analyze whether a cell 
phone constitutes a tracking device when 
used to transmit location information, or 
whether such information pertains to a ser- 
vice covered under the SCA. Instead, he ap- 
parently considered this statutory analysis to 
be a mere "analogy”, with which he disa- 
greed because: 

(1) He concluded that excluding CSLI from 
the "records and other information” obtain- 
able under 2703(d) would leave nothing sub- 
ject to that subsection’s intermediate stan- 
dard, as all other non-content information 
might be obtained under the less stringent 
requirements for a subpoena under 
2703(c)(2). See 509 F.Supp.id at 80 n. 8. 
This disregards that call-identifying informa- 
tion — i.e., the incoming and outgoing phone 
numbers traditionally obtained through a 
Trap and Trace — constitutes information per- 
taining to a cell phone subscriber that is not 
obtainable by subpoena under § 2703(c)(2); 
and 

(2) He observed that "nothing in the 18 
U.S.C. § 3117(b) definition of a mobile track- 
ing device places a limitation on the ‘records 
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Court must strongly disagree. To the 
contrary, and even if’ a reading of 

or other information’ obtainable pursuant to a 
section 2703(d) order.” Id. This observation 
merely begs the question. If § 2703(c) limits 
disclosure to information pertaining to a ser- 
vice covered under the SCA (e.g., electronic 
communication), and the Act’s definitions 
place communications from a tracking device 
as defined in § 3 1 1 7 outside the scope of 
’’electronic communications”, then the limita- 
tion against disclosure of tracking informa- 
tion follows (as set forth above) despite the 
absence of a reference to § 2703 in the text of 
§ 3117. (Judge Stearns also noted that he 
was unpersuaded ”of the relevance of” 
§ 3117 to the issue, since that statute ’’gov- 
erns the ‘installation of tracking devices’.” 
Id. at 81 n. 11. This overlooks the SCA’s 
express definitional incorporation of § 3117.) 

Finally, Judge Stearns held that disclosure 
of historic CSLI would implicate no Fourth 
Amendment concerns because: 

(1) ’’historic information that . . . reveal[s] 
where a subject of interest [was] in the past 
. . . will not . . . tell the government anjfthing 
about the subject’s [present or future loca- 
tions].” Id. at 81. To the contrary, where we 
have been provides a great deal of information 
not only as to our previous movements/lpca- 
tions but as to our on-going activities and 
associations, i.e., our current and prospective 
movements/locations. Indeed, the Govern- 
ment requests it for these reasons. Moreover, 
the privacy and associational interests impli- 
cated are the same. Some degree of delay in 
the secretive disclosure to law enforcement 
does not diminish — certainly not meaningful- 
ly — the degree of intnrsion/infringement on 
our civil rights. 

(2) ”even if an order requiring the disclo- 
sure of prospective cell site information al- 
lowed the governrnent to ‘track’ a suspect . . . 
into a protected area like a home” no "rea- 
sonable Fourth Amendment expectation of 
privacy [would] be compromised” because 
“the most [it] might reveal is that [the posses- 
sor] might be found in the home” and 
“[t]here is nothing . . . about that disclosure 
that is any more incriminating or revealing 
than what could be gleaned from activation of 
a pen register or from physical surveillance.” 
Compare CALEA (expressly prohibiting disclo- 
sure of location information via Trap and 
Trace); Karo. 468 U.S. at 716, 104 S.Ct. 3296 
(rejecting "Government’s contention that it 
should be completely free from the con- 


§ 2703(c) as re-including CSLI did not 
raise application-based concerns,®^ it is 

strain ts of the Fourth Amendment to deter- 
mine by means of an electronic device, with- 
out a warrant and without probable cause or 
reasonable suspicion, whether ... a person 
... is in an individual’s home at a particular 
time”); infra at Section V(C) (addressing 
Fourth Amendment considerations). Cf 
Warshak, supra, (noting that our privacy inter- 
ests go beyond not wanting to be incriminat- 
ed). 

See also Rosenthal SD Tex.2007 Opinion, 
2007 WL 3036849 (concluding, with citation 
to Judge Stearns, that the Government could 
require covert disclosure by the CSP of both 
historic and prospective CSLI by application 
under the SCA and under a hybrid theory, 
respectively). In this Opinion, the only other 
published Opinion to order disclosure of his- 
toric CSLI under the § 2703(d) standard. 
Judge Rosenthal recently reversed Magistrate 
Judge Smith’s denial of applications for his- 
toric and prospective CSLI, holding that (i) 
both were "records” within § 2703(c)(1); and 
that (ii) essentially real-time information 
could be produced under the hybrid theory so 
long as it was communicated through the 
CSP and not directly to the Government. Id. 
at ’“4-6. This Opinion, which was contrary to 
the weight of authority in several respects, 
acknowledged, but did not anal34ically refute, 
other Court’s "tracking device” concerns, ex- 
cept to suggest that its approval of applica- 
tions for limited CSLI "minimiz[ed] the con- 
cern that a cell phone could be used as a kind 
of ‘tracking device’.” Id. at ”‘3-5. See also 
Rosenthal SD Tex.2007 Opinion at ”‘6 (noting, 
in closing, that any speculation about improp- 
er use would be premature). Compare Where 
Are We7, Hastings Comm. & Ent. L.J. at 433, 
n. 65 (noting that, "without judicial oversight, 
it becomes rather difficult to ascertain wheth- 
er the reality of [electronic communications] 
surveillance suggests abuse”). 

54. If § 2703(c) were read to require, with 
appropriate legal authority, the disclosure of 
communication from a tracking device "per- 
taining” to a covered service, the inclusion of 
records of cell-phone-derived movement/loca- 
tion information would remain far from clear. 
The subscriber, for her part, is expending her 
monthly funds for the electronic communica- 
tion of content (e.g., voice or text), not to 


CELL/OTD 008412 


IN RE U.S. FOR ORDER DIR. A PROV. OF ELEC. COMMON. 607 

CiteasS34 F.Supp,2d S85 (W.D.Pa. 2008) 


necessary — ^for reasons of statutory and 
Constitutional interpretation — ^to read 
§ 2703(c)’s authorization for disclosure of 
records or information pertaining to a sub- 
scriber of an electronic communication 
service to exclude any movemenVlocation 
information derived from her cell phone, 
even if incident thereto. If the excluded 
tracking information were brought back 
in, Congress’ exclusion of tracking device 
communications from the definition of 
“electronic communication” would be a 
pointless gesture, with no actual effect. It 
is apparent to this Court that Congress 
intended by the exclusion of tracking de- 
vices in the statutory definition that the 
SCA not become a vehicle for diminishing 
the long-recognized protections against co- 
vert disclosure of movemenVlocation infor- 
mation; and it behooves the Court to in- 
terpret the SCA in a manner that gives 
effect to that intent. 

For these reasons, this Court concludes 
that CSLI is communication from an elec- 
tronic device that permits the tracking of 
the movement of a person, is therefore 
expressly' placed outside the scope of the 
electronic communications legislation of 
the SCA, and is not appropriately brought 
back into the scope of information which 
the Govermnent may seek to obtain there- 
under by any reasonable reading of 
§ 2703(c).®5 

record her physical/geographic movements. 
The CSP, for its part, utilizes some portion of 
the automatically-registered CSLI to complete 
the subscriber’s calls. Much of that seven- 
second information, however, becomes irrele- 
vant; and the historic record showing her 
changes in location over time does not per- 
tain, even indirectly, to her cell phone service. 
Questions might also remain regarding the 
extent to which even specific-call-facilitating 
CSLI is stored information pertaining to the 
subscriber’s cell phone service when retention 
of that information is now principally— if not 
exclusively — to ensure the CSP’s compliance 
with legislative mandates. 


(b) Even if Cell-Phone-Derived Loca- 
tion Information Were Within Its 
Scope, The SCA Neither Estab- 
lishes An Entitlement to Move- 
mentlLocation Information Under 
a Reasonable Relevance Standard 
Nor Otherwise Abrogates Other- 
wise Applicable Standards 

Even if the movemenVlocation informa- 
tion now derivable from our cell phones, 
ie., CSLI, were interpreted to be some- 
thing other than information communicat- 
ed from an electronic device “which per- 
mits the tracking of the movement of a 
person”, and/or even if it were interpreted 
to be re-included in the scope of the SCA 
as information pertaining to a subscriber 
or her use of an electronic communication 
service, it remains information of a charac- 
‘ter which has traditionally required a 
showing of probable cause/warrant under 
Fed.R.Crim.P. 41. And neither of the pro- 
visions on which the Government has re- 
lied in asserting entitlement to such infor- 
mation under a “reasonable relevance” 
standard suggests any Congressional al- 
teration of that background rule. More 
particularly: 

(i) Section 2703(c) provides that the 
Government may require that the CSP 
disclose subscriber information (other than 
content) “only when”, after which follows a 
line-item list of alternative standards un- 

55. The Court emphasizes that the foregoing 
analysis rejects a distinction between historic 
and prospective CSLI for purposes of 
§ 2703(c). This Court believes that its analy- 
sis is consistent with the fine statutory analy- 
ses of Magistrate Judge McGiverin, of Magis- 
trate Judge Smith’s pioneering and highly- 
influential opinion, and of Magistrate Judge 
Orenstein and others, whose holdings ulti- 
mately also did not depend on any such dis- 
tinction. It observes that Judge Lee has 
reached the same express conclusion as to the 
requirement of a probable cause warrant for 
a CSP’s disclosure to Government of historic 
or prospective CSLI. 
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der which such subscriber information may 
be legally obtained, ie.: by warrant; court 
order under § 2703(d); subscriber con- 
sent; or, for telemarketing fraud or basic 
account information, another; de minimis, 
standard. Although it specifically links 
these last two categories of information to 
compliance with a specific standard, as to 
the remaining category of unspecified “rec- 
ords and other information” it simply re- 
cites those standards potentially applicable 
to non-content information, including a 
warrant issued under the Federal Rules of 
Criminal Procedure. Congress’ recitation 
of potentially-applicable standards, without 
more, cannot be read to replace the proba- 
ble cause warrant requirement otherwise 
applicable to these tracking device commu- 
nications with an entitlement to that same 
information under a reasonable relevance 
standard. 

(ii) Similarly, nothing in the language of 
§ 2703(d) indicates that information re- 
quested by the Government is obtainable 
as a matter of coimse upon a showing of 
reasonable relevance to a criminal investi- 
gation. To the contrary, § 2703(d) pro- 
vides that an Order for disclosure shall 
issue “only if’ the Government shows that 
the information sought is relevant. It 
does not provide that such an Order shall 
issue “if’ or “whenever” such a showing is 
made. Thus, under the plain language of 
the SCA, a showing of reasonable rele- 
vance is a necessary, but not necessarily 
sufficient, condition for issuance of an Or- 
der, This statutory provision is linguisti- 

56. See, e.g., Miller-El v. Cockrell, 537 U.S. 
322, 349, 123 S.Ct. 1029, 154 L.Ed.2d 931 
(2003) (where statute provides for issuance of 
a certificate of appealability "only if” the ap- 
plicant has made a substantial showing, such 
showing "does not entitle an applicant to a 
COA; it is a necessary and not a sufficient 
condition”) (emphasis in original); California 
V. Hoddri D., 499 U.S. 621, 628, 111 S.Ct. 
1547, 113 L.Ed.2d 690 (1991) (concluding, 
regarding Menderhall test, i.e., that a person 
has been seized within the meaning of the 


cally and logically equivalent to a directive 
that an Order shall not issue if the Govern- 
ment does not make the required shovdng 
of relevance; the statute is simply silent 
on what other requirements might apply 
where the Government shows reasonable 
relevance.®® 

The Government has argued, and some 
Courts have uncritically assumed, that it is 
entitled to a § 2703(d) Order whenever it 
makes the required relevance showing (as 
if the SCA read “if’ or “if and only if’ 
rather than “only if’). In addition to be- 
ing contrary to the plain meaning of the 
language used in the statute, the Govern- 
ment’s interpretation would dramatically, 
and probably unconstitutionally, decrease 
the protections afforded not only to sub- 
scribers’ location information, but also to 
the content of stored communications such 
as emails and voice mails. More particu- 
larly, if issuance of a § 2703(d) Order 
were mandatory whenever the govern- 
ment made the showing contemplated 
therein with respect to records or other 
information under § 2703(c), then the 
same statutory language would mandate 
issuance of an Order for disclosure of con- 
tent (stored- more than 180 days) under 
§ 2703(b) upon the same minimal showing. 
Such a mandatory outcome would render 
the SCA’s further requirement of prior 
notice (under § 2703(b)(1)(B)), in those in- 
stances in which the Government did not 
invoke the delay provisions of § 2705,®'^ a 

Fourth Amendment "only if . . . a reasonable 
person would have believed he was not free to 
leave”: "It says that a person has been seized 
'only if’, not that he' has been seized ‘whenev- 
er’; it states a necessary, but not a sufficient, 
condition.”). 

57. The Government may request delayed no- 
tice on showing that prior notice would, e.g., 
endanger life/physical safety, risk criminal 
flight, evidence destruction, or witness intimi- 
dation. 
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hollow protection of the subscriber’s priva- 
cy interest in the content of stored email 
and voice maO.®* The Court concludes, 
therefore, that the issuance of an Order 
under § 2703(d) remains circumscribed by 
otherwise applicable legal requirements 
according to the nature of the records or 
information sought. In the case of move- 
menVlocation information derived from an 
electronic device, the traditionally-applied 
legal standard has been a showing of 
probable cause; and nothing in the text, 
structure, purpose or legislative history of 
the SGA dictates a departure from that 
background standard as to either historic 
or prospective CSLI.®® 

58. Cf. Warshak v. United States, 490 F.3d 455, 
473 (6th Cir.2007), vacated and rehearing en 
banc granted (Oct. 9, 2007) (recognizing pri- 
vacy interest in content of stored emails and 
calling related provisions of SCA into Consti- 
tutional question); id. at 469-76 (holding that 
where there is a reasonable expectation of 
privacy, probable cause standard controls, in- 
cluding particularity requirement). 

59. See Lee ND Ind.2006 Opinion. 2006 WL 
1876847 (affirming denial of Government’s 
applications for historic and prospective 
CSLI); id. at *1 (concluding that “[ejither way 
... an order requiring cellular phone compa- 
nies to identify the specific cell tower from 
which a call originates, is maintained, or re- 
ceived” is "unobtainable absent a warrant”). 
Cf. Robinson DDC 2005 Order, 2005 WL 
3658531 (denying Government’s applications 
for Orders authorizing the disclosure of cell 
site information by authority under either 
§ 2703, §§ 3122 and 3123, or both); id. (not- 
ing that "neither [SCA nor PRS] expressly 
authorizes the disclosure of cell site informa- 
tion” and concluding, with no distinction as 
to historical or prospective CSLI, that ’’[alb- 
sent new authority which dictates a different 
exercise of discretion”, Magistrates will not 
grant applications absent a showing of proba- 
ble cause). Cf In re CALEA, 227 F.3d 450 
(D.C.Cir.2000) (noting that "all of CALEA’s 
required capabilities are expressly premised 
on the condition that any information will be 
obtained ’pursuant to a court order or other 


2. The Communications Assistance 
for Law Enforcement Act of 1994 

As noted above, a significant majority of 
Courts have rejected the Government’s 
contention that real-time, or prospective, 
movemenVlocation information may be ob- 
tained under a hybrid theory which pur- 
ports to combine the authorities of the 
PRS and the SCA by seizing upon the 
term “solely” in a provision of the CALEA. 
This Court need not tai’ry on this widely — 
and rightly — ^refuted contention, particu- 
larly as the United States Attorney for 
this District is no longer pursuing this 
position. See supra n. 4.®“ 

lawful authorization’ ” and thus CALEA does 
not authorize modification of either "eviden- 
tiary standards or procedural safeguards”). 

60. See Orenstein EDNY Aug. 2005 Order, 384 
F.Supp.2d at 565 ("[Wjhere a carrier’s assis- 
tance to law enforcement is ordered on the 
basis of something less than probable cause, 
such assistance must not include disclosure of 
. . . physical location”); Feldman WDNY 2006 
Opinion, 415 F.Supp.2d at 219 (accepting 
government’s testimony that CSLI providing 
more than general location information would 
be governed by a probable cause standard. 
Congress would have "recognized the same 
concern and intended that the [PRS] be 
paired with Rule 41”). Cf Alexander Mass. 
2007 Opinion, rev'd. Steams Mass.2007 Opin- 
ion, 509 F.Supp.2d at 72 ("Through CALEA, 
Congress [intended] to close a loophole that 
would have allowed government agents” to 
obtain location information "without a show- 
ing of probable cause”). 

The Court also notes that the CALEA ex- 
pressly exempts communications from a 
tracking device (defined in § 3117) from its 
definition of "electronic communications” 
and, in legislating what information CSPs 
must compile/retain for disclosure to law en- 
forcement on "Court Order or other lawful 
authorization”, also retains the Fourth 
Amendment or other requirements implicated 
by the nature of the information. See analysis 
of similar aspects of the SCA, supra. 
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B. The Government's Positions are 
Contrary to Legislative History 

The foregoing textual analysis is strong- 
ly bolstered by a clear and consistent 
thread in the legislative history of various 
electronic comniunications statutes reflect: 
ing Congress’ continuing recognition of a 
privacy right in’ certain electronic commu- 
nications information, including location in- 
formation, and a corresponding intent to 
safeguard such information against disclo- 
sure ' under standai'ds that would erode 
traditional Fourth Amendment protec- 
tions.®* 

As discussed extensively above, the rele- 
vant legislative history indicates that Con- 
gress did not intend its electronic commu- 
nications legislation to be read to require, 
on its authority, disclosure of an individu- 
al’s location information; to the contrary 
in enacting the legislation it relied on ex- 
press representations by law enforcement 
that it was not seeking to amend the back- 
ground standards governing the disclosure 
of movement/location information.®^ The 
ECPA and the CALEA were careful to 
exempt communications from an electronic 
device capable of tracking our movements 
from their definitions of “electronic com- 
munications”; the history of the CALEA 

61. Cf. Smith SD Tex.2006 Opinion, 441 
F.Supp.2d at 826 (summarizing legislative 
history "reflecting] persistent Congressional 
efforts to assure that communications content 
retain their protected legal status in the face 
of changing technology and law enforcement 
capabilities”); Reasonable Expectations, 72 
Geo. Wash. L.Rev. at 1559 (providing exten- 
sive history to ECPA, enacted at time of 
"growing consensus [including] among mem- 
bers of Congress . . . that advances in tele- 
communications, such as wireless telephones 
and e-mail, were outpacing existing privacy 
protections . . . id. at 1563-1565 (discuss- 
ing Electronic Surveillance and Civil Liberties 
Report, prepared by the Office of Technology 
Assessment at Congress’ behest in 1985). 

62. See supra at Section IV. Cf. Smith. SD 
Tex.2005 Opinion, 396 F.Supp.2d at 751-52 


is replete with expressions of concern that 
it not be understood to alter the evidentia- 
ry standards (and testimony allaying those 
concerns); and the Wireless Communica- 
tion and Public Safety Act expressly rec- 
ognized the importance of an individual’s 
expectation of privacy in her physical loca- 
tion. Accordingly, the legislative history 
has contributed to and reaffirmed this 
Court’s understanding of the Congression- 
al intent reflected in the statutory text. 

C. The Government’s Positions 
Would Render the Statutory 
Schemes Constitutionally Suspect 
This Court concludes, as a matter of 
statutory interpretation, that nothmg in 
the provisions of the electronic communi- 
cations legislation authorizes it to order a 
CSP’s covert disclosure of CSLI absent a 
showing of probable cause under Rule 41. 
And this interpretation is abundantly con- 
firmed by consideration of the Constitu- 
tional principles at issue. For reading the 
statutes in the manner advocated by the 
Government would, as to at least a sub- 
stantial portion of the information at issue, 
■violate Americans’ reasonable expectation 
of privacy in any cell-phone-derived infor- 
mation/records as to their physical move- 

("The ECPA was not intended to affect the 
legal standards for the issuance of orders 
authorizing [tracking] devices.") (citing H.R. 
Rep. 99-647 at 60 (1986)); H.R. Rep. 103- 
827 at 17, reprinted at 1994 U.S.C.C.A.N. 
3489, 3497 (Oct. 4, 1994) (noting that "as the 
potential intriisiveness of technology increas- 
es, it is necessary to ensure that government 
surveillance authority is clearly defined and 
appropriately limited” and that CALEA 
"add[ed] protections to the exercise of the 
government's current surveillance authori- 
ty”); Orenstein EDNY Oct. 2005 Opinion, 396 
F.Supp.2d at 306 (noting that "the House 
Judiciary Coifimittee sought quite emphatical- 
ly to quell concerns about how the proposed 
legislation might infringe Americans’ privacy 
rights”). 
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ments/locations by authorizing ex parte 
disclosure of that information with no judi- 
cial review of the probable cause. It ap- 
pears to this Court, from its review of 
current Fourth Amendment ease law and 
Constitutional principles, that this infor- 
mation is entitled to the judicial-review 
protections afforded by a probable cause 
warrant and historically applied to move- 
menVlocation information derived from a 
tracking device.®^ And its understanding 
informs the Court’s interpretation of the 
statute, just as it believes Congressional 
understanding of the same principles moti- 
vated statutory limitations. 

Even if the Government’s proffered in- 
terpretation did not impermissibly strain 
both the statutory language and legislative 
history, the doctrine of Constitutional 
avoidance counsels the choice of a limiting 
interpretation that does not require the 
Courts repeatedly, on an ex parte ad hoe 
basis, to delineate the precise bounds of 
Foimth Amendment protection.®* 

63. Indeed, some Courts have suggested that 
in light of the heightened vulnerability of elec- 
tronic surveillance to abuse for reasons of, 
e.g., cost and undetectability, together with 
the heightened concerns following from its 
breadth and potential over-inclusiveness, 
CSLI should be afforded additional judicial 
safeguards, such as those provided under 18 
U.S.C. § 2158. Cf. Orenstein EDNYOct. 2005 
Opinion, 396 F.Supp.2d at 322 (noting that 
opinion did not "decide that a showing of 
probable cause necessarily suffices to permit 
the installation of . . . a [Trap and Trace] and 
using it to acquire the [CSLI] transmitted 
over a control channel” and that it may be 
"that there is in fact a more exact showing 
that the government must make"). 

64. See Ashwander v. Tennessee Valley Authori- 
ty, 297 U.S. 288, 348, 56 S.Ct. 466, 80 L.Ed. 
688 (1936) (Brandeis, J., concurring) ("When 
the validity of an act of the Congress is drawn 
in question, and even if a serious doubt of 
Constitutionality is raised, it is a cardinal 
principle that this Court will first ascertain 
whether a construction of the statute is fairly 
possible by which the question may be avoid- 


As discussed earlier, the Fourth Amend- 
ment prohibits unreasonable searches and 
seizures and, accordingly, the Government 
must generally demonstrate probable 
cause and obtain a warrant prior thereto. 
To trigger the Fourth Amendment’s pro- 
tections, the individual must have a subjec- 
tive expectation of privacy in the object of 
the Government’s search, and it must be 
one which society accepts as objectively 
reasonable.®® 

The Court believes, based on common 
experience within the community: ®® First, 
that Americans do not generally know that 
a record of their whereabouts is being 
created whenever they travel about with 
their cell phones, or that such record is 
likely maintained by their cell phone pro- 
viders and is potentially subject to review 
by interested Government officials.®’ And 
second, that most Americans would be ap- 
palled by the notion .that the Government 
could obtain such a record without at least 
a neutral, judicial determination of proba- 
ble cause.®® 

ed."). Cf. Smith SD Tex.2006 Opinion, 441 
F.Supp.2d at 837 ("Given the presence of a 
competing interpretation which is not only 
plausible but more consistent with the statuto- 
ry text and legislative history, [the] canon of 
[constitutional avoidance] weighs decisively 
against the Government’s position."). 

65. See lirmz, 389 U.S. 347, 88 S.Ct. 507; Cali- 
fornia V. Greenwood, 486 U.S. 35, 39, 108 
S.Ct. 1625, 100 L.Ed.2d 30 (1988). 

66. The Magistrate’s role as arbiter of reason- 
ableness in a search warrant application in- 
herently acknowledges, and is predicated 
upon, her representation of community sensi- 
bilities. 

67. See Who Knows Where You’ve Been, 18 
Harv. J. Law & Tech, at 313 (observing that 
"few customers are likely to appreciate the 
specificity of the location information avail- 
able to service providers and the fact that 
companies can retain it indefinitely"). 

68. See Brief of the Federal Defenders of New 
York as Amicus Curiae in Gorenstein SONY 
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The Court further finds that the expec- 
tation of privacy in movement/location in- 
formation suggested by these prevalent at- 
titudes is objectively reasonable because 
historically such information was not ob- 
servable when someone was within private 
property and because the newly-emergent 
technologies create a potential to monitor 
associational activities in a manner that 
could have a chilling effect.®® Finally, the 
very fact that Congress has taken pains to 
protect electronically-derived location in- 
formation from unwarranted disclosure 
serves independently to make subjectively- 
held expectations of privacy objectively 
reasonable.™ 

As discussed above, some Courts have 
indicated that historic CSLI is routinely 
obtainable by law enforcement without 
probable cause and thus have implicitly 
found no reasonable expectation of privacy 

2005 Opinion (indicating that "most cell users 
are quite surprised to learn that [CSPs] can 
create a virtual map" of movements and "are 
likely to reject the prospect of turning every 
cell phone into a tracking device”). Cf. Com- 
panies Caught in the Middle, 21 U.S.F.L.Rev. 
at 557 ("[Wjith respect to location informa- 
tion . . ., many orders now require disclosure 
of the location of all of the associates who . . . 
made calls to a target.”). 

69. Cf. Karo, 468 U.S. a't 714, 104 S.Ct. 3296 
("At the risk of belaboring the obvious, pri- 
vate residences are places in which the indi- 
vidual normally expects privacy free of gov- 
ernmental intrusion not authorized by a 
warrant, and that expectation is plainly one 
that society is prepared to recognize as justi- 
fiable.”); State V. Campbell, 306 Or. 157, 
759 P.2d 1040 (1988) (observing, with re- 
gard to warrantless location information, 
that "freedom may be impaired as much, if 
not more so, by the treat of scrutiny as by 
the fact of scrutiny”). 

70. Cf United States v. White, 401 U.S. 745, 
786, 91 S.Ct. 1122, 28 L.Ed.2d 453 (Harlan, 
J., dissenting) ("Since it is the task of the law 
to form and project, as well as mirror and 
reflect, we should not, as judges, merely re- 
cite the expectations and risks without exam- 


therein. In this Court’s view, however, 
the privacy and. associational interests im- 
plicated are not meaningfully diminished 
by a delay in disclosure.’^ 

The foregoing view of privacy expecta- 
tions in the context of electronically-de- 
rived location information is in keeping 
with controlling precedent. More particu- 
larly, the Supreme Court has effectively 
recognized, in closely-analogous cases, an 
individual’s reasonable expectation of pri- 
vacy in information regarding her location 
when she is on private premises. Com- 
pare United States v. Knotts, 460 U.S. 276, 
103 S.Ct. 1081, 75 L.Ed.2d 55 (1983) (con- 
cluding that warrantless installation of 
electronic tracking beeper/radio transmit- 
ter inside drum of chemicals sold to the 
defendant illegal drag manufacturers, and 
used to follow their movements on public 
highways, implicated no Fourth Amend- 

ining the desirability of saddling them upon 
society. The critical question, therefore, is 
whether under our system of government, as 
reflected in the Constitution, we should im- 
pose on our citizens, the risk of the electronic 
listener or observer without at least the pro- 
tection of a warrant requirement.”). 

71. Cf State v. Jackson, 150 Wash.2d 251, 76 
P.3d 217, 223-24 (2003) (discussing civil lib- 
erties implicated by covert disclosure of "an 
enormous amount of personal information”, 
and noting, in concluding that GPS device 
employed by law enforcement was a "particu- 
larly intrusive method of surveillance”, that 
the device "provided .[Government with] a 
record of every place the vehicle had been in 
the past”, a feat that no visual surveillance 
could have accomplished); Matthew M. 
Werdegar, L,ost? The Government Knows 
Where You Are: Cellular Telephone Call loca- 
tion Technology and the Expectation of Priva- 
cy, 10 Stan. L. & Pol'y Rev. 103, 105-107 
(Fall 1998); Alexander Mass.2007 Opinion, 
rev’d. Steams Mass.2007 Opinion, 509 
F.Supp.2d at 74-75 (dismissing as nonsensi- 
cal any assertion that an individual’s expecta- 
tion of privacy in her presence at a location 
that she wished to keep secret is suddenly lost 
when the activity — or that particularly itera- 
tion of the activity — is over and she has left). 
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ment concerns, as defendants had no rea- 
sonable expectation of privacy while they 
and their vehicle were in plain view on 
public highways) with United States v. 
Karo, 468 U.S. 705, 104 S.Ct. 3296, 82 
L.Ed.2d .530 (1984) (concluded that where 
the tracking beeper placed inside chemical 
drum was then used to ascertain presence 
in residences, the search was unreasonable 
absent probable cause).’^ 

Taken together, these cases establish 
that without a warrant based on probable 
cause the Government may use a tracking 
device to ascertain an individual’s location 
on a public highway but not in a private 
home, ie., the public/private dichotomy is 
the principle harmonizing Knotts and 
Karo, so that a warrant is constitutionally 
required if and only if the location infor- 
mation extends onto private property.” 

72. See also 468 U.S. at 711, 104 S.Ct. 3296 
(" 'All individuals have a legitimate expecta- 
tion of privacy that objects coming into their 
rightful ownership do not . . . give law en- 
forcement agents the opportunity to monitor 
[their] location . . . inside private residences 
and other areas where the right to be free 
from warrantless governmental intrusion is 
unquestioned.' "). 

73. Cf, e.g., McGiverin PR 2007 Opinion, 497 
F.Supp.2d at 311-12 ("[T]he warrantless 
monitoring of a tracking device does not of- 
fend the Fourth Amendment so long as the 
situs of the thing being tracked could be de- 
termined by visual observation from a public 
area and . . . the surveillance tells authorities 
nothing about the suspect’s location within an 
area . . where he/she enjoys a reasonable 
expectation of privacy.”). 

74. The Court does not believe that these diffi- 
culties can be met by reliance on investigative 
agencies' self-restraint. See United States v. 
United States Dist. Ct.. 407 U.S. 297, 317, 92 
S.Ct 2125, 32 L.Ed.2d 752 (1972) (Powell, J.) 
(concluding that the "Fourth Amendment 
contemplates a prior judicial judgment”, and 
not the "risk that executive discretion may be 
reasonably exercised”). Feldman WDNY 
2006 Opinion, 415 F.Supp.2d at 217-19 & n. 

5 (discussing Government’s "shifting” posi- 
tion on what standard applies to CSLI as 
pajdng "tribute ... to the slippery constitu- 
tional slope [its] position involves”), id. at 218 
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But even with this principle as a guide, 
the Court anticipates that routine allow- 
ance of location information up to the 
■ threshold of the private domain would ne- 
cessitate increasingly-difficult line-drawing 
at the margins. Moreover, even if difficul- 
ties in Constitutional line-drawing were 
surmounted, practical limitations on the 
abilities of CSPs to filter their CSLI would 
almost certainly result in over-inclusive 
disclosures, and thus in transgressions of 
Constitutional boundaries.” Accordingly, 
these considerations counsel adopting a 
statutory interpretation which, by retain- 
ing the probable cause requirement for all 
CSLI, would avoid repeated Constitutional 
adjudication and trespass into protected 
^eas.” 

The Government has contended, and 
some Courts have opined, that there is no 

n. 5 (quoting law enforcement agent's testi- 
mony that the Government was "backfing] 
off” and requesting limited CSLI in response 
to Magistrate Judges’ privacy concerns and in 
interests of avoiding "a hell of a fight” on the 
"slippery ground” of the applicability "of a 
probable cause standard”). See 407 U.S. at 
317, 92 S.Ct. 2125 (Magistrate Judges’ role 
"accords with our basic constitutional doc- 
trine that individual freedoms will be best 
preserved through a separation of powers and 
division of functions among the different 
branches and levels of government”). 

75. See Karo, 468 U.S. at 717, 104 S.Ct. 3296 
(assessing Government’s argument that, if 
warrants are required when a location-identi- 
fying device is not in public view, then "for all 
practical purposes [agents] will be forced to 
obtain warrants in every case in which they 
seek to use [a tracking device], because they 
have no way of knowing in advance whether 
[it] will be transmitting its signals from inside 
private premises”); id. (concluding that "[t]he 
argument that a warrant requirement would 
oblige the Government to obtain warrants in 
a large number of cases is hardly a compel- 
ling argument against the requirement”). 

Cf. Smith SD Tex 2005 Opinion, 396 
F.Supp.2d at 757 (concluding, in discussion 
of Fourth Amendment implications; "For 
purposes of this decision it is unnecessary to 
draw the lirie between permissible and imper- 
missible warrantless monitoring offCSLI]. As 
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reasonable expectation of privacy in CSLI 
because cell-phone-derived movement/loca- 
tion information is analogous to the dialed 
telephone numbers found unprotected by 
the Supreme Court in Smith v. Mary- 
land.’’^ As explained hy Magistrate Judge 
Smith, the Sixth Circuit has expressly (and 
in this Court’s view correctly) rejected this 
less apt analogy: 

The government contends that probable 
cause should never be required for cell 
phone tracking because there is no rea- 
sonable expectation of privacy in 
[CSLI], analogizing such information to 
the telephone numbers found unprotect- 
ed in Smith v. Maryland, 442 U.S. 735, 
99 S.Ct. 2577, 61 L.Ed.2d 220 (1979). 
The Sixth Circuit rejected that analogy 
in United States v. Forest, 355 F.3d 942, 
951-52 (6th Cir.2004). Unlike dialed 
telephone numbers, [CSLI] is not Volun- 
tarily conveyed’ by the user to the phone 

in any tracking situation, it is impossible to 
know in advance whether the requested 
phone monitoring will invade the target’s 
Fourth Amendment rights. The mere possi- 
bility of such an invasion is sufficient to re- 
quire the prudent prosecutor to seek a Rule 
41 search warrant. Because the government 
cannot demonstrate that cell site tracking 
could never under any circumstance impli- 
cate Fourth Amendment privacy rights, there 
is no reason to treat cell phone tracking dif- 
ferently from other forms of tracking .,,, 
which routinely require probable cause.") 

It also appears that Congress, in expressly 
excepting tracking device communications 
and location information from the various 
provisions of its electronic communications 
legislation, intended to provide an ample zone 
of protection for Fourth Amendment rights. 
Cf. Clark v. Martinez, 543 U.S. 371, 381, 125 
S.Ct. 716, 160 L.Ed.2d 734 (2005) (canon of 
constitutional avoidance is grounded on pre- 
sumption that Congress did not intentionally 
"raise[ ] serious constitutional doubts”). 

76. In concluding that there is no reasonable 
expectation of privacy in the dialed telephone 
phone numbers obtained through a Trap and 


company [I]t is transmitted auto- 

matically during the registration pro- 
cess, entirely independent of the user’s 
input, control, or knowledge. Some- 
times, as in Forest, [CSLI] is triggered 
by law enforcement’s dialing of the par- 
ticular number. 355 F.3d at 951. For 
these reasons the Sixth Circuit was per- 
suaded that Smith did not extend to 
[CSLI], but rejected the defendant’s 
constitutional claim on the narrower 
ground that the surveDlance took place 
on public highways, where there is no 
legitimate expectation of privacy. Id. at 
951-52 (citing United States v. Knotts, 
460 U.S. 276, 281, 103 S.Ct. 1081, 75 
L.Ed.2d 55 (1983)). 

Smith SD Tex.2005 Opinion, 396 

F.Supp.2d at 756-573. 

A panel of the Sixth Circuit more re- 
cently further elucidated the bounds of the 

waiver of expectation doctrine in Warshak, 

490 F.3d 455,’’ in which it explained that if 

Trace, the Court relied on United States v. 
Miller, 425 U.S. 435, 442, 96 S.Ct. 1619, 48 
L.Ed.2d 71 (1976) (banking records obtained 
by subpoena not suppressed; no reasonable 
expectation of privacy because knowingly and 
voluntarily conveyed to bank employees for 
transactional use). Cf. Jack X. Dempsey, Di- 
gital Search & Seizure: Updating Privacy Pro- 
tections to Keep Pace with Technology, PLI 
Order No. 11253, 420-21 (June-July 2007) 
(observing that the Smith Court "stressed the 
narrowness of its ruling" and that the as- 
sumption of the risk/business records doctrine 
"was developed when courts did not foresee” 
the revealing nature or quantity of informa- 
tion now stored by communications service 
providers). 

77. This decision — affirming with "minor 
modification" the District Court's entry of a 
preliminary injunction on grounds of the fa- 
cial constitutional flaws of a statutory inter- 
pretation authorizing seizure of personal e- 
mails from service provider based only on 
Government’s ex parte representations of less 
than probable cause — was vacated and re- 
hearing en banc on this novel question grant- 
ed by the Sixth Circuit in October, 2007. 


CELL/OTD 008420 
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Cite as 534 F.Supp.2d 585 (W.D.Pa. 2008) 


an intermediary’s mere ability to access 
information sought by the Government 
was enough to create an assumption of the 
risk bar to a reasonable expectation of 
privacy, vast stores of personal informa- 
tion would lose their Constitutional protec- 
tions.’® Because such consequences are 
clearly unacceptable under the Fourth 
Amendment, the Sixth Circuit concluded 
that the “critical question” is “whether a 
[customer] maintains a reasonable expecta- 
tion of privacy in [the information sought] 
vis-a-vis the [third-party provider]”. 490 
F.3d at 469. The Court concluded, largely 
on its analysis of Katz, Miller and Smith, 
that a customer forfeits her reasonable 
expectation of privacy only as to a service 
provider’s records of information voluntari- 
ly conveyed and reasonably expected to be 
accessed by the provider’s employees in 
the ordinary course of its business (ie., for 
piuT)oses of the provision of services). See 
id. at 469-Y6. 

As discussed supra, CSLI is not “volun- 
tarily and knowingly” conveyed by cell 
phone users (certainly not in the way of 

78. See 490 F.3d at 470 (concluding that, if 
privacy expectations were deemed waived as 
to information a third-party "has the ability to 
access”, phone conversations, letters, and the 
contents of third-party storage containers 
would all be unprotected). 

79. See United States v. Forest, 355 F.3d 942, 
949 (6th Cir.2004) (finding that defendant 
"persuasively distinguishe[d]” CSLI, which 
was not "voluntarily convey[ed] ... to any- 
one”, from dialed telephone numbers in 
Smith V. Maryland ). 

80. Compare id. at 949 (noting that CSLI is 
"simply data sent from a cellular phone tower 
to the cellular provider's computers") with 
Miller, 425 U.S. at 442, 96 S.Ct. 1619 (be- 
cause bank customers knowingly permitted 
bank employees to view records of financial 
transactions, they had no “legitimate expecta- 
tion of privacy”). See Warshak, 490 F.3d at 
473-75 (contrasting "mere accessibility” with 
service that includes routine “inspection, au- 
diting, or monitoring” and contrasting elec- 


transactional bank records or dialed tele- 
phone numbers); rather, the information 
is automatically registered by the cell 
phone.” Nor are CSP employees routine- 
ly reviewing and/or utilizing CSLI in the 
ordinary course of the provision of tele- 
phone communications services; rather, 
the information is processed on separate 
control channels by electronic equipment.®® 
Nor does a CPS’s retention of CSLI gen- 
erally serve any business purpose for the 
customer or for the provider in serving the 
customer; rather, such information is re- 
tained principally, if not exclusively, in re- 
sponse to Government directive.®’ 

Finally, the movementdocation informa- 
tion at issue here, unlike the records found 
unprotected in prior Supreme Court cases, 
is the subject of express Congressional 
protection. Indeed, Congress has reiterat- 
ed throughout the legislative history of its 
electronic communications legislation, and 
reflected in the provisions of its enact- 
ments, its recognition of an individual ex- 
pectation of privacy in “location informa- 
tion” and desire to protect this privacy 

tronic processing/scanning of information 
with "manual human review”). 

81. Azxack E.D.N.Y.2007 Opinion, 2007 WL 
2729668 at *11 (noting, in distinguish Miller 
and Smith, that the information at issue sub 
judice was neither kept in the ordinary course 
of business nor contained on the user's 
monthly bill). 

The Government cannot, of course, remove 
an otherwise reasonable expectation of priva- 
cy by mandating that it have the ability to 
intrude. Cf. Smith, 442 U.S. at 739 n. 5, 99 
S.Ct. 2577 (observing that Fourth Amendment 
protections cannot be erased by Govern- 
ment's disclosure of its access to particular 
information). First Practices, 2007 Stan. 
Tech. L.Rev. at 26 (noting in discussing Katz: 
“That law enforcement agents have the tech- 
nical capability to access [electronic commu- 
nication information], cannot mean that a 
user assumes the risk that agents will access 
whatever . . . they choose. Independent of any 
judicial oversight.”). 
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right from unwarranted or unreasonable 
encroachment. 

In sum, this Court concurs with the 
assessment of Magistrate Judge Smith -at 
the conclusion of his Opinion; 

Denial of the government’s request . . . 
in this instance should have no dh'e con- 
sequences for law enforcement [as t]his 
type of surveillance is unquestionably 
available upon- a traditional probable 
cause showing under Rule 41. On the 
other hand, permitting surreptitious 
conversion of a cell phone into a tracking 
device without probable cause raises 
serious Fourth Amendment concerns, 
especially when the phone is monitored 
in the home or other places where priva- 
cy is reasonably expected Absent 

any sign that Congress has squarely 
addressed and resolved those concerns 
in favor of law enforcement, the more 
prudent course is to avoid an interpreta- 
tion that risks a constitutional collision. 
Smith SD Tex.2005 Opinion, 396 
F.Supp.2d at 765 (citation omitted).®^ • 

VI. CONCLUSION 

Because this Court concludes that the 
Government does not have a statutory en- 
titlement to an electronic communication 
service pro-vdder’s covert disclosure of cell- 
phone-derived movement/location informa- 
tion, the Government’s application(s) for 
such information, absent a showing of 
probable cause under Fed.R.Civ.P. 41, 
must be denied. This Opinion is joined, in 
the interest of judicial efficiency, by Mag- 
istrate Judges Caiazza, Hay, Baxter and 
Mitchell.®^ 

82. See also Almeida-Sanchez v. United States, 
413 U.S. 266, 273, 93 S.Ct. 2535, 37 L.Ed.2d 
596 (1973) ("The needs of law enforcement 
stand in constant tension with the Constitu- 
tion’s protections of the individual against 
certain exercises of official power. It is pre- 
cisely the predictability of these pressures that 
counsels a resolute loyalty to constitutional 
safeguards.”). 


ACCORDINGLY, IT IS HEREBY OR- 
DERED THAT 

The application of the Assistant United 
States Attorney be denied, except that the 
underlying apphcation be sealed as re- 
quested by the Government in order not, to 
jeopardize an ongoing criminal investiga- 
tion. 

This Opinion shall not be sealed because 
it is a matter of first impression in this 
District and Circuit on issues concerning 
the statutory and Constitutional regulation 
of electronic surveillance which do not 
hinge on the particulars of the underlying 
investigation. 



CONTECH STORMWATER 
SOLUTIONS, INC. 

V. 

BAYSAVER TECHNOLOGIES, INC., 
and Accubid Excavation, Inc. 

Civil Action No. CCB-07-358. 

United States District Court, 

D. Maryland. 

Jan. 15, 2008. 

Background: Patent owner brought ac- 
tion against competitors alleging in- 
Mngement. Competitors counterclaimed 
asserting business tort theories and pat- 

83. See Robinson DDC 2005 Order, supra n. 61 
(denying, on behalf of Magistrate Judges Rob- 
inson, Kay and Facciola, Government’s appli- 
cations for Orders authorizing the disclosure 
of CSLI by authority under either § 2703, 
§§ 3122 and 3123, or both, absent a showing 
of probable cause). 
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SB&ReT7/N0F0RN 

RECORq 

Project Leads, 

|f ) ^//NF) I've been meeting recently with TMSU and eval uating the effectiveness of our current Project Managements 
controls (e.g. PAMS) in meeting the expectations of the| We 

observed that the level of reporting varied widely and determined that the level ot detail tor some projects was msunicient 
to assess the health or status of the particular project. 

(U//FOyQi In response, we have prepared the following information to guide you in completing the PAMS reporting for 
your ! I projects: 


(U/FOUO) Reportins 


lActivities in PAMS 



O' 


’AMS-Chart.d 


(Attachment: “Standards for Reporting on 


Activities in PAMS”- Filename J | PAMS-Chart.doc) 
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j 


■v 



|U| ^/NF) The collective impact will present many challen ges as hase funding is reduced and age ncies compete for 

enhancement monies via alternative sources such as th« Meanwhile, th d I effort 

could itself have rescissions to deal with. Anticipating an appropriate response to tuture lunding shortfalls and planning 
accordingly will be the FBI’s best strategy for ensuring that it derives the maximum benefit from financial resources 
sources that do remain available. 



(U) I ask all project leads to keep this strategy in mind as you move forward and begin preparing your project briefings for 
November. If you have any questions, please contact me at your convenience. 
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As we- dis cussed last week. I emailec 
additional 

around the eiiu ui juiie. 


asked for a copy of the EC that VC-WITT submitted to OTD fpr 
sent me the attached EC, which was uploaded on the system 



OTD.Equipment.Re 
quest EC.wpd 
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From: Criminal Investic 

VCS/VCU, Room' 
Contact : 

Approved By: 


Drafted By: 

Case ID #: 62F-HQ-C1522631 (Pending) 

7C-HQ-C1510131 

Title: CRIMINAL INVESTIGATIVE DIVISION (CID) ;• 

Violent Crime ' - Wireless Intercept and Tracking Teams 
(VC-WITT) 

CHILD ABDUCTION RAPID DEPLOYMENT TEAMS; 

VIOLENT CRIMES PROGRAM 

■qvnnrtgi g ? EeoiJHsJ^jjiecessary equipment to facilitate outfitting ! I b6 

b7C 

^ ^ b7E 

Details: For informati on, t he captioned initiat ive was approved 

by A/EAD ~[ A/ AD I | , and AD Kerry E. 

Haynes to assist violent crimes supervisors with I I 


These facts, 

coupled with violent crimes investigations remaining a number 
eight priority in the FBI, place an extreme burden on violent 
crimes resources . 

CID/VCU, working closely with OTD and CID/CACU. recently 


b3 

b7E 


CID ' s original I I VC-I 


To facilitate the fielding of 
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62F-HQ-C1522631 (Pending) 


these 


OTD coordinated the 


StincrRavs 



As of 06/16/2006, CID coordinated the training of □ 
additional VC-WITT members from the following offices: 



Accordingly, CID requests * 
all appropriate supporting equipment. 



trained] j Should 

listed equipment not be available through OTD, CID requests OTD 
consider the loan of additional equipment until such time CID can 
fund the additional purchase of equipment. 


VC-WITT trained aaents are workin 



VC-WITT trained agents will serve 


CEIL/OTD 007908 










AT OUANTICO, VA 


CID requests OTD to ider 
ing equipment, 

■ I hn gnnnn-rl- i-h ft n gwly trained VC-WITTs in 

Should listed equipment not 

oe available tnrougn utu, cijj requests otd consider the loan of 
additional equipment until such time CID can fund the additional 
purchase of equipment . 
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Read and clear. 

CC: 1- Executive Staff for Strategic 

Planning and Coordination 
1- Special Assistant to the AD 

♦♦ 
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Sent: 

To: 

Subject: 


UNCLASSIFIED 

NON-RECORD 



As soon as your schedule peimijs I would like to meet with above participants to cut / add / finalize. May have to pass it 
back to CID and or return to| |for another 14 day comnient period, i think we could make it the broader policy as well. 


UNCLASSIFIED 
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From: 

Sent: 

To: 

Cc: 

Subject: 


on behalf o{ 


Friday, November 21, 2008 3:50 PM 





Draft 


UNCLASSIFIED 

NON-RECORD 


On behalf of 


As you are awarej |and I have been working on a draft for th d 
the way to finalizing, vve have concentrated on Sections 1 through 1 1 


] We think we are well on 


through 1 1 and hope to finish up the last part on Monday. 


b3 
b5 

We would appreciate your review of the draft to-date, to include any specific text comments. We would like to have your 5 
feedback by Monday, December 1 , 2008. We would also like to tentatively schedule a meeting the week of December 1sti,^-y p 
in order to address any issues or language problems. 


Feel free to contact me or | I with any questions. 


<m 


UNCLASSIFIED 
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CELLSITE-4118 




UNCLASSIFIED 

NON-RECORD 


Attached, please find the final draft for| [which will be posted for the 14-day review/comment 

period. T he review period s hould provide us ample time for development of appropriate definitions of "authorized" and 
"certified' Please feel free to forward appropriate language to me for incorporation into the draft. 
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From: 

Sent: 

To: 

Subject: 


Wednesday. December 10. 2008 9:23 AM 
Policy draft 


ALL iHFCPjLi.:: ;i:' 

HEREIN IS UHIlAEi’iEiEJ 

Q'AIE 11-14-2012 BY. >■ - 1 Y .r ' ' - ' I 


UNCLASSIFIED 

NON-RECORD 



The attached is the m ost current versidn of the 
uploaded int d b r made official at this point. 


draft in question.. To my knowledge, it has not been 


Please let me know if you have any questions. 


Regards. 
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From: 

Sent: 

To: 

Subject: Interagency Agreement E007532 


Thiirorlo'/ noi-'pmhQr -1 -1 Onr>« -1 -I -c:Q AM 


SE^ET 

RECORD 268-HQ-1 068430 


I have attached some Determination and Findings (D&F) documents for your review. While your requisition states 
that there is not a previous contract number, we have issued several purchase orders for the same or similar services. 


Please review the D&F's and let me know if, a) one of these speaks directly to your current requisition, and b) you 
approve the D&F as written, or whether or not changes are required. If changes are required, please write them in the 
appropriate section of the document using a different color font. Let me know if you have any questions. 


Thanks so much. 
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WITTDF.DOC 



Contracting Officer 
Quantico Contracts Unit 
Procurement Section 
Finance Division 


ERF-Room A-226 


T: 

F: 





DERIVED FROM;^3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFY^I^0320lW 

secret " 
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From: 

Sent: 

To: 

Cc: 

Subject: 



LEM 

Thursday. December 1 1 . 2008 5:Q£ 



RE: Interagency Agreement E007532 


ECCLASSIFIED Ei' :-o h 

OH 11-14-2012 


SECRET 

RECORD 268-HQ-1 068430 


Jplease forward to as appropriate: 


For requisition: E007532 


please use the following "edited" version. 



wnT2DF_update.D 

oc 


For requisition: E007575 please use as is the following, with updates to the amount: This one is a follow-on project... 



WITT2DF.DOC 


From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 


Thursday. Deremhpr 11 . ?fins 1?;fl1 PM 


FW: Interagency Agreement E007532 
High 


S^ET 

RECORD 268-HQ-1 068430 


b3 

b6 

b7C 

b7E 


Please complete the review requested below and submit back to me no later than cob today.. 
I I Call l l and ] [ and advise them of this action. 


ssa[_ 


. _ Unit Chief 


] 


From: 


Sent: 

Thursday. December 11. 2008 11:59 AM 

To: 


Subject: 

Interagency Agreement E007532 


1 


CELI/OID 0U512 - 


CELLSITE-4144 






se6eTet 

record 268-HQ-I 068430 


I have attached some Determination and Findings (D&F) documents for your review. While your requisition states 
that there is not a previous contract number, we have issued several purchase orders for the same or similar services. 

Please review the D&F's and let me know if, a) one of these speaks directly to your current requisition, and b) you 
approve the D&F as written, or whether or not changes are required. If changes are required, please write them in the 
appropriate section of the document using a different color font. Let me know if you have any questions. 

Thanks so much. 


« File: WITT2DF.DOC » « File: WITTDF.DOC » « 


bVE 

Contracting Officer 
Quantico Contracts Unit 
Procurement Section 
Finance Division 


E ^F-Room A-226 
F: 


DERIVED FROM: G^^BfClassification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 2031^0? 

secret ^ 


DERIVED FROM: G-Wffl^lassification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFY ON: 203^1^ ^ ^ 

SECRET \ 


DERIVED FROM: &^BUClassification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 203^^ 

SECRET \ 
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CIASSIJTl: j: 
REA3CK': l.i (i 
DECLASSIFY CN; 




DETERMINATIONS AND FINDINGS ALL IHFOFlVAiICIS MiiT.-iniE 
UNDER THE ECONOMY ACT HEEEIM IS imCLASSIJ'-lt;.- : 

AS REQUIRED BY FEDERAL ACQUISITION saom ctherkise 

REGULATION, SUBPART 17.5 
(TITLE 31, U.S.C. 1535) 


This document is classified'jS»e*^E’ in its tutii cly; unless ulherwise uuted. (U) 


FINDINGS 



Derived^Fr0f1m: G-3 
Declassif>Q0nK^O/29/2O22 


I C'T-rn A-i 


mm QH5U 







|U | ^ It is in the best interest of the United States Government to promote and facilitate the 
creation, development and propagation of uniform, cost effective and scientifically sound policies, 
procedures, practices, protocols, guidelines and techniques relating to ELSUR development. 


IS] 


DETERMINATIONS 



(U) Therefore, this procurehient is in accordance with the Federal Acquisition Regulation, 
Subpart 7.3 - Contractor Versus Government Performance and Subpart 17.5- 
Interagency Acquisition Under the Economy Act. The legal authority for the acquisition is Title 
31, U.S.C. 1535 and is authorized by the Federal Acquisition Regulation, Part 6.302-1. 
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Date 

Contracting Officer 
Federal Bureau of Investigation 


I Date 

Head of Procuremeiit Activity 
Federal Bureau of Investigation 


Date 

Procurement Executive 
Department of Justice 
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DETERMINATIONS AND FINDINGS 
UNDER THE ECONOMY ACT 
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AS REQUIRED BY FEDERAL ACQUISITION 

REGULATION, SUBPART 17.5 ^ 

(TITLE 31, U.S.C. 1535) 

This document is classified - in its cntirot>^, unless otherwise noted. (U) 

FINDINGS 

H 


Iwireless Intercept and Trackin g Team (WITT), 


federal Bureau of 


Xll \X XJXf^ X1C40 Ct XVVIUilVlilVllt pi OVl V IWO 1 

development of electronic surveillance (ELSUR) techniques anc 

■KJ XW'OS^CU.V./ll C1J.1U. 

1 eauinment. 1 
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CELLSITE-4148 





M ET //30221D2 gr 


| U) ^ It is in the best interest of the United States Government to promote and facilitate the 

creation, development and propagation of uniform, cost effective and scientifically sound policies, 
procedures, practices, protocols, guidelines and techniques relating to ELSUR development. 
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(U) Therefore, this procurement is in accordance with the Federal Acquisition Regulation, 

Subpart 7.3 - Contractor Versus Government Performance and Subpart 17.5- 

Interagency Acquisition Under the Economy Act. The legal authority for the acquisition is Title 

31, U.S.C. 1535 and is authorized by the Federal Acquisition Regulation, Part 6.302-1. 
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Date 

Contracting Officer 
F ederal Bureau of Investigation 


I Date 

Head of Procurement Activity 
Federal Bureau of Investigation 


I Date 

Procurement Executive 
Department of Justice 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : IMMEDIATE 

To: All Field Offices 


Information Resources 
CID 


From : Operational Technology 


Date: 07/11/2007 
Attn: All ODCs 


FB IHO, Manuals Des k 
UC 
SS7 



^QT-ERF 


Contact 
Approved By: 

Drafted By: 

Case ID #: 268-HQ-1068430 (Pending) 

66F-HQ-C1384970 

Title: WIRELESS' INTERCEPT AND TRACKING TEAM (WITT) REVISED 

POLICY. 

Synopsis: The Operational Technology Division (OTD) , Tracking 

Technology Unit (TTU) herein provides updated information and 
policy guidelines for the Wireless Intercept and Tracking Teams 
(WITT) ; appreciates the co nsiderable effort and commi tment of 

1 and reque sts 
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those participating in the 

the continued cooperation of all SACs with the WITT 

approach to ensure readily-available, high-quality delivery of 
these sophisticated services throughout the FBI. 


Reference: 268-HQ-1068430 Serial 342 

Enclosure (s) : A checklist detailing 


completed prior to the deployment of 
or personnel. A map identifying the 


requirements that need to be 


equipment 


Example EC for 


requesting loan of technical equipment, example letter that 
should be submitted from the local Pol i op Dpnartmp^nt t o the FBI 
requesting a loan of equipment, and WITT For more 


WnTPOL2.wpd 


CELL/OTD 008299 


CELLSITE-4169 





CELL/OTD 008300 


CELLSITE-4170 







To: All Field Offices From: Operational Technology- 

Re: 268-HQ-1068430, 08/24/2004 
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To: All Field Offices From: Operational Technology- 

Re: 268-HQ-1068430, 08/24/2004 



In the most recent OTP reorganization WITT has moved from 
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Cc: 

Subject: WITT EC 

Importance: High 
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Sent: 

To: 

Cc: 

Subject: 


/ 




RE: 
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Attached is my response to thel 

questions appropriatly. Perhaps ] 
the questions I could not answer, and 


It's the best I could do at such short notice, and I hope I answered the 
can take a shot at it afterwards if this is not what they are looking for. Two of 


marked them with an N/A. 
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From: 





Sent: 

Thursday. February 25. 2010 12:06 PM 




To: 

Subject: 




UNCLASSIFIED 

NON-RECORD 


Attached is the revised version of the presentation that makes the two changes we discussed. 
Please let me know if there any other changes after it has been reviewed by upper management. 

Thanks, 

b3 
b6 
b7C 
b7E 
b5 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal B ureau of Investigation 
Direct Dial 
Fax: 


This message may be protected by the deliberative process and/or attorney-client privileges. Please do not disseminate 
outside the FBI without the express permission of OGC and/or the sender. 
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ai-L INFOE>:ai I J, ■ - 

HEREIN 13 ni:.:...'.:: r- 

DATE 11-20-2012 j'.' ■Mi 


LEGAL AND REGULATORY 


• o o 

OVERVIEW OF 





ISSUES 


b6 

b7C 

b7E 


March 2, 2010 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 


Presented by 


Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 


Law Enforcement Sensitive - For Official Use Only - Do Not Disseminate Outside the FBI Without 
Permission from the Office of the General Counsel 


CELLSITE- 12639 




BACKGROUND ON 
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Law Enforcement Sensitive - For Official Use Only - Do Not Disseminate Outside the FBI Without 
Permission from the Office of the General Counsel 


CELLSITE- 12640 



CEIL/OTO 009333 


• o o 
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V' 


Questions? 


Law Enforcement Sensitive - For Official Use Only - Do Not Disseminate Outside the FBI Without Permission from the Office of the General Counsel 26 

CELLSITE-12664 



I'm confused - thought he was gone for the day... 

I spoke to a little while ago and told him to stand down because there seems to be a disconnect 
about the we need that has gotten incorrectly melded together into this draft. I h ad 

someone in his office and said he'd call me back when he was done (still waiting). 
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SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Thursday. July ^6. ^007 -|^:i3 PM 


WITT CDC Presentation 


SENSITIVE BUT UNCLASSIFIED , ^ 

NON-RECORD 

b6 

b7C 

Attached is the portion of the CDC presentation that WITT personnel will handle. We would like aii other items (siides) 
that were addressed in the originai prese ntation to be bandied by OGC. After the demonstration would be the best time to^ 
pick questions and issues concerning thel ' 


Please contacq 


and we will coordinate accordingiy for a run-through of the material. 


Please note that our personnel will not be ayailable on Friday for meetings as we wiil be off-site. 


cdc august 2 
2007_edit.ppt 
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ILL IHF0BH1.TI0M COMIMNED 

BEREllI IS rorClASSIFlED 

miE 11-21-2012 BY €5179 £ME.ira 


Legal Update 


Science & Technology Law Unit, OGC 



CELLSITE- 12673; 


Agenda 

□ Geolocating: 

□ Cfillular “GPS” v. CellSi te data 


□ Role of 3'"'* Party-provider & 4*^ Amendment 

□ Emergency Disclosure 

□ Prospective vs. Stored 

□ Records vs. Contents 

□ Authorities & Immunity 


□ 4**^ Amendment & Stored Content 

□ Role of 3'^'^ Party-Provider 

□ Ramifications: e.g. 





CEIL/OTD 007678 


Locating a Cell Phone 

1. Cell Site Data — tower/sector 

2 . Witt- -Wireless Intercept & Tracking 
Team; I 

3 . Geolocation — from provider 

1. Handset-based (GPS) 

2. Network-based (signal strength 
triangulation) 
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Access to Historical Location Data 

□ Past tower/sector records available using 

□ Historical GPS data typically does not exist 

□ some exceptions exist, such as “kiddie-tracking” 
phones where logging is expressly part of service 
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GEOLocation Data — E911 

□ FCC “Enhanced 911” mandate requires 
wireless telephone carriers to be able to 
deliver certain location data for 91 1 calls 

□ Carriers implement this capability in 
either of 2 ways: 

□ “Handset solution”: GPS 

□ FCC requires accuracy: 

□ to 50 meters for 67% of calls 

□ to 1 50 meters for 95% of calls 

□ “Network solution”: Triangulation 

□ FCC requires accuracy: 

□ to 1 00 meters for 67% of calls 
D to 300 meters for 95% of calls 
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From: 

Sent: 

To: 

Cc: 

Subject: 
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PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Resea rch Facility 
Bldg. 27958A Roon j \ 

Qu antico, Va. 22135 

Tell 

Fa) 

Cel 

SCIENCES TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 
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CEIL/OTD 007625 WELLSITE- 12702 




Did you see this? I am going to look into it some more, but wanted to pass it along. 





mm 007626 


CELLSITE- 12703 









Any questions regarding this matter may b e directed to the Inve stigative Law Unit| 
prthe Science and Technology Law Unit^ ' 


Hope all had a great4th!!!| 
SSRA 


Offic^ 

Cell:n 


— Origina l Message — 

From: I I 

Sent: Wed nesday, June i), m/ lU:ii 

To: I H \GENTS 

Subject: 


AM 


UNCLASS 


NON-RECORD 
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Please read enclosed EC from QGC. 
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From: 

Sent: 

To: 

Cc: 

Subject: 
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NON-RECORD 


Ths hfilnw intprnrptatinn frnm niir AHminigtrativP I aw I Init ig rnngkttanf with \A/hatwp gnnkp abOUt this moming 


As noted, we could draft a delegation request to DOJ seeking approval foijj 
and CID have offered. Since we have a pending request to DOJ to consid^ 
back to them with this as an alternative request. 


b5 

b6 
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lha,arguments that you 
we could wait or go 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico. Va 221 85 
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OFFICE OF THE GENERAL COUNSEL 


— Original Mer 

From: |_ 

Sent: 

To: 

Cc: 

Subject: 


_Thursdav. November 16. 2006 1:51 PM 
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While the redeleaation lanouane is snmawhat amhiniiniis I don't think thara is a hasia tn r^nnr.ltiria thatl 
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— Origina[id£ssafla 

From: 

Sent: 

To: 

Subject: 

Importance: HigI 


Thursday. November 16. 2006 11:53 AM 


SwT 

a: Hign 
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-"—Original Maccanoi 

From: | 

Sent: 

To: 

Subject: 
Importance: 


Monday. November 13. 2006 6:24 AM 

TWil “ 

High 


UNCLASSIFIED 

NON-RECORD 


Please way in on this legal matter.. And advise. 


ss A 

Unit Chief 


uperationai Tei 


'■hnology Division 
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— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 


t 


occano. 


, Thi ,irsria« , Mnuemher, 09 : Sflflfi , I- ‘iA, P.M., 


UNCLASSIFIED 
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the information below was cut and pasted directly from 


email. 


Under thel 
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Sent: 

To: 

Cc: 

Subject: 

Importance: 
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b6 

b7C 

b7E 

My Section Chief, Dave Johnson, \A/ould like to attend and he cannot make it tomorrow. He is available Monday morning. 
Could you meet with us Monday morning, around 10:00 a.m.? 

Please let me know and I'll let Dave know. 

Thanks, 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hello I l and I I 


Corporate Policy EC 
to the.fie... 



Operational Technology Division 



CaL/010 007549 CELLSITE- 12736 



Cc: 

Subject: 




RE; 


EC 

SENSITIVE BUT L 
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Will do. 


Unit Chief 

Violent Crimes/Maior Offenders Unit 


Rlar.kherrJ" 


m 
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From: 

Sent: 

To: 

Cc: 

Subject: 


TiiRc;dav. Iiilv ?nnq 4:01 PM 


1 


EC 


SENSITIVE BUT UNCLASSIFIED 
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Its on my Calendar for 9 Thursday. Please forward the draft for pre read. n 


b6 

b7C 


From: 

Sent: 

To: 

Cc: 

Subject: 







EC 


SENSITIVE BUT UNCLASSIFIED 
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How about 9:00 a.m? 



To: 




Subject: Kb! 

SENSITIVE BUT L 

Inclass 
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Yes what time 


UtAmer 
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Operational Techn ology Division 


From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 


r 





EC 
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NON-RECORD 


b3 

b5 

b6 

b7C 

b7E 


Hell 


"i H I 


Are you two available for a final meeting re the EC on thd 


this Thursday morning? 


Led and I know if that works for you and we'll oome down to meet. 


Thanks, 


Unit Chief 

N/inlpnt Crimps/l\/[ajor Offenders Unit 


Blackberr\^ 


□ 


From: 


Sent: Wednesday. July 22 . 2009 8:49 AM 

Tn? I I 





Subject: Rh 


EC 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I'm good for next week. I am awaiting word from Pittsburg when they want to meet next week also in regards to the G20.. 

ssa I 

llnifnhiof 


Operational Technolog y Division 


From: 


S6nts 


To: 1 




Subject: 

RE: 


EC 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 


b3 

b6 

b7C 

b7E 


Hello 
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CELL/OTD 007551 


CELLSITE- 12738 





Viad a couple of suggestions for changes, whi ch we will 

■ . ?l»l. - ^ i.? Ll A . . -I • I. . _l _l 


It went well. Overall, we were in agreement, 
incorporate. They would like to have us come down to your tacility for one more meeting that would includel 
you to finalize everything before the EC goes up for approval and out to the field. ' 


Bhd 


Perhaps early next week would work for a meeting. 
Let me know when you anc[ 

Thanks, 


might be available. 




Unit Chief 

Violent Crimes/Major Offenders Unit 




b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


How did your meeting go yesterday.. 
SS/ 

Unit nhi^f 

Operational Technology Division 


From: 


Sent: _ Thursday. July 02. 2009 5:57 PM 


To: 




Cc: 




Subject: 

RE 


EC 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 


b3 

b5 

b6 

b7C 

b7E 


Hello, 

We've made several changes to the EC and I forward the'amended EC to| 
it to this email. I've indicated changes to the previous EC in red. 


while he was in San Diego. I'm attaching 


do think it would be worthwhile for us to meet on this one more time to get on the same page 



I'll be out on AL next week, but I'll be back in the office the week of the 13th. Hopefully, we can discuss this further then. 
« File: Corporate Policy EC to the.field 2.wpd » 
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CELL/OTD 007552 








b6 

b7C 

b7E 


Unit Chief 

Vioient Crimes/M aior Offenders Unit 

R|gp|<-hoi^ 


From; 

Sent: 

To: 

Cc: 

Subject: 


I 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Gent 
cuE Q 


a’ the OTD "reviewed" version of 


EC and a copy 

^0 


■ 



I am sending the "comment" EC for your review, consideration, and 


clarification.. Please advise of your comments.. 


<< Fi' 

Le 
1 n 


EC on Corporate Policy. wpd >> << File: 



1 Edits-( 

:::omments . doc >> 



SSA\ 

I Inif nhiof 


uperaiionai t ecnnoio av UMsion 


b3 

b5 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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CELL/OTD 007553 


CELLSITE- 12740 



From: 

Sent: 

To: 

Cc: 

Subject: 



UNCLASSIFIED 

NON-RECORD 


Please see my comments, in red, within the attached copy. 



b3 

b6 

b7C 

b7E 

b5 


From: 

Sent: 

To: 

Cc: 

Subject: 


\A;oHnocl^a^/ lung 10 OnnO C-1/1 DM 


m 


UNCLASSIFIED 

NON-RECORD 


"what is thfi msh" thp nniv/ rsa.gnn npnnip at FRIHO jobs is to support Case agents in the fieid. This| 

|i know because I spent most of my career wor king mnse cases 

aii day, niaht and weekend, iust iike mv ouvs stiil in the field. I've been fielding daiiv questions about this 


b3 

b5 

b6 

b7C 

b7E 



2) Good point, duaily noted and I have aiready made the correction by adding AD Thomas to the approvai.iine. 

* Just for further reference, I've brought this issue to the attention of four people from OGC and you're the first one that's 
had any input. 

Thanks, 


SSA^ 


Violent Critnos Unit - FRIHQ 

DesH 

Fgy 


^ E I I O T D O -"I ■‘"I 


1 


CELLSITE- 12756 





I will try to read it tomorrow. 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 


Federal Bureau of Investigation 
fOffi pd J 

(Cell r 

(SecffiSl 


PRIVILEGED ATTORNEY-CLIENT COMMUNICATION AND ATTORNEY WORK PRODUCT. DO NOT DISSEMINATE 


WITHOUT OGC APPROVAL. 



UNCLASSIFIED b5 

NON-RECORD 


had his out of office notification on and it said .to contact you. Please 




I sent this to the guys down at OGC bun 
let me know if you can look at this in his 


Thanks 
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CELLSITE-12757 








To: 


Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


Guys, 

Snrn/ tn takp i tn any nf wni ir timp hi itl l:inH I \A/antpri vni i ni ivg tn tak-P a Innk at this 



nope to nave it out oerore tnen. 


jattne Hdi-wi I i conterence so we 


Thanks, 



wpd » 



b3 

b5 

b6 

b7C 

b7E 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 


L 
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(Rev. 05-01-2008) 


ALL INF2.K::5 r.i : ! ' ' 

H.EREIH IS Qi.:: ■ ST'T- 

DiTE 11-21-20,12 22 ■'liTi- i;.:: 1- 


UNCLASSIFIED 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


To: All Field Offices 


Date: 04/14/2009 

Attn: ADICs 

SACS 

Criminal Program ASACs 
CDCs 

VCMO SSAs 


From: Criminal Investigative 

Violent Crimes /Maim 
Contact : SSA 

Approved By: 


Drafted By: | 

Case ID #: 62F-HQ-C1522631 

Title: Violent Crimes - Wireless Intercept Tracking Team 

(WITT) 

Synopsis: To provide guidance on the new 


nuercep 


racKing 




as ir percains 
related matters . 


Reference: 268-HQ-1068430 Serial 620 



I and for 

usage of cellular wireless telephone locating equipment (Wireless 
Intercept and Tracking Team - WITT) " . 



UNCLASSIFIED 


CELL.-'OTD O'l Z'9'64 
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01 - 31 - 2003 ) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE Date: 10/28/2008 

To; All Divisions Attn; All Agents 


From; 


ERF 

TTU 

Contact ; UC 


Approved By: Line 1 


Drafted By; 


REF; 


EC (269-HQ-1539382) 


Case ID #: 319-xx-xxxxx (Pending) 

Title; Legal Requirements for Deployment of the 

Wireless Intercept and Tracking Team (WITT) 
Personnel and Equipment. 


Synopsis: This EC highlights the legal authority required to 

deploy the Wireless Intercept and Tracking Team (WITT) personnel 
and equipment. 


Enclosure (s) ; Copy of Office of Attorney General Order ,2954- 
.2008, Copy of MIOG, Part II, Section 10-10.7, 10-10.7.1, 10-9, 
16-3.1.6 (26), Copy of Title 18, Part II, Chapter 206, 3122, 3123 
and 3125. Checklist for deployment of WITT and policy 
requirements . 


To. 


b3 

b6 

b7C 

b7E 


CELL/OW 008770 


CELLSITE-4230 




To: All Divisions From: ERF 

Re: 319-xx-xxxxx, 10/28/2008 


Emerq-encv Authority 


Therefore, emergency use of the device is likewise governed by 
the emergency provisions of that statute, 18 U.S.C. 3125 and/or 
MIOG Part II, Section 10-10.7.1. The same statutory procedure 
will apply as outlined above with the following requirements for 
emergency authorization. 

The statute and FBI policy requires DOJ approval for Federal 
court orders, with a written application to the courts within 48 
hours. Authorization must come from an Assistant Attorney 
General or higher ranking DOJ official. A DOJ hotline has been 



b3 

b5 

b7E 


In the matter of State/Local court orders according to the 
same statute requires the principal prosecuting attorney of any 
State dr subdivision thereof acting pursuant to a statute of that 
state approval for State/Local court orders, with a written 
application to the courts within 48 hours. 

With either the Federal or State/local court orders, the proper 
authorities must reasonably determine that an emergency situation 
exists that involves - 

A) immediate danger of death or serious bodily injury to any 
person; 
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CELL/OW 005771 


CELLSITE-4231 





To:. All Divisions From: ERF 

Re: 319-xx-xxxxx,, 10/28/2008 


♦♦ 
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CELL/OTD 008774 


CELLSITE-4234 


From: 

Sent: 

To: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b7E 



UNCLASSIFIED 




1 


CELL/OTO . OOrgiLLSITE-4243 







fyi 

SS^ I 

Wireless Intercept Tracking Team (WITT), 



CELL/OTD 007961 





« File: WITT POLicy 04-05-07.wpd » ' b3 

He 

in this EC i.e. history, purchases, teamwork, training, field offices equipped with WITT gear. However, I don't want to ^ ^ 
misrepresent your program so please provide the requested information and any additional information you would like b7E 
to see in this EC. 



fm in the process of updating the attached WITT EC (DRAFT ONLYT I would like to include your efforts 
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CELL/OTD 007963 


CELLSITE-4253 



From 

Sent: 

To: 





1 


m/m 009737 


CELLSITE-4255 




From: 

Sent: 

To: 



Please review the final conclusions and contact me if you feel we need any more editing. I believe that you may have to 
sign the document in electronic form so we could use the OC portions as authorization for use of the portion marking is 
designated down to the DC level. You only have to sign your name on the approved line on the cover page of the 
attached document. 

Everyone Else, 

Attached are the final draft for informational purposes only. 
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■ DOJ’s Policy on Cellsite Simulators: Pen Register Device (18 U.S.C. § 
3127 ( 3 )) 

- BEST PRACTICES 

■ Emergency Pen Register Authority 

- Federal v. State Orders 

- Voluntary Disclosures 

■ Loan of ELSUR Policy 

- Using State Orde rs 


- Liability-scope of authority 


■ Protecting Sensitive Techniques 
- Use as evidence 


b3 

b5 

b7E 

sj- 

O 


1 = 

o 
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LU 
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Old Definition 


New Definition 


■ "pen register" 
means a device 
which records or 
decodes electronic 
or other impulses 
which identify the 
numbers diaied or 
otherwise 
transmitted on the 
telephone line to 
which such device 
is attached.... 


■ "pen register" means a device 
or process which records or 
decodes dialing, routing, 
addressing, or signaling 
information transmitted by an 
instrument or facility from 
which a wire or electronic 
communication is 
transmitted, provided, 
however, that such 
information shall not include 
the contents of any 
communication. . . . 


CELLyOTD 024 



'f signaling information”: any non-content 
information “transmitted by” a telephone instrument 
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DOJ: Pen/Trap order 

to use a Pen Register Device to obtain 
“signaling information” transmitted from a 
cellular telephone to: 

1) Identify a target phone or 

2) Locate a phone 
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BEST PRACTICES: 



3. Not retain records beyond use to locate target phone? 
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- 47 U.S.C. § 333 prohibits interference with ceiiuiar 
frequencies 


-18 use 3124; requires that a pen register be 
impiemented with “minimum of interference” to 

those accorded service- 
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■ Emergencies involving: 

■ Immediate danger of death or serious injury or 
immediate threat to a national security interest 
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C onsent (18 USC 3121(b)(3)) 


Voluntary Disclosure by Provider (18 USC I 

2702(c)(4)) : if provider “reasonably believes that ani 
emergency involving immediate danger of death bs 
serious physical injury to any person justifies the “ 
disclosure of: “a record or other information ^ 
pertaining to a subscriber or customer of such 

service.” 

1 . 

2 . 
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What is Cell site li^^ 
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Tower/Sector data: 

1 . is generated by the network for network 
purposes regardless of a LE order. 

2. is necessary to Provision of Service & a call 
cannot be processed without it. 

3. exists in the network as a RECORD prior to its 
being obtained by LE. 

4. has no relationship to the content of a 
communication. 

5. is delivered to LE under CALEA only at the 
beginning and end of calls. 
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■ Near Real-Time : CALEA (47 use 1002) requires 
carriers to “expeditiously isolates” 

- “call-identifying information”; includes cell site 
information utilized in processing calls 

-for government access "before, during, or 
immediately after the transmission of a [ ] 
communication" (i.e., in real-time or near real- 
time) 

■ CALEA J-Standard: location information is 
delivered after generation of data by the carrier’s 
network and use in the provision of service (e.g., 
call origination. Answer, call release) 


CELLSITE-18227 


CELL^OTD 024159 





o 


Smith V. 

itiand, 442 U.S. 435, 744 (1979). ^ 

no legitimate expectation of privacy in information knowingly conveyed to a third 
party 

In re Digital Analyzer found “[n]o logical distinction between telephone numbers 
called and a party’s own telephone number (or ESN number), all of which are 
regularly voluntarily exposed and known to others. 885 F. Supp. at 199 (citina 
Smith V. Maryland . 442 U.S. 735, 742-45 (1979)). 
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• Qualified Government Privilege in Non- 
disclosure based on Roviaro v. United 

States. 353 U.S. 53 (1957): disclosure of identity (and 


testimony) of informant. 

• Generally technique, type of device, location of install, etc. 
is protected 

• unless Defense can establish disclosure is necessary to defense, 
I.e., no other/adequate means to cross-examine/test evidence; if 
so: 

• then Balancing of interests 


• see also Javnne S. Walker "The qualified privilege to protect sensitive 

investigative techniques fronn disclosure." L EB Vol 69 NO. 5 at 26 (May 2000). 
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■ Compare. United States v. Van Horn. 789 F,2d 1492 (1 1th Cir.), cert. 
denied . 479 U.S. 854 (1986) (concealed microphone in office, defendant 
sought information about location of device claiming necessary to 
demonstrate that voices on tape could have been distorted by way mic was 
hidden and the distortion led to misidentification of the voice), recognized a 
qualified government privilege not to disclose sensitive investigative 
techniques. 



■ With United States v. Foster . 986 F.2d 541 , 543 (D.C. Cir. 1 993) 

(defendant sought location of observation post: officer’s observation of drug 
transaction was key evidence implicating defendant; surveillance not taped 
or photographed, so no alternative evidence for jury to examine to determine 
whether surveillance post provided clear view from which officer could make 
accurate identification of defendant). 3 , 


CELL/0 711 




■ U.S. V. Garev. 2004 WL 2663023 (M.D.Ga. Nov. 15, 2004) 

- Defendant sought nature & details of pen register used to g 

determine the geographical location of a cellular phone o 

- Court found the information protected by qualified investigative :j 

techniques privilege & national security privilege o 

- Balahced government’s interest in maintaining privilege with 
Defendant’s need for the information 

I 

■ Defendant had the Product of the Surveillance : the 
cellphone used in making threatening calls was found in 
defendant’s house during search of residence; 

■ Defendant did not need to know how the technology traced the 
geographic location of the phone. 

■ locating the phone in the residence confirmed the accuracy of 
the geographic surveillance; 

- Moreover, Defendant could challenge the technology used to 
establish that phone found in residence was the one that actually 
made the criminal calls. 
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Contact Info: 


ASSISTANT GENERAL COUNSEL, 
Science &Technology Law Unit, 
Office of the General Counsel 

•DOJ (CCIPS): www.cyberGrime.gov 
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■ "pen register" means a device or process 
which records or decodes dialing, routing, 
addressing, or signaling information 
transmitted by an instrument or facility 
from which a wire or electronic 
communication is transmitted, provided, 
however, that such information shall not 
include the contents of any 
communication . . . . 

18 use 3127(3) 
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DOJ/CCIPS & OEO: 


Os 

CM 

tsj 

o 

/b5 

i- 

o 

\ 

ki 

U 


“signaling information”: any non-content 
information “transmitted by” a telephone instrument 
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BEST PRACTICES: Use PR/TT order to 



3. Not retain records beyond use to locate target 
phone? 






1^'. ^ -I d 






111.1 


lV7r9i«5 infmeot aau Tfatkmg Toffw 


47 U.S.C. § 333 prohibits interference with ceiiular 
freauencies 


18 use 3124: requires that a pen register be 
impiemented with “minimum of interference” to 
those accorded service- 
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■ Maintaining/Purging “Pen” data? f " 
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Provider may Voluntary Disclose: 

“a record or other information pertaining to a 
subscriber or customer of such service.” 

if provider “in good faith, believes that an 
emergency involving danger of death or 
serious physical injury to any person 
requires disclosure without delay of 
information relating to the emergency.” 

Reporting Requirement : annual report of 
number of accounts and summary basis for 
voluntary disclosures per 2702(d) 
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■ DOJ’s Policy on Cellsite Simulators: Pen Register Device (18 J 

U.S.C. §3127(3)) 5^ 

- LIABILITY RISKS & Best Practices 

■ Loan of ELSUR Policy ° 

- Using State Orders a 

- Liability | 

■ Emergency Pen Register Authority d 

- Federal v. State Orders 

- Voluntary Disclosures 


■ Protecting Sensitive Techniques 
- Use as evidence 
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DOJ/CCIPS: Pen/Trao order 




a Pen 


Register Device) to obtain any “signaling ° bs 

information” transmitted from a cellular telephone g “ 
to: j 

EjU 

1 ) Identify a target phone or 

2) Locate a phone 


DOJ: “signaling information” is any non-content 
information “transmitted by” a telephone 
instrument 
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BEST PRACTICES: 


Use PR/TT order to authorize use of WITT gear 


■ authorize installation & use 

■ Advise of potential I 


■ Not retain records beyond use to locate target phone? 
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V 


DOJ command 

1 Center 





pr OEO (business hours) 


Emergencies involving; 

■ Immediate danger of death or serious injury 










b3 

b5 

b7E 


Voluntary Disclosure by Provider under 18 DSC 
2702(c)(4) : if provider “reasonably believes that 
an emergency involving immediate danger of 
death or serious physical injury to any person 
justifies the disclosure of “a record or other 
information pertaining to a subscriber or customer 
of such service.” 
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-is generated by the network for network s 
purposes regardless of a LE order. ^ 

B«(J 

-is necessary to Provision of Service & a “ 
call cannot be processed without it. 

-exists in the network as a RECORD prior 
to its being obtained by LE. 

- has no relationship to the content of a 
communication. 

-is delivered to LE under CALEA only at the 
beginning and end of calls. 
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- CALEA prohibits collecting location information 
“solely pursuant” to a PR/TT 


— 18 use 2703(d) (stored communication act) 
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■ Near Real-Time : CALEA requires carriers to 
“expeditiousiy isoiates” 

- “caii-identifying information”: includes cell site 


information utilized in processing calls 

-for government access "before, during, or 
immediately after the transmission of a [ ] 
communication" (i.e., in real-time or near real- 
time) 

■ CALEA Standard: location information is delivered 
after generation of data by the carrier’s network and 
use in the provision of service (e.g., call origination. 
Answer, call release) 

26 
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o 


Smith V. 

Maryland . 442 U.S. 435, 744 (1979). ^3 

■ no legitimate expectation of privacy in information knowingly conveyed bs 
to a third party 

■ In re Digital Analyzer found “[n]o logical distinction between telephone 
numbers called and a party’s own telephone number (or ESN number), 
all of which are regularly voluntarily exposed and known to others. 885 
F. Supp. at 199 (citing Smith v. Maryland , 442 U.S. 735, 742-45 
(1979)). 
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■ Tower/Sector data: 


1 . is generated by the network for network 
purposes regardless of a LE order. 

2. is necessary to Provision of Service & a call 
cannot be processed without it. 


3. exists in the network as a RECORD or Other 
Information prior to its being obtained by LE. 

4. NON-Content data; not substance of a 
communication. 


5. is delivered only at the beginning and end of 
calls per CALEA J-Std 


V 


16-4.13.4 Loan of Electronic Surveillance Equipment (Formerly 16-7.3.4) 
(See MIOG, Part 2, 10-9.14 and 10-10.10 .) (RCU) 

(1) LOAN OF ELECTRONIC SURVEILLANCE EQUIPMENT TO STATE AND LOCAL LAW 
ENFORCEMENT AGENCIES (RCU) 

By Department Order 1945-95, dated January 18, 1995 (replacing Department Order 890-80, 
dated April 29, 1980), the Attorney General delegated to the Federal Bureau of Investigation the 
authority to approve loans of electronic surveillance equipment to state and local law enforcement 
agencies for use in their investigations (i.e., NOT joint FBI investigations). Under this delegation, 
the loan of such equipment is to be made only in exceptional circumstances and to be consistent 
with federal and state laws, as well as with state and local law enforcement regulations. (RCU) 

Electronic surveillance equipment is defined as any equipment which would be used in Title 18, 
use. Section 2510, et seq. (Title III) - or consensual electronic coverages. (RCU) 

(a) It is the policy of the Department of Justice that loans of electronic surveillance equipment to 
state and local law enforcement agencies are generally to be discouraged and are to be 
permitted only; (RCU) 

1 . in furtherance of the federal government's interests in the investigation and prosecution of 
vioiations of state criminal law that are of federal concern; (RCU) 

2. in compliance with all applicable provisions of federal, state and local law; (RCU) 

3. without interfering with state and local control of state and local law enforcement; and (RCU) 

4. without duplication of other federal programs of assistance to state and local law enforcement. 
(RCU) 

(b) No request may be granted until the head of the state or local law enforcement agency 
certifies in writing that the agency: (RCU) 

1 . has authority under state and local law to borrow the equipment on the terms required by this 
Order; (RCU) 

2. has valid legal authority under state and local law to conduct the particular electronic 
surveillance for which the equipment is requested; and (RCU) 

3. cannot obtain the requested equipment from other law enforcement agencies within the state. 
(RCU) 

(c) The Director of the FBI or his designee may, at his discretion, grant a request for the loan of 
electronic surveillance equipment upon receipt of a written request from a state or local law 
enforcement agency. The formal request must contain a copy of a written opinion of the chief 
legal officer of the state or local government relative to compliance with (b) 1 . and (b) 2. above. 
(RCU) 

(d) The Director of the FBI or his designee shall not grant a request for the loan of electronic 
surveillance equipment unless the Director or his designee determines that: (RCU) 

1 . there is no current need for the equipment within the Bureau; (RCU) 

2. it is in the interest of the United States to facilitate the criminal investigation for which the 
equipment is needed; and, (RCU) 

3. the agency has previously not violated the terms of any loan of electronic surveillance 
equipment by the FBI. (RCU) 

(e) Any loan of electronic surveillance equipment shall be made by written agreement between 
the Director of the Federal Bureau of Investigation or his designee and the state or local law 
enforcement agency. The agreement shall identity the equipment and state the subject, duration. 
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location, and purpose of the surveillance to be conducted. It shall also include the following 
provisions: (RCU) 

1 . the loan of the equipment is subject to the needs of the Department of Justice, and the 
equipment must be returned upon request; (RCU) 

2. the loan of the equipment is limited to the duration of the validly authorized surveillance for 
which it is requested, and in any event not to exceed 90 days; (RCU) 

3. the equipment may be used only for the validly authorized surveillance for which it was 
requested; (RCU) 

4. the agency will not permit any other person or governmental entity to use the equipment; (RCU) 

5. the agency may disclose electronic surveillance equipment, information concerning it, or its 
installation or use only with the consent of the Director of the FBI or his designee and subject to 
the nondisclosure provisions set forth in 28 C.F.R. 1622, 1624, and 1626; (RCU) 

6. the agency will not use the electronic surveillance equipment outside the United States or 
under circumstances where there is reason to believe that the equipment may be taken outside of 
the United States, without the approval of the Director of the FBI or his designee; and, (RCU) 

7. the agency will reimburse the United States for all loss or damage to the equipment. Any 
dispute over the amount of loss or damage will be resolved by the Director of the FBI or his 
designee, and this resolution will be final. The Director of the FBI or his designee may agree to 
any other terms consistent with the above stipulations. (RCU) 

(f) When the head of the state dr local law enforcement agency represents to the Director or his 
designee that an emergency situation and need for electronic surveillance equipment exist and 
that the requesting agency is authorized under state law to conduct emergency electronic 
surveillance in such circumstances and specifies the provision of state law upon which he is 
proceeding, the Director or his designee may grant the emergency request. The information 
required to be submitted by the head of the law enforcement agency in (b) and (c) must be 
submitted to the Director or his designee within three days of the day on which the loan is made. 
(RCU) 

(g) The Director of the FBI, pursuant to Attorney Gener al Department Order 1945-95. dated 

January 18, 1995, has delegated his authority to permit on a 

case-by-case basis, to assist in the installation and operation of electronic surveillance equipment. 
Such delegated authority requires the concurrent approval from the Section Chief of the 
appropriate Criminal Investigative Division. section having oversight over the investigative 
program involved; the Section Chief of the appropriate Operational Technology Division Section 
having oversight over the electronic surveillance equipment involved; and the Office of the 
General Counsel. If such technical assistance is approved, the state or local court orders (where 
required) must specifically include the court's authorization for FBi assistance in the state and 
local electronic surveillance endeavor. Without such approval, no FBI personnel may install the 
equipment or participate in the surveillance. This restriction does not prohibit maintenance and 
repair of the equipment when not installed. (RCU) 

(h) The Director of the FBI will retain all requests for electronic surveillance equipment by state 
and local law enforcement agencies. The Director will report to the Assistant Attorney General, 
Criminal Division, on October 1 and April 1 of each year on the duration and results of all loans 
made pursuant to the order. (RCU) 

(i) The Director of the FBI, pursuant to Attorney General Department Order 1945-95, dated 
January 18, 1995, has delegated his authority to approve loans of electronic surveillance 
equipment upon written request from a state or local law enforcement agency. Such delegated 
authority requires the concurrent approval of the Section Chief of the appropriate Criminal 
Investigative Division section having oversight over the investigative program involved and the 
Section Chief of the appropriate Operational Technology Division Section having oversight over 
the electronic surveillance equipment involved. Where requests involve installation or operation of 
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f 


X. 


technical equipment by FB 

Counsel is also required. (RCU) 


approval by the Office of the General 


(j) The FBI field division must advise FBI HQ when requesting approval to loan electronic 
surveillance equipment (be it either a routine or an emergency request) whether there is a current 
need for equipment within the division; whether, in the SAC's opinion, it is within the interests of 
the United States to loan the requested equipment in the specific criminal investigation; and, 
whether the agency involved has previously violated the terms of any loan of electronic 
surveillance equipment by the FBI. (RCU) 


(k) Routine requests should be by electronic communication (EC) to FBIHQ, directed to the 
Operational Technology Division and to the appropriate Criminal Investigative Division section 
having oversight over the investigative program involved. This EC should enclose both a written 
request from the head of the local or state law enforcement agency and the written opinion of the 
chief legal officer of the local or state government. Emergency requests should be by telephone, 
confirmed by EC, and followed by an EC, enclosing the necessary documents. (RCU) 

(2) THE USE OF FBI ELECTRONIC SURVEILLANCE EQUIPMENT IN JOINT CASES WHERE 
STATE AND LOCAL LAW ENFORCEMENT AGENCIES OBTAINED AUTHORITY FOR ITS USE 
(SEE MIOG, PART 2, 10-10.3 (ST VfRCU^ 

(a) A JOINT CASE, for purposes of this section, is an investigation in which there exists 
significant FBI interest in the subject or subjects of a local investigation and substantial FBI 
investigative resources have been utilized and/or will be utilized in the planned investigation with 
the local agency. (RCU) 

(b) FBIHQ authority MUST be obtained prior to any use of FBI electronic surveillance equipment 
or personnel in furtherance of any order or authority obtained by state or local law enforcement 
agencies. Should approval be granted for such use, the pertinent local or state order or authority 
MUST contain specific language authorizing FBI participation and specifying whether the 
assistance is for installation, monitoring, or whatever is required. (RCU) 

(c) In requesting FBIHQ authority, the field office is to set forth the following information: (RCU) 

1 . A synopsis of the investigation conducted to date by FBI and the local agency involved, to 
include the date the FBI case was opened, as well as when the joint investigation was initiated. 
(RCU) 

2. the specific SAC comments as to the value of the assistance to the FBI investigation and 
extent of federal control over local electronic surveillance. (RCU) 


3. the exact nature of equipment to be utilized and technical assistance required, and whether the 
equipment is on hand in the requesting division. (RCU) 


4. the specific comments of thd 


as to the complexity of the equipment and 


the ability of the local agency to properly utilize technical equipment requested. (RCU) 


5. that the local agency has valid legal authority under state or local law to conduct the electronic 
surveillance for which equipment will be utilized, to include citation of the specific statute; (RCU) 

6. that the Chief Division Counsel or the Assistant U.S. Attorney has reviewed the affidavits and 
orders to be filed and concurs in their sufficiency; and, (RCU) 


7. that FBI policy in limiting disclosure as set forth in Part 2, Sections 10-10.13 and 10-10.16. of 
this manual, will be honored in any subsequent iocal proceedings. (RCU) 


The above information is to be provided by appropriate communication to the attention of the 
Oneratinnal Tftnhnninnv Division, as well as to either the Criminal Investigative Division or the 


las appropriate. (RCU) 


(d) Any request for FBI assistance in the execution of a locally obtained court order which 

Uill be bandied separately and will require 
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significant justification. Emergency requests for such assistance are to be discouraged and likely 
will NOT be approved. (ROD) 

(3) LOAN OF ELECTRONIC SURVEILLANCE EQUIPMENT TO OTHER FEDERAL AGENCIES. 
(RCU) 

(a) The loan of FBI technical electronic surveillance equipment to other federal agencies is 
permissible on a short- basis. The loan of equipment is subject to availability and must not 
negatively affect the technical investigative capabilities of the FBI. (RCU) 

(b) For agencies of the Department of Justice (DOJ) (e.g., the Drug Enforcement Administration 
(DEA)), material support and assistance, including the loan of technical equipment, should be 
handled on a local level, subject to the provisions stated above in (3)fa) . (RCU) 

(c) For agencies outside the DOJ, requests must be made on a headquarters level, and the 
requesting agency must have appropriate electronic surveillance authority and capability. (RCU) 

(d) All technical equipment provided must be available in existing field office inventory. (RCU) 


CELL/OTD 0Z40S6 


CELLSITE-18404 


FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# I2I2582-I 


Total 

Deleted 

Page ( s ) 

= 130 

Page 

7 ~ 

b3; 

b7E ; 



Page 

8 ~ 

b3; 

b7E; 



Page 

9 ^ 

b3; 

b7E; 



Page 

21 

~ 

b3 ; 

b7E 

r 


Page 

24 

~ 

b3 ; 

b5; 

b7E 

r 

Page 

26 

~ 

b3 ; 

b5; 

b7E 

r 

Page 

27 

~ 

b3 ; 

b5; 

b7E 

r 

Page 

39 

~ 

b3 ; 

b7E 

r 


Page 

40 

~ 

b3 ; 

b7E 

r 


Page 

41 

~ 

b3 ; 

b7E 

r 


Page 

51 


b3; 

b7E 

r 


Page 

57 


b3; 

b5; 

b7E 

r 

Page 

58 


b3; 

b7E 

r 


Page 

59 


b3; 

b7E 

r 


Page 

60 


b3; 

b5; 

b7E 

r 

Page 

61 

~ 

b3; 

b5; 

b7E 

r 

Page 

62 

~ 

b3; 

b5; 

b7E 

r 

Page 

63 

~ 

b3; 

b7E 

r 


Page 

64 

~ 

b3; 

b5; 

b7E 

r 

Page 

65 

~ 

bl; 

b3; 

b5; 


Page 

66 

~ 

bl; 

b3; 

b5; 


Page 

67 

~ 

bl; 

b3; 

b5; 


Page 

68 

~ 

bl; 

b3; 

b5; 


Page 

69 

~ 

bl; 

b3; 

b5; 


Page 

70 

~ 

bl; 

b3; 

b5; 


Page 

71 

~ 

bl; 

b3; 

b5; 


Page 

72 

~ 

bl; 

b3; 

b5; 


Page 

73 

~ 

bl; 

b3; 

b5; 

b7E; 

Page 

74 

~ 

bl; 

b3; 

b5; 

b7E; 

Page 

75 

~ 

bl; 

b3; 

b5 ; 

b7E; 

Page 

76 

~ 

bl; 

b3 ; 

b5 ; 

b7E; 

Page 

77 

~ 

bl ; 

b3; 

b5; 

b7E; 

Page 

78 

~ 

bl; 

b3 ; 

b5 ; 

b7E; 

Page 

79 


bl; 

b3 ; 

b5; 

b7E; 

Page 

80 


bl; 

b3 ; 

b5 ; 

b7E ; 

Page 

81 


bl; 

b3 ; 

b5; 

b7E ; 

Page 

82 


bl; 

b3 ; 

b5; 

b7E; 

Page 

83 


bl; 

b3 ; 

b5; 

b7E; 

Page 

84 


bl; 

b3 ; 

b5; 

b7E; 

Page 

85 


bl; 

b3 ; 

b5; 

b7E ; 

Page 

86 


bl; 

b3 ; 

b5; 

b7E ; 

Page 

87 


bl; 

b3 ; 

b5; 

b7E ; 

Page 

88 


bl; 

b3 ; 

b5; 

b7E ; 

Page 

89 

~ 

bl; 

b3 ; 

b5; 

b7E ; 

Page 

90 


bl; 

b3 ; 

b5; 

b7E ; 

Page 

91 

~ 

bl; 

b3 ; 

b5; 

b7E ; 

Page 

92 

~ 

bl; 

b3 ; 

b5; 

b7E ; 

Page 

93 

~ 

bl; 

b3 ; 

b5; 

b7E ; 



Page 

94 ' 


d 1 ; b3 ; b5 ; 

b7E; 

Page 

95 ' 


d 1 ; b3 ; b5 ; 

b7E; 

Page 

96 ' 


d 1 ; b3 ; b5 ; 

b7E; 

Page 

97 ' 


d 1 ; b3 ; b5 ; 

b7E; 

Page 

98 ' 


d 1 ; b3 ; b5 ; 

b7E; 

Page 

99 ' 


el ; b3 ; b5 ; 

b7E; 

Page 

100 

~ 

bl ; b3 ; b5 ; 

b7E; 

Page 

101 

~ 

bl ; b3 ; b5 ; 

b7E; 

Page 

102 

~ 

bl ; b3 ; b5 ; 

b7E; 

Page 

103 

~ 

bl; b3; b5; 

b7E; 

Page 

104 

~ 

bl; b3; b5; 

b7E; 

Page 

105 

~ 

bl; b3; b5; 

b7E; 

Page 

106 

~ 

bl; b3; b5; 

b7E; 

Page 

107 

~ 

bl; b3; b5; 

b7E; 

Page 

108 

~ 

bl; b3; b5; 

b7E; 

Page 

109 


bl; b3; b5; 

b7E; 

Page 

110 


bl; b3; b5; 

b7E; 

Page 

111 


bl; b3; b5; 

b7E; 

Page 

112 


bl; b3; b5; 

b7E; 

Page 

113 


bl; b3; b5; 

b7E; 

Page 

114 

~ 

bl; b3; b5; 


Page 

115 

~ 

bl; b3; b5; 


Page 

116 

~ 

bl; b3; b5; 


Page 

117 

~ 

Duplicate ; 


Page 

118 

~ 

Duplicate ; 


Page 

119 

~ 

Duplicate ; 


Page 

120 

~ 

Duplicate ; 


Page 

121 

~ 

Duplicate ; 


Page 

122 

~ 

Duplicate ; 


Page 

123 

~ 

Duplicate ; 


Page 

124 

~ 

Duplicate ; 


Page 

125 

~ 

Duplicate ; 


Page 

126 

~ 

Duplicate ; 


Page 

127 

~ 

Duplicate ; 


Page 

128 

~ 

Duplicate ; 


Page 

129 

~ 

Duplicate ; 


Page 

130 

~ 

Duplicate ; 


Page 

131 

~ 

Duplicate ; 


Page 

132 

~ 

Duplicate ; 


Page 

133 

~ 

Duplicate ; 


Page 

134 


Duplicate ; 


Page 

135 


Duplicate ; 


Page 

136 


Duplicate ; 


Page 

137 


Duplicate ; 


Page 

138 


Duplicate ; 


Page 

139 


Duplicate ; 


Page 

140 


Duplicate ; 


Page 

141 


Duplicate ; 


Page 

142 


Duplicate ; 


Page 

143 


Duplicate ; 


Page 

144 

~ 

Duplicate ; 


Page 

145 

~ 

Duplicate ; 


Page 

146 

~ 

Duplicate ; 


Page 

147 

~ 

Duplicate ; 




Page 

148 

~ 

Duplicate ; 

Page 

149 

~ 

Duplicate ; 

Page 

150 

~ 

Duplicate ; 

Page 

151 

~ 

Duplicate ; 

Page 

152 

~ 

Duplicate ; 

Page 

153 

~ 

Duplicate ; 

Page 

154 

~ 

Duplicate ; 

Page 

155 

~ 

Duplicate ; 

Page 

156 

~ 

Duplicate ; 

Page 

157 

~ 

Duplicate ; 

Page 

158 

~ 

Duplicate ; 

Page 

159 

~ 

Duplicate ; 

Page 

160 

~ 

Duplicate ; 

Page 

161 

~ 

Duplicate ; 

Page 

162 

~ 

Duplicate ; 

Page 

163 

~ 

Duplicate ; 

Page 

164 


Duplicate ; 

Page 

165 


Duplicate ; 

Page 

166 


Duplicate ; 

Page 

167 


Duplicate ; 

Page 

168 


Duplicate ; 

Page 

169 

~ 

Duplicate ; 

Page 

170 

~ 

Duplicate ; 

Page 

171 

~ 

Duplicate ; 

Page 

237 

~ 

b5; b6; b7C; 

Page 

241 

~ 

b5; 

Page 

242 

~ 

b 3 ; b 5 ; b 6 ; 

Page 

243 

~ 

b3 ; b5; b6; 


b7E; 

b7E; 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



Emergency Disclosure 
Authorities 




CELL/OTD 01 5731 


CELLSITE-2581 



b3 

b7E 


E.mergency PR/TT 


18 U.S.C. § 3125(a)(1) 


□ Prior DOJ aoDroval reauired fAG. DAG 

. Assoc. AG or anv AAG or anv 

DAAG) 



— - 

DOJ command Center 

1 1 


or OEO (business hours) 




□ Emergencies involving: 

□ Immediate danger of death or serious injury 

□ Conspiratorial activities characteristic of organized crime 

□ (C) an immediate threat to a national security Interest; or 

□ (D) an ongoing attack on a protected computer (as defined in section 
1030) that constitutes a crime punishable by a term of imprisonment 
greater than one year” 

□ 48 hours to Apply for Court Order 18 USC 3125(c) — 

□ “installation and use. without application for the authorizing court 
order within 48 hours of installation shall constitute a violation” 

o If deployed under STATE Emergency PR/TT authority: still must apply for 
Court Order within 48 hours 




I Alternative authority 

Consent: 

1. PR/TT (18 use 3121(b)(3): “Implied Consent” IF 
seeking info from victim’s phone — not e.g., a 
Fugitive’s phone. 


CELL/OTD 015F34 


Emergency Request is use 2702(c)(4) 

Provider nfisy Voluntary Disclose: 

“a record or other information pertaining to a 
subscriber or customer of such service.” 

if provider “in good faith, believes that an 
emergency involving danger of death or serious 
physical injury to any person requires disclosure 
without delay of information relating to the 
emergency.” 

Reporting Requirement : annual report of number 
of accounts and summary basis for voluntary 
“disclosures per 2702td); 

CELL/OTD 0l 5736 


CELLSITE-2586 


CPNI 47 use 222(c)(1) 

□ Carriers must protect (CPNI) “Customer 
Proprietary Network Information” from 
disclosure 

1 . “ Except as required bv law or 

2 . with the approval of the customer” 



CPNI 

□ Customer Proprietary Network Information 
mesns: 47 use 222(h)(1) 

1. Information that relates to type, 

destination, location and amount of use of 
a telecommunication service... and 

2. Information contairied in the bills. . .or telephone 
toll service received by a customer 


b3 

b5 

b7E 


CELL/OTD 015740 


CELLSIT'E-2590 



Civil Liability Protection 18 USC 2707(e) 

□ “A good faith reliance on 

□ Court warrant or order, a grand jury subpoena, a 
legislative authorization or a statutory 

authorization (including a request of a 
governmental entity under section 2703(f) of this 
title) 

is a compBet© defense to any civiD or criminal 
action brought under this chapter or any 




I Civil Liability Protection 18 USC 2703(e) 

No cause of action shall lie in any court against any 
provider of wire or electronic communication 
service, its officers, employees, agents, or other 
specified persons for providing information, 
facilities, or assistance in accordance with the 
terms of a court order, warrant, subpoena, 

stattutorv authoirizataoo. or certification under 
this chapter. 


2002 Amendment Subsec. (e). Pub.L. 107-296. 
225(h)M^. inserted ", statutory authorization' 







1 Provider Immunity 

Voluntary disclosure under 2702(c) statutory authority 
of records or other information in Good Faith 
reliance based on LE representation that an 
emergency circumstance required disclosure 
without delay. 




b3 

b5 

b7E 


Phone Records on Internet 


□ 18 use 1039 (Jan 2007) now criminal 
violation to Obtain confidential phone records 
information through Fraud or relative activity. 



CELL/OTD 015745 


CELLSITE-2594 



QUESTIONS? 



CELLSITE-2595 


AL L IMFOBMailOH CTHmiHED 

HEREIN IS rorciAssiriED 

DATE 11-1€-2012 BY €5173 Ilii#g®il 


WITT: Wireless Intercept & 
Tracking Team 


A Cell Site Simulator 


i 


Wireless Tracking Execution 

Wireless tracking will be executed as follows: 


b3 

b7E 


CELLSITE-2597 



WITT Missions 

WITT supports two types of missions 








Pen Register Device: 18 USC 3127(3) 


Old Definition 


New Definition 


□ "pen register" means 
a device which 
records or decodes 
electronic or other 
impulses which 
identify the numbers 
diaied or otherwise 
transmitted on the 
teiephone iine to 
which such device is 
attached.... 


□ "pen register" means a device or 
process which records or decodes 
dialing, routing, addressing, or 
signaling information 
transmitted bv an instrument or 
facility from which a wire or 
electronic communication is 
transmitted, provided, however, 
that such information shall not 
include the contents of any 
communication. . . . 


CELL/OTD 01570? 


CELLSITE-2,603 


b7E 


USA Patriot Act Definition 

DOJ/CCIPS & OEO : 

a cellphone is an “instrument or facility 
from which a communication is 
transmitted” 

A device that captures any “Signaling 
information” transmitted by cellphone” is a 
“pen register device” 

^ “signaling information”: any non-content information 
“transmitted by” a telephone instrument 

^ Hence a PenRegister Order is required to use WITT 





WITT Pen Register- 

lEST PRACTICES: 



015709 


CELLSITE-2605 





Dismotion of Service: 


18 use 3124: requires that a pen register be implemented with 
“minimum of interference” to those accorded service- 


i!£X!SlS££l2: 


rohibits interference wixn ceiiuiar rreauencies 


CELL/OTD 015710 







Puree Non-Tareet Data 


Legitimate reasons for purging: 

□ Avoid retaining data on innocent users: preserve Amendment rights & 
Minimize non-target data 



U.S. V. Baizano . 687 F.2d 6 (1®^ Cir 1982) (USSS Nigra recording, re-recorded 
onto device, but lost “original” removable medium — destruction of original 
recording on the device was not done in bad faith b/c nature of equipment and 
agency practice was such that original was erased in the re-recording process) 




I Alternative authority 
Consent (18 USC 3121(b)(3)) “Implied 

Consent” if seeking info from victim’s phone — not 
e.g., a Fugitive’s phone. 

Voluntary Disclosure by Provider (18 DSC 

2702(c)(4)) : if provider in good faith believes that an 
emergency involving immediate danger of death or serious 
physical injury to any person requires disclosure without delay of: >=3 
“a record or other information pertaining to a subscriber or b?E 

customer of such service.” 



14^^ Amendment Privacy Interest 



□ like dialed numbers voluntarily conveyed to the phone company 
and “exposed” to its equipment in the normal course of business. 

Smith V. Maryland. 442 U.S. 435, 744 (1979). 

□ no legitimate expectation of privacy in information knowingly conveyed to a third 
party 

a In re Digital Analyzer found “[n]o logical distinction between telephone numbers 


called and a party’s own telephone number (or ESN number), all of which are b 5 

regularly voluntarily exposed and known to others. 885 F. Supp. at 199 (citing Smith bVE 
V. Maryland . 442 U.S. 735, 742-45 (1979)). 






< 


4* Amendment Privacy Interest: Cons 

b3 

b5 


What if phone located in a Residence? 



a See Kvilo v. United States . 533 U.S. 27 (2001 ) (use of thermal imager to measure heat 
emitted from home constituted a search in part because there was no objective reason for 
the home owner to know that a device would be routinely used to detect and measure heat 
emitted from his home). 



n See, e.g.. United States v. White . 401 U.S. ,745, 752 (1971) (plurality opinion) (party to 
conversation accepts the risk that his listener mav betrav his confidences): Hoffa v. United 
Slatas. _3.83Ji.B^93^-3J^^^^^ ^ 


CELL/OTD 015714 


CELLSITE-2610^ 




STATE Authority triggers Loan of ELSUR: 



■ b7E 

□ Agents neea i-eaerai Approval to assist when conducting surveillance 
pursuant to a State Authority so that they are within Scope of Federal 
Employment when either providing equipment and/or as sistance: 



CELLSITE-2611 





















Subject: Loan of Technical Equipment 


UNCLASSIFIED 

NON-RECORD 



Based on what we are reading, we believe the Director has the ability to delegate his authority to SACs based on q 
the followinq: 



UNCLASSIFIED 


CELL/OID 009130 
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CELLSITE-2733 

C£LL/0TD 0i 





rj j 




Do you want me to set up some meetings 




bn this or with ■ 


^ELL/OTD 1 017423 


CELLSITE-2734 











bl 

b3 

b6 

b7C 


ey players on the availability of sharing some of the below 


bl 

b3 

b5 

b7E 


CELLSITE-2735 
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CELLSITE-2736 



'e need to keep the group 


tv 


Thanks, 


Operational T echnology Division 


Due to space limitations in the conference roomsJ 
very small. Lets keep it to one SME per unit per fey 


b6 

b7C 


DERIVEB-FRQIVI: Multrete-Soufces 

DECLASStPr^Nf^D2ee402^ 

SECRET//NOFORN 


~DERtVE9-FRQM: Mujtwle-SofnrceT 

DECLASStFY^N: 20200402 ^ 

SECRET//NOFORN 


~DEFmirED-EROM: Multiole-Sotn-Se^ 

DECLASSlF¥-0t^T^Q2OO4Q2 

-SECRET//NOFORN 


~DER1VED-FRQM: Multiplfi-SoufCCT 
DECLASSHW^CTir^02OO4e2^ ^ 

SECRET//NOFORN 

f'ELL/OTD 017^26 

~ ~DERtVEB-FROM: Multiole-Sonirces^ 

DECLASStFY^:^02004e2^ ^ 

SECRET//NOFORN 
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CELLSITE-.2737 






I've added 


in the Spectrum Management Support Group to this distribution as she is the 


FBI's representative with NTIA and may have some thoughts to add to mine. 


From: 

Sent: 

To: 

Cc: 

Subject: 


FriHa'/ rirtnhor m OflllQ AM 









SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b3 

b6 

bVC 

b7E 


OGC in the "Legislative" process addressing just this issue.. I will defer to 
working the issue. 


Bs she is the legal authority 


I | can you provide some guidance and direction.. Specifically, until the new legislation goes forward and is 
approved what type of Court Order is necessary.. 


SS/ 

UnitVFfief 

Tracking Technology Unit 
Onarafinnal Tar.hnnlngy Division 


From: 


Sent: Thursday, October 01, 2009 1:08 PM 


To: 


Cc: 


Subject: 

FW: 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




1 spoke with 



per the below message abou 


deployments should this be desired. 


If you have any insight.onto 


b3 

b5 

b6 

b7C 

b7E 


1 left the conversation with the fact than 
worked out with you two. ^ 


but requested that legal issues or policies be 


Anyways, this has been of interest for some time now... and is a big issue in 


From: 


Sent: 

Thiiredav. Atinii<^ 97. PflOQ 17-4T PM 

To: 


Subject: 

I 




534 
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CELLSITE-2738 









SENSITIVE BUT UNCLASSIFIED 

NON-RECORD b3 

b5 

b6 

b7C 


Hello 1 got yourname from 



T 

1 

a tAst hPiH Wp arp wnrkinni | 

1 would like to talk to you concerning the 

implementation. Thankd 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


E L 


'7'' ic“ •■sz I 
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CELLSITE-2739 



I've added n the Spectrum Management Support Group to this distribution as she is the 

FBI's representative with NTIA and may have some thoughts to add to mine. 



OGC in the "Legislative" process addressing just this issue.. I will defer t 
working the issue. 



s she is the legal authority 


|Can you provide some guidance and direction.. Specifically, until the new legislation goes forward and is 

approved what type of Court Order is necessary.. 



Unit Chief 

Tracking Technoiogy Unit 



From: 

Sent: 

To: 

Cc: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b3 
b5 

b6 

I spoke Witt per the below message about If you have any insight onto b 7 C 

any legal orwnai is required, please forward, i'll be available in capacity to obtain equipment and help with any b7E 

deployments should this be desired. 

I left the conversation with the fact that 
worked out with you two. 


but requested that legal issues or policies be 




Anyways, this has been of interest for some time now... and is a big issue in 

CELtxOTD 


OK rszr 


CELLSITE-2741 








SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 




c' "'Sii;, a 

niu'*’ Huitr ‘W*' 
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CELLSITE-2742 





ALL IHF:.W‘V.i I I :-;i • n 

HE.REIN IS rn, 

DATE j: -ML:: :;.:i 


From: 

Sent: 

To: 

Cc: 

Subject: 


Importance: 



b3 

b5 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


All - this rplatpc^ tn| 

on 


OGC is trying to get through the department. I believe you’ve been working with 
It, but dO hot KhOW who else might need to see it. We need comments ASAP. I can provide additional 
UNET as to what the proposal was and what this is in response to, but you can see the general comments 


information on 
we made and NTIA's response to each. 


From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 


Tiip<;dav. .<^pnrpmhpr ?Q. PflOQ PM 


NTIA Responses to DOJ Comments on| 
High 


1 


I- IMMEDIATE (6pm tonight!) Deadline 


UNCLASSIFIED 

NON-RECORD 


b3 

b5 

b6 

-b7C 

b7E 



NTTA Response to 
DOJ Comments ... 


DOJ has routed this with an extremely tight deadline. 


The attached are NTIA responses to DOJ's proposed comments onj 
bill. 


pnd the Commerce Department letter on the 


DOJ components are requested for comment or "no comment" by the deadline. 

I apologize for the ridiculous deadline - but at the moment. I'm being told "No extensions"... 


Thank vou 
FBI OCA 


UNCLASSIFIED 


UNCLASSIFIED 

CELL/OTD 017539 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY 

* To: Operational Technology From: Operational Technology 

Re: 319X-10-HQ-A1487709 - OTD, 10/02/2010 


(U) Ob jective I: Ensure all FBI Field Offices 

involved with the |__[WITT Regional Program are supplied with 
policy, direction, and all current capabilities required to meet 
all deployment requirements . 


(U) Performance Measurement I: Objective 

performance will be measured/monitored through conference and 
working group meetings, along with feedback. Statistical 
accounting shall also be incorporate d to track the success o f all 
programs that are being supported by I 


(U) Objective III; 


(U) Performance Measurement I: Objective 

performance will be measured/monitored through clearly 
communicated customer requirements and feedback. 


b7E 


♦♦ 


UNCLASSIFIED//FOR OFFICIAL USE ONLY 
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CELLSITE-15118 




Classification: UNCLASSIFIED//LES/FOUO 


□ please use this latest template for our approval letters: 


I lapproval 
template 08282... 


b6 

b7C 

b3 

b7E 


Classification: UNCLASSIFIED/ /LES/FOUO 
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■M*L INIt-PlillTICN 
HEKEIN IS UHClASSiriED 

DATE 11-19-2012 BY 65173 ISffl/STi\ 


Legal Update 


Science & Technology Law Unit, OGC 



CELL/OTD 015747 


■ CELLSITE-15121 




Agenda 

□ Geolocating; 

□ Cellular “GPS” v. CellSite data 

□ WITT^ I b7E 

□ Role of 3'"'^ Party-provider & 4*'^ Amendment 

□ Emergency Disclosure 

□ Prospective vs. Stored 

□ Records vs. Contents 

□ Authorities & Immunity 

□ Warshak (6*h Cir) 

□ 4*^ Amendment & Stored Content 

□ Role of 3'"'^ Party-Provider 

□ Ramifications: e.g., PCTDD-content 


Locating a Cell Phone 

1. Cell Site Data — tower/sector 

2. Witt - -W ireless Intercept & T racking 

Team: i.e.J H 

3 . Geolocation — from provider 

1. Handset-based (GPS) 

2. Network-based (signal strength 
triangulation) 
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Cell site Court Decisions 

1. CAL E A prohibits collecting location 
information “solely pursuant” to a PR/TT 

2. 18 use 2703(d) (stored communication act) 
only applies to historical records; can’t 
authorize prospective disclosure of location 
information for “records” that don’t yet exist. 
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Access to Historical Location Data 


□ Past tower/sector records available using 
2703(d) order 



□ Historical GPS data typically does not exist 

□ some exceptions exist, such as “kiddie-tracking” 
phones where logging is expressly part of service 
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GEOLocation Data — ^E911 

□ FCC “Enhanced 911” mandate requires 
wireless telephone carriers to be able to 
deliver certain location data for 91 1 calls 

□ Carriers implement this capability in 
either of 2 ways: 

□ “Handset solution”: GPS 

□ FCC requires accuracy: 

o to 50 meters for 67% of calls 

□ to 1 50 meters for 95% of calls 

□ “Network solution”: Triangulation 

□ FCC requires accuracy: 

□ to 1 00 meters for 67% of calls 
o to 300 meters for 95% of calls 
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^‘Tracking Devices”: 

Rule 41 and 18 U.S.C § 3117 

□ Rule 41 amended 12/1/06 to add procedures 
for use of “tracking devices” (R. 41(b)(4)) 

□ Cross-reference to § 31 17 definition 

□ “an electronic or mechanical device which permits 
the tracking of the movement of a person or 
object” 



□ Warshak 6*^ Cir 

1 . 4**^ Amendment & Stored 
Content 

2 . Role of 3'^'* Party-Provider 

3 . PCTDD-content 
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Stored Contents 


Warshaj^6‘h Cir. (June 18, 2007) 

□ Mail/wire fraud investigation of owner of Berkeley Premium 
Neutaceuticals, Inc.; compelled stored emails — older 
than 180 davs--w/ 2703(d) order & delaved notice 
under (2703(b)(1)(B)). 

4**^ Amendment requires 

1. P/C for warrant; 

2. Reasonableness for Subpoenas; why: 

1. b/c there’s prior notice w/ Subpoenas and so may be 
challenged before disclosure made; or 

2. When disclose info to 3'^'' party, no REP vis-a-vis that 
3 '^^ party b/c one disclosing assumes the risk that 3'’'^ 
party may disclose the “shared information” 


□ Issue: whether user maintains REP in emails vis-a-vis 



Warshak . stored email (cont.) 

Holding : Enjoined gov’t from compelling disclosure from provider of stored 

emails unless : 

1. P/C based warrant — particularly describing emails subject to 
search (2703(a)); 

2. Prior notice to subscriber and ct order under 2703(d); or 

3. ISP has: “complete access” & actually relies on & uses 
this access in the “normal course of business” 

1 . Gov’t can show specific & Articulable facts that — e.g.,if in 
Terms of Service, e.g., ISP notified customer & also utilized its right 
to “inspect, monitor and audit the content of emails” then NO REP 

2. Mere ability to access is not enough to waive REP. 

3. Scanning/screening all email for viruses, spam, impressible 
conduct (e.g., pornography) does not diminish REP, b/c automated 
process--No human review & analogous to post office scanning for 
drugs or explosives — i.e. like a drug-dog sniff 

Query would this theory permit the Gov’t to use keyword 

screening for pornography or other illegal activity on the ground 
that It doesn’t infringe a REP? 
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■ PCTDD -Content 


ISSUE: Does 4‘^ Amendment bar collection of PCTDD-Content 
pursuant to PR/TT & absent P/C-asked the EDNY MJ 

1 . Role of 3''^* party: Gov’t argued no REP in PCTDD-content b/c 
providers have ability to access such “diaied number” data in 
ordinary course of business when required, e.g.. to investigate 
fraud, misuse, etc.; so user assumes the risk that provider can and 
wiii access. 


b5 


2. Gov’t also argued the limited nature of communicative value of 
“numerical communications” reduces REP, so when coupled with 
knowing disciosure to provider and provider’s access/use to process 
data = no REP so PR/TT standard “reasonable” for 4**^ amendment 


purposes. 



peolocation Data 

Role of Party-provider & 4**^ Amendment 

□ Warshak STD : “complete access” & 
actually relies on & uses this access 
in the “normal course of business” 


□ CellSite data: yes 


□ Cellular 

“GPS” & triangulation: 



□ WITT & 
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- Voluntary Disclosures 

■ Pr ospective Cell Site Lo cation data 

■ Protecting Sensitive Techniques 





Old Definition 

■ "pen register" 
means a device 
which records or 
decodes electronic 
or other impulses 
which identify the 
numbers dialed or 
otherwise 
transmitted on the 
telephone line to 
which such device 
is attached.... 



■ "pen register" means a device 
or process which records or 
decodes dialing, routing, 
addressing, or signaling 
information transmitted bv an 



which a wire or electronic 
communication is 
transmitted, provided, 
however, that such 
information shall not include 
the contents of any 
communication. . . . 
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CELL^OTD 024sq^ 


§ 3127 Pen Register device or process: 

- “records or decodes dialing, routing, addressing, or signaling 
information 

- transmitted by an instrument or facility from which a wire or 
electronic communication is transmitted” 


O 


o 

\ 

I 

lii 
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DOJ/CCIPS: 





STATE LAW FUGITIVES: 


" U.S. Marshals (including FBI agents serving as deputy marshals) 

are authorized to investigate fugitive matters "as 
directed by the Attorney General." 28 use 566(e)(1)(B) 


- Includes pursuit of fugitives wanted on state warrants when 
done pursuant to a "special apprehension program" (e.g., 
Fugitive Investigative strike teams) approved by the Attorney 
General; 


- IF the investigation of a state fugitive is conducted pursuant 
to such an authorized "special apprehension program" then 
the US Marshall is, in effect, executing "federal law" within 
the State; AND 

- USMS “May exercise the same powers which a sheriff of the 
State may exercise in executing the laws thereof (28 use 

564), INCLUDING the power to arrest a state law fugitive 

■ DOJ, Office of Legal Counsel memo to FBI, General Counsel: 

“Authority to Pursue Non-Federal Fugitives” (Feb. 21,1 995). 
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t 




■ Agents of the Unites States Marshals Service have 
sole and inherent authority among federal law 
enforcement to pursue non-federal fugitives. 28 
U.S.C. § 566(e)(1 )(B). Pursuant to the Attorney 
General’s National Anti-Violent Crime Initiative, the 
Presidential Threat Protection Act of 2000 (Pub. L. 
106-544), and the Department of Justice Policy on 
Fugitive Apprehension (Aug. 11, 1988), when 
participating on a task force duly-sanctioned by a 
U.S. Attorney’s Office, the Service is allocated federal 
funds and is expressly tasked with investigating and 
apprehending violent or otherwise significant state 
fugitives. No federal charge, such as Unlawful Flight 
to Avoid Prosecution, is necessary. 


CELLSITE-2813 



An FBI agent serving as a Deputy US 
Marshall could also arrest a state law 
fugitive under the same lawful authority. 


■ BUT if not deputized. FBI agents have the 
authority to investigate/arrest state law 
fugitives ONLY 


■ if there is a reasonable indication that the state 
law fugitive will violate the Fugitive Felons Act ( 
FFAorUFAP), 
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BEST PRACTICES: 















Wireless intercefit unif frad% Tern 


WITT Function vs. 
Location (Tower/Sector) data 

li., from Provider 
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CELUOm 0Z4524 


■ Compare. United States v. Van Horn . 789 F.2d 1492 (1 1th Cir.), cert. 
denied . 479 U.S. 854 (1986) (concealed microphone in office, defendant 
sought information about location of device claiming necessary to 
demonstrate that voices on tape could have been distorted by way mic was 
hidden and the distortion led to misidentification of the voice), recognized a 
qualified government privilege not to disclose sensitive investigative 
techniques. bs 


■ With United States v. Foster . 986 F.2d 541 , 543 (D.C. Cir. 1 993) 

(defendant sought location of observation post: officer’s observation of drug 
transaction was key evidence implicating defendant; surveillance not taped 
or photographed, so no alternative evidence for jury to examine to determine 
whether surveillance post provided clear view from which officer could make 
accurate identification of defendant). 3 ^ 
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■ U.S. V. Garev. 2004 WL 2663023 (M.D.Ga. Nov. 15, 2004) 

- Defendant sought nature & details of pen register used to 
determine the geographical location of a cellular phone 

- Court found the information protected by qualified investigative 
techniques privilege & national security privilege 

- Balanced government’s interest in maintaining privilege with 
Defendant’s need for the information 

■ Defendant had the Product of the Surveillance : the 

cellphone used in making threatening calls was found in b5 
defendant’s house during search of residence; 
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Contact Info: 

] 1 

ASSISTANT GENERAL COUNSEL, 

Science &Technology Law Unit, 

Office of the General Counsel 

•DOJ (CCIPS): www.cybercrime.gov 
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Cellular Tracking 
Legal Issues 





■ DOJ’s Policy on Cellsite Simulators: Pen Register Device (18 U.S.C. § 
3127 ( 3 )) 

- BEST PRACTICES 

■ Emergency Pen Register Authority 

- Federal v. State Orders 

- Voluntary Disclosures 


■ Loan of ELSUR Policy 



■ GPS/Triangulation from provider 

■ Pr otecting Sensitive T echniques 
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Old Definition 


■ "pen register" 
means a device 
which records or 
decodes electronic 
or other impulses 
which identify the 
numbers dialed or 
otherwise 
transmitted on the 
telephone line to 
which such device 
is attached.... 


New Definition 

■ "pen register" means a device 
or process which records or 
decodes dialing, routing, 
addressing, or signaling 
information transmitted bv an 
instrument or facility from 
which a wire or electronic 
communication is 
transmitted, provided, 
however, that such 
information shall not include 
the contents of any 
communication. . . . 





Potential disruption of service to phones while temporarily registered 
with government device during active interrogation. 

- 47 U.S.C. § 333 prohibits interference with cellular 



- 18 use 3124: requires that a pen register be 
implemented with “minimum of interference” to bs 

those accorded service- 





STATE LAW FUGITIVES: 


■ U.S. Marshals are authorized to investigate fugitive 
matters "as directed by the Attorney General." 28 use 

566(e)(1)(B) 

- Includes pursuit of fugitives wanted on state warrants when 
done pursuant to a "special apprehension program" (e.g., 
Fugitive Investigative strike teams) approved by the Attorney 
General; 

- IF the investigation of a state fugitive is conducted pursuant 
to such an authorized "special apprehension program" then 
the US Marshall is, in effect, executing "federal law" within 
the State; AND 

- USMS “May exercise the same powers which a sheriff of the 
State may exercise in executing the laws thereof (28 use 

564), INCLUDING the power to arrest a state law fugitive 

■ DOJ, Office of Legal Counsel memo to FBI, General Counsel: 
“Authority to Pursue Non-Federal Fugitives” (Feb. 21,1 995). 


Wirelsss fntertept and Tfatkmg Turn 


WITT Function vs. 
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3G / 4G: A general term tiiat refers to new wireless technologies which offer increased capacity 
and capabilities delivered over digital wireless networks. 

Air Interface: The operating system of a wireless network. Technologies include AMPS, TDMA, 
CDMA, GSM and iDEN. 

AMPS: Advanced Mobile Phone Service (AMPS) is the original analog “cellular" senrice 
transmission standard first deployed.in the United States, still used as a default standard for 
cellular systems in the U.S., and in some regions around the world. , 

Analog: The traditional method of adapting radio signals so they can carry information. AM 
(Amplitude Modulation) and FM (Frequency Modulation) are the two most common analog 
systems. Analog has largely been replaced by digital technologies, which are more secure, 
more efficient and provide better quality. 

Antenna: A device for transmitting and receiving radiofrequency (RF) signals. Often 
camouflaged on existing buildings, trees, water towers or other tall structures, the size and 
shape of antennas are generally determined by the frequency of the signal they manage. 

App (Application): Downloadable tools, resources, games, social networks or almost anything 
that adds a function or feature to a wireless handset which are available for free or a fee. 

Base Station: TTre central radio transmitter/receiver that communicates with mobile telephones 
within a given range (typically a cell site). 

Bluetooth: The name for a technological standard (a communications protocol) that enables 
mobile devices equipped with a special chip to send and receive Information wirelessly. Using 
Bluetooth, electronic devices such as desktop computers, wireless phones, electronic 
organizers and printers can communicate over short-ranges using the 2.4 GHz spectrum band. 

Bonded copper: Aggr^ating DSL circuits together to boost throughput. 

BREW: Binary Runtime Environment for Wireless is a service application developer’s platform. 
The BREW platform was introduced by QUALCOMM in 2001 to provide developers with the 
ability to create a wide variety of applications that users can download wirelessly via any 
BREW-enabled handset. Thanks to common standards, software applications will automatically 
woifr on new dewce models. 

Broadband: A transmission facility having a bandwidth (capacity) sufficient to carry multiple 
voice, video or data channels simultaneously. Broadband is generally equated with the delivery 
of increased speeds and advanced capabilities. Including access to the Internet and related 
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services and facilities. 

BTA (Basic Trading Area): A geographic area designed by Rand McNally to reflect business 
centers, and adopted by the FCC for the licensing of Personal Communications Services and 
some other wireless senrices. BTAs are composed of several neighboring counties associated 
by business and commuting patterns. The U.S. is divided into 493 BTAs. 

Carrier: Also known as a service provider or network operator, a carrier Is the communications 
company that provides service to end user customers or other earners. Wireless carriers 
provide their customers writh service (including air time) for their wireless phones. 

Cache (or Cookie): Many websites store the initial visit so that v/hen the mobile device user 
visits again, the data from the same website can appear faster. 

CDMA (Code Division Multiple Access): A technology used to transmit wireless calls by 
assigning them codes. Calls are spread out over the widest range of available channels. Then 
codes allow many calls to travel on the same frequency and also guide those calls to the correct 
receiving phone, in the U.S., COMA earners include: Alaska Communications System, Carolina 
West, CellCom/nS^ht, Bluegrass Cellular, Leap Wireless, Sprint, U.S. Cellular and Verizon 
Wireless. 

CDMA2000 1XRTT: The first step in the evolution to 3G Is cdma2000 1X, which Improves 
packet data transmission capabilities and speeds in the network, and also boosts voice 
capacity. (Speed of up to 307 kbps.) 

CDMA2000 1XEV-DO (Evolution Data-Only); CDMA2000 1XEV represents the second step in 
the evolution of CDMA2000. (Commercially launched in 2001 , offers data speeds of up to 2.4 
Mbps. 


CDMA2000 1XEV-DV (Evolution Data-Voice): CDMA2000 1XEV represents the next step in 
the evolution of CDMA2000. Approved by the international Telecommunications Union (ITU), a 
standards body based in Geneva, as a 3G technology to provide data and voice servicres 
together, with data rates of up to 3.09 Mbps. 

Cell: The basic geographic unit of wireless coverage. Also, shorthand for generic industry term 
"cellular." A region is divided into smaller "cells," each equipped with a low-powered radio 
transmitter/receiver. The radiolrequencies assigned to one cell can be limited to the boundaries 
of that cell. As a vwreless call mbves from one cell to another, a computer at the Mobile 
Telephone Swtehing Office (MTSO) monitors the call and at the proper time, transfers the 
phone call to the new cell and new radio frequency. The handofr Is performed so quickly that It’s 
not noticeable to fire caKers. 

Cell Site: The location where a wireless antenna and network communications equipment is 
placed in order to provide virireless service In a geographic area. 
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Cell Splittings A means of increasing ttie capacity of a wireless system fay sufadividing one celt 
into two or more smaller ceils. 

Channel/Circuit: A communications pathway that may take the form of a connection 
established overvwreless, wired, or fiber optic facilities. 

CSD (Circuit Switched Data): One technological approach used for the exchange of data. A 
circuit connection is made that is exclusively reserved for the individual's use. This can be 
inefficient, as many communications do not require a dedicated communications channel, and 
offers only brief connectivity primarily used for the transmission of short messages. 

CMRS (Commerciai Mobile Radio Service) Provider: An FCC designation for any wireless 
carrier or license owner whose viw'ieless service is connected to the public switched telephone 
network and/or is operated for profit Wireless services that are offered to the public are 
classified as CMRS, unlike private systems which are classified as “Private Mobile Services." 

Co-Location: Placement of multiple antennas at a common site. Some companies act as 
brokers or celt site managers, arranging cell sites and coordinating many carriers' antennas at a 
single cell site. 

Common Short Codes (CSC): Five- or six-digit numbers which allow wireless devices to send 
text messages for value-added services such as tele-voting campaigns, mobile coupons, 
charitable donations and other programs. 

Contract Plan (Post-Paid): The most popular cell phone plan in wmich a subscriber agrees to a 
contract for certain period of time, usually a year or two and in exchange, the carrier provides 
the customer wth a lower monthly rate and subsidized handset. There may be a fee if you want 
to cancel foe contract before it expires, also known as an “early termination fee." CTIA 
developed a voluntary Consumer Code to help consumers make informed choices when 
selecting their wireless service. 

Digital: Technological approach that converts signals (including voice) into the binary digits 'O' 
and ‘1’. This data is compressed, and then transformed into electronic pulses for a wired 
network, optical light waves for fiber optic networics or radio waves for wireless networks. Digital 
wireless technology has largely superseded analog technology, because digital delivers more 
capacity and supports more applications, as well as offers better sound quality, and more 
secure signals. 

DSL (Digital Subscriber Line): A digital line connecting the subscriber’s terminal to the serving 
company’s central office, providing multiple communications channels able to carry both voice 
and data communications simultaneously. 

Dual Band: A vwreless handset that works on more than one spectrum frequency, e.g.. In the 
800 MHz frequency and 1900 MHz finequency bands. 
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EDGE: Enhanced Data Rate for Global Evolution is an evolutionary step in the GSM- 
develbpment path for ^ster delivery of data, delivered at rates up to 384 Kbps. The standard is 
based on the GSM technology platform and uses the TDMA approach (see TDMA, below). 

ESN (Electronic Serial Number): The unique serial identification number programmed into a 
wireless phone by the manufacturer. Each time a call is placed, the ESN is transmitted to a 
nearby base station so the wireless carrier can validate ^e call. The ESN differs from the 
Mobile Identification Number, which identifies a customer's wireless phone number. MINs and 
ESNs are electronically monitored to help prevent fraud. 

Evolution-Data Optimized (EVDO): The third generation CDMA technology. The U.S. had 74.6 
million subscribers in 4Q 2009 out of 124.6 million (or 23 percent of all subscribers). This means 
the U.S. had 60 percent of all EVDO subscribers in the world. 

Federal Communications Commission (FCC): An independent U.S. government agency 
responsible with regulating interstate and international communications by radio, television, 
wire, satellite and cable. This includes all aspects of the wireless industry sudi as devices, 
policies, programs and outreach initiatives. 

Facility-based Wireless Carrier: A provider of wireless services that owns the physical 
network used to deliver those services. See contra MVNO, a provider that leases capacity on a 
facilities-based provider network. 

Federal Regulatory Fee: Annual communications regulatory fees as mandated by Congress. 
The fees require the FCC to recover the regulatory costs associated with its enforcement, policy 
and rulemaking, user information, and International initiatives. 

Federal Trade Commission (FTC): The only federal U.S. agency with both consumer 
protection and competition jurisdiction in broad sectors of the economy. The FTC pursues 
vigorous and effective law enforcement; advances consumers' interests by sharing its expertise 
with federal and state legislatures and U.S. and international government agencies; develops 
policy and research tools through hearings, workshops, and corrferences; and creates practical 
and plain-language educational programs for consumers and businesses in a global 
marketplace vrith constantly changing technologies. 

Femtoceli; A small cellular base station or access point that is used in homes or offices to 
deliver wireless traffic to service providers via pre-existing broadband connections. This allows 
for improvement of coverage In small.(typically Indoor) areas vwthout requiring the addition of 
new full-sized cellular sites. 

FDD (Frequency Division Multiplexing): Frequency-division multiplexing Is a method in which 
numerous signals are combined for transmission on a single communications channel. Eadi 
signal Is assigned a different frequency (subchannel) within the main channel. 

Filters: Most wireless carriers provide parents vtrith the ability to filter internet content accessed 
on a vMreless phone on their network. 

GPRS (General Packet Radio Service): A packet technology approach that enables high- 
speed wireless internet and other GSM-based data communications. It makes very efficient use 
of available radio spectrum for transmission of data. 
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GPS (Global Positioning System): A worldwide satellite navigational system, made up of a 
constellation of satellites orbiting the earth and their receivers on the earth's surface. The GPS 
satellites continuously transmit digital radio signals, with information used in locaton tracking, 
navigation and other location or mapping technologies. 

GSM (Global System for Mobile Communications): A technological approach also based on 
dividing wireless calls into b'me slots. GSM is most common in Europe, Australia and much of 
^ia and Africa. Generally, GSM phones from the United States are not compatible with 
international GSM networks because the U.S. and many other nations use different frequencies 
for mobile communications. However, some phones are equipped with a multi*band capability to 
operate on such other frequencies. In the U.S., GSM earners include: AT&T, DoCoMo Pacific, 

GCI Communications, TerreStar, Westlink and T-Mobile. 

Handoff: Tlie process when a wireless netwoil; automatically switches a mobile call to an 
adjacent cell site. 

HSCSD (High Speed Circuit Switched Data): In using HSCSD a permanent connection is 
established between foe called and calling parties for the exchange of data. As it is circuit 
switched, HSCSD is more suited to applications such as videoconferencing and multimedia than 
bursty' type applications such as email, whiefo are more suited to packet switched data. 

HSPA (High Speed Packet Access): The third generation of GSMA technology. The U.S. had 
24 million subscribers out of the 200 million total which means the U.S. had 24 percent of all 
HSPA subscribers in the world for 2Q 2009. 

iDEN (integrated Digital Enhanced Network): A specialized mobile technology that combines 
two-way radio, telephone, text messaging and data transmission into one digital network. IDEN 
is designed to give usere quick access to infomnation on a single device. Introduced by Motorola 
and used by AirTel Montana, Nextel Communications, Nextel Partners, and Southern LINC 
Wireless, among others. 

interconnection: Connecting one network to another, such as a wireless network to a local 
telephone company's wireline network. 

Interoperability: The ability of a network to coordinate and communicate with other networks, 
such as two s^tems based on different protocols or technologies. 

LAN (Local Area Network): Is a small data network covering a iimited area, such as a building 
or group of buildings. Most LANs connect workstations or personal computers. This allows 
many users to share devices, such as laser printers, as well as data. The LAN also allows easy 
communication, by facilitating e-mail or supporting chat sessions. 

Location Based Services (LBS): An information, advertising or entertainment service that 
uses the geographical position of a cell phone. CTIA developed voluntary Best Practices and 
Guidelines for Location-Based Services to promote and protect user privacy. 

LTE (Long Term Evolution): The next-generation network beyond 3G. In addition to enabling 
fixed to mobile migrations of Internet applications such as Voice over IP (VoIP), video 
streaming, music downloading, mobile TV and many others, LTE networks will also provide the 
capacity to support an explosion in demand for connectivity from a new generation of consumer 
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devices tailored to those new mobile applications. 

Machine-to-Machine (M2M): Applications or mobile units that use wireless networks to 
communicate vrith other machines. These applications may include telemetry and telematic 
devices, remote moniton'ng systems (e.g. smart grid, healthcare, transportation, etc) and other 
devices that provide status reports to businesses’ centers (e.g. operations, traffic management, 
data management, etc). 

Megahertz (MHz): Is a unit of frequency equal to one million hertz or cycles per second. 
Wireless mobile communications within the United States generally occur in the 800 MHz, 
900MHz and 1900MHz spectrum frequency bands. 

mHealth (Mobile Health); The use of mobile devices and technology in health care. This 
indudes text message reminders to prompt them to take medication, follow a certain diet, 
engage in physical activity, check glucose levels, monitor blood pressure and more. It can also 
be used to monitor patients' health and hack and guide self-care beyond the doctors’ offices. 

mLearning (Mobile Learning): Education tiiat takes advantage of the opportunities mobile 
devices provides, including not being prohibited by location. This indudes sending text 
messages for in-dass participation or voting, accessing the mobile internet for information or 
conducting homework assignments. 

MIN (Mobile Identification Number): The MIN, more commonly known as a wireless phone 
number, uniquely identifies a wireless device within a wireless carriers network. The MIN is 
dialed from other wireless or wireline netvyorks to direct a signal to a specific wireless device. 
The number differs from the electronic serial number, which is the unit number assigned by a 
phone manufadurer. MINs and ESNs can be electronically chedced to help prevent fraud. 

MSA (Metropolitan Statistical Area): One of the 306 urban-centered cellular senrice areas 
based on the largest urban markets-as designated by the U.S. government in 1980. Two 
“cellular” service operators are licensed in each MSA. 

MTA (Major Trading Area): A geographic area designed by Rand McNally to reflect business 
centers, and adopted by the FCC for the licensing of Personal Communications Services and 
some other wireless sendees. MTAs are composed of neighboring basic trading areas (BTAs) 
associated with major business cent^. The U.S. is diwded into 51 MTAs, which do not reflect 
state boundaries. 

MTSO (Mobile Telephone Switching Office): The central computer that connects wireless 
phone calls to the public telephone network. The MTSO controls the series of operations 
required to ccxnplete wireless calls, including verifying calls, billing and antenna handoffo. 

MVNO (Mobile Virtual Network Operator): A company thk buys network capadty from a 
network operator in order to offer its own branded mobile subscriptions and value-added 
services to customers. NAM (Number Assignment Module): The NAM is the electronic 
memory bank in the wireless phone that stores its specific telephone number and electronic 
serial number. 

Number Pooling: A means by viriiich phone numbers are conserved, and the need to create 
new area codes is reduced. Unused phone numbers are returned to a central authority which 
then makes them available to other earners based on need. Carriers receive numbers in blocks 
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of 1,000, not 10,000 as was originally the case. Smaller blocks of numbers reduce the carriers’ 
cost and maximize the availability of new numbers to meet public demand. 

Number Portability: The ability of a customer to retain their telephone number when changing 
service provider In a specific area, whether changing from one wireless company to another, 
one wireline company to another, or between vwretesss and wireline companies. 

Operating System (OS): As of August 2010, there are 10 wireless operating system platforms. 
They are: Android (Open Handset Alliance);' BlackBerry OS (Research In Motion); BREW 
(Qualcomm); Java (Sun Microsystems); LiMo (Open Source Linux for Mobile); iOS (Apple); 
Palm OS (Palm); WebOS (Palm); \Afindows Mobile (Microsoft): and bada (Samsung). 

OFDM (Orthogonal Frequency Division Multiplexing); A system for the transmission of 
digital message elements spread over multiple channels within a frequency band, in order to 
achieve greater throughput v\^ile minimizing interference and signal degradation through the 
use of multiple antennas. 

Packet: A piece of data sent over a pad«et-switching network, such as the Internet. A packet 
includes not just the data comprising the message but also address information about its 
origination and destination. 

Packet Data: information that is reduced into digital pieces or ‘packets’, so it can travel more 
efficiently across networks, including radio ainvaves and wireless networks. 

Parental Control Tools: Services offered by wireless carriers or third parties or built-in to a 
wireless device that allow parents to limit or monitor their child's cell phone use. CTIA 
developed voluntary Guidelines for Carrier Content Classification and Internet Access . 

PCS (Personal Communications Services): Defined by the FCC as a broad family of wireless 
services, commonly wewed as including two-way digital voice, messaging and data services. 
One set of “PCS" licenses established by the FCC operates in the 1900 MHz band. 

PDA (Personal Digital Assistant): A portable computing device capable, of transmitting data. 
These dewces offer services such as paging, data messaging, e-maij, computing, faxes, date 
books and other infonnation management capabilities. 

PIN (Personal Identification Number): An additional security feature for wireless phones, 
much like a password. Programming a PIN into the Subscriber Iriformatlon Module (SIM) on a 
wireless phone requires the user to enter that access code each time the phone is turned on. 

POPs: For wireless. POPs generally refers to the number of people in a specific area where 
wireless services are available (the population). For traditional ‘landline’ communications, a 
“Point of Presence” defines the interconnection point between the two networks. 

Prepaid Plan: This plan allows customers to purchase a pre-determined amount of minutes for 
a set price and then “re-fill" the minutes at the customer’s choice. Some prepaid plans include 
text messaging and other wireless data services. CTIA developed the voluntary Consumer 
Code to help consumers make informed choices when selecting wireless service. 

Premium Text: Text to or from a commercial entity that delivers news, information, images, 
ringtones or entertainment for a fee above standard messaging rates. 
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Privacy Settings: Ability to determine how much personally identifiable information (Pit) is 
shared digitally. Many wireless sen/ices and apps allow users to determine the Pll available to 
third parties including friends, advertisers and the general public. 

Protocol: A standard set of definitions governing how communications are formatted in order to 
permit their transmission across networks and between devices. 

PSD (Packet Switched Data): A technological approach in which the communication “pipe” is 
shared by several users, thus making it very efficient. The data is sent to a specific address with 
a short delay. This delay depends on how many users are using the pipe at any one time as 
well as the level of priority requested for your information. PSD is the technology used for data 
communication across the internet and makes more efficient use of the network. 

Public Service/Utility Commission (PSC/PUC): A state government’s agency responsible for 
regulating intrastate communications. Although many states preempt a PSC/PUC’s authority to 
regulate wireless, federal law permits non-preempted states to regulate a wireless carriers’ 
terms and conditions but not rates. 

Rating System: A system for classifying and providing information about specific content such 
as games, music, TV, niovies and apps. Wireless carriers and manufacturers may rate content 
or utilize existing rating system to help parents filter content available to children. (See CTIA 
Wireless Content Guidelines Classification Criteria^ . 

Repeater: Devices that receive a radio signal, amplify it and re-transmit it in a new direction. 
Used in wireless networks to extend the range of base station signals and to expand coverage. 
Repeaters are typically used in buildings, tunnels or difficult terrain. 

Roaming: When traveling outside their earner's local sen/ice area, roaming allows users to 
continue to make and receive calls when operating in another carrier’s service coverage area. 

RSA (Rural Service Area): One of the 428 rural markets across the United States, as 
designated by the FCC for the delivery of cellular service outside of the initial 306 MSAs. 

Smart Antenna: A wireless antenna with technology that focuses its signal in a spedtic 
direction. Wireless networks use smart antennas to reduce the number of dropped calls, and to 
improve call quality and channel capacity. 

Smart Phone: Wireless phones with advanced data features and often keyboards. What makes 
the phone "smarf is its ability to better manage data and Internet access. 

SMS: Short Messaging Service enables users to send and receive short text messages (usually 
about 140-160 characters) on vwreless handsets. Usually refened to as “text messs^ing" or 
“texting." 

SPAM: Unsolicited and unwanted emails or text messages sent to wireless devices. While 
carriers are constantly filtering tiieir networks to stop SPAM text messages, spammers are 


C E L L / O "f D O 2 O 755 


evolving and changing tiieir methods to try to get through. If you receive a SPAM email on your 
mobile device, file a complaint with the FCC . The FCC's CAN-SPAM ban only applies to 
“mess^es sent to cell phones and pagers, if ttie message uses an Internet address tfiat 
indudes an Internet domain name (usually the part of the address after the individual or 
electronic mailbox name and the symbol)". The FCC’s ban does not cover “short 
messages," t^Jically sent from one mobile phone to another, that do not use an Internet 
address. 

Spectrum: The radio frequendes that are designated for specific uses, such as personal 
communications services and public safety. 

Spectrum Allocation; Process whereby the federal government designates frequencies for 
specific uses, such as personal communications services and public safety, Allocafion is 
typically accomplished throi^h lengUiy FCC proceedings, which attempt to adapt allocations to 
accommodate changes in spedrum demand and usage. 

Spectrum Assignment; Federal government authori2Btion for the use of specific frequencies 
within a given spectrum allocation, usually in a specific gec^raphic location. Mobile 
communications assignments are granted to both private users such as businesses, and 
commerdal providers such as wireless and paging operators. Spedrum audions and/or 
frequency coordination processes, which consider potential interference to existing users, may 
apply. 

Spread Spectrum: A method of transmitfing a radio signal by spreading it over a wide range of 
frequencies. This reduces interference and can increase the number of simultaneous users on 
one radio frequency band. 

SIM (Subscriber Identity Module) Card: A small card that fits inside some cell phones and 
communicates with a wireless network using a unique code. A SIM card can be removed and 
transferred to another vrireless device. 

TCP/IP (Transmission Control Protocol/Internet Protocol): A protocol permitting 
communications over and between networks, the TCP/IP protocol is the basis for the Internet 
communications. 

TOMA (Time Division Multiple Access): A technological standard that permits the 
transmission of Informatfon by dividing calls Into time slots, each one lasting only a fraction of a 
second. Each call is assigned a specific portion of time on a designated channel. By dividing 
each call into timed ‘packets,’ a single channel can carry many calls at once. 

Telecommunications Relay Service (TRS): A telephone service that allovifs persons with 
hearing or speech disabilities to place and receive telephone calls. 

Tower Siting: To expand their service offerings and meet consumer demand for “always-on" 
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broadband, wireless carriers need to be able to build out their networks, which involves 
constructing new towers or adding new equipment to already existing structures, it enables 
mobile services, including voice and broadband, for consumers, businesses and public safety, 
in November 2009, the FCC provided much-needed certainty to the tower siting process by 
adopting a declaratory ruling which set a definitive time frame for local zoning authorities to act 
on tower siting requests. The time limit to address requests for collocation is 90 days and the 
time for addressing requests for new tower construction is 150 days. Local zoning authorities 
who do not meet the time frames will have l^iled to act,” giving tower applicants the right to 
appeal to the courts for action on their requests. Also, a zoning authori^ may not deny an 
application filed by one provider based on the presence of another wireless provider in a given 
area. 

Tri-Band Handset; Phones that work on multiple frequencies, typically in the 1900 MHz, 800 
MHz, and 900 MHz frequencies used in the U.S. and elsewhere. 

Universal Charter Solution (UCS): Developed by the Open Mobile Terminal Platform industry 
standards group and adopted by GSMA, the UCS (also known as the "one-charger-fits-air) will 
provide an estimated 50 percent reduction in standby energy consumption. The UCS will iise 
the Micro-USB format as the common universal charging interface and use energy efficient 
chargers in compliance with the U.S. "Energy Star" requirements for external power adapters. 
As of January 1, 2012, most of the new smar4>hones in the U.S. will have UCS. 

UMTS (Universal Mobile Telecommunications Systems): This is third generation technology 
generally based on W-CDMA (Wideband Code Division Multiple Access). UMTS promises a 
communications speed k^tween 384 kbps and up to about 2 Mbps. 

VoIP (Voice over internet Protocol): VoIP is a two-way communication service that can allow 
users to communicate via voice or video. Based on IP technology. VoIP is used to transfer a 
wide range of different type traffic. 

Voice Recognition: The capability for wireless phones, computers and other devices to be 
activated and controlled by voice commands. 

WAN (Wide Area Network): A general term referring to a large network spanning a country or 
around the world. The Internet is a WAN. A public mobile communication system such as a 
cellular or PCS network Is a WAN. 

WAP (Wireless Application Protocol): Wireless Application Protocol is a set of standards that 
enables wireless devices, such as phones, pagers and palm devices, to browse content from 
specially-coded Web pages. 

W-CDMA: Wideband Code Division Multiple Access, one of two 3G standards that makes use 
of a wider spectrum than CDMA and therefore can transmit and receive infonnation faster and 
more efficiently. 
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Wi-Fi® (Wireless Fidelity): Wi-Fi provides wireless connectivity over unlicensed spectrum 
(using the IEEE 802.11a or 802.11b standards), generally in the 2.4 and 5 GHz radio bands. Wi- 
Fi prowdes wireless Internet access to the immediate local area and is used In homes, 
businesses and other similar settings to allow people to go online wrthout using a cord or wire. 
Wi-Fi offers local area connectiwty to Wi-Fi enabl^ computers and dewces, typically smart 
phones. 

Wi4Max (Woridwide Interoperability for Microwave Access): A wireless technology based on 
the IEEE 802.16 standard providing metropolitan area network connectivity for fixed and mobile 
wireless access at broadband speeds. 

Wireless Internet: A general term for using wireless services to access the Internet, e-mail 
and/or the World Wide Web. 

Wireless Local Area Network (WLAN): Using radio frequency (RF) technology, WLANs 
transmit and receive data vwrelessly in a certain area. This allows users in a small zone to 
transmit data and share resources, such as printers, without physically connecting each 
computer with cords or wires. 

Wireless Private Branch Exchange (PBX): Equipment that allows employees or customers 
within a building or limited area to use vrfreless devices in place of traditional landline phones. 

WLL (Wireless Local Loop): WLL is a system that connects wireless users to the public 
switched telephone network (PSTN) using wireless technology and other circuitry to complete 
the "last mile" between the wireless user and the exchange equipment. Wireless systems can 
often be installed faster and cheaper than tradiftonal wired systems. 
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Cellular Tracking 
Legal Issues 

June 7, 2006 

>'i ‘MV*’ ( 


CELLSITE-1167 


CELL/OTD 008203 


■ DOJ’s Policy on Cellsite Simulators: Pen Register Device (18 
U.S.C. §3127(3)) 

- LIABILITY RISKS & Best Practices 



■ Emergency Pen Register Authority 


- Federal v. State Orders 

- Voluntary Disclosures 

■ Loan of ELSUR Policy 

- Liability 

■ Protecting Sensitive Techniques 

- Use as evidence 


2 

CELLSITE-116 



CELL/OTD 008206 


DOJ/CCIPS: Pen/Trao orde 


bVE 

a 

Pen Register Device) to obtain any "signaling 
information” transmitted from a cellular 
telephone to: 

1 ) Identify a target phone or 

2) Locate a phone 

DOJ: “signaling information” is any non- 
content information “transmitted by” a 
telephone instrument 


5 

CELLSITE-1167 





BEST PRACTICES: 


Use PR/TT order to authorize use of WITT oear 








nm mim 



- is generated by the network for network 
purposes regardless of a LE order. 


-is necessary to Provision of Service & a 
call cannot be processed without it. 

-exists in the network as a RECORD prior 
to its being obtained by LE. 

-has no relationship to the content of a 
communication. 

-is delivered to LE under CALEA only at the 
beginning and end of calls. 

13 

CELLSITE- 11683 


CELL/OTD 008218 



- CALEA prohibits collecting location information ^ 
“solely pursuant” to a PR/TT ^ 



-18 use 2703fd) (stored communication act 


1 

CELL/OTD 008218 



■ 



CELLSITE-liesJ 



CELL/8ID 80S219 



■ Near Real-Time : CALEA requires carriers to 
“expeditiously isolates” 

- “call-identifying information”: includes cell site 
information utilized in processing calls 

-for government access "before, during, or 
immediately after the transmission of a [ ] 
communication" (i.e., in real-time or near real- 
time) 

■ CALEA Standard: location information is delivered 
after generation of data by the carrier’s network and 
use in the provision of service (e.g., call origination. 
Answer, call release) 


CELLSITE- 11688 







CELL/OTD 008223 



Voluntary Disclosure by Provider under 18 USC 
2702(c)(4) : if provider “reasonably believes that 
an emergency involving immediate danger of 
death or serious physical injury to any person 
justifies the disclosure of “a record or other 
information pertaining to a subscriber or customer 
of such service.” 

CELLSITE-1169: 













■ Maintaining/Purging “Pen” data? 








CELL/OfO 00S229 



■ no legitimate expectation of privacy in information knowingly conveyed 
to a third party 


■ In re Digital Analyzer found “[n]o logical distinction between telephone 
numbers called and a party’s own telephone number (or ESN number), 
all of which are regularly voluntarily exposed and known to others. 885 
F. Supp. at 199 (citing Smith v. Maryland , 442 U.S. 735, 742-45 
(1979)). 


28 

CELLSITE-116' 



CELL/OTD Q08233 



• Qualified Government Privilege in Non- 
disclosure based on Roviaro v. United 

States, 353 U.S. 53 (1957): disclosure of identity (and 


testimony) of informant. 

• Generally technique, type of device, iocation of instali, etc. ^ 
is protected b7E 

• unless Defense can establish disclosure is necessary to defense, 

I.e., no other/adequate means to cross-examine/test evidence; if 
so: 


• then Balancing of interests 



• see also Javme S. Walker "The qualified privilege to protect sensitive 

investigative techniques from disclosure," LEB Vol 69 NO. 5 at 26 (May 2000). 




CEll/OID 008234 






iVInhss ott4 Tmkkg T$m 


Compare. United States v. Van Horn. 789 F.2d 1492 (1 1th Cir ), cert- 
denied . 479 U.S. 854 (1986) (concealed microphone in office, defendant 
sought information about location of device claiming necessary to 
demonstrate that voices on tape could have been distorted by way mic was 
hidden and the distortion led to misidentification of the voice), recognized a 
qualified government privilege not to disclose sensitive investigative 
techniques. 


b3 

b5 

b7E 


With United States v. Foster . 986 F.2d 541, 543 (D.C. Cir. 1993) 
(defendant sought location of observation post: officer’s observation of drug 
transaction was key evidence implicating defendant; surveillance not taped 
or photographed, so no alternative evidence for jury to examine to determine 
whether surveillance post provided clear view from which officer could make 
accurate identification of defendant). 33 


CELLSITE-1170 



mm 008235 


Qualified 

• u s. V. Garev. 2004 WL 2663023 (M.D.Ga. Nov. 1 5, 2004) 

- Defendant sought nature & details of pen register used to 
determine the geographical location of a cellular phone 

- Court found the information protected by qualified investigative 
techniques privilege & national security privilege 

- Balanced government’s interest in maintaining privilege with 
Defendant’s need for the information 

■ Defendant had the Product of the Surveillance : the 
cellphone used in making threatening caiis was found in 
defendant’s house during search of residence; 

■ Defendant did not need to know how the technology traced the 
geographic location of the phone. 

■ locating the phone in the residence confirmed the accuracy of 
the geographic surveillance; 

- Moreover, Defendant could challenge the technology used to 
establish that phone found in residence was the one that actually 
made the criminal calls. 




CELLSrrE-1170i 



mm 008239 




Witehss imnepf md tmt^kg Tcom 



Contact Info: 


ASSISTANT GENERAL COUNSEL, 
Science &Technology Law Unit, 
Office of the General Counsel 

•DOJ (CCIPS); www.cybercrime.gov 



CELL/OID 0082iS 






moo Qio/im 




CELL/OTD 008242 



• - Recent Orders, commentary, and guidance | 
regarding law enforcement's ability to obtain th^ 


■b3 

b5 





tELl/OID 008244- 


1 . CALEA prohibits colleGting location 
information “bolely pursuant” to a P R/TT 

2. 18 use 2703(d) (stored communications act) 


j . 





CELL/OTD 008245 


is generated by the network for network 
purpose^ regardless of a LE order. 

■y to Provision of Service & a 
be processed without it. 


IS necessa 
call cannot 


-exists in=the network as a 


prior 


to its beihgl obtained by LE. 

ij 

-has no relationship to the content of a 
communication. 

-is delivered to LE under CALEA 
■ leginning and end of call 




Pil 

• ->5, t'i 'n,>* j, 






vSr ' 



CEil/OID 008246 ■ 




s use 


2 primary forms of location information are 
supporte|l tjy wireless networks for various 
reasons: ^ 1 

■i I 

1. Serving jSvstem: Information regarding 
the serving bystem/provider. 

2. Tower/Sector information associated 
with the cell site tower supporting service 
to the user 


‘ X 


• . i- 






CELL/OTD 008249 


Cell Bite Data from Provider 
PuiyimnttoCALEASTD 

ii i . ' ■ i 

• CALEA: technical standard for location parameters (J- ; 

STD-025) I 

(http://www.tiaonline.org/standards/search_results2.cfm7do | 

cument_no=J-STp-025-A www.tiaonline.org) | 

- Origination (of an outgoing call from target phone) j 

- Answer (at answer of a call terminating to the target j 






■C£LL/6tD O08251- 


Near Real-lirrle : CALEA requires carriers to 
“expeditiously ibolates” 

- “call-identifying information”: includes cell site 
information utilized in processing calls 

- for government access "before, during, or 
immediately after the transmission of a [ ] 
communication" (i.e., in real-time or near real- 
time) 

CALEA Standard: location information is delivered 
after generation of data by the carrier’s networteffl 
jse in the provision of service (e.g., c all ^Qriij^iSm ^ 
i^ffl^er, ca 


release) 








I-; 


If • '1 




DOJ/CCIPS: amend 2703 to ADD new (h) 




• authotiize installation & use 


• Advise of potentia 




• Not retain records beyond use 
target phone? 





18 u s e. § 3125(a)(1) 




DOJ co mmand Center 
hours) 

Emergencies involving: 

• Immediate danger of death or serious injury 


or OEO (business 



b3 

b5 

b7E 



L‘ 





ms sism 


Consent (18 us]3 3121(b)(3) PR/TT) 


Voluntary Disdiosure by Provider under 18 use 2702(c)(4) 

: if provider “reasonably believes that an emergency 
involving immediate danger of death or serious 
physical injury to any person justifies the disclosure 
of” “a record or other information pertaining to a 
subscriber or customer of such service.” 


b7E 



ASSISTANtr GENERAL COUNSEL, 

Sciende ^Technology Law Unit, 

’ || 

Office of the General Counsel 

i “ 

DOJ (CCIPS): www.cybercrime.gov 
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AFFmAVIT OF SUPRRVISORY SPECIAL AGENT 
BRADLEY S. MORRISON 

1. I, Bradley S. Morrison, am a Supervisory Special Agent with the Federal Bureau 
of Investigation. I am assigned as the Unit Chief of the Tracking Technology Unit 
(TTU), Traditional Technology Section, Operational Technology Division in Quantico, 
Virginia. I have been an FBI Special Agent since 1996. As the Unit Chief of the TTU, I 
am responsible for the development, procurement and deployment of technical assets and 
capabilities to covertly locate, tag and track targets of interest in support of all FBI 
investigative, intelligence collection and operational programs. As part of these duties, I 
am responsible for overseeing deployment and monitoring policy compliance governing 
the FBTs use of equipment to locate cellular devices, 

« 

2. On July 16, 2008, FBI technical personnel used equipment to locate an aircard 
believed to be used by the defendant in this matter, and that equipment falls within the 
statutory definition of a pen register/trap and trace device. The actual make and model of 
the equipment used in any particular operation by the FBI is law enforcement sensitive, 
and pursuant to FBI policy, cannot be released to the general public. 

3. As a pen register/trap and trace device, as defined in 18 U.S.C. §§ 3 127(3) and (4), 
tlie equipment used in this case can only record,, decode or capture electronic impulses 
which identify the originating number of a source of electronic communications, or other 
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dialing, routing, signaling and addressing information utilized in the processing and 
transmitting of electronic communications. To comply witli the legal definition of a pen 
register/trap and trace device, the equipment used in this case is unable to upload, encode 
or write any information to a target device. If the equipment were capable of these 
functions, it would no longer be in compliance with the statutory definition of a pen 
register/trap and trace device. Therefore, the equipment used in this case is 
technologically unable to take any action to reprogram the hardware or softvv'are in the 
aircard or the defendant’s laptop. • 

4. Further, 1 8 U.S.C. §§ 3 127(3) and (4) specifically prohibit pen register or trap and 
trace devices from recording, decoding or capturing the substantive content of any 
communication. Were the equipment to do this, by statute, it would no longer be a pen 
register/trap and trace device. Instead, it would be an electronic intercept device 
regulated by Title IE. To ensure tliat the content of communications is not intercepted, in 
accordance with 18 U.S.C. §3 121(c), all pen register/trap and trace devices used by 
government agencies must be restricted from recording or decoding any data or impulses 
not strictly related to the dialing, routing, signaling or addressing information utilized in 
the processing or transmitting of wire or electronic communications. The equipment 
used in this case was in compliance with the requirements of the statutes cited above. . 
Therefore, the pen register/trap and trace equipment used to locate the defendant s aircard 
did not capture, collect, decode, view, or otherwise obtain any content transmitted from 
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the aircard, and therefore was unable to pass any of this information ftom the aircard to 
Verizon Wireless. 

5 . FBI policy requires that at the conclusion of a location operation, FBI technical 
personnel are to purge all data stored in the pen register/trap and trace equipment. During 
a location operation, the electronic serial numbers (ESNs) (or their equivalent) from all 
wireless devices in the immediate area of the FBI device that subscribe to a particular 
provider may be incidentally recorded, including those of innocent, nomtaiget devices. 
Purging is done by the FBI as an additional, internal procedural safeguard to ensure (1) 
that the privacy rights of those innocent third parties are maintained, (2) that the FBI does 
not store or maintain pen register/trap and trace data beyond the scope of its legal 
authorization, or (3) that the FBI does not collect information about individuals who are 
not the subject of criminal or national security investigations. 

6. I declare under penalty of perjury that the foregoing facts are true and correct. 



Supervisory Special Agent 
FBI 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 

[DATE], 2010 



■ CELLSITE-20911 






To: 


RE: NON-DISCLOSURE AGREEMEN1 


I— UNCLASSIFIED//FOUO 


Classification : UNCLASSIFIED//FOUO 


Sorry, M ost of m y message got cut off. Do you want to meet first to discuss this, BEFORE we set up a meet and greet 
with the| [ I'm free all day tomorrow. 




Classification: UNCLASSIFIED//FOUO 


UNCLASSIFIED 

NON-RECORD 



Should we schedule a meeting with[ 


(I think ! [ has dealt withF 


Jin the past) to talk about this? It would be a good opportunity for a meet and greet. 


b7C 

b7E 


Thanks, 


UNCLASSIFIED 

CELL/OTD 018606 
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From J I fOTD^ fFBlT 

Se nt: Tuesday. Mav 31. 2011 11:45 AM 

To: 

Cc: 


Subject: NON-DISCLOSURE AGREEMENT I h UNCI-ASSIRED//FOUO 


Classification : UNCLASSIFIED//FOUO 


I am inquiring as to how vou would like me to proceed. I have a request from the 


OTD 


has worked for several 

vears to 1 1 

[ upon acceptance of the 

attached NDA. Before 

lean be made by 

an 

NDA must be signed. We can oursue this in two wavs: 1. You or vour SAC 

. can submit the NDA to [ 

1 have 

them sign the enclosed NDA, one oer individual, or I can travel and perform same. Wanted to' 
run this bv each of vou. 1 1 

1 



The attached documents are the requesting letter from 


b3 

b6 

b7C 

b7E 


each sign an NDA and are specifically id entified in the attached pdf file 


If I can answer any question feel free to contact me directly @ 


<< File: NDA 


20101123.doc >> << File: Document.pdf >> 


Classification: UNCLASSIFIED//FOUO 
Classification: UNCLASSIFIED//FOUO 
Classification: UNCLASSIFIED//FOUO 


tELl/OTD 016608 
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Case ID Subfile Name Status Date Opened Last Date Reopened Date Closed 
nil 268-HQ-1068430-Cr^ TRAINING P 12/23/2003 

|U| 268-HQ-1068430-D^ LIAISON P 06/14/2004 

|U| 268-HO.1068430-E ^ NON-DISCLOSURE AGREEMENTS P 05/17/201 1 


:r::: e: ee4;-.?3K42 


CELL/OTD 01862Z1 


CELLSITE-20939 



Cc: 

Subject: 



Non-Disclosure — UNCLASSIFIED 


Classification: UNCLASSIFIED 


GENTS : 


I am inquiring as to how you would like me to proceed. I have a request from the | 

I OTD ~has 

worked for several years to I 

I iinnn arrpptanrp nf thp 

attached NDA. Befbi^ e can be made by 

an NDA must be signed. We can pursue this in two wavs: 1. You or you r SAC 

can submit the NDA to have 

them sign the enclosed NDA. one per individual, or I can travel and perform same. Wanted to 
run this by each of you. 

I The attache d doc uments are the requesting letter from 

and the actual l I ^FBI approved NDA.. The requestors are required to 

each sign an NDA and are specifically identified in the attached pdf file. I 


If I can answer any question feel free to contact me directly @f 




Document, pdf 


$$a| 

Unit Chief 

Tracking Technology Unit 
office 

|cell 

"Factum Non Verbum" 


Classification: UNCLASSIFIED 


tlVV/m 018601 
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To: 

Cc: 

Subject: 



Non-Disclosure Agreement — UNCLASSIFIED 


Classification: UNCLASSIFIED 


GENTS : 


I am inquiring as to how you would like me to proceed. I have a requ est from the 
I I OTD has worked or 



Liupon acceptance of the attached NDA. Before 

can be made by I | an NDA 

must be signed. We can pursue this in two wavs: 1. You or vour SAC can submit the NDA to I 

have them sign the enclosed 

NDA. one per individual, or I can travel and perform same. Wanted to run this bv each of you. 


attach ed do cuments are the requesting letter from] 
actual I k PBI approved NDA.. The requestors are 
specifically identi fied in the attached pdf file. 


and the 



b7C 

b7E 


If I can answer any question feel free to contact me directly @ 



Document, pdf 


$$A| I 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
bffice 

tell 

"Factum Non Verbum" 


Classification: UNCLASSIFIED 




01 S602 


117 


CELLSITE-20943 







ALL I ?■: r j i'-. 

HERLIN 

DATE Q4-0S-2C'15 i h - i ' ' 


From: 

Sent: 

To: 

Cc: 

Subject: 


] (OTP) (FBI) 



Classification: UNCLASSIFIED//FOUO 


GENTS: HERE WE GO AGAIN. 


I 


I am inquiring as to how you would like me to proceed. I have a request from the 


I OTP has worked for several years tol 


J 


acceptance of the attached NDA. Be fore [ 


upon 


can be made by 


You or your SAC can submit the NDA to[ 


an NDA must be signed. We can pursue this in two ways: 1. 


] have them sign the enclosed NDA, one per individual, or I can travel and perf orm 


same. Wanted to run this by each of you. 



n The attached d 

from 


1 and the actual 


n ents are the requesting letter 

FBI approved NDA. . The requestors 


b3 

b6 

b7C 

b7E 


are required to each sign an NDA and are specifically identified in the attached pdf file. n 


r 








Noi 



Document, pdf 



SSA 
Unit Chief 

Tracking Technology Unit 
Operational Te chnology Division 
office 
|celi 

hactum Non verbum" 


Classification: UNCLASSIFIED//FOUO 


CELL/OTD 018603 
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CELLSITE-20944 






From: 

Sent: 

To: 

Cc: 

Subject: 


JOTD) (FBI) 



Execution of NDA -- UNCLASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 



Document.pdf 


I am inquiring as to how you would like me to proceed. I have a request from 


OTP has worked for several years to I I 

I upon acceptance 

of the attached NDA. B efore 

an NDA must be signed. We can pursue this in two ways: 1.. You or your 
bAt can submit the NDA to | [ 

have them sign the enclosed NDA, one per individual, or I can travel and perform same. Wanted 
to run this by each of you . I I 


I 


. I The attache d doc uments are the requesting letter from i 

l^d the actual IZZH'FBI approved NDA.. The requestors are required to 
j are specifically i dentified in the attached pdf file. | 


If I can answer any question feel free to contact me directly @ 


Classification: UNCLASSIFIED//FOUO 


CELL/OTD 018604 
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CELLSITE-20945 







I(OTD) (FBI) 



From: 

Sent: 

To: 

Cc: 

Subject: 


]0TD) (FBI) 


Tuesday. June 28. 2011 8:51 AM 





Non-Disclosure 


- UNCLASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 



Docum ent.pdf 



b3 

b6 

b7C 

b7E 


GENTS : 


I am inquiring as to how you would like me to proceed. I have a request from the 


f OTP 


has worked for several years tof 


I upon acceptance of the 


attached NDA. Befo re 


can submit the NDA to 


an NDA must be signed. We can pursue this in two ways: 1. You or your SAC 


have 


E 


them sign the enclosed N DA, one per individual, or I can travel and perform same. Wanted t o 
run this by each of you. 


The attached documents are the requesting letter from 


and the actual I ['FBI approved NDA.. The requestors are required to 


each sign an NDA and are specifically id entified in the attached pdf file. 

I Signed NDS return to TTU for actionT 


If I can answer any question feel free to contact me directly @ 


SSA 

Unit Chief 


Tracking Technology Unit 
Operational Te chnology Division 
office 

ceil 

"Factum Non Verbum" 


Classification: UNCLASSIFIED//FOUO 


tELL/OTD 018597 


112 


CELLSITE-20946 








(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


(OTD) (FBI) 


Tuesday. June 28. 2011 8:02 AM 


Non-Disclosure — UNCI.ASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 


GENTS: ( another request) Not sure if I have the correct individuals: 

I am inquiring as to how vou would like me to proceed. I have a request from the 


OTD has 


worked for several vears tol 

1 


upon acceptance of the 

attached NDA.. Before I 

1 

1 1 an NDA must be signed. We can pursue this in two ways: 1. You or your 


can submit the NDA to 

them sign the enclosed N DA, one per individual^ or I can travel and perform same. Wanted t o 
run this by each of you. 


1 


b6 

b7C 

b7E 


each sign an NDA and 


jllhe attached documents are the requesting letter f rom E 


and the actual ] j /FB! approved NDA.. The requestors are required to 
are snprifi call v_j^ dentified in the attached pdf file. 


If I can answer any question feel free to contact me directly @[ 


Document, pdf NDi 



IVVl I ... 


$$a[ 


] 


Unit Chief 

Tracking Technology Unit 
Operational Te chnology Division 
loffice 
:eil 


"Factum Non Verbum" 


Classification: UNCLASS I FIED//FOUO 


CELL/OTD 01S59B 
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CELLSITE-20947 





(OTP) (FBI) 


ALL I F: 1'-: 7 1 L 1 7 : i 7 7-. I 7 7 1 

H.E7CLEIN 17 'J'. i7L.-.7 7 1 :7 :i7 
DATE 04-0e-2013 Fi ii7i ' ' 


From: 

Sent: 

To: 

Cc: 

Subject: 



FW: Execution of NDA — UNCLASSIF1ED//FOUO 


Classification: UNCLASSIFIED//FOUO 


Jasked that I h andle t his matter for the 


who 


supervises the WITTi Iregarding the NDA. He as ked that we wa it unti l after July 1 to execute the NDA as l 

M will work with i | to complete all required paperwork. If there 


are any issues with 


piease iet me know. Thanks. 


b3 

_b6 

-b7C 

b7E 


From:| | 

Se nt: Thursday, June 23, 2011 2:40 PM 

To: | 

Subject: FW: Execution of NDA — UNCLASSinED//FOUO 


Classification: UNCLASSIFIED//FOUO 


See attached 


From J I fQTP'UFBlT 

Se nt: Tuesday, June 14, 2011 9:35 AM 

To: 

Cc: 


Subject: Execution of NDA — UNCLASSIFIED//FOUO 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED//FOUO 









pff. 



Document.pdf 


CELL/OTD 01S599 


CELLSITE-20948 


114 






I am inquiring as to how you would like me to proceed. I have a request from 


OTP has worked for several years to I 1 

upon acceptance 

of the attached NDA. B efore 

I an NDA must be signed. We can pursue this in two ways: 1. You or your 
SAC can submit the NDA to | 

have them sign the enclosed NDA, one per individual, or I can travel and perform same. Wanted 
to run this by each of you. I I 

I I The attache d dop ments are the requesting letter from I 1 

1 and the actual ] I ^FBI approved NDA. . The requestors are required to 

each sign an NDA and are specifically id entified in the attached pdf file. 


If I can answer any question feel free to contact me directly @ 


Classification: UNCLASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 


CELL/OTD 01S600 


b3 

b6 

b7C 

b7E 


115 


CELLSITE-20949 











Sent: 

To: 

Cc: 

Subject: 


(OTD) (FBI) 
Friday. July 22. 2Q1 1 6:30 AM 


I Non-Disclosure Agreement — UNCLASSIFIED 


Classification: UNCLASSIFIED 


I 1 1 cannot locate your ASAC 
your assistance. 


in the address look up. Need 


I am inquiring as to how you would like me to proceed. I haye a request from the 

OTD has worked for 


seyeral years to 



must be signed. We can pursue this in two ways: 1. You or you r SAC can submit the NDA to | ^ ^ 

haye them sign the enclosed b7E 

NDA. one per indiyidual. or I can trayel and perform same. Wanted to run this bv each of you. 


attach ed do cuments are the requesting letter from 
actual ] ^ 'FBI approyed NDA.. The requestors are~r^quire 
specifically identified in the attached pdf file. 




an 


_|The 
and the 


If I can answer any question feel free to contact me directly @ 



Documentpdf 


$sa| 

Unit Chief 

Tracking Technology Unit 
Operational Te chnology Division 
office 
cell 

^TortinnFIonVerbuni" 


Classification: UNCLASSIFIED 


CELL/OTD 018589 


104 


CELLSITE-20950 








(OTP) (FBI) 


All INF:TR?r. ' 
HEREIN r i" - 
DATE OI-OE-lOl.: i: 


From: 

Sent: 

To: 

Cc: 

Subject: 


I^ QTD^ (FBI) 

Tuesday. July 19. 2011 2:56 PM 


Non-Disclosure — UNCLASSIFIED 


Classification: UNCLASSIFIED 


GENTS : 


I am inquiring as to how vou would like me to proceed. I have a request from the f 


worked for several years to f 


OTD has 


upon acceptance of the 


attached NDA. Before 


] 


an NDA must be signed. We can pursue this in two ways: 1. You or your SAC 
can submit the NDA to | | have 
them sign the enclosed NDA, one per individual, or I can travel and perform same. Wanted to 
run this by each of you. I I 




I The attache d doc uments are the requesting letter from i I 

]and the actual | ^ FB! approved NDA.. The requestors are required to 


each sign an NDA and are specifically id entified in the attached pdf file. 


If I can answer any question feel free to contact me directly @ 



Document.Rdf NDaT 


"Iron!., 


I 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
loffice 

|:ell 

"Factum Non Verbum" 


Classification: UNCLASSIFIED 


CEIUOTD 018590 


b3 

b6 

b7C 

b7E 
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CELLSITE-20951 







I rOTD) (FBI) 

Tuesday. July 19. 2011 2:52 PM ' 


Cc: 

Subject: 


Non-Disclosure Agreement — UNCLASSIFIED 


Classification: UNCLASSIFIED 




Document, pdf 


Gents: Here we go again.. Thanks for the CONTINUED support. 


I am inquiring as to how you would like me to proceed. I have a request from the 


OTD has 


worked for seyeral years to 


upon acceptance of the ]^,3 

attached NDA. Befor e | 

I an NDA must be signed. We can pursue this in two wavs: 1. You or you r SAC , 

can submit the NDA to have 0/0 

them sign the enclosed N DA, one per individual, or I can travel and perform same. Wanted to b7E 
run this by each of you. I I 


I The attache d doc uments are the requesting letter from | 

I a~nd the actual I K FBI approved NDA. . The requestors are require 
each sign an NDA and are specifically identified in the attached pdf file. I 



If I can answer any question feel free to contact me directly @| 


m I 

Unit Chief 

Tracking Technology Unit 
Operational Tj achnology Division 
office 

Icell 

"Factum Non Verbum" 



106 


CELLSITE-20952 












From: 

Sent: 

To: 

Cc: 

Subject: 



b6 

========= 

b7E 

Do you desire OTD to handle this 


Document, pdf 




Classification: UNCLASSIFIED//FOUO 


i would appreciate you executing the NDA with th 


manager and SME to address these issues directly. 



Jit would be beneficial to have you as the WITT 


Additionally, I would be proud to sho wcase the u se of WITTI 

I I I'm sure SSA along with would welcome 

your visit and opportunities to discuss innovative ways to impr ove and expand our WITT deployment as well. For 
example, an opportunity exists in one of our RAs to utilize WITT ] 

Please let me know if I can help facilitate this matter in any way. 


Thanks, 


101 


CELL/OTP 01S586 


CELLSITE-20953 







has worked for several years to 


UDon acceotance o 


attached NDA. Before 


an NDA must be signed. We can pursue- this in two ways: 1. You or you r SAC 
can submit the NDA to| \ have 
them sign the enclosed N DA, one per individual, or I can travel and perform same. Wanted to 
run this by each of you.l I 


I The attache d doc uments are the requesting letter from I 

I and the actual I Ifbi approved NDA.. The requestors ^ 
each sign an NDA and are specifically i dentified in the attached pdf file. |_ 

I Signed NDS return to TTU for action. 

If I can answer any question feel free to contact me directly @ 


$$A 
Uni 

Tracking Technology Unit 
Operational Te chnology Division 
loffice 

Icell 

"Factum Non Verbum" 



Classification: UNCLASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 


102 


CEUL/'OTD 01S587 


CELLSITE-20954 










Classification : UNCLASSIFIED//FOUO 


103 


CELL/OTD 01B588 


CELLSITE-20955 



UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


I I'll have the NDA prepared for a|^signature. Should it be yours or your SAC's signature? 



b3 

b6 

b7C 

b7E 



We would like to present the NDA to 
We have a working relationship with him in the past. I will have ) 
the NDA that your unit will p repare . This will give us an opportunity to provide! 
POC with ourf ^Thanksl I 


I wiTi f I 

jaccompany m e when we present 
^with an established 




U//FOUO//LESVGood dav. 1 was notif 


I my unit manages the| 


I 


|sign a nondisclosure agreement 

(NDA) w ith the FBI. I can coordinate this requirement directly with | 

1 can provide you with the NDA and background information should your division want to lead the task. 

^ I I 'T D> O 7" S Z 6 


84 


CELLSITE-20956. 







HI 


(U//FOUO//LES 


but is the result of several years effort[| 


The underlying point of the NDA is that thef 


are Law En forcement Sensitive, and we don't want such information released 


absent specific approval by the AD OTD. C 


I've attached a copy of the NDA for your review, but it is not for dissemination outside the FBI. 


« File: NDA 


Ka/ITT 08282011.pdf » 


(U) As I said above, we can pursue this in one of two ways: 1) you or your SAC can submit the NDA, which my unit will 
prepare, to and have them sign the NDA, or 2) I can 


communicate airectiy witn|^ 


]and pertorm same. 


(U) Please advise how you would like me to proceed or, if I can answer any questions, piease contact me. 
Best regards. 


b3 

b6 

b7C 

b7E 


55A | 

Chief, Tracking Technoiogy Unit 


Operational Technology Division 
office:! 

mobil j 

l-net emaii: 


Classification: UNCLASSIFIED//FOUO//LES ■ 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 





0"1 7 82:'?"' 


85 

CELLSITE-20957 






OTD) (FBI 


(OTD) (FBI) 
Thursday. October 13. 2011 1:24 PM 




ooraination tor 
UNCLASSIFIED//FC 


Classification: UNCLASSIFIED//FOUO//LES 


Thanks,| |, we'll get the NDA out directly. 


CT»rnTgCTaa»i 


oordination for 


Classification: UNCLASSIFIED//FOUO//LES 

l is good with having you (OTD) go direct with this. 

Thanks! 


I— UNCLASSIFIED//FOUO//LES 


Sent: Monday, September 26, 2011 8:21 AM 


Subject: RE: Coordination for 

Classification: UNCLASSIFIED//FOUO//LES 

Hid) Let me run this by the SAC and I'll get back to you. 

CELL /OTD on 7’SZS 


- UNCLASSIFIED//FOUO//LES 








<< 


Thanks! 



Classification: UNCLASSIFIED//FOUO//LES 


(U//FOUO//LES) Good day. I was notified by the 



sign a nondisciosure agreement (NDA 


with the FBi. I can coordinate this requirement directly with] 

I can provide you with the NDA and background information should your division want to lead the task. 


(U//FOUO//LES)[ 


but is the resuit of several years effort 


I The underlying point of the NDA is that the| 

are Law Enf orcement Sensitive, and we don't want such information releasedi 

psent specific approval by the AD OTD. 

I've attached a copy of the NDA for your review, but it is not for dissemination outside the FBI. 


« File: NDA 


/ITT 08282011.pdf » 


(U) As I sai d above, we can pursue this in one of two wavs: 1) you or vour SAC can submit the NDA, which my unit will 
prepare, to and have them sign the NDA, or 2) I can 

communicate airectiy witn | l and perform same. 

(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 


Chief. Tracking Technology Unit 


Opera tional Technology D ivision 

office: 

mobik 


CELL/O"! 


© 1 ' 73 , 2:9 


CELLSITE-20959 








1-net email 


b6 

b7C 


Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 


cn7830 


88 


CELLSITE-20960 





Classification: UNCLASSIFIED//FOUO//LES 


b7C 

b7E 


Do you have any additional details reg arding this? I'm more curious as to th 
hasl 1 



intent. As of last week, he 



agreement I 


the task. 


|my unit manages the| I 

I sign a nondisclo sure 

I with the FBI. I can coordinate this requirement directly with 

1 can provide you with the NDA and background information should your division want to lead 


I 


(U//FOUO//LES) 


but is the result of several years effo 






I The underlying point of the NDA is thatl 

are Law En forcement Sensitive, and we don't want such information released 

l absent specific approval by the AD OTD. 

I've attached a copy of the NDA for your review, but it is not for dissemination outside the FBI. 


« File: NDA 


IWITT 08282011.pdf » 


(U) As I said above, we can pursue this in one of two wavs: 1) you or your SAC can submit the NDA, which my unit will 


prepare, to 


land have them sign the NDA, or 2) 1 can 

communicate directly with 

and perform same. 



(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 

Best regards, 

□ 

55a I 

Chief, Tracking Technology Unit 


Operational Technology Division 
office:! 

mobile 

1-net email: 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 


II ‘O 


« ''VK"P' 


90 


CELLSITE-20962 








rom: 
ient: 

To: 

Cc: 

Subject: 

b3 

b6 

Classification: UNCLASSIFIED//FOUO//LES 

============================================ b7E 

Sorry to take so long in reply - it's been one of those fiscal year transitions... I'll have the NDA drafted for an | | 

signature. Should it be yours or your SAC? 




□ 


Hi, if you are good with it, we will handle this as we did the | | Please send up the letter and we will coord 
thx,| 


I 


b3 

b6 

b7C 

b7E 



(U//FOUO//LES) Good day. I was notified by the 


I my unit manages the| ~ 

sign a nondisclo sure 

agreement (NDA) with the FBI. I can coordinate this requirement directly with 

I can provide you with the NDA and background information should your division want to lead 

the task. 

c E 1 "'ll"’ o 1 ir s 3 3 


91 


CELLSITE-20963 






(U//FOUO//LE$)r 


1 but is the result of several years effort 


The underlying point of the NDA is that the! 

I ~|are Law En forcement Sensitive, and we don't want such information released I 

1 absent specific approval by the AD OTD. 

J I've attached a copy of the NDA for your review, but it is not for dissemination outside the FBI. 


« File: NDA 


)A/ITT 08282011.pdf » 


(U) As I said 
prepare, to 
communicate airectiy witf£ 


above, we can pursue this in one of two ways: 1) you or your SAC can submit the NDA, which my unit will 

and have them sign the NDA, or 2) I can 


and perform same. 


(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 


Best regards, 

□ 

55a | 

Chief, Tracking Technology Unit 


Operational Technology Division 
office:! 

mobile 

l-net email: 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 


ir'ii •"'ll "7" w "'■'.T ii'' 

II H O “"II" 
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CELLSITE-20964 









iit 




](OTD) (FBI) 


Mi 

HEREIN 13 q;;.- - 
DATE 04-08-i0io 


From: 

Sent: 

To: 

Cc: 

Subject: 


Monday. Sentemhfir;?fi ?ni1 7~97 AM 

RE; Coordination for 
UNCLASSIFIED//FOUO//LbS 


Classification: UNCLASSIFIED//FOUO//LES 


I would assume you want to handle this as Acting SAG. If not, please let me know. 


b3 

b6 

b7C 

b7E 


In addition, in light of 

emphasize the need for the NDA to further protect this technique. 


I think it would be prudent to 



Classification: UNCLASSIFIED//FOUO//LES 


b3 

b6 

b7C 

b7E 


(U//FOUO//LES) Good day. I was notified bvl IthatF 


r 

WITT 




bign a nondisclos ure 

agreement (NDA) with the FBI. I can coordinate this requirement directly with ] 


1 1 can proyide you with the NDA and background information should your diyision want to lead 

the task. 


(U//FOUO//LES)r 


~l but is the result of seyeral years effortP 


The underlying point of the NDA is that th^ 


are Law En forcement Sensitiye, and we don't want such information releasedf 
absent specific approyal by the AD OTD. 


J I've attached a copy of the NDA for your reyiew, but it is not for dissemination outside the FBI. 


« File: NDA 


WITT 08282011.pdf » 


CE !! TID 


0-1 TS35 


93 


CELLSITE-20965 




(U) As I said above, we can pursue this in one of two ways: 1) you or your SAC can submit the NDA, which my unit will 

land have them sign the NDA, or 2) I can 


prepare, to 


communicate directly with 

and perform same. 


(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 
Best regards. 


ssa I 

Chief. Tracking Technology Unit 


Opera tional Technology Division 
office 

mobil j 

l-net email: 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED//FOUO//LES 


Classification : UNCLASSIFIED//FOUO//LES 


I 


7'" S 
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CELLSITE-20966 






(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 



5:13 PM 

Wednesday, November 03, 2010 1 



lis the 

/vm 

|s our 

Supervisor. Myself an^ 


lhave had the! WITT training. We barely are 


getting by with our WITT responsibilities here now. Perl 


b3 
b6 

_ _ b7C 

ei ther w ith the curren j [ jers onnel and workload that we have. One approach out would be to create a | [ position b 7 E 

_ .-I 1.^ I .1 I I ..... t t ... I 


matters and will not be allowed to support this in the 


We 


at 


Jare not going to be able to sup port it 


at | | to support this and othetj ] matters. Best of luck on this one! 


saT 



Desk: 

Mobile: 

Email: 




From: 

Sent: Wednesdav. November 03. 2010 2:13 PM 

Tod 


Cc:| 


Subject: RE 

for 


b3 

b6 

b7C 

b7E 


As of this morningl 
from thel^SSA an3 


told me thatQis not trained in this program. I am waiting calls 
;o explain the program to them. 


- In short, th e WITT program also supports the I 

This is completely different than tnC 


program is not operated by the| I The only thin g thef 


does id 


] The WITT program requires ^ as this 


we can incorporate the school into the program. 

Iresides with| 


We would like to get that capability in the [ 


The 

the program manager for that program. 

Call me with questions or if you need anything. 


]and is operated by the[ 


] so that 

I is 



CEV.L/OTO 01T543 


1 


CELLSITE-20967 




desk 

cell 


From: pTD) (FBI) 

Se nt; Vveanesaav, iMovemS^ 03, 20 10 12:58 PM 

To: I 

Cc; 

Subject: RE: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


]He asked if we could support sending a[_ 


I think it is | 

program . I advised that this was pnssihlfi hnwaviar l nspH tn know who thP 
would be coordin ated w ith the WITT I 
on who the WITtI [would be.. If if 


M 


WITH 


1 whe re he sits and runs his 
^would be and how it 


IS you can you support tnis.. 


I^othing has been sent end I was awaiting word 


SS>A| I 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 


From: 

Sent: 

To: 

Subject: 


I r 

_Wednesdav. November 03. ?.nin 1?:?!7 PM 


It may be e quipment provided to the | 

I ~l I will inquire and let you know. 


instead of the 


in 


From:l form (FBI) 

Se nt: Wednesday. November 03. 2Q1Q 11:18 AM 

To; 

Subject: RE:| T 


b3 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Can you ch eck with your sources and find out if tha 


those provided by this way I can articulate to th^ 


commonly referred to as 
exactly wnat is ongoing between WITTf 


1 is one of 


SS/\| I 

Unit Chief 

Tracking Technology Unit 
Operational Tec hnology Division 


CELL/OTD 017844 


2 


CELLSITE-20968 






From: 

Sent: 

To: 


Subject: 


THOMAS, MARCUS C. (OTD) (FBI) 

Wednesday, December 09, 2009 10:36 AM 

B. (OTD^ (FBn: DICLEMENTE. ANTHONY P. rOTD^ FBF 


E: Recap of 12/4/09 Meeting with 


. b3 

ICOOK. PATRICK kc 

P. (OTD) (FBI)l I 

nd Confirmation of Condition Language, Etc. b7E 


UNCLASSIFIED 

NON-RECORD 


I am in agreement with these statements. 
Marcus 

Marcus C. Thomas 
Assistant Director 
Operational Tec hnology Diyision 


l(OTD) (FBI) 

Tuesday, December 08, 2009 2:33 P M 

I ItHONIAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI); DICLEMENTE, ANTHONY 


Subject: 


RE: Recap of 12/4/09 Meeting with! 


and Confirmation of Condition Language, Etc. 


UNCLASSIFIED 

NON-RECORD 


I confirm and agree with the below. I would like AD Thomas to confirm also and would respectfully request that| | 

formally document the below in writing to the FBI/OTD.. Th is formal documentation will pp yide clarity and a recourse if 
any of the terms agreed to are n ot met i n yiew of n o actuail lexists to d ate nor is their any 

indication as to a time line when ] ~| will formally 


Marcus: Can you confirm or deny.. 
SSA I 

Unit Chief 

Tracking Technoiogy Unit 
Ooerationat Tech noioav Division 


hlC 

b7E 


From; 

Sent: 

To: 

Subject: 


I [OGC) (FBI) 

Tuesday. December 0 8. 2009 2:19 PM 
I ~ (OTD) (F BI) 

Recap of 12/4/09 Meeting with^ ^and Confirmation of Condition Language, Etc. 


UNCLASSIFIED 

NON-RECORD 


017845 


1 


CELLSITE-20969 




thoughts about that, so 1 can reconfirm to 


Can you confirm that you agree with mv . 


if she raises it again? 


Assistant General Counsel 
Science and Technology Law -Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Direct Dial: 

Fax: 


This message may be protected by . the deliberative process and/or attorney-client privileges. Please do not disseminate 
outside the FBI without the express permission of OGC and/or the sender. 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


CtLL/OTD 


li 7S4'~r 


b5 

b6 

b7C 

b7E 


3 


CELLSITE-20971 






.ft 


(OTP) (FBI) 


From: 



](OGC)(FBI) 

Sent: 


1 2009 3:59 PM 

To: 

1 


lllikjiili 1 

Subj'ect: 

RE: Recent 



UNCLASSIFIED 

NON-RECORD 



b3 

b5 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


t OTD) (FBI) 

Tuesday, December 08 . 2009 3:54 PM 
I l(OGCUFBn 


RE: Recen1|_ 


UNCLASSIFIED 

NON-RECORD 


Sweat. Maybe j [ needs to look at that one :) 

ss A I 

Unit Chief 

Tracking Technoiogy Unit 
Operationai Tec hnoioav Division 


b3 

b6 

b7C 

b7E 


From: 

Sent: 

To: 

Subject: 


t 


I fOGO rPBn 

Tuesday. December 08. 2009 3:44 PM 
IroTm rPRn 

RE: Recent 


UNCLASSIFIED 

NON-RECORD 


b3 

b5 

b6 

b7C 


■b7E 


From: 

Sent: 

To: 

Subject: 


I r OTD^ (FBir 

Tuesday, December 08. 2009 3:42 PM 
I IrOGCUFBn 


RE: Recenn 


017^57 


1 


CELLSITE-20981 





UNCLASSIFIED 

NON-RECORD 


SSA| I 

Unit Chief 

Tracking Technoiogy Unit 
Operationai Tech noiogy Division 


From: 

Sent: 

To: 

Subject: 


luesaav. 


RecenI 


uecemnar ija 


}: 


OGC) (FBI) 
2009 3:27 PM 
nrm rPRn 


UNCLASSIFIED 

NON-RECORD 


b3 

b5 

b6 

b7C 

b7E 


Qi 


I just sent this to you on^ ^but then realized you would not be able to read due to 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
• Federal Bureau of Investigation 
Direct Dial; 

Fax: 


This message may be protected by the deliberative process and/or attorney-client privileges. Please do not disseminate 
outside the FBI without the express permission of OGC and/or the sender. 


UNCLASSIFIED 


UNCLASSIFIED 




eui-.-"OTt> 


cr'l 7 8 58 







UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


(OTP) (FBI) 


Mi i i : M : 

HERE IV-: -- rv; - 
lMl 0 


From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 


(OTD) (FBI) 


Monday. October 31 , 201 1 2:41 PM 


Coor dination forf 
NDA^ 


l 082820 H.pdf 


Classification: UNCLASSIFIED//FOUO//LES 


(U//FOUO//LES) Good day, I I I was notified by thef 


1that theT 


[ my unit manages th7~ 


1sign a nondisclosure agreement (NDA) yy ith the FBI. I can coordinate this requirement 

I can provide you with the NDA and background 


directly witl£ 


information should your division want to lead the task. 
(U//FOUO//LES)l 


but is the result of several years efforti 


1 


b3 

b6 

b7C 

b7E 


I 


[The underlying point of the NDA is t hat the 

I are Law E nforcement Sensitive, and we don't wan t such information releasedi 

absent specific approval by the AD OTD. 


1 


outside the FBI. 


] I've attached a copy of the NDA for your information, but it is not for dissemination 


(U) As I said above, we can pursue this in one of two ways: l)you or your SAC can submit the NDA, which my unit will 
prepare, to[ 


directly with 


3l have the names) for signature, or 2) I can communicate 


pnd perform same. 


(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 


Best regards. 




SSA 



Chief, Tracking Technology Unit 


Operational Technology Division 
office: ^ 

mobile l 

l-net email 


Classification: UNCLASSIFIED//FOUO//LES 


tELUQlt* 01TS14 
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CELLSITE-20984 




Classification : UNCLASSIFIED//FOUO//LES 



UNCLASSIFIED//FOUO//LES 

b3 

b6 

b7C 

b7E 



(U//FOUO//LES) Hi, 


I've another one: 


Bdvised that the| 

| is seeking to procure a[ 
Ishall I handle directly as before? 


Thanks, 



tELL/OTD 


Oi 7' 8 


73 


CELLSITE-20985 







Classification: UNCLASSIFIED//FOUO//LES 


Thanks,] [ we'll get the N DA out directly. 


From:| 

Se nt: Monday. September 26. 201 

To: 

Cc: 



Subject: RE: Coordination fori 


— UNCLASSinED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


is good with having you (OTD) go direct with this. 



Sent: Monday, Seotember 26, 2011 8:21 AM 



Subject: RE: Coordination for 


\- UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


Hi | [ Let me run this by the SAC and i'll get back to you. 


Thanks! 



1-/OTD oir 


CELLSITl 










From:| fOTD) (FBI) 

Se nt; Friday. September 23. 2011 6:56 PM 

To: 

Cc: 


Subject: Coordination for 


— UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 



my unit manages the| 

The key component of the approval is that l I sien a nondisclosure agreement (NDA^ 

with the FBI. I can coordinate this requirement directly with ] 

I can provide you with the NDA and background information should your division want to lead the task. 


(U//FOUO//LES) 


)ut is the result of several years effort 


I The underlying point of the NDA is that the| 

lare Law En forcement Sensitive, and we don't want such information released 

absent specific approval by the AD OTD. 

I've attached a copy of the NDA for your review, but it is not for dissemination outside the FBI. 


« File: NDA I 


WITT 08282011.pdf » 


(U) As I said above, we can pursue this in one of two wavs: 1) vou or vour SAC can submit the NDA, which my unit will 
prepare, to and have them sign the NDA, or 2) I can 

communicate directly with [ and perform same. 

(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 

Best regards, 


Chief, Tracking Technology Unit 


Opera tional Technology Division 
office: 

mobil q 

l-net email: 


Classification: UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


CEtU/OTD 017S17 
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CELLSITE-209S7 







Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification : UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 


CE 


•Qi 


7 


S' 


a 


76 


CELLSITE-20988 


ALl- ■ 

i3EF.;"r.K' T ': •Ti 

tOTD) (FBI) 


Monday, October 31, 2011 3:36 PM 
Kh: Coordination toH 


Classification : UNCLASSIFIED//FOUO//LES 


From: 

Sent: 

To: 

Subject: 


□ 


I will get back to you with how I want to handle this. Do you have a deadline? 


b3 

b6 

b7C 

b7E 


“THE MAN WHO THINKS HE CAN LIVE WITHOUT OTHERS IS MISTAKEN; THE MAN WHO THINKS OTHERS CAn't 
LIVE WITHOUT HIM IS EVEN MORE DELUDED” ~ ANIDNYMIDUS 


From: 


(OTD) (FBI) 


Se nt; Monday, October 31, 2011 11:41 AM 


To: 

Cc: 


[ 


Subject: Coordination fotj^ 


Classification: UNCLASSIFIED//FOUO//LES 


b3 

b6 

b7C 

b7E 


[ 


(U//F0U0//LES) Good day, 


1 was notified by the 


fchat the 


~^ny unit manages thT 


^sign a nondisclosure agreement (NDA) wi th the FBI. I can coordinate this requirement 

1 1 can provide you with the NDA and background 


directly with| 

information should your diyision want to lead the task. 


(U//FOUO//LES]| |but is the result of seyeral years effort 


|rhe underlying point of the NDA is that the 

|are Law En forcement Sensitive, and we don't wan t such information released I I 

b bsent specific approval by the AD OTD. 

I've attached a copy of the NDA for your information, but it is not for dissemination 

outside the FBI. 


017808 
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CELLSITE-20989 









(U) As I sai d above, we can pursue this in one of two wavs: 1) you or your SAC can subrhit the NDA, which my unit will 
prepare, to^ 
directly with 


1(1 have the names) for signature, or 2) I can communicate 


and perform same. 


(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 


Best regards, 

1=1 


SSA| I 

Chief, Tracking Technology Unit 


Operational Technology Division 
office: 

mobil a 

l-net email: 


b6 

b7C 

b7E 


Classification: UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


c ■ n 11 ' '' 

t... 


01 7809 
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CELLSITE-20990 




Subject: RE: Coordination for 


k- UNCLASSIFIED//FOUO//LES 


b7C 

b7E 


Classification: UNCLASSIFIED//FOUO//LES 


I I Yes. Please handle directly. 


Thanks! 



From:| | (OTD) (FBI) 

Se nt: Monday. October 31. 2011 2:24 PM 

To: 

Cc: 


Subject: RE: Coordination for 


UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


CELL/OTD 017810 


CELLSITE-20991 






(U//FOUO//LES) Hi.l I I've another one:l~ that the l I 

is seeking to procure a 

Shall 1 handle directly as before? 


Thanks, 


b3 

b6 

b7C 

UNCLASSIFIED//FOUO//LES b7E 


Classification: UNCLASSIFIED//FOUO//LES 


From ! I rOTD’) fFBn 

Se nt: Thursday, October 13, 2011 1:24 PM 

To: 

Cc: 

Subject: RE: Coordination fori 


Thanks[ 


]we' 


II get the NDA out directly. 


Promt 

Se nt: Monday, September 26, 2011 9:50 AM 

Toi 

Cc 


[ 


J 


Ib3 

b6 

b7C 

b7E 


Subject: RE: Coordination for 


- UNCLASSIRED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 



is good with having you (OTD) go direct with this. 


Thanks! 


From: 

Sent: Monday. Sentpmhpr ?ni 1 »:?1 AM 

To: 

Cc: 


Subject: RE: Coordination for 


y- UNCLASSIRED//FOUO//LES 


tE\.L/OT& 


69 


CELLSITE^20992 




Classification: UNCLASSIFIED//FOUO//LES 


Let me run this by the SAC and I'll get back to you. 


Thanks! 



Classification: UNCLASSIFIED/ /FOUO//LES 


U//FOUO//LES) Good day. I was notified by the 



mv unit manages the 


sign a nondisclosure agreement (NDA) 


with the FBI. I can coordinate this requirement directly with 
I can provide you with the NDA and background information should your division want to lead the task. 


(U//FOUO//LES)r 


but is the result of several vears effortf 


I The underlying point of the NDA is that the| 

Jare Law En forcement Sensitive, and we don't want such information released I 
l absent specific approval by the AD OTP. I 

I've attached a copy of the NDA for your review, but it is not for dissemination outside the FBI. 


« File: NDA 


IWITT 08282011.pdf » 


(U) As I, sai d above, we can pursue this in one of two ways: 1) you or your SAC can submit the NDA, which my unit will 

prepare, to and have them sign the NDA, or 2) I can 

communicate directly with and perform same. 

(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 


Best regards. 




781 2 


70 


CELLSITE-20993 







Chief, Tracking Technology Unit 


Opera tional Technology Division 
office: 

mobili 

l-net email: 


Classification: 

UNCLASSIFIED//FOUO//LES 

Classification: 

UNCLASSIFIED//FOUO//LES 

Classification: 

UNCLASSIFIED//FOUO//LES 

Classification: 

UNCLASSIFIED//FOUO//LES 

Classification: 

UNCLASSIFIED//FOUO//LES - 

Classification: 

UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


b3 

b6 

b7C 

b7E 




Oi 7" 8-1 3 


CELLSITE-20994 




FW: Coordination for 


Classification: UNCLASSIFIED//FOUO//LES 


□ please prepare the NDA using the following updated template: 



Thanks. 


From:| 

Se nt; Tuesday, November 22. 2013 

To: | 

Subject: RE: Coordination for] 


Classification: UNCLASSIFIED//FOUO//LES 


First, to answer your original question, I will let you communicate directly with[ 
Agreement. 


re: the Non-Disclosure 


Second, I spoke to| [this morning rej | He advised that they 

already have al land they are very familiar with the non-disclosure issues. They are looking at 

He advised that signing a new non-disclosure agreement form will not 

be a problem; he recalled that being part of the process the first time. 


Even though we have a great relationship with 
re: the NDA. 


et al, I still prefer your unit deal directly with 


Thank you very much for bringing this to our attention. 



Fromj l(OTD) (FBI) 

Sent: Tuesday, November 22, 2011 7:46 AM 


CEl-L/OTD 


TT90 


CELLSITE-20995 







-SSA I ~~l 

I wanted to let you know that I was in receipt of your e-mail. I'm discussing our course of action with the CDC and SAC, 
and I will have an answer for you within the next few days. Thanks for your patience. 


From; 


(OTD) (FBI) 

Sell 


Monday. November 71 . 7D1 1 AM 

To: 




Cc: 




(fbJ 



Subject: Coordination for 


Classification: UNCLASSIFIED//FOUO//LES 


b3 

b6 

b7C 

b7E 


(U//FOUO//LES) Good morning. I was notified by thef 


~|that the 


my unit manages thef 


1sign a nondisclosure agreement ilMDAi 


with the FBI. I can coordinate this requirement directly with[ 
I can provide yoi 

(U//FOUO//LES) 


I can provide you with the NDA and background information should your division want to lead the task. 

but is the result of several years efforti 


_The underlying point of the NDA is t hat the 

are Law Enforcement Sensitive, and we don't wan t such information released I 


^absent specific approval by the AD OTD. 


49 

CE 


xi 


01 7791 


CELL5ITE-20996 





I've attached a sample of the NDA foryour information, but it is not for 

dissemination outside the FBI. 


« File: NDAJ 


08282011.pdf » 


(U) As I said above, we can pursue this in one of two ways: 1) you o r your SAC can submit the NDA, which my unit wili 
prepare for you, to | | (l have the names) for signature, or 2) I can 

communicate directly with the requesting agency and perform same. 


(U) Please advise how you would like me to proceed or, if I can answer any qu estio ns, please contact me. For more 


background, I'm attaching an email in which I answer some questions from the^ CDC on this topic: 


« 


Message: reC 


NDA » 


Best regards. 



SSA 


Chief. Tracking Technology Unit 



0 

Operational Technolo^ 

5y Divisioi 

office: 

mobile 


l-net email: 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED//FOUO//LES 
Classification : UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 


CEi 
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ALL INFOEiOsI ■ • • • • ' 

HEREIN IS — 

DATE 04-03-2013 l:::: :: „;.7 



Hi | thanks for your email. I've conferred with our SAC and we would prefer if OTD just go direct with] |to 
secure the Non-disclosure and complete the deal. 


Thanks for asking, 



51 


CELLSITE-20998 







V 


Classification: UNCLASSIFIED//FOUO//LES 


(U//FOUO//LES) Good morning. 1 was notified by the 

that the 



1 mv unit manages thel 



sign a nondisclosure agreement (NDAI 

with the FBI. 1 can coordinate this requirement directly with 



I can provide you with the NDA and background information should your division want to lead the task. 


« Filel 

pdf » 

(U//FOUO//LES)r“ 

1 but is the result of several vears effort 




|The underlying point of the NDA is that the 


!are Law Enforcement Sensitive, and we don't want such information released! ! 


absent specific approval by the AD OTD. 1 


I've attached a sample of the NDA for vour information, but it is not for 


dissemination outside the FBI. 


« File: NDA 


08282011.pdf » 


(U) As I said above, we can pursue this in one of two ways: 1) you or your SAC can submit the NDA, which my unit will 
prepare for you, tol [for signature, or 2) I can communicate directly with 


and perform same. 


(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. For more 
background, I'm attaching an email in which I answer some questions from the l b PC on this topic: 


b3 

b6 

b7C 

b7E 


« Message: RE: 


NDA » 


Best regards, 

□ 

55A | 

Chief, Tracking Technology Unit 


Operational Technology Division 
office:! 

mobil j 

l-net email:! 


Classification: UNCLASSIFIED//FOUO//LES 


Classification.: UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


CELL..-0 


7 7" 9 4 
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CELLSITE-20999 




EiERi::!'. ri JJ J L^:i z . lJ 
DATE - -■ ••■■■ 


(OTP) (FBI) 


From: 

tOTD) (FBI) 

Sent: 


To: 

Cc: 



Subject: 

RE: Coordination for 



Classification : UNCLASSIFIED//FOUO//LES 


By the way, this letter should be addressed to 


but actually FedExed to; 



b3 

b6 

b7C 

b7E 


(his telephone id 


From: 


OTD) (FBI) 


Se nt: Wednesday. Nnvpmhpr 7011 PM 

To 
Ccd 


Subject: FW: Coordination for[ 


Classification; UNCLASSIFIED//FOUO//LES 


b3 

b6 

b7C 

b7E 


0 please prepare thel 


NDA using the new, attached template: 


« File: NDA_[ 


11232011 DRAFT-LES.doc » 


Fro 

Ser 

To: 

Xci 

m: 

:53 AM 

It: Wednesday. November 23. 2011 fl 


1 

Subject: RE: Coordination for 


Classification: UNCLASSIFIED//FOUO//LES 


Hi | [ thanks for your email. I've conferred with our SAC and we would prefer if OTD just go direct with i ~| to 
secure the Non-disclosure and complete the deal. 

Thanks for asking, 

CELL O T D 0 1 T 7' 3 5 
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CELLSITE-21000 









Classification: UNCLASSIFIED//FOUO//LES 


(U//FOUO//LES) Good morning. I was notified by the 


that the 



my unit manages the 


n a nondisclosure agreement (NDA 


with the FBI. I can coordinate this requirement directly with] 

I can provide you with the NDA and background information should your division want to lead the task. 


« File J | pdf» 

U//FOUO//LES1 


I but is the result of several years efforti 


The underlying point of the NDA is that the 

are Law Enforcement Sensitive, and we don't want such information releasedi 
[ absent specific approval by the AD OTD. j 

I I've attached a sample of the NDA for your information, but it is not for 

dissemination outside the FBI. 


« File: NDA 


08282011.pdf » 


(U) As I said above , we can pursue this in one of two ways: 1) you or your SAC can submit the NDA, which my unit will 

prepare for you, to for signature, or 2) I can communicate directly with 

the requesting agency and perform same. 

(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. For more 
background, I'm attaching an email in which I answer some questions from thenCDC on this topic: 


« Message: RE:| 

Best regards, 

□ 


NDA » 


Chief, Tracking Technology Unit 
Operational Technology Division 


CELL/OTD 017786 


CELLSITE-21001 




Classification: UNCLASSIFIED//FOUO//LES 








Classification: UNCLASSIFIED//FOUO//LES 

b7C 

Another NDAfor preparation using: b7E 



Thanks. 





CELLSIT'E-21003 







Y 




Classification: UNCLASSIFIED//FOUO//LES 


(U//FOUO//LES) Good morning. 1 was notified bv the! 

Ithatthd 1 



1 my unit manages thel 



tign a nondisclosure agreement (NDA) . 

with the FBI. 1 can coordinate this requirement directly with 



I can provide you with the NDA and background information should your division want to lead the task. 


« 


FileC 


(U//FOUO//LES 




1 but is the result of several years effortP 


The underlying point of the NDA is t hat the 


are Law En forcement Sensitive, and we don't want such information released 
absent specific approval by the AD OTD. 


I've attached a sample of the NDA foryour information, but it is not for 


dissemination outside the FBI. 


b3 

b6 

b7C 

b7E 


« File: NDA 


08282011.pdf » 


(U) As I said above, we can pursue this in one of two wavs: 1) you or your SAC can submit the NDA, which my unit will 


prepare for you, to 


and perform same. 


for signature, or 2) I can communicate directly with 


(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. For more 
background, I'm attaching an email in which I answer some questions from the| |CDC on this topic: 


« Message: RE: 


NDA » 


Best r egards. 


ssa I 

Chief. Tracking Technology Unit 


Opera tional Technology Division 
office: 

mobik 

l-net email:! 


Classification: UNCLASSIFIED//FOUO//LES- 


Classification : UNCLASSIFIED//FOUO//LES 


CELL/I 


D 


01 7T&9 


CELLSITE-21004 



(OTP) (FBI) 


From: 

Sent: 

To: 

Subject: 


l{OTD) (FBI) 

Monday, December 12. 2011 10:10 AM 

hW: Coordination tor| 
UNCLASS1FIED//FOTO77LES 


Classification: UNCLASSIFIED//FOUO.//LES 


KEREll;'! Li 
DATE 04-OS-;O i.-- - 


b3 

b6 

b7C 

b7E 


Wow, this one's really tardy. I I 
so much time's past. ' — ' 


please draft the NDA (using our new template) foij 


We'll just go direct since 


From: 

(OTD) (FBI) 

Seijli, 

=ridav. Sentemher 2.'^. 

201 1 PM 

To: 



Cc: 




Subject: Coordination foH 


— UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


(U//FOUO//LES) Good day. I was notified bvT 


Ithat the f 


my unit manages theT 


wirn 


□ 


with the FBI. I can coordinate this requirement directly with[[ 


sign a nondisclosure agreement (NDA) 


I can provide you with the NDA and background information shouid your division want to lead the task. 
(U//FOUO//LES]| 


but is the result of several years effort) 


1 

'b3 

b6 

b7C 

lb7E 


The underlying point of the NDA is that theL 


are Law En forcement Sensitive, and we don't want such information reieased 
absent specific approval by the AD OTD. 


I've attached a copy of the NDA for your review, but it is not for dissemination outside the FBI. 


ndaT 




(U) As I sai d above, we can pursue this in one of two wavs: 1) you or your SAC can submit the NDA, which my unit wiil 
prepare, to |and have them sign the NDA, or 2) I can 

communicate directly with i 


Jand perform same. 


(U) Please advise how you wouid like me to proceed or, if I can answer any questions, piease contact me. 
Best regards. 


CELL/O'TD 01 Y‘fV'9 


CELLSITE-21005 








Chief, Tracking Technology Unit 


Operational Technology Division 
office:! 

mobik 

l-net email! 


Classification: UNCLASSIFIED//FOUO//LES 



Classification: UNCLASSIFIED//FOUO//LES 


C E L L ,xC!i T D 


|gl1 7780 


CELLSITE-21006 








Classification: UNCLASSIFIED//FOUO//LES 


Yes, they are having difficulty. I have requested a contact at I [ several times and they say they are working 

on it, but then I never hear froml I Last I heard was: ^ ^ 

b7C 

"...We are waiting to get the attorneys to see what they are going to work out. Thanks for your assistance. Hopefully b7E 
once the attorneys talk and agree on language we will get this through." 


It appears to me, that| [is interested in getting the NDA taken care of so they can[ 


anxious. 

sa\ 


but th^ [are not as 


}0TD) (FBI) 


From;| 
Sent; 
To:[ 


Friday, December 09, 2011 4:51 AM 


Subject: RE: Coordination for|] 


Classification : UNCLASSIFIED//FOUO//LES 
Perhaps it would be a good time to discuss the NDA program withl 


Wasn't n having difficulty? 


b3 

b6 

b7C 

b7E 


From:[ 


] 


Se nt: Thursday, December 0 8, 2011 6:44 PM 


To: 

Subject: RE: Coordination for] 


:OTD^ CFBD 


Classification : UNCLASSIFIED//FOUO//LES 


If you get a chance to come to|_nduring this trip, t hat would be gre at. I would love the opportunity to meet you in 
person and to show you wha^ [has done with thq 


1 am pretty proud of what we have accomplished. 


but would also relish any insights or suggestions you might have to offer. Is there anything in particular I could be 
prepared for during your visit? Any face-to-face meetings with locals or such? 







Classification: UNCLASSIFIED//FOUO//LES 


I I I'll be in | [ around January 9 and 10 touring 
Wednesday or Thursday (11*'’ or 12*'’). 

I [ would you want me to drop in| Iforsimila H ~| discussions withj 
□ are you available that week? 


so can swing down to 


that week? 



After discussing it with some of the ! b nd follow on discu ssions with my ASAC we've decided 

to ask you to do a briefing similar to how you handled the matter in 

Last we spoke you said that you would be available after the holidays. (my WITT and I 

will do any coordination you require. 


Thanks for your help. 



Classification: UNCLASSIFIED//FOUO//LES 













Subject: Coordination for 


Classification: UNCLASSIFIED//FOUO//LES 


(U//FOUO//LES) Good day 1 was notified by the 

Hthat the 


my unit manages the 

1 

sign a nondisclosure agreement (NDA) wi 

ith the FBI. 1 can coordinate this requirement 
1 can provide you with the NDA and background 

directly withi 

information should your division want to lead the task. 


(U//FOUO//LES)! 

1 but is the result of several years effort! 




The underlying point of the NDA is that the 


are Law Enforcement Sensitive, and we don't want such information released 


absent specific approval by the AD OTD. b3 


I've attached a copy of the NDA for your information, but it is not for dissemination f, 


outside the FBI. 


(U) As 1 said above, we can pursue this in one of two ways: 1) you or your SAC can submit the NDA, which my unit will 

prepare, to 

(1 have the names) for signature, or 2) 1 can communicate 

directly with| 

and perform same. 


(U) Please advise how you would like me to proceed or, if I. can answer any questions, please contact me. 


Best regards, 

□ 

55/\ | 

Chief, Tracking Technology Unit 


Operational Technology Division 
office:! 

mobil a 

l-net email:! 


Classification : UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


CELL/OTD 017783 
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CELLSITE-21009 








Classification: 


Classification: 


Classification : 


Classification: 


Classification: 


UNCLASSIFIED//FOUO//LES 

UNCLASSIFIED//FOUO//LES 

UNCLASSIFIED//FOUO//LES 

UNCLASSIFIED//FOUO//LES 

UNCLASSIFIED//FOUO//LES 


CEL I / err ID 


01 7rS4 


42 


CELLSITE-21010 






an i i : 

HERti'-i 

r-:.Tr ' i t. 


L- .►-L i 


kOTD) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


(OTD) (FBI) 

Monday. December 12. 2011 10:44 AM 


Kb: coordination tor 


Classification: UNCLASSIFIED//FOUO//LES 


my office Is receiving inquiries from 


them know what we're planning? 
Thanks and happy holidays. 


bn behalf ofl 


re their NDA. Can you contact them and let 


b3 

b6 

b7C 

b7E 


J(OTD) (FBI) 


From:| 

Se nt: Thursday, December 08. 2011 12:57 PM 

To: 

Cc: 


Subject: RE: Coordination for 


Classification: UNCLASSIFIED//FOUO//LES 


I I I'll be in | [ around January 9 and 10 touring 
Wednesday or Thursday (11*” or 12*”). 


so can swing down to 


bn that 


would you want me to drop inj^for simila iscussions with 


khat week? 


□ are you available that week? 


From:[ 


Se nt: Tuesday, December 06, 2011 7:07 PM 

Tb:| 

Cc: 


Subj'ect: FW: Coordination for 


Classification: UNCLASSIFIED//FOUO//LES ' 


After discussing it with some of thd 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


to ask you to do a briefing similar to how you handled the matter in 


Last we spoke you said that you would be available after the holidays, 
will do any coordination you require. 


and follow on discussions with my ASAC we've decided 
myWITTl | and I 


Thanks for your help. 


CEUL/OTD 017776 
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CELLSITE-21011 










From I 

Se nt; Wednesday. November : 

To j 

Subject: FW: Coordination for 


LI 8:14 AM 


Classification: UNCLASSIFIED//FOUO//LES 


b3 

b6 

b7C 

b7E 


How were these matters bandied in the past? 



sign a nondisciosure agreement (NDA) with the FBI. I can coordinate this requirement 
directly with] 1 1 can provide you with the NDA and background 

information should your division want to lead the task. 


(U//FOUO//LES) 


but is the result of several years effort! 


|The underlying point of the NDA is t hat the 

are Law Enforcement Sensitive, and we don't wan t such information released 

( absent specific approval by the AD OTD. I I 

I've attached a copy of the NDA for your information, but it is not for dissemination 


outside the FBI. 


(U) As I sai d above, we can pursue this in one of two wavs: 1) you or your SAC can submit the NDA, which my unit will 
prepare, to If l have the names) for signature, or 2) I can communicate 

directly with and perform same. 

(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 


Best regards. 


CELL/OTD 01 yttT 










d 

ss/\ 

Chie 

□ 



if, Tracking Technologv Unit 


Ope 
off it 

irational Technology Division 

:e: 



mobild 


l-net email: 


Classification: 

UNCLASSIFIED//FOUO//LES 

Classification : 

UNCLASSIFIED//FOUO//LES 

Classification: 

UNCLASSIFIED//FOUO//LES 

Classification: 

UNCLASSIFIED//FOUO//LES 

Classification: 

UNCLASSIFIED//FOUO//LES 

Classification: 

UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


b6 

b7C 


CELL. 


"";!i ;ii” 

il II 


?"■ S 
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CELLSITE-21013 












ALL INF-DPiCiT iCM ; • i i ' 

HEREIN IS iJTT.:::,’ ^ 

DATE 04-08-2013 Li' 



(U//FOUO//LES) Good afternoon. I'm contacting you today on behalf of my unit chief,[ 
Tracking Technology Unit. We have been notified by the I Ithatth 


, from the OTD 



the TTU manages the 


signs a nondisclosure agreement (NDA) with the FBI. This 


coordination requirement can be done from here directly with | 

I TTU can provide you with the NDA and background information should your division want to lead the task. 



U//FOUO//LES] 


but is the result of several years' effort 


^ I The underlying point of the NDA is that the 

are Law Enforcement Sensitive; as such TTU does not want certain information released 

absent specific approval by the AD OTD. 

I Attached is a sample of the NDA for your information, but it is not for 

dissemination outside the FBI. 


PDF_NDA_Agreeme 

nt.pdf 



(U) As alluded to a bove, this can be pursued in one of two ways: 1) you or your S AC can submit the NDA, which TTU will 

prep are for you, to or 2) TTU can communicate directly 

with and perform the same. 


(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. For more 
background, I'm attaching an email in which questions from the | | CDC on this topic are addressed: 


CELL. /OTD 017760 


CELLSITE-21014 







Thank you, 

b6 

b7C 

1 b7E 


Blackberry: 


Classification: UNCLASSIFIED//LES/FOUO 





4 


HEREIN IS nj: -- - 

DATE oi- 08 -.;oL:j I-:' v;::: :: .;.7 



Classification: UNCLASSIFIED//FOUO//LES 


I will defer to ASAC| |on this matter. 



Classification : UNCLASSIFIED//FOUO//LES 


Gentlemen, my office is receiving inquiries from] | about their NDA. I know you've higher priority 

matters to contend with, so I'll be pleased to contact them directly UACB next Monday, 12/19. 

Happy holidays, 

□ 



CELL/OTD 0'17762 


20 


CELLSITE-21016 





Ccd 

Subject: RE: Coordination for 


- UNCLASSinED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


Do you have any additionaF details reg arding this? I'm more curious as to thq 
has 


From! 


(OTD) (FBI) 


Sent: Friday. Sfintemhpr 701 1 PM 

To; 


intent. As of last week, he 





Coordination for 



- UNCLASSIFIED//FOUO//LES 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED//FOUO//LES 
(U//FOUO//LESi Good dav. I was notified bJ 


Tthatthef 


WITT 


□ 


I my unit manages thef 


[sign a nondisclosure 


agreement (NDA) with t he FBI. I can coordinate this requirement directly withf 


I can provide you with the NDA and background information should your division want to lead 


the task. 
(U//FOUO//LES 


but is the result of several years effort[ 


b3 

b6 

,b7C 

Jb7E 


i Th e underlying point of the NDA is that thef 
J lare Law En forcement Sensitive, and we don't want such information released 


absent specific approval by the AD OTD. 


] 


I've attached a copy of the NDA for your review, but it is not for dissemination outside the FBI. 


« File: NDA 


WITT 08282011.pdf » 


(U) As I sai d above, we can pursue this in one of two wavs: 1) vou or vour SAC can submit the NDA, which my unit will 
prepare, to and have them sign the NDA, or 2) I can 

communicate directly with and perform same. 

(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. 

Best rega rds. 


SSA 


Chief, Tracking Technology Unit 


Opera tional Technology Division 
office:| 

' CELL/OTD 


017763 


21 


CELLSlTE-21017 









Classification: UNCLASSIFIED//FOUO//LES 



Classification: UNCLASSIFIED//FOUO//LES 


C E L, L, / O T D O i 7 7 64 


22 


CELLSITE-21018 







M.L INFGk>-''j;, : l;:.;- : : n: ; ■ ' 
flEREiN IS u:r.L;-r:' r~i‘‘ 

DATE 04-08-2012 I'l [iOIi:- i: J.-.: 1 1 . ; 


OTD) (FBI 



e 
To: 

Cc: 

Subject 


(OTD)(FBI) 



Classification: UNCLASSIFIED//FOUO//LES 



Subject: RE:' Coordination for 


Classification: UNCLASSIFIED//FOUO//LES 


ssa| I 

Yes we couid coordinate/handle the paperwork— we would just need to know if vour SA C or ASAC (please specif 
wouid prefer to sign the agreement or if we shouid proceed directly between our office and 

23 


CE'LU.-'-'OTD 0-1 7765 


CELLSITE-21019 












We normally leave this option to the 


Look forward to your direction. 



MPAforTTU 


b3 

b6 

b7C 

b7E 



Fromj 

Sent; Monday. Decern 


Subject: RE: Coordination for 


Classification: UNCLASSIFIED//FOUO//LES 



FBI) 

ccr 

Subject: RE: Coordination for[ 
Importance: High 


■ b7E 


Classification: UNCLASSIFIED//FOUO//LES 


Gentlemen, my office is receiving inquiries from] about the NDA. I recognize you have 

higher priorities to contend with, so I'll be pleased to coordinate directly UACB December 27. 


Happy holidays and best regards. 


CEL I --"OT 


24 .(’"■*1. ji'ij 

i ii II' ir'"n 


CELLSITE-21020 







From; | |(OTD) (FBI) 

Se nt: Monday, November 21, 2011 9:14 AM 


To: 

Cc: 

(OTD) (FBI) 

Subject: Coordination for 


Classification: UNCLASSIFIED//FQUO//LES 


(U//FdUO//LES) Good day, gentlemen. I was notified by the 


that thef 


my unit manages the 


coordinate this requirement directly with[ 


Isign a nondisclosure agreement (NDA) wit h the FBI, lean 

H i can provide you 


with the NDA and background information should your division want to lead the task. 

~| but is the result of several years efforti 


(U//FOUO//LES)l 


The underlying point of the NDA is that the 


lare Law En forcement Sensitive, and we do n't wa n t such information released 


dissemination outside the FBI. 
« File: NDA I 


pbsent specific approval by the AD OTD. 

I've attached a sample of the NDA for your information, but it is not for 


P8282pll.pdf » 


, b3 
b6 
b7C 
b7E 


(U) As I said above, we can pursue this in one of two ways: 1) you or your SAC can submit the NDA, which my unit will 
prepare for you, to 


communicate directly witH 


(1 have the names) for signature, or 2) I can 


and perform same. 


,(U) Please advise how you would like me to proceed or, if l ean answer any questions, please contact me. For more 
background, I'm attaching an email in which 1 answer some questions from the|^CDC on this topic: 


« Message: RE:| 
Best^regards, 


NDA » 


ssa[ 


Chief, Tracking Technology Unit 

Operational Technology Division 
office:! 
mobilq 


l-net email 


Classification: UNCLASSIFIED//FOUO//LES 

' C E L L / O T D 0 1 7 7 6 7 









Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 
Classification: UNCLASSIFIED//FOUO//LES 


D 0W7^ 


o 







Oh, upon review of my origi nal message, I realize I i ncluded the| | Please disregard, 

that should have gone to the I apologize for any confusion that might have caused you. 



Classification: UNCLASSIFIED//FOUQ//LES 


(U//FOUO) Gentlemen, my office is receiving inquiries from about their NDA. I 

realize you have higher priorities to contend with, so I'd be pleased to coordinate directly UACB December 27. 

Happy holidays, 

a 




Can you fill me in on this request when you get a chance? It can be after you get back unless there is a time 
constraint. 


Thanks, 



Federal Bureau of Investigation 



27 


CELLSITE-21023 




•€ 


FromT 


JOTD) (FBI) 


To 

Cc: 


1 




Subject: Coordination for 



Classification: UNCLASSIFIED//FOUO//LES 






(U//FOUO//LES) Good morning. 1 was notified by the that 

n 


1 







(U//FOUO//LES)! 



1 Isign a nondisclosure agreement (NDA) with the FBI. 1 can coordinate this requirement directly withj 

1 ll can provide vou with the NDA and background information should vour 

division want to lead the task. 


(U//FOUO//LES)! 

Ibut is the result of several years efforti I 



b3 

b6 

b7C 

b7E 


The underlying point of the NDA is that the 
are Law Enforcement Sensitive, and we don't wan t such information released] 


pbsent specific approval by the AD OTD.|_ 


dissemination outside the FBI,. 
« File: NDA 


J I've attached a sample of the NDA for your information, but it is not for 
.pdf » 


(U) As I said above , we can pursue this in one of two wavs: 1) you o r your SAC can submit the NDA, which my unit will 
prepare for you, to | (l have the names) for signature, or 2) I can 


communicate directly with 


and perform same. 


(U) Please advise how you would like me to proceed or, if I can answer any que stio ns, please contact me. For more . 
background, I'm attaching an email in which I answer some questions from the|^CDC on this topic: 


« Message: RE 
Best regards, 

I — I 


> 


DA » 


SSA 



Chief, Tracking Technoloi 

gv Unit 



Operational Technology Division 


CELL/OTD 


01 7770 
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CELLSlTE-21024 











Classification : UNCLASSIFIED//FOUO//LES 
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CELLSITE-21025 







Classification: UNCLASSIFIED//FOUO//LES 



, my office is receiving inquiries from[ 
them know what we're pianning? 


re their NDA. Can you contact them and iet 


Thanks and happy hoiidays. 


From; I |(OTD) (FBI) 

Se nt; Thursday. December 08. 2011 12:57 PM 

TO! 

Cc;| 

Subject: RE: Coordination for 

Classification: UNCLASSIFIED//FOUO//LES 


I I I'il be in | [ around January 9 and 10 touring our back-up site, so can swing down tc 
Wednesday or Thursday (ll'*’ or 12'’’). 


on that 


I I would you want me to drop irj |for similai discussions with 


that week? 


CELL/OTD 017772 


30 


CELLSITE-21026 







X 

1 are you available that week? 


From; 

Se nt: Tuesday, December 06. 2011 7:07 PM 

To: 

Cc: 

Subject: FW: Coordination fori 


Classification: UNCLASSIFIED//FOUO//LES 


After discussing it with some of the[ 


to ask you to do a briefing similar to how you handled the matter in 


land follow on discussions with my ASAC we've decided 
^ b6 


] 


Last we spoke you said that you would be available after the holidays, 
will do any coordination you require. 


(my WITT 


b7C 

and I b7E 


Thanks for your help. 


From; 

Sent: Wednesday, November 23, 2011 8:14 AM 

To: | I 


Subject: FW: Coordination for 


Classification: UNCLASSIFIED//FOUO//LES 


CZI 

How were these matters handled in the past? 


b3 

b6 

b7C 

b7E 


From: 
Sent; 
To; 
Cc; 


l(OTD) (FBI) 
Monday, October 31, 2011 11:41 AM 


suDject: Coordination tor|_ 


Classification; UNCLASSIFIED//FOUO//LES 


(U//FOUO//LES) Good day, I was notified by the 


that tha 


CELL/OTD 01 7??3 


31 


my unit manages the 

CELLSITE-21Q27 







pign a nondisclosure agreement (NDA) w ith the FBI. I can coordinate this requirement 

directly witl ^ I can provide you with the NDA and background 

information should your division want to lead the task. 


(U//FOUO//LESJ 


but is the result of several years effort! 


outside the FBI. 


_|The underlying point of the NDA is t hat the 

are Law En forcement Sensitive, and we don't wan t such information released 
absent specific approval by the AD OTD. 

I've attached a copy of the NDA for your information, but it is not for dissemination 


(U) As I sai d above, we can pursue this in one of two ways: l)you or your SAC can submit the NDA, which my unitwill 

prepare, to (I have the names) for signature, or 2) I can communicate 

directly with j and perform same. b 6 

b7( 

(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. b71 


Best regards. 




Classification: 

UNCLASSIFIED//FOUO//LES 


Classification: 

UNCLASSIFIED//FOUO//LES 


Classification: 

UNCLASSIFIED//FOUO//LES 


Classification: 

UNCLASSIFIED//FOUO//LES 


Classification:- 

UNCLASSIFIED//FOUO//LES 


Classification: 

UNCLASSIFIED//FOUO//LES 


Classification: 

UNCLASSIFIED//FOUO//LES 



CELL/OTD 017774 
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CELLSITE-21028 



Classification : UNCLASSIFIED//FOUO//LES 


CELL/OTD 017775 
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CELLSITE-21029 


ALL I i:.h . 

KEP.E IN 1 3 n-;-; t - r - 
DATE 04-08-20,1.:. o.' I'::.:.!- 



Classification: UNCLASSIFIED//LES/FOUO 


(U//FOUO//LES) Good afternoon. I'm contacting you to day on behalf of my unit chief, f 
Tracking Technology Unit. We have been notified by the that 


from the OTD 



manages the 


sign s a nondisclosure agreement (NDA) with the FBI. This coord ination 

requirement can be done from here directly with TTU can 

provide you with the NDA and background information should your division want to lead the task. 



(U//FOUO//LES 


but is the result of several years' effortl 



b3 

b6 

]b7C 



I The underlying point of the NDA is that the 
are Law Enforcement Sensitive; as such TTU does not want Certain information released 

absent specific approval by the AD OTD. I 1 

Attached is a sample of the NDA for your information, but it is not for 

dissemination outside the FBI. 


PDF_NDA_Agreeme 

ntpdf 


(U) As alluded to above, this can be pursued in one of two ways: l)you or your SAC can submit the NDA, which TTU \vill 
prep are for you, to | for signature, or 2) TTU can communicate directly 

with and perform the same. 

(U) Please advise how ypu would like me to proceed or, if I can answer any questions, please contact me. For more 
background. I'm attaching an email in which questions from the| |CDC on this topic are addressed: 



CELL /OTD on 775Z 


CELLSITE-21030 


10 








Thank you, 


Blackberry: 


b6 

b7C 


Classification: UNCLASSIFIED//LES/FOUO 


CELL./IOTD 




'ZIP' 


11 


CELLSITE-21031 



loTDWFB!) 


Mi i i:.M 

HEREIN I;' rv; 

DATE 04-0c-;oi.: I:' Ni::: t.i nn:;:;: 


From: 

Sent: 

To: 

Cc: 

Subject: 


}0TD)(FBI) 


Thursday. March 22. 2012 10:45 AM 


Classification: UNCLASSIFIED//LES/FOUO 


(U//FOUO//LES) Good morning. I'm contacting you today on behalf of my unit chief. 

Ifrom the OTD 

Tracking Technology Unit. We have been notified by the| 

that thel 





signs a nondisclosure agreement (NDA) with the FBI. 


This coo rdination requirement can be done from here directly vyith i I 

TTU can provide you with the NDA and background information should your division want to lead the task. 


b3 

b6 

b7C 

b7E 

but is the resuit of several years' effort 


The underlying point of the NDA is that the 

are Law Enforcement Sensitive; as such TTU does not want certain information reieased 

absent specific approval by the AD OTD. 

Attached is a sample of the NDA for your information, but it is not for 

dissemination outside the FBI. 


PDF_NDA_Agreeme 

nt.pdf 






(U//FOUO//LES)f 


(U) As alluded to a bove, this can be pursued in one of two ways: 1 ) you or your SAG can submit the NDA, which TTU will 
prepare for you, to 


with 


for signature, or 2) TTU can communicate directly 


and perform the same. 


(U) Please advise how you would like me to proceed or, if I can answer any questions, please contact me. For more 
background, I'm attaching an email in which questions from the| |CDC on this topic are addressed: 


017754 
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CELLSITE-21032 






RE: | I 

NDA 

Thank you, 

b7C 

b7E 

Blackberry: 


Classification: UNCLASSIFIED//LES/FOUO 


’W** liitriii iiitiiii 


01 7755 
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CELLSITE-21033 
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Gentlemen, 


has advised we can proceed with the NDA for 


with your approvals. 


Thanks, 

1=1 


I have no issue with that but insure your management chain approves.. Thanks 

Once completed mail me the signed copies.. 

Original Message • 

From: 

Sen t: Thursday, May 19. 2011 9:27 PM 

To: I 

Subject: RE: 



b6 

b7C 

'b7E 


I can execute the NDA with 



if you would like me to. Let me know. 


Thanks, 



Original Message- 


(OTD) (FBI) 


From: 

Sent: Thursday, May 19, 2011 11:22 AM 

To:l 

Cc: 


Subject: FW: 


b3 

b6 

b7C 

b7E 


I am inquiring as t o how vou would like me to proceed. I have a request from the f 


] 


OTD has 


worked for several years tnT 


attached NDA. Befor e] 


upon acceptance of the 




can submit the NDA to 


an NDA must be signed. We can pursue this in two ways: 1. You or you r SAC 


have 


them sign the enclosed N DA, one per individual, or I can travel and perform same. Wanted to 


1 



The attached documents are the requesting letter from 



each sign an NDA and are specifically id entified in the attached pdf file. 

CELL/OTD ^ 




If I can answer any question feel free to contact me directly @ 


Original Message--" - 

From: I I <'OTD’> (FBI) b7C 

Sent: Thursdayj May 19, 2011 9:59 AM 
To: I I (OTD) (FBI) 

Subject: 


CELL/OTD 017115 


2 


CELLSITE-21114 




U.S. Department of Justice 



Federal Bureau of Investigation 
Washington, D.c! 20535-0001 






Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod A 
a 22135 


and 



Unit Chief 


Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 



acceptance of the above conditi ons shall be 

the si^ ature below of an authorized representative of the 


b3 

b6 

b7C 

b7E 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 





I Unit Chief, FBI Tracking Technology Unit 

FBI Office of the General Counsel 

"BI Office of the General Counsel 

CELL/OTD 4 o-| 6,943 


b3 

b6 

b7C 

b7E 


CELLSITE-21118 





uSSiSiCliTtuBS^BiiuKTBCrSRuR 


if ore I I 

an NDA must be signed. We can pursue this in two wavs: 1. 


You or your SAC can submit the NDA to | | 

, have them sign the enclosed NDA, one per individual, or I can travel and per form 

same. Wanted to run this bv each of vou.l I 


J The attached docum ents are the requesting letter 

froiT and the actual] pFBI approved NDA. . The requestors 

are required to each sign an NDA and are specifically i dentified in the attached pdf file. I I 


If I can answer any question feel free to contact me directly @ 


- - — Original Message — - - 

From: j j (OTD) (FBI) 

Sen t: Thursday. Mav 19 . 2011 9:58 AM 

To: | ~| (OTD) (FBI) 

Subject: 



CELL/OTD 017116 


1 


CELLSITE-21119 













has worked for sev 


upon acceptance of the 


attached NDA. Before 


an NDA must be signed. We can pursue this in two wavs: 1. You or you r SAC 
can submit the NDA to| have 
them sign the enclosed N DA, one per individual , or I can travel and, perform same. Wanted to 
run this by each of you.f^ 


I The attache d doc uments are the requesting letter from 
I and the actual ] [ ^FBI approved NDA.. The requestors 
eacn sign an nd a and are specifically i dentified in the attached pdf file. 



If I can answer any question feel free to contact me directly @f 


Original Message--- -- 

From:] j(OTD) (FBI) 

Sen t: Thursday, May 19 , 2011 9:59 AM 
To: | ~l (OTD) (FBI) 

Subject: 


CELU/OTD 017117 


1 


CELLSITE-2112D 










Classification: UNCLASSIFIED 


CELL/OTD 017118 


2 


CELLSITE-21121 


From: 

Sent: 

To: 


•*> 


(OTP) (FBI) 



Subject: 


Wednesday. Mav25. 2011 8:27 AM 


RE: NDA-- UNCLASSIFIED 


Classification: UNCLASSIFIED 


Hey 


b6 

b7C 

b7E 


Thanks for the information. We will contact the | ] to make arrangements and have this 
attached document signed. I will contact you as soon as we get it signed and/or if there are 
any questions. 


Have a great weekend. 

IZZI 


Original Messaee- 


From: 

Sen t: Thursday, May 19. 2011 11:19 AM 


(OTD) (FBI) 


To: 

Cc: I 

Subject: FW: NDA . 

I am inquiring as to how you would like me to proceed. I have a request from the 


b3 

b6 

b7C 

b7E 


OTD has worked for several vear.s to f 


upon 


acceptance of the attached NDA. Be fore 

an NUA must pe signed, we can pursue tnis in two wavs: x. 


You or your SAC can submit the NDA to 


] 


have them sign the enclosed NDA, one per individual, or I can travel and per form 
same. Wanted to run this by each of you.l I 


I 


from 


] 


^ The attached docum ents are the requesting letter 
and the actual l p FBI approved NDA.. The request ors 
are required to each sign an NDA and are specifically identified in the attached pdf file. □ 


If I can answer any question feel free to contact me directly @ 


Original Message 

From: ] I (OTD) (FBI) 

Sen t: Thursday, May 19 . 2011 9:59 AM 


To: 
Subject: 


(OTD) (FBI) 


3 E, L. Li •/ 


017111 


CELLSITE-21122 





Classification: UNCLASSIFIED 


CELL/OTD 01 


112 


2 


CELLSlTE-21123 


(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 



b6 

b7C 

b7E 


RE: NDA— UNCLASSIFIED 


Classification: UNCLASSIFIED 

Please forward me a copy of the NDA and we will handle it. 
Thank you. 


Original Message- 


](OTD) (FBI) 


From: 

Sen t: Thursday. May 19. 2011 10:25 AM 
To:| 

Cc: 


Subject: FW: NDA 

I am inquiring as to how you would like me to proceed. I have a request from the I 


nas worKea tor several years toT 


OTD 


b3 

b6 

b7C 

b7E 


] 


attached NDA. Before 


upon acceptance of the 


can submit the NDA to 

1 have 

them sign the enclosed NDA, one per individual, or I can travel and perform same. Wanted to 

run this by each of you.l I 

1 

|The attachec 

1 documents are the requesting letter from 

and the actual 

|FBI approved NDA.. The requestors are required to 

each sign an NDA and are soecifica! 

Llv identified in the attached pdf file. I 


If I can answer any question feel free to contact me directly @ 


Original Messaee- 


From: 

Se nt:' Thursday, Nay 19 ^ 


I (OTD) (FBI) 
2011 9:59 AM 


To: 
Subject: 


(OTD) (FBI) 


Classification: UNCLASSIFIED 


CELL/OTD 01TW9 


CELLSlTE-21126 




01 7110 


2 


CELLSITE-21127 




U.S. Department of Justice 







Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 


day of 




I Unit Chief, FBI Tracking Technology Unit 

FBI Office of the General Counsel 

]fBI Office of the General Counsel 

CELL/0¥D 016947 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 



Re: I 

Disclosure Obligations 


and Non- 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI), and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 
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b6 

b7C 

b7E 
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Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Onanticn. Virpinia 

b7E 


CELL/0 TD 0169EJ4 
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i01 6 


CELLSITE-21138 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


The 


acceptance of the 


ahrvvft r.nnrlitinns shall hft p.viHe.nr.erl hv the. 


signatures below of an authorize d representative anq 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 


b3 

b6 

b7C 

b7E 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 



Re: L 

Obligations 


and Non- Disclosure 


b3 

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of Investigation (FBI) and may be 
distributed within the Federal Government (and its contractors), U.S. intelligence, law enforcement, public safety or protection officials and b7C 

individuals with a need to know. Distribution beyond these entities without FBI Operational Technology Division authorization is prohibited. b 7 E 

Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access. Information 
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from the originating agency. Recipients are 
prohibited from subsequently posting the information marked LES on a website on an unclassified network 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod A 
Quantico, Virgini a 22135 


b3 

b7E 


and 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Ouantico, Virginia 22135 


CELL/O 



•out 

HI. 

*fottl 


li> 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



» f 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 




If there are any questions, please contact me. 


Sincerely, 



Chief, Tracking Technology Unit 
Operational Technology Division 


Telephone 



Cc: 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 
tElL/OTD 016965 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 



If there are any questions, please contact me. 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 




LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of Investigation (FBI) and 
may be distributed within the Federal Government (and its contractors), U.S. intelligence, law enforcement, public safety or protection 
officials and individuals with a need to know. Distribution beyond these entities without FBI Operational Technology Division authorization 
is prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized 
access. Information bearing the LES caveat may not be used in legal proceedings without first receiving authorization from the originating 
agency. Recipients are prohibited from subsequently posting the information marked LES on a website on an unclassified network. 











UNCLASSIFffiD//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

The| acceptance of the above conditions shall be evidenced by the 

signatures below of an authoriz ed representative and| 


Sincerely, 


b3 

: b7E 

Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 




b6 

b7C 

b7E 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

Page 5 of 5 


CELL/OTD 016974 


CELLSITE-21157 



UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


b3 

b6 

b7C 

b7E 


Attention: 


Re: ContractI 
Approval 


] Request 


Dear 


The Federal Burea u of Investigation CFED has an approved non-disclosure agreement 
(NDA) in place with the I 


1 1 

1 



hd 






If there are any questions, please contact me. 


Sincerely, 


Chief, Tracking Technology Unit 
Operation ^ Technology Di vision 
T elephonel I 


Cc: 
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U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C. 20535-0001 



Disclosure Obligations 



b3 

b6 

b7C 

b7E 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 
Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
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b3 

Amy S. Hess b7E 

Assistant Director 

Operational Technology Division 

Federal Bureau of Investigation 


Acknowledged and agreed to this day of 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 




Attention: 



Re: Cbntrad 
Approval 


[Request 


b3 

b6 

b7C 

b7E 


Dean 


The Federal Bure au of Investigation ('FBI') has an approved non-disclosure agreement 


(NDA) in place with the 


1 




the NDA, meets the FBI’s advance coordination requirement. 

Therefore, thd 1 

is permitted td 


If there are any questions, please contact me. 



Sincerely, 


CJiiet, ifacJang 1 echnology Unit 
Operational. Ter, hnoljamT)!^^ 

T elephonej | 
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Re: 


Disclosure Obligations 


and Non- 


b7C 

b7E 


LA W ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
■Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 


Dear 



' ' 






bnust coordinate with the Federal Bureau of Investigation rFBU 

to 

complete this non-disclosure agreementi 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

Page 1 of 6 


CELLSITE-21172 


CELL/OTD 


lO "I €ubi "::b' " 'll 
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and 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 2795 8 A, Pod B 
Quantico, Virginia 22135 

r \ b7E 
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CELL/OTD 01^995 
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The 

by the signatures below of an authorized representati ve and 


lacceptance of the above conditions shall be evidenc ed 


Sincerely, 


b3 

b7E 

Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 


b6 

b7C 

b7E 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

Page 6 of 6 


CELL/0 ID 016996 


CELLSITE-21177 






U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Contract: 

Subject: 


NDA 


b3 

b6 

b7C 

b7E 


Dear|j 


The Federal Bureau of Investigation has an approved Non-Disclosure Agreement rNDA^i that is 


I shall coordinate in advance authorization from the FRT for the 



The NDA is entitled I 

1 and Non- 

Disclosure Obligations” dated 



Accordingly, thef 


agrees to the following conditions in connection with its 


If there are any questions, please do not hesitate to contact my office. 


Sincerely, 


Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Quantico, VA 22135 

CELUOTD 016997 


CELLSITE-21178 






acknowledgement of and compliance with the above stated policy: 






U.S. Department of Justice 
Federal Bureau of Investigation 



1. 

If there are any questions, please do not hesitate to contact my office. 


Sincerely, 



Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 2795 8 A, Pod B 
Quantico, VA 22135 


CELL/O 7" ID' 


CELLSITE-21180 













U.S. Department of Justice 




Contract: 

Subject: 



Dear 

The Federal Bureau of Investigation has an approved Non-Disclosure Agreement (NDA") that is 



1. 

If there are any questions, please do not hesitate to contact my office. 


b3 

b6 

b7C 

b7E 



Sincerely, 


Umt Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Quantico, VA 22135 


CELL/OTD 


CELLSITE-21182 




acknowledgement of and compliance with the above stated policy: 




L/O TD QirOOZ 


CELLSITE-21183 



H £ Rrl I h 1 1 J,. ! .' L .-.i z ^ 

DAIC C-J-X'^-A' 


UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 



U.S. Department of Justice 
Federal Bureau of Investigation 



UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


CELL/OTD OT TO 03 


CELLSITE-21184 







UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


b3 

b7E 


Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod A 
Quantico, Virgirn a 22135 


and 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 

F ederal Bureau of Investigation b 3 

Engineering Research Facility b 7 E 

Building 27958A, Pod B 
Ouantico. Virginia 22135 


The 


3 acceptance of the above cori 

iditioTis 

otial 


lOW of an authorized representative of the| 



Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 


UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


CELL/OTD 017006 


CELLSITE-21187 




UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


[NAME OF 

[TITLEl 

I INAME] 

[AUURESSJ 

[CITY, STATE, ZiP CODE] 


Jnit Chief, FBI Tracking Technology Unit 
FBI Office of the General Counsel 
FBI Office of the General Counsel 


cc: 


b6 

b7C 

b7E 


UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


CELL/OTD 


.CELLSITE-21188 




UNCLASSIFIED/ /FOR OFFICIAL USE ONLY/ /LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 


Attention: 


Re : Contract 


Dear 


The Federal Bureau of Investigation (FB I) has an approved 
non-di .qol n.qiire (NDAl in niarq wi tbi 


I and our 

execution of the NDA, meets thp. FRT ' q ndvancq nnn-rd i nat- i nn 
requirement. Therefore, the is permitted to 


b3 

b6 

b7C 

b7E 


If there are any questions, please contact me. 


Sincerely, 


, 1 

Chief, Tracking Technology Unit 


Operational] 

telephone 


Technol nav 


Division 


cc : 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 




CELL/OTD 015302 


CELLSITE-21195 








UNCLASSIFIED/ /FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 


Federal Bureau of Investigation 



Sincerely, 



UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


CFI I 

wut.i,/y|y jj 


ttll/OlD 015307 








From: 

Sent: 

To: 

Cc: 

Subject: 


l(OTD) (FBI) 

Monday. October 03. 2011 12:43 PM 


RE: Coordination for 
— UNCLASSIFIED//FOUO//LES 


Classification: UNCLASSIFIED/ /FOUO//LES • 


HiJ 1 1 received your voice message and understand your position. I will contact 

directly. 


b3 

b6 

b7C 

b7E 


Thank you, 


Promt 


(OTD) (FBI) 


Senti Fridav, Seotember 23. 2011 6:21 PM 

To: 



rci 





Subject:. Coordination for 

... 


UNCU\SSIFIED//FOUO//LES 


Classification: UNCLASSIFIED//FOUO//LES 


[that thet 



WITT 

my unit manages the 

r 

J 



sign a nondisclosure agreement with the FBI. 1 can coordinate. 

this requirement directly with 

1 can provide 


you'with the NDA and background information should your division want to lead the task. 
(U//FOUO//LES| 


but is the result of several years effort 


The 

are Law Enforcement Sensitive, and 


underlying point of the NDA is that the 
we don'twant such, information releasedT 
specific approval by the AD OTD. 


1 absen t 


FBI. 

« File: NDA 


've attached a copy of the NDA for your review, but it is not for dissemination outside the 
IwiTT 08282011.pdf » 


b3 

■b6 

b7C 

b7E 


CEIL/OT!) 015308 


CELLSITE-21201 



(U) As I said above, we can pu rsue this in one of two wavs: 1) you or your SAC can submit the NDA, 


which mv u 

init will prepare, to 


land have them sign the NDA, or 2) 1 can communicate directly with | I 


and perform same. 


(U) Please advise how you wouid like me to proceed or, if I can answer any questions, please contact 
me. 


Best re gards. 


Chief, Tracking Technology Unit 
Traditional Technology Section 
Operational Technology Division 
office: 

mobile 

l-net email:! 


b3 

b6 

b7C 

b7E 


Classification: UNCLAS,SIFIED//FOUO//LES 


Classification: UNCLASSIFIED/ /FOUO//LES 


CELL/OTD 015309 


CELLSITE-21202 



lursday, August 


(OTD) (FBI) 
3:53 PM 


Non-Disclosure Agreement — UNCI 1 ASSIFIED//LES 


Classification: IHSrCLASSIFIED//LES 


Hil I I recently succeeded I I at TTU and am now administering the NDA proce p he described pre viously. 

While he indicatedi bn hisoriginal email, we actually have the request for the from the 

^ Would your office like to work with to accomplish the NDA as part of 

(I wiir prepare the NDA for you), or may I contact them directlyV 

Please contact me if you've any questions. 


b3 

b6 

b7C 

b7E 


Chief, Tracking Technology Unit 
Traditional Technology Section 
Operational Technology Division 
office:! 

mobil j 

l-net email: I 


From: 

Se nt: Widay, Jut 

To: I 

Cc: 

Subject:} 


rOTD) (FBI) 
f:30 AM 


iNon-Disclosure Agreement — UNCLASSIFIED 


Classification: UNCLASSIFIED 


b3 

b6 

b7C 

b7E 


I 1 1 cannot locate your ASAC 
your assistance. 


in the address look up. Need 


I am inquiring as to how vou would like me to proceed. I have a requ est from the 

OTD has worked for 

several years to I 

, pon acceptance ot the attached NDA . Before 

I ~| an NDA 

must be signed. Me can pursue this in two wavs: 1. You or vou r SAC can submit the NDA to | 

have them sign the enclosed 

NDAj one per individual, or I can travel and perform same. Wanted to run this by each of you 


I The 

attach ed do cuments are the requesting letter from and the 

actual I p FBI approved NDA.. The requestors are required to each sign an NDA and are 


C E LL^'C'ii Ti 


0 11 T3S4 









specifically identi fied in the attached pdf file. 


If I can answer any question feel free to contact me directly @ 


« File: NDA 


WITT Master.doc » « File: Document.pdf » 


$$A| 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
loffice 


"Factum Non Verbum" 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED/ /LES • 


CELL/OTD 


|2 


iT 


ICT 


CELLSITE-21206 



rom: 
ent: 
To: 

Cc: 

Subject: 


lOTD) (FBI) 


RE: Non-Disclosure 


k UNCLASSIFIED//FOUO 


Classification: UNCLASSIFIED//FOUO 


Hello, | 1 1 r ecently succee ded r | at the TTU and, dare I say, am just beginnin g to get a handle on this NDA process. 

As we did with ] may I directly contact to begin their agreement? 

b3 

I noted your invitation for a visit to discuss WITT. If you'll permit me a few months to settle into this role, I would be b 6 
pleased to make the trip out your way. b 7 C 

b7E 

Best re gards. 


Chief, Tracking Technology Unit 
Traditional Technology Section 
Operational Technology Division 
office:! 

mobil g 

l-net email: 


From:! |(OTD) (FBI) 

Sent: Tuesday, July 26, 2011 10:50 AM 

To: I 

Cc: 

Subject: RE: Non-Disclosure - UNCLASSIFIED//FOUO 


Classification: UNCLASS I FIED//FOUO 


b6 

b7C 

b7E 


Thanks. I just received an other r equest from the ! Do you desire OTD to handle this 

« Fil e: Document.pdf » As discussed you will need to handle the ! l and await word from ASAC 

on the! 



1 


CELLSITE-21207 




Classification: UNCLASSIFIED//FOUO 



Additionally, I would be proud to sho wcase the u se of WITT 

I I'm sure SSA alone with I I would welcome 

your visit and opportunities to discuss innovative ways to impro ve and expa nd our WITT deployment as well. For 
example, an opportunity exists in one of our RAs to utilize WITT in a| Jenvironment. 

Please let me know if I can help facilitate this matter in any way. 

Thanks, 


b3 

b6 

b7C 

b7E 




GENTS : 


I am inauirine as to how vou would like me to proceed. I have a request from the I 

rOTC 

h as worked for several years to I ~ 

upon acceptance of the 

a ttached NDA. Befor e 

\ an NDA must be signed. We can pursue this in two ways: 1. You or you r^ SAC 
can submit the NDA tol I have 


CELL/OTD 017327 







them sign the enclosed N DA, one per individual, or I can travel and perform same. Wanted t o 
run this bv each of vnii.l I 


I The attache d doc uments are the requesting letter fromi | 

l and the actual I I fbi approved NDA.. The requestors are required to 
each sign an NDA and are specifically i dentified in the attached pdf file. I ~l 

I Signed NDS return to TTU for action. 


If I can answer any question feel free to contact me directly @ 


$$A| 

Unit Chief 

Tracking Technology Unit 
Operational Te chnology Division 
office 
jcell 


"Factum Non Verbum" 


b3 

b6 

b7C 

b7E 


Classification: UNCLASSIFIED//FOUO 
Classification: UNCLASS I FIED//FOUO 
Classification: UNCLASS I FIED//FOUO 
Classification: UNCLASS I FIED//FOUO 



o 1 r3zs 

CELLSITE-21209 





(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


l(OTD) (FBI) 

Tuesday. July 19, 2011 2:52 PM 


Non-Disclosure Agreement — UNCLASSIFIED 


Classification: UNCLASSIFIED 


ndaF 


JiTIT 


Document, pdf 


Gents: Here we go again,. Thanks for the CONTINUED support, 

I am inquiring as to how vou would like me to nroreed. I have a request from the 


worked for several years to I 


OTD has 




upon acceptance of the 


b3 

attached NDA, Befor e 

I I ari NDA must be signed. We can pursue this in two wavs: 1, You or you r SAC 


can submit the NDA to| | have 

them sign the enclosed NDA, one per individual, or I can travel arid perform satrie. Wanted to b /h 
run this by each of vou.F I 


] The attached documents are the requesting letter from [ 


J and the actual I k FBI approved NDA., The requestors are required to 


each sign an NDA and are specifically identified in the attached pdf file. [_ 


If I can answer ariy question feel free to contact me directly @ 


SSA| 

Unit Chief 

Tracking Technology Unit 
Operational Te chnology Division 
office 

cell 


"Factum Non Verbum" 


Classification: UNCLASSIFIED 



■1 7'350 


OELLSITE-21231 










From: 

Sent: 

To: 

Cc: 

Subject: 


J(OGC)(FBI) 


INDA — UNCLASSIFIED//FOUO 


Classification: XMCLASSIFIED//FOUO 
ATTORNEY -CLIENT PRIVILEGED INFORMATION 


Here i s the letter, ready for signature by th e A/AD and Once the A/AD signs.r 

her atj and she will get it to the 

signature. She also asked for us to provide, with the NDA, a letter from you clarifying that 


1said t o e-mail it to 
Ifor 



As discussed, she originally recommended that the 



Let me know if you have any questions. 



Assistant General Counsel 
Science & Technology Law Unit 
FBI Office of the General Counsel 

, I 

E-Mail (U): 

E-Mail (S): 

THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 



Fromj 

Sent: Moi 
To;| 

Subject: 


kOTD) (FBI) 

L 2011 11:09 AM 
](OGC)(FBI) 

)A — UNCLASSIFIED 


CELL/0 


7358 


1 


CELLSITE-21239 



Classification: UNCLASSIFIED 


Some wording issues w NDA.. call me 


From J I rOGCXFBn 

Sent: Monday, June 20. 2 011 11:08 AM 


To( 


Subject: RE: 


(OTD) (FBI) 


NDA — UNCLASSIFIED 


Classification: UNCLASSIFIED 


Sure. Any idea what the issue is? I have a IPM meeting that will likely take an hour, other than that, I'm open. 


Assistant General Counsel 
Science & Technology Law Unit 
FB I Office of the Gen eral Counsel 
O: 

BB| 

E-Mail (Li): 

E-Mail (S): 


THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION AND SHOULD NOT BE 
DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION. 


b3 

b6 

b7C 

b7E 


From:| |(OTD) (FBI) 

Se nt: Monday. June 20. 2011 10:52 AM 

Tn:l , , 


Subject 


NDA — UNCLASSIRED 


Classification: UNCLASSIFIED 


b3 

b6 

b7C 

b7E 


Can we co ordinate a call to [ 


has some questions concerning the NDA to 


« File: NDA 


M/ITT 20101123.doc » 


SSA 

UnitTK!^ 

Tracking Technology Unit 
Operational Technolog y Division 


CELL/OTD 


01 7359 


2 


CELLSITE-21240 



b6 

b7C 


k ail 

"Factum Non Verbum" 


Classification: 


Classification: 


Classification: 


Classification: 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED//FOUO 


CEL,L/OTD 017 


3 


CELLSITE-21241 



Re: 



and Non-Disclosure 





UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENSITIVE//NOFORN 


Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod A 
Ouantico. Virgi nia 22135 


and 


Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, PodB 
Ouantico. Virginia 22135 


Thel~ 

[acceptance ot the above conditions shall be evid enced by the signature below of an 

authorized representative of the| | 


b3 

b7E 


Sincerely, 


Acting Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


b6 

b7C 


UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENSITIVE//NOFORN 


C£LL/0TD 


O' 


F’364 


CELLSITE-21245 






UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENSITIVE//NOFORN 


Acknowledged and agreed to this day of 



UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENSITIVE//NOFORN 
CELL/OTD 017365 


CELLSlTE-21246 







From: 

Sent: 

To: 

Cc: 

Subject: 



RE: — UNCLASSIFIED 


Classification: UNCLASSIFIED 


\j will handle submission and obtaining the signatures. 

I assume we w ill confirm the handling via EC and the original document w/signatures goes to 
you, with I [ keeping a copy. If that is correct, please send a file number to direct the EC 
and document. Thanks. 




Original Message--- - - 

From: | I (OTD) (FBI) 

Sen t: Thursday, May 19. 2011 11:02 AM 

To: l I 

(FBp • 

Cc: l "I fQTD^ (FBI) 

Subject: FW: 

I am inquiring as to how vou would like me to proceed. I have requests from the I 

lulu nas worked tor several years tol 

I upon 

the attached NDA. Be fore 

an NDA must be signeq. we can pursue tnis in two ways: l. 

You or vour SAC can submit the NDA to 

ave them sign the enclosed NDA, one per individual, or I can travel and perf orm 
to run this by each of you. I I 



jThe attached docum ents are the requesting letter 

from [and the actual F f FBI approved NDA... The requestors 

are required to each sign an NDA and are specifically identified in the attached pdf file. □ 

!• 

If I can answer any question feel free to contact me directly @ 


Original Message--- - - 

From: I I (OTD) (FBI) 

Sen t: Thursday, May 19 , 2011 9:58 AM 

To: I ^ (OTD) (FBI) . CELL/OTi 


01 73ZZ 


CELLSITE-21247 









Subject: 


Classification: UNCLASSIFIED 


C E L li ./■ O T D 0 1 ?' 3Z3 


CELLSITE-21248 


RE: NON-DISCLOSURE AGREEMENT! 


I — UNCLASSIFIED//FOUO 


b7C 

b7E 


Classification: UNCLASS I FIED//FOUO 


Sorry, I' 
with th 


y message got cut off. Do you want to meet first to discuss this, BEFORE we set up a meet and greet 
i'm free all day tomorrow. 


From: I J 

Se nt; Tuesday, May 31, 2011 2:15 PM 

To: I ; 

Subject: RE: NON-DISCLOSURE AGREEMENlf 


j- UNCLASSinED//FOUO 


Classification: UNCLASSIFIED//FOUO 


UNCLASSIFIED 

NON-RECORD 


Should we schedule a meeting with i 1f l think ] | has dealt with j 

in the past) to talk about this? It would be a good opportunity for a meet and greet. 


Thanks, 



UNCLASSIFIED 

NON-RECORD 


CELLXOTD O. 


1 


CELLSITE-21249 





From:| |(OTD) (FBI) 

Se nt: Tuesday, May 31, 2011 11:45 AM 

To: 

Cc: 


Subject: NON-DISCLOSURE AGREEMENT 


[- UNCLASSinED//FOUO 


Classification: UNCLASSIFIED//FOUO 


I am inquiring as to how you would like me to proceed. I have a request from the 


has worked for several years toT 


OTD 


attached NDA. Befor e [ 


upon acceptance of the 


can submit the NDA to 


b3 

an NDA must be signed. We can pursue this in two wavs: 1. You or vou r SAC I 36 


have 


b7C 


them sign the enclosed NDA, one per individual, or I can travel and perform same. Wanted to 
run this by each of you.| I ^ ^ 


each sign an NDA an 


S The attache d doc uments are the requesting letter from| 

I the actual l I ^FBI approved NDA. . The requestors are required to 
^e specifically identified in the attached pdf file. I 


If I can answer any question feel free to contact me directly @ 


« File: NDA 


WITT 20101123.doc » << File: Document.pdf » 


Classification: UNCLASSIFIED//FOUO 


Classification: UNCLASS I FIED//FOUO 


Classification: UNCLASS I FIED//FOUO 




01 731 3 


2 


CELLSITE-21250 








(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


(OTD) (FBI) 


Tuesday. Mav31.2011 11:45 AM 



NON-DISCLOSURE AGREEMENT 

- UNCLASSIFIED//FOUO 


Classification: UNCLASS I FI ED/ /FOUO 


I am inquiring as to how vou would like me to proceed. I have a request from the 


has worked for several years to I' 


OTD 


attached NDA. Befor e [ 


upon acceptance of the 


can submit the NDA to 


b3 

an NDA must be signed. We can pursue this in two wavs: 1. You or vou r SAC 5 


have 


t 


~| The attached documents are the requesting letter from [ 


] and the actual | K FBI approved NDA. . The requestors are required to 


each sign an NDA and are specifically id entified in the attached pdf file 


b7C 


them sign the enclosed N DA, one per individual, or I can travel and perform same. Wanted t o 
run this by each of you. I I b7E 


If I can answer any question feel free to contact me directly @ 





Classification: UNCLASSIFIED/ /FOUO 


CELL. 


O 'll "ir """Hr -'ll 


1 


CELLSITE-21251 









■UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 

U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 

[DATE], 




[CITY, STATE, ZIP CODE] 



.CELLSITE-21252 



UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE/ZNOFORNf 


b3 

b7E 


Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 2795 8 A, Pod A 
Quantico, Virgin ia 22135 


and 

Unit Chief 

Tracking Technology Unit 
Operational Technology Division 

F ederal Bureau of Investigation b 3 

Engineering Research Facility b 7 E 

Building 27958A, Pod B 
Quantico. Virpiriia 22135 


The 

_shal 

acceptance of the above conditions 

[ be evidenced bv the signature be] 

ow of an authorized representative of the 




Sincerely, 


Marcus C. Thomas 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 


UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


CELLy'OTD 017313 


CELLSITE-21255 




UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


[NAME OF 

TTTTTEI ^ 

I Iname] 

[ADDRESS] 

[CITY, STATE, ZIP CODE] 


cc: 


J Unit Chief, FBI Tracking Technology Unit 
, FBI Office of the General Counsel 
FBI Office of the General Counsel 


b6 

b7C 

b7E 


UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 




Ol T319 


CELLSITE-21256 






UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 



UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 

01T30T _ CELLSlTE-21259 






UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod A 
Ouantico. Virgin ia 22135 


and 


Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Quantico, Virgin ia 22135 


The 


acceptance of the abo ve conditions shall be 


^ evidenced by the si gnature below of an authorized representative of the 


b3 

b7E 


Sincerely, 


Marcus C. Thomas 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this day of 

b3 

b6 

b7C 

I 1 b7E 


UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 
CEL1./OTD 017310 


CELLSITE-21262 





UNCLASSIFIED//FOUO//LAW ENFORCEMENT SENTSITIVE//NOFORN 


Unit Chief, FBI Tracking Technology Unit 

I FBI Office of the General Counsel 

FBI Office of the General Counsel 


UNCLASSIFIED//FOUO//LAW ENFORCEMEN J ^^g|'^ITIVE//NOFORN 


b6 

b7C 


CELLSITE-21263 



From: 

Sent: 

To: 

Cc: 

Subject: 


Friday. June 24. 2011 10:52 AM 


RE: Non-Disclosure — UNCLASSIFIED 


Classification: UNCLASSIFIED 


We have a good relationship with ] | so no issu es there. I do n't mind pushing the forms to 

and his folks. If you think it's beneficial to travel t d 1 1 also have no objections. Pending ASAC 

concurrence with either scenario, what would you prefer? 


From:| |(OTP) (FBI) 

Sent: Friday, June 24, 2011 9:33 AM 

To: I 

Cc:| 

Subject: Non-Disclosure — UNCLASSIRED 


Classification: UNCLASSIFIED 


GENTS : 


I am inquiring as to how you would like me to proceed. I have a request from thel 

I OTP has 

worked foi^ several years to I I 

I upon acceptance of th^ 

attached NDA. Befor e 

I an NDA must be signed. We can pursue this in two ways: 1. You or you r SAC 

can submit the NDA to | ~| have 

them sign the enclosed N DA, one per individual, or I can travel and perform same. Wanted to . 
run this by each of you. 

The attache d doc uments are the requesting letter from 

and the actual I [FBI approved NDA. . The requestors are required to 

each sign an NDA and are specifically identified in the attached pdf file: I I 


If I can answer any question feel free to contact me directly @ 


« File: NDA 


WITT 20101123.doc » << File: Document.pdf >> 


tELL/OTD K517Z68 


CELLSITE-21300 



I 

Unit Chief 

Tracking Technology Unit 
Operational Te chnology Division 
loffice 


"Factum Non Verbum" 


b6 

b7C 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 


CELL/OTD ©17269 


CELLSITE-21301 



rom: 

ient: 

To: 

Subject: 



Classification: UNCLASSIFIED/ /FOUO 



Additionally, I would be proud to showcase the use of Wl 



I'm sure SS, 



your visit and opportunities to discuss innovative ways to improve and expand our WITT deployment as well. For 
example, an opportunity exists in one of our RAs to utilize WITlj |in a environment. 

Please let me know if I can help facilitate this matter in any way. 


b7C 

b7E 


Thanks, 
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GENTS: 


I am inquiring as to how you would like me to proceed. I have a request from the 


has worked for several years tof 


OTD 


L upon acceptance of the 


attached NDA. Before 


an NDA must be signed. We can pursue this in two wavs: 1. You or you r SAC 

can submit the NDA to | ~1 have 

them sign the enclosed NDA, one per individual, or I can travel and perform same. Wanted to 
run this by each of you.| | 


I The attache d doc uments are the requesting letter from 

and the actual P t ^FBI approved NDA.. The requestors are required to 


each sign an NDA and are specifically identified in the attached pdf file. 


Signed NDS return to TTU for action. 


If I can answer any question feel free to contact me directly @ 


I 

Unit Chief 

Tracking Technology Unit 
Operational Te chnology Division 
office 
Icell 


"Factum Non Verbum" 


Classification: UNCLASS I FIED//FOUO 
Classification: UNCLASS I FIED//FOUO 


CEl- 


01 7230 
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The attached d ocuments are therequestxng letter from 
and the actual [ [/FBI approved NDA. . 
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ALL I!;?:::-.'-.:: 

HEREIN 15 

DATE: Q4-09-201; tv m:-:: '■ ■ - -i 



Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LATV ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed vdihtn the Federal Government (and its contractors), U.S. Intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entitles without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorjzed access. Information bearing the LE5 caveat moy not be used in 
legal proceedings without first receiving authorisation from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network, 


b3 

b6 

b7C 

b7E 
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CELL/OIO 014939 











Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C 20535-0001 



Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAIF ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be disirlbuted within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safely or protection ojjlclals and individuals with a need to knmv, Distribution beyond these entities without 
FBI Operational Technology Division authorisation is prohibited. Precautions should be taken to ensure this Information is 
stored and/or destroyed in a manner that precludes unauthorised access. Information bearing the LES caveat may not be ttsed in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 


Deal 


We have been advised bv 

of the 



1 
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The 


signature below of an authorized representative of the[ 


]acceptance of the above conditions shall be evidenc ed by the 


Sincerely, 


Amy S. Hess 

Assistant Director • 

Operational Technology Division t) J 

Federal Bureau of Investigation b g 
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U.S. Department of Justice 



Federal Bureau oflnvestigation 


Washinston. D.C 20535-0001 



Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 

i/1 If' ENFORCEMENT SENSITIVE (LES): The Information in this document is the property of the Federal Bureau of 
tmestigation (FBI) and may be distributed -within the Federal Government (and Its contractors), U.S. intelligence, law 
enforcement, public safely or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorbation is prohibited. Precautions should be taken to ensure this information is 
stored andlor destroyed in a manner that precludes unauthorbed access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorbation from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 
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Thd 


signature below of an authorized representative of tha 


acceptance of the nhnve cnnditinns sliall ha evidenced by the 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
F^eral Bureau of Investigation 


Acknowledeed and anreed to tliii 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Attention; 



Request 


Re: Contraci. 
Approval -| 


1 b6 

' b7C 

The Federal Bure au of Investigation (FBI) has an approved non-disclosure agreement 
^(NDA) in place with thel 

I land our execution~of 

the NDA. meets the FBI’s advance coordination requirement. Therefore^ 


If there are any questions, please contact me. 
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Sincerely, 


Operation al Technology Di vision 
Telephonel 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Re: Purchase of Wireless Collection Equipment/Technology and Non- 

Disclosure Obligations 


LA W ENFORCEMENT SENSTTIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 


Dead 


Wft havpi Vippin aHvigprl bvl 


oftheT 


must coordinate with the Federal Bureau of Investigation ( FBI) to 

complete this non-disclosure agreementi 
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The l T acceptance of the above conditions shall be evidenced 

by the signatures below of an authorized representative | I 


Sincerely, 

^ 

Amy S. Me^ 

Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to thid 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 ~ 




Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
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The 

sig natures below of an auth orized representative and 
the 


Jacceptance of the ab ove conditions shall be evidenced bv the 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 


b3 

b6 
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U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Attention: 


Re: Contr^ 
Approval - | 



Dean 


The Federal Bure au of Investigation (FBD has an approved non-disclosure agreement 

nslDA^ in witti tVip.| 


S d our execution of 



If there are any questions, please contact me. 
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b6 
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Sincerely, 


uperation m i ecnnoiogy Divis ion 
Telephone l I 


Cc: 
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Federal Bureau of Investigation 

Washington, D.C. 20535-0001 




Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 
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Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 



UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

Page 6 of 6 

CELL/OID 014907 

CELLSITE-20593 





UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 


Federal Biueau of Investigation 


Washington, D.C. 20535-0001 



Re: Purchase of Wireless Collection Equipment/Technology and Non- 

Disclosure Obligations 


LA W ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may npt be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Dear 


Wft havft Fppn nHvigprl hv 


nf tVipf 


coordinat e with the Federal Bureau of Investigation (EBP to complete this non-disclosure' 
agreementi 




must 
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Federal Bureau of Investigation 


Acknowledged and agreed to thi: 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 


Attentionq I 

Request 


Re; Contract! 
Approval -T" 



Dean 


Federal Bure au of Investigation (FEE has an approved non-disclosure agreement 
(NDA) m Place with thel 


me JNDA, meets the FBI’s advance coordination requirement. Tharftfnrp., [ 


If there are any questions, please contact me. 


and our execution of 


b3 

b6 

bVC 

b7E 


Cc: 


Sincerely, 



Operation al Technology Piy isiolT 
Telephonef 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 




Re; Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 
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The 


acceptance of the 

above conditions shall be 

evidenced bv the sienatures below of an authorized renresenta 

five and 




Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 




Attention: 

Re: Contract 



Request 


Dear 


The Federal Burea u of Investigation IFBD has an approved non-disclosure agreement 
(UDA^ in place with the I 


E 


the NDA, meets the FBTs advance coordination requirement. Therefore j_ 


"land our execution 6F 


If there are any questions, please contact me. 


b3 

b6 

b7C 

b7E 


Sincerely, 


Operation al 'I’echnology D ivision 
Telephone 


Cc: 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 




Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), US. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 
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The 

evic 


acceptance of the above conditions shall be 

enced bv the sienatures below of an authorized rer)resentative and 





Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to .this 
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CELLSITE-20621 


Ci 





If there are any questions, please do not hesitate to contact 
my office. 


Sincerely, 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Quantico, VA 22135 

CELL/OID 015135 

CELLSITE-20624 










AIL 




Washington, D. C. 20535-0001 



If there are any questions, please do not hesitate to contact 
my office. 


Sincerely, 



Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Quantico, VA 22135 


CEIL/OID Q15134 


CELLSITE-20625 









Washington, D. C. 20535-0001 



If there are any questions, please do not hesitate to contact 
my office. 


Sincerely, 


b6 

b7C 


Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Quantico, VA 22135 


CELL5ITE-20626 
CEU/OTD 015® 
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U.S. Department of Justice 


Federal Bureau of Investigation 


[NAME OE 
ITITTPI I: 


[ADDRESS] 

[CITY, STATE, ZIP CODE] 


JNAMEJ 


Washington, D.C. 20535-0001 


Mi INFCRMATIOT CON1AIME.D 

HEREIN IS UNCLASSIFIED 

DATE 04-09-2013 BY NSICS F8S«2SK4S 


Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 


Dear [NAME OF[ 



We have been advised bv 


of the 

] 




r 

1 1 


disclosure agreement 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 

Mi INmRMSTION'^CaMlIKi 
HEEEIH IS OTCUiSSiriES 
DATE 04-09-2013 BE K31GJ Easriiiiii 




If there are any questions, please contact me. 


Sincerely, 






UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


t^iL/oiD mm 


CELLSITE-20634 










Mi iNF0K-^s.Ti2H i"E: 

HEREIN IS DNCLASSIFIil 
DATE C' 4 - 1 0 - 2 0 1 3 BY K S I C 3- Y ' 


UNGLASSIFED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


lAff' ENFORCEMENT SENSITIVE (LES): The information in this document ii the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), US. Intelligence, law 
enforcement, public safety or protection officials and individuals wlih a need to kncnv. Distribution beyond these entities without 
FBI Operational Technology Division authoraation is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unatithoriced access. Informatioii bearing the LES caveat may not be used in 
legal proceedings without first receiving authoraationfrom the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES an a website on an unclassified network. 
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The l l acceptance of the 

signature below of an authorized representative of the 


Sincerely, 



Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 





Attention: 




If there are any questions, please contact me. 
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b7C 
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Sincerely, 


Operational Technology Division 
Telephone| 


Cc: 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 

ALL INFCRVtiTICH CCNTAIME::' 

HEREIN IS mi I LAS SI FIE ■ 

illf F85M26K45 



Re: Purchase of Wireless Collection Equipment/Technology and Non- 

Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Dean 


We have been advi sed bvl Inf the 


I I must coordinate with the Federal Bureau of Investigation (EBP to 

complete this non-disclosure agreementi | 
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ttlL/OlD 014952 


CELLSITE-20643 







UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


The 

byt 


acceptance of the above conditions shall be evidenced 

he signatures below of an authorized representative and 



1 



Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to thid 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 



If there are any questions, please contact me. 


b7E 
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ALL INFORMATION CONIAIKEB 
HEREIN IS DNOASSirilS: 

DATE 04-10-2313 BY NSICS FS5M26K4S 


Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network ' ' U 3 



UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 

Page 1 of 6 


CEIUOID 


CELLSITE-20651 











UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


The 


acceptance of the above conditions shall be evidenced bv 

the signatures helnw of an anthnn'ypH 

representative and 


] 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


&LL INFO-EMaTION COWTAIHED 

lERE-IN IS UHCt&SSIFIEO 

DSTE :04-10-2Q13: BY NSICJ3 F8SM2€K4S 


Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Dear 


Wo have hp.en ndvissrl bv 


r>f tVip 


Of investigation (FBI) to complete this non-disc 


[must coordinate witti ttie F ederal Bureau 
osure agreement I 
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Thd 


the signatures below of an authorized rep resentative and 


acceptance of the above conditions shall be evidenced by 


Sincerely, 


Amy S. Hess 
Assistai^t Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 
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The Federal Bureau of Investigation ('FED has an approved non-disclosure agreement 



If there are any questions, please contact me. 


XJ I J_i 


Sincerely, 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Mi INFOEMS.1IOH 

miia if 


CONIIlINED 
OTCLSilSSXFlKi 


Attention; 


Re: Contrad 
Approval -[_ 


Request 


Dear 


The Fede ral Bureau of Investigation rEBD has an approved non-disclosure agreement 
(NDA") in place l~ ^ \ ^ 

I and our execution of 

the NDA, meets the FBFs advance coordination requirement. Therefore J I 


If there are any questions, please contact me. 


b3 

b6 

b7C 

b7E 


Sincerely, 


Operation ^ Technology Div ision 
T elephone f I 


Cc: 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 



Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network U 3 



must coordinate with the Federal Bureau of Investigation (FBI) to 

complete this non-disclosure agreement I 
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HEREIN IS 

DATE. 04-10-201S ei: ■' 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washin^on, D.C. 20535-0001 


Attention: 


Re: Contra 
Approval-] 

c Request 



Dear 

The Federal Burea u of Investigation (FBI) has an approved non-disclosure agreement 
(NDA^ in place with the I 

land our execution ot 

tlipi Nn A mpfttsi the FBI’s advance coordination requirement. Therefore] 


If there are any questions, please contact me. 


b3 

b6 

b7C 
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Sincerely, 


Operation ^ Technology Divisi on 
Telephone ! I 


Cc: 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 



Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be 'distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Dear 


We have been advised by bf the 




must coordinate with the Federal Bureau of Investigation (FB!) to 

complete this non-di 

isclosure agreement 
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Attention: 


Re: Contr^ 
Approval -] 


U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


aT„T. INFOHK&IIOH COMIIIHED 

HEREIN IS DNCIASSIFIED 

DATE 04-10-2013 BY NSIC& FB5M26K45 


jRequest 


Dear 

The Federal Bure au of Investigation (FBI) has an approved non-disclosure agreement 
(NDAI in place with thel ^ ^ 

and our execution ot 

me INUA. meets me hurs advance coordination requirement. 1 heretore.| I 


If there are any questions, please contact me. 
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b6 

b7C 
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Sincerely, 


Operation al Technology Div ision 
T elephonq I 


Cc: 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 



Attention: 


Re : Contr act 


Request Approval - 


Dear 


The Federal Bureau of Investigation (FBI) h as an approved 
non-disclosure agreement (NDA) in place with the| 




1 and our execution of the NDA, meets the FBI ' s 
advance coordination recfuirement . Therefore, the I I 

1 


1 



b3 

b6 

b7C 

b7E 


If there are any questions, please contact me. 


Sincerely, 


Operation al Technology D ivision 
Telephone 


cc : 


UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 


ttll/OiyiSQO? 


CELLSITE-20694 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington. D.C. 20535-0001 


Attention; 


Re: ContractI 
Approval 


[Request 


Dear 


Federal Bure au of Investigation (FED has an approved noii-disclosure agreement 
(NDA) in place with the I 

land our execution of 

tfte JNDA. meets the FBFs advance cnnrdinatinn rfimiirptnftTtt Thf>rAfnrp I ~ 


If there are any questions, please contact me. 


b3 

b6 

b7C 

b7E 


Sincerely, 



Telephond 


Cc: 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


M.L IWFORMaTIOlI CONTAINED 

HEREIN IS UNCXA3SIFIED 

DATE 04-10-2013 BT NSICS F85M26K45 


Re; Purchase of Wireless Collection Equipment/Technology and Non-Disclosure 
Obligations 

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of Investigation (FBI) and 
may be distributed within the Federal Government (and its contractors), U.S. intelligence, law enforcement, public safety or protection 
officials and individuals with a need to know. Distribution beyond these entities without FBI Operational Technology Division authorization 
is prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized 
access. Information bearing the LES caveat may not be used in legal proceedings without first receiving authorization from the originating 
agency. Recipients are prohibited from subsequently posting the information marked LES on a website on an unclassified network 


Dear 


We have been advised bv 


of the 


must coord inate with the Federal Bureau of Investigation (FED to complete this non- 
disclosure agreementf" 



b3 

b6 

b7C 

b7E 


CELL/OTD 015013 


CELLSITE-20696 
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The 


acceptance of the above conditions shall be evidenced by the 


sianfitnrfis hslnw nf an antVinnVprI 

representative and 




Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 


b3 

b6 

b7C 

b7E 
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U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C. 20535-0001 




Re: Purchase Wireless Collection Equipment/Technology and Non-Disclosure 

Obligations 
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b3 

b6 

b7C 

b7E 


CELL/QTD 015020 


CELLSITE-20701 
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Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 

Building 27958A, Pod A 3 

Onantifr^ Virginia 991 ^ 


and 


Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod B 
Ouantico. Vi rginia 22135 


The 


oe eviaencea dv me sienamre d 

eiow or an £ 



acceptance of the above conditi ons shall 


Sincerely, 


Ernest Reith 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
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CELLSITE-20704 
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Acknowledged and agreed to this 


[NAME OFI 
rriTT T71 


[AUURESSJ 

[CITY, STATE, ZIP CODE] 


NAME], 


cc: 


Unit Chief, FBI Tracking Technology Unit 
FBI Office of the General Counsel 


FBI Office of the General Counsel 


b3 

b6 

b7C 

b7E 
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U.S. Department of Justice 
Federal Bureau of Investigation 



Washington, D. C. 20535-0001 


Attention: 


aii INFORMATION CONTAINED 

HEREIN IS TJNCLASSIFIED 

laiE 04-10-2013 BY NSICG FS5N26K45 


Re : Contr actI 

I iRemieat Approval 


Dear 


The Federal Bureau of Investigation (FBI) h as an approved 
non-disclosure agreement (NDA) in place with the I I 




1 and our execution of the NDA, 

e 

meets the FBI's advance coordination recruirement . Therefore, th 






b3 

b6 

b7C 

b7E 


If there are any questions, please contact me. 


Sincerely, 



uperationa 
Telephone | 




cc : 
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CEIL/OTD 015026 CELLSITE-20709 


All iNFC?^aiiL-N ■ 

HEPEiM ;e 

DATE O'l-ic-S'V.o :-j .■;:ii- 
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U.S. Department of Justice 
Federal Bureau of Investigation 




The Federal Bureau of Investigation (FBI) has an approved non-disclosure a 
A) in place with the 






A, meets the FBI’s advance coordination re 


If there are any questions, please contact me. 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 



Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 
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b7C 
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Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 

b3 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 



Re; Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Dear 


We have been advised by 


of thel 


b3 

b6 

b7C 

b7E 


must coordinate with the Federal Bureau of Investigation (FBI) to 

complete this non-disclosure agreement 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 

ALL INFOEMAIIOH COHL AIMED 

HEREIN IS DNCLASSIFIED 

SITE 04-10-2013 BY NSICS F85M26K45 


Re: Purchase of Wireless Collection Equipment/Technology and Non- 

Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should’be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may riot be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 


Dear 


We have been advised by 


bf the 


[ must coordinate with the Federal Bureau of Investigation (FBI) to 
complete this non-disclosure agreementT I 


b3 

b6 

b7C 

b7E 
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The acceptance of the abo 

evidenced by the signatures below of an authorized representative an 





D. Keith Bryars 

Acting Deputy Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 
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U.S. Department of Justice 



Washington, D.C. 20535-0001 
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U.S. Department of Justice 


•Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Mi INFORMATION CONIMNEO 

HEREIN IS UNCLASSIFIED 

DATE 04-10-2013 BY NSICO r85H2fK45 


Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 
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The 

signature below ot an authorized representative of thel 


1 acceptance of the ahnve conditions shall he Rvirlp.nnfifl by the 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 


b3 

b6 

b7C 

b7E 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 




Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


b3 

b6 
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The 

signature below ot an authorized rei 


acceptance of the 
presentative of the 


above conditions shall be eviden ced by the 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to thid 


b3 

b6 

b7C 

b7E 
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If there are any questions, please contact me. 


b7E 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Mi INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DAT Et IC*»' :':Fw.SM2€M45 


Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational-Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Dead 


We have been advised by 


bf thd 


must coordinate with the Federal Bureau of 


Investigation (FBI) to complete this non-disclosure agreementf 


b3 

b6 

b7C 

b7E 
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The] |acceptance of the above conditions shall 

be evidenced by the signature below of an authorized representative. 


Sincerely, 



b3 

b6 

bVC 

b7E 
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U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C. 20535-0001 



Re: Purchase of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 

LAfV ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
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ALL inf: PM-:: : : i' : : n'T;-. : : 

HEREIN 13 ■j;i:L.-.3 3i:',!L.- 
DATE Q4-10-201.:- ::V i;:-:; : ■ ■ 



U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535-0001 


Attention: 


Re: ContractI 
Approval -I 


Request 


Dean 


The Federal Burea u of Investigation (FBI) has an approved non-disclosure agreement 
(NBA) in place with th e I o y— / ^ 


me Nl>A, meets tne FETs advance coordination requirement. Theretbre. the 


a na our execution ot 


If there are any questions, please contact me. 


b3 

b6 

b7C 

b7E 


Sincerely, 



Operational Technolosv Dr 

/ision 

Telephone 


Cc: 
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U.S. Department of Justice 
Federal Bureau of Investigation 



Re; Purchase of Wireless Collection Equipment/Technology and Nonr 
Disclosure Obligations 



LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization fi-om the originating agency. Recipients are prohibited from subsequently 
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Thd 


the signatures below of an anthnri^efl renrese-ntative andl 


acceptance of th e above conditions shall be evidenced by 


Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to this 
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U.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 

Mi INFORMITION CONTAIMED 
HEREIN IS UHCLaSSIFIED 




Dead 


The Federal Bure au of Investigation (FBI) has an approved non-disclosure agreement 


INDAI in place with the I 

I 






Therefore, thel I 




If there are any questions, please contact me. 


b3 

b6 

b7C 

b7E 


Sincerely, 


Operation al Technology Di vision 
Telephone 


Cc: 
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Re: Acquisition of Wireless Collection Equipment/Technology and Non- 
Disclosure Obligations 


LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed -within the Federal Government (and its contractors), US. intelligence, law 
enforcement, public safety or protection officials and individuals -with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network. 
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Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
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XJ.S. Department of Justice 
Federal Bureau of Investigation 

Washington, D.C. 20535-0001 





Re: Purchase of Wireless Collection Equipment/Technology and Non- 

Disclosure Obligations 


LA W ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of 
Investigation (FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law 
enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI Operational Technology Division authorization is prohibited. Precautions should be taken to ensure this information is 
stored and/or destroyed in,a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in 
legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently 
posting the information marked LES on a website on an unclassified network 


Dean 


b3 

b6 

b7C 

b7E 


We have been advised by 


of the 


I must coordinate with the Federal Bureau of Investigation (FBI) to 
complete this non-disclosure agreement 
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The acceptance of the above conditions shall be evidenced by the 

signature below of an authorized representative. 

Sincerely, 


Amy S. Hess 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


■ Acknowledged and agreed to this 



b3 

b6 

b7C 

b7E 
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ALL INFOR>a: i ::ii ’ : 

HEREIN IS n;:.' — 
DATE : 



I am inquiring as to how vou would like me to proceed. I have requests from the 



acceptance of the attached NDA. Bef ore | | 

n NDA must be signed. We can pursue this in two wavs: 1. 


You or your SAC can submit the NDA to| | 

have them sign the enclosed NDA. one per individual, or I can travel and perf orm t)3 
same. Wanted to run this bv each of vou. I I b6 





1 


CELLSITE-20801 











I am inquiring as to how vou would like me to proceed. I have requests from the| 

OTD has worked for several 



:an pursue this In two wav«;! 1. You nr vnur SAC can submit the NDA to | 

have them sign the enclosed NDA, one pe r 

or I can travel and nerform same. Wanted to run this bv each of vou .^ ' 


I The attached 

docu ments are the requesting letter from and the actual 

I FBI approved NDA. . The requesto rs are required to each sign an NDA and are specificall y 
identifie d in the attached pdf file. I I 


If I can answer any question feel free to contact me directly 










Thursday. Mav 19. 2011 11:1 TAM 


From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 


FW: NDA 

Documentpdf; NDA 


I am once again inauir'ine as to how vou would like me to proceed. I have requests 

from the I I 


1 OTP has worked for several years to f 


I 


upon 


acceptance of the attached NDA. Be fore! I 

I I an NDA must be signed. We can pursue this in two ways: 1. 

You or vour SAC can submit the NDA to b3 

have them sign the enclosed NDA, one per individual., or I can travel and per form 
same, wanted to run this by each of you. I ] b7C 

b7E 


_The attached docum ents are the requesting letter 
and the actual I t FBI approved NDA, . The requestors 


from 

are reouired to each sign an NDA and are specifically identified in the attached pdf file. 


If I can answer any question feel free to contact me directly 


Original Messaee- 


From: 


Sen t: Thursday. Mav 19. 2011 9:S8 A M 

To: 

Subject: 


CEL I ^.-OTD _ on i 50 


1 


CELLSITE-20817 









From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 


Ihursdav. Mavis. 20HH:19AM 


FW: NDA 

Document. pdf; NDA J 


I am inquiring as to how you would like me to proceed. I have a request from the 


OTD has worked for several years tol 


1 

UDon 

acceptance of the attached NDA. Beforel 


an n' 

UA must 06 Signed. W6 dSh PUhSU6 thiS ih two WSv^l 1. 

You or your SAC can submit the NDA to 


have them sign the enclosed NDA, one per individual, or I can travel and perf orm 


same. Wanted to run this by each of you. 


b3 

b6 

b7C 

b7E 


I The attached docum ents are the requesting letter 

trom i l and the actual I k PBI approved NDA.. The request ors 

are required to each sien an NDA and are soecificallv identified in the attached pdf file. □□ 


If I can answer any question feel free to contact me directly 


Original Message 

From: 

Sen t: Thursday. Mav 19. 2011 9:59 AM 
To: I 

Subject: 


CELL/0 T D 01 7 1 4 2 

1 


CELLSITE-20825 






Subject: 

Attachments: 


aia, iNfOEMP.Tisii 
eiMiH IS unc:la33If:ii_ 
I/rtTE 04" lC“201-3 



FW: I 

Document. pdf; NDaJ 


I am inquiring as to how vou would like me to oroceed. I have a request from the 


I , L£] 

worked for several years tol 


3TD has 


attached NDA. Befor el | 

I an NDA must be signed. We can pursue this in two wavs: 1. You or vou r SAC b3 
can submit the NDA to | ~ have 

them sign the enclosed N DA, one per individual, or I can travel and perform same. Wanted t o 
run this by each of vou. I I 

^ \ 

I The attache d doc uments are the requesting letter from 

I and the actual | j /FBI approved NDA.. The requestors are required to 

each sign an NDA and are specifically id entified in the attached pdf file. 

If I can answer any question feel free to contact me directly 


Original Messaee- 

From: 

Sen t: Thursday. Mav 
To: 

Subject: 


CELL^DTD 017135 




SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Please disregard the prior NDA. Use the attached updated version. . 








Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, Pod A 
Ouanticn. Virpinia 22135 


and 


Unit Chief 

Tracking Technology Unit 
Operational Technology Division 
Federal Bureau of Investigation 
Engineering Research Facility 
Building 27958A, PodB 
Ouantico. Virpinia 2 2135 


The 


acceptance of the above co: 
.shall he. Rvinencen hv rue signamre. heipw ot an autndrized representative of the 



b3 

b6 

b7C 

b7E 


Sincerely, 


Marcus C. Thomas 
Assistant Director 
Operational Technology Division 
Federal Bureau of Investigation 


Acknowledged and agreed to thid 


[NAME OF 
JTTTT.RI 


[ADDRESS] 

[CITY, STATE, ZIP CODE] 


cc: 


Unit Chief, FBI Tracking Technology Unit 

FBI Office of the General Counsel 
VbI Office of the General Counsel 


CELL/OTD 0W056 


CELLSITE-20844 






SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Is this the one you want me to use?? 



b3 

b6 

b7C 

b7E 







SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please disregard the prior NDA. Use the attached updated version. . 


<< File: 






SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


b3 

b7E 


CELL/OTD 017047 


2 


CELLSITE-20850^ 





■iSm^RSmiT/ISTHIiKrifEBSDitZ^AlkTil 


Subject: 

Attachments: 


FW: NDA 

Document. pdf; NDA 


I am inquiring as to how vou woul 


as worked for several years to 


attached NDA. Before 


UDon acceotance of the 


can submit the NDA to have b6 

them sign the enclosed NDA. one per individual, or I can travel and perform same. Wanted to b7C 


run this bv each of vou 


I The attache d doc uments are the requesting letter from] 

and the actual 'FBI approved NDA.. The requestors are required to 

each sign an NDA and are specifically ide ntified in the attached pdf file. I 


If I can answer any question feel free to contact me directly 


-Original 


Sent: T 


T 

S 


ilUitf'i 


ICMm HSBW 


/OTD 













From: 

Sent: 

To: 

Cc: 

Subject: 


ThiirsHav Ma\/1Q 9011 1?-nn PM 


RE: NDA -- UNCLASSIFIED 


Classification: UNCLASSIFIED 


I will handle this. 


Original Message 

From: I 

Sen t: Thursday, May 19, 2011 9:45 AM 
To: I 

Subject: FW: NDA --- UNCLASSIFIED 
Classification: UNCLASSIFIED 


Can you please respond to | ] on this? Thanks! 

Original Message 

From: 


Sen t: Thursday. May 19, 2011 9:42 AM 


To: 1 





Subject:- FW: NDA 


b3 

b6 

b7C 

b7E 


I am inquiring as to how you would like me to proceed. I have requests from the | 

OTP has worked for several 

years to| I 

upon acceptance of the attached NDA. Before l 1 

I a n NDA must be 

signed. We can pursue this in two wavs: 1. You or vo ur SAC can submit the NDA to I I 

have them sign the enclosed NDA, one per 

individual, or I can travel and perform same. Wanted to run this bv each of vou.l 

I The attached 

docu ments are the requesting letter from ] l and the actual 

I t FBI approved NDA. . The requesto rs are required to each sign an NDA and are specifica lly 
identi fied in the attached pdf file. 


If I can answer any question feel free to contact me directly 


CELL/0 ID 0^^ 


CELLSITE-20868 













Classification: 

Classification: 


UNCLASSIFIED 

UNCLASSIFIED 



017124 


CELLSITE-20869 


2 


From: | | 

Sent: Thursday. Mav 19. 2011 1:49 PM 

To: 

Subject: RE: NDA--- UNCLASSIFIED stj .. um (r:yiri-.rmn 

HEREIH IS OTTCLASSiriED 

DATE 04-l€-2013 BY N3ICS FS5ibl26K4S 

Classification: UNCLASSIFIED 


We'll let you know ASAP. 


Let's discuss when gets back in town. 
Thank«; _ 


Original Messaee- 


From: 

Sen t: Thursday. Mav 19. 2011 10:25 AM 


To: 

Cc: 

Subject: FW: NDA 

I am inquiring as to how vou would like me to proceed. I have a request from the 


b3 

b6 

b7C 

b7E 


has worked for several years tol 


OTD 


attached NDA. Befo 


upon acceptance of the 


can submit the NDA to[ 


an NDA must be signed. We can pursue this in two wavs: 1. You or vour SAC 


them sign the enclosed NpA. one per individual, or I can travel and perform same. Wanted f 
run this bv each of vou. 


have 

I 


The attached documents are the requesting letter from 


and the actual T [ FBI approved NDA.. The requestors are required to 


each sign an NDA and are specifically ide ntified in the attached pdf file. 


If I can answer any question feel free to contact me directly 


Original Message 

From: 

Sent: Thursday. Mav 19. PrSQ AN 

To: 

Subject: 


CELL/OTD 01 71 21 


1 


CELLSITE-20870 







Classification: 


UNCLASSIFIED 


01 ”ri22 


2 


CELLSITE-20871 


(1) I would like to know what the FBI's guidelines are regarding what orders are required for the 
use of a stingray, particularly as it pertains to location information. Do they require a search 
warrant or a different type of order? Are agents instructed to try to get a warrant if possible but a 
lesser order if not? What is the legal analysis that supports this policy? 

The specific equipment used by law enforcement agencies to obtain location information and the 
capabilities of that equipment are considered Law Enforcement Sensitive, since its public release 
could harm law enforcement efforts by compromising future use of the equipment. As a general 
matter, the type of information obtained with location identifying techniques is dialing, routing, 
addressing or signaling information that has historically been obtained pursuant to the Pen 
Register Statute (18 USC section 2131 et seq). That being said, Federal Courts are split on what 
legal authority is required to obtain location information on a prospective basis. Because of a 
prohibition against obtaining this information solely pursuant to a Pen Register/Trap and Trace 
order set forth in the Communications Assistance to Law Enforcement Act (CALEA, see 47 
USC 1002), some District Courts require what has come to be known as a “hybrid” approach 
whereby a court order issued pursuant to the Pen Register Statute (18 USC section 3121 et seq) 
is combined with what is known as a “2703(d) order” (reference to 18 USC 2703(d), part of the 
Stored Communications Act). Other District Courts have held a search warrant based upon 
probable cause is necessary to obtain location information on a prospective basis. 

In utilizing this equipment and data, the FBI conducts all investigations in accordance with the 
Attorney General Guidelines and the FBI's Domestic Investigations and Operations Guide. 


(2) Do the instructions vary by region? 

Generally speaking, the FBI advises our field offices to work closely with the relevant U.S. 
Attorney’s Office to adhere to the legal requirements of their respective District as set forth in 
case law or court decisions/precedent. If the FBI believes the use of any technology or technique 
may provide information on an individual while that person is in a location where he or she 
would have a reasonable expectation of privacy, it is FBI policy to obtain a search warrant. 

(3) I would like to know what the FBI policy is regarding data from stingrays being expunged. In 
the case I'm covering, the Agent, in the application for the use of device, requested that data 
obtained by the court order be expunged at the end of the mission to locate the cellular device. 
This request was granted, and that data was expunged. 

With regard to the expungement of location information obtained through use of this type of 
equipment by the FBI, our policy since the 1990’s has been to purge or “expunge” all 
information obtained during a location operation. 


(4) USAGE INFORMATION - I would like any information that the FBI might be able to provide 
on how helpful these "stingray" type devices are, how frequently they are used and whether 
their use has increased or decreased in the past couple of years. 


CELLSITE-13143 



Location information continues to be a vital component in law enforcement investigations at the 
federal, state and local levels. All levels of law enforcement need to maintain the ability to 
utilize location information pursuant to lawful authority. 


CELLSITE-13144 
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By JENNIFER VALENTINO-DEVRIES 

For more than a year, federal authorities pursued a man they called simply "tiie Hacker." Only 
after using a little known cellphone-tracking device — a stingray^-were they able to zero in on a 
California home and make the arrest 



Stingrays are designed to locate a mobile 
phone even when its not being used to make 
a call. The Federal Bureau of Investigation 
considers the devices to be so critical that it 
has a policy of deleting the data gathered in 
their use, mainly to keep suspects in the dark 
about their capabilities, an FBI official told 
The WSII Street Journal in response to 
inquiries. 


U.S. Patent and Trademark Office 
AHM.Slla,F!wll. AsUngrai* role In nebbingthe alleged 

^tlngreya.' "Hacker”— Daniel David Rigmaiden— is 

shaping up as a possible test of the legal 
standards for using these devices in 

investigations. The FBI says it obtains appropriate court approval to use the device. 
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Stingrays are one of several new technotogies used by law enforcement to track people s 
locations, often without a search warrant. These techniques are driving a constitutional debate 
about whether the Fourth Amendment, which prohibits unreasonable searches and seizures, but 
which was written before the digital age, is keeping pace with the times. 

On Nov. 8, the Supreme Court will hear arguments over whether or not police need a warrant 
before secretly installing a GPS dewce on a suspect’s car and traddng him for an extended 
period. In both the Senate and House, new bills would require a warrant before tracking a 


cellphone's location. 


More 

Key Documents in 'Stingray' Case 
Digits: Mow 'Stingray' Devices Wodc 

Digits: How Technoiogy Is Testing the Fourth 
Amendment 


Device allows tracking whan phone is not 
in use, reports Valentino-C-cvries 



connection with the use of this dewce?" 


And on Thursday in U.S. District Court of 
Arizona, Judge David G. Campbell is set to ' 
hear a request by Mr. Rigmaiden, who is . 
facing fraud charges, to have information 
about the government's secret techniques 
disclosed to him so he can use it in his 
defense. Mr. Rigmaiden maintains his 
innocence and says that using stingrays to 
locate devices in homes without a valid 
warrant "disregards the United States 
Constitution" and is illegal. 

His argument has caught the judge's 
attention, in a February hearing, according to 
a transcript. Judge Campbell asked the 
prosecutor, "Were there warrants obtained in 


EXPERIENCE WSJ PROFESSIONAL 

Editors' Deep Dive: Techs Balance 
innovation. Litigation 

NEW YORK POST 

Critics Calling Out Deal by Microsoft.& 
Nokia Over Antitrust Alarms 

CHINA DAILY 
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the free web. Leam More 


The prosecutor, Frederick A. Battista, said the 
government obtained a "court order that 
satisfied [the] language" in the federal law on 
warrants. The judge then asked how an order 
or warrant could have been obtained witiiout 
telling the judge what technology was being 
used. Mr. Battista said: "it was a standard 
practice, your honor." 

Judge Campbell responded that It “can be 
litigated whether those orders were 
appropriate." 


On Thursday the government will argue it 
should be able to withhold details about the 

tool used to locate Mr. Rigmaiden, according to documents filed by the prosecution. In a 
statement to the Journal, Sherry Sabol, Chief of the Science & Technology Office for the FBI's 
Office of General Counsel, says that information about stingrays and related technology is 
"considered Law Enforcement Sensitive, since its public release could harm law enforcement 
efforts by compromising future use of the equipment." 



Available 



Invest! • 
Faith in I 
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FBI’s 'Stingray' Cellphone Tracker Stirs a Fight Over Search Warrants, Fourth Amendme... 


The prosecutor, Mr. Battista, tofd tiie Judge 
that the government worries that disclosure 
would make the gear "subject to being 
defeated or avoided or detected." 

A stingray works by mimicking a cellphone 
tower, getting a phone to connect to it and measuring signals from the phone. It lets the stingray 
operator "ping," or send a signal to, a phone and locate it as long as it is powered on, according 
to documents reviewed by the Journal. The device has various uses, Including helping police 
locate suspects and aiding search-and-rescue t^ms in finding people, lost in remote areas or 
buried in rubble after an accident. 

The government says "stingray" is a generic term, in Mr. Rigmaiden’s case it remains unclear 
which device or device's were actually used. 

The best known stingray maker is Florida-based defense contractor Harris Corp. A spokesman 
for Hams declined to comment. 

Harris holds trademark registered between 2002 and 2008 on several devices, including the 
StingRay, StingRay II, AmberJack, KingFish, TriggerFish and LoggerHead. Similar devices are 
available from other manufocturers. According to a Harris document, its devices are sold only to 
law-enforcement and government agendas. 

Some of the gadgets look surprisingly old-fashioned, with a smattering of switches and lights 
scattered across a panel roughly foe size of a shoebox, according to photos of a Harris-made 
StingRay reviewed by the Journal. The devices can be carried by hand or mounted in cars, 
allowing investigators to move around quickly. 

A rare public reference to this type of technology appeared this summer in the teievision crime 
drama 'The Closer." In the episode, law-enforcement officers use a gadget they called a "catfish" 
to track cellphones without a court order. 

The U.S. armed forces also use stingrays or similar devices, according to public contract notices. 
Local law enforcement in Minnesota, Arizona, Miami and Durham, N.C., also either possess the 
devices or have considered buying them, according to interviews and published requests for 
funding. 

The sheriffs department in Maricopa County, Ariz., uses the equipment "about on a monthly 
basis," says SgL Jesse Spurgin. 'This is for location only. V\fe can't listen in on conversations," 
he says. 

Sgt. Spurgin says officers often obtain court orders, but not necessarily search warrants, when 
using the device: To obtain a search warrant from a court, officers as a rule need to show 
"probable cause," which is generally defined as a reasonable belief, based on factual e\ridence, 
that a crime was committed, lesser standards apply to other court orders. 

A spokeswoman with the Bureau of Criminal Apprehension in Minnesota says officers don’t need 
to seek search warrants in that state to use a mobile tracking device because it "does not 
intercept communication, so no wiretap laws would apply." 
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FBI and Department of Justice officials have also said that investigators don't need search Most Po| 

vt^rrants. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie 
E. Caproni both said at a panel at the Brookings Institution in May that devices like these fall into 
■a category of tools called "pen registers,” which require a lesser order than a warrant. Pen 
registers gather signals from phones, such as phone numbers dialed, but don't receive the 
content of the communications. 


To get a pen-register order, investigators don't have to show probable cause. The Supreme 
Court has ruled that use of a pen register doesn't require a search warrant because it doesn't 
involve interception of conversations. 


Technok 


But wih> cellphones, data sent includes location information, making the situation more 
complicated because some judges have found that location information is more intrusive than 
details about phone numbers dialed. Some courts have required a slightly higher standard for 
location information, but not a warrant, while others have held that a search warrant is 
necessary. 


Manager, E 
Java Dev€ 

Infbmiatloi 
-Mart Ston 

TCG is loc 
Group 


The prosecution in the Rigmalden case says in court documents that the "decisions are made on 
a case-by-case basis" by magistrate and district judges. Court records in other cases indicate 
that decisions ate mixec(, and cases are only now moving through appellate courts. ' 

The FBI advises agents to work with federal prosecutors locally to meet the requirements of their 
particular district or judge, the FBI's Ms. Sabol says. She also says it is FBI policy to obtain a 
search warrant if the FBI believes the technology "may provide information on an individual while 
that person is in a location where he or she would have a reasonable expectation of privacy." 

E>q)erts say lawmakers and the courts haven't yet settled under what circumstances locating a 
person or device constitutes a search requiring a warrant. Tracking people when they are home 
is particularly sensitive because the Fourth Amendment specifies that people have a right to be 
secure against unreasonable searches in their "houses." 
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The law is uncertain," says Otin Kerr, a professor at George Washington University Law School 
and former computer-crime attorney at the Department of Justice. Mr. Kerr, who has argued that 
warrants should be required for some, but not ail, types of location data, says that the legality 
"should depend on the technology." 

. In the case of Mr. Rigmaiden, the government alleges that as early as 2005, he began filing 
fraudulent tax returns online. Overall, investigators say, Mr. Rigmaiden electronically filed more 
than 1 ,900 fraudulent tax returns as part of a $4 millton plot 

Federal investigators-jsay they pursued Mr. Rigmaiden "through a virtual labyrinth of twists and 
turns." Eventually, they say they linked Mr. Rigmaiden to use of a mobile-broadband card, a 
device that lets a computer connect to the Internet through a cellphone network. 
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Investigators obtained court orders to track the broadband card. Both orders remain sealed, but ^ 

portions of them have been quoted by the defense and the prosecution. 

5- Colic 

These two documents are central to the clash in the Arizona courtroom. One authorizes a "pen 
register" and clearly isn’t a search warrant The other document is more complex. The 
prosecution says it is a type of search warrant and that a finding of probable cause was made. 


i 
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But the defense argues that it can't be a proper search warrant, because among other things it 
allowed investigators to delete all the tracking data collected, rather than reporting back to the 
judge. 

Legal experts who spc^e with the Journal say it is difficult to evaluate the order, since it remains 
sealed. In general, for purposes of the Fourth Amendment, the finding of probable cause is most 
important in determining whether a search is reasonable because that requirement is specified in 
the Constitution Itself, rather than In legal statutes, says Mr. Kerr. 

But it is "odd" for a search warrant to allow deletion of evidence before a case goes to trial, says 
Paul Ohm, a professor at the University of Colorado Law School and a former computer-crime 
attorney at the Departmenfof Justice. The law governing search warrants specifies how the 
warrants are to be executed and generally requires information to be returned to the judge. 

Even if the court finds the government's actions acceptable under the Fourth Amendment, 
deleting the data is "still something we might not want the FBI doing," Mr. Ohm says. 

The government says the data from the use of the stingray has been deleted and isn't available 
to the defendant. In a statement, the FBI told the Journal that "our policy since the 1990s has 
been to purge or 'expunge' all inform^ion obteined during a location operation" when using 
stingray-type gear. 

As a general matter, Ms. Sabol says, court orders related to stingray technology "will include a 
directive to expunge information at the end of the location operation." 

Ms. Sabol says the FBI fellows this policy because its intent isn't to use the data as evidence in 
court, but rather to simply find the "general location of their subject" in order to start collecting 
other information that can be used to justify a physical search of the premises. 

In the Rigmaiden example, investigators used the stingray to narrow down the location of the 
broadband card. Then they went to the apartment complex's office and learned that one resident 
had used a false ID and a fake tax return on the renter's application, according to court 
documents. 

Based on that evidence, they obtained a search warrant for the apartment. They found the 
broadband card connected to a computer. 

- Mr. Rigmaiden, who-doesn't confinn or deny ownership of the broadband card, is arguing he 
should be given information about the device and about other aspects of the mission that located 
him. 

In the February hearing. Judge Campbell said he might need to weigh the government's claim of 
privilege against the defendant's Fourth Amendment rights, and asked the prosecution, "How 
can we litigate in this case whether this technology teat was used in this case violates the Fourth 
Amendment without knowing precisely what it can do?" 

Write to Jennifer Valentino-DeVries at Jennifer.Valentino-DeVries@wsj.com 


JOIN THE DISCUSSION MORE IN 

Tech » 


CFI I SITF-1314Q 

http://online.wg!com/article/SBI0001424053111904194604576583I12723197574.html 9/26/2011 


FBI's 'Stingray' Cellphone Tracker Stirs a Fight Over Search Warrants, Fourth Amendme... 
244 Comments, add yours' 

,x FBLL090 

973 Sliar« 11 75 Email Print Order Reprints 


Hottest Penny Stock EMBA 

Pass on this stock & you will never forgive yourself. Read more today! 
www.GreenGainers.com/EMBA 

Hot Stock Pick <OMVS 

Newest Solar Technology. Investment, Stocks, Trade, News. 
www.OMVSsolar.com 

Don’t Be Shy. Try Forex. 

Risk Free Practice Account GFT. 

GFTforex.com ^ 

3-!n-1 Credit Scores -90 

\^ew your Credit Report & Scores from AH'S Bureaus in 60 seconds. 
FreeScoreOnIIne.com 


Add a Comment . journal community 

We welcome your thoughtful comments. Please comply with our Community 
rules. All comments will display your real name. 


Want to participate in the discussion? 

j REGISTER FOR FREE 

Or log in or become a subscriber now for complete Journal access. 


O Track replies to my comment Go to Comments tab 

Uf.;K Kvi Share articles and post your comments Login with Faceb^ 

on Facebook | What's this? 


A 


Page 6 of? 


CELLSITE-13150^ 

httpt//oniine.wsj.com/article/SB10001424053I11904194604576583112723197574.html 9/26/20U 


i’Bl's ’Stingray’ Uellpiione TracJcer Stirs a je'ight Over Search Warrants, Fourth Amendme... Page 7 of 7 


Subscribe Now for Fid Access to WSJ.eoin and Get 

2 WEEKS FREE 



WSJ Subscriber’s content provides: 

• Personalized tracking of industries 

* Heard on the Street: up-to-the-minute news and anaiysis that affects the markets and industries 
* Core business news: ‘Wnat's News” and new ‘Management' section 


Editors' Picks 



Hie Cal Ripken of Mas^ts 
Hasn Onfortiie Giants, No 
Matter What 



Palestinian Moves Detours 

Reshape Attitudes 



WSJ.com Account; 

About: 

WSJ.com: 

Tools & Form 

My Account 

News Licensing 

Site Map 

Today's Papt 

Subscriber Billing Info 

Reprints 

Home 

Video Centei 


Advertising 

World 

Graphics 

Create an Account: 

Classifieds 

U.S. 

Columns 

Register for Free 

Advertise Locally 

New York 

Blogs 

Subscrfoe to WSJ.com 

Conferences 

Business 

Topics 

Sign up for WSJ Profosslonal 

About Dow Jones 

Markets 

Guides 


Privacy Policy - Updated 

Market Data 

Alerts 

Help & Informafion Center: 

Subscriber Agreement & 

Tech 

Newsletters 

Help 

Terms of Use - Updated 

Personal Finance 

Mobile 

Customer Senrice 

Copyright Policy 

Life & Culture 

Tablet Editloi 

Contact Us 

Jobs at WSJ.com 

Opinion 

Podcasts 

Global Support 


Autos 

RSS Feet 

New on WSJ.com 


Careers 

Journal Com 

Take a Tour 


Real Estate 

WSJ on T 

Print Subscriber Services 


Small Business 

WSJ on F 



Student Journal 

WSJ on F 



Corrections 

My Journal 



SafeHouse - Send Us 

Portfolio 



Infermation 

WSJ Digital I 


CopyrisN €201 1 Dow Jones & Company, Inc. All Rights Reserved 


http://onliiie.wsj.coin/articIe/SB10001424053 1 11904194604576583 1 12723 197574 .html ^ ^ ^ 


From: 

Sent: 

To: 

Subject: 


Friday, September 16, 2011 6:30 PM 
Sabol, Sherry E. 

RE: Wall Street Journal request -- legal status of "stingray* technology 


One addition from OPA as follows. Let me know if you hear back from OTO. ThanksI 


b5 -1 
b6 -1 

b7C -1 



From: Sabol, Sherry E. 

Se nt: Friday. September 16. 2011 6:11 PM 

Jo i ^ 

Cc; Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.; 
Subject: Re: Wall Street Journal request -- legal status of "stingray" technology 

OTD-is this good to go? 


b6 -1 
b7C -1 


From: ^bol, Sherry^E 

To: Sabol, Sherry E.; 

Cc: Hess, Amy S.; Biyars, D Keith; Lammert, Elaine N.; Kortan, 

Sent: Fri Sep 16 16:48:15 2011 

Subject: RE: Wall Street Journal request— legal status of "stingray" technology 

I inadvertently took OPA off the earlier version - 1 know they have a deadline of COB today. 


b6 -1 
b7C -1 


From: Sabol, Sherry E. 

Sent: Friday, September 16, 2011 4:12 PM 




Cc: Hess, Amy S.; Bryars, D Keith; Lammert, 

Subject: RE: Wall Street Journal request - legal status of "stingray" technology 
Importance: High 


b5 -1 

b7E -1 



1 







b5 -1 
bVE -1 


From 4 I 

Se nt; Friday. September 16. 2011 1:49 PM 

To | Sabd, Sherry E j 

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P. 

Subject: FW: Wall Street Journal request -- legal status of •stingray" technology 6 - 1 

b7C -1 

See update below. We will need a response by COB today if we are going to contribute to the article. 


From 

S ^! Friday. September 1§ . 2011 1:44TPT 


Subject: RE: Wall Street Journal request -- legal status of ’stingray" technology 


Another update: It looks as though my editors might want to run it out for Monda/s paper, whidi would put my deadline for 
comment to Sunday at midday. (And today would really be best.) 

Thanks! 

b6 -1, -2 

-- — , b7C -1, -2 


From^ 


jDOXfM) 


Sent: Fri Sep 09 11;22;54 2011 

Subject: Wall Street Journal request -- legal status of "stingray" technology 


Hi. 


Thanks so mudi for helping me out. 


b6 -1, -2 
b7C - 1 , -2 


I'rrl and am writing about the use of ’stingray" type devices, which are used 

generally to locate or otnerwise get data on ceiiuiar devices. As an example of the use of this technology. I'm writing about a case 
in U.S. District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used 
was a stingray, a triggerfish, or something else. The prosecution explains that ’stingray" is the generic term used.) 


Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information on the device and 

techniques used; the prosecution says that these matters are law enforcement sensitive. ^ 

CELLSITE- 13059 
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I understand this technology is very sensitive for the FBI; however, I would very much tike to get the FBI's views on this 
technology, I do not want to only quote the ACLU in this matter ^d would appreciate your help. 

Here's what I'm looking for:: 

LEGAL INFORMATION 

(1) I would like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it 
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a 
w^rant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the instructions vary by 
region? Things like that. 

(2) I would like to know what the FBI policy is regarding data from stingrays being expunged.' In the case I'm covering, the Agent, 
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to 
locate the cellular device. This request was granted,- and that data was expunged. 

USAGE INFORMATION 

I would like any information that the FBI might be able to provide on how helpful these ’stingray" type devices are, how frequently, 
they are used and whether their use has increased or decreased in the past couple of years. 

I'm not on a daily deadline for this story, but I am on a deadline. The story needs to be sent to my editors in the next few days, so I 
would hope to talk with someone as soon as possible. 

Thank you. 

Best Regards, 



(RMD) (FBI) 

From: 

Sent: Wednesday, September 14, 201 1 5:38 PM 

To: Sabol, Sherry E. 

Subject: Re: Wall Street Journal request -- legal status of ’stingray" technology 


Sherry 


We have a meeting tomorrow mornino here at OTP to draft a resDonsel 


Associate General Counsel 

Unit Chief, Science and Technology Law Unit 

Office of the General Counsel 

Federal Bureau of Investigation 


b5 -1 
b6 -1 
b7C -1 


Fr om: Sabol, Sherry E. 

T — 


] 


f Hess, Amy S.; Biyars, D Keith; Larrwneit, Elaine N. 


Cc| 

Sent: Wed Sep 14 14:32:31 2011 
Subject: FW: Wall Street Journal request - tegal status of ’stingray" technology 


All, 


b6 -1 
b7C -1 


Please see the below request from the Wall Street Journal. A reporter is inquiring about our tracking technology based on the 
ongoing case In the District of Arizona. 


Thanks, Sherry 


b5 


1 




[ dOXfbi) 

Sent: Fri Sep 09 11:22:54 2011 

Subject: Wall Street Journal request - legal status of ’stingray" technology 


Hi. 


b6 -1, -2 
b7C -1, -2 


Thanks so much for helping me out. 


I'rr and am writing about the use of rstingray" type devices, which are used 

generally to locate or otherwise get data on cellular devices. As an example of the use of this technology. I'm writing about a case 
in U.S. District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used 
was a stingray, a triggerfish, or something else. The prosecution explains that ’stingray" Is the generic term used.) 


Currently, the judge in the case is set to hear the defendant's motfon for disclosure of more information on the device and 
techniques used; the prosecution says that these matters are law enforcement sensitive. CELLSITE- 13061 

1 , 





I understand this technology is very sensitive for the FBI; however, I would Very much like to get the FBI's views on this 
technology, I do not want to only quote the ACLU in this matter and would appreciate your help. 

Here's what I'm looking for: 

LEGAL INFORMATION 

(1) I would like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it 
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a 
warrant if possible but a lesser order if not? What is the legal ancdysis that supports this policy? Do the instructions vary by 
region? Things like that. 

(2) I would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent, 
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to 
locate the cellular device. This request was granted, and that data was expunged. 

USAGE INFORMATION 

I would like any information that the FBI might be able to provide on how helpful these •stingray* type devices are, how frequently 
they are used and whether their use has increased or decreased in the past couple of years. 

I'm not on a daily deadline for this story, but I am on a deadline. The story needs to be sent to my editors in the next few days, so I 
would hope to talk with someone as soon as possible. 

Thank you. 

Best Regards, 



b6 -2 
b7C -2 
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Sent: 

To: 

Cc: 

Subject: 


Monday, September 1 2, 201 1 11 :09 AM 
Lammert,' Elaine N.; Sabot,' Sherry E. 

Cc: CapronI, Valerie E. b5 -1 

Subject: RE: Wall Street Journal requesft - legal status of "stingray* technology 

b7C -1 

Good morning SC Sabol and DGC Lammert. Per GC Caproni's email below, I wonder if you might have thoughts on the following 



From: CapronI/ Valerie E. 


12, 2011 9:31 AM 


Cc: Lammert, Elaine N,; Sabol, Sherry E. 

Subject: RE; Wall Street Journal request - legal status of "stingray" technology 



b6 -1 
b7C -1 


I think Sherry or Elaine can help. 




From 
Sent: 

To: Caproni, Valerie E. 

Subject: FW: Wall Street Journal request - legal status of "stingray" technology 


■2011 9:12 AM 


Good morning Ms. Caproni. I wonder if you may be able to look at onemore media inquiry? For old times' sake perhaps? Or else 
maybe point me in the right direction? Specific questions are listed below. 


Many thanks. 


b6 -1 
b7C -1 


From l K DOXFBn 

Se nt; Friday. September 0 9. 2011 11:55 AM 

T0 l 

Subject: Fw: Wall Street Journal request -- legal status of "stingray^ technology 




Do you want to handle this? Looks like a legal issue. 








Sent: Fri Sep 09 11:22:54 2011 

Subject: Wall Street Journal request -- legal status of "stingray" technology 
HI. 

Thanks so much for helping me out. 

I'm land am writing about the use of ’stingray’ type devices, which are used 

generally to locate or otherwise get data on cellular devices. As an example of the use of this technology. I'm writing about a case 
in U.S. District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used 
was a stingray, a triggerfish, or something else. The prosecution explains that ’stingray’ is the generic term used.) 

Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information On the device and 
techniques used; the prosecution says that these matters are law enforcement sensitive. 

I understand this technology is very sensitive for the FBI; however, I would very much like to get the FBI's views on this 
technology. I do not want to only quote the ACLU in this matter and would appreciate your help. 

Here's what I’m lookng for: 

LEGAL INFORMATION 

(1) I Would like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it 
pertains to Io<»tion information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a 
warrant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the nstructions vary by 
region? Things like that. 

(2) I would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent, 
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to 
locate the cellular device. This request was granted, and that data was expunged. 

USAGE INFORMATION 

I would like any information that the FBI might be able to provide on how helpful these ’stingray* type devices are, how frequently 
they are used and whether their use has increased or decreased in the past couple of years. 

I'm not on a daily deadline for this story, but I am on a deadline. The story needs to be sent to my editors In the next few days, so 1 
would hope to talk with someone as soon as possible. 

Thank you. 

Best Regards, 



b6 -2 


b6 -2 

b7C -2 



Fromj 

' Sent: Wedne«lav. .Spntpmhpr 

To; 

Cc: Sabol, Sherry E. 

Subject: RE: WSJ fact check 


2 

-2 


I [ rhanks for all your patience. Please see our comments In red below, and advise of any additional questions. Also, as we 
discussed, you may consider using a named wurce rather than "FBI official." 


General Comment: Please note FBI will not comment on the capabilities or functionality of equipment or on ongoing 
litigation. 


From| 

^nt: luesoay, bep 
To: Sabol, Sherry E. 

Subject: WSJ fact ( 

Importance: High 

Hi Chris and Sherry. 

Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. b6 - 1 , -2 

b7C -1, -2 

(Some items you may not have adequate information on, like very general statements, or statements about tne speciiics of the 
Arizona case. These are included mainly to provide you with context. We doni like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 

I would appreciate it if you could tell me that you received this email. 

Best, 

CELLSITE-13065 

1 








* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call. 

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the 
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed 
by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue 
teams in finding people lost in remote areas or buried in rubble after an accident. 

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a 
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the 
times. 

FBI Is concerned the first sentence (bullet above) is misleading. While the equipment may be used without a warrant, it is used i' 
only pursuant to lawful authority - court order issued pursuant to the Pen Register Statute and section 2703(d) of the Stored 
Communications Act. 

* A stingray’s role in nabbing the alleged “Hacker” — Daniel David Rigmaiden — is shaping up as a possible test of the 
legal standards for Using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

The FBI believes the second sentence is misleading. The FBI uses this equipment pursuant to lawful authority - whether it be a 
search warrant or a court Order Issued pursuant to the Pen Register Statute and Stored Communications Act. 

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 


The FBI disagrees with the characterization of the technology being "so secret" - as noted previously, the FBI considers the 
equipment Law Enforcement Sensitive and our policy Is intended to protect law enforcement capabilities so that subjects of law 
enforcement investigations do not learn how to evade or defeat lawfully authorized investigative activity. 

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr, Rigmaiden, according to documents filed by the prosecution. 

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 

*.In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
' disclosing details about the device it used to locate him. 

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or 
devices were actually used. 


* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 


* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray 
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at 
a panel discussion at the Brookings Institution in May that devices like these fall into a category, of tools called “pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communications. 


CELLSITE- 13066. 


* To get a peri-register order, irivestigators must show only that the information likely to be obtained is “relevant to an? 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 

Where the hybrid order is required; the standard cited is accurate for the Pen Register. Section 2703(d), however, requires that 
the information sought is "relevant and materiar to an ongoing investigation. Also, from legal perspective, a pen register may be 
used because the subject does not have a "reasonable expectation of privacy" in the information sought. Pen register 
information is provided by the subject to a third party in order for the equipment to work, ie, the phone company. 

* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
because some judges have found that location information is more intrusive than data on the numbers dialed by a 
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others 
have held that a seaxch warrant is necessary. 

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official said. He added that it is FBI policy to obtain a seaxch warrant if the FBI believes 

■ technology “may provide information on an individual while that person is in a location where he or she would have a 
reasonable expectation of privacy.” 

* Experts sa;y lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a 
“search” that requires a warrant. 

* The FBI told the Journal that “with regard to the exptmgement of location information obtained through use of this 
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained 
during a location operation.” 

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead 
information to assist investigators in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. Orie of 
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause” 
and that the “FBI does not want to disclose the [redactedl (understandably, so).” 


b6 -2 
b7C -2 
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(RMD) (FBI) 


From: 

1 


Sent: 


To: 

1 1 

Cc: 

Sabol, Sherry E. 

Subject: 

final 

b6 -1, -2 


b7C - 1 , -2 

OK, here's what we worked out. I think it addresses your concerns, albeit not in legal language. 


We have a "no surprises" policy toward subjects in our articles, so I'm mainly sending this to make sure we are 
all on the same page in terms of what is going to be in the paper tomorrow. 

Thank you for being so incredibly helpful. 1 think your comments have really made the article more balanced. 
Best Regards, 


■ ! 

* The Federal Bureau of Investigation considers the devices to be so 
critical that it has a policy of deleting the data gathered in their use, 
mainly to keep suspects in the dark about their capabilities, an FBI official 
told The Wall Street Journal in response to inquiries. 

* A stingray’s role in nabbing the alleged “Hacker”— Daniel David 
Rigmaiden — is shaping up as a possible test of the legal standards for 
using these devices in investigations. The FBI says it obtains appropriate 
court approval to use the device. 

* Stingrays are one of several new technologies used by law enforcement 
to track people’s locations, often without a search warrant. (Those two 
paragraphs come one right after the other, so we are not going to repeat 
the same phrase.) 

* To get a pen-register order, investigators don’t have to show probable 

cause. The Supreme Court has ruled that use of a pen register doesn’t 
require a search warrant because it doesn’t involve interception of 
conversations. (Just took out all the technical legal requirements because it 
was going to get so confusing for our readers with the 2703(d) stuff and so 
forth.) b6 ”2 

b7C -2 


1 


CELLSITE-13068 



b7C -1, -2 

Cc: Sabol, Sherry E. 

Subject: RE: WSJ fact check b 6 - 1 , -2 

L b7C -1, -2 

phanks for all your patience. Please see our comments in red below, and advise of any additional questions. Miiu, <i> we 

discussed, you may consider using a named source rather than "FBI official." 

General Comment: Please note FBI will not comment on the capabilities or functionality of equipment or on ongoing 
litigation. 



From:| 

Sent: luesoay, beptemt 
To; Sabol, Sherry E.J 
Subject: WSJ fact cneci 
Importance: High 

hj ^d Sherry. 


Below are sentences and paragraphs from the story, which is set to run In Thursda/s paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do Is let me know early on whidt statements have problems so we can work it 
out, but it's up to you. 


(Some items you may not have adequate information on, tike very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything 
when the story runs. If you feel you doni have enough information to evaluate a statement, just say so. Not a problem.) 


Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; 1 also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 


I would appreciate it if you could tell me that you received this email. 


Best, 


b6 -2 
b7C -2 


* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call. 

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the 
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed 
by the Journal, The device has various uses, including helping police locate suspects and aiding search-and*rescue 
teams in finding people lost in remote areas or buried in mbble after an accident. 

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a 
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the 
times. 
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FBI is concerned the first sentence (bullet above) is misleading. While the equipment may be used without a warrant, it is used 
only pursuant to lawful authority - court order issued pursuant to the Pen Register Statute and section 2703(d) of the Stored 
Communications Act. 

* A stingray’s role in nabbing the alleged “Hacker” — Daniel David Rigmaiden — is shaping up as a possible test of the 
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

The FBI believes the second sentence is misleading. The FBI uses this equipment pursuant to lawful authority - whether it be a 
search warrant or a Court order issued pursuant to the Pen Register Statute and Stored Communications Act. 

* The devices are so secret that the Federal Bureau of Investigation has a policy of deletmg the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 

The FBI disagrees with the characterization of the technology being "so secret" - as noted previously, the FBI considers the 
equipment Law Enforcement Sensitive and our policy is intended to protect law enforcement capabilities so that subjects of law 
enforcement investigations do not learn how to evade or defeat lawfully authorized investigative activity. 

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution. 

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
disclosing details about the device it used to locate him. 

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or 
devices were actually used. 

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray 
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at 
a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communications. 


* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 

Where the hybrid order is required, the standard cited is accurate for the Pen Register. Section 2703(d), however, requires that 
the information sought is "relevant and material" to an ongoing investigation. Also, from legal perspective, a pen register may be 
used because the subject does not have a "reasonable expectation of privacy" in the information sought. Pen register 
information is provided by the subject to a third party in order for the equipment to work, ie, the phone company. 


* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
because some judges have found that location information is more intrusive than data on the numbers 1^070 
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phone.' Some courts have required a slightly higher standard for location iitfonnation, but not a warrant, while others 
have held that a search warrant is necessary. 

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official said. He added that it is FBI policy to obtain a search warr^t if the FBI believes 
technology “may provide information on ^ individual while that person is in a location where he or she would have a 
reasonable expectation of privacy.” 

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a 
“search” that requires a warrant. 

* The FBI told the Journal that “with regard to the expungement of location ihfonhation obtained through use of this 
’ ; type of equipnient by the FBI, oiir policy since the 1990s has been to purge or ‘expunge’ all information obtained 

' during a location operation.” 

' * The FBI allows this policy because information gathered in these operations ‘.‘is intended to be used only as lead 
I information to assist investigatore in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

* In the Rigniaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of 
the Phoenix f^ei^ agents then said in a July 2008 email that the team needed “to develop independent probable cause’ 
and that the “FBI does not want to disclose Ae [redacted] (understandably so).” 


b6 -2 
b7C -2 
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RMD) (FBI) 


From: I 

Sent: Wednesday, September 2 1 , 201 1 3:22 PM 

To: Sabol, Sherry E. 

Subject: Fw: WSJ fact check 


Sent from my BlackBerry Wireless Handheld 


b5 -1 
b6 -1, -2 
b7C -1, -2 


Fro 

imJ 


To] 

Ser 


2011 

It: Wed Sep 21 15:17:3-1 


Subject: RE: WSJ fact check 
Yes. Thank you. 

Also! We have changed at least one of the sentences that I know of to try to make it clearer that it’s law enforcement techniques 
you are trying to protect, not the specific device. 


Stingrays arc designed to locate a tnobilc phone even vvhen it’s rwM being used to make a call.' The devices arc so secret that the Federal Bureau of 
Investigation has a ^licy of deleting the data they gather, out of a desire to keep its tactics under waps, an FBI official told The Wall Street Journal in 
response to inquiries. 


b6 -1, -2 

b7C_-l, -2_ 

From J 

S ent: Wednesday. September 2 1. 2011 3:08 PM 

T d I 

Subject: Re: WSJ fact dieck 


I should have your response within 30 minutes. Is that okay? 


Sent from my BlackBerry Wireless Handheld 


From 
To: Sabol, Sherry E.;| 


Sent: 1 X 10 Sep 20 23:bb:b>' 2U11 
Subject: WSJ fact dieck 

H | b nd Sherry, 


b6 -1, -2 
b7C -1, -2 


Below are sentences and paragraphs from the story, which is set to run in Thursda/s paper. Please let me know if you are aware 
of any factual errors In any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out. but it's up to you. 


1 


CELLSITE- 13072 





(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 

I would appreciate it if you could tell me that you received this email. 


Best, 


b6 -2 
b7C -2 


* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call. 

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the 
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed 
by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue 
teams in finding people lost in remote areas or buried in rubble after an accident. 

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a 
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the 
times. 


* A stingray’s role in nabbing the alleged “Hacker”~Daniel David Rigmaiden— is shaping up as a possible test of the 
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution. 

*The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
. . . this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
disclosing details about the device it used to locate him. 

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’ s case it remains unclear which device or 
devices were actually used. 

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray 
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at 

CELL5ITE-13073 



a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communications. 

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 

* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
because some judges have found that location information is more intrusive than data on the numbers dialed by a 
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others 
have held that a search warrant is necessary. 

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes 
technology “may provide information on an individual while that person is in a location where he or she would have a 
reasonable expectation of privacy.” 

* Experts say.Iawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a 
“search” that requires a warrant. 

* The FBI told the Journal that “with regard to the expungement of location information obtained through use of this 
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained 
during a location operation.” 

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead 
information to assist investigators in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of 
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause” 
and that the “FBI does not want to disclose the {redacted] (understandably so).” 


b6 -2 

b7C -2 
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|(RMD) (FBI) 

From: 

Sent: Wednesday, September21, 2011 8:13 AM ]35 -i 

To: Sabol, Sherry E. k i - 9 

Subject: RE: WSJ fact check ^ 

b7C -1, -2 


From; Sabol, Sherry E. 

Sent; Wednesday, September 21, 2011 7:39 AM 
To ; Hess, Amy S.; Bryars, D Keith 

Cc j 

Subject; Fw: WSJ fact check 
Importance; High 

WSJ asked us to fact check certain statements. 

b5 -1 

b6 -1, -2 
b7C -1, -2 


III look at rest again in office. 

They need an answer by mid-day. 


From: 

1 



To: sabdi, bherty fc.; Aiieni 



Sent: Tue Sep 20 23:56:57^511 
Subject: WSJ fact check 


H and Sherry. 


Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 


Thanks so much for your help, again, I realize this is very sensitive and an important tool for you; I also feel like people have a 
of questions about this general topic and I want to make sure I present everything as accurately as oossible, 

b5 -1 

I would appreciate it if you could tell me that you received this email, b6 -I, -2 

b7C -1, -2 


Best, 


tot 


* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call. 


1 
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* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the 
phone. It allows the stingray operator to. ping a phone and find it if it is powered on, according to documents reviewed 
by the Journal. The device has various uses, ineluding helping police locate suspects and aiding search-and-rescuc 
teams in finding people lost in remote areas or buried in rubble after an accident. 

• Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a 
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searehes and seizures, but which was written before the digital age, is keeping pace with the 
times. 


* A stingray’s role in nabbing the alleged “Hacker” — Daniel David Rigmaiden — is shaping up as a possible test of the 
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution. 

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
. , . this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
disclosing details about the device it used to loeate him. 

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’ s case it remains unclear which device or 
devices were actually used. 

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray 
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at 
a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communications. 

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 

* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
because some judges have foxmd that location information is more intrusive than data on the numbers dialed by a 
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others 
have held that a search warrant is necessary. 
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CELLSITE-13076 


* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official jsaid.-He added that it is FBI policy to obtain a search warrant if the FBI believes 
technology “may provide information on an individual while that person' is in a location where he or she would have a 
reasonable expectation of privacy.” 

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a 
“search” that requires a warrant. 

*The FBI told the Journal that “with regard to the expungement of location information obtained through use of this 
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained 
during a location operation.” 

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead 
dnforaiation to assist investigators in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of 
the Phoenix federal agents then said in a July ‘2008 email that the team needed “to develop independent probable cause” 
and that the “FBI . does not want to disclose the (redacted] (understandably so).” 


b6 -2 I 
b7C -2 
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From: 

Sent: 

To: 

Subject: 


Hess, Amy S. 

Wednesday, September 21, 201 1 10:55 AM 
Sabol, Sherry E; Bryars, D Keith 
Re: WSJ fact check 


b5 -1 
b6 -1, 

b7C -1, 


From; Sabol, Sherry E. 

To Hess. Amv S.: Bfvars. D Keith 
Cc I 

SenU7Wi^3ep7rD7I3BTTr201 1 
Subject: Fw: WSJ fact check 

WSJ asked us to fact check certain statements. 


b5 -1 
b6 -1, -2 
b7C -1, 



lit look at rest again in office. 

They need an answer by mid-day. 


From] I 

To: Sabol, Sherry E. 

Sent: Tue Sep 20 23:bb:b/ 2011 

Subject; WSJ fact check 

h | [ and Sherry. 

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday, although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so g''"" '1; 2 
out, but it’s up to you. _i „ 

(Some items you may not have adequate information on, tike very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you With context. We don't like subjects of stories to be surprised by anything , 
when the story runs. If you feel you don’t have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so rrtuch for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 

I would appreciate it if you could tell me that you received this email. 


' Stingrays are designed to locate a mobile phone even when it’s not being used to make a call. 


1 
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* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the 
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed' 
by the Journal. The device has various uses, including helping police locate suspects and aiding search*and>rcscuc 
teams in finding people lost in remote areas or buried in rubble after an accident. 

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a 
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the 
times. 


* A stingray’s role in nabbing the alleged “Hacker” — Daniel David Rigmaiden-~is shaping up as a possible test of the 
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution. 

'‘The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
. . . this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
disclosing details about the device it used to locate him. 

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or 
devices were actually used. 

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 

I 

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray 
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at 
a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communications. 

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 

* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
because some judges have foimd that location information is more intrusive than data on the numbers dialed by a 
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others 
have held that a search warrant is necessary. 


2 
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* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official said. He added that.it is FBI policy to obtain a search warrant if the FBI believes 
technology “may provide information on an individual while that person is in a location where he or she would have a 
reasonable expectation of privacy.” 

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a 
“search” that requires a warrant. 

* The FBI told the Journal that “with regard to the expungement of location information obtained through use of this 
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained 
during a location operation.” 

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead 
information to assist investigators in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

t 

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of 
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause ’ 
and that the “FBI does not Want to disclose the [redacted] (understandably so).” 



b6 -2 
b7C -2 
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RMD) (FBI) 


From: Sabol, Sherry E. 

Sent: Wednesday, September 21, 2011 11:12 AM , 

To: Sabol, Sherry E.; Bryars, D Keith; OiCtemente, Anthony P,| 

Cc: Hess, Amy S. 

Subject: RE: WSJ fact check 


From: Sabol, Sherry E. 

Sent: Wednesday, September 21, 2011 11:1 0 AM 
To: Bryars, D Keith; DiOemente, Anthony P. m 
Cc: Hess, Amy S. 

Subject: RE: WSJ fact dieck 


b5 -1 
b6 -1, -2 
b7C -1, -2 


Thanks! 


From:| 

Sent: Tuesday, Septj 
To: Sabol, Sherry E 
Subject: WSJ fact 
Importance: High 


jtembe 

cneck 


h^r?n. 9(111 u-.^7 


PM 


b6 -1, -2 
b7C -1, -2 


and Sherry. 


Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 


(Some items you may not have adequate information on, like very general statements, or statemerits about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 


Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 


I would appreciate it if you could tell me that you received this email. 


Best, 


b6 -2 
b7C -2 


b5 -1 













From: 

Sent: 

To: 

DiClemente, Anthony P. 

Wednesday, September 21, pnii ii;i7 am 

Sabol, Sherry E.; Bryars, D Keith; 

b 6 - 

- 1,-2 

Cc: 

Hess, Amy S. 

Subject: 

Re: WSJ fact check 

b 7 C 

- 1,-2 



b 5 - 

-1 



From: Saboi, Sherry E. 

To: Bryars, D Keith; DiQemente, Anthony P. 
Cc: Hess, Amy S. 



Sent: Wed Sep 21 11:09:37 2011 


Subject: RE: WS) fact check 


b5 -1 

b7C -1, -2 



Thanks! 


b 6 - 1,-2 
b7C -1,-2 


Below are sentences and paragraphs from the story, which is set to run in Thursda/s paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so much for your help, again. I realize this is very sensitive and ah important tool for you; I also feel like people have a lot 
of questions about this gener^ topic and I want to make sure I present everything as arxxirately as possible. 

CELLSITE- 13084 
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From] 

Sent: Tuesday, Septembe 
To: Sabol, Sherry E. J 
Subject: WSJ fact check 
Importance: High 

h| ^d Sherry. 
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From: Sabol, Sherry E. 

To: Sabol, Sherry E.; Bryars, D Keith; Didemente, Anthony P. 
Cc: Hess, Amy S. 



Sent: Wed Sep 21 11:12:07 2011 


Subject: RE: WS3 fact check 



b5 ”1 
b6 -1,-2 
b7C -1,-2 

b7E -1 


b5 -1 

b6 -1, -2 
b7C -1, -2 



Thanks! 


From:| 

Sent: Tuesday, septemt 
To: Sabot, Sherry E.J 
Subject: WSJ fact cneo 
Importance: High 

h | Sherry. 


b6 -1, -2 
b7C -1, -2 


b5 -1 


Below are sentences and paragraphs from the story, which is set to run in Thursda/s paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me Imow early on which statements have problems so we can work it 
out, but it's up to you. 


1 


CELL5ITE-13087 





(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything i 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 

I would appreciate it if you could tell me that you received this email. 


Best, 





3 





b6 -2 
b7C -2 
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From: | 

Sent: Wednesday, September 21 : 201 1 11 :23 AM 

To: Hess, Amy S.; Sabof, Sherry E.; Bryars, D Keith 

Subject: Re: WSJ fact check 


b5 -1 'i 

b6 -1 i 

b7C -1 


Sent from my BlackBerry Wireless Handheld 


From: Hess, Amy S. 
to: Sabol, Sher^ E.; Bryars, D Keith; 
Sent: Wed Sep 21.10:55:09 2011 
Subject: Re: WSJ fact check 


From: Sabol, Sherry E. 

To : Hess. Amv S.; Bfvars. D K eith 
Ccj 

Sent: Wed Sep 21 0/:3y;43 2011 
Subject: Fw: W^ fact check 


b5 -1 
b6 -1 
b7C -1 


WSJ asked us to fact check certain statements. 


b6 -1, -2 :| 
b7C -1, -2 
b5 ”1 I 


111 look at rest again In office, 
they need an answer by mid-day. 


From 
To: sawi, snerry t.; 


Sent: Tue Sep 20 23:56:57 2011 
Subject: WSJ fact check 

H| [and Sherry. 


Below are sentences and paragraphs from the story, which is set to run inthursda/s paper. Please let me know if you are aware 
of any factual errors in any of them. HI need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 


(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We doni like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and i want to make sure I present everything as accurately as possible. 

I would appreciate it if you could tell me that you received this email. 


1 
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Best, 


b6 -2 I 
b7C -2 


* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call: 

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the 
phoiie. It allows the stmgray operator to ping a phone and find it if it is powered on, according to docuirients reviewed 
by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue 
teams in finding people lost in remote areas of buried in mbble after an accident. 

* Stingrays are one of several hew technologies used by law enforcement to track people’s locations, often without a 
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the 
times. 


* A stingray’s role in nabbing the alleged “Hacker” — ^Daniel David Rigmaiden — is shaping up as a possible test of the 
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 


* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution. 

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
disclosing details about the device it used to locate him. 

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’ s case it remains unclear which device or 
devices were actually used. 

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray 
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at 
a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communications. 


* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 
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* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
because some judges have found that location information is more intrusive than data on the numbers dialed by a 
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others 
have held that a search warrant is necessary. 

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes 
technology “may provide information on an individual while that person is in a location where he or she would have a 
reasonable expectation of privacy.” ■ 

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a 
“search” that requires a warrant. 

* The FBI told the Journal that “with regard to the expungement of location information obtained through use of this 
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expimge’ all information obtained 
during a location operation.” 

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead 
information to assist investigators in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of 
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause” 
and that the “FBI does not want to disclose Ae (redacted] (understandably so).” 


b6 -2 I 
b7C -2 
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CELL5ITE-13093 




(RMD) (FBI) 

From: 

Sent: 


Wednesday, September 21 , 201 T 1 1 :5t AM 

To: 


Sabol, Sherry E. 

Subject: 


Re: WSJ fact check 


Thx! 

Blackberry Message 


b5 -1 

b6 -1 
b7C -1 


From: Sabol, Sheny E. 

To: Diaemente, Anthony P 
Sent: Wed Sep 21 11:49:5 0 ZUU 
Subject: FW: WSJ fact check 


From: Sabol, Sherry E. 

SApfi Wpdnip<ytav. <^ntpmhpr ?1j. 2011 11:49 AM 
To| 

Cc: H«5, Amy b.; brySrS, D Keith 
Subject: RE: W^ fact cl^d( 



From 


Sent! Tuesday. Sept ember 20. 2011 11:57 P M 


To: Sabol, Sherry E.;[ 

Subject: WSJ fact check 
Importance: High 


k nd Sherry. 


Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can vyork it 
out, but it's up to you. 


(Some items you may not have adequate information on, like very general statements, dr statements about the specifics of the 
Arizona case. These are included mainly to provide you with context.' We don't like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to rhake sure I present everything as accurately as possible. 

b6 -2 

I would appreciate it if you could tell me that you received this email. b7C -2 


Best, 


CELLSITE- 13094 

1 









b6 -1 'I 
,b7C -1 


] (RMD) (FBI) 


From: DiCIemente, Anthony P. 

Sent: Wednesday, Septem ber 21 , 201 1 1 1 :57 AM 

To: Sabol, Sherry E. 

Subject: Re: WSJ fact check 


Thanks Sherry. 


Anth ony DiCIemente 
Chief! 


Operaiiuiiai leuiiiuiuyy uivisiuii 
Federal Bureau of Investigation 


Section 


pffice 

Mobile 


b7E -1 


From: ^bol, Sherry E. 

To: DiOemente, Anthony P.; Struyk, James L; Mazel, Joseph W.; King, John E. 
Sent: Wed Sep 21 11:49:50 2011 
Subject: FW: WSJ fact check 


b5 -1 
b6 -1, -2 
,b7C -1, -2 


Sherry. 


From: Sabol, Sherry E. 

Senti.Wpdn^ay.^^ntenil^r 21, 2011 11:49 AM 

ToT 


Cc: Hess, Amy S.; Btyars, i) 


Keith 


Subject: RE: WSJ fact check 


From ! 

Sent: Tuesday, 5^p[emher 20. 2Q11 11:57 PM 
To: Sabol, Sherry E 
Subject: WSJ fact 
Importance: High 


^temh 

Oieck 


H 


^d Sherry. 


Below are sentences and paragraphs from the story, which is set to run in Thursda/s paper. Please let me know if you are aware 
of any factual errors in any of them. Ill need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 


(Some items you may not have adequate mformation on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything 
when the story runs. If you feel you doni have enough information to evaluate a statement,' just say so. Not a problem.) 


Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this genereJ topic and I want to make sure I present everything as accurately as possible. 


i 


CELLSITE- 13097 
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CELLSITE- 13098 









Sent: 

To: 

Cc: 

Subject: 


Wednesday, September 21. 201 1 12:03 
Sabol. Sherry E.: DiClemente. Anthony P.| 

Hb: vvbj tact cnecK 


b6 - 
b7C 


■1 


Sherry- 


Here's my thoughts: 







Assistant ueneraj counsel 
Science &Tedinology Law Unit 
Fedyal Bureau of Investigation 
Offi< 

BB: j — 

E-Jv® 


b6 -1 I 
b7C -1 


THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CUENT AND ATTORNEY WORK PRODUCT MATERIAL 
DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC. 


From: Sabol, Sherry E. 

Sent: Wednesday, Septembp^ZL 
T o; DiOemente. Anthony P.l 


?ni1 lOMfiAM 


• S Mm I 

Ccf 

SuF 


Subject: Fw: WSJ fact check 


Please take a look at this and get me your thoughts/comments asap. 


From: Hess, Amy S. 

Tn- <;ahnl. Shprrv F.; Rivat]*;^ D Keith 
Cc 


Sent: Wed Sep 21 10:11:25 2011 
Subject: Re: WSJ fact check 


From: Sabol, Sherry E. 

To- Hess. Amv S.: Btvars. D Keith 

Cc 

Sent: vveu sep u/:jb: 43 2011 
Subject: Fw: WS) fact dieck 


b5 -1 
b6 -1 
b7C -1 


WSJ asked us to fact check certain statements. 


Ill look at rest again in office. 

They need an answer by mid-day. 


Fron i 

To: Sabol, Sherry E, 

Sent: Tue Sep 20 23:56:57 2011 
Subject: WSJ fact check 


H 


pd Sherry. 


b6 -1, -2 
b7C -1, -2 


Below are sentences and paragraphs from the story, which Is set to run in Thursda/s paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 
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CELLSITE-13101 










(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't tike subjects of stories to be surprised by anything; 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 


Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 

I would appreciate it if you could tell me that you received this email. 


Best, 


b6 -2 

b7C -2 


* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call. 

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the 
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed 
by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue 
teams in finding people lost in remote areas or buried in rubble after an accident. 

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a 
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the 
times. 

* A stingray’s role in nabbing the alleged “Hacker” — Daniel David Rigmaiden — is shaping up as a possible test of the 
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

! 

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution. 

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
disclosing details about the device it used to locate him. 

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or 
devices were actually used. 

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray 
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at 
a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communications. 

CELLSITE-13102 
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* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 

* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
because some judges have found that location information is more intmsive than data on the numbers dial^ by a 
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others 
have held that a search warrant is necessary. 

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes 
technology “may provide information on an individual while that person is in a location where he or she would have a 
reasonable expectation of privacy.” 

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a 
“search” that requires a warrant. 

* The FBI told the Journal that “with regard to the expvmgement of location information obtained through use of this 
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained 
during a location operation.” 

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead 
information to assist investigators in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of 
the Phoenix federal agents then said in a July 2008 email Aat the team needed “to develop independent probable cause” 
and that the “FBI does not want to disclose the (redacted] (understandably so).” 


b6 -2 
b7C -2 
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CELLSITE-1310 



>mber21,2011 12:14 PM 

Sabo l. Sherry E.; DiCIemente, Anthony P.; 


Re: WSJ fact check 


b5 -1 
b6 -1 

b7C -1 


Associate general Counsel 

Unit Chief, Science and Technology Law Unit 

Office of the General Counsel 

Federal Bureau of Investigation 



Subject: RE: WSJ fact check 

b5 -1 
b6 -1 
b7C -1 


Sherry- 

Here's my thoughts: 




THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK PRODUCT MATERIAL 
DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC. 


From; Sabol, Sheny E. 
Sent: Wednesday, Septem 
To: Didemente, Anthony P. 

C 

Subject: Fw: WSJ fact 



Please take a look at this and get me your thoughts/comments asap. 


From: Hess, Amy S- 

To , Sabol. Shenv E.: Brvam . D Keith 

Cc 

Sent: Wed Sep 21 10:ll:z5 2011 
Subject: Re: WSJ fact check 



lU look at rest again in office. 


2 


CELLSITE-13105 





They need an answer by mid-day. 


From 




To: sabol. Sherry E.J 

CAMfr.'TiiA OA AO.ITCtC'T AAii 

b6 -1, 2 


Subject: WSJ fact check 


b7C -1, 2 


jand Sherry. 


Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 


(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We doni like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 

I would appreciate it if you could tell me that you received this email. 


Best, 


b6 -2 
b7C -2 


* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call. 

* A stingray works by mimicking a cellphone tower, getting a phone to coimect to it and measuring signals from the 
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed 
by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue 
teams in finding people lost in remote areas or buried in rubble after an accident. 

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a 
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searches and seizures, but which was vwritten before the digital age, is keeping pace with the 
times. 

* A stingray’s role in nabbing the alleged “Hacker” — ^Daniel David Rigmaiden — is shaping up as a possible test of the 
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

* The devices are so seaet that the Federal Bureau of Investigation h^ a policy of deleting the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution. 

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
.. . this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 
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* .In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
disclosing details about the device it used to locate him. 

* The government says “stingray”, is a generic term, and in Mr. Rigmaiden’ s case it remains unclear which device or 
devices were actually used. 

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray 
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at 
a panel discussion at the Brookings Institution in May that devices like these fail into a category of tools called ‘,‘pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communications. 

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 

* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
'because some judges have found that location information is more intrusive than data on the numbers dialed by a 
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others 
have held that a search warrant is necessary. 

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes 
technology “may provide information on an individual while that person is in a location where he or she would have a 
reasonable expectation of privacy.” 

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a 
“search” that requires a warrant. 

* The FBI told the Journal that “with regard to the expungement of location information obtained through use of this 
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained 
during a location operation.” 

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead 
infonhation to assist investigators in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of 
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause” 
and that the “FBI does not want to disclose the [redacted) (understandably so).” 


b6 -2 
b7C -2 
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] (RMD) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


Wednesday, September 21 , 201 T 1 2:1 7 PM 

Sabol, Sherry E. 

Hess, Amy.S.; Bryars, D Keith 

Re: WSJ fact check 


b5 -1 
b6 -1 
b7C -1 


Sent from my BlackBerry Wireless Handheld 


From; <;hprtv F 


Cc: Hess, Amy S.; Bryars, D Keithi 
Sent: Wed Sep 21 11:56:59 20ir 
Subject: Re: WSJ fact check 


Fr om: Sabol, Sherry E. 

To j 

Cc: Hess, Amy S.; Bryars, D Keith 
Sent: Wed Sep 21 11:48:47 2011 
Subject: RE: WSJ fact check 


b5 -1 ' 
b6 -1 
b7C -1 


Sherry. 


From 
Sent: luesday, bep] 




To: Sabol, Sherry Ej 
Subject: WSJ fact cnecK 
Importance: High 


b6 ”1, -2 

b7C -1, -2 


Hi 


pd Sherry. 


Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 


(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't tike subjects of stories to be surprised by anything 
when the story runs. If you feel you doni have enough information to evaluate a statement, just say so. Not a problem.) 


Thanks so much for your help, again. I realize this is very sensitive and an frnportant tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 


I would appreciate it if you could tell me that you received this email. 


1 
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Thanks, 


i: Sabol, Sheny E. 

Wedh'^av. Sep tember 21. 2011 2:00 PM 


ject: RE: WSJ fact check 


b5 -1 
,b6 -1 
b7C -1 


From| I 

Sent; Wednesday, September 21, 2011 12:03 PM 
To; S^b Q l, Shgrry E. 

Cc J I 

Subject; FW: WSJ fact check 

Sheny- 


Assistant General Counsel 
Science & Technology Law Unit 
Federal Bureau of Investigation 
Offid 
BB:d 

E-M^ 

THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK PRODUCT MATERIAL 
DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC. 


b5 -1 
b6 -1 
b7C -1 


From; Sabol, Sheny E. 

Sent; Wednesday, spptpmhpr 21.2011 ii: 4 QAM 
To; DiOemente, Anthony P.; 

Subject; FW: WSJ fact cbecl 










From: Sabol, Sherry E. 

S ^t: Wedn^v. Seotem 

Cc: Hess, Amy S.; Bryars, I 
Subject: RE: WS) fact check 


|)ei 


r 21, 2011 11:49 AM 


5 Keith 


Sherry. 


From 


b5 - 
b6 - 
b7C 


Sent: Tuesday. Sept ember 20, 2011 11:57 PM 
To: Sabol, Sherry E 
Subject: WSl fact 
Importance: High 




H 


fuid Sherry. 


•1 

- 1 , 


-2 


Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware 
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do Is let me know early on which statements have problems so we can work it 
out, but it's up to you. 


(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We doni like subjects of stories to be surprised by anything 
when the story runs. If you feel you doni have enough information to evaluate a statement, just say so. Not a problem.) 


Thanks so much for your help, again. I realize this Is very sensitive and an important tool for you; I also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 


I would appreciate it if you could tell me that you received this email. 
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Wednesday, September 21, 2011 3:04 PM 
Sabol, Sherry E. 

Re: WSJ fact check 


Sent from my BlackBerry Wireless Handheld 


Sent: Wed Sep 21 14:01:41 2011 
Subject: Re: WSJ fact check 


From I 1 

To: Sabol, Sherry E. 

Sent: Wed Sep 21 13:17:36 2011 
Subject: FW: WSJ fact check 


Associate General Counsel 

Unit Chief, Science and Technology Law Unit 

Office of the General Counsel 

Federal Bureau of Investigation 


tib “1 
b6 -1 
b7C -1 





b5 -1 
b6 -1 
b7C -1 



From 









THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK PRODUCT MATERIAL. 
DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC. 


From; ^bol, Sherry E. 

Sent: Wednc^y, September 21, 2011 10:16 AM 


2 


CELLSITE-13116 




T o; Diaemente. Anthony P.J I 

C< < ' 

SuDjecc: m: wbj raa cnecK 

Please take a look at this and get me your thoughts/comments asap. 


From: Hess, Amy S. 

To: Sabol. Sherry E.; Brvars . D Keith 
Ccf 


Sent: Wed Sep 21 10:11:25 2011 
Subject: Re: WSJ fact check 


,b5 -1 
b6 -1 

b7C -1 


From: Sabol, Sherry E. 

T o: Hess. Arnv S.: Brvars. D Keith 


Sent: Wed Sep 21 07:38:43 2011 
Subject: Fw: WSJ fact check 

WSJ asked us to fact check certain statements. 


b5 ”1 

111 look at rest again in office. b6 -1 , 

b7C -1 

They need an answer by mid-day. 


2 

-2 


Froml I 

To: Sabol, Sherry E j | 

Sent: Tue Sep 20 23:56:57 2011 
Subject: WSJ fact check 

h ] [ and Sherry. 

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware 
of any factual errors in any of them. HI need a response for my editors by midday although we will have a bit of time after that 
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it 
out, but it's up to you. 

(Some Items you may not have adequate Information on, like very general statements, or statements about the specifics of the 
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything 
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.) 

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; 1 also feel like people have a lot 
of questions about this general topic and I want to make sure I present everything as accurately as possible. 

I would appreciate it if you could tell me that you received this emsul. 

Best, 


b6 -2 
b7C -2 
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* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call. 

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring sisals from the 
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to docunients reviewed 
by the Journal. The device has various uses; including helping police locate suspects and aiding search-and-rescue 
teams in finding people lost in remote areas or buried in rubble after an accident. 

* Stingrays are one of several new technologies used by law enforcement to track people’s lor^tions, often without a 
warrant. The tedmologies are driving a broad Constitutional debate about whether the Fourth Amendment, which 
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the 
times. 

* A stingray’s role in nabbing the alleged “Hacker”— rDaniel David Rigmaiden— is shaping up as a possible test of the; 
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary 
depending on the state and district. 

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a 
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about 
the device. 

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool 
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution.- 

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its 
public release could harm law enforcement efforts by compromising future Use of the equipment.” 

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding 
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.” 

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without 
disclosing details about the device it used to locate him. 

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or 
devices were actually Used. 

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and 
local levels,” an FBI official told the Journal. 

* FBI and Department of Justice officials ha;ve said that investigators don’t need to get search warrants to Use stingray 
devices. Associate Deputy. Attorney General James A. Baker and FBI General Couiisel Valerie E. Caproni both said at 
a panel discussion at the.Brookings Institution in May that devices like these fall into a category pf tools called “pen 
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers 
dialed, but don’t receive the content of the communicatioiis. 

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an 
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search 
warrant, because it doesn’t involve interception of conversations. 

* But with cellphones, data sent in real time includes location information, making the situation more complicated, 
because some judges have found that location information is more intrusive than data on the numbers dialed by a 
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others 
have held that a search warrant is necessary. 

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their 
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes 
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technology ‘.‘may provide information on an individual while that person is in a location where he or she would have a i 
reasonable expectation of privacy.” 

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a honie constitutes a 
“search” that requires a warrant. 

* ITie FBI told the Journal that ‘Svith regard to the expungement of location information obtained throu^ use of this 
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained 
during a location operation.” 

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead 
information to assist investigators in identifying the general location of their subject and is not intended to be used as 
substantive evidence in a case,” the official said. 

* In the Rigmaiden case, the investigators used the stingray to harrow down the location of the broadband card. One of 
the Phoenix federal agents then said in ai July 2008 email that the team needed “to develop independent probable cause” 
and that the “FBI does not want to disclose Ae (redacted) (understandably so).” 
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From: 

Sent: 

To: 

Subject: 


OiCIem ente, Anthony P. 

Saturday, September 17, 2011 4:26 PM 
Sabol, Sherry E. 

. Fw: Wall Street Journal request -- legal status of ’stingray’ technology 


.FYI - I'll c^l you. 


b6 -1 
b7C -1 
b7E -1 



From: Bryars/D Keith 

To: DiOemente, Anthony, P.; Hess, Amy S. 

Sent: Sat Sep 17 16:16:37 2011 

Subject: Re: Wall Street Journal request— legal status of Tstingray" technology 
Thanks Tony. 


D. Keith Bryars 
A/Deputy Assist^t Director 
Operational Technology Division 
Innovatioh’Technology* Collaboration 



I ^ : : 

From : DiOemente, Anthony P. 

I To: Hess, Amy S.; Bryars, D Keith 
Sent: Sat Sep 17 15:44:16 2011 

Subject: Re: Wall Street Journal request -- legal status of "stingray" technology 



legards. 


b5 -1 
b6 -1 
b7C -1 
b7E -1 



From: DiOemente, Anthony P. 

To: Hess, Amy S.; Bryars, D Keith 
Sent: Sat Sep 17 14:36:27 2011 

Subject: Fw: Wall Street Journal request -- legal status of "stingray" technology 


i 
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From: Sabol, Sherry E. 

To: DiOemente, Anthony P. 

Sent: Sat Sep 17 14:23:18 2011 

Subject: Re: Wall Street Journal request - legal status of "stingray" technology 



From: DiOemente, Anthony P. 

To: DiCtemente, Anthony P.; Sabol, Sherry E.; Hess, Amy S. ; Bryars, D Keith b 5 - 1 

Sent: Sat Sep 17 14:19:03 2011 -i 









From: Diaemente, Anthony P. 

Sent: Saturday, September 17, 20 11 1:16 PM 

To: Sabol, Sherry E.; Hess, Amy S.| | Bryars, D Keith b 5 -I 

Subject: RE: Wall Street Journal request -- legal status of "stingray" technology b 6 - 1 



From: Hess, Amy S. 

Se nt: Saturday. Septe mber 17, 2011 9:53 AM 

ToJ DiOemente, Anthony P. b 5 - 1 

Subject: Fw: Wall Street Journal request -- legal status of "stingray" technology b 6 -I 
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From: Bryars, D Keith 
To: Hess, Amy S. 

Sent: Sat Sep 17 06:16:30 2011 

Subject: Fw: Wall Street Journal request - legal status of *stingray" technology 



TTOnKSTT^eiOT 


D. Keith Bryars 
A/Deputy Assistant Director 
Operational Technology Division 
lnnovation*Techno! oqv* Collaboration 


b5 -1 I 
b7E -1 


From: Sabol, Sherry E. 

To: Bryars, D Keith 
Sent: Fri Sep 16 23:49:17 20 
Subject: Fw: Wall Street Jou 

11 

rnial request -- legal status of "stingray" technology 

From; 
To: Di 
Cc: Ko 
Sent: 
Subje 

bemente, Anthony P. 
rtan, Michael P.; Sabol 
Fri Sep 16 21:03:31 20 
ct: Fw: Wall Street Jou 

J b5 -1 

b6 -1 

, Sherry E. j37C -i 

11 

mal request -- legal status of "stingray" tedinology 



Sent from my BlackBerry Wireless Handheld 


Fr om: Sabol. Shenv E. 

Sent: Fri Sep 16 18:49:49 2011 

Subject: Re: Wall Street Journal requ^t - legal status of ’stingray" technology 

b5 -1 

b6 -1 

b7C -1 


Fron^ 

to: baboi, snerry e. 

Sent: Fii Sep 16 18:30:28 2011 

Subject: RE: Wall Street Journal request - legal status of "stingray’ technology 
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From; Sabol, Sherry E. 

S 
T( 

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine n.; Korta 
. Subject: Re: Wall Street Journal request -- legal status of "stingray" technology 




From: Sabol, Sherr y E. 

To: Sabol, Sherry E j 

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Koitan, Michael P, 

Sent: Fri Sep 16 16:48:15 2011 

Subject: RE: Wall Street Journal request -- legal status of "stingray? technology 


From: Sabol, Sheny E. 




Cc: H^, Amy S.; Bryars, 0 Keith; Lammert, Elaine N. 

Subject: RE: Wall Street Journal request -- legal status of "stingray" technology 
Importance: High 


++++++♦++++++++++++++ 


b5 “1 
b6 ”1 
b7C - 







See update below. We will need a response by COB today if we are going to contribute to the article. 



Another update: It looks as though my editors might want to run ft out for Monda/s paper, which would put rhy deadline for 
comment to Sunday at midday. (And today would really be best.) 


Thanks! 



Hi. 


Thanks so much for helping me out. 

I'm and am writing about the use of 'stingray" type devices, which are used 

generally to locate or otherwise get data on cellular devices. As an example of the use of this technology, I'm writing about a case 
in U.S. District Court in the District of Arizona in which the FBI used one of these devices, (It's unclear whether what was used 
was a stingray, a triggerfish, or something else. The prosecution explains that "stingray" is the generic term used.) 

Currently, the judge In the case is set to hear the defendant's motion for disclosure of more information oh the device and 
techniques used; the prosecution says that these matters are law enforcement sensitive, 

I understand th'is technology Is very sensitive for the FBI; however, I would very much like to get the FBI's views on this 
technology. I do not want to only quote the ACLU in this matter and would appreciate your help. 

Here's what I'm looking for: 

LEGAL INFORMATION 

(1) I would like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it 
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a 
warrant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the instructions vary by 
region? Things like that. 
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. (2) 1 would tike to know what the FBI policy is regarding data from stingrays being expunged; in the case i'm covering, the Agent, 
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to 
locate the cellular device. This request was granted, and that data was expunged. 

USAGE INFORMATION 

; I would like any information that the FBI might be able to provide on how helpful these 'stingray’ type dewceS are, how frequently 
they are used and whether their use has increased or decreased in the past couple of years. 

I'm not on a daily deadline for this story, but I am on a deadline. Tbe story needs to be sent to my editors in the next few days, so I 
would hope to talk with som eone as soon as possible. 

Thank you. 

i 

Best Regards, , 


r 


1 


b6 -2 


n n 


o 



From: 

Sent: 

To: 

Cc: 

Subject: 


Friday, September 16, 2011 9:04 PM 
DiClemente, Anthony P. 

Kortan, Michael P.; Sabol, Sherry E. 

Fw: Wall Street Journal request - legal status of ’stingray* technology 



Sent from my BlackBerry Wireless Handheld 


From: Sabol. Shenv E. 


Sent: Fri Sep 16 18:49:49 2011 

Subject: Re: Wall Street Journal request - legal status of "stingray" technology 


b7C -1 
b5 -1 


From: Allen, Christopher M. 

To: Sabol, Sherry E. 

Sent: Fri Sep 16 18:30:28 2011 

Subject: RE: Wall Street Journal request ~ legal status of "stingray" technology 


From: Sabol, Sherry E. 


Sg"*~* CQ^^fQfv<KQr^ jg *7011 g.lf DM 

T< 


Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P, 
Subject: Re: Wall Street Journal request - legal status of "stingray" techA 


nogr 


From: Sabol, Sherry E 
To: Sabol, Sherry E.; 


Cc: Hess, Amy S.; Bryars, u Keith; Lammert, tiame n.; Kortan, Micnaei h. 


Sent: Fri Sep 16 16:48:15 2011 
Subject: RE: Wall Street Journal request ■ 


legal status of "stingray" technology 


b5 -1 
b6 -1 

b7C -1 


From: Sabol, Sherry E. 

Sent; Friday, -qpnrpmhpr Ifi, 701 1 4;17 PM 


Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N. 
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FromI 

To| l(DOXFBI) 

Sent: Fri Sep 09 11:22:54 2011 

Subject: Wall Street Journal request -- legal status of "stingray" technology 
Hi. 

Thanks so much for helping me out. 


N 


_^d am writing about the use of ’stingray* t^e devices, which are used 


generally tp locate or otherwise get data on cellular dewces. As an example of the use of this technology, I'm writing about a case 
in U.S. District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used 
was a stingray, a triggerfish, or something else. The prosecution explains that ’stingray" is the generic term used.) 


Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information on the device and ' 
techniques used; the prosecution says that these matters are law enforcement sensitive. 


I understand this technology is very sensitive for the FBI; however, I would very much like to get the FBI's wews on this 
technology. I do not want to only quote the ACLU in this matter and would appreciate your help. 


Here's what I'm looking for: 

LEGAL INFORMATION 

(1) 1 would Bke to know, what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it 
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a 
warrant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the instructions vary by 
region? Things like that. 

(2) I would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent, 
in the application for the use of device, requested that data obtained by the court Order be expunged at the end of the mission to 
locate the cellular device. This request was granted, and that data was expunged. 

USAGE INFORMATION 

I would like any information that the FBI might be able to provide on how helpful these ’stingray" type devices are, how frequently 
they are used and whether their use has increased or decreased in the past couple of years. 

I'm not on a daily deadline for this story, but I am on a deadline. The story needs to be sent to my editors in the next few days, so I 
would hope to talk with someone as soon as possible. 


b6 ”2 
b7C -2 


Thank you. 
Best Regards, 




prioav. aeuLtfiiiuet ib ! 201 1 1 :49 PM 

I Sabol, Sherry E 

Hess, Amy s.; Bryars, D Keith; Lam m en, tiame n.; Konan, Micnaei h. 
FW; Wall Street Journal request - legal status of ’stingray" technology 


b6 -1, 

b7C -1 


See update below. We will need a response by COB today if we are going to contribute to the article. 


From 

Sent: HTOay, September ib, 2011 1:44 PM 

T0 | _ 

Subject: Kt: wan btreet Journal request - legal status of "stingray" technology 

Another update: It looks as though my editors might want to run it out for Monday’s paper, which would put my deadline for 
comment to Sunday at midday. (And today would really be best.) 


Thanks! 


b6 -1, -2 
b7C -1, -2 



•T 

Sent: Fti Sep 09 11:22:54 2011 

Subject: Wall Street Journal request - legal status of "stingray" technology 


Hi. 

Thanks so much for helping me out. 

I'rr and am writing about the use of ’stingray* type devices, which are used 

generally to locate or otherwise get data on cellular devices. As an example of the use of this technology. I'm writing about a case 
in U.S. District Court in the District of Arizona in whidi the FBI used one of these devices. (It’s unclear. whether what was used 
was a stingray, a triggerfish, or something else. The prosecution explains that ’stingray* is the generic term used.) 

Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information on the device ahd 
techniques used; the prosecution says that these matters are law enforcement sensitive. 

I understand this technology is very sensitive for the FBI; however, I would very much like to get the FBI’s views on this 
technology. I do not want to only quote the ACLU in this matter and would appreciate your help. 

Here’s what I'm looking for: 

LEGAL INFORMATION 

(1)1 would like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it 
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a 
warrant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the instructions vary by 
region? Things like that. 
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(2) I would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent, 
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to 
locate the cellular device. This request was grated, and that data was expunged. 

USAGE INFORMATION 

I would like any information that the FBI might be able to provide on how helpful these 'stingray* type devices aire, how frequently 
they are used and whether their use has increased or decreased in the past couple of years. 

I'm not on a daily deadline for this story, but I am on a deadline. The story needs to be sent to my editors m the next few days, so I 
would hope to talk with someone as soon as possible. 

Thank you. 

Best Regards, 


b6 -2 
b7C -2 
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Thanks for keeping me up to date. 


I do have some information so far on the legal theories and pob'cies tnvolved here; from the documents that already exist in the 
example case and from some online research. I'll lay them out for you here just so you have them. In case it is helpful. 

(1) General Counsel Valerie E. Caproni and Associate Deputy Attorney General James A. Baker, at a Brookings panel in May, 
said they thought these types of devices are pen registers and that somebody would need a pen register order to use them. 

(2) The prosecution in the example case I'm looking at says the device is a pen register device, because it's not getting content 
like a wiretap would,! 

(3) The prosecution also says "U.S: magistrate judges and district judges across the Country have debated whether cell phone 
tracking requires a hybrid order, a tracking warrant, or both.” They say 'these decisions are made on a case-by-case basis when 
the application Is presented.' 

(4) I have not seen a full explanation in terms of policy for the deletion of the data from the device, except that the application for 
the order that involved deleting data has been described by the prosecution as 'standard procedure' and 'not a unique scenario.' 
Additionally, Investigators involved say in documents filed in the case that they developed 'independent probable cause' after 
using the device because the 'FBI does not want to disclose the (tracking device)' - indicating the extreme sensitivity of the , 
device and data from it. 

I hope this is helpful in expediting the request. I know the topic is extremely sensitive, but it does seem like my questions have 
been broached before in a number of places. I would prefer to get a rhore comprehensive answer, but I can use the other info if 1 
need to. 

The gist of my story as it stands currently (subject to change by editors, as always) is that this is a very hotly debated area of the 
law right now, and it shows how tough it is to use cutting-edge technology without disclosing it In a way that will help offenders, 
all while trying to use laws that just don't keep up with this kind of innovation. 

Do you have any sense of how long the process m'ght take on your end? I'd just like to know what to tell my editors. 


b6 -2 





From: Bryars, D Keith 

To: DiOemente, Anthony P,; Sabol, Sherry E.; Hess, Amy S.; 

Sent: Sat Sep 17 13:30:32 2011 

Subject: Re: Wall Street Journal request -- legal status of ’stingray" technology 


0. Keith Bryars 
A/Deputy Assistant Director 
Operational Technology Division 
:innovation*Technoloq v*Collaboration 


From: DiOemente, Anthony P. 

To: Sabol, Sherry E.; Hess, Amy S. 
Sent: Sat Sep 17 13:16:36 2011 


Bryars, D Keith 


Subject: RE: Wall Street Journal request - legal status of "stingray" technology 


-b5 -1_ 
b6 -1 
b7C -1 
b7E -1 







AnthoiULDiClenieiile b 7 E - 1 

Chief Section 

' Operational lechnology Umsion 

Ff/tftral RiirMii r>f Tnvp^tigatinn 


From: Hess, Amy S. 

Sent: Satiirdflv. Sentember 17, 2011 9:53 AM 
To I DiQemente, Anthony P. 

Subject: Fw: Wall Sfreet Journal request™ legal status of "stingray" technology 


From: Bryars, D Keith 
To: Hess, Amy S. 

Sent: Sat Sep 17 06:16:30 2011 

Subject: Fw: Wail Street Journal request -- legal status of "stingray" technology 



D. Keith Bryars ^ 

A/Deputy Assistant Director 
Operational Tedinology Division 
lnnovation*TechnoloQ v*Collaboration 


From: Sabol, Sherry E. 

To: Bryars, D Keith 

Sent: Fri Sep 16 23:49:17 2011 

Subject: Fw: Wall Street Journal request -- legal status of "sOngray" technology 


b5 -1 
b6 -1 
b7C -1 


Fromj I 

To: Dibemente, Anthony P. 

Cc: Kortan, Michael P.; Sabol, Sherry E. 

Sent: Frl Sep 16 21:03:31 2011 

Subject: Fw: Wall Street Journal request -- legal status of "stingray* technology 
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Sent from my BlackBerry Wireless Handheld 



b5 -1 
b6 -1 
’b7C -1" 


Sent: Fri Sep 16 18:49:49 2011 

Subject: Re: Wall Street Journal request ~ legal status of "stingray" technology 



From 
To: Sabol, Sherry E. 

Sent: Fri Sep 16 18:30:28 2011 

Subject: RE: Wall Street Journal request -- legal status of "stingray" technology 



From: Sabol, Sherry E. 

Sent: Friday. <;<>ntpmhpr Ifi. 2011 fi;11 PM 

Toj J 

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kottan, Mid^iel P. j 
Subject: Re: Wall Street Journal request -- legal status of "stingray" technology 


b5 -1 
b6 -1 



From: Sabol; Sherry E; 

To: Sabol, Sherry E. l 

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.| 

Sent: Fri Sep 16 16:48:15 2011 

Subject: RE: Wall Street Journal request - legal status of "stingray" technology 



From: Sabol, Sherry E. 

Sant! Friday. Spntpmhpr Ifi. ?ni1 4;17 PM 

To ! \ 

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N. 

Subject: RE: Wall Street Journal request -- legal status of "stingray" tedinology 
Importance: High 


b5 -1 
b6 -1 
b7C -1 









Subject: FW: Wall Street Journal request - legal status of "stingray" technology 

See update below. We will need a response by COB today ifwe are going to contribute to the article. ]3 5 -2 

h7r. -i, -2 



Subject: RE: Wall Street Journal request - legal status of "stingray" technology 

Another update: It looks as though my editors might want to run it out for Monda/s paper, which would put my deadline for 
comment to Sunday at midday. (And today would really be best.) 


ThanksI 




b6 "1, -2 
b7C ”1, ”2 


Thanks so much for helping me out. 

I'm| land am writing about the use of 'stingray' type devices, which are used 

generally to locate or otherwise get data on cellular devices. As an example of the use of this technology, I'm writing about a case 
in U.S. District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used 
was a stingray, a triggerfish, or something else. The prosecution explains that 'stingray' is the generic term used.) 

Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information on the device and . 
techniques used; the prosecution says that these matters are law enforcement sensitive. 

I understand this technology is very sensitive for the FBI; however, I would very much like to get the FBI's views on this 
technology. I do not want to only quote the ACLU in this matter and would appreciate your help. 

Here's what I'm looking for: 

LEGAL INFORMATION 

(1) I would like to know what the FBI's guidelines are reg^ding what orders are required for the use of a stingray, particularly as it 
pertains to locatbn Information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a 
warrant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the instructions vajy by 
region? Things like that. 

(2) I would like to know what the FB( policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent, 
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to 
locate the cellular device. This request was granted, and that data wa;s expunged. 

USAGE INFORMATION 

I would like any Information that the FBI might be able to provide on how helpful these 'stingray* type devices are, how frequently 
they are used and whether their use hais increased Or decreased in the past couple of years. 

I'm not on a daily deadline for this story, but I am on a deadline. The story needs to be sent to my editors in the next few days, so I 
would hope to talk with someone as soon as possible. 

Thank you. 

Best Regards, 




b6 -2 






From: Bryars, D Keith , 

To: OiOemente, Anthony P.; Sabol, Sherry E.; Hess, Amy sj 

Sent: Sat Sep 17 13:30:32 2011 

Subject: Re: Wall Street Journal request -- legal status of •stingray" technology 



D, Keith Bryars 
A/Deputy Assistant Director 
Operational Technology Division 
lnnovation*Technoloq v*Collaboration 


From: DiOemente, Anthony P. 

To: Sabol, Sherry E.; Hess, Amy S. 
Sent: Sat Sep 17 13:16:36 2011 


Bryars, D Keitfi 


Subject: RE: Wall Street Journal request ~ legal status of ■stingray" tedinology 









i 


Anthony DiClemente 
Chief^ 


operaiioMi lecflfloiogy umsion 


Kettion 


FM<»ra1 Riiri>aii nf Tnv(»tt;p9t;r»n 


b5 -1 
b7E -1 


From: Hess, Amy S. 

Sent: Saturdav- Seotember 17. 2011 9:53 AM 
To| ; DiOemente; Anthony P. 

Subject: Fw: Wall Street Journal request - legal status of "stingray^ technology 






' From: Bryars, D Keith 
To: Hess, Amy S. 

Sent: Sat Sep 17 06:16:30 2011 

Subject: Fw: Wall Street Journal request - legal status of "stingray" technology 

b5 -1 
b6 -1 

D /U -1 
b7E -1 


D. Keith Bryars 
A/Deputy Assistant Director 
Operational Tedinology Division ■ 
lnnovation*Technolo gy*Collaboration 


From : Sabol, Sherry E. 

To: Bryars, D Keith 

Sent: Fri Sep 16 23:49:17 2011 

Subject: Fw: Wall Street Journal request - legal status of "stingray" technology 


Fromj I 

To: DiOemente, Anthony P. 

Cc: Kortan, Michael P.; Sabol, Sherry E. 

Sent: Fri Sep 16 21:03:31 2011 

Subject: Fw: Wall Str^t Journal request -- legal status of "stingray" technology 


b5 -1 

b6 -1_ 
'b7C -1 
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Sent from my BlackBerry Wireless Handheld 


From: <^hol. <?hpriv F 


Sent: Fri Sep 16 18:49:49 2011 

Subject: Re: Wall Street Journal request - legal status of 'stingray’ technology 


b5 -1 
b6 -1 
b7C -1 


Fron 

To: ^l»l/ Sherry b. 

Sent: Fri Sep 16 18:30:28 2011 

Subject: RE: Wall Street Journal request “ legal status of ’stingray" technology 


From: Sabol, Sherry E. 

nti Fiidav. September 16. 2011 6:11 PM 


Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P-; 
Subject: Re: Wall Street Journal request “ legal status of "stingray" technoRsgy 
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From: Sabol, Sherry E, 

To: Sabol, Sherry E. j 

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.; 

Sent: Fri Sep 16 16:48:15 201 1 

Subject: RE: Wall Street Journal request -- legal status of ’stingray" technology 


From: Sabol, Sherry E. 

Se nt: Friday. 5^otember 16. 2011 4:12 PM 

To | I 

► Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine Nj b 5 - 1 

Subject: RE: Wall Street Journal request - legal status of "stingray" technology b 6 - 1 

Importance: High b7C -1 


++++-+++4-+++++++++-H-++ 
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From:| 

Sent; 


Friday. SeptembCT 


1 : 


49 PM_ 


To ^abol, Sherry E.;| 

Cc: Hess, Amy b.; bryars, D Keith; Lammert, tiaine n.; Kortan, Micnaei P. 

Subject: FW: Wall Street Journal request - legal status of "stingray" technology 

See update below. We will need a response by COB today if we are going to contribute to the article. 


From: 



Sent: 

Pridav. Seotember 16. 2011 1:44 PM 

C\l 

1 

t — 1 
1 

Subieci. lu:. vvaii.3ueei.jv! 

urnal reauest -- leoal status of "stinorav" technoloov 

b7C -1, -2 


Another update; It looks as though my editors might want to run it out for Monda/s paper, which would put my deadline for 
comment to Sunday at midday. (And today would really be best.) 


Thanks! 





Fromj 

To| ID.(EX)XFBI) 

Sent: Fri Sep 09 11:22:54 20U* 

Subject: Wall Street Journal request legal status of *stingray" tedinology 


b6 -1 
b7C -1 


Thanks so much for helping out. 

» l'rr| land am writing about the use of "stingray" type devices; which are used 

generally to locate or otherwise get data on cellular devices.” As an example of the use of this technology, I'm writing about a case 
in U.S. District Court in the District of Arizona in whidi the FBI used one of these devices.' (It’s unclear whether what was used . 
was a stingray, a triggerfish, or something else. The prosecution explains that "stingray" Is the generic term used.) . 

Currently, the judge in the case Is set to hear the defendant's motion for disclosure of more information on the device and' 
techniques used; the prosecutiofi says that these matters are law enforcement sensitive. 

- 1 understand this tedinoiogy is very sensitive for the FBI; however, I would very much like to get the FBI's views on this . 
technology. I do not want to only quote the ACLU in this matter and would appreciate your help. 

Here's what I'm looking for: 

LEGAL INFORMATION 

(1) I would like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it. 
pertainjf to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a 
w^r^t if possible but a lesser order if not? What Is the legal analysis that supports this policy? Do the instructions vary by 
region? Things like that. 

' (2) I would like to know what the FBI policy is regarding data from stingrays being expunged; In the case I'm covering • the Agent, 

, in the application for the use of dewce, requested that data obt^ed by the court order be expuriged at the end of the mission to 
locate the cellular device. This request was granted, and that data was expunged. 

USAGE INFORMATION 

I would like any iiiformation that the FBI might be able to provide on how helpful these "stingray" type devices are, how frequently 
they are used and whether their use has increased Or decreased in the past couple of ye^s. 

I'm not on a daily deadline for this story, but I am on a deadline, the story needs to be sent to my editors in the next few days, so I 
would hope to talk With someone as soon as possible. 

Thank you. 


Best Reg^ds, 


b6 -2 
b7C -2 



